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Abstract

The model-checking problem for software product lines is harder than for sin-
gle systems. Indeed, one has to verify all the software variants of a product
line, whose number grows exponentially in the number of their differences.
Techniques intended for single systems are inefficient in this case, for these
can only be applied to all products separately. Variability-aware modelling
formalisms and algorithms were designed as a more appropriate answer to
that problem. Their strength lies in their ability to check a behaviour com-
mon to several products only once, which leads to substantial performance
gains. Although they constitute a major step toward the efficient verifica-
tion of product lines, these techniques are not yet mature enough to truly
achieve this objective. They still lack optimisations to verify large models,
the expressiveness to represent complex forms of variable behaviour, as well
as usable languages and tools required for industrial transfer.

This thesis aims at improving product-line model checking in order to
provide formalisms, algorithms, and tools that together hold the potential to
verify real-world software product lines. We first study the state-of-the-art
model-checking approaches for software product lines. We compare them
in terms of available formalisms and algorithms, and we determine that the
approach based on Featured Transition Systems (FTS) is the most suitable
to act as a basis for the design of novel techniques. We then extend its
theory along two axes: efficiency and expressiveness. For the former, we
propose abstraction methods that can reduce the size of the model to check
while maintaining correctness and completeness; they consist of extensions of
single-system abstraction techniques applied to F'TS, and of new techniques
that abstract away from their variability. As for expressiveness, on the one
hand we propose featured timed automata as a combination of FTS and
real-time behaviour. On the other hand, we analyse how to support in F'TS
complex forms of variability such as numeric features and multi-features.

We implemented our theoretical results into a new model-checking tool
named ProVeLines. As all our extensions are based on FTS, they share
many commonalities. ProVeLines was therefore designed as a product line
whose each variant implements a distinct combination of verification for-
malisms and algorithms. Finally, we show that the principles we designed
for product-line model checking can also be applied to other formal methods,
namely the verification of adaptive systems and the synthesis of controllers
for product lines.

Keywords: Formal methods, model checking, software product line



Résumé

Vérifier un modele de ligne de produits logiciels est plus difficile que vérifier
un modele d’un systéme unique. En effet, toutes les variantes d’une méme
ligne, dont le nombre croit exponentiellement par rapport au nombre de
différences entre elles, doivent étre vérifiées. Les techniques congues pour
les systemes uniques sont inefficaces dans ce contexte, car elles ne peuvent
s’appliquer qu’a un seul produit a la fois. Des formalismes de modélisation
et des algorithmes spécifiques aux lignes de produits ont été congus afin de
répondre a ce probleme. Ceux-ci vérifient un comportement exécuté dans
plusieurs produits une seule fois, ce qui permet des gains de performance
substantiels. Malgré que ces techniques constituent une avancée majeure,
elles ne sont pas encore assez matures pour atteindre réellement leur objec-
tif. Elles manquent encore d’optimisation pour vérifier de larges modeles,
d’expressivité pour représenter des formes complexes de comportement vari-
able, ainsi que de langages et d’outils nécessaires a un transfert industriel.

Cette these vise & améliorer des approches existantes afin de créer des
formalismes, des algorithmes et des outils qui détiennent ensemble le po-
tentiel de vérifier le comportement de lignes de produits industrielles. Nous
étudions tout d’abord les techniques existantes et les comparons en termes
de formalismes et d’algorithmes. Nous déterminons que I’approche basée sur
les Featured Transition Systems (FTS) est la plus appropriée pour servir de
base a la conception de nouvelles techniques. Nous étendons ensuite cette
approche selon deux axes: efficacité et expressivité. Pour le premier, nous
proposons des méthodes d’abstraction qui réduisent le modele a vérifier tout
en maintenant la correction et la complétude de la vérification ; ces méthodes
comprennent tant des extensions de techniques existantes pour les systemes
uniques appliquées aux F'T'S que de nouvelles qui font abstraction de la vari-
abilité. Quant a ’expressivité, d’une part nous définissons le featured timed
automaton, un nouveau formalisme combinant les FTS avec du comporte-
ment temps réel ; d’autre part nous étudions comment étendre les F'TS afin
qu’ils supportent des formes complexes de variabilité telles que les features
numériques et les multi-features.

Nous avons implémenté nos résultats théoriques dans un nouvel outil
de model checking nommé ProVeLines. Comme toutes nos extensions sont
basées sur les FTS, elles partagent de nombreuses similarités. Nous avons
ainsi congu ProVeLines comme une ligne de produits dont chaque variante
implémente une théorie de vérification particuliere. Enfin, nous montrons
que les principes que nous avons établis pour la vérification de modeles
peuvent également s’appliquer a d’autres méthodes formelles, en I'occurrence
la vérification de systemes adaptatifs et la synthese de controleurs pour ligne
de produits.

Mots-clés: Méthodes formelles, vérification de modele, ligne de produits
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Preface

Variability is ubiquitous in today’s systems, be it in the form of configuration
options or extensible architectures. By mastering variability, developers
can adapt their system to changing requirements without having to develop
entirely new applications. Software Product Lines (SPLs) are a popular form
of variability-intensive systems. They are families of similar software systems
developed together to make economies of scale [60, 149] and to reduce time
to market. SPL engineering is a recent software engineering discipline that
aims at facilitating the development of the members of the family (called
products or wvariants). To achieve this objective, it advocates systematic
and planned reuse, and encourages identifying upfront the commonalities
and differences between these products. Variability in SPLs is commonly
represented in terms of features, i.e. units of difference between products
that appear natural to stakeholders. Each product is then defined by its set
of features.

Nowadays, SPL engineering is widespread in industry, including in crit-
ical areas like automotive and avionics. The emergence and the increas-
ing popularity of SPLs have raised the need for specific quality assurance
techniques. Indeed, engineers have to provide solid evidence that all the
products they build satisfy their intended requirements. Moreover, in case
of failure they should identify which features or combinations of features are
responsible for the errors in order to facilitate repair. Single-system quality
assurance techniques are not appropriate to address this problem, for these
can only be applied product by product. This is clearly suboptimal: vari-
ants of an SPL likely share lots of commonalities, which should be verified
only once. Moreover, when the set of products is large, it is difficult to iden-
tify which (combinations of) features are responsible for breaches of quality.
In the particular case of software verification, this identification process is
essential, as errors may originate from unexpected interactions between fea-
tures on which humans alone cannot have a comprehensive view.

Model checking is an established technique to verify a behavioural model
of a system — typically a transition system — against a property expressed in
temporal logic [45, 16]. It relies on an exhaustive exploration of the model
in search for counterexamples, i.e. executions that violate the property
to verify. Due to its exhaustiveness, model checking is costly in time and

el
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memory. When applied to real systems with a typically huge state space,
it faces a combinatorial blow-up called state explosion. The model-checking
problem is even harder for SPLs: in this case, the model checker must either
prove the absence of errors or find a counterexample for each variant that
can produce a violation. As the SPL and its number of products grow,
variability dramatically exacerbates the complexity of model checking. It is
thus not feasible to apply single-system model checking to the thousands of
variants that can compose real-world SPLs.

In recent years, many variability-aware techniques have been designed to
address the SPL model-checking problem [103, 59, 58, 15]. These techniques
keep track of variability information contained in an SPL behavioural model
to associate each execution path to the exact set of variants able to produce
it. By doing so, they are able to identify the set of products that violate
a given property, and to report a counterexample of violation for each of
them. Moreover, being aware of variability allows them to check behaviour
common to several products only once. This is a clear improvement over
an enumerative application of single-system model checking, which verifies
a behaviour as many times as there are products that can exhibit it.

Problem Statement

Although earlier experiments suggest that these dedicated techniques bring
substantial performance gains [56, 13], further improvements are required to
verify industrial SPLs. First, SPL model-checking methods suffer from the
state-explosion problem inherent to model checking, and their practical time
complexity still grows more than linearly with the number of features [53].
Because of that, SPL model checkers perform better than mature, highly-
optimised single-system model checkers only in specific cases, even though
they explore fewer behaviours [56].

Second, current techniques are only applicable to SPL models with dis-
crete behaviour, whereas critical systems typically have to meet other types
of requirements such as real-time. Another of their fundamental limitations
is that they do not deal with neither numeric features nor features appear-
ing several times in a product, viz. multi-features (sometimes misleadingly
referred to as clones in the literature [76, 142]). An example of a numeric
feature could be “mazximum number of users”, which can take different nu-
meric values across the range of products. The multi-feature construct could
be used to represent, e.g., processing units whose number is variable from
one product to another and which can be configured independently. Despite
evidence of their usefulness in practice, no SPL modelling tool currently sup-
ports multi-features [52], and SPL model checkers support neither numeric
features nor multi-features. All these expressiveness limitations impede an
industrial application of SPL verification.
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Objectives

The above observations lead us to the central objective of this thesis: over-
coming the aforementioned limitations to allow industrial applications of
SPL model checking in the long term. This manuscript thus aims at provid-
ing theories to address a wariety of verification problems on families com-
posed of lots of systems, as well as tools that bridge the gap between these
theories and engineers. Our ultimate goal is thus to enable model checking
for the masses. We decompose this objective into three challenges.

O1. Improve the efficiency of SPL model-checking algorithms
Variability exacerbates the state-explosion problem inherent to model check-
ing by adding a second source of complexity, viz. the number of products.
In single-system verification, one of the most effective answers to state ex-
plosion is model abstraction, which creates more concise — therefore easier to
verify — models of the system, typically by merging similar states. A funda-
mental challenge to address is the design of abstraction techniques that can
reduce the two-dimensional complexity of SPL behavioural models. This
challenge is mainly addressed in Part II.

0O2. Increase the expressiveness of SPL behavioural formalisms
Most of the research in model checking is concerned with the verification of
discrete behaviour against temporal properties. However, the discrete be-
haviour is often only a partial view of the system. In order to express and
verify other requirements like real-time properties, new logics to express be-
haviour and extensions of the discrete formalisms were proposed together
with verification algorithms. A first part of this second objective is to study
if and how existing SPL verification techniques can be extended in the same
way. A second part aims at overcoming their limitations in the expression of
variability. Indeed, SPL model-checking approaches were designed to sup-
port Boolean features only, whereas recent surveys emphasized the need for
additional forms of variability [115]. It is thus necessary to analyse the fea-
sibility of equipping current approaches with the support of non-Boolean
features. This objective is the main focus of Part III.

03. Design of product-line verification tools

Our third objective is to make our theoretical results available in software
tools. Single-system model checkers are generally equipped with a spec-
ification language used to describe the behaviour of a system to check,
which can be textual (e.g. Promela in Spin [114], SMV in NuSMV [44],
MRMC [121]) or graphical (e.g. UPPAAL [22], EmbeddedValidator [1], and
Reactis Tester [152]). Although these may require too much expertise to be
used directly by engineers, they can still act as cornerstones on the basis of
which more usable languages are designed. Given the range of formalisms
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we aim to define, we have to develop a common language to express all of
them. In the end, we thus aim at providing a usable tool that, given an in-
stance of this language and a property to verify, displays the SPL products
that violate the property and is able to explain the violation.

Application to Other Formal Methods

Model checking is but one of the formal methods that can be used for qual-
ity assurance. Other domains could benefit from heuristics similar to those
designed for FTS. Concretely, we focus on adaptive systems and controller
synthesis. The challenge is to study these problems from a variability point
of view and to provide theories and algorithms to solve them. This is our
fourth and last objective.

0O4. Design SPL-oriented methods for the verification of adaptive
systems and the synthesis of controllers

Adaptive systems are “systems that are able to adjust their behaviour in
response to their perception of the environment and the system itself” [42].
It means that these systems can be viewed as a set of systems, only one
being active at a time. They can thus be considered as a dynamic product
line. Our objective is to define a formal framework to model such systems,
as well as to specify and verify properties on them. On the other hand,
the product-line controller synthesis problem has received little attention
and remains open. Although a few existing methods already provide partial
solutions to that problem [99, 100], they are still insufficient. Ideally, the
theory of controller synthesis should be generalized to product lines as model
checking has been in the past years. This first requires a formal definition
of that problem; then efficient algorithms to synthesize a controller for each
product while maximizing reuse.

Review of SPL model-checking methods

A prerequisite to meet our objectives is the study of the existing SPL model-
checking approaches. After a survey of the scientific literature, we identify
three formalisms to model SPL behaviour:

1. Featured Transition Systems (FTS) [59, 58] associate transitions with
constraints over the features, expressing that the products able to
execute a transition are those whose features satisfy the corresponding
constraint.

2. Modal Transition Systems (MTS) [116] are transition systems where
transitions are either mandatory or optional. Optionality represents
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transitions that are part of only a strict subset of the SPL, whereas
mandatory transitions are executable by all products [90]. When MTS
are combined with an additional logic named MHML [15], it is possible
to associate an optional transition with the products that can execute
it.

3. Multi-valued models [31] are a generalization of transition systems that
defines transitions and properties over a multi-valued (as opposed to
Boolean) logic. Thanks to an ad-hoc association between elements of
this logic and set of products, multi-valued models are able to express
variable behaviour [103].

After recapitulating the basic definitions of the above three formalisms, we
compare them in terms of expressiveness and associated algorithms. We
finally select FTS as the basis for our work. FTS were specifically designed
to model product lines, and can be combined with formalisms to model
variability such as feature models [119]. Moreover, the associated verification
algorithms [56] exploit the variability information contained in the FTS in
order to avoid performing redundant verifications. There exist no equivalent
algorithms for multi-valued models and MTS. Moreover, the latter alone
do not have a sufficient expressiveness to solve the SPL model-checking
problem: they require an additional logic, viz. MHML, to be as expressive
as FTS.

Contributions

To achieve the four aforementioned objectives, we propose a set of solutions
that together constitute the contributions of the thesis.

C1. Abstraction methods for FTS

To increase the efficiency of SPL model checking, we design abstractions
for SPL behavioural models. Abstraction often creates inaccuracies in the
models, and thereby affects the properties they satisfy. A reported coun-
terexample can therefore be spurious, that is, it exists within the abstract
model but not in the real, concrete model. In this case, the abstraction must
be refined to eliminate this false positive. Common methods to achieve this
refinement make use of the spurious counterexample itself. They give rise to
Counterexample Guided Abstraction Refinement (CEGAR), i.e. abstraction
techniques that iteratively refine an abstract model until either they find a
real counterexample or they can prove the absence of violation [48]. In spite
of their success in single-system model checking, abstraction techniques have
not yet been studied in the specific context of SPLs. We fill this gap and
propose SPL-specific abstraction procedures based on CEGAR. As an SPL
model is composed of a state space and variability information, we distin-
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guish between state abstraction that only merges states as in single-model
abstraction, feature abstraction that abstracts variability, and mized ab-
straction that combines the previous two types. This latter type is the most
complicated to implement, as spuriousness can originate from the merging
of states, the abstraction of features, or both. We evaluate the efficiency of
the three types of abstraction with respect to verification time.

C2. Variability-aware simulation relation

The correctness of abstraction with respect to property preservation is com-
monly proven on the basis of behavioural conformance relations such as
simulation relations [144]. These, however, are not aware of variability. An
essential prerequisite for reliable abstraction-based SPL model checking is
thus the definition of a new simulation relation that can reason over a set of
products. We study this relation and propose efficient algorithms to com-
pute it. As for property verification, we want to exploit the commonality
between the products behaviour to minimize the computation effort.

C3. Modelling and verification of real-time product lines

Timed automata [82] are a popular formalism for reasoning over the be-
haviour of continuous-time systems. The main reasons are that timed au-
tomata model-checking remains decidable for branching-time logics, and
there exist efficient solutions to encode and manipulate real time. More-
over, renowned implementations like UPPAAL [23] managed to catch the
interest of both academics and practitioners. This increases our confidence
that timed automata are suitable in the context of verifying properties of
real-time SPLs as well. Accordingly, we define featured timed automata, a
new formalism that extends timed automata with variability in the same
way as FTS extends transition systems. We also combine the principles of
timed automata and FT'S model checking into new algorithms that can ver-
ify real-time requirements.

C4. Support for multi-features and numeric features

Introducing multi-features is not as simple as it seems. Many semantics
are possible [142], and we must define one formally before extending FTS
to represent this kind of feature. Previous approaches define the semantics
of multi-features as multi-sets [142]. However, since we are interested in
behaviour we need to associate a behaviour to the exact feature instance
responsible for it; multi-sets cannot provide this capability. Accordingly,
we propose an array-based semantics for multi-features. With the addition
of numeric features, optional behaviour can be made dependent not only
on the presence or absence of functionality, but also on the satisfaction of
arithmetic constraints over numeric parameters. Augmenting SPL model
checking with numeric features requires a generalization of the underlying
formalism, wiz. FTS, and its associated algorithms. The need to handle
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arithmetic constraints naturally leads us to use “Satisfiability Modulo The-
ory” (SMT) solvers. Still, these are more computationally expensive than
solutions for purely Boolean satisfiability. Experiments we carried out show
that while including multi-feature does not constitute a threat to perfor-
mance, the use of SMT solvers drastically increases verification time. We
thus also examine an alternative solution where attributes are converted into
sets of Boolean variables.

C5. ProVeLines: a product-line of verifiers for SPLs

Our next contribution is the implementation of our results into usable tools.
All of our extensions being based on the original FTS formalism, it appears
natural to develop a single software package offering the capability to model
and perform verifications on SPLs. This package is called ProVeLines. It
allows a user to model discrete and real-time SPL behaviour in fPromela,
a variability-aware extension of Promela originally designed for the SNIP
model checker [53]. Given an fPromela model and its characteristics, ProV-
eLines checks properties of interest on the model using an appropriate algo-
rithm, and then reports the set of products that satisfy the properties.

C6. Model checking adaptive systems within an SPL framework

We propose to see adaptive systems as systems with highly dynamic features.
We model as features not only the reconfigurations of the system, but also
the changes of the environment, such as failure modes. The resilience of the
system can then be defined as its capability to select an adequate recon-
figuration for each possible change of the environment. We must take into
account that reconfiguration is often a major undertaking for the system: it
has a high cost and it might make functions of the system unavailable for
some time. Since these constraints are domain-specific, we provide a mod-
elling formalism to specify them, and a property language to describe the
requirements on the adaptive system. We design algorithms to determine
how the system must reconfigure itself to satisfy its intended requirements.

C7. Mass synthesis of product-line variants

Scenario-based specification languages are an adequate means of intuitively
yet formally specifying the behaviour of the system and its environment.
Desired interactions being scattered across different scenarios, it rapidly
becomes difficult to grasp what the system should do to ensure the satis-
faction of these scenarios. The purpose of synthesis is to produce, from a
scenario-based specification, a controller that drives the behaviour of the
system whatever happens in the environment. An established method to
solve the single-system synthesis problem is to consider it as a reachability
game [78]. To transpose the above methodology to SPL engineering, we
propose a method to specify the effects of features as a set of scenarios.
We then extend the synthesis process by first defining a new type of reach-
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ability game, which includes constructs to represent variability. Then we
design algorithms to solve these novel reachability games, using heuristics
similar to those developed for FTS. Thereby, we allow the synthesis of many
controllers from similar specifications.

Structure
This manuscript is divided into the following six parts.

Part [ recapitulates essential background. Chapter 1 introduces SPLs and
the formal definitions of feature modelling. Chapter 2 recalls all the
concepts related to single-system model checking that are needed to
present the contributions of this thesis. Chapter 3 presents FTS and
its companion theory and algorithms. Finally, Chapter 4 surveys the
other approaches to formal verification of variability-intensive systems.
It focuses more particularly on modal transition systems and multi-
valued model checking, which are compared to FTS.

Part II is dedicated to FTS abstraction. Chapter 5 first introduces our
variability-aware simulation relation as a means to compare the be-
haviour of two FTS. The usefulness of this relation is then illustrated
in Chapter 6, where we design new CEGAR procedures for SPLs and
three families of abstraction functions. We evaluate the efficiency of
these abstractions through several experiments.

Part 111 introduces all the extensions to the FTS formalism we designed.
Chapter 7 presents featured timed automata and shows how these can
be verified by a combination of FTS and timed automata algorithms.
Chapter 8 defines a semantics for SPLs with multi-features and nu-
meric features, and discusses how the FTS theory can be extended to
support them.

Part IV focuses on tools. It consists of only Chapter 9, which presents
ProVeLines, our new model checker that implements the approaches
introduced in this manuscript. It notably explain its features, archi-
tecture, input languages, and user interface.

Part V studies variability-aware extensions of other formal methods. More
precisely, Chapter 10 focuses on adaptive systems, their modelling and
their verification as dynamic SPLs. Chapter 11 formally defines the
synthesis problem and presents a method to synthesize controllers for
an SPL’s products based on feature and scenario modelling.

Part VI is composed of Chapter 12 only, which reviews the developments
presented in this thesis and emphasizes the perspectives they offer.
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Chapter 1

Software Product Lines

The characteristics of today’s market are the results of many mutations in
both producers’ and customers’ habits. A first key economic factor is the
increasing capability of customers to afford to buy various kinds of products.
Producers have thus to deal with an increasing demand while avoiding de-
lays in delivery. In order not to be overwhelmed, manufacturers abandoned
the individual handcraft approach and adopted the production lines, which
consist in executing sequential operations during which materials are system-
atically combined to form a final product. This new production paradigm
successfully enables mass-production for reduced costs in many industries
such as automotive, alimentary, and metallurgy.

Despite the economic benefits of production lines, manufacturers are now
confronted to new market trends they cannot deal with. Indeed, customers
desire to buy unique products tailored to their specific tastes and needs.
The systematic nature of production lines impedes producers to enable di-
versification, and thus to meet customers’ variable requirements. These ob-
servations led industries to revisit the notion of production lines into what
is called mass customisation.

Definition 1.1 (Mass customisation)
[79] Mass customisation is the large-scale production of goods tailored to
individual customers’ needs.

The most prominent example of mass customisation is arguably the au-
tomotive industry. Any car constructor offers a broad range of different car
models, each of which can be further customized through the selection of
many options. This allows customers to configure and purchase the car that
suits them the best. To cope with both the diversity and the huge demand,
car manufacturers invested in common development platforms wherein they
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build different types of cars. By doing so, they managed to make economies
of scale while rapidly delivering customized products.

1.1 Software Mass Customisation

The software industry being way younger than automotive or metallurgy, it
had not encountered the need for mass customization until the recent years.
Even to this day, most of the developed software can be categorized into
general-purpose applications software (e.g., word processing, database, and
graphic applications) meant to target a broad market segment, and custom-
made applications designed for a specific customer. The former kind offers
a nice return on investment for software-developing companies, but it lacks
a sufficient diversification. On the contrary, individual software are tailored
to customers’ specific requirements but are expensive to produce and to
maintain. In order to increase the scope of the market segment they target,
software engineers have sought to bring the principles of mass customisation
into their discipline.

This is, however, more challenging that it looks. Unlike other industries,
software can hardly be regarded as a simple combination of components.
Indeed, a lesson learned from the software crisis in the 1960s is that soft-
ware consist not only of compiled source code, but also of elicited require-
ments, an architecture, quality assurance procedures, documentation, etc.
The slightest modification in customers’ requirements can impact all these
ingredients, and thus implies changes that cross-cut the whole development
life cycle. Allowing mass customisation thus obliges software engineers to
rethink their development processes. This resulted in a new software engi-
neering paradigm called software product-line engineering.

Definition 1.2 (Software product line)

[60] A Software Product Line (SPL) is a set of software-intensive sys-
tems sharing a common, managed set of features that satisfy the specific
needs of a particular market segment or mission and that are developed
from a common set of core assets in a prescribed way.

The above definition highlights three important characteristics of SPL
development:

1. The features shared by the software products (also called wvariants)
have to be identified and managed.

2. Final software products are built from reusable assets (as opposed to
being developed from scratch)
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Figure 1.1: The SPL development framework [149]

3. If necessary, these assets are tailored through preplanned variation
mechanisms.

Building a new product thus comes down to assembling the appropriate
variations of the core assets. Accordingly, the development of SPLs (see
Figure 1.1) involves two distinct processes: domain engineering and ap-
plication engineering [149]. During domain engineering, the commonality
and the variability between the products is identified, and different types
of reusable artefacts (which can be requirements, design, code, tests, etc.)
are built. During application engineering, engineers exploit the variability
information to derive products from the appropriate (variations of) assets.
Assuming a fixed set of features, domain artefacts and their variations are
intended to be built once and for all. The complexity of developing a set
of products is thus concentrated on a single development cycle, whereas
single-system software engineering would require as many separate cycles
as there are variants to build. This is the reason why adopting SPL en-
gineering to develop a families of products is substantially more time- and
cost-efficient [60].

However, these benefits come at the cost of a new source of complexity:
variability has to be managed throughout the whole development life cycle.
This requires an initial activity where the commonality and the variability
are identified, as well as the creation and the maintenance of traceability
links between variation points and domain artefacts. In SPL engineering,
variability is typically expressed in terms of features. Features received
many definitions in the past [57]. In this thesis, we consider features as
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units of difference between products that appear natural to stakeholders
and technicians alike [57]. An SPL variant is thus defined as a subset of the
SPL features. Classen et al. [57] gives more formal, requirements-engineering
oriented definition of feature based on Zave and Jackson’s framework [165].

Definition 1.3 (Feature)

[57] A feature is a triplet f = (S,W,R) where S is the specification of
the feature, W is the factual assumptions the feature makes about its
environment, and R is the requirements the feature should satisfy.

We assume that features are consistent: provided that the assumptions
W hold the specification S of the feature ensures that the requirements R are
satisfied, noted S, W R in Zave and Jackson’s framework. The consistency
of the individual features does not imply that any SPL product is consis-
tent, though. Indeed, undesired feature interactions may occur and modify
the expected effects of features, thereby preventing the fulfilment of require-
ments yet satisfied by the individual features. [Inwvalid products resulting
from interacting features thus do not behave properly, as one would expect
them to meet all the requirements of their constituent features as well as
some new requirements defining a proper interaction. They should therefore
not be build in order to prevent unpredicted inconsistencies. Feature inter-
actions are certainly not the only source of product invalidity. Two features
may be dependent on each other for various reasons, which can result in one
requiring or excluding the other. Products may also be excluded from the
product line for other purposes, e.g. economical reasons. More generally,
there is a need to define dependencies between features to prevent disallowed
combinations. Variability modelling is the activity of eliciting the features of
an SPL and their inter-dependencies. These are commonly represented in a
modelling language, and then named feature models [119].

1.2 Feature Models: Syntax and Semantics

A Feature Model (FM) is a hierarchical structure that defines relations be-
tween features. Originally, they were given a graphical form [119] but many
textual languages [157, 11, 17, 21, 25, 52] have been proposed as alterna-
tives. We focus on graphical FMs and TVL, one of the latest incarnations
of textual FM, due to some of its advantages: high expressiveness, formal
semantics and tool support [52].

Figure 1.2a shows a TVL model.! The equivalent graphical representa-

!This FM actually models a subset of the variability of ProVeLines, our product line
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root ProVeLines group allOf {

Behaviour group oneOf {
Discrete,
Real-Time

b

Property group someOf {
Reachability,
LTL

b

Features group allOf {
opt Multi-features

}

Real-Time => Reachability A = LTL

(a) Written in TVL
Real-Time => Reachability A = LTL ProVelLines
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Legend:
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Figure 1.2: An example of feature model
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tion appears on Figure 1.2b. In both representations, the FM’s fundamental
structure remains a tree that reflects the parent-child hierarchy between the
features. At the top of the tree lies the root feature (ProVeLines). The
root is always part of a product, regardless of the other features. A feature
may have child features; for instance, ProVeLines has three: Behaviour,
Property, and Features. Parent-child relationship have a decomposition
type among and, or, and zor (named allOf, someOf, and oneOf in TVL).
These types respectively specify that a parent feature must have all, at least
one, or only one child feature in a given product. When the decomposition
type is and a child feature can be labelled as optional, meaning that this
feature is not mandatory.

Since they were first introduced by Kang et al. in 1990 [119], FMs be-
came more sophisticated (see [154, 52] for detailed surveys of FM languages).
Among the most intensively used extensions, one finds group cardinalities.
These are a generalization of the decomposition types, which defines the
minimum and maximum number of children a feature may have in any
product. In our example, the group cardinality of feature Property is [1, 3].
Feature attributes and feature cardinalities are two other extensions that
have received a lot of attention in the recent years [74, 142]. Since their
presence implies drastic changes in FM semantics, we do not consider them
at this point. We introduce them properly in Chapter 8.

The tree structure alone may not always be sufficient to model all the
dependencies between features. Therefore, recent FM languages like TVL
permit the definition of additional constraints (i.e. propositional formulae)
over the features. In Figure 1.2, one such constraint specifies that feature
Real-time requires Reachability and excludes LTL. The addition of a con-
straint language makes FMs as expressive as Boolean logic when it comes
to expressing constraints over the features.

Now that the FM constructs have been informally introduced, we give
them an abstract syntax which further serves as a basis for the definition
of a formal semantics. This abstract syntax remains valid for most feature
modelling languages without feature cardinalities and attributes.

Definition 1.4 (Feature model)

Let F be a set of features. An FM over F is a tuple (F, r, DE, X\, ®)
where:

e F'is a non-empty, finite set of features.

o r c I s the root.

of SPL model checkers (see more in Chapter 9).
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e DE C F x F is the decomposition (hierarchy) relation between
features. For any (f, f') € DE, f is the parent and f’ is the child
feature. By children(f) we denote the set of child features of f.

e \: F - N x (NU({x}) indicates the decomposition operator of
a feature, i.e. its group cardinality. If A(f) = (n,m) then n is
the minimum group cardinality of f and m its maximum group
cardinality. If m = x then the number of selected children can be
any finite value not less than n.

o ® is a Boolean formula over F, expressing additional constraints.
Furthermore, any FM must satisfy the following well-formedness rules:
e 7 has no parent: f € F o (f,r) € DE;

e DEis acyclic: Pf1,...,fx € F¥ o (fr, 1) € DEAVIiE {1,... k—
1} o (fi, fiy1) € DE.

In the original definition of FM [119], a feature can be labelled as op-
tional. Our abstract syntax intentionally gives up this capability. The reason
is that this construct may cause confusion, especially but not only when com-
bined with group cardinalities. Many existing tools therefore support op-
tional features only in and decompositions [52], the only case where optional-
ity has a useful meaning. In FMs without group cardinalities, Czarnecki and
Eisenecker [75] define that optionality has priority over the decomposition
type. This implies that a parent feature with a zor or an or decomposition
type may have no child feature. Intuitively, this happens when the sole se-
lected child feature is optional, and this feature is not present in the product.
The decomposition type is satisfied in the sense that one feature has indeed
been selected, even though it is not included in the product in the end due
to its optional nature. Optionality takes an even more subtle form in case of
group cardinalities. Leaning on Czarnecki and Eisenecker’s work, Classen et
al. [52] generalize the impact of the “optional” label as follows: optionality
causes the lower bound of a group cardinality to decrease by the number
of optional child features in the decomposition, and these are not counted
to determine the satisfaction of the lower bound. Although this convention
gets rid of all the ambiguities related to optionality, we believe that they
remain counter-intuitive in the eyes of FM users. This is the reason why
our abstract syntax does not support the “optional” label; all features are
optional by default. This restriction, however, does not reduce the expres-
siveness of FM since group cardinalities and the additional constraints ¢ can
be used to simulate (non-)optionality. If we except feature attributes and
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feature cardinalities, our abstract syntax is thus valid for the most common
FM modelling languages surveyed in [52].

An FM represents a set of constraints over features. Thereby, it specifies
which combinations of features can be included in products. The semantics
of an FM is accordingly defined as the set of valid products, i.e. the sets of
features satisfying the constraints expressed by the FM [154].

Definition 1.5 (Feature model semantics)
Let fm = (F, r, DE, X\, ®) be an FM. The semantics of fm, noted [fm],
is the largest set of products such that ¥p € [fm] C 2F, we have:

e p contains the root: r € p;

e p respects the parent-child relationship:

gepN(f,g) € DE= f €p;

e p satisfies the group cardinalities:

fepnAf)=(n,m)=n<|{gepl|(fg) € DE} <m;

e p satisfies the additional constraints: /\fep f/\geF\p -g | ®.

Then fm is consistent if and only if |[fm]| > 0.

Let us illustrate the above abstract syntax and semantics through the
FM of Figure 1.2.

Example 1.2.1 The FM of Figure 1.2 consists of nine features, among
which ProVeLines is the root. The parent child relationship DE is given
as

{(ProVeLines, Behaviour), (ProVeLines, Property), (ProVeLines,
Features), (Behaviour, Discrete), (Behaviour, Real-time), (Property,
Reachability), (Property, LTL), (Features, Multi — features)}.

The group cardinality of the leaves Discrete, Real-time, Reachability, LTL,
and Multi-features is (0,0). As for the others, we have

A(ProVeLines) = (3,
A(Behaviour) = (

) = (

) = (

1,1
A(Property 1,2
0,1

3)
)
)
)-

A Features

)
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Table 1.1: Semantics of the FM shown in Figure 1.2 (v' is “yes”, X is “no’,
_ is 44any77)

PVL | Beh. | Pro. | Fea. | Dis. | R.-t. | Rea. | LTL | M.-f. || Valid | /512
X - - - - - - - - X 256
v X - - - - - - - X 128
v v X - - - - - - X 64
v v v X - - - - - X 32
v v v v v v - - - X 8
v v v v X X - - - X 8
v v v v v X X X - X 2
v v v v X v X - - X 4
v v v v X v v v - X 2
v v v v v X v - - v 4
v v v v v X X v - v 2
v v v v X v v X - v 2

Finally, the additional constraints ® consist of only one implication:
& = (Real-time = Reachability N —~LTL).

According to Definition 1.5, 8 valid products are derivable from this FM; see
Table 1.1.

One can observe that Table 1.1 is a (compressed) truth table. As mentioned
before, FMs can indeed be regarded as Boolean formulae. This observation
illustrates the basis for modelling traceability links between features and
core asset variations, as detailed in the following section.

1.3 Variability Encoding

The development of core assets follows the identification of SPL features and
their inter-relations. Each asset of an SPL is actually more than its single-
system counterpart, for it can be derived into several variants. Regardless of
the asset type, it is essential to create and maintain a link between a given
variation and the features it corresponds to. Instead of developing every
variation separately, a core asset is typically accompanied with information
describing the effect that a given (combination of) feature(s) has on the
asset. One commonly distinguishes two variability-modelling paradigms:
annotative and compositional [120].

The annotative paradigm consists in building a core asset that contains
information about all products, and in associating variable parts of this
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assets with the set of products that include this specific part. The asset
variant specific to a given product p is then obtained by pruning parts of
the core asset whose associated set does not include p. The advantage of this
paradigm is that the effects of features appear on the asset directly. However,
it does not allow a modular definition of features and therefore may loose
engineers in an exponentially increasing complexity. This drawback can be
alleviated by tools that can focus on a subset of products, or highlight the
parts that are specific to this subset.

Labelling variable parts with an explicit set of product would create large
annotations. In order to keep them concise, this set of products is commonly
represented by a Boolean formula over the features, which we name feature
exTPTession.

Definition 1.6 (Feature expression)

Let F' = {f1,..., fir|} be a set of features. Then a feature expression
over F' is a Boolean formula b € 22" whose each variable corresponds to
a unique element of F', and whose semantics is a function 28 — {1, T}
encoding a set of products. A product p € 2F is included in the set
represented by b, noted [b], if and only if b(p) = T, or equivalently:

ANf N\ —gEb
fep geF\p

In this case, p is said to satisfy b, noted p =b. We also denote by B(px)
the feature expression encoding the set of products px, that is,

Bpz)=\/ (Af N\ -9)

pEPT  fep geF\p

Given that their semantics is a set of products, FMs can also be encoded
into a feature expression. FM analysis tools exploit that property to encode
all the constraints expressed by an FM into a Boolean formula that a sat-
isfiability solver can check, thereby allowing one to check desired properties
like no-emptiness, and supporting configuration operations [20].

As opposed to annotative methods, the compositional paradigm consists
in defining separately how each feature alters the core asset, which itself
contains no form of variability. The asset variant related to a given prod-
uct is then obtained by successively applying the effects of this product’s
constituent features. The possibility to specify features modularly is a clear
improvement over the annotative paradigm. However, engineers may lose
sight of subtle feature interactions that would be grasped thanks to the
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Figure 1.3: A Stateflow model annotated with features

complete view offered by an annotative method, although this can be allevi-
ated by tools that compute the annotative form from the compositional one.
Moreover, the effects of feature interactions may depend on the composition
order. For example, assume two features triggered by the same event and
with contradictory behaviour. In this case, the feature applied last may
erase the effect of the other. An unavoidable consequence is that one cannot
define a product as a set of features; instead it should be a list of features.
Not only this increases the number of derivable variants, but it also intro-
duces a new source of complexity. A solution to overcome that problem is
to specify conflict resolution rules as part of the composition operator [155].
Still, this requires engineers to fully comprehend the rules imposed by this
composition operator.

The two modelling paradigms hold their own strengths and weaknesses,
which are often opposite. Still it is generally admitted that both have an
interest in specific situations [120]. We therefore do not argue in favour of
one or the other. The models we present in this thesis are for the most part
based on the annotative paradigm. Moreover, compositional description
can always be translated into an annotative equivalent; the converse is not
true. For these reasons, we focus mainly on the annotative kind. We end this
discussion with an instantiation of the paradigms in the context of behaviour
modelling.

Example 1.3.1 State machines are a common modelling language to rep-
resent software behaviour. In the case of SPLs, designers have to model the
behaviour of several products at once. To that aim, they can build either a
state machine containing all the information about the products behaviour,
or an initial state machine combined with individual description of how fea-
tures modify the behaviour of the initial state machine.
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Figure 1.4: A compositional extension of Simulink based on delta modelling

A first approach to build variability-aware state machines consists in as-
sociating their transitions with a feature expression that defines which prod-
ucts can execute this transition. This approach has notably been applied to
represent variability within stateflow [117] and transition systems [59, 58]
(see more in Chapter 3). For example, Figure 1.3 shows a variability-aware
stateflow model, where features are written in capital letters in order to dis-
tinguish them from other variables. Modelling variable behaviour in such
languages is relatively straightforward as it requires neither ad-hoc constructs
nor additional languages, provided that they already include Boolean expres-
sions and conditionals.

On the contrary, Figure 1.4 shows a compositional extension of Simulink
based on delta modelling [107]. The basic Simulink component ABS lies on
the right side. To the left, there is a delta module DABS specifying the mod-
ifications imposed on ABS when a certain feature expression (—DTW _post)
is satisfied. In this modelling fashion, the basic model completely ignores the
existence of the delta modules, and these need information about only the
parts of the model they actually modify.
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Model Checking

SPL engineering is nowadays well-anchored in software industry, including
in embedded critical systems like automotive, avionics, and medical sys-
tems. It is therefore essential to provide engineers with quality assurance
techniques allowing them to prove that their software satisfy their intended
requirements and contain no error.

Most of the quality assurance activities held in industrial development
are based on testing. It consists in writing pieces of code that execute
the existing code base to discover errors. The popularity of this kind of
techniques originates mainly from the fact that it can be performed by any
software developer. Moreover, it can be applied directly on the application
(see the Application Testing phase in Figure 1.1), which makes easier to link
a discovered error to the concrete part of the application responsible for it.
However, testing suffers from two major disadvantages. First, it is only a
partial verification methods whose scope is limited to the sole execution of
the system triggered by the test itself. Second, design errors discovered at
such a latter stage of development can require costly iterations to be fixed.

As opposed to testing, model checking [45, 16] is a complete verification
technique for hardware and software. Given a model of the system and
a property to check, a model checker exhaustively explores the possible
executions of the model in search for violations of the property. If it finds
one, it returns an example of execution that triggers the violation. Due to its
exhaustive nature, model checking suffers from the state-explosion problem,
i.e. verification becomes exponentially more costly as the size of the verified
model increases. For that reason, it is in general infeasible to apply this
technique directly on the application, as it can produce a huge number of
executions. Instead, model checking is typically performed on models of
the system (see Application Design phase in Figure 1.1). Because of that, it
cannot guarantee that the yet-to-be-built application will be error-free. One
can thus regard testing and model checking as complementary techniques
rather than opposing them.

15
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Since its introduction in the 1980s, model checking has evolved into a
broad range of formalisms, algorithms, and tools. Whatever the specific
context in which it occurs, the model-checking problem can be given the
following general definition.

Definition 2.1 (Model checking)

Let M be a model of a system and ® be a property. Model checking
M against ® is the problem of determining whether all the behaviours
of M satisfy ®, noted M = ®, and if that is not the case, providing a
counterexample of behaviour that violates ®.

2.1 Modelling Behaviour as Transition Systems

There exist many modelling languages to express behaviour. The most pop-
ular find their origin in Harel’s statecharts [109], which have been derived
into many variants including UML state machines and Stateflow. Other
kinds of language exist: process algebrae, sequence diagrams, Petri nets, and
many others. Given the plethora of language variants, the model-checking
theory relies instead on a fundamental formalism, typically a Transition Sys-
tem (TS). This is basically a directed graph whose nodes are states of the
system and edges are transitions between states which model how the system
can evolve from state to state. TS are given many definitions in the liter-
ature. In this thesis, we consider that atomic propositions define essential
characteristics that may hold in a state of the system. These propositions
are defined specifically according to the application domain. Also, transi-
tions are labelled with actions whose main purpose is to give a meaningful
name to transition. They are also a means of synchronisation between sys-
tems running in parallel [16], although we do not focus on that mechanism.
Formally, T'S are defined as follows.

Definition 2.2 (Transition system)
[16] A TS is a tuple (S, Act, Trans, I, AP, L) where

e S is a set of states named the state space;
o Act is a set of actions;

e Trans C S x Act x S is the transition relation, where (s,a,s’) €
Trans (also noted s = s') means that there is a transition from
state s to state s’ labelled with action o
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Figure 2.1: A TS modelling a soda vending machine

o [ C S is a set of initial states;
o AP is a set of atomic propositions;

o L:S — 247 is a function that associates every state with the set
of atomic propositions satisfied by this state.

We assume that our TS have no terminal state, i.e. a state without
outgoing transition: Vs € S e« Ja € Act,s' € S o (5,0, 8") € Trans.

From a model-checking perspective, TS act as a unified semantics for
any behaviour modelling language. Every behavioural model is thus seen
as a set of states and transitions. If we consider statecharts, the relation
between such a model and the underlying TS is rather immediate: a TS
state represents the set of active states in the statechart, and transitions
are enabled according to the evaluation of their guard and state activation
conditions. For Petri nets, it is also required to consider the number of tokens
in every state. Defining the TS semantics is more difficult for languages that
are not based on the concept of state. In the case of sequence diagrams, the
cartesian product of the current positions in all the diagrams forms the state
space of the underlying TS, whereas the transition relation is defined by the
synchronisation of events labelling the next message of the diagrams. Still,
TS have been recognized as the standard formalism to represent a system
behaviour at a fundamental level.

Example 2.1.1 Figure 2.1 shows a TS representing a soda vending ma-
chine [50]. This TS is composed of siz states, each of which has a single
outgoing transition leading to a subsequent state. The initial state, marked
by an edge without origin, is state 1. The action labelling a given transition
1s shown on top of it. For instance, the action labelling the transition from
state 1 to state 2 is named pay and models that a customer inserts a coin
in the vending machine. The machine then gives the change (see transition
from state 2 to state 3). The customer selects a soda beverage (transition
from state 3 to state 5) before the machine serves it (transition from state
5 to state 7). Finally, the customer opens the compartment to get the drink
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(transition from state 7 to state 8) and the machine returns to its initial
state (transition from state 8 to state 1). For readability, we did not display
the atomic propositions satisfied by each state.

An ezxecution of a TS is an alternating sequence of states and actions that
starts from an initial state and satisfies the transition relation, i.e. an infinite
sequence Sgapsiay ... with sg € I and s; &, $i+1 for any ¢ > 0. Intuitively,
the set of executions represents the transitions that may occur in the TS.
It is thus a discrete representation of the behaviour of the modelled system.
Since we aim at verifying properties, we are interested only in what can affect
the satisfaction of these properties. According to Definition 2.2, the atomic
properties — the basic ingredient to specify arbitrarily complex behavioural
properties — are defined over states. Therefore, the actions triggered during
the executions have no importance in the verification process. Instead of
the executions, we can thus consider the paths of the TS, that is, the infinite
sequences of the form sg, s1,... where sp € I and Vi > 0 o Ja; o 8; — Sit1-
Moreover, it is not so much the visited states as the atomic propositions they
satisfy that determine the satisfaction of properties. In other words, two
distinct states satisfying the same set of atomic propositions are considered
as equivalent. We define accordingly the semantics of a TS as a set of traces,
i.e. sequences of atomic propositions satisfied during one of its executions.’

Definition 2.3 (Transition system semantics)
[16] Let ts = (S, Act,Trans,I, AP,L) be a TS. The semantics of ts,

noted [ts], is its set of traces:

[t5] = {L(s0), L(s1), - € (24F)* |
so € INVi €N e do; € Act (Si &)Si—&—l)}

For example, the semantics of the TS shown in Figure 2.1 is a singleton
whose element is the sequence of atomic propositions satisfied when running
infinitely often in the unique loop of the TS, that is,

(L(1)L(2)L(3)L(5)L(7)L(9))".

1This definition is appropriate for linear logics such as the one we present in the next
section. Other definitions can be used depending on the logic by which properties are
expressed.
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2.2 Property Specification

The second ingredient of a model checker is a property to check on the
system. More precisely, we want to reason on the traces of the system
modelled as a TS, and specify which (types of) traces are not accepted.
For instance, two properties that are often desired for the system are “the
system is never in some failure state” and “each time the system receives
a request, it eventually fulfils that request”. The properties to verify have
thus a temporal nature.

Temporal logics are a particular instantiation of modal logics meant to
express properties over the lifetime of an entity. They are typically equipped
with operators to specify desired behaviour over time. The most common
temporal logics are the p-calculus [124], and in particular two of its frag-
ments: the Computation Tree Logic (CTL) [46] and the Linear Temporal
Logic (LTL) [148].> We focus particularly on the latter, although we use an
extension of the former in Chapter 7.

Definition 2.4 (LTL syntax)
An LTL formula ¢ over a set AP of atomic propositions is formed ac-
cording to the following grammar:

pu=Tlalpr Ada| g1 | Od1 | ¢1Ug2

where ¢1 and ¢o are LTL formulae, a € AP, () is the next operator and
U is the until operator.

An LTL formula is defined over a trace of a given TS, and accordingly
specifies discrete-time constraints on this trace. In addition of the usual
Boolean connectors and the atomic propositions, it provides two temporal
operators. Intuitively, ()¢ is satisfied at a specific position in the trace if
and only if ¢ is satisfied at the next position, that is, after the execution
of a transition. The until operator allows one to specify properties over a
longer period of time. Basically, ¢1U¢s means that ¢ must be eventually
satisfied at some point in the future, and that ¢; must be always satisfied
before ¢ is satisfied for the first time. Formally, the semantics of LTL is
given as follows.

2The semantics of TS we gave earlier is not compatible with CTL, and thus nor with
the p-calculus. Nevertheless, this is not an issue since we mostly focus on LTL in what
follows.
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Definition 2.5 (LTL semantics)
The satisfiability of LTL formulae by a trace o is defined according to
the following rules:

oE=T & true

okE=a & a€o|0]

CEMNG & oFEINTE P2

o= ¢ & oFEd

cEOp o ofl..]Eé

U):¢1U¢2 = 3]00’[]]):(1)2/\V7,<]00[7,}):¢1

where ok] denotes the (k+1)-th elements of o, and o[k ...] denotes the
suffiz of o starting from the (k + 1)-th element. Then the semantics of
a formula ¢ is the infinite set of traces that satisfy ¢:

[¢] = {o € 2'7)* | o ¢}.

From the until operator, one may derive two intensively-used operators:
O (eventually) and OJ (always). The first specifies that an LTL formula must
hold in some subsequent point of time. On the contrary, the second means
that a formula must hold in every subsequent point of time. Formally, we
have

cEQCP & okETUP
cEDp & okE-(0-¢).

We illustrate these operators in a few examples.

Example 2.2.1 Let us consider the soda vending machine example. A
desired property for this system is that “every ordered soda is eventually
served”. If we consider that property from the perspective of the state of the
machine and assume that the machine can serve one drink at a time, the
property consists in “each time the machine is in a state where it receives
an order, it will eventually be in a state where it has served the beverage.”

In LTL, this property can be specified using the 1) and the { opera-
tors. Let sodaOrdered be a proposition satisfied when the machine has re-
cetved a not-yet-delivered order (i.e. it holds in state 5), and sodaServed
the proposition satisfied when the machine is in a state where it has just
finished serving a soda (i.e. in state 7). The corresponding formula is then
O(sodaOrdered = $sodaServed).
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2.3 Model-Checking Algorithm

Given a system modelled as a TS named ts and a property expressed as an
LTL formula ¢, checking the system against the property is equivalent to
verifying that each trace of the TS satisfies the LTL formula, that is,

ts = ¢ < Vo € [ts] o 0 = ¢.

Fundamentally, an LTL formula ¢ defines a set of accepted traces. For
example, the formula Qa can be regarded as the set of traces that have at
least one element including a. The satisfaction of ¢ by ts therefore comes
down to [ts] being a subset of [¢].

Vardi and Wolper [158] have proven that such a verification reduces to
checking the non-existence of a trace accepted by both ¢s and an automaton
representing the complement of ¢, that is, [ts]N[A-s] = 0. This automaton,
whose language is a set of infinite traces, is named a Biichi automaton.

Definition 2.6 (Biichi automaton)
[16] A Biichi automaton (BA) is a tuple ba = (Q, X, 6, Qo, A) where

e () is a set of states,
e X is the alphabet,

e 0 C @ XX xQ is the transition relation,

Qo C Q is a set of initial states,
e and A C Q is a set of accepting states.

The language of a BA is the set of words leading to a run that visits
accepting states infinitely often, that is,

[ba] = {0 € | 3g0 € Qo o 6" (qo,0) #DAVE >0 e 3j >k e o[j] € A}

where 0*(s,w) is the set of states that can be reached from s by reading
the finite word w.

Vardi and Wolper [158] have shown that the intersection between the
traces of a TS and the language of a BA is empty if and only if the language
of the BA resulting from the synchronous product of the TS and the BA is
empty as well.
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Definition 2.7 (Synchronous product)

[158, 16] The synchronous product of a TS ts = (S, Act, Trans, I, AP,
L) and a BA ba = (Q, 247, 6, Qo, A) is the BA ts®@ba = (Sx Q, Act, &',
I x Qq, S x A) where ((s,q),a,(s',¢)) €8 < s 8 N(g,L(s),q) €6.

The following property summarizes the principles of LTL model checking
as described above.

Property 2.1 [16] Let ts be a TS and ¢ be an LTL formula. Then the
following holds.

ts E ¢
& [ts] C 4]
& [tsln[-¢] =
& [tsjn[A-4] =0
& [ts®Ay] =0

Formally, the non-emptiness condition of the language in a BA (Q, X, 0,
Qo, A) is given by

JicTedac AeIw,v)€X* xXT eac§(i,w)N s (a,v).

If we denote by R(q,q’) the fact that state ¢’ can be reached from state ¢
in at least one transition, the above condition can be re-written as (i = a V
R(i,a)) AR(a,a). We can thus determine if the language of the synchronous
product is empty by first computing the set of reachable accepting states
and, for each such accepting state a, checking if there exists a non-empty
path from a to itself. This can be achieved by performing a nested search, i.e.
one search to detect the accepting states and for each discovered accepting
states a, one to determine whether a lies in a cycle.

The size of the state space of the Biichi automaton corresponding to
an LTL formula is in the worst case exponential in the size of the formula.
Moreover, the size of the synchronous product of a TS with a BA is the
product of the TS size with the BA size. This leads us to the following
complexity result for LTL model checking.

Theorem 2.1
[158, 16] The worst-case time complezity of checking a TS ts against an

LTL formula ¢ is bounded by O(|ts|.2?]).
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The realm of model checking extends itself way beyond the above tech-
niques. If we remain in the scope of systems modelled as a TS, other al-
gorithms are used depending on the logic specifying the properties. For
instance, algorithms for CTL consists in decomposing the formula, and
then recursively computing the set of states satisfying the obtained sub-
formulae [47]. The fact that the TS and the formula are manipulated di-
rectly instead of being transformed into a synchronous product paves the
way for symbolic (as opposed to explicit) model checking [141]. This tech-
nique consists in encoding the state space and the transition relation as a
formula. The verification then comes down to manipulating and checking
the satisfiability of Boolean formulae. Symbolic model checking was shown
to be more scalable than their explicit counterpart in some cases [33]. Still,
the two techniques are to be seen as complementary.

A limitation of TS is that they are only able to express discrete be-
haviour. Several extensions were proposed to model continuous behaviour.
For instance, timed automata [82] were defined to model systems that have
to cope with real-time requirements. Markov chains [139] and Markov deci-
sion processes [19] are commonly used to represent systems whose behaviour
is subjected to random events. Variants of CTL [7, 108] were introduced to
specify properties on real-time and stochastic models. Many other exten-
sions exist and have contributed to make model checking a proper discipline.
Despite their high interest, covering them entirely would be unreasonable.
Therefore, in the subsequent chapters we detail only the theories and tech-
niques that are actual prerequisites for our work.

2.4 Model Checking Versus Program Verification

In addition to model checking, there exist other types of formal software
verification techniques. Two of the most common are static analysis and
bounded model checking. The former includes all kinds of techniques for auto-
matically computing information about the behaviour of programs without
executing them. However, numerous questions about programs are either
undecidable (e.g. the termination of a program) or computationally infeasi-
ble to answer. Therefore, the objective of static analysis is only to provide
some guarantees about a given program that are not misleading [83]. The
principle of these techniques is to propagate values across the program to
detect inconsistencies (e.g. division by zero). Since they work directly on
source code, they have to deal with various input parameters that can take
a potentially wide range of values. In order to avoid performing the verifica-
tion for all combinations of parameter values, they typically rely on abstract
interpretation [71]. This consists in evaluating the behaviour of the program
based on an abstract representation of sets of concrete values in order to ob-
tain an approximate but sound answer to a given problem. Static analysis
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has the advantage of being sufficiently scalable to work on large programs
with varied types of input. Yet, the range of properties they can check is
limited; for instance they cannot verify all properties expressible in LTL.
Moreover, these verifications are generally very specific and hard coded into
the static analyser. A user has thus not the freedom to specify additional
properties she wants to check on her program. Finally, it is difficult to
generate a counterexample to illustrate a detected error [83].

Bounded model checking can be applied on design models or on the soft-
ware itself. In the latter case, this technique first converts the basic blocks
of the program and the transition relation between these blocks into propo-
sitional formulae. States of the program are also represented as a predicate.
Then, by iteratively applying the formulae obtained from the basic blocks
and the transition relation on the predicate of the initial state, the checker
obtains another formula representing the state of the program after a cer-
tain number k of executed transitions. This formula can then be conjoined
with yet another formula representing the negation of a property to check.
Finally, the resulting formula is fed into a satisfiability solver that deter-
mines whether the formula is satisfiable, or equivalently if there exists a
trace prefix of length k that violates the property. Bounded model check-
ing is inherently incomplete, as it searches through the state space of the
program up to a given bound. Still, it is recognized as one of the best tech-
niques to find shallow bugs [83]. It is also able to provide a counterexample
in case of violation, and it supports a large number of program constructs.
Its incompleteness can be somehow alleviated by setting a sufficient bound,
but determining an appropriate threshold is as hard as the model-checking
problem itself [83].

In spite of their seeming differences with model checking, it is noteworthy
that both static analysis and bounded model checking also consist in explor-
ing a graph, although this graph is richer than the TS classically checked
by a model checker. Extending the two techniques to make them coping
with variability would require the development of heuristics highly similar
to the ones we present in the next chapters. This means that the methods
we propose in this thesis, or at least their principles, are also applicable to
program verification in addition to model checking.



Chapter 3

Featured Transition Systems

Model checking as presented in the previous chapter is intended to verify
single systems. When considering SPLs, the model-checking problem takes
a different form: it requires to verify all the products that can be built
against a given property (in our case, expressed in LTL). More precisely, it
is desired to identify exactly which SPL products violate the property [56].

Definition 3.1 (SPL model checking)
Let fm be a feature model, M, be a behavioural model of all products in
[fm], and ¢ a property. Model checking M, against ¢ is the problem of:

1. Determining for each product p € [fm] whether p satisfies ¢ in
M,, that is, whether the behaviour of p expressed in M, satisfies

@.

2. Providing for each product p that does not satisfy ¢ a counterex-
ample of behaviour of p that violates ¢.

From the theory presented in Chapter 2, one can already derive a method
to address the SPL model-checking problem. This method consists in mod-
elling every valid product of an SPL in a separate TS, and then apply-
ing Vardi and Wolper’s algorithm on each of these TS individually. This
method, named enumerative [58] or product-based [159], immediately ap-
pears against the principles of SPL engineering: the products should not be
modelled separately. Instead, one should build a core model, which is sub-
sequently derived into desired variants. In addition to the modelling task,
performance is also a major concern. State explosion, a problem inherent to
model checking, is amplified when considering SPLs, especially when these
consist of a huge number of products. Being part of an SPL, these prod-
ucts likely share commonalities in both their structure and their behaviour.

25
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Figure 3.1: A TS modelling a tea vending machine

Consider, e.g., an alternative variant of the vending machine that serves tea
instead of soda. A TS modelling its behaviour is shown in Figure 3.1. The
sole differences between this TS and that of Figure 2.1 are the transition
from state 3 to state 6 and the one from state 6 to state 7. Basically, these
transitions are responsible for receiving an order for tea and delivering the
beverage, respectively. The five other transitions are common to the two
products. Hence, the verification of a property whose satisfaction does not
depend on the type of delivered drinks would yield the same results for
the two TS. This observation illustrates the fact that single-system verifica-
tion techniques are suboptimal to address the SPL model-checking problem.
Clearly, SPL model checking would benefit from models that can concisely
represent the behaviour of a set of products, and algorithms that can ex-
ploit the information about the commonalities between these products to
facilitate verification.

3.1 A Formalism to model SPL Behaviour

Classen et al. [59, 58] proposed Featured Transition Systems (FTS) as a
compact representation for a set of products. These are an extension of
TS equipped with an FM and whose every transition is annotated with the
exact set of products able to execute it. For the sake of conciseness, these
sets are encoded as feature expressions (see Definition 1.6).

Definition 3.2 (Featured transition systems)
[58, 56] An FTS is a tuple (S, Act,Trans,I, AP, L, fm, ), where

o S, Act, Trans,I, AP, L are defined as in Definition 2.2;
e fm is a FM over a set of features F';

o v:Trans — 2(2") s q total function that associates a transition
with a feature expression over F.

An FTS can be seen as the merging of the TS of all the products that
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Figure 3.2: The FTS modelling the vending machine SPL.

compose the SPL. The TS modelling a specific product is obtained from
the FTS by applying a projection function. In simple terms, this function
prunes the FTS of all the transitions whose feature expression is not satisfied
by the considered product [59], and then removes all feature expressions.

Definition 3.3 (Projection of FTS)

[56] Let fts = (S, Act,Trans,I, AP, L, fm, ) be an FTS and p € [fm]
be a product. The projection of fts onto p, noted fts,, is the TS (S,
Act, Trans', I, AP, L) where

Trans' = {t € Trans | p = ~(t)}.

Example 3.1.1 Figure 3.2 depicts an FTS modelling an SPL of vending
machines, while Figure 3.3 shows its associated FM. This SPL consists of 12
products, each of which has its behaviour modelled by the FTS. For instance,
the transition from state 3 to state 6 is labelled with the feature expression t,
meaning that it can be executed only by products including the corresponding
feature Tea. Transition from state 1 to state 2 is labelled with —f, and thus
can be executed only by products that do not have the feature Free.

Since an FTS represents the behaviour of a set of products, its semantics
is defined as a function that associates a product with the traces of the
corresponding projection.

Definition 3.4 (FTS Semantics)
Let fts be an FTS over an FM fm. The semantics of fts is a total

function [fts] : [fm] — 22" such that

Vp € [fm] o [fts](p) = [fts)p]-
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Figure 3.3: The FM of the vending machine SPL.

Note that Classen et al. gave a different semantics to FTS. They defined
it as the union of the semantics of all projections [59], i.e. Upcqrlfts p]-
We argue that this alternative definition is not appropriate for two reasons.
First, it does not express any traceability link between products and be-
haviour, and thus theoretically makes it impossible to identify the products
violating a given property. Second, which is a consequence of the first, a
product whose set of traces is subsumed by the set of traces of another prod-
uct disappears from the semantics. Paradoxically, the algorithms designed
by Classen et al. [59, 58, 56] (see further in Section 3.3) assume the existence
of the traceability link, and are thus implicitly based on Definition 3.4. Our
definition reflects thus more accurately Classen et al.’s work and we stick to
it in the rest of this manuscript.

Another interesting observation is that if we consider an FTS as a TS
(that is, we replace every feature expression by a tautology), the semantics
of that TS would subsume the semantics of any individual projection. This
is because traces including transitions with incompatible feature expressions
(i.e. that encode disjoint sets of products) are part of the TS although no
valid product can actually execute them. We can thus regard this TS as a
coarse abstraction of the FTS. We elaborate this discussion in Chapter 6,
where we present abstraction methods.

3.2 FTS Model Checking

Contrary to single systems, a binary result is not sufficient to appropriately
address the model-checking problem for SPLs. In case of property violation,
a model checker is expected to identify all products responsible for the viola-
tion. There is thus a need for generalizing the definition of model checking.
We already gave it an intuitive definition at the beginning of this chapter.
Here, we rephrase this definition formally, by considering FTS as a model
for SPL behaviour.

Beforehand, let us remark that a property may only be relevant for
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certain products. For instance, as observed by Classen et al. [59], a property
may refer to characteristics that only occur in a subset of the SPL. To address
this requirement, they proposed to extend temporal logics with a product
quantifier, i.e. a feature expression that defines for which products the
property must be checked [59, 58]. The resulting variant of LTL is defined
as follows.

Definition 3.5 (fLTL)

[59, 56] Let F be a set of features. An fLTL formula v is an expression
¥ = [x]¢ where x is a feature expression over F and ¢ an LTL formula.
Let fts be an FTS over an FM fm over F and let p € [fm]. Then p

satisfies 1 in fts if and only if x(p) = fts|, = ¢.

We are now ready to define a new notion of satisfiability specific to
product lines.

Definition 3.6 (F-satisfiability)

Let fts be a FTS over an FM fm, and 1 = [x]¢ be an fLTL formula.
Then, the products that F-satisfy 1 in fts are encoded as the feature
exTPression

(fts = v) = ~xVB({p € [fm] | fts), = 6}).

Conversely, the products that F-unsatisfy 1 in fts are encoded as the
feature expression

(fts =) =x AB({p € [fm] | fts), = 6}).

Given an FTS and an fLTL formula, an SPL model checker should thus
compute the corresponding F-satisfiability, and associate each F-unsatisfying
product with one of its traces that violates the formula. Note that according
to the above definition, {[fts = ], [fts [~ 1]} is a partition of [fm].

3.3 Algorithms

Given its explicit notion of features, F'T'S constitutes a suitable formalism to
concisely model behaviour subject to variability. Yet there remains a second
challenge to solve, i.e. an efficient verification of the behaviour of a set of
products. To achieve that, Classen et al. designed algorithms to check F'TS
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against LTL [59, 56] and CTL [58] formulae that exploit common transitions
among products to reduce the verification effort. As opposed to the product-
based approach, a given behaviour is not always checked as many times as
the number of products in which it occurs.

Let us consider properties expressed as fLTL formulae. As mentioned in
Section 2.3, verifying a TS against such properties comes down to computing
reachability relations in order to determine the existence of an accepting
cycle in a BA. Classen et al. apply the same principles for FTS and propose
to compute the synchronous product of an FTS with a BA. The resulting
automaton has to maintain the variability encoding contained in the FTS
so that exploration algorithms can still make use of this encoding. This
gives rise to a new formalism that includes both an infinite language and

variability information.'

Definition 3.7 (Featured Biichi automaton)

A Featured Biichi Automaton (FBA) is a tuple (Q, X, 0, Qo, A, fm,
v) where @, X, §, Qo, and A are as in Definition 2.6, fm is an FM
over a set of features F', and v : § — 22") has the same role as in
Definition 3.2.

Similarly to FTS, the semantics of an FBA is a function associating a
product p with the language accepted by the projection of the automaton
onto p. The definition of projection for FBA follows the same pattern as
that of FTS and is thus not given here.

The synchronous product of an FTS and a BA gives rise to an FBA
defined similarly to the synchronous product of a TS with a BA and whose
transition labelling function is derived from that of the FTS.

Definition 3.8 (Synchronous product of an FTS and a BA)

The synchronous product of an FTS fts = (S, Act, Trans, I, AP, L, fm,
7) and a BA ba = (Q, 247, 6, Qo, A) is the FBA fts®@ba = (S x Q, Act,
8, I xQo, SxA, fm,~) where &' is defined as in Definition 2.7 and
for any tuple (s,q,a, s',q") € 8" we have v/ (s,q,a,8',¢") = v(s,,§).[59]

As for T'S model checking, the algorithm of Classen et al. for FTS [59, 56]
checks the emptiness of the language of the synchronous product. The dif-

!This type of automaton has not been explicitly defined by Classen et al., who define
the synchronous product of an FTS with a BA as an FTS with an altered semantics [56].
In order to remain consistent with the vocabulary and notations of single-system model
checking, we took the freedom to introduce a proper definition.
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ference is that it performs this verification for all SPL products. The correct-
ness of this algorithm relies on the property that projection is distributive
over the synchronous product operator modulo semantic equivalence.?

Theorem 3.1
Let fts be an FTS over an FM fm, and ba be a BA. Then for any
p € [fm] it holds that

[(fts @ba),] = [fts), ® ba].

As in its single-system counterpart, the algorithm first looks for accepting
states in the FBA starting from an initial state, and then determines whether
one of them can reach itself via a non-empty path. Both steps come down
to a reachability computation. A major difference is that reachability now
depends on variability: for a given initial state sp and an accepting state a,
the products that can visit a infinitely often starting from ¢ are those that can
reach a from 7 and from a itself. More generally, the products for which the
language of the FBA is non-empty are obtained by existentially quantifying
the above condition over all initial states and accepting states. To identify
these products, we can perform a nested search (as in Vardi and Wolper’s
algorithm) while keeping track of the products able to execute a given path
explored by the algorithm. Fundamentally, the difference between the two
algorithms is the definition of successor state. In TS (resp. BA), state s is
a successor of a given state s if and only if there exists a transition from s
to . In FTS (resp. FBA), variability can influence the set of successors as
a transition may exist for only a subset of the products. The definition of
successor has thus to be revisited according to products as well. It is given
as follows.

Definition 3.9 (Successors in FTS)
Let fts = (S, Act,Trans,I,AP,L, fm, ) be an FTS. The successor

function in fts is defined as Post : S — (S — Q(QF)) such that:
Post(si)(si+1) = B({p € Ua[v(si; a, si1)]})
= \/V(Sz’, @, Sit1)

a

with (s;, @, si+1) € Trans.

2The term distributive is not really appropriate here since projection of BA is not
defined. Still it is consistent to define that projection has no effect on BA. Under this
consideration, the use of the term is correct.
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Intuitively, for a given couple of states (s, s’) the function Post(s)(s') is
the feature expression encoding the products that can execute a transition
from s to s’. The definition of successors in FBA is very similar and not
given here.

From the definition of successor, one can define reachability relation in
FTS. Similarly to successor, reachability takes the form of a function. It
associates two states, say sg and s,, to a feature expression encoding the
products able to reach s, from sg. These products are those able to follow
at least one path from sy to s,. Let sq, ..., s, be a path in a given FTS. A
product can follow this path if and only if it satisfies the feature expression
No<icn Post(si)(siy1). To obtain the products that can reach s, from s,
we can existentially quantify the above expression over all the paths from
So to sy,.

Definition 3.10 (Reachability in FTS)
Let fts = (S, Act,Trans,I, AP, L, fm, v) be an FTS. Reachability in

fts is a function R : S — (S — 22")) such that:

n—1

R(so)(sn) =B({p € 2" | 3s1,...,sn-1 e p € [ )\ Post(s;)(sis1)]})
=0

n—1
=B({pecl V N\ Post(si)(sis1)]})

81,eySp—1€8"~1 i=0

— \/ /\ Post(s;)(si+1)

S1yeySn—1 1=0

where Vj ¢ 0 < j <n e Ja € Act o (55, ,5j41) € Trans.

Once again, the definition of reachability function in FBA is analogous and
therefore omitted.

Finally, the above definition of reachability allows us to characterize the
products that satisfy an LTL formula in a given FTS.

Theorem 3.2
Let fts be an FTS, and ¢ be an LTL formula. Then the feature expres-
sion encoding these products, noted fts |= ¢, is given by:

\/ R(qo,a) A\ R(a,a)
(90€Q0,a€A)
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where Qo and A are respectively the set of initial states and the set of
accepting states in fts @ A_4.

To efficiently compute the reachability function in an FTS or an FBA,
Classen et al. designed a nested depth-first search algorithm that accumu-
lates the conjunction of the feature expressions of all transitions executed
on a given path in order to keep track of the products able to reach any
state met along this path. This means that the algorithm separates the
verification of different sets of products only if they discover a behavioural
discrepancy between them. This optimisation is called late splitting [13].

Algorithm 1 formalises this process to compute the reachability function
of a given state sg. The algorithm consists of a loop that iterates over a stack
of couples (s,7) where s is a state and + is a feature expression. Initially, the
stack contains only the element (sg, fm) in order to start the search from sg
while considering all the products. At each iteration, the algorithm takes the
top element (s,) of the stack, computes the successors of s and associate
each successor with the products that satisfy v and can reach the successor
from s (Lines 4-5). This results in a set of couples (s',7) € S x 22"). For
each such couple, the algorithm first determines whether [y'] contains at
least one valid product; otherwise it is not needed to pursue the search from
s’. This verification is achieved by checking the satisfiability of 4" (Line 6).
If that is the case, we enter an inner loop (Lines 7-17).

During the search, the algorithm may visit a given state more than once
(Lines 7-13). In single-system model checking, it should not pursue the
search since it already knows that the revisited state is reachable. In our
case, however, it may happen that the algorithm discovers a new path to an
already visited state s’ which is executable by products that were not known
to be able to reach s’. Formally, let R(s") be the feature expression encoding
the set of products that were known to reach s’. Then =R(s") A+ encodes
the set of products that are newly known to reach s (noted 7pe, at Line
8). If there is at least one valid product satisfying this feature expression,
the search continues from s’ considering only the products in 7, (Lines
9-12). Indeed, any state reachable from s for products [R(s’)] may have
already been visited for these products. Therefore, the paths starting from
s are worth re-exploring only for the products in vy, Before pursuing the
exploration, the feature expression R(s’) is updated accordingly.

Given the above algorithm, the theoretical complexity of model checking
FTS against LTL formulae is given as follows.
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Input: fts = (S, Act,Trans,I, AP, L, fm,v),so € S.
Output: R(so).

1 R<+1;
2 Stack < push((so, fm),[]);
3 while Stack # || do
4 (s,7) < pop(Stack);
5 suce + {(s',7") | ' € dom(Post(s)) Ny = Post(s)(s') Av};
6 foreach (s',7') € succ « 7' L do
7 if ' € dom(R) then
8 Tnew < T R(s") N5
9 if Ypew L then
10 R(s") « R(s") V~;
11 push((s', Ynew), Stack);
12 end
13 end
14 else
15 R(s") « +/;
16 push((s',7), Stack);
17 end
18 end
19 end
20 return R
Algorithm 1: Reachables(fts, sg)
Theorem 3.3

[56] Let fts be an FTS over a set of features F' and ¢ be an LTL formula.
The worst-case time complezity of computing fts = ¢ is bounded by
O(|fts|.2191.22IF1),

Intuitively, in the worst-case each valid product has a different behaviour
starting from the initial state. In this case, Classen et al.’s algorithm behaves
as an enumerative application of Vardi and Wolper’s algorithm on every such
product. Moreover, the number of valid products is in the worst-case the
size of the power set of F, i.e. 2/Fl. Furthermore, there is an overhead in
the FTS algorithm that does not exist in the product-by-product method:
At each iteration, a satisfiability check on feature expression is performed,
which also has a time complexity of O(2/F1). Although the FTS algorithm
has a worse theoretical complexity, experiments tend to show that in practice
it outperforms the product-based approach [59, 58, 53, 56]. The FTS theory
is thus a solid candidate solution for the SPL model-checking problem.



Chapter 4

Alternative Approaches

FTS are certainly neither the only nor the first approach for SPL verifica-
tion. This chapter aims at presenting the concurrent approaches, focusing
particularly on two of the most developed, viz. modal transition systems
and multi-valued models. We successively present these two and compare
them with FTS along two axes: expressiveness of the formalism and optimi-
sation in the algorithms. Afterwards, we give and overview of other related
work.

4.1 Modal Transition Systems

Fischbein et al. [90] were the first to propose Modal Transition Systems
(MTS) [116] as a foundation for modelling SPL behaviour. MTS are an
extension of TS where transitions are either mandatory or optional.

Definition 4.1 (Modal transition system)
An MTS is a tuple (S, Act, May, Must, I, AP, L) where

o S, Act, I, AP, and L are defined as in Definition 2.2;
o May C S x Act x S is the possible transition relation;
o Must C May is the mandatory transition relation.

Accordingly, the optional transition relation is given by May \ Must.

From an SPL perspective, mandatory transitions are transitions available
to all valid products, whereas optional transitions model those triggered by
features owned only by a strict subset of the valid products. Similarly,
we can categorize traces of an MTS into mandatory and optional traces.

35
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Let fm be an FM and mts (respectively fts) be an MTS (respectively an
FTS) modelling the behaviour of the products in [fm]. We can define the
semantics of mts in terms of FTS as [mts] = [mts | ;us] U [mts|op] where

° [[mts|must]] ={o € (2AP)‘” | Vp € [fm] o o € [fts](p)};

d [[mt8|opt]] = {U € (2AP)w ’ dp € [[fm]] e 0 C [[ftS]](p)} \ [[mt8|must]]‘

This implies that for any FTS we can define an MTS which is equivalent in
the sense of the above semantics. However, transforming this F'T'S back into
the original FTS is impossible as the latter holds information that the former
does not. Indeed, in an MTS it is impossible to relate a given transition to
the exact set of products able to execute it. FTS is thus strictly more
expressive than MTS. To make MTS overcome this limitation, Asirelli et
al. [15] associated the formalism with a branching-time temporal logic named
MHML. Formulae in this logic allows one to specify constraints over actions
that may or will be executed in the future. Through an association between
actions of optional transitions and features, it is thus possible to define
MHML formulae that represent constraints between the features, thereby
forbidding executions that require invalid combinations of features. The
TS modelling the individual products are obtained by a synthesis process
driven by the MHML formulae [15]. Another benefit of associating actions
to features lies in the derived capability of linking a trace to the products
able to execute it. This makes the combination of MTS and MHML as
expressive as F'T'S, and also enables the use of efficient algorithms similar to
those presented in Section 3.3.

However, the need for an additional logic raises a number of issues with
regard to modelling facilities and tool support. SPL variability is tradition-
ally modelled as an FM. The approach of Asirelli et al. is based on an a
priori encoding of all the constraints expressed by the FM into MHMUL. This
encoding cannot be realized from the FM alone, as it requires an explicit
link to the actions of the MTS modelling the behaviour of the products.
This link is also needed to apply FTS-based algorithms, since these accu-
mulate feature expressions as the exploration goes on. MHML thus adds a
unneeded level of indirection, which accidentally complicates the modelling
tasks.

4.2 Multi-Valued Model Checking

Multi-valued model checking [39, 38, 106, 31] generalises the classical model-
checking problem. In multi-valued models, the transition relation is not
binary and atomic propositions are not Boolean. Instead, their values are
defined over an arbitrary value lattice.
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Figure 4.1: A lattice representing the valid products of an FM.

Definition 4.2 (Lattice)

A lattice is a partial order (L,C) such that for any couple (a,b) € Lx L,
there exist a unique greatest lower bound a b and a unique least upper
bound a U b.

The top element of a lattice, if it exists, is generally noted T, whereas
the bottom one is always 1. Elements at the level just above L are named
join irreducible. In our context, elements of the lattice are sets of products,
which we assume to be encoded as feature expressions. Hence, M and U
are respectively the conjunction and disjunction of Boolean formulae. The
join-irreducible elements then correspond to singletons of a single product,
or equivalently a feature expression that consists of a conjunction of literals
where any feature occurs in either positive or negative form. For exam-
ple, let us consider an FM over features {r, f,g} where r is the root with
children(r) = {f,g} and A(r) = (1,2). The lattice representing all possible
products is the set of Boolean formulae over this set of features. However,
we are interested only in the valid products, i.e. {r, f}, {r,g}, and {r, f, g}.
The lattice should thus be composed of feature expressions encoding these
three sets. Figure 4.1 shows this lattice. As previously mentioned, the join-
irreducible elements encode the three valid products. The elements of the
level just above encode pairs of valid products. Finally, the top elements en-
code the set containing the three products. It is also the feature expression
equivalent to the FM.

The concept of lattice leads us to the definition of multi-valued transition
sys‘cems.1

'This definition slightly differs from Chechik et al. [40] in that it generalizes transition
systems, whereas Chechik et al. consider Kripke structures.
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Definition 4.3 (Multi-valued transition system)
A multi-valued transition system is a tuple (S, Act, Trans, I, AP, L, ~,
(L£,0)) where

e S, Act,Trans, I, and AP are defined as in Definition 2.2;
e (L£,0) is a value lattice;

e v :Trans — L is a total function that associates each transition
to a value in the lattice;

o [:S X AP — L is a total function that associates a state and an
atomic proposition to a value in the lattice.

The  function in the above definition has the same role as in FTS, that
is, to restrict transitions to certain elements of the lattice. FTS can thus
be seen as a particular case of multi-valued TS, where L returns Boolean
values and the transition relation is defined over a lattice whose values are
feature expressions. In contrast to the generic multi-valued algorithms, the
FTS algorithm exploits these particularities to improve efficiency. Existing
multi-valued model checking algorithms for LTL are based on the projection
of a model onto each irreducible element of its value lattice. In the context
of FTS, this is equivalent to the enumerative algorithm, which checks each
product individually. Benchmarks tend to show that the FTS algorithm
outperforms such a method [56]. Chechik et al. [38] report on improvements
over the projection-based algorithms. However, their proposal still requires
to define and manipulate explicitly every element of the value lattice, whose
size can be O(2/F1). Another advantage of the FTS algorithms over multi-
valued algorithms is their ability to use the information contained in the
FM, the product quantifier in fLTL formulae, as well as optimisations such
as those discussed in [56] to reduce the number of explored states. Moreover,
unlike multi-valued models, FTS are specifically designed in the context of
SPLs. In addition to the algorithmic improvements, F'TS thus come with a
frame of reference for SPL engineering. This makes us argue that in spite
of a higher expressiveness — which has no use in our context — multi-valued
models are less appropriate than FT'S.

4.3 Other Related Approaches

As an alternative to MTS, Larsen et al. [130] propose modal I/O automata
as a formalism to model SPL behaviour. This kind of automata suffers from
the same limitations as MTS, and thus requires an additional logic to be
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as expressive as FTS. Lauenroth et al. [131] define an extension of modal
I/O automata that partially overcomes these limitations. Therein, a single
feature can be attached to a transition. Although this is already a ma-
jor improvement over a feature-unaware formalism like MTS; it is still less
expressive than FTS, in which arbitrary feature expressions can annotate
transitions. Based on their modelling language, they propose an explicit-
state CTL model-checking algorithm to determine whether all products sat-
isfy a given property. Although it tackles a simpler problem, this algorithm
is much less efficient than the FTS-based ones, as it basically consists in
exploring every possible path of the state space.

Another approach is PL-CCS [103]. It extends CCS [145] with a product-
line variant operator that models an alternative choice between two pro-
cesses. The semantics of the language is defined in terms of a multi-valued
model. The authors concede that their formalism does not incorporate con-
straints between features as encoded in an FM. However, they argue that
this is indeed possible. Finally, Millo et al. [143] define finite state machines
with variability annotations. This formalism is actually equivalent to fea-
tured program graphs [53], which in turn can be transformed into FTS. The
verification procedure proposed by the authors, however, is product-based
and thus does not exploit the commonalities between the products.

All the above approaches are annotative, i.e. they consist of annotating
an existing formalism with additional information. By contrast, there ex-
ist compositional methods that advocate a separate representation of each
feature’s behaviour. Fisler and Krishnamurthi [91] propose an approach to
determine if a feature added to a base system preserves previously satis-
fied CTL formulae. They model a feature as a partial TS that connects to
the TS modelling the base system. Their method is modular in the sense
that only the state space introduced by the feature is visited. However, it
is sound but not complete, and it considers only features that strictly add
behaviour to the system. Furthermore, both the base system and the fea-
ture are modelled as finite state machines. Therefore, if the approach is
applied to more than one feature it cannot keep track of all the products;
it thus cannot answer the SPL model-checking problem (see Definition 3.1).
Li et al. [133, 132, 134] extend the above approach and consider features in
open systems. Also, they allow the formula expressing a given requirement
to evolve after the addition of a feature. Krishnamurthi et al. [128, 127]
apply this methodology to aspect-oriented programming. More precisely,
they present the foundations for a modular and incremental verification of
aspects. These approaches also suffer from the above limitations and are de-
fined only for CTL formulae. Liu et al. [135] introduce an alternate method
to model check an SPL compositionally. From a behavioural model of a sys-
tem, they derive a set of constraints which must be satisfied by any feature
added to this system. Their approach is compositional: not only it deter-
mines if the new feature preserves a given property, but it refines the set
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of constraints in order to verify subsequent features. However, they do not
explicitly keep track of the features and hence of the products. Therefore, it
may not always be possible to identify exactly which products do not pre-
serve a property. Unlike the previous approaches, Guelev et al. [104] tackle
the preservation of LTL formulae and give criteria to deduce that a feature
added does not break previously satisfied formulae. While considering more
general features, their approach can be applied only to safety properties and
particular liveness properties. Another compositional approach is SPLVeri-
fier by Apel et al. [12]. Features are modelled as separate and composable
units. Each feature includes a safety property and a product is valid if and
only if it satisfies the safety properties of its features. Verification is pre-
ceded by a variability encoding step, which transforms features into variables
that are non-deterministically initialised. From there on, SPLVerifier uses a
classical model checker to detect violations. This approach cannot identify
all products that violate the property since the model checker stops after
the first violating product is found. This also makes it hard to determine
the features responsible for a violation.

Among this plethora of formalisms lie serious contenders for replacing
FTS. A first essential question is whether one should adopt the annotative
or compositional paradigm. A definitive answer is difficult to provide. From
a pure modelling perspective, compositional solutions appear at first more
elegant and scalable than annotative ones since they allow separation of
concerns. However, this becomes more complicated as soon as feature in-
teraction occurs. When two features affect each other’s behaviour, formal
rules have to be given in order to determine how the composition of these
features ultimately behaves. These rules can consist of either predefined
priority between features [58] or composition rules over the modelling for-
malism [155]. On the contrary, these ambiguities do not occur in annotative
models. More generally, one can transform any compositional model into
an annotative equivalent. This means that any theoretical development de-
signed for annotative models can also be reused in compositional approaches.
Among the annotative formalisms, we mainly focused on FTS, MTS, and
multi-valued TS. The inherent limitations of MTS, although offset by the
addition of the MHML logic, made us discard this solution. Multi-valued TS
are more expressive than FTS, but lack of efficient algorithms. Moreover,
the link between this kind of automaton and essential SPL concepts like
features and FM is not immediate. F'T'S own a sufficient level of expressive-
ness, are directly defined within the SPL engineering framework, and come
together with an already interesting set of optimisations. For these reasons,
this thesis relies on this formalism and its previous related developments.
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Chapter 5

Variability-Aware Simulation
Relation

Early experiments have shown that FTS model-checking approaches are
more efficient than product-based approaches [59, 58, 56]. Indeed, when
comparing the two approaches implemented within tools such as SNIP [55]
and fNuSMV [54], we observed that FTS algorithms generally outperform
the product-by-product method [59]. However, our experiments also have
shown that there is still much room for improvement. SPL verification
theory and practice are still at an early stage and need to be further improved
to target industry-scale SPL verification.

Model abstraction is an optimisation that that consists in simplifying
a model prior to its verification [30]. Roughly speaking, an abstraction
function is used to reduce the size of a model by merging similar states.
Depending on the definition of this function, the behaviour of the model may
change, that is, new behaviours may appear, existing ones may disappear,
or both. Two different TS can thus model a software product at different
abstraction levels. If a more abstract (that is, smaller) model preserves the
properties of a larger model, it is more efficient to check properties on the
former. It is therefore essential to be able to relate two models at different
abstraction levels. For single systems, this information is formally captured
by a simulation relation [144].

Definition 5.1 (Simulation relation)
[16] Let ts; = (S;, Act;, Trans;, I;, AP, L;),i € {1,2} be TS over AP. A
simulation for (tsy,ts2) is a binary relation R C Sy x So such that

1. Vs1 €11 e dsg €15 o (81,82) € R and

2. Y(s1,s2) € R it holds that
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(a) Li(s1) = La(s2) and
(b) Vs| € Posti(s1) e s € Posty(sz) e (s],53) € R.

where Posti(s) = {s' € S; | Ja € Act; o (s,a,5") € Trans;} denotes the
set of states that can be reached from s in one transition in ts;. Then, tsy
stmulates ts1, noted ts1 <4 tso if and only if there exists a simulation

for (ts1,ts2).

According to this definition, if ts; is simulated by tso, then any trace of
tsy is also a trace of tsg [16]. Also, we say that state s; is simulated by state
sg if and only if (s1,s2) € R for some R, also noted s1 <,4 S2. Intuitively,
this implies that any trace produced from s; can be produced from ss. Note
that <, is a preorder — it is reflexive and transitive [16]. Additionally, when
ts1 <, ts2 and tsy <4 ts; hold, the TS are called simulation-equivalent,
noted tsy ~,, ts2, which implies that ¢s; and ¢sp have the same traces.
Since <, is a preorder, >~ is an equivalence relation [16].

The definition of simulation allows one to characterise the behaviour of
an abstract TS ¢s with regard to an original model ts. Informally, an ab-
stract TS is obtained by merging states for which a so-called abstraction
function returns the same value (see Chapter 6 for a formal definition of ab-
straction function). The abstraction may add or remove behavioural options,
depending on the chosen abstraction function. However, a relevant analysis
requires to have either ts <, s, ts <, ts, or both. If this condition is
satisfied, we can show that the abstraction preserves the (un)satisfiability
of properties expressed in a given logic.

Indeed, there is a strong link between simulation relations and the prop-
erties satisfied by two TS. As mentioned before, we focus on properties
expressed in LTL. However, the presented results can also be applied to the
universal fragment of CTL. If a simulation relation exists between two tran-
sition systems, we can show that an LTL formula satisfied by the simulating
TS is preserved in the simulated one.

Property 5.1 [1/4, 16] Let ts; and tsy be two TS and ¢ be an LTL
formula. Then

181 g tS2 = (tSQ ’: ¢ = tsy ): qb)

The following statement is equivalent: if ts; does not satify ¢, neither
does tsp. Finally, if ts; o~ tso, then they satisfy exactly the same LTL
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formulae. In particular, if tso is an abstraction of ts;, proving that the
abstract TS satisfies an LTL formula suffices to ensure that the formula
holds for ts;. Therefore, abstraction can drastically shorten verification
time.

In this chapter, we lay the theoretical foundations for abstraction-based
model checking of SPLs. In Section 5.1, we extend the definition of simula-
tion from TS to FTS and propose an algorithm that computes this relation.
We then establish which properties are preserved by the simulation relation,
and for which products. This is required to verify abstractions reliably.
Then, in Section 5.2 we define three abstractions based on the notion of
simulation quotient [16] that can be applied to remove redundant behaviour
in an FTS and thus reduce verification time. In addition to abstraction,
simulation relations have numerous applications. In particular, simulation-
based model checking is an established verification method, as LTL model
checking is. Our solution allows easier verification of properties modelled
visually (as automata) rather than by logical formulae, which can be more
suitable for engineers. Studying FTS simulation is thus as important as
generalising LTL model checking to FTS. In Section 5.3, we carry out a
complexity evaluation and empirical evaluations that reveal substantial ef-
ficiency improvements over enumerative application of TS simulation. This
corroborates previous results by characterising the gain of FT'S-based sim-
ulation over a product-by-product, T'S-based, simulation.

5.1 Simulation Relation for SPL Models

Since a model abstraction does not necessarily satisfy the same properties
as the original model, it is essential to characterise the behavioural inconsis-
tencies between the model and its abstraction. We previously presented the
simulation for TS as a computable relation that can establish this character-
isation. However, its definition is clearly unsuitable in our context because
we are interested in abstracting SPL models instead of models of individual
systems. In this section, we thus introduce a definition of simulation for
FTS. We also propose an algorithm to compute it and we establish a link
between the relation and the preservation of fLTL formulae.

5.1.1 FTS Simulation Relation

As a first step, we extend the definition of simulation to FTS. For this pur-
pose, we first impose the restriction that a simulation relation can only hold
between two F'TS defined over the same FM. Intuitively, an FTS simulates
another one if and only if for every valid product p, the projection of the
first F'T'S onto p is simulated by the projection of the second FTS onto p.
For the same reasons we expressed the satisfaction of a formula in terms of
products, we want to identify for which products an FTS simulates another.
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This will allow us to characterise more precisely the preservation of proper-
ties in an abstract FT'S. Formally, this condition can be expressed using the
simulation on TS as defined previously.

Definition 5.2 (Simulation between FTS)

Let ftsy and ftso be two FTS over an FM fm. Then, the products
for which ftsy simulates ftsi are encoded by the feature expression
(fts1 < pps fts2) such that

Vp € [fm] o (fts1 <prs fts2)(p) & fts1 lp Srs ftso Ip*

Furthermore, ftse is said to completely simulate ftsy if and only if
(fts1 S pps fts2) = fm.

For recall, since the semantics of an FM is a set of products, we can see
it as a feature expression. Moreover, like F-satisfiability, this definition does
not consider invalid products.

Thanks to the above definition, we can already determine for which
products an FTS simulates another. However, this would require computing
the TS simulation relation for O(2/F1) couples of TS, which sums up to an
overall time complexity bounded by O(|S|*.2/F1) [16]. Instead, we aim to
take advantage of the compact structure of FTS, as Classen et al. did for
solving the SPL model-checking problem. Hence, we propose an alternative
definition that exploits the variability encoded in the FTS.

Definition 5.3 (F-simulation)

Fori € {1,2}, let fts; = (S;, Act;, Trans;, I;, AP, L;, fm, 7;) be two
FTS and Post; be their respective successor function. An F-simulation
for (ftsi, ftsa) is a binary function R : S1 X Sy — 22") such that

R(s1,52) = (L1(s1) = La(52)) A \ Ruia(s1 = 8], 52) (5.1)

a,s]
where Ruyia(s1 — s\, 82) is given by
’71(817 «, 5,1) = \/ (72(5% B, 5/2) A R(Slla 5,2))
ﬁ75/2

with s € dom(Postj(s;)) for j € {1,2}. Then, ftsy simulates ftsi for
a valid product p if and only if there exists an F-simulation R such that

pE N\ V Ri,i).

i1€11 is€l>
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The set of valid products for which ftso simulates ftsy is encoded by the

feature expression
/\ \/ RFTs(i17i2)

i1€l7 i2€l2

where R,.,q is the largest simulation for (ftsi, ftsa). By largest, we
mean that for any states s1, sa and simulation R for (ftsi, ftsa), we
have R(s1,52) = Rppg(s1,52).

This definition can be seen as a generalisation of Definition 5.1. Intu-
itively, [R,,s(s1, s2)] contains only products whose any behaviour modulo
simulation starting from s; can be reproduced starting from so. In other
words, for each product p € [R,,4(s1,s2)] and transition (s1,«,s}) avail-
able for p, there must exist a transition (s2, 3, s5) executable by p and such
that p € [Rypq(sh,55)]. Similarly, [Ryia(s1 = s;,s2)] contains only prod-
ucts for which sy can simulate the transitions from s; to 3’1. Let us note
that, according to our definition:

® R, s(s1,52) KL implies that all atomic propositions satisfied by s;
are satisfied by so and vice versa.

e Let pr and pz’ be two disjoint sets of products. For given s; and
s| such that Ryi(s1 = s),52) = B(pz U pz’), it may happen that so
simulates a transition s; * s} for products px via a transition sy LN s
and for products px’ thanks to another transition so i sly.

We illustrate this second remark through a basic example.

Example 5.1.1 Let us consider the basic example presented in Figure 5.1.
We observe that R,,s(1',2") = f and R,,s(1",2") = =f. Furthermore,
state 2 simulates state 1 for products [f] through transition (2,2") and for
products [—f] wvia transition (2,2"). In the end, we conclude that state 2
stmulates state 1 for all products.

As established in the following theorem, the two definitions of simulation
for FTS we have given are equivalent.

Theorem 5.1 (Equivalence of FTS simulation relations)
Let fts;, i € {1,2}, be two FTS over the same FM. Let R
largest simulation for (ftsi, ftsa). Then, it holds that

(fts1 SFrs fts2) = /\ \/ RFTS(i17i2)'

i1€ly i2€ls

be the

FTS
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{a} {b}
a
O, -( )
{b} {a} {b}

a/-f al/f
()X

Figure 5.1: Two simulation-equivalent FTS.

PROOF. By Definition 5.2, we have

Vp € (ftsl <prs ftSQ) . ftsl Ip <rg ftsg Ip-

According to the above and Definition 5.1, for each product p there exists a
stmulation relation R, such that

Vip € I1 e« Jig € 15 o RTS(il,ig)
where for all 51,52 € S, R,4(s1,52) is given by
L(s1) = L(s2) AVs) € {s" | (Post(s1)(s1))(p)}
Ish € {s" | (Post(s2)(s5))(p)} » Rys(sh,s2). (5.2)

Let us assume that for all p, R, is the largest relation satisfying this equa-
tion. According to Definition 5.3, we have that

p’: /\ \/ RFTs(i1>i2)

i1€lh i2€l2

which is equivalent to
Vii €11 e dig €Iy 0 p ’: RFTS(i17i2)‘

For a product p € [R,,4(s1,52)] and any transition (si1,s}) available to p,
there exists a transition (s, sh) that p can execute such that s, simulates s}
for p, that is p = R, (s],s5). Hence, p = R,.,4(s1,2) is equivalent to

L(s1) = L(sa) AVsy € {s" | (Post(s1)(57))(p)} o
35y € {8’ | (Post(s2)(55))(p)} o (Rprs(81,52))(p). (5.3)

The above results show that the relations R, and R, satisfy the same
equation (see Equations 5.2 and 5.3). Furthermore, by definition they are
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both the largest relation satisfying this equation. By generalizing this result
to all products and couples of states, we conclude that

(fts1 Spps [ts2) = /\ \/ R pors (i1, 2).
i1€l i2€l2
O
As for TS, we can define simulation-equivalence for FTS. Intuitively, two

FTS are simulation-equivalent for a set of products if and only if they have
the same behaviour for all these products.

Definition 5.4 (F-simulation equivalence)
Let ftsy and ftse be two FTSs. Simulation equivalence for fts; and
ftso is the relation

(ftsl Sprs ftSQ) = (ftsl SErs fts?) A (fts? <rFrs ftsl)'

Furthermore, ftsy and ftso are completely simulation-equivalent if and
only if (fts1 ~p,q [ts2) = fm.

5.1.2 Computing F-Simulation

We proposed two equivalent definitions of the simulation relation for FTS.
While the former is more intuitive, it is cumbersome to compute for a large
SPL, i.e. with a high number of products. On the contrary, the latter
takes advantage of the compact structure of the FTS. In this subsection,
we present a method to compute the relation using this second definition.
The principles of our algorithm is to compute R ., for all couples of states
in a given FTS as the smallest fixed point of a function 7" : (S x S —
2(2F)) = (xS — 2(2F)) that iteratively applies Equation 5.1, that is,
Vs1 € 51 e 89 € Sy

T(R(s1,82)) = /\ (71(31,0473/1) =

a,s]

R(s1,55) A\ Rpps(sh,55)).
ﬁ?SIQ

For the partial order, we consider the implication between Boolean formulae
for all couples of states:

VR ¢ Vs1,50 €S o T(R(Sl,SQ)) = R(Sl, 82).



50 CHAPTER 5. SIMULATION RELATION

Then according to Knaster—Tarski theorem, R
lows:

»rs can be computed as fol-

Rprs =RioVj>ieR;=R;
where

fm,  L(s1) = L(s2)

Vs1,52 € S e Ro(s1,52) = { 1 otherwise

Ri+l == T(RZ)

Thanks to the above method we can compute (fts) <,,¢ fts2) for any fts;
and ftss. For this purpose, we apply it to a composed FTS defined as

fts1 @ ftsg = (S1W S, Transy UTransg, Acty U Acty, Iy U Is, AP, L, fm, )

where & denotes the disjoint union, L(s) = L;(s) for any s € S;, and 7(t) =
vi(t) for any t € Trans;. Using the value of R, ., between each initial
state of fts; and each initial state of ftso, we determine (fts; <4 fts2).
Note that Baier and Katoen [16] present a similar method for computing
the simulation relation between two TS.

5.1.3 Time Complexity

The time complexity of the above computation method is evaluated in the
following theorem.

Theorem 5.2
The time complexity of computing the simulation function is bounded by

O(]S6.251F1), where F is the set of features.

PROOF. Let k be the smallest such that Vj > k ¢ Ry, = R;. Fori <k,
there is at least one triplet (s1,s2,p) € S x S x [fm] such that

p E Ri(s1,82) A Riy1(s1,52).

Consequently, k < |S|2.2F1.

Assume we represent each feature expression R(s1,s2) by a Binary De-
cision Diagram (BDD) [32]. It is at most of size O(2IF1). Computing R; 11
18 a conjunction or disjunction on pairs of transitions. These operations
are quadratic in the size of the BDD. Since the number of conjunction and
disjunction is bounded by O(|Trans|?), each step takes O(|Trans|?.221F1) <
O(|S|*.22F1). To verify if the fired point has been reached, we must deter-
mine if, for all (s1,82) € S X S, Ri(s1,52) < Rit1(s1,82). Establishing this



5.1. SIMULATION RELATION FOR SPL MODELS 51

comes to checking if R;(s1,82) N " Rit1(s1,S2) is unsatisfiable, which is of
cost |S|2.2%IF1,
The total time complexity of computing R, is thus bounded by

O(]S)8.2%1F1.

0
Although it is theoretically dominated by 2%¥!, and thus in EXPTIME, in
practice |S|% is often bigger.

5.1.4 Property Preservation

The simulation relation for TS is particularly well-known for its interesting
preservation properties [144, 45, 16]. In particular, if 7Sy simulates T'Sy,
then any LTL formula satisfied by T'Ss is also satisfied by T'S7. As we show
in this section, a similar results holds for F-simulation and fLTL.

Theorem 5.3
Let fts1 and ftse be two FTS over the same FM, ) = [x]¢ an fLTL
formula, and pr = [ftsi <5 fts2]. Then, it holds that

(ftsl <rrs ft52) = (fts? ': P = ftsy ): ¢) (5‘4)

PROOF. Let us first remark that

“x(p) = (fts1 =) (p) & (fts2 =) (p))-

The right-hand side of Equation 5./ is thus trivially satisfied for products not
satisfying x. Let us now consider a product p satisfying x. By Definition 5.2,
we have

(ftsl Srrs ftSZ)(p) & ftso Ip Srs fts1 |p

Furthermore, by Property 5.1, we know that
ftsap B ¢ = ftsip ¢
and by definition of F-satisfiability (see Definition 3.6), we have
(ftsi E¥)(p) & ftsi)p E o
Thus, it holds that (ftsa = ¥)(p) = (fts1 = ¥)(p). O

The above theorem also implies that two completely simulation-equivalent
FTS have the same F-(un)satisfiability for any fLTL formula.
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5.2 FTS Simulation Quotient

In the previous section, we defined a simulation relation for FTS and we
established the link between this relation and the F-satisfiability of an fLTL
formula. Our next objective is to study simulation quotient, which leads to
the computation of preliminary FTS abstractions. We also make use of the
preservation properties (see Theorem 5.3) to determine how the verification
of an abstract FTS provides information about the original model.

5.2.1 Simulation Quotient

The first abstraction we introduce does not modify the behaviour of the
FTS to which it is applied. It merely consists in defining the simulation
quotient [16] for FTS. This form of abstraction merges states that are com-
pletely simulation-equivalent, i.e. for all valid products. Formally, we define
the binary relation

~IM C G S e ™ sy ((RFTS(S]_,SQ) AR pps(82,51)) = fm)

T FTS— T FTS

This relation is an equivalence, since >~ is also an equivalence relation [16].
Therefore, the state space of any FTS can be partitioned into equivalence

classes under :{7 ™ . Our first abstraction function merges states of the same

TS
equivalence class.

Let [s] Joudm denote the equivalence class of s under :J;’;@S. The ab-
—FTS
straction associates an FTS fts with an abstract FTS ftS/me = (9, {7},
—FTS
Trans', I') AP, L', d, v') such that

S = {8l mi }
Trans' = {([8]/:%13 ) T [S/]/gggs)
| ' € dom(Post(s))}
I = {[i]/l’g;s |ieI}

L'([s] jwsm ) = L(s)

/~prs

fm
FTS

7/(([3]/227;3,7-, [3/]/:?;3)) = 7(3//7 a, S/”)

(s",a,8"")eTrans

with §” € [s] " e [S,]/me . It thus requires to compute first the
—FTS

~fm
simulation rel/zitf()TIi for every pair of states in the FTS (see Section 5.1.2).
Such an abstract FTS has exactly the same behaviour as the FTS on
which the abstraction is applied. Indeed, we merge only states that are
simulation-equivalent for every valid product. Thus, the merging neither

adds nor removes any behaviour.
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Theorem 5.4
Let fts be an FTS over an FM fm. Then, we have

(fts ~,0g fts/zg;s) = fm.

PROOF. The proof consists in showing that for any s1 we have

Rprs (81, [31]/:%15) = fm (5.5)

RFTS([sl]/gij;S751) = fm. (5.6)

Obviously, R, (s1, [51]/me ) = fm holds since any transition from
—FTS

s1 to a state sy in fts is simulated for all products by a transition from
([s1) jopm to [$h],urm ), by definition of fts, sm .
/7FTS /7FTS /7FTS

Let us now prove that R, ([s1] s1) = fm also holds by contra-

- | /=575’
diction. Assume it does not hold, that is,

T

/ /
)y = (8]t o (V1] jmgrn > 752 g ) =

\/’Y(Slaalv 8,1) /\RFTS([S,Z}/:]FC:’;S7S/1)) ?é fm

aq

This implies that

Jsg € [s1], 85 o 52 =2 sh A (Y(s2, 2, 85) =

\/’7(51’051’ 8/1) A RFTS (3/27 5/1)) 7é fm.

o1
and thus that R ., (S2,51) # fm. However, this is impossible since
{s1, 82} € [s1] & Rppg(s1,82) = fm A Rppg(s2,51) = fm.
O

In spite of its straightforward computation, this first abstraction func-
tion has shown to be inefficient when it comes to actually reducing the
state-space, as we will see in Section 5.3. In what follows, we define coarser
abstraction methods based on F-simulation quotient that still preserve prop-
erties.
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5.2.2 Reachability-Aware Simulation Quotient

The second abstraction method is similar to the first one, but it takes into
account the reachability of each state when determining the equivalence
classes. It requires the computation of a function g « S x S — 22" In
simple terms, s; <X S2 gives a feature expression satisfied by the products
for which s; and ss simulate each other, while considering the reachability
function associated with s; and so respectively. More precisely, we define
the following:

e 5o trivially simulates s; for products that cannot reach si;
e so cannot simulate s; for products that can reach s; but not so.

Accordingly, (s1 <g s2) is defined as
R(s1) = (R(s2) A Rpps(s1,52))

where R(s) denotes the feature expression satisfied by the products that
can reach state s. Next, we define the binary relation ~rC S x S such that
s1 ~p so if and only if (s1 g s2) A (s2 <gr s1) = fm. Again, ~p is an
equivalence relation. It is obviously reflexive and symmetric. Its transitivity
is demonstrated in the following theorem.

Theorem 5.5
Let fts be an FTS and s1, s, s3 be three of its states. Then it holds that

S1 R S2 N\ Sg ™R §3 = S1 ™R S3

PROOF. Let us note that s1 ~g Sa2 N So ~p S3 is equivalent to

(mR(s1) V (R(s2) A Rpps(s1,82)) A (mR(s2) V (R(s3) A Rppg(s2,53))

which can be re-written as

(~R(s1) A (<R(52) V B(55) A Ry (52, 53))
v (R(SQ) A RFTS (517 52) N R(33) A RFTS (527 33))
Since the following hold:
—R(s1) A (—R(s2) V R(83) AR ppg (52, 83)) = —~R(s1)
R(s2) N R(s3) = R(s3)
RFTS (317 52) A RFTS (82> 53) = RFTS (517 83)
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the above expression implies s1 ~g S3. O

Consequently, the state space of an F'TS can be partitioned into equiva-
lent classes under ~p. Using this binary relation, we define an abstraction
function that merges the states of an FTS according to their equivalence
class under ~g. Hence, the results of applying the function on an FTS fts
is an abstract FTS fts/~ ., which is defined similarly to fts/zﬁs'

We can show that this abstract FTS has exactly the same behaviours as
the original one modulo F-simulation, that is, fts ~.,; fts/~,. The idea
of the proof is the following. Let p € [fm] be a product. If s; ~p s2, then
p can reach either both s; and so or none of them:

1. If p can reach both s; and so then its behaviour starting from sp is
equivalent to that starting from sy, by definition of ~p and R, .
Therefore, merging s; and so would not add any behaviour to p.

2. If p can reach neither s; nor so, then merging the two would not
actually add behaviour to p since it would not be able to reach the
resulting abstract state.

This result is formally established in the following theorem.

Theorem 5.6
Let fts be an FTS over an FM fm. Then (fts >~ fts/:R) = fm.

PROOF. By definition of fts;~,, we trivially have

R’
(fts Spps ftS/~p) = fm.

Now, assume that (fts;~, <prs fts) = fm. For this purpose, we prove
that a state merging does not add behaviour to fts modulo F-simulation.
Let s1 and sy such that s1 ~pr so. The two states are thus in the
same equivalence class. Without loss of generality, we assume that [s1]~,, =
{s1,s2}. By definition of ~pg, it holds that R(s1) = R(s2). Let p € [fm].

Two cases can occur:

1. R(s1)(p) does not hold. Then any trace sg, sy, € [fts,] is such
that s; # s1 and s, # sg for any i. Therefore, s, # [s1]~,, also holds by
definition of fts;~,. Hence, the merging of s1 and sz has no impact
on the behaviour of p.

2. R(s1)(p) holds. In this case, R,..q(s1,52)(D) AR ppg(s2,51). Similarly
to Theorem 5.4, we can prove that R, .([S1]~p,s1)(p) holds.

Hence, fts/~, <prs fts) = fm and this concludes the proof. O



56 CHAPTER 5. SIMULATION RELATION

5.2.3 Reachability-Aware Preorder-Based Abstraction

Unlike the previous ones, the last abstraction we introduce in this chapter
illustrates that abstraction can lead to alterations in the FTS behaviour.
In this case, new behaviour is added. Informally, for any couple of states
(s1,82), if (s1 <Xr s2) = fm, then s; is integrated into se. By integration,
we mean that all the transitions going to s; are redirected to so, and so
as well as its outgoing transitions are discarded. Since so simulates s; for
any product, we do not remove any behaviour from the FTS. However, new
behavioural options may appear for products in [fm] N [-(s2 <r s1)].

Theorem 5.7

Let s,s" be states of an FTS fts such that (s <r §') = fm, =(s' g
s) #1. Then integrating s into s’ results in an FTS fts' such that
(s' <R 8) = (fts' Kups f18) is not a tautology.

PROOF. Lets' € SeBs € Ses <ps, ands € Ses <p s. Let
p € [fm] ¢ R(s)(p). Then R(s')(p) holds by definition of <r. Let m be a
trace starting from s’ that s cannot produce.

Now assume that there is a trace prefix Ag,...,An, L(s) starting from
an nitial state so and leading to s such that there exist no equivalent trace
prefiz leading to s'. The trace (Ao, ..., Ap)m exists in fts' but not in fts.
Therefore, (fts' < p,s [ts)(p) does not hold. O

Let us observe that this form of abstraction is not a function, since for
a given FTS it may lead to more than one abstract FTS. For example,
let s1, 2,83 be three states such that (s1 <r s2) = (s1 <r s3) = fm,
(s2 <R s3) # fm, (s3 <R s2) # fm and there exists no s4 such that (s2 <r
s4) = (83 <g s4) = fm. This implies that s; can be integrated into either
s2 and s3, but these two will never be integrated one into the other, or into
another state.

Instead of defining formally the set of FTS that can result from one of
these abstractions, we give an algorithm to greedily build one of its element
(see Algorithm 2). First, we register the couples of states (si, s2) such that
(s1 <r s2) = fmin aset R (Line 1). Next, we keep merging states as much
as possible (Lines 2-14). At each iteration, we remove an element of R (and
S) non-deterministically (Lines 3-5). Let (s1,s2) be this element. Then, s;
is not part of the state space of the abstract FTS (Line 5). Furthermore, if
$1 was an initial state, then sy becomes an initial state of the abstract FTS
(Lines 6-8). As mentioned earlier, each transition of the form (s,s;),s #
s1, is transformed into a transition (s, s2) and the new transition-labelling
function 4/ is modified accordingly (Lines 9-13).
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Input: An FTS (S, Act, Trans, I, AP, L, fm,~)
Output: An abstract FTS fts smaller than fts and such that
(fts < pps fts) = fm.

1 R+ {(81,82) ‘ S1 # So A (81 <R 82) = fm},

2 while R # () do

3 Let (s1,s2) € R;

4 R+ R\{(s,)€R|s=s5Vs =s1};

5 | S=5\{s1}

6 if s;1 € I then

r || T TU{smh\ sk

8 end

9 Remove < {(s,s') € Trans | s = s1 Vs = s1};
10 Trans < (Trans\ Remove) U{(s, s2) | s # s1 A (s, s1) € Remove};
11 foreach s : {(s,s1),(s,s2)} C Trans do

12 | (s, 82) = (s, 81) V (s, 82);

13 end

14 end

15 return (S, {7}, Trans, I, AP, L, fm,~")
Algorithm 2: Computation of the simulation function

5.3 Preliminary Experiment

This section describes preliminary experiments we conducted to evaluate
the time and space gain obtained thanks to the above abstraction methods.

5.3.1 Experiment Setup

To carry out these experiments, we have integrated the computation of F-
simulation as well as the three abstractions into an Haskell FTS library'
developed by Classen et al. [59]. It allows us to validate our approach and
to measure its efficiency when it comes to computing the simulation relation
and reducing both the state-space size of an FTS and its verification time.
All benchmarks were run on a MacBook Pro with a 2,4 GHz Core 2 Duo
processor and 4 Gb of RAM. The library was compiled using the Glasgow
Haskell Compiler.” To avoid the influence of other running processes, we
repeated each experiment 10 times.

Our evaluation considers the mine pump controller SPL defined in [59].
The whole system is designed as the parallel composition of several pro-
cesses (a pump, a water sensor, a methane sensor, and a controller). The
mine pump SPL has nine features and 64 products. The FTS modelling

https://projects.info.unamur.be/fts/implementations/haskell-library/
http://www.haskell.org/ghc/


https://projects.info.unamur.be/fts/implementations/haskell-library/
http://www.haskell.org/ghc/

58 CHAPTER 5. SIMULATION RELATION

Def. 5.2 | Def. 5.3
Miase <N ppg Mext | 3247.07 | 113.39
Mezt < pps Mbase | 3150.97 | 108.59

Total 6398.04 | 221.98

Table 5.1: Computation time of F-simulation (in seconds)

its behaviour, noted mp.s. is composed of 465 states and 1306 transitions
(see [55] for a detailed description).

5.3.2 Evaluation of F-Simulation Computation

We introduced two methods for computing F-simulation for two FTS. The
former is based on a product-by-product approach and determine, for given
fts1 and ftse, and each product p, if fts1), <, [ts2)p. The latter makes
use of the compact structure of FTS and is based on the computation of
a fixed point, as stated in Subsection 5.1.2. Our first experiments evaluate
the practical efficiency of both methods.

The evaluation considers the minepump system, mpese, as well as an
extension of it. Basically, we extended the behavioural options of some of
the products by making them able to execute additional transitions. This
results in an extended model, noted me,:. Then, we measured the time
needed by both methods to compute mpgse <prg Mext ANA Mezt <X ppg Mbase-
Benchmarks results are shown in Table 5.1.

We observe that the algorithm based on Definition 5.3 is far more efficient
than the one that enumerates the products and computes the TS-simulation
of their projection. In spite of having a worse theoretical time complexity,
it is 28.82 times faster than the product-based algorithm. Note that the
execution time of the latter includes the time needed for determining the
projection of each product, which amounts to about 20% of the whole exe-
cution time.

5.3.3 Evaluation of Temporal Property Verification

Our second evaluation benchmarks the time needed for model checking ab-
stractions combined with either the product-by-product approach or the
FTS algorithms. The objective of the following experiments is to determine
which abstraction method is more efficient. For the former method, we eval-
uate the verification time by enumerating all the products and computing
their projection on (1) the original model, (2) its TS-simulation quotient
m~_ . [16], and (3) the model my, _, obtained by greedily integrating a
state s into another s, if and only if 51 <4 S2.

Also, we apply FTS abstractions to obtain three abstract FTS m~

FTS’
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ENUMERATIVE METHOD

Formula Mpase m~ my .
#1 31.23 X | 4042 X | 39.70 X
#2 9.79 v | 1958 v | 1975
#3 134.71 X | 17852 X | 175.11 X
#4 8.38 v 17.2 v | 1797
#5 19.18 v | 3222 v | 3351 X
#6 2757 X | 3794 X | 36.69 X
H#7 9.44 v | 1937 Vv | 2026 V
#8 46.19 X | 6448 X | 6222 X
#9 11.39 X | 2458 X | 25.64 X
#10 8.78 v | 1954 v | 1925 V

Total 306.66 453.85 450.1

Table 5.2: Verification time using the enumerative method (in seconds)

M~y, and mx, respectively. For the latter, when a state can be integrated
into more than one state, our choice is based on the lexicographic order. For
example, if we have s1 <,.,¢ S2 = 51 <p;¢ 53 = fm then we integrate s;
into so rather than in ss.

For each FTS, we first compute the number of states and transitions in
order to determine to what extent a given abstraction reduces the size of
the original FTS. We observe that the abstraction based on the equivalence
classes under ~, ¢ yields no reduction at all. Its merging condition seems
too restrictive in the context of product lines. Since an FTS models the
behaviour of O(2/¥1) products, it is very unlikely that two states have exactly
the same behavioural options for all those products.

Taking into account the reachability already allows to merge states, al-
though only a few of them. The state-space size is thus reduced to 459
states and 1284 transitions. Finally, the third abstraction yields a reduction
of about 9% (423 states and 1192 transitions). Although these are the best
results in terms of state-space reduction, we must keep in mind that, like
every efficient state-space reduction method, it augments the behaviour of
the FTS. Hence, we may find false negatives, i.e. products that violate a
given property in the abstract F'T'S but not in the original one.

In order to evaluate the impact of the state-space reduction on the veri-
fication time, we model-checked the seven models against ten different prop-
erties expressed in LTL, such as those defined in [6] and [59]. The results are
shown in Tables 5.2 and 5.3. For every formula and every model, we give the
time needed to verify the model against the formula. We also describe if the
formula is verified by every valid product (v') or not (X). The verification
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Formula Mpase Mg m<p
#1 13.08 X | 1346 X | 12.07 X
#2 081 v | 215 Vv | 194 V
#3 9791 X | 9237 X | 8223 X
#4 09% v | 231 Vv | 201 V
#5 1.26 v | 256 Vv | 229 X
#6 10.10 X | 10.89 X | 9.91 X
#7 041 v | 179 v | 162 V
#8 7.2 X 7.7 X | 680 X
#9 065 X | 202 X 1.799 X
#10 049 v | 186 Vv | 167 V
Total 132.87 137.11 122.33

Table 5.3: Verification time using the FTS algorithms (in seconds)

time of every property includes the computation time of the abstractions,
which represents about 10% of the overall verification time, in both cases.
This overhead could be partially avoided if the abstractions are computed
once and for all. We do not present the verification times for Moo Since
it has as many states and transitions as mypqse, any difference would be the
result of random variations independent of the verification process.

Let us first discuss the results for the product-based and the FTS ap-
proaches separately. When summing up all the times related to the former,
we observe that the overhead due to the computation of both the abstrac-
tions based on TS-simulation quotient (m~, ) and preorder (my, ) is sig-
nificant. Because of that, the verification times of m~__ and m__ are
respectively 48% and 47% higher than the model-checking time of mpqge us-
ing the enumerative method. Furthermore, false negatives appeared when
checking my, . against formula #5. This formula is supposed to be satisfied
by all products, but one of them violates it in my,.. due to the addition of
behaviour.

Applying abstraction to FTS yields better results. The abstraction under
~p increases the checking time of myp.s. with FTS by 3%. This verification
time decreases by 8% when m,, is model-checked. However, it has to be
noted that false negatives were found for formula #5. If we compare these
results with the ones of the product-by-product methods, we conclude that
the FTS-based approaches outperform the enumerative ones. Furthermore,
applying abstraction to an FTS can reduce its verification cost. On the
contrary, combining a product-based method with an abstraction function
is inefficient. This corroborates the claims of Classen et al. that such a
method should be avoided [53, 56].

Although abstraction clearly permits to reduce the verification time of
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an FTS, we are aware that the gain is not significant. This illustrates the
difficulty to find a good abstraction for FTS, a formalism that models the
behaviours of a potentially large number of systems. A good abstraction
should either add behaviour or remove some, but not both. Otherwise, we
would not be able to infer any property of the system using the verification
results of its abstract counterpart, since a property may be violated by an
additional behaviour or satisfied thanks to the removal of an existing one.
Therefore, it is particularly difficult to find a state merging condition that
both satisfies this requirement and makes a significant reduction. In par-
ticular, the purpose of simulation quotient is to eliminate redundancy, not
to produce coarse abstractions. More research is required to find ways to
design efficient abstraction functions and to finely evaluate their merits with
respect to verification performance and false negatives they induce. The cur-
rent abstractions are applied directly on the FTS itself. The most successful
applications of abstraction, like partial-order reduction [96], statement merg-
ing [114], and predicate abstraction [48] make use of additional information
like parallelism, scope of variables, and conditional statements. These in-
formation are not found in such a fundamental formalism, but instead in
high-level languages. We study such advanced abstractions in Chapter 6.

Nevertheless, it is interesting to observe that the most significant speed-
ups occur during the verification of the most time-consuming properties.
This indicates that abstraction can improve the scalability of SPL verifi-
cation. Naturally, this early indication needs to be confirmed by further
experiments. These results combined with previous experiments [59, 58, 55]
confirm that FTS is a viable approach for verifying variability-intensive sys-
tems.

5.3.4 Threats to Validity

Several threats to the validity of our conclusions have to be pointed out.
First, our evaluation is solely based on one case. Other systems of different
size and variability should be considered in order to analyse how the different
approaches scale with the number of features and the size of the state-space.

This case study has been implemented in Haskell, a programming lan-
guage that makes use of the so-called lazy evaluation. It means that a value
is computed only when it is needed. Although this evaluation method may
have influenced our results, we believe that the conclusions would remain
valid if we used another programming language.

The comparison between the product-based methods and the FTS al-
gorithms is based on the verification of all the products. However, when a
property (or a simulation relation) is required to hold for the whole SPL, we
could stop the checking process as soon as a bad product is found. Even so,
this comes to the standard model checking problem, and we are interested
in identifying all the products that violate a property.
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Also, we obtain the verification times related to the product-by-product
methods by summing up the verification times for each product individually.
In practice, it is very unlikely that those products are verified sequentially,
without taking advantage of multi-threading and parallel verification.

5.4 Simulation-Based Feature Characterisation

An inherent characteristic of Classen et al.’s algorithms is that they consider
all features altogether. As opposed to theirs, there exist methods for com-
positional reasoning on features (see more in Section 4.3). Their idea is to
consider features as modifications to an existing system, henceforth named
the base system. From a model-checking perspective, it means that features
are defined as additions and removals of states or transitions. This way of
modelling allows a compositional verification of features, where the effect
of features on property satisfaction is determined according to the verified
base system and the compositional definition of the feature.

On the contrary, Classen et al.’s approach does not consider features in
isolation. It implies that a feature cannot be verified separately from the
others and that the complexity of the FTS algorithms remains exponential
in the number of features. Moreover, if a new feature appears in a previously
model-checked SPL, the results of earlier verifications cannot be reused. In
this section, we address this last issue and lay the foundations towards a pro-
gressive and modular verification of SPLs. We identify two special classes of
features, the conservative [36] and the regulative [105] features. Intuitively,
a conservative (resp. regulative) feature does not remove (resp. add) any
behaviour to the products of an SPL. We first define those features formally
and from a model-checking perspective. Secondly, we introduce a formal
method based on F-simulation to determine if a feature is conservative or
regulative in a given SPL. Finally, we demonstrate that when such particular
features appear in an SPL, we can avoid verifying a subset of the products
it adds to the SPL.

5.4.1 Conservative and Regulative Features

As a first step, we define two types of features called conservative [36] and
regulative [105]. Intuitively, a feature is conservative for a product p if any
behaviour of p still exists once the feature is added to p. On the contrary,
the addition of a regulative feature to p does not create new behaviour.
We can formally define such features using the projection operator and the
simulation relation for TS.
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Definition 5.5 (Conservative Feature)
Let fts be an FTS over an FM fm and f be a feature of fm. Then, f
is conservative for a product p € [fm] if and only if

pU{f} E fm= fts, <5 [tspuis-

Moreover, f is completely conservative if and only if it is conservative
for all valid products.

Definition 5.6 (Regulative Feature)
Let fts be an FTS over an FM fm and f be a feature of fm. Then, f
is regulative for a product p € [fm] if and only if

pU{f} e lfm] = ftspugsy Sos ftspp

Moreover, f is completely requlative if and only if it is requlative for all
valid products.

Note that a feature is conservative and regulative by default for a given
product if it cannot be added to this product, that is, if the resulting new
product is not valid according to the FM. Also, the addition of feature that
is both conservative and regulative for a product p does not modify the be-
haviour of p. In this case, the feature is called spectative for p. Accordingly,
features that cannot be added to p are spectative for it.

Determining if a feature is conservative or regulative is of great interest.
For instance, consider that a new feature f is implemented within an already
verified SPL. To answer the SPL model-checking problem, one has to verify
any valid product introduced by f. Yet if the feature is conservative then it
is not needed to verify all these products. Before elaborating on this point,
we first focus on the definition of these features.

5.4.2 Restriction Operator

As for FTS model checking and F-simulation, we want to avoid using a
product-by-product method to determine if a feature f is conservative or
regulative. Any implementation based on Definitions 5.5 and 5.6 would
thus not be suitable. Instead, we propose a method based on F-simulation.
Basically, we generalize the projection operator in order to obtain an FTS
modelling only a subset of the products. In particular, we apply this new
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operator to extract an FTS modelling only the products having f. Then,
using F-simulation we compare these products with respect to those that do
not include f. We name this operator restriction.

Definition 5.7 (Restriction of FTS)

Let fts = (S, Act, Trans, I, AP, L, fm, v) be an FTS over a set of
feature F and p : F — {T,L} be a feature valuation function, i.e. a
(possibly partial) function that associates features with a Boolean value.
Then, fts restricted to p, noted fts[p], is an FTS (S, Act, Trans', I,
AP, L, d, ') such that

yP =L =t & Trans'
YO L = (t € Trans' A+ () = v(6)P)

where v(t)1P is y(t) with all occurrences of any f € dom(p) replaced
by p(f). Furthermore, a product p is compatible with p if and only if

fedom(p) = (f ep < p(f)).

In simple terms, ftsl? is obtained from fts after replacing, in all feature
expressions, a feature f € dom(p) by T (respectively, L) if and only if p(f)
holds (respectively, does not hold). In particular, if p(f) holds then any
product p behaves in the new FTS as the product p U {f} in the original
FTS. We can see the projection as a particular case of restriction where p
is total. This result, formally established in the following theorem, is an
essential step towards proving our approach.

Theorem 5.8
Let fts be an FTS over an FM fm with a set of features F, p : F —

{T, L}, and p € [fm] compatible with p. Then fts, = ftslel \p Where =
denotes syntactic equivalence.

PRrOOF. According to Definitions 3.3 and 5.7, both projection and
restriction operators modify only the set of transitions and their associated
feature expressions.

Let Trans, Trans’', and Trans” be respectively the set of transitions
in fts, ftsy,, and ftslel lp- The proof consists in showing that Trans' and
Trans” are equal. According to Definitions 3.5 and 5.7, we have that

Trans' = {t € Trans | v(t)(p)}
Trans” = {t € Trans | ’y(t)[p] (p)}
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More generally, we show that for any v € 2(2F), product p and feature val-

uation p, we have ~(t)(p) < ()P (p). Let us first remark that p can be
regarded as a total feature valuation function. Henceforth we interchange-
ably use the notation p(f) (respectively —p(f)) in place of f € p (respec-
tively f & p). It holds that v(p) < ~P L. For the same reason, we
have ()P} < (AIPHYPL £ 1L Purthermore, since by hypothesis p(f) = p(f)
for any f € dom(p) it also holds that vP! < (4PHPl. By transitivity of
bi-implication, we obtain y(t)(p) < v (t)(p). O

The proof of this theorem also shows that the projection operator can be
derived from the restriction operator. Indeed, for any feature expression -+,
v(p) is equivalent to 4! J£ 1. Thus, fts ip and ftsP! have the same transition
set. Moreover, by Definition 5.7 the feature expression of any transition of
ftslPl is a tautology. Hence the projection of ftsl?! onto any valid product
is syntactically equivalent to fts|,.

Another property of the restriction operator is that it preserves the se-
mantics of all the valid products compatible with p. This, however, is not
guaranteed for the other valid products. Given that later we use this op-
erator to compare sets of products, it is essential to characterize how the
behaviour of these products is actually modified.

Theorem 5.9
Let fts be an FTS, p: F — {T,L}, and p € [fm] such that p is not

compatible with p. Then, ftsl’) |p = fls|y where p’ is such that

p(f), f € dom(p);
f €p, otherwise.

fep’@»{

PRrROOF. Similarly with the proof of Theorem 5.8, we demonstrate that
the transition sets of the two FTS are equal. To that aim, we show that

(178 5 ']

for any feature expression y. Let f be a feature occurring in~y. If f € dom(p)
then f is replaced by p(f) in y1P, (YOI and 4P, Otherwise, f is replaced
by p(f) in AP, (PP, and AP, m

Intuitively, this result implies that in an FTS restricted to p, all the
products behave as if they have every feature f such that p(f) = T and
no feature f’ such that p(f’) =L. Features not determined by p take their
value from p. Leaning on the two theorems above, we introduce our method
to determine if a feature is conservative or regulative.
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Theorem 5.10
Let fts be an FTS and f be a feature. Then f is conservative for a
product p € [fm] if and only if

pU{f} € [fm] = (fts <pps ftsLETH (),

Similarly, f is requlative for p if and only if

pU{f} e [fm] = (ftslH <, o fts)(p).

Proor. We prove only the result for conservative features, the regula-
tive case being similar. By definition of F-simulation we have

(Fts <pms FEUETN () & frsy, <, fsllEDN

for any p € [fm]. Let f be a feature. If f € p, then

frslt PN = prs), = fts o

by Theorem 5.8. Otherwise, we have ftsE)(f’T)}] = fts|pugsy (see Theo-
rem 5.9). This concludes the proof. O

By performing the algorithm that computes F-simulation, we can thus
determine if a feature is conservative or regulative. However, this algorithm
is intended for any couples of FTS defined over the same set of products.
Taking into account that we check the simulation between an FTS and its
restricted form may lead to heuristics that drastically reduce the compu-
tation time of the simulation relation. For example, fts <, ftstthTH
immediately holds if there is no transition that excludes f itself, a feature
required by f, or that requires a feature incompatible with f. However, we
did not pursue the exploration of such heuristics.

5.4.3 Satisfiability Results

Now that we are able to identify if a new feature is conservative or regu-
lative, we formally prove that we can avoid checking a subset of the new
products introduced by the feature. This result is based on the preservation
properties of F-simulation. Since we make use of the restriction operator to
characterize the behavioural impact of a feature, we must determine under
which conditions an FT'S and one of its restricted form satisfy the same set
of fLTL formulae.
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Theorem 5.11
Let fts be an FTS and p = {f, T}. Let ¢ = [x]¢ be an fLTL property.
If x = f then we have that

[t =g & fs .

PROOF. Let p be a product. If x(p) does not hold then p trivially sat-
isfies [x]¢ in both FTS. Otherwise, we have f € p since x = f. Hence,
p is compatible with p. According to Theorem 5.8, fts), and ftsle) Ip are
syntactically equivalent and therefore both either satisfy of violate [x]¢. O

At last, we can formally establish which newly created products have
not to be model checked after the addition of a feature. Let us consider the
conservative case first. Intuitively, if a product violate a property then it
still violates this property after adding a completely conservative feature to
it. Therefore, when implementing a new conservative feature f in an SPL
one has to verify only the products p equipped with the f such that p\ {f}
did not violate the property.

Theorem 5.12

Let fts be an FTS over FM fm with a set F' of features. Let f ¢ F
be a new feature. Let fts' be a second FTS over FM fm' such that
F' = FU{f} is its set of features, that f is completely conservative in
fts', and that

Vpe[fm']efepVvpelfm]
Vp € [fm] o [fts](p) = [fts'](p)

Then for any fLTL formula ¢ = [x|¢ it holds that:

fts' =1 = (fts =) A (fts" = X A (fts =) A f10) (5.7)

PROOF. Let us consider the first clause in the right-hand side of Equa-
tion 5.7. The feature expression (fts = 1) encodes the products that satisfied
Y in fts before f was added. Since f does not occur in (fts = 1), the feature
expression also encompasses products having f whose counterpart without f
satisfied the formula. The other products having f cannot satisfy the formula
since f is conservative.

The second clause in the right-hand side of Equation 5.7 expresses the
need to verify the products that satisfy one of the following:



68 CHAPTER 5. SIMULATION RELATION

1. x: the others trivially satisfy ;
2. fts = 1: the others violate ¢ (see above);
3. f: those without the new feature were verified before.
Equation 5.7 thus considers all products in [ fm’] and specifies which of them

violate the property. O

A similar result holds in the regulative case. The proof is very similar
and therefore omitted.

Theorem 5.13

Let fts be an FTS over FM fm with a set F of features. Let f & F
be a new feature. Let fts' be a second FTS over an FM fm' such that
F' = FU{f} is its set of features, that f is completely regulative in fts',
and that

Vpe[fm']e fepVpel[fm]
Vp € [fm] o [fts](p) = [fts'](p)

Then for any fLTL formula ¥ = [x|¢ it holds that:

(fts" =) = (fts =) V (f A (fts' | XA (fts = 0) A fl9))

Let us now consider the more general case in which f is conservative
(respectively, regulative) only for some products. In this case, the products
for which f is not conservative (respectively, regulative) must be checked
anew after f is added to them. Leaning on this principle, we generalize
the above two theorems to features that are conservative and regulative for
some products. Again, we omit the proof since it follows from the proof of
the two previous theorems.

Theorem 5.14

Let fts be an FTS over FM fm with a set F' of features. Let f & F be
a new feature. Let fts' be a second FTS over FM fm' such that F' =
FU{f} is its set of features, that C and R denote the feature expression
encoding the products for which f is conservative and requlative in fts',
respectively, and that

Vpe[fm']e fepVvpelfm]
Vp € [fm] o [fts](p) = [fts'](p)
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Then for any fLTL formula ¢ = [x|¢ it holds that:

(fts' E ) = ((fts = VARV (fA(fts = Y)AC)V(FA-(CAfts b= 1)
A(fts" = Ix A=((fts =) AR) A=((fts =) AC) A fld))).

This theorem allows one to minimize the number of new products to
verify. It anticipates which new products will necessarily satisfy or violate
the property.

5.5 Perspectives

F-simulation adds a significant milestone to the SPL verification theory,
being at the center of advanced behavioural analyses such as abstraction,
behavioural comparison, compositional reasoning, and more. The study of
simulation quotients for FTS results in several simulation-based abstraction
methods. However, our experiments suggest that their application for space
reduction only yields marginal efficiency gains. To obtain more substan-
tial improvements, our approach should be extended with other abstraction
methods.

Apart from abstraction, there are many other uses of F-simulation. For
instance, simulation-based verification allows one to verify properties mod-
elled as automata. There are also SPL-specific uses of our theory. For
instance, we can formally characterise the behavioural impact of features in
an SPL by analysing its conservative and regulative capabilities. Inter-SPL
comparison is also possible. If we consider two SPLs having an equal set of
valid products, the behavioural inconsistencies between them can be high-
lighted and presented in the form of an automata (viz. an FTS). A similar
approach for MTS is studied by Sassolas et al. [153].

More generally, this contribution is part of a bigger project meant to
combat the state explosion problem in FTS model checking. Although sev-
eral state-space reduction heuristics have helped to improve the efficiency
of single-system model checkers, those cannot be applied to FTS as they
are. Because of the presence of variability inside the behavioural model
(viz. FTS), undesired behaviour may be created because of a careless appli-
cation of those optimisations. Thus, we must first adapt them specifically
for FTS. Also, the worst-case time complexity of the FTS model checking
algorithms is exponential in the number of features, as proven in [58]. We
believe that under certain conditions, we can design a new algorithm whose
complexity is linear in the number of features. In the next chapter, we study
counter-example guided abstraction refinement [48], which looks particularly
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promising: a coarse abstraction is rapidly and automatically computed and
is then refined iteratively using the false negatives found during verification.

Compositional reasoning appears as another promising approach to this
end. It permits to achieve separation of concerns at the level of the features,
thereby allowing one to estimate the impact of a feature or modifications
applied to a feature. Furthermore, the evolution problem for SPL can be
reduced to the modular analysis of features and thus be solved thanks to
the same techniques. This, however, remains a difficult problem mainly
because features can be arbitrarily invasive. Moreover, conflicts and inter-
actions between them often make a modular verification impossible. These
challenges highlight the need for identifying which classes of features can
be considered in isolation. The definition and detection of conservative and
regulative features are but the first steps forward. Still we believe that they
are solid bricks on which compositional methods can be build on. Finally,
optimising the verification of only the two aforementioned types of features
might lead to little improvement if these appear rarely. In the case studies
we use for experiments further in this thesis, these classes of features never
occur. This has yet to be confirmed by evaluating their occurrence rate in
real-world SPLs.



Chapter 6

Counterexample Guided
Abstraction Refinement

Although SPL model-checking methods already bring order-of-magnitude
improvements in verification time as opposed to enumerative approaches,
they are still confronted to a two-source, exponential blow-up. First, they
suffer from the state-explosion problem inherent to model checking. Second,
their practical time complexity still grows more than linearly with the num-
ber of features [53]. Model abstraction, which creates more concise models of
the system, is one of the most effective answers to state explosion. However,
this reduced size often comes at the cost of inaccuracies in the models, and
thereby affects the properties they satisfy. A reported counterexample can
indeed be spurious, that is, it exists within the abstract model but not in the
real, concrete model. In this case, the abstraction must be refined to elimi-
nate this false positive. Common methods to perform this refinement make
use of the spurious counterexample itself. They give rise to Counterexample
Guided Abstraction Refinement (CEGAR), i.e. abstraction techniques that
iteratively refine an abstract model until either they find a real counterex-
ample or they can prove the absence of violation [48]. The starting step
of CEGAR is to build a first abstraction of the model. To that aim, an
existential abstraction is commonly used.

Definition 6.1 (Existential Abstraction)

[48] An ewistential abstraction h is a surjection h : S — S such that
h(s) = h(s') = L(s) = L(s'). An abstraction of a TS ts = (S, Act,
Trans, I, AP, L) under h is a TS tsp = (§, Act, Transy, I, AP, L)
where § = {h(s)|s € S}, I;, = {h(s0)|so € I}, Lp(h(s)) = L(s), and
transy, is defined such that s % s' < h(s) = h(s').

71
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Figure 6.1: Overview of the CEGAR procedure

Existential abstractions can facilitate verification thanks to two interest-
ing properties. First, ts;, is such that ts <, tsp [48]. Second, they can be
defined such that S is significantly smaller than S. Therefore, for a given
LTL formula ¢ we can prove that the concrete TS satisfies ¢ by proving that
ts;, satisfies ¢. However, if ts;, does not satisfy the formula then ts may still
satisfy ¢; it means that the reported counterexample is spurious. This may
occur when tsj, has strictly more traces than ts. In this case, it is required
to refine the abstraction in order to eliminate the spurious counterexample.
From the refinement, we obtain a new abstraction function A’ which is less
coarse than h, that is, ts <, tsp <;¢ tSh-

CEGAR is an established refinement method that consists in using a
spurious counterexample to refine the abstraction [48]. Figure 6.1 illustrates
the CEGAR process. From the concrete TS, we build an initial abstraction
based on a given existential abstraction function. We then feed the abstract
model into the model checker together with the formula to check. If the
abstraction satisfies the formula, then so does the concrete TS. Otherwise,
we replay the counterexample on the concrete system to determine whether
it is spurious. If it is not, then the concrete TS violates the formula; else we
refine the abstraction on the basis of the counterexample and we repeat the
process.

In spite of their success in single-system model checking, abstraction
techniques have not yet been studied in the context of SPLs. In this chap-
ter, we fill this gap and propose SPL-specific abstraction procedures based on
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CEGAR. Applying CEGAR to SPLs is more tedious because a counterexam-
ple can be real for some products and spurious for others. This observation
leads us to two refinement strategies: one refines the model as soon as it
finds a spurious counterexample, whereas the other performs the spuriousity
check and the refinement after the discovery of all the counterexamples. As
for the abstraction of the model, we distinguish between (1) feature abstrac-
tion that modifies only the variability information contained in the model,
(2) state abstraction that only merge states as in single-model abstraction,
and (3) mized abstraction that combines the previous two types. This latter
type is the most complicated to implement, as spuriousness can originate
from the merging of states, the abstraction of features, or both. Throughout
the paper, we systematically prove the correctness of our approach on the
basis of F-simulation. We implemented both abstractions and their com-
bination in ProVeLines, an SPL model checker we developed (see more in
Chapter 9). We carried out experiments to evaluate the efficiency of differ-
ent combinations of refinement strategies and abstractions. Our results tend
to show that when combined with the appropriate refinement strategy, state
abstraction brings performance gains on average, although it yields longer
verification time in a minority of cases. As for feature abstraction, it gener-
ally results in small losses of performance but can achieve huge decreases of
verification time in some cases, especially when there is a lot commonality
between products or when the formula is satisfied by all products. Prelimi-
nary experiments on mixed abstraction tend to show that its performance is
comparable to that of state abstraction, although slightly worse on average.
Other abstractions of this kind could, however, be designed as part of future
work and yield better results.

6.1 CEGAR Strategies in SPL Model Checking

State-of-the-art abstraction techniques cannot be reused as such in SPL ver-
ification. There are two fundamental differences between single-system and
SPL model checking. First, a model for multiple products, viz. an FTS,
is checked as opposed to a single-system model, viz. a TS. This implies
that (1) an appropriate abstraction function must preserve the behaviour
of all the products modelled by the FTS, and (2) this function can modify
the labelling function 7. To produce FTS abstractions, we can thus either
merge states as in single-system abstraction, weaken feature expressions to
make transitions available to more products, or both. These three solu-
tions are respectively called feature abstraction, state abstraction, and mixed
abstraction.

Example 6.1.1 Figure 6.2 illustrates our three types of FTS abstraction
applied to the vending machine FTS (see Figure 3.2). In Figure 6.2a, all
transitions are made available to all products, thereby creating additional
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Figure 6.2: Examples of the three forms of abstraction.

behaviour for each of them. In Figure 6.2b, the feature expressions have not
changed, but state 5 and state 6 have been merged. This means that if the
vending machine can serve tea and soda, when the customer orders a tea,
the machine may deliver a soda instead. Finally, the abstraction shown in
Figure 6.2¢ combines the previous two abstractions. Consequently, it makes
the aforementioned inconsistent behaviour available to all valid products.

A second requirement is that the CEGAR process cannot stop after only
one real counterexample is found if this counterexample is not executable
by all products. If it does stop, the model checker could ignore violations
performed by other products; the SPL model-checking problem would thus
not be answered appropriately. To address these requirements, we extend
the definition of existential abstraction and we provide property preservation
proofs. Then we present two SPL-specific CEGAR procedures that can
verify all the products.

As before, we consider existential abstraction functions as these guaran-
tee behaviour preservation. To transpose this concept to F'TS while main-
taining the preservation property, we add another requirement to the ab-
straction function: any product that can execute a concrete transition must
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be able to execute the corresponding abstract transition. This leads to the
following new definition of existential abstraction.

Definition 6.2 (F-abstraction) R
An F-abstraction is a surjection h : S — S such that h(s) = h(s') =

L(s) = L(s'). An abstraction of a FTS fts under h is an FTS ftsy = (S,
Act, Transp, I, AP, Ly, d, vy) where S, Act, Transy, I, AP, Ly, are
as in Definition 6.1 and vy, is such that

( \/ (s, a, s')) = (S, a, sA’) (6.1)

@

sEh~1(3),5’€h~1(s)) o s—>s'

with h=1(3) = {s € S | h(s) = 8}.

Intuitively, h is responsible for state abstractions, whereas ~; creates fea-
ture abstractions. Equation 6.1 specifies that an abstract transition must
be executable by all the products that can execute at least one of the cor-
responding concrete transition. Any FTS obtained from an F-abstraction
completely simulates the concrete FT'S for all products.

Theorem 6.1
Let fts be an FTS and h be an F-abstraction function. Then (fts <,y

ftsp) = fm.

PRrROOF. Since existential abstractions from TS preserve the behaviour
of the concrete TS modulo simulation [48], any given transition of fts is
also a transition of ftsy. It thus remains to prove that this transition is
available in ftsy for at least the same set of products, that is, for any states
5,8 we have

(s,a,8') € Trans), = (5, a, s) € (Transy)),
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where Trans), and (Transy)), denote the transitions of fts, and (ftsp)pp,
respectively. This property directly follows from the definition of vp:

( \/ (s, v, s’)) = (S, a, sA’)

«
s,s’ o s—rs’

& /\ v(s,a,8") = ’yh(é\,a,sA’)

= /\ 7(87 «, 8/)(]9) = Yh (gv «, S/)(p)
s,s e PR

&Vs, s o (s,a,5') € Trans), = 5 0,8) € (Transy)y,
with s € h™4(3) and s’ € h='(s'). Hence (fts Spps fsn) = fm. O

We are now ready to present our CEGAR procedures for FTS. Given
that an FTS model checker may return several counterexamples, two refine-
ment strategies can be followed. The first strategy, called Find All Before
Refining (FABR) consists in waiting for the model checker to find all the
counterexamples it should return, then checking the spuriousity of each of
them, and refining the model if need be. Conversely, the second strategy,
Refine When Found One (RWFO), checks spuriousity and possibly refines
the model as soon as the model checker finds one counterexample.

Figure 6.3 gives an overview of FABR. First, we apply an initial F-
abstraction A to obtain an abstract F'T'S which is given to the model checker
along with the FM and an fLTL formula [x|®. The initial abstraction is built
according to a chosen abstraction technique. The model checker returns
(1) the set of products satisfying the formula, and (2) the set of products
violating the formula together with counterexamples. We then determine
which counterexamples are spurious. For those that are not spurious, we
record the products able to execute it as violating the formula. If there
exist spurious counterexamples, we successively refine the abstraction based
on these counterexamples to build a new F-abstraction h’ applied to the
same set of states, and produce an FTS ftsys such that

(ftsp <prs ftsp) = fm (6.2a)
(fts <ppg ftsw) = fm (6.2b)
[ftsh < ppg ftsw] C [fm] (6.2¢)

and we verify ftsys against the property. During this new search, we can
safely ignore the products that were previously recognized as satisfying.
Indeed, by definition of F-simulation any product that satisfies [x|® in ftsy,
also satisfies the formula in ftsy and fts. We can also ignore products that
can execute a real counterexample, since the new check will report them as
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Figure 6.3: Overview of FABR

violating as well. To prevent the model checker to consider these products,
it suffices to transform the feature quantifier y into x’ = x A —v where v
is the feature expression characterizing the products to ignore. We repeat
the process until the model checker returns no spurious counterexample,
or equivalently while the updated product quantifier x’ is satisfiable. As a
result, we pinpoint the products that satisfy the formula and those that do
not.

The RWFO strategy is illustrated in Figure 6.4. As before, we build an
initial abstraction and check it. If all the products satisfy the formula, we
stop the process since it means that the products also satisfy the formula
in the original FTS. Otherwise, we interrupt the verification as soon as the
model checker finds a counterexample. If this counterexample is spurious,
we refine the abstraction and start the model checking again. Otherwise, we
update the formula to ignore the products that can execute the counterex-
ample. If the resulting product quantifier x’ is satisfiable, we carry on the
verification procedure from when the counterexample was found. We repeat
the process until there is no more counterexample or the product quantifier
becomes unsatisfiable. In the latter case, it means that all the products



78 CHAPTER 6. CEGAR

fLTL formula

Build initial [X (I)
abstraction
\.ﬂ..ﬂ.ﬂ L - - # :

. N \
’ # N « Model Checker

ETS L4 Satisfying products

N A # —> J Violating products
FM - - - *ﬁ e
~
/7
7
Refine 7 &9 Counterexample
abstraction Update Property

# Yes A No
ﬁ —s spurlous?—»[X/] @

No

& All products violate

Figure 6.4: Overview of RWFO

violate the formula.
The following theorem establishes the termination and the correctness
of our CEGAR strategies.

Theorem 6.2

Let a refinement procedure that yields abstractions such that Equa-
tions 6.2 hold. Then, the CEGAR strategies terminate, are sound, and
are complete.

PrOOF. (Termination) At the end of a verification, the CEGAR pro-
cedures either terminate, update the product quantifier x into X', or trigger
a refinement. Given that [x'] C [x] the number of updates is finite. By
Equations 6.2, the number of refinements is also finite.

(Correctness) Let p be a valid product. After a verification, three cases
may occur:

1. p is reported as satisfying the formula. By Definitions 5.2 and 6.2, p
satisfies the formula in the concrete FTS as well.

2. p is associated to a real counterexample, and thus violates the formula
in the concrete FTS as well.

3. p is associated to spurious counterexamples only. In this case, p will
be checked again after the refinement.
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Furthermore, the definition of X' guarantees that only products that are
known to satisfy or wviolate the formula are ignored in upcoming verifica-
tions. U

The strategies are independent of the actual abstraction and refinement
functions being used, as long as these satisfy Definition 6.2 and Equa-
tions 6.2. In the following section, we show how to actually build different
types of abstraction from a concrete model.

6.2 Building FTS Abstraction

Existing abstraction techniques generally do not work directly on TS. In-
stead, they rely on higher-level representations that include an explicit no-
tion of variable [48]. These are commonly named program graphs [16]. In
the context of SPLs, the products will be represented by a set of programs
that share commonalities. In order to specify all these programs in a single
compact model, one can borrow the concept of feature expression introduced
in FTS and apply it to program graphs [53].

Definition 6.3 (Featured Program Graph)

Let V- = {v1,...,vn} be a set of variables, T : V — Types a type func-
tion, Pred(V') the set of predicates over V', Asgn(V') the set of assign-
ments over V' of the form v := expr where expr is an expression, and
Eval(V) = 7(v1) X -+ - x 7(vy,) the set of variable valuations. A Featured
Program Graph (FPG) is a tuple (Loc, V, T, Act, locy, init, Trans, fm, )
where

e Loc is a set of locations;

e Act = Pred(V) U Asgn(V') is the set of actions;

e locy is the initial location;

o Init C Eval(V') are the set of possible initial valuations;
e Trans C Loc x Act X Loc is the transition relation;

o fm is an FM over a set F of features;

o v:Trans — 2(2") associates each transition with a feature expres-

sion.

One can define the semantics of an FPG in terms of FTS (see [53] for
details). Intuitively, given an FPG the state space of the underlying FTS
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is Loc x Eval(V'), that is, an FTS state is defined as a location and a
variable valuation. The set of initial states is Locg x Init. Transitions are
determined according to the variable values of the source state, as well as to
the predicates and assignments that label the transitions of the current FPG
location. Formally, the transition relation is the smallest relation satisfying

150U AvED
(Lv) & (I,0)

| =25 A = [z = exprv
(l)fl)) Ti=exrpr (l/7'l},)
where [x := expr|v is v after assigning to x the value to which expr is

evaluated, and p € Pred(V). Given a formula to check, the set AP of
atomic propositions is the set of predicates over V' that occur in the for-
mula. Feature expressions are directly obtained from ~. In what follows, we
interchangeably use v to denote the transition labelling function of both an
FPG and its underlying FTS. We now present two families of methods to
build and refine abstractions of FPG, and discuss their implications on the
CEGAR strategies presented above.

6.2.1 Feature Abstraction

The first abstraction type we propose consists in abstracting from the vari-
ability between the products. Concretely, we replace each feature expression
v(t) labelling a transition ¢ by another feature expression 7, (t) such that
v(t) = vn(t). The set of states and transitions are, however, left untouched.
The abstraction function is thus defined as h : S — S : h(s) = s. This
transformation preserves the behaviour of every product, by Definition 6.2
and Theorem 6.1.

For the initial abstraction, we propose to completely abstract all the
feature expressions of the FPG, that is, we replace each of them by T. This
comes down to associating to every product of the underlying FTS (S, Act,
Trans, I, AP, L, d, ) the semantics of the TS (S, Act, Trans, I, AP, L).
An undeniable advantage of this abstraction is that single-system model
checking algorithms can perform the verification. If the initial abstraction
satisfies a given formula then all the products satisfy it. Otherwise, the
model checker returns a counterexample. Given that the F-abstraction did
not modify the state space, the counterexample is necessarily an existing
execution in the aforementioned TS. It may happen that no product can
execute it (due to incompatible feature expressions), though; indeed, the
TS semantics subsumes the union of the semantics of the projection of the
FTS onto all valid products [59]. For instance, an execution that triggers
transitions ¢ and ¢/, with v(¢t) = —y(#') would be executed in the abstract
FTS but not in the concrete one. Even if at least one product can execute
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the counterexample, it does not mean that all the products can. More
generally, if by, (respectively b) is the feature expression characterizing the
set of products that can execute the counterexample in F'T'Sy, (respectively
FTS), then the counterexample is spurious for products satisfying bA—bp Ax.

If the counterexample is spurious for at least one product, the abstrac-
tion must be refined. Here, the refinement consists in replacing the abstract
feature expression of each FPG transition that is executed during the coun-
terexample by its concrete feature expression. This implies that for each
FTS transition ¢, the feature expression labelling ¢, noted v/ (t), is such
that v/ (t) = ,(t). Hence, the resulting abstraction function b’ guarantees
that

(FTSh/ <prs FTSh) = fm
(FTS <prs FTSh/) = fm

where h is the initial F-abstraction. Since we updated the feature expres-
sion of at least one transition that impacts the behaviour, it follows that
[FTSh < ppg FTSp] C [fm]. Equations 6.2 are thus satisfied, which guar-
antees the termination and the correctness of the aforementioned CEGAR
procedures.

6.2.2 State Abstraction

Unlike the first one, the second abstraction type relies on transposing the
principles of classical abstraction functions to SPL CEGAR. More precisely,
we consider predicate abstraction, one of the most applied methods for pro-
gram abstraction [98, 48, 49]. Several model checkers make use of predicate
abstraction to speed up the verification. At the last TACAS software ver-
ification competition [26], UFO [4], LLBMC [87], CPAChecker [27], and
ESBMC [146] were nominated the fastest model checkers for product lines.
Unlike ours, these tools do not treat features as first-class citizens. This
means that either they rely on a product-by-product approach or their anal-
ysis procedure consists in verifying a model that includes the behaviour of
all products (i.e. based on a product simulator [12] or on configuration lift-
ing [150]). In the first case, abstraction can be applied to the models of the
individual products but the commonality between these is not exploited.
The second case offers interesting perspectives regarding an efficient appli-
cation of abstraction on all products. However, this approach can determine
whether or not all products satisfy the property, while we want to identify
which products are erroneous.

Let Pred = {p1,...,pn} C Pred(V) be the set of predicates that occur in
the FPG or in the formula to check. Let h : (Locx Eval(V)) — (Locx 2Fe?)
be an existential abstraction function such that h(l,v) = (I,{p; € Pred |
v = pi}). Intuitively, FDG locations are preserved in abstract states but
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a variable valuation is abstracted by the subset of predicates it satisfies.
Since the predicates of the formula to check are included in Pred and thus
contribute to the definition of h, we have h(s) = h(s’) = L(s) = L(s') and
L(h(s)) = L(s). The abstract transition relation Transy is defined as the
smallest relation satisfying:

15U Apep
1,P) 5 (I, P)

T:=expr
_—

l U A ([P] ANwp(z := expr, [P']) L)

T:=expr

(l,P) ——— (I', P")

where [P] = Apcpp A Njepreap ~¢ and wp(z = expr, ¢) is ¢ with each
occurrence of z replaced by expr. Intuitively, P’ is the set of predicates
that are satisfiable after assigning expr to x given that every predicate in
P did hold before the assignment and that every predicate not in P did not
hold. In this abstraction, we do not change the feature expressions, that is,
Yr(t) = y(t) for any transition t. We thus have (FT'S <,,4 FTS,) = fm.

Technically, the definition of state abstraction is very similar to state-of-
the-art predicate abstractions. The difference rather lies in the detection and
the analysis of counterexamples, which now depends on variability. Indeed,
the notion of spuriousness is more subtle in this case. First, a spurious
counterexample may not correspond to an existing sequence of transitions
in the concrete F'TS. Second, it can be an existing execution but only for
a subset of the products. We thus propose a method to detect spurious
counterexamples that can be represented as finite sequences. This method
is inspired by the SplitPATH algorithm used in single-system CEGAR [48].
It consists in identifying a set of states whose merging has yielded a spurious
counterexample, and then splitting this set so as to make the counterexample
disappear. We can also extend our technique with support for any kind
of counterexample using unwinding techniques along the lines of Clarke et
al. [48]. The key idea of our method is to remember, while replaying the
counterexample, for which products we can execute each step of the replay.
Formally, let 0 = h(sp)ag...h(sm) be an abstract counterexample and oy
the feature expression characterizing the products able to execute it. Let
So={(i,x) | i€ I} and

S; = {(s,b) € b (h(s;)) x 227
(s, b)) € Sici A (b= (V' A \/ v(s', ai-1,8))) }
di—1

s’ —>s

Intuitively, if (s,b) € S; then s can be reached by products satisfying b by
replaying the first ¢ steps of the counterexample. If for a product p there does
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not exist (s,b) € S; with b(p) then p cannot execute the counterexample.
Thus o is spurious for products

{p e [fm]|ov(p) AB(s,b) € Sp o b(p)}

or equivalently those satisfying

fm Aoy A=( \/ b).

(s,0)ESm

We also name these products spurious. The correctness of this detection
procedure is derived from the proof of SplitPATH [48] and the definition of
projection.

To refine the abstraction, we first have to identify the execution steps
during which products are discovered not to be able to execute the coun-
terexample. Let oy (i), 0 < ¢ < n represent the products that can execute
the counterexample in the concrete FTS up to step i, with oy (0) = x. Then
for any 7 > 0 the feature expression o, A =0y (i) characterizes the products
that are spurious at step i, and oy Aoy (i) A—oy (i+1) represents the products
that became spurious exactly at step i + 1. If the latter feature expression
is satisfiable, a refinement should be performed at that step.

In predicate abstraction, a refinement consists in adding a new predi-
cate in the construction of the abstraction function. An abstract state will
therefore contain more information and the abstraction function will pro-
duce finer abstractions. The predicate to add can be determined by means
of Craig interpolation [72]. Given two formulae ¢ and ¢ with ¢ A =L, a
Craig interpolant is a formula ¢’ written using the intersection of the vocab-
ularies of ¢, such that ¢ = ¢’ and ¢ A L. Loosely speaking, ¢’ can
be seen as an explanation of why ¢ A 1 is not satisfiable. In our case, ¢ is
the conjunction of the source state’s predicates and the transition predicate
(if any), ¢ is the conjunction of the target state’s predicates, and ¢’ is the
conjunction of ¢ with the predicate to add as part of the refinement.

The occurrence of a spurious product means that the abstraction has
created a transition between a state s; € S; and a state s;4+1 € S;41 that
does not actually exist. To eliminate this spurious counterexample, the
new abstraction has to make the distinction between s; and the states in .S;
that actually have a transition to s;11. We thus compute a Craig interpolant
between Aoy v = eval(s;, v) and \/(Sj .5 rsiin) Avey v = eval(sj,v). This
yields the new predicate to add as a refinement to the abstraction. Once
the refined abstraction is obtained, we perform a new verification limited to
the spurious products.

Let h' be the refined abstraction yielded by that method. Then h/(s) =
R'(s") = h(s) = h(s') and the abstract transition relation in FT'Sy is finer
than in FT'Sy. Furthermore, the refinement method removes from at least
one product the ability to execute the i-th step of the spurious counterex-
ample. Hence Equations 6.2 hold.
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6.2.3 Mixed Abstraction

Given that the above two abstraction methods do not modify the same
constructs, we can straightforwardly combine them to form coarser abstrac-
tions. Thereby, we obtain an initial existential abstraction function h as
defined in Subsection 6.2.2 together with an abstract labelling function ~y,
as presented in Subsection 6.2.1. Although the construction of the abstrac-
tion is straightforward, the detection of spurious counterexamples and the
refinement process become more complex. Indeed, spurious products may
originate from different factors, viz. the abstraction of feature expressions,
the predicate abstraction, or their combination. This raises the questions
of how to associate spuriousness cases with their appropriate origin(s), and
how to guide the refinement process in case of multiple origins.

As before, we compute sets of states S; containing the states that can
be reached upon the execution of the first ¢ steps of the counterexample,
together with the products able to reach them. The actual definition of S5;
is as previously. However, since we have to take into account that feature
expressions are abstracted as well, the detection algorithm should determine
the reason why a product became spurious and refine either the labelling
function or the abstraction of the state space.

Procedure 3 formalizes our detection and refinement method. It con-
sists in replaying the counterexample step by step, and check at each step
whether we discover spurious products (Lines 5-19). At each iteration, o
represents the products that violate the property in fts; and have not been
discovered to be spurious, whereas o represents the products that can ex-
ecute the counterexample in fts up to the current step. For a given step
i, we first check whether there are new spurious products due to the ab-
straction of feature expression (Lines 6-12). To achieve that, we compute
the feature expression that would label the abstract transition should the
feature abstraction not have been applied, add it to oy, and compare the
result with 0. Condition at line 8 means that any product in [o3] \ [ow]
is a spurious product. If there is at least one such product, a refinement
of the feature abstraction function is applied. Accordingly, we modify the
feature expression labelling the abstract transition. Next, we check whether
predicate abstraction yielded additional spurious products at step ¢ by using
the method presented in Subsection 6.2.2 (Lines 13-18). If it did, we com-
pute and register the interpolant that will act as a refinement of the current
predicate abstraction (Lines 15-18). The algorithm ends up returning either
true if no refinement was needed, or a new F-abstraction together with the
set of really violating products (Lines 21-22). This F-abstraction is built
according to the refinement procedures of the previous two abstractions.
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Input: fts and fts, such that [fts <,.,¢ ftsn] = [fm], a quantifier
X, 0 = 5000 ...5, and o} € 2(2") such that
o € Prefiz([(ftsn)plrs) for all p € [oy].
Output: True if o € Prefiz([(ftsn)p]rs) for all p € [x A op],
(W, o) such that Equations 6.2 hold and
o € Prefiz([(ftsn)plrs) for all p € [x A o] otherwise.

oy < XN\ fm;
refined < _1;
Pred < Pred;
Vh! <= Vhi
for i =1 to m do
W (=15 @i-1580) 4= Vg, en-1(575) sien-1(a) Y (Si-15 @im1, 823
oy < oy A (5i-1, 01, 57);
if Oy 7é> Oy then
Yr(5io1, i1, 58:) < Y (8i1, i1, 5i);
op < op N\ Oy;
refined < T;
end
oy < oy A V(s,b)esi b;
if gy 7$ % then
Pred' < Pred U{Craig(si_1 N ai—1,8)};
op < op N\ Oy;
refined < T;
end

end
if refined then
(W', yp) < abstract(fts, h, Pred', vp);
return (1, yp);
end
else
return T;
end

Algorithm 3: IsSpurious(fts, ftsp, x, o, op)
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6.3 Evaluation

In order to compare and evaluate the potential benefits of our CEGAR pro-
cedures and our F-abstractions, we implemented them on top of F'T'S model
checking algorithms [59, 56]. In this section, we describe our implementa-
tion, present the results of experiments we carried out, and attempt to infer
general cases where it is particularly rewarding to apply CEGAR instead of
standard FTS algorithms.

ProVeLines is a product line of model checkers for SPLs we built. It
allows one to verify the behaviour of an SPL modelled as an FTS against
properties expressed in different logics. The variants of ProVeLines are semi-
symbolic model checkers: they encode the SPL products symbolically as
feature expressions, but explore the state space explicitly. Among the input
languages accepted by ProVeLines one finds fPromela [53], a feature-aware
extension of Promela [114]. fPromela provides constructs to declare variables
and statements, as well as to label the latter with feature expressions. It can
thus be regarded as a concrete syntax for featured program graphs, and is
consequently appropriate as an input to our CEGAR procedures. We give
more detailed information about ProVeLines in Chapter 9.

On the basis of our implementation, we carried out experiments to evalu-
ate in which cases and to what extent our CEGAR-based verification meth-
ods are more efficient than a plain application of the FTS algorithms pre-
sented in our previous work [59, 56]. The benefits of CEGAR originate
from two factors. First, the existential abstraction reduces the size of the
state space, and thus the number of states to explore before discovering a
counterexample. Second, the abstraction of feature expressions increases
the commonality between the behaviour of the products and thereby aug-
ments the potency of SPL-specific optimizations such as late splitting (see
Section 3.3). However, the approximation due to abstraction and the con-
sequent needs for refinement may cancel these benefits, or even worsen the
verification time. Indeed, after applying a refinement, a completely new ver-
ification must be performed on the refined model. After several refinements,
the number of states explored by all the verifications altogether can exceed
that of the standard algorithms. The performance of the CEGAR proce-
dures thus depends on several factors including the topology of the model,
the chosen F-abstractions, and the property.

As an attempt to estimate the impact of these factors, we computed
the time needed by both CEGAR strategies combined with different F-
abstractions and implemented on top of the FTS algorithms to verify three
systems against a set of properties. We systematically compare the results
with the time needed by the FTS algorithms without CEGAR to verify the
same systems against the same properties. The first system is an fPromela
model of the minepump system SPL (see Chapter 5 and [126, 59, 56] for
more information). The SPL consists of 11 features and 128 valid products.
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Figure 6.5: Speedups for the minepump case study.

To explore the underlying FTS, visiting 250,561 states is required. The
second SPL is an elevator model inspired from Plath and Ryan [147, 58].
It is composed of eight features, which can be combined into 256 different
products, and its FTS has 58,945,690 states to explore. The third and
last SPL is a case study inspired by the CCSDS File Delivery Protocol
(CFDP) [61], which has been re-engineered as a product line [29]. The
FTS modelling the protocol consists of 1,801,581 states to explore and 56
products.

We focus first on the minepump SPL. We checked the corresponding
FTS against 20 properties, including deadlock freedom, safety and liveness
properties. Among these, four are satisfied by all the 128 products; one
by 112 products; one by 100 products; seven by 96 products; two by 64
products; two by 56 products; and three are violated by all products. For
clarity, we do not display detailed results. However, all the results together
with our case studies and our implementation are available on our website."
All benchmarks were run on a MacBook Pro with a 2,8 GHz Intel Core
i7 processor and 8 GB of DDR3 RAM. We coded an automated script to
execute them. To avoid random variations, we repeated each experiment five
times and computed the average. We generally discuss the results in terms
of speedup, i.e. the verification time using a given abstraction divided by
the verification time of the standard F'TS algorithm. The verification time
includes the time to parse the fPromela model, to build the initial F'TS, and
to run the verification procedure.

The results are presented in Figure 6.5, which shows the speedup of each
CEGAR strategy and abstraction with respect to the standard algorithm.
When feature abstraction is applied together with the RWFO strategy, the
model checker performs significantly better than the standard FTS algo-
rithm (i.e. with a speedup comprised between 1.20 and 10.67) in six cases
out of 20. it has almost no effect (speedup between 0.9 and 1.1) in eight
cases; and it performs slightly worse (speedup between 0.77 and 0.86) in
the last six cases. The results are very similar when the FABR strategy is
followed instead. In both cases, after an in-depth analysis of the returned
counterexamples we noticed that the cases where the abstraction does not

"https://projects.info.unamur.be/fts/
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improve the performance occur when every feature has to be known for the
counterexamples to be triggered. This means that after several refinements
the model checker ends up verifying the original concrete FTS. The small
loss of performance is due to the verifications performed before the last re-
finement. An impressive speedup of more than nine is achieved in two of
the four cases where the property is satisfied by all products; in the other
two properties of this kind, the abstraction creates additional traces that
lead to spurious counterexamples available to all products, which triggers a
refinement of the abstract model into the original model. When only one
feature is responsible for the counterexamples (i.e. the two cases where the
property is satisfied by half the products), the abstraction still brings nice
performance gains (speedups of 1.20 and 1.90). The cases where this ab-
straction technique is useless or inefficient are those where counterexamples
require the knowledge of all features, independently of how many products
actually violate the property. A change of strategy brings but small vari-
ations in the result; this factor thus does not seem to impact the overall
efficiency of feature abstraction.

The topology of the system, however, substantially affects the efficiency
of this form of abstraction. In the elevator system, each feature leads to
behavioural variations that occur at the beginning of the execution of the
system; yet all the products have a lot of common behaviour. This implies
that late splitting occurs early in the verification and that the algorithm has
to explore more than once a large part of the state space. By abstracting
feature expressions, we can drastically reduce these re-explorations. Con-
cretely, the abstraction performed significantly better when verifying six
properties out of 19, achieving impressive speedups (82.12 and 93.38) in the
two cases where the property is satisfied by all products. In these cases,
the verification time was reduced from 293.17 and 984.32 to 3.57 and 10.54
seconds, respectively. In four cases where only one to three features are
needed to discover the counterexamples, the abstraction still performs effi-
ciently (speedup between 1.14 and 4.71). As for the remaining 13 properties,
almost no variation with respect to the standard algorithm were reported.
Once again, this is because all features need to be known to discover the
counterexamples; this is particularly true when all products violate the prop-
erty. Contrary to the elevator, the CFDP case study gives a lot of trouble to
feature abstraction. The FTS modelling the protocol is uncommon, as very
large parts of the state space is available to only one distinct product. Ab-
stracting feature expression results in the addition of such a large behaviour
to all the other products, which will be explored for each of them. For one
property out of six, this inconvenience did not affect the results. However,
it led to a significant decrease in efficiency in the five other cases, with a
speedup between 0.14 and 0.46.

State abstraction appears more invasive than feature abstraction. When
combined with the FABR strategy, it had no significant effect on the per-
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formance for only two properties of the minepump SPL; it improved it 11
times, and worsened it seven times. In the latter cases, the loss in efficiency
is substantial (speedup between 0.12 and 0.79), whereas the improvements
yield speedups between 1.17 and 2.50. Our observations tend to indicate
that RWFO is more appropriate for state abstraction. Indeed, the per-
formance of the abstraction is always increased when combined with this
strategy. With respect to the standard algorithm, the verification is im-
proved for 15 properties (speedup between 1.35 and 2.57), worsened for four
properties (speedup between 0.27 and 0.68), and almost unchanged for one
property. Unlike feature abstraction, there seems to exist no link between
the efficiency of state abstraction and the number of satisfying products:
the abstraction may perform well or badly in any situation. These conclu-
sions are confirmed by the elevator and CFDP case studies, from which we
gathered similar results.

It is noteworthy that the above two abstractions have both a negative
impact on verification time for only one property. Moreover, it happened
several times that one form of abstraction was very inefficient but not the
other. This implies that (1) there almost always exists a good choice re-
garding the abstraction to apply and (2) their combined effects cannot be
inferred from their individual performance results. Therefore we carried out
additional experiments on mixed abstraction. It turned out that the results
follow the same trend as in the case of state abstraction, although mixed ab-
straction is slightly less efficient on average. State abstraction thus seems to
cancel the effect of feature abstraction, be it negative or positive. This cor-
roborates our previous observation that state abstraction has more impact
on performance. An in-depth look at the execution times revealed that the
computation of successor states in state abstraction is far more costly than
the re-exploration of already computed states. Since feature abstraction im-
proves the latter but not the former, its effects are not apparent in mixed
abstraction. The other two case studies tend to confirm these conclusions.
In particular, the negative effects of feature abstraction on the CFDP model
are offset by the benefits of state abstraction, although mixed abstraction
remains seemingly less efficient than state abstraction alone in this case.

6.4 Perspectives

All these experiments allow us to draw conclusions regarding which abstrac-
tion to use. State abstraction brings substantial benefits in most cases and
should be the preferred form of abstraction. This implies that recent tech-
niques designed for single-system abstraction are worth studying for SPLs.
Also, feature abstraction can achieve dramatic reductions in verification time
in particular situations, notably when the property to check is (expected to
be) satisfied by all products. In the other cases, state abstraction should be
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considered since it reduced the average verification time in our experiments.
In the minepump case study, there was only one property where both ab-
stractions were inefficient. Using this strategy yields an average speedup of
2.30. As for mixed abstraction, its performance is of the same order as state
abstraction, but is less efficient on average. Yet, mixed abstractions offer
the highest level of customization; it could thus be possible to define other
mixed abstractions that are more efficient than the one we used.
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Chapter 7

Real-Time Product Lines

Nowadays, SPLs are embedded in an increasing variety of systems, including
in critical areas such as avionics and telecommunications. These systems in-
teract with their environment in real time, and therefore have to cope with
hard real-time requirements. Unfortunately, dedicated SPL model-checking
techniques such as FTS, MTS, and multi-valued model checking cannot han-
dle SPLs whose behaviour depends on real-time constraints. As an answer
to these limitations, we propose an approach to model and verify real-time
SPLs. Our technique relies on a combination of FTS with established real-
time model-checking methods.

7.1 Timed Automata

Timed Automata (TA) [82] have become a popular formalism for reason-
ing over the behaviour of continuous-time systems. The main reasons are
that TA model-checking remains decidable for branching-time logics such
as CTL and that efficient solutions can be implemented. Moreover, renown
implementations like UPPAAL [23] managed to catch the interest of aca-
demics and practitioners alike. This increases confidence that TA are suit-
able for verifying properties of real-time SPLs as well. Fundamentally, TA
are TS that can remain in a given state only a certain amount of time, and
that can execute a transition within a certain time interval. Time is repre-
sented by clocks whose value evolves continuously. Clocks can be regarded
as chronometers: their value can be inspected and reset, but not modified
arbitrarily. Conditions over clock values are named clock constraints and
take the following form.

Definition 7.1 (Clock constraint)
[16] A clock constraint over a set C' of clocks is formed according to the

93
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following grammar:
gui=T|n~clghg

withn € N, c € C, and ~€ {<,<,>,>}.

We denote by CC(C') the set of clock constraints over C. In TA, a clock
constraint can label a state or a transition. In the first case, the constraint
is an invariant, which defines the interval of time in which the system can
be in the state. In the second case, it is a transition guard specifying the
interval of time during which the system can execute the transition. This
leads us to the formal definition of TA.

Definition 7.2 (Timed automata)
A TA is a tuple (Loc, Act, C, Trans, Locy, Inv, AP, L) where

e Loc is a set of locations;
e Act is a set of actions;
e C is a set of clocks;

e Trans C Loc x CC(C) x Act x 2¢ x Loc is a transition relation.
For a transition (I, g, «, Res,l'), | is the starting location, g is the
transition guard, « is the action triggering the transition, Res is
the subset of clocks to reset, and l' is the target location.

e Locy C Loc is a set of initial locations;

e Inv: Loc — CC(C) is a total function associating a location with
an nvariant;

e AP is a set of atomic propositions;

o L : Loc — 24P is a total function associating a location with the
atomic propositions satisfied in that location.

where CC(C') denotes the set of clock constraints over C.

Example 7.1.1 An example of TA is given in Figure 7.1. Similarly to
TS, the possible states of the modelled system are represented by a set of
locations (off and on). Transitions between locations, modelled by arrows,
describe how the state of the system can evolve. For example, if the system
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start
X > 6 /reset(x)
off run
x<10
stop

x> 3/reset(x)

Figure 7.1: An example of Timed Automaton.

is in location of f and triggers the action start, it will reach location on.
We use clock constraints to restrict the intervals of time during which the
system can idle in a location or execute a transition to leave this location.
For instance, the system can remain in location off only when the value of
clock z is less than 10. Similarly, it can move to location on when the value
of z is greater than 6. QOwverall, it means that the system always remain in
location of f between 6 and 10 time units. Upon the execution of a transition,
the value of clocks can be reset to zero (e.g., see transitions start and stop).

The semantics of a TA is commonly defined as an infinite TS whose
states consist of a location and a valuation of the clocks. The transitions
in this TS can be categorized into two types. Delay transitions do not
change the location of the system; they only represent the passage of time.
A delay transition may occur only if the invariant of the current location is
still satisfied after the delay modelled by the transition. Discrete transitions
occur when the system moves from one location to another. These are
executable only when the current clock values satisfy both the guard of
the executed transition and the invariant of the target location. After the
execution of such transitions, clock value can be reset.

Definition 7.3 (TA Semantics)

[16] Let ta = (Loc, Act, C, Trans, Locy, Inv, AP, L) be a TA. The
semantics of ta is the semantics of the TS (S, Act', Trans', I, AP', L),
noted T'S(ta), and such that

e S=LocxVal(C);

o Act' = Act UR>;

o [ = Locy X ng;

e AP =APUCC(C);

e L'(l,n) = L(l) U{cc e CC(C) | n E cc}.
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where Val(C) the set of clock evaluations, that is, the set of total func-
tions n : C — RT that assign a non-negative real value to every clock,
and no is such that Ve € C o no(c) = 0.

Temporal logics such as LTL and CTL cannot express real-time proper-
ties. Instead, one can specify them in Timed Computation Tree Logic [7]
(TCTL), a timed variant of CTL.

Definition 7.4 (TCTL)
[7, 16] A TCTL formula ® over a set AP of atomic propositions and a
set C of clocks is formed according to the following grammar:

O =T ‘ a | cc ‘ P N Py | -Pq | H(q)lUJ(I)Q) | \V/((I)lUJ(I)Q)

where ®1 and ®o are TCTL formulae, a € AP, cc € CC(C), and J 1is
a subinterval of [0,00). When J = [0,00), it can be omitted.

In this work, we consider a specific fragment of TCTL that can be
checked through reachability analysis, as we deal with this type of anal-
ysis in the subsequent sections. Our approach is, however, not limited to
this fragment and can straightforwardly be extended to fully support TCTL.
A formula of this fragment has the form

Q=300 | Iy0 | VO ¢ | VO ¢ | VO(¢ — 30 120)

where ¢ and v are Boolean formulae over the set of atomic propositions,
Oy = TU ¢, and V0 = =3 5. Intuitively, the formula 30 j¢ is satis-
fied if and only if “there exists a path where a state satisfying ¢ is reached,
and this state can be reached in a time that lies in J”. Similarly, the formula
J00s¢ expresses the requirement that “there exists a path where, during the
interval of time J, the proposition ¢ is always satisfied”. When the symbol
V replaces 3, it means that the property that follows must hold for every
path. Finally, VO(¢ — 30 s¢) means that “whenever ¢ occurs, there must
be a way to satisfy v within the interval of time J”. This last formula is
notably helpful to express real-time fault recovery requirements.

Model checking a TA against a TCTL formula is achieved by computing
the reachability relation in the underlying infinite TS. Should that model
not be infinite, this would come down to model-checking a standard TS.
The infinite size comes from the definition of the state space itself, that is,
the cartesian product of the set of locations with the set of clock valuations.
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The former is finite but the latter is not. This is the reason why all the
existing TA model-checking algorithms make use of time abstraction. One
of the most popular mechanism for abstracting time consists in representing
a set of clock valuations with a clock zone [82]. Given a clock constraint
g, a clock zone for g is the maximal set of clock valuations satisfying g. In
practice, zones can be represented as the conjunction of constraints of the
form x —y <n with n € Z and z,y € C U{0}. Several TA model-checkers,
notably UPPAAL [23], rely on this representation. Applying zone-based
abstraction on the infinite TS yields a finite TS where states are couples of
location and zone. One can thus compute the set of reachable states in this
TS and consequently determine if and when the system can reach a given
location [82]. We apply the principles of this exploration procedure in our
own verification algorithms for real-time SPLs, which are presented further
in this chapter.

7.2 Modelling Real-Time SPL Behaviour

In real-time SPLs, features may influence the behaviour of a system in two
ways. First, features may add or remove capabilities like in discrete SPLs.
Second, they may also influence the time constraints that determine the
minimum and maximum delays for executing a given action or remaining in
a given state. Accordingly, we extend TA with variability in the same way
as TS were extended to FTS. The resulting formalism is named Featured
Timed Automaton (FTA). Before giving its formal definition, we first present
it through an introductory example.

Example 7.2.1 We consider a simplification of the well-known mine pump
example [126] extended with real-time. For now, we focus on a closed model
of the software controlling the pump itself and ignore the other components
of the system. We assume that the software is developed as an SPL with
three optional features: Button (B), FastStart (Fstart), and FastStop
(Fstop). Button defines that the pump is equipped with a button used to
start and stop the engine. If FastStart (resp. FastStop) is enabled, then
less time is required for the pump to start (resp. stop). This small SPL has
a total of eight products.

Figure 7.2 shows a graphical representation of an FTA modelling the
real-time behaviour of the pump SPL. As in TA, we model the locations of
the system. Here, there are only two locations, on and off, which models
that the pump is started and stopped, respectively. The pump can transit
between these locations if and only if it has feature B. Initially, the pump is
in the of f location. At some point, the pump must be started, that is, the
pump cannot remain in the of f location indefinitely. As for TA, we model
this restriction with a location invariant. In FTA, however, invariants may
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[B] start /
[Fstart](x > 4) & [-Fstart](x > 6) / reset(x)

off
[Fstart](x < 7)
[-Fstart](x < 10)

[B] stop /

[Fstop](x > 3) & [~Fstop](x > 5) / reset(x)

Figure 7.2: FTA modelling the pump SPL.

depend on variability. For example, we should be able to express the following
requirement :

“The maximum amount of time the pump may remain in off
location depends on the presence of FastStart is enabled. With
this feature, the mazximum time is 7 time units, otherwise it is
10 time units.”

In order to model the above requirement, we combine features with loca-
tion tnvariants. More precisely, we define an invariant as the conjunction
of clock constraints annotated with a feature expression. We name this con-
struct featured clock constraint. Then, only the products satisfying the fea-
ture expression have to satisfy the associated clock constraint. The feature
expression thus plays the same role as the feature quantifier in fLTL (see
Definition 3.5). In our example, the invariant of location off is given by
x < 7 for the products having the feature FastStart; for the others, the in-
variant is given by x < 10. Accordingly, we specify the invariant of location
off as

[F'Start](x < T) A [-F Start](z < 10).

As for invariants, variability influences the executability of transitions and
their associated clock constraints. As mentioned above, the feature Button
is needed to execute the transitions start and stop. Consequently, these
transitions are annotated with the feature expression B. On the contrary,
the transition run does not require the feature Button to be executed and
is thus annotated with the feature expression T, which is satisfied by every
product. Another requirement for the pump is the need for a preheating time
before it begins to run. This delay depends on feature FastStart. We can
express that constraint as follows :

“The pump must remain at least in 6 time units in the off
location before starting. If the pump is equipped with feature
FastStart, this delay is reduced to 4 time units.”
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As before, we may model this requirement by guarding the transition with
a featured clock constraint. In this case, the constraint is

[F'Start|(z > 4) A [-F Start](z > 6).

The transition stop us constrained similarly. We thus annotate that transi-
tion with another featured clock constraint. Owerall this model defines that
the pump always remains in location off between 4 and 7 time units if fea-
ture FastStart is enabled, and between 6 and 10 time units otherwise.

7.2.1 Syntax and Semantics of FTA

As our introductory example suggests, the encoding of variability within
FTA relies on a combination of feature expressions and clock constraints.
The resulting formalisms is defined as follows.

Definition 7.5 (Featured clock constraint)
A featured clock constraint over a set F' of features and a set C' of clocks
s a formula of the form

gu=T[[x](c~n)[gAg

where c € C,n € N, ~€ {<,<,>, >}, and x is a feature expression over
F.

Intuitively, g = [x]¢’ means that ¢’ must hold for products satisfying x —
the others do not have to satisfy the constraint. We denote by FCC(F,C)
the set of featured clock constraints over F' and C'. The satisfiability relation
for featured clock constraints by a couple (p,n) € 2F x Val(C) is recursively
defined as follows:

/

;) EgiAn) Ege, 9=01N92,
(p’n)kg@{p%xvn):g’, 9=[xlg"

When p [~ x, p is said to trivially satisfy any featured clock constraint of
the form [x]g. Note that a classical (non-featured) clock constraint g can
be regarded as a featured clock constraint where each feature expression
is a tautology. Also, we allow the use of [x]|(g1 A ¢g2) as a shortcut for
[X]lg1 A [x]g2. As an example, the featured clock constraint [FastStart]
(z > 4) (see Figure 7.2) is satisfied by a product p and a clock valuation 7 if
and only if p does not have feature FastStart or clock x has a value higher
than 4 in 7.

Feature expressions and featured clock constraints allow us to model the
impact of features on real-time models. By combining them with timed
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automata, we obtain a new formalism to model the behaviour of real-time

SPLs.

Definition 7.6 (Featured timed automaton (syntax))
A featured timed automaton is a tuple (Loc, Act, C,trans, Locy, Inv,
AP, L, fm,~) such that

e Loc is a finite set of locations,

o Act a finite set of actions,

o C is a finite set of clocks,

e Locy € Loc, is the set of initial locations,

e Trans C Loc x FCC(F,C) x Act x 2¢ x Loc is a finite set of
transitions,

e Inv: Loc - FCC(F,C) is a total invariant function that asso-
ciates featured clock constraints to locations,

o AP is a set of atomic propositions,

o L.: Loc — AP is a total function labelling locations with atomic
propositions,

o fm is a feature model over a set F of features,

o v :Trans — 22") s a total function that labels transitions with
feature expressions.

According to this definition, we consider that a feature may modify the
availability of transitions, transition guards, and location invariants. As
for FTS, the function ~ associates a transition ¢ with a feature expression
such that ~y(t) encodes the set of products able to execute t. We model
the variability of transition guards and location invariants with featured
clock constraints, as opposed to classical clock constraints. For example, if
[~ FastStart](x < 10) is a featured clock constraint occurring in the invari-
ant of a location, then the system is forbidden to be in that location when
the value of x is greater than 10. This prohibition, however, holds only
for the products that do not have the feature FastStart. One can easily
relate the above definition with the example shown in Figure 7.2. However,
be aware that we have omit to display the atomic propositions in order to
increase the readability of the figure.

Thanks to the above constructs, FTA is a convenient formalism to model
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the real-time behaviour of a set of products. Besides, from an FTA we can
derive a TA that models the behaviour of a specific product. To achieve
this, we define a projection operator over FTA. Basically, the projection
of an FTA onto a product p is obtained by (1) removing the transitions
unavailable to p, (2) replacing any featured clock constraint [x]g by g if
X(p) = T holds, or by T otherwise.

Definition 7.7 (Projection of FTA)

The projection of an FTA fta = (Loc, Act,C, Trans, Locy, Inv, AP,
L,d,v) onto a valid product p € [fm] is the TA fta), = (Loc, Act, C,
Trans', Locy, Inv', AP, L) with

Vi € Loc o Inv'(1) = Inv(l) ),
Trans' ={t = (g, R,I') | t € Trans Ap = ~(t)}

where the projection of a featured clock constraint g onto a product p is
recursively defined as

(9)1p A (92)1py 9= 91 A g2,
Ip=3 9 (9=09)"pE X
T (9=1[xlg") Ap I~ X

For example, Figure 7.1 is the TA resulting from the projection of the
FTA shown in Figure 7.2 to the product {B, F'stop}.

Each TA resulting from the projection of an FTA onto a specific product
exactly models the behaviour of that product. Given that an FTA models
a set products, we define its semantics as a function that associates every
valid product with the semantics of its projection.

Definition 7.8 (Featured timed automaton (semantics))
The semantics of an FTA fta = (Loc, Act,C, trans, Locy, Inv, AP,
L,d,~) is the function [fta] such that

Vp € [fm] o [ftal(p) = [TS(fta)].

For instance, the FTA presented in Figure 7.2 associates the product
{B, F'stop} to the TA shown in Figure 7.1.
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7.3 An Alternative Definition of FTA

Definition 7.8 expresses the semantics of FTA in terms of TA, the semantics
of the latter being itself defined as an infinite induced TS. In the end, the
above semantics can be seen as a function from FTA to TS where variabil-
ity is first resolved (through the definition of projection) before real-time
is unfolded. Alternatively, one could invert these two processes and first
transform an FTA into an infinite FTS, whose semantics is defined as the
projection onto a set of products. In this section, we investigate this alter-
native semantics and prove that it is equivalent to the previous one. Before
giving the actual definition, it is first required to perform some transfor-
mations on FTA. We formalise these transformations and show that they
preserve FTA semantics.

7.3.1 Separating Variability from Real-Time

Consider again the FTA shown in Figure 7.2. We observe that the transition
start from of f to on could have been defined without the use of featured
clock constraints. In this case, the transition is equivalent to two alternative
transitions, i.e. one for the products having the feature FastStart with the
guard z > 4, and one for the other products with the guard z > 6 (see
Figure 7.3 for an illustration). The above reasoning thus raises the question
of studying a possibly equivalent form of FTA where feature expressions
have been removed from featured clock constraints. In what follows, we
show that we can transform every FTA into an equivalent FTA without
featured clock constraints. Depending on whether we consider transition
guards or location invariants, the transformation procedure is different.

Let us first consider the first case (e.g. the transition start in Fig-
ure 7.2). Let t = (I, g,, Res,l’) be a transition. The idea of the transfor-
mation is to create copies of the transition such that a given product p can
execute only one of the copies and the guard of this copy is a classical clock
constraint equivalent to the projection of the guard of the original transi-
tion onto p. The original transition is then removed. The transformation is
achieved as follows:

1. Separate products into groups such that two products p; and py are in
the same groups if and only if the projections of the transition guard
onto p; and py are equivalent. This results in a set of set of products
{G1,...,Gi} C 2(2") such that G; is the largest set satisfying

C|p=Ci
p € G;

where ¢; is the clock constraint resulting from the projection of the
guard onto any product in Gj.
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[B A —Fstart] start / (x > 6) / reset(x)

[B A Fstart] start /

off (x > 4) / reset(x)
[Fstart](x <7)
[~Fstart](x < 10)

[B] stop /

[Fstop](x > 3) & [-Fstop](x > 5) / reset(x)

Figure 7.3: FTA with a transformed transition guard.

2. Remove ¢t from Trans.

3. For each group G; add t; = (I, ¢;, , Res,l") in Trans and define v(t;) =
v(t) AB(G:) A /\j;éz' —B(G).

For the transition start, we have two groups, namely the products that
have feature F'start and the ones that do not. The corresponding clock
constraints are x > 4 and x > 6, respectively. As shown in Figure 7.3, this
results in two new transitions: the first has the guard x > 4 and is executable
by the products satisfying B A F'start; the second has the guard z > 6 and
is executable by the products satisfying B A - F'start. This new FTA has
the same semantics as the one shown in Figure 7.2. This transformation
preserves the semantics of the model by definition of the grouping criteria
and of the projection for transition guards.

The second transformation, which removes features from a location in-
variant, also relies on duplication. However, we now have to duplicate both
the location and its incoming transitions. Let [ be this location. Like we
did in the previous transformation, we separate the products into groups
G1,...,Gg with the corresponding projections cq, ..., ¢ of the location in-
variant. Then we perform the following steps:

1. If [ is in Locy, add a new location [y in Locy with

Inv(ly) = /\ c<0.
ceC

2. For each group G do:

(a) Create a copy [; of [, add it in Loc and remove [.

(b) For every t = (I, g,a, Res,l’) € Trans, remove it and add ¢; =
(I3, 9,0, Res, l'). Set Inv(l;) = ¢; and y(t;) = v(¢).

(¢c) For every t = (I, g,, Res,l) € Trans, remove it and add t; =
(l/?ga a, RBS, lZ) Define V(tl) = r}/(t) A B(GZ)
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[B] start /
[Fstart](x > 4) & [~Fstart](x > 6) / reset(x)

[B] stop / [T] run

[Fstart]t
[Fstop](x > 3) & [-Fstop](x > 5) / reset(x,

[B] start /

[Fstart](x > 4) & [~Fstart](x > 6) / reset(x)
x<10

[B A —Fstart] stop / [Fstop](x > 3) & [-Fstop](x > 5) / reset(x)

[-Fstart]t

Figure 7.4: FTA with a transformed invariant.

(d) If I was in Locy, add 7 in Act and t; = (lo, T,7,0,1;) in trans,
and set y(t;) = B(G;).

The result of applying this transformation to location of f is illustrated
in Figure 7.4. In this new model, we have two copies of the location: the
upper one corresponds to products having the feature FastStart; the lower
one corresponds to the other products. Since of f was an initial location,
a dummy location Iy has been added. This is needed to ensure that any
product starts in a location with an appropriate invariant. Provided that
no semantics is associated to the dummy location and its outgoing transi-
tions, this FTA is equivalent to the one shown in Figure 7.2 modulo weak
timed bisimulation of the respective projections [164]. Note that the above
two transformations are commutative; their successful application yields the
FTA shown in Figure 7.5.

From the above observations, we conclude that the sole purpose of fea-
tured clock constraints is to increase the conciseness of the model through a
reduction in the number of transitions and locations. More precisely, both
transformations multiply the number of transitions by a factor of O(2/F1),
even though they decrease the size of the guards and invariants by the
same factor. Additionally, The second transformation yields models where
the number of locations is also multiplied by the same factor. Although
it considers but a small example, Figure 7.5 already gives account for that
phenomenon.

7.3.2 An Infinite FTS Semantics

We can finally provide FTA with a new semantics, namely in terms of FTS.
This alternate semantics is a generalization of the transformation from TA to
TS [16] combined with the aforementioned two FTA transformations. More
precisely, we define a transformation of FTA into an induced FTS. The initial
step consists in removing all featured clock constraints as presented above.
It results an FTA with classical clock constraints from which the induced
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[B A Fstart] start / (x > 4) / reset(x)

[B A —Fstart] start / (x > 6) / reset(x)

[T] run

B A —Fstart] start / (x > 6) / reset(x)

B A Fstop] stop / (x > 3) / reset(x)

B A —Fstop] stop / (x > 5) / reset(x)

Figure 7.5: FTA with transformed invariants and guards.

FTS is extracted just like an infinite-state TS is produced from a TA.
First, a state of an induced FTS must refer to a precise point of time.

Consequently, the whole state space is defined as Locx Val(C') and is infinite.

An initial state is then an initial location with every clock value set to 0:

I = Locy x {n € Val(C) | Ve € C o n(c) = 0}.

To be able to relate a state with the time constraints it satisfies, we augment
the set of atomic propositions with the set of clock constraints occurring
in the original FTA, which we denote by AP’ = AP U CC(C,FTA). We
then update the function that associates each state with atomic propositions
according to this definition of AP’. More formally, this new function is
defined as L’ : Loc x Val(C) — 247" .

L'(l,n) = L) U{cce CC(C,FTA) | n [ cc}.

Finally, the set of transitions is composed of discrete and delay transitions.
Discrete transitions are the result of a modification in the system location,
namely the execution of an actual transition in the original FTA. The state
reached by a discrete transition is then determined according to:

1. the clock valuations of the state from which the transition is executed;
2. the guard of the corresponding transition in the FTA;
3. the set of clocks to reset;

4. the invariant of the target location.

Formally, ¢ = ((I,n),a, (I',n)) is a discrete transition if and only if

dt etrans ot = (I,g,,Res,l') AN nl=g
A 1 =reset Resinn A 1 = Inv(l')
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[B A Fstart] start

Figure 7.6: An infinite induced FTS.

where reset Res in 7 is a clock valuation function 1’ such that

0, c € Res,
n(c), otherwise.

VCEC.n’(c):{

The feature expression labelling a discrete transition is equal to the one
labelling the corresponding transition in the FTA, that is, 7/(t') = ~(¢).
Delay transitions models the passage of time when the system remains in a
given location. Intuitively, a delay transition may occur if the duration of
the delay does not lead to a violation of the current location invariant. Thus,
t' = ((l,n),d,(l,n+d)) is a delay transition if and only if n + d &= Inv(l),
where 1 + d is n with the value of every clock increased by d time units.
Such a transition is executable by all the products: v(¢') = T.

Example 7.3.1 We partially illustrate the result of this translation in Fig-
ure 7.6, where it has been applied on the FTA shown in Figure 7.2. The
initial state is composed of the location off and the clock valuation where
z has the value 0. This state has an uncountable number of outgoing delay
transitions (that is, to every state such that © < 7). When the value of z is
greater than 4, a transition to the state (on, x = 0) is executable for the
products that have the features Button and FastStart.

So far, we have equipped FTA with two different semantics. Given that
a TA is nothing more than an infinite TS and that an FTS is a function from
the set of products to TS [64], both end up describing FTA as a function
that associates a product with the behaviour of an infinite TS. These two
semantics are equivalent, i.e. for every valid product p, they give rise to TS
with equivalent behaviour.

Theorem 7.1
Let fta be an FTA defined over an FM fm and FTS(fta) its induced
infinite F'TS. Let T'S(ta) denote the infinite TS induced by a TA ta.
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Then,
Wp € [fml « [FTS(fta) ] = [TS(ftay)].

PRrROOF. Immediately follows from Definition 3.3, Definition 7.7, and
the rules of the transformation from FTA to FTS. O
These different formulations of FTA semantics reflects the existence of two
distinct approaches for FTA model checking.

7.4 Algorithms

We have presented the FTA formalism, its syntax and two semantics, which
end up being equivalent. The purpose of providing multiple definitions lies
in the existence of two distinct methods for model-checking a real-time SPL
modelled as an FTA. For a formula ® and an FTA fta defined over an FM
fm, we define the F-satisfiability of fta with respect to ¢ as the feature
expression noted fta = ¢ and defined such that

(fta = 9)(p) = (ftap = ¢).

A first, product-based method to compute this consists in computing the
projection of the FTA onto each valid product, thereby producing a set of
TA, and checking all these TA against the property. An important weakness
of this verification approach is its inability to take into account that multiple
products can share common behaviour. To overcome this limitation, we pro-
pose another method that combines the abstraction of time using zones with
the efficient algorithms previously designed for FTS. We illustrate the use of
this approach to compute reachability relations. The notion of reachability
in FTA is different than that of TA and FTS, because it has to consider (1)
the reachable locations, (2) the products able to reach them, and (3) the
values of the clocks when these locations are reached.

To compute reachability, we first define a new successor operator which
takes both variability and time constraints into account. Since features do
not occur in invariants and transition guards in the separated form (see
Section 7.3.1), the clock zone that is reached upon the execution of a tran-
sition does not depend on the features. Therefore, this successor zone is
determined according to the current zone (, the current location [, and the
chosen transition t = (I, g, «, R,1"). It is given by

newt(l,¢,t) = reset R in ((¢ A Inv()T A Inv(l) A 9)

where reset R in ¢’ is the zone ¢’ where every clock in R has been reset to 0
and (¢") is the zone ¢’ after any elapsing of time [82]. The zone next(l, ¢, t)
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can be empty if ¢T, the invariant of [ and the guard of ¢ are incompatible.
In this case, we must discard it and not pursue the exploration. Similarly,
since the set of features of a given product remains constant over time, the
satisfiability of a feature expression annotating a transition does not depend
on the value of clocks. These two properties show that Boolean features
and real-time constraints are completely orthogonal constructs. Ipso facto,
defining the successor operator comes down to determining, given a transi-
tion, which products are able to execute it and which zone is reached after
the execution.

Definition 7.9 (Successor relation in FTA)

Let fta Let fta = (Loc, Act, C, Trans, Locy, Inv, AP, L, fm, 7) be an
FTA, fts its induced FTS. The successor relation of fts is a relation
Post C (Loc x 2V x (Loc x 2V x 22") defined as

((,0),(I',.¢"),7) € Post < Vp € [1]
Ftet= (9 R]I)ETrans o v(t)(p) A = next(¢,1,t).

The successor relation as defined above is not necessarily minimal with
respect to the inclusion of zones and sets of products. This is an issue we
have to deal with during the exploration of the state space of the induced
FTS. We next derive the definition of reachability in F'T'S from the successor
relation.

Definition 7.10 (Reachability relation in FTA)

Let fta be an FTA. The reachability relation in fta is a set of triplets
R(fta) C Loc x 2VUO) x 2C") guch that (Iy,Cr,bi) € R(fta) <
(o, €0, bo) - - - (I, (., br) where ly € Locy, (o = {no}, bo = T, and for all
i <k andp € [fm] we have

biv1(p) < bi(p) AI(lit1,Civ1,7) € Post(l;,¢) o v(p).

We can thus compute the reachability relation through successive com-
putations of the successor relation — see Algorithm 4. The initial locations
are always reachable by all the valid products and for a clock zone (y where
every clock has its value set to zero (Line 4). The procedure then explores
the state space of the induced FTS with a depth-first search. At each it-
eration, it computes the successor sets of the current state (Line 9). For
every successor s = (I',{’,V’), the procedure adds s in the relation if and
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only if there exist no element of the relation (I’,¢”,b"”) such that the prod-
ucts represented by o' are also represented by b” and the clock zone (’ is a
subset of ¢”. Otherwise, it means that we already know that the products
satisfying b’ can reach I’ in the clock zone (’. In this case, it is useless to
consider s and to pursue the search from this state. For a similar reason,
when the procedure adds a triplet in the relation it removes every triplet
that has become redundant because of the addition of s (Line 11). The
redundancies originate from the fact that, like the successor relation, the
reachability relation is not always minimal. To overcome this, we can use a
particular union operator we discuss further in this section.

Input: fta = (Loc, Act,C,trans, Locg, Inv, AP, L, fm,~).
Output: R(fta).

R+ 0;
Stack + [|;
foreach sy € {(lo, Co, fm) | lo € Locy} do
R+ RU{so};
push(sg, Stack);
end
while Stack # [] do
(1,¢,b) < pop(Stack);
foreach (I, (', V') € Post(l,¢,b) do
if A" B) € R« V] C V'] AC' C (" then
R« RU{(I', {0}
push((I',v',{"), Stack);
end

© 0w N O bk W N =

e e e
w N = O

end

[a=y
S

end
return R

-
o o

Algorithm 4: Reachables(fta)

As for TA, a forward reachability algorithm using zone-based abstraction
does not always terminate without an extrapolation operator [24]. Since
termination is a classical problem already solved in TA model-checking and
is independent of the addition of variability, we do not deal with it.

To increase the efficiency of this algorithm, we have to deal with a doubly-
partial order, though. This issue is the inheritance of the model-checking
algorithms for TA and FTS. For instance, let us suppose that the system
already reached the state (I,() for the products satisfying b and that it
reaches a state (1, (") for the same products in the future. If ¢’ is a subset of
(, it is useless to continue the search from the latter state because the set of
states reachable from (I, (') would also be a subset of the states reachable
from (I, ¢). Similarly, if the system first reaches (I, {) for products satisfying
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b, and then reaches this state for products satisfying &’ with ' = b, we should
not pursue the exploration: since any products satisfying b’ also satisfies b,
any information obtained by further exploration would be redundant. This
doubly-partial order may lead to trickier phenomena, where both the zones
and the feature expressions have to be compared. To cope with such cases,
we define formal rules that determine with which zone and feature expression
we must resume the exploration. Applying these rules reduces the number
of explored states during a verification. More precisely, they guarantee that
the reachability relation is an antichain.

Definition 7.11 (Antichain in FTA reachability relation)
Let R C Loc x 2Va(©) x 22") R is an antichain if and only if

Vror' € Rer <1’ =r=1'
where

(1,¢.0) < (I, ¢ 0) & U =1) A (¢S ) A (D] € [V

To preserve the antichain upon union, a specific operator is needed. Al-
gorithm 5 shows the procedure to add a given triplet (I, (,b) to an antichain
R. The idea is to iterate over the elements in R to remove any redundancy
contained in (I, {,b) with respect to the relation. Let (I,¢’,’) be an element
of R. If ¢ C ¢’ then the triplet is redundant for any product satisfying both
b and ¥'; indeed, we already know at what time these product can reach
location [. To remove this redundancy, we transform b into bA -’ (see Lines
6-9). If ¢ D ¢’ then the redundancy lies in R. In this case, we change b’ into
b A —b and we remove the element from R if b’ does not encode any valid
product (Lines 10 — 15). If ¢ = (', we retain the products in [0'] (Lines 16—
18) and at the end of the algorithm, add to this set the products satisfying b
that are not redundant (Line 28). Finally, any element (I’,{’,0’) with [ # 1
is added to R’ (Lines 19-21).

In the end, our algorithm combines existing model-checking approaches.
The only new construct we introduced through the whole chapter are fea-
tured clock constraints, which we could split up in feature expressions and
classical clock constraints. This is reflected in the computation of the succes-
sor relation, where zones and products are considered orthogonally. These
nice characteristics make an implementation considerably easier.
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Input: R C {I} x 2V4(O) x 22") (1. ¢ b) € Loc x 2Val(O) x 2(2"),

Output: R/, an antichain such that

vr = (l,{n},B({p})

(I’ eR er<r) e (I € RU{L,( b} or <1").

R« 0;
equal < _1;
while (bA fm EL) A (R #0) do
Take (I, ¢’,b') from R;
if [ =1’ then
if ¢ C ¢’ then
b< bA—b;
R + RU{(,¢, b))}
nd
Ise if ¢ D ¢’ then
b« b A b,
if ¥ A fm [~£L then
| R RU{LC W)
end

® O

end

else if ( = (' then

‘ equal < b';

end

else

| R e RU{LEY))
end

end
else
| R RO{.¢ )
end

end
if equal #1 then
‘ R+ R'U{(l,¢,equal V b)};
end
if R # () then
| R+ R'UR;
end
return R’

Algorithm 5: RU{(I,¢,b)}

111
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7.5 Evaluation

We implemented the algorithms presented in this chapter in ProVeLines.
Our tool allows one to specify FTA in a real-time extension of fPromela
(see Chapter 9), and to verify properties expressed in the aforementioned
fragment of TCTL via reachability computation. From this computation,
it extracts the set of products that violate the property. During the ver-
ification, the tool maintains the set of products already known to violate
the checked formula. These products are then excluded from the subse-
quent searches. This optimisation grants a reduction in verification time as
it allows the checker to avoid exploring paths that only bad products can
execute. In particular, the exploration is immediately stopped when all the
valid products are known to violate the property. Such optimisations have
shown to bring substantial performance gains in the FTS algorithms [56].

As we have seen in the previous section, elements of the reachability
relation are triplets composed of a location, a feature expression and a clock
zone. In the actual implementations, we encode a state as a data structure
with three fields, i.e. one for each member of the triplet. The most important
part of this data structure is the zone representation. In our implementa-
tion, we represent zones by its most popular dedicated data structure, i.e.,
Difference Bound Matriz (DBM) [82]. This allows us to reuse their efficient
library implementation in the UPPAAL model-checker [23]. As for feature
expressions, we encode them as BDDs [32] and we use their implementation
in the CUDD package.' Finally, we encoded locations explicitly.

Previous work on F'T'S have shown that variability-aware procedures are
generally more efficient than product-by-product computations [59, 58, 63].
It means that the avoidance of redundant verification offsets the overhead of
managing variability. If we add another dimension, namely real-time, we can
expect the overhead generated by variability to become an even lower part
of the total verification effort. We provide preliminary experimental results
regarding the relative performance of the product-based algorithm and ours.
We used ProVeLines to compute the complete reachability relation and to
verify the system against 11 TCTL formulae (see Table 7.1). These formulae
were declined in different variants such that two variants differ only from
their time constraints. First, we measure the time needed by the tool to
perform the analysis using the variability-aware algorithm. Second, given
the definition of the FTA in fPromela, we used a separate script to produce
each projection of the FTA into a valid product on which classical timed
model checking techniques are applied. We do not measure the runtime of
this script as we want to exclude the time for computing the projection from
the total verification time.

For our experiments, we consider a real-time extension of the mine-pump

"http://visi.colorado.edu/~fabio/CUDD
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Table 7.1: Properties used for the evaluation.

#1 Reachability

#2 VO(methane = F0<4 pumpOf f)
#3 VO(methane = 30 <2 pumpOf f)
#4 VO(pumpOn = I0<15 lowW ater)
#5 VO(pumpOn = F0<10 lowW ater)
#6 VO(pumpOn = 30 <5 lowW ater)

#7 || VO(highWater A =methane = 30 <10 pumpOn)
#8 || VO(highWater A =methane = 3O<5 pumpOn)

#9 VO(highW ater = 30<20 lowW ater)
#10 VO(highW ater = 30<15 lowW ater)
#11 VO(highW ater = 30<19 lowW ater)
#12 VO(highW ater = 30<5 lowW ater)

controller exemplar [126], of which the toy example of the previous sections
is also inspired (see also Chapter 5). We declined the SPL into three versions
with a different degree of refinement in the feature model. The first has six
features and 12 products, the second has 10 features and 72 products, and
the third has 13 features and 512 products. In this SPL, both the capabilities
of the controller and the efficiency of the pump are subject to variations
between products. For instance, the feature MethaneAlarm determines
whether or not the system is equipped with an alarm that triggers once
there is methane; the feature Fast Pump increases the running speed of the
pump.

All benchmarks were run on a MacBook Pro with a 2.4 GHz Core 2 Duo
processor and 4 Gb of RAM running Mac OS 10.6. To avoid the influence of
other running processes, we repeated each experiment five times and com-
puted the average. The results are shown in Table 7.2. For every variant of
the SPL and every formula, we give the time needed by the product-based
algorithm (Enum.) and the variability-aware (Our.) algorithm to verify
the FTA against the formula. For the SPL with the smallest set of fea-
tures, it turns out that the product-based method always outperforms our
new algorithm. Altogether, we observe an increase of 97.82% in verification
time. This seemingly weakness is not due to the exploration of the state
space itself, but rather to the time needed by the analysis of the feature
models. According to additional benchmarks, this time amounts to 0.42
second on average. When the number of features and products increases,
our variability-aware algorithm overcomes this overhead and outmatches the
product-based one. For the medium-sized and big-sized SPLs, it decreases
the total verification time by 53.09% and 81.71%, respectively. These re-
sults are highly encouraging as they show that our approach seems to be
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Table 7.2: Verification times (in seconds, two decimals).

6 FEATURES 10 FEATURES 13 FEATURES

16 PRODUCTS 72 PRODUCTS 512 PRODUCTS

Property | Enum. Our. | Enum. Our. | Enum. Our.
#1 0.35 0.58 3.33 0.98 10.52 1.04
#2 0.69 1.04 6.24 2.13 18.14 2.58
#3 0.44 0.71 5.17 2.67 13.13 2.72
#4 0.42 0.67 3.88 1.12 12.55 1.73
#5 0.39 0.66 4.07 1.01 9.75 1.04
#6 0.35 0.51 3.16 0.59 6.33 0.59
#7 0.66 0.93 5.97 1.97 18.86 2.15
#8 0.43 0.78 5.66 1.31 14.31 1.41
#9 1.06 1.48 9.05 3.99 31.99 3.93
#10 0.67 1.19 6.32 2.44 21.18 3.28
#11 0.69 3.67 7.55 10.98 14.60 11.69
#12 0.26 0.46 2.37 0.47 7.03 0.47
Total 6.41 12.68 | 62.37 29.26 | 178.39 32.63

more scalable with respect to the size of the SPL. For one formula, the
product-by-product approach is a bit faster than ours in the small-sized and
medium-sized cases. This formula is particular since all the features that
have an impact on time lead to different path during the exploration. As
a consequence, more zones have to be explored and compared during the
verification process.

Threats to validity. Two characteristics of our experiments may harm
the validity of our conclusions regarding relative efficiency of our algorithms.
First, our evaluation is based on a sole small case study. To assess our ap-
proach at a greater scale, we should carry out experiments on additional
examples. Second, the product-based method is evaluated through the clas-
sical TA checking algorithms implemented in our tool. There exist alter-
native solutions like UPPAAL which implement optimisations that our tool
does not. However, the overhead of real-time models verification is mostly
due to the representation of time. Given that we reused the very efficient
DBM library of UPPAAL, we should draw the same conclusions even if we
mapped the product-by-product method with existing tools.

7.6 Perspectives

The efficiency of FTA algorithms mostly depends on the data structures
used to represent time and variability. On the above implementation, we
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made use of separate encodings, viz. DBMs and BDDs, respectively. As
alternatives, we could use a data structure that combines zone and binary
variables representations. Clock Restriction Diagrams [160] and Constraint
Matrix Diagrams [86] appear as promising candidates. Yet, to the best of
our knowledge there is no implementation of these data structures which is
available at a sufficient maturity level.

Another interesting perspective is the extension of real-time SPL mod-
elling to non-Boolean features. This would allow one to directly express
a real-time constraint in terms of feature attributes. As an example, the
running speed of a processor may drastically influence the execution time
of a software. Considering this extension would definitively impact on our
model-checking procedure. Indeed, in this context we would not be able
to use BDDs to encode sets of products. Second, we may not be able to
translate the FTA into an infinite FTS anymore, since those cannot cope
with non-Boolean features. There is thus a need to study the addition of
non-Boolean features in F'TS first. This is the focus of the next chapter.



116 CHAPTER 7. REAL-TIME PRODUCT LINES



Chapter 8

Non-Boolean Features

A fundamental limitation of existing SPL model-checking approaches, in-
cluding FTS, is that they can deal with neither numeric features nor fea-
tures appearing several times in a product, i.e. multi-features.! Numeric (as
opposed to purely Boolean) features occur in FMs in the form of attributes
associated to features. An example could be “Mazimum number of users”,
which can take different numeric values across the range of products. The
multi-feature construct could be used to represent, e.g., processing units
which number is variable from one product to another and which can be
configured independently. A recent survey showed that engineers commonly
need these constructs [115]. To transfer SPL model-checking techniques to
industry, we thus have to support them. Despite evidence of their usefulness
in practice, no SPL modelling tool currently supports multi-features [52],
and SPL model checking tools support neither numeric features nor multi-
features.

In this chapter, we propose a combined formalism that integrates FM
with a behavioural specification language (viz. fPromela) to model the be-
haviour of SPLs with numeric attributes and multi-features. With the ad-
dition of attributes, optional behaviour can be made dependent not only on
the presence or absence of features, but also on the satisfaction of arithmetic
constraints over attributes. This implies a generalization of the underlying
formalism, viz. FTS, and its associated model-checking algorithms.

8.1 Array-Based Semantics for Multi-Features

We first recapitulate the concept of multi-feature based on a running ex-
ample. The CCSDS File Delivery Protocol (CFDP) is a highly-configurable
deep-space file transfer protocol [61]. In the past, Boucher et al. [29, 113]
helped Spacebel, a Belgian company, to develop an implementation of CFDP
as an SPL [29]. The original CFDP FM has 98 features. Here, we consider

!Sometimes misleadingly referred to as clones in the literature [76, 142].
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e 1
typedef features { 2
R 3
bool Snd_min 4

} 5
features CFDP; 6
active [2] proctype cfdp_entity(...) { 7
int i = 0; 8

e 9
if :: CFDP.Snd_min -> ... // send message 10
else -> ... // do nothing 11

fi; 12
13
} 14

Figure 8.1: Partial CFDP model.

a small subset of the protocol, i.e., the acknowledgement modes it offers.
The corresponding sub-FM has 14 features and yields 1,058 different valid
products. We had to limit ourselves to this subset because in addition
to the variability, we had to model the behaviour of the features of the
protocol, which is far more complex. We did that based on the protocol
specification [61] and experimented with various SPL behavioural modelling
languages. This turned out to be a difficult and time-consuming activity.
The resulting models describe a communication scenario where an entity
(e.g. a spacecraft) has to transfer a message to another one. Depending on
the features of the protocol instance in each entity, properties like successful
transmission may or may not be satisfied during the transaction. An illus-
trative excerpt of the fPromela model of the protocol is shown in Figure 8.1
(see Chapter 9 for more details about fPromela). It particularly focuses on
the specification of the two entities exchanging messages. We use this ex-
cerpt further in this chapter to illustrate new concepts brought to fPromela.
The FTS represented by the complete fPromela model has 1,812,652 states.

To better illustrate the concepts we introduce, we use TVL [52] as a
textual representation for FMs (see more in Section 1.2). Figure 8.2 shows
an excerpt of the TVL model of CFDP. The equivalent graphical represen-
tation appears on its right. In both representations, the FM’s fundamental
structure remains a tree that reflects the parent-child hierarchy between the
features. At the top of the tree lies the root feature (CFDP). CFDP has
three children: Entity, Message and Channel. The group cardinality of
CF DP specifies that this feature must have exactly three children, whereas
Entity must have one or two. Group cardinalities are not to be confused
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with feature cardinalities [76, 142] which specify how many instances of a
feature may exist in any given product.

The syntax and the semantics of attributes in TVL (and thus in FMs)
are already defined [52] but the language does not support multi-features.
To overcome this, we extended the syntax of TVL. For clarity, we name
TVL* our new version of TVL. Before we give it a formal semantics, we
have to deal with a number of issues. When no feature cardinality is given,
as it is the case for all features in the model except Entity, the feature is
implicitly assumed to occur at most once in each product. But whenever
there is a need to allow a feature to have multiple instances, an explicit car-
dinality is added to the feature itself (as opposed to the group); we call such
a feature a multi-feature. In the excerpt, the only multi-feature is Entity.
It has a feature cardinality of exactly 2; hence two instances of this feature
exist in each product. In our scenario, each instance corresponds to one
of the two communicating spacecrafts. Defining Entity as a multi-feature
allows the two spacecrafts to bear a different configuration. If Entity was
a normal feature, the spacecrafts should necessarily be identical. In reality,
it is more likely that they are not. Each instance of Entity must have at
least one of the following child features: Snd-min (sending capabilities) and
Rcv_min (receiving capabilities). Under Snd_min and Rcv_min lie addi-
tional features, which have been omitted in the figure. Features Rcv_min
and Message both have an integer attribute. The attribute timeout deter-
mines the number of communication failures that are allowed before aborting
a communication, while size models the number of data packets that must
be sent for the transmission to end. Since there exist two instances of feature
Entity and there also exist two instances of RC'V _min, both of which has
a distinct instance of attribute timeout. Feature C'hannel has an optional
child feature Reliable, which specifies whether or not the communication
channel is reliable.

8.1.1 Challenges in the Definition of Feature Cardinalities

As explained by Michel et al. [142], feature cardinalities can be given dif-
ferent semantics. When a non-terminal feature has a maximum cardinality
greater than one, there are two possible interpretations of its group cardi-
nalities. For instance, consider the FM in Figure 8.3a and the two instances
shown in Figure 8.3b. According to the FM, feature A has two instances
and a group cardinality of [1..2] (only one or two child features of A may
exist). However, it is unclear whether the group cardinalities apply locally
under each instance of A or globally for all instances of A. In other words,
either each instance can have one or two child features (left diagram in Fig-
ure 8.3b), or there must be one or two child features of A altogether (right
diagram). Since our approach is centred on multi-features, we consider the
local interpretation like Michel et al. [142].
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Figure 8.2: A subset of the CFDP feature model, shown in TVL and in a
feature diagram.

The second ambiguity lies in the scope of group cardinalities; see Fig-
ure 8.3c. In the left diagram, cardinalities restrict the number of instances
of A’s child features. On the contrary, in the right diagram, the two in-
stances of B under the leftmost instance of A are counted once; in this case,
cardinalities constrain the number of distinct child features. Like Michel
et al. [142], we believe that the original intent of group cardinalities is to
restrict the number of distinct features in a product; we thus consider the
second option.

Multiple interpretations are also possible for feature cardinalities. Let us
consider Figure 8.3d. As for group cardinalities, either feature cardinalities
apply globally and count the total number of instances of a feature (left
diagram), or they apply locally and count the number of instances of a
feature under a specific instance of its parent feature (right diagram). As
before, we adopt the most local option, i.e. the latter.

Another issue concerns the identification of a feature by means of its
name. In FMs without multi-features, the (relative) name of a feature works
as a unique reference to that feature. This is not the case for multi-features.
Let us consider again the TVL* model of CFDP (Figure 8.2). The relative
name Snd_min can refer to a child feature of either the first instance of
Entity or the second one. We have to identify this instance using an “abso-
lute” name (called fully qualified). In TVL, however, no construct exists for
referring to a precise instance. Moreover, the semantics proposed by Michel
et al. defines the children of a feature as a multiset of instances [142]. One
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(d) Feature cardinalities

Figure 8.3: Ambiguities introduced by feature cardinalities.
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cannot refer to a precise element of a multiset. Our SPL behaviour speci-
fication language requires this capability; the definition of Michel et al. is
thus inappropriate for our purpose.

We propose to represent the children of a feature by a set of arrays of
instances. In a given array, all the instances are from the same feature. Each
of them is identified by an index, the first index being zero. For example, the
Snd_min child feature of the second instance of Entity is identified by the
fully qualified name C'F DP[0]. Entity[1].Snd-min][0]. When the maximum
number of instances of a given feature is 1, the index 0 can be omitted;
CFDP.Entity[1].Snd-min is thus equivalent to the above name. An at-
tribute instance must be referred to using its fully qualified name as well,
e.g., CFDP[0]. Entity[1]. Rev_min[0].timeout.

Since we introduce multi-features in the syntax of TVL*, we have to
provide means of specifying constraints over them, their attributes, and
their number. Fully qualified names are already suitable to refer to pre-
cise instances or attributes. However, it is currently impossible to reason
over a whole array. For example, one cannot express the requirement that
“the number of instances of a feature must not exceed the value of a given
attribute of another feature”, or that “every instance of a feature must sat-
1sfy a given constraint”. To address this limitation, we define the operator
card which, given a fully qualified multi-feature name, returns its number
of instances in the current configuration. E.g., card (CFDP.Entity) always
returns 2. We also define two new types of constraints based on quantifi-
cation: forall(m){¢} and exists(m){¢}. Intuitively, they specify that
for each (resp. at least one) instance of a multi-feature m, the sub-tree of
this instance satisfies the constraint ¢. For example, the constraint forall
(CFDP.Entity) {Snd-minV Rcv_min} is satisfied if and only if every in-
stance of Entity has at least one child. As we will see, a notion of context
is required for defining the semantics of such formulae.

The last challenge is related to constraints over attributes. If a feature is
not part of a product, references to its attributes point to an unknown value.
In this case, it is undetermined how a constraint involving these attributes
must be evaluated. Our new types of constraints already provide a solution
to that problem by specifying constraints within the context of a instance.
The evaluation of a constraint is thus performed under the assumption that
the instance exists within its context.

A few attempts to reason on FM with attributes and multi-features ex-
ist. Czanercki et al. [76] define the semantics of an FM with feature cardi-
nalities as the semantics of a context-free grammar derived from the FM.
Although this work is already a major step forward, the operational style
of the semantics creates accidental complexities. Michel et al. [142] defined
another semantics based on multisets. This is already a major improve-
ment. However, the issue with multisets lies in that elements of multisets
do not have a unique reference, which impedes their use in a behaviour
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specification language such as fPromela. Regarding additional constraints,
Czarnecki and Kim [77] argue that OCL is a suitable language to express
them. Even though we concur on this statement, we believe that the expres-
siveness of OCL is higher than needed for modelling these constraints, and
that this excess reduces both readability and ease of use. Mazo et al. [140]
use constraint logic programming to reason on FMs with multi-features and
attributes. However, their procedure relies on a heavyweight transforma-
tion from visual FMs to XML, then to Gnu-Prolog’s input syntax. Zhang et
al. [168] propose a BDD-based approach for reasoning over multi-features,
which inherently does not support attributes. A broader survey of feature
cardinality analyses is found in [142]. The limitations of the above ap-
proaches lead us to define our own semantics for FMs with multi-features
and attributes.

8.1.2 Extended Feature Models

Now that the new TVL* constructs have been informally introduced, we
give them an abstract syntax and a formal semantics. More generally, the
following definition remains valid for most feature modelling languages that
support multi-features and attributes, and that form a tree structure.

Definition 8.1 (Extended feature model)
An FM* model is a tuple (F, r, DE, w, A\, A, p, 7, ®) where:

o I is a non-empty, finite set of features.
e 1 € F is the root.

e DE C F x F is the decomposition relation between features, such
that (f,g9) € DE A (f',g9) € DE = f = f'. By children(f) we
denote the set of child features of f.

e w: F — Nx (NU({x}) gives the cardinality of each feature. If
w(f) = (n,m) then n is the minimum cardinality of f and m its
maximum cardinality. If m = % then m can be any finite value
higher than or equal to n.

e \: F — Nx (NU{x}) indicates the group cardinalities of a feature.
It follows the same pattern as w.

o A is the set of attributes.

e p: A— F is a total function that returns the feature declaring a
given attribute. An attribute is thus declared by exactly one feature.
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o 7: A — {int,bool} assigns a type to each attribute.

e & is an additional constraint, i.e. a Boolean-valued expression
over the features F' and the attributes A.

Furthermore, each FM must satisfy the following well-formedness rules:

o 7 exists, is unique, and has no parent: w(r) = (1,1) A Bf €
F e (f,7) € DE;

e DF is acyclic, that is,

ﬂflw'v k SR (fkafl) GDE/\VY’E {1k_1} ° (fi)f’i-‘rl) € DE.

The main difference between this new syntax and that of classical FMs
lies in the definition of w. Traditionally, w was meant to identify optional
features (see, e.g., the abstract syntax of TVL [52]; see also Section 1.2).
Here, we make it more general since it defines the cardinality of a feature.
Although this difference might seem thin at first sight, we already showed in
Section 8.1.1 that it raises a number of important issues. The definition of ®
is also different here, as we have introduced attributes, a new operator and
two new types of constraints. For convenience, we suppose that attributes
are either integer or Boolean. Enumeration types can be mapped to integer
and are thus implicitly supported too. The introduction of real attributes
in the syntax is straightforward, but requires additional type checking.

Definition 8.2 (Additional constraints in extended FMs)

An additional constraint ® is a Boolean-valued expression over a set of
features F' and a set of attributes A formed according to the following
grammar:

Su=T|f|ap| PiADs | =Py | VI ~ Vi | exists(f){®1} | forall(f){®1}

where f € F, a;, € A is a Boolean attribute, ®; and ®o are additional
constraints, ~€ {<,<,>,>}, and Vi and Vi are integer-valued expres-
sions. The latter are formed according to the following grammar:

Vi=zla; | Vi+ Vo card(f)

where z € Z, a; € A is an integer attribute, Vi and Vs are integer-valued
expressions, and f € F.
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As explained in Section 8.1.1, only a fully qualified name can be used to
identify a specific feature or attribute instance. Formally, it is a tuple of the
form

((fO,iO)a (fhil), ce (fk)lk)) c (F % N)kJrl

or

((fosio)s (fryi1)s-- s (Frsin),a) € (F x N)Fx A

respectively for a feature instance or an attribute instance. A fully qualified
instance name must satisfy the following rules:

1. The first feature is the root indexed by 0: (fo,i0) = (r,0).
2. The decomposition hierarchy is respected:

Vjie0<j<koe fr€children(fi_1)-

3. Each index satisfies the cardinalities of its associated feature:

Vie0<j<keuw(fj)=(nm)=0<i;<m.

A fully qualified attribute name ((fo,io), (f1,%1)5---, (fk,ik),a) is valid if
and only if (fo,%0), (f1,%1),..., (fk, k) is valid and a is an actual attribute
of fr: fr € p(a). From now on, we assume the validity of every fully qualified
name.

8.1.3 Formal Semantics

The purpose of FMs is to define the set of valid products in an SPL, i.e. the
valid combinations of features and attribute values. We mentioned before
that in SPLs without attributes and multi-features, a product is uniquely
identified by a set of features. For reasons explained above, this representa-
tion is not appropriate when multi-features or attributes occur in the FM.
Therefore we redefine a product as a couple (F,.A) where F C (F x N)*
is a set of feature instances identified by their fully qualified name, and
A (FxA)—ZU{T, L} is a partial function that associates attribute in-
stances with values. The validity of a product with respect to an extended
feature model is defined as follows.

Definition 8.3 (Extended feature model semantics)

Let fm = (F, r, DE, w, \, A, p, 7, ®) be an FM* and p = (F,A) be a
product. Then p is valid according to fm, noted p = fm, if and only if,
for any (fo,i0) - .. (fr,ix) € F we have:

e F contains the root: (r,0) € F;




126 CHAPTER 8. NON-BOOLEAN FEATURES

F respects the decomposition hierarchy:

VieO<1<ke (fk—lafk:) e DE;

every instance in F has its parent in F as well:

(fo,i0) - - (fu—1,1k—1) € F;

the i-th instance of a feature exists only if the (i — 1)-th does:

ir > 0= (fo,i0) ... (frsix — 1) € F;

any attribute instance related to a given feature instance has a
defined value if and only if the feature instance exists:

((fo,i0) - .- (frrir),a) € dom(A) < (fo,io) ... (frrix) € F;

F satisfies the feature cardinalities:

w(fr) = (n,m) = (i <mAn>0= (fo,io)...(fr,n—1) € F);

F satisfies the group cardinalities:

A fr) = (n,m) = n < [{(fo,90) - - - (frs i) (frr1,0) € F} <my

p satisfies the additional constraints ®.

Note that we consider that instances are contiguously placed in arrays,
which simplifies the verification of multi-features and constraints over them.
For instance, in the above validity rule for group cardinalities, a child fea-
ture is counted if and only if its instance of index 0 is enabled. As explained
above, the constraints of the form forall(m){¢} and exists(m){¢} intro-
duce the notion of context, i.e., a sub-tree of the model. For the context to
be well-defined, it is sufficient to know the instance it refers to.

Definition 8.4 (Feature context)

Let fm = (F, r, DE, w, X\, A, p, 7, ®) be an FM*. Then
(fo,i0) - (fe,ix) € (F x N)* is a context of fm if and only if it is
a valid fully qualified feature instance name.
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The initial context is the root feature. A valid product p = (F,.A)
must thus satisfy the additional constraints ® in the context, noted (r,0):
P Fr0) ®. The satisfiability rules are given as follows.

Definition 8.5 (Satisfiability of additional constraints)

Let p = (F,A) be a product. Then the satisfiability of an additional
constraint by p in a context c is determined according to the following
rules:

(F,A ETeT
(F,A) Ec f< 3(fo,i0) - (fryik) o
c(fo,i0) - - - (fr,ix)(f,0) € F
(F,A) Ecap < 3(fo,io) - - - (fiix) o
A(e(forio) - - (frrin),an) =T
(F,A) e @1 AP & ((F,A) E. @) A (F,A) = Po
(F,A) Ee Vi~ Vo & [Vi]e ~ [Va]e
(}—7“4) ):c - < _‘((}—7“4) ):c (I))
(F,A) e forall(m){®} < Vi e (c,(m,i)) € F o (F, A) Fcm,i) ©
(F,A) e exists(m){®} < (c € F = Je, (m, i) € F o (F, A) Fc,(m,i) )

where ~€ {<,<,>,>} and [V], is the valuation of the integer-valued
expression V within the context c, that is,

In the above rules, ¢ merely acts as a prefix for feature name. References
to multi-features can occur in constraints, and express that at least one
instance of the feature exists. Given our convention about array contiguity,
this boils down to requiring the presence of the instance at index 0: p
E.n< (¢, (m,0)) € F. As in TVL [52], the semantics of some constraints
depend on the evaluation of arithmetic expressions, variables, or operators.
For our new card operator, the evaluation is defined as the size of a set. If
it is compared to a constant value v then the constraint can be reduced to
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a Boolean form:

p Fe card(f) > v < 3(fo,i0) - - (frsik) o (
c(fo,i0) - - (fr,ix)(fv—1) € F (
p Ec card(f) > v < 3(fo,io) - (frrik) (
c(fo,i0) - - (frrik)(f,v) € F. (

O R
S— N N

co oo 0o ©o

We will also make use of this property to reduce the cost of verifying these
constraints in behavioural specifications.

8.2 On the Specification of Non-Boolean SPLs

The semantics of FM* allows us to determine which combinations of features
constitute valid products. Still, we need a way to express the behaviour of
these products in a concise (that is, not individual) manner. Based on the
syntax of TVL*, we generalize fPromela with feature expressions supporting
multi-features and attributes. Then we can verify models of this language
against properties using ProVeLines. We name our extension fPromela*.
It extends fPromela’s syntax with more general data types for representing
features. In fPromela, features are declared as Boolean fields of a specific
data structure named features. For multi-features, this representation is
not sufficient; they have to be declared in a dedicated user-defined data
structure. For example, the data structure defined for the Entity feature
would be:

typedef _Entity {
bool is_in;
bool Snd_min;
bool Rcv_min

QU W N+~

};

The first field of a structure is a Boolean called is_in. Its truth value
defines the presence or the absence of a feature instance. The structures can
be nested. Hence if, say, Snd_min is not a terminal feature, we can declare
it as an instance of another type of structure. Attributes are declared as
fields of the attribute type. More generally, there exists a transformation
from an FM* to a set of fPromela® data structures. Each data structure
represents a non-terminal feature, and contains one field per attribute and
child feature. The type of the latter is either Boolean or another data
structure, respectively if the feature is terminal or not. When the maximum
cardinality of a feature is 1 < m < oo, the feature must be declared as an
m-sized array of its corresponding type:

typedef features { 1
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_Entity Entity[2];
int timeout;

U= W N

};

As shown in the above example, feature attributes are straightforwardly
encoded as a field of the corresponding type.

Since fPromela does not support arrays of an unknown size, the trans-
formation cannot handle infinite maximum cardinality (represented as a *
in TVL*). However, we may assume that in real cases there always exists
a realistic upper bound. Unlike in fPromela, the use of nested user-defined
structures is compulsory in fPromela*. Indeed, a fully qualified name is
required to refer to a precise instance (see Section 8.1.1). fPromela* offers
a simple way to represent valid fully qualified names: references to fields
of the corresponding user-defined structures, starting from that of the root
feature. For example, the Snd_min child feature of the second instance of
Entity is uniquely referred to by CFDP.Entity[1].Snd min.

fPromela* generalizes feature expressions as well. We distinguish be-
tween static and dynamic formulae. The former specify one of the following
requirements:

1. the presence or absence of a given instance (e.g., CFDP.Entity[1]-
.Snd min);

2. constraints over attributes (e.g., CFDP.Message.size > 0);
3. constraints over number of instances (e.g., card (CFDP.Entity)==2).

As in TVL*, the third type of constraints comes down to the first one when
the card operator is compared to integers (see Equation 8.1). We can de-
termine the products able to execute a transition associated with a static
formula without executing the fPromela® model.

On the contrary, dynamic formulae are evaluated at runtime. Typically,
they define constraints over attributes and number of instances in terms
of variable values. For example, one could analyse the content of a CFDP
message by iterating on its size:

i = 0; 1
do :: CFDP.Message.size > i 2
=> ... i++; 3

else -> break; 4

od; 5

Note that for a given product, the actual size of the above model (in terms
of states) depends on the value of the attribute in the product. Attributes
in fPromela* are thus the key for specifying variable-size models. Instead
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of attributes, we could also use the number of instances of a feature. In
Section 8.3, we show that it is more efficient to verify a variable-size model
rather than a set of fixed-size models, i.e. one per possible size.

Let us illustrate the last addition of fPromela* by means of the CFDP
model. As mentioned before, two processes are declared and model the
behaviour of two spacecrafts. These may have different configurations. In
the partial model shown in Figure 8.1, however, we find but an ambigu-
ous reference to feature Snd_min. We have seen that the introduction of
multi-features permits the distinction between the features of the two enti-
ties. Still, we need a way to associate each process with the corresponding
instance of Entity. To that aim, we define the feature context of a process
as an instance of a feature. We propose two constructs to associate a con-
text to a process. The first specifies it explicitly in the run statement of
fPromela, which is used to dynamically instantiate a new process:

run [CFDP.Entity[1]] cfdp_entity (...) 1

The second method consists in declaring that the number of instances of a
process is equal to the number of instances of a specific feature:

active [card (CFDP.Entity)] cfdp_entity(...) 1

In this case, the context of each instance of cfdp_entity is a distinct in-
stance of Entity. A process cannot exist outside its associated context.
Accordingly, the first transition of a process is implicitly constrained by the
feature expression encoding its context. Once defined, contexts can act as
a prefix in feature expressions. For this purpose, one may use the keyword
this, which points to the context of the process:

it . this.Snd_min -> ... 1
else ->

fi; 3

References to features outside the context are still possible by using fully
qualified names.

Originally, the semantics of an fPromela model is defined as an FTS.
Since apart from feature expressions, fPromela* does not differ from fPromela,
its semantics can be defined in terms of FT'S where feature expressions have
been generalized. We call the resulting formalism FTS*.

8.3 Evaluation

Since the semantics of an fPromela® model is an FTS*, we can reuse algo-
rithms based on this formalism. We briefly describe how we implemented
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the approach on top of ProVeLines, which we then used to carry out experi-
ments. A complete description of the implementation is found in Chapter 9.

8.3.1 Implementation

No change to the verification algorithms themselves is required since these
are independent of the representation of feature expressions. On the con-
trary, we updated the fPromela parser so that feature expressions are de-
clared and referenced as user-defined data structures. We also relaxed syn-
tactic constraints on them and modified the construction of featured pro-
gram graphs accordingly. Dynamic formulae are handled by the semantic
engine, i.e. the component that builds on the fly the F'T'S corresponding to
the input fPromela model.

Given that more general feature formulae are allowed, the modules re-
sponsible for representing and verifying feature expressions are not appro-
priate anymore. Previously, these modules were based on either Binary
Decision Diagrams (BDDs) [32] and their implementation in the CUDD
library?, or the MiniSat satisfiability solver [85]. BDDs have proven an im-
proved efficiency in SNIP [53]; we therefore still use them in our evaluation.
Yet, BDDs and SAT solvers alike cannot represent arithmetic constraints.
Multi-features alone are not a problem in this regard but feature attributes
are not necessarily Boolean. Satisfiability Modulo Theory (SMT) solvers
appear as natural candidates for arithmetic constraints checking. Accord-
ingly, our new feature expression modules are linked to Microsoft’s Z3 [80].
73 implements many advanced techniques and structures for SMT solving.
Equipped with Z3, ProVeLines is able to check the satisfiability of formulae
over both the features and their attributes. However, this comes at the price
of a significant reduction in efficiency, as further experiments reveal. Conse-
quently, we developed two variants of the module: one equipped with CUDD
and the other with Z3; the former supports only multi-features whereas the
latter handles attributes as well. They are now included in the ProVeLines
tool suite (see more in Chapter 9).

8.3.2 Overhead Measurement

We carried out experiments to evaluate the benefits of our approach, and
to quantify the overhead that results from the additional verifications (see
above) and/or the use of Z3 in place of BDD-based satisfiability solvers. The
following tools are involved in the experiments: ProVeLines (as described
in [53]), our BDD-based variant that supports multi-features (PVL-MF),
and our second variant equipped with Z3 (PVL-Z3).

The addition of multi-features to fPromela* generates additional compu-
tations in the semantic engine of ProVeLines. Moreover, feature attributes

2ylsi.colorado.edu/~fabio/CUDD
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require more general satisfiability-checking techniques, i.e. SMT solvers.
These two generalizations are likely to negatively impact the performance
of our tool. To quantify the resulting loss, we compare the time needed to
model check three fPromela models against five properties each. The models
include neither multi-features nor attributes. They are:

1. a minepump system [126, 59] (250,561 states to explore);

2. a restricted version of CFDP where attributes have received a fixed
value and the two instances of Entity are regarded as a single feature
(1,801,581 states to explore);

3. an elevator model inspired from Plath and Ryan [147] (58,945,690
states to explore).

We checked different kinds of properties including deadlock freedom, safety
properties, and liveness properties. All benchmarks were run on a MacBook
Pro with a 2,8 GHz Intel Core i7 processor and 8 GB of DDR3 RAM. We
coded an automated script to execute them. To avoid random variations,
we repeated each experiment several times and computed the average.

Results are shown in Table 8.1. We observe that multi-feature support in
our BDD-based tool generates but a small increase in verification time (be-
tween 2% and 18% for minepump; between 0% and 5% for CFDP; between
1% and 12% for elevator). This increment does not depend on the size of the
model. In every model, the increase is less than 6% for the longest-to-check
properties. This indicates that the size of the property has no impact on
the loss of performance either.

On the contrary, the Z3 variant suffers from a large performance drop.
In minepump and CFDP, the checking time ranges from 21 to 31 times more
than for the other two tools. The tool performs even worse on elevator: the
verification time is multiplied by a factor between 468 and 962. For the first
and fifth properties of that model, we could not even get accurate results;
according to our estimations, verifying those properties would take 24 and
15 hours, respectively. Our SMT-based tool does not scale well with the size
of the model.

We carried out further analyses to explain this phenomenon. For each
tool, we computed the time required for satisfiability checking and formulae
manipulation (i.e. conjunction, disjunction, negation, simplification) dur-
ing each experiment. In Table 8.2 we provide the time share of the two
computations in percentage, for every model and property.

For ProVeLines and PVL-MF, the absolute time needed for satisfiability
checking (Sat) and formulae manipulation (Man) are identical. Indeed, given
that all the models are free from multi-feature and attribute, the only dif-
ference between the two tools are the detection of dynamic formulae, which
does not depend on Sat or Man. For these tools, it turns out that Sat con-
stitutes but a small part of the total time (between 6% and 15%). Although
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Table 8.1: Verification times (in seconds).

| ProVeLines | PVL-MF | PVL-Z3
minepump #1 2.72 3.21 (+18%) 78.22 (+2,776%)
minepump #2 2.88 2.95 (+2%) 67.86 (+2,256%)
minepump #3 4.90 5.47 (+12%) 88.63 (+1,709%)
minepump #4 2.96 3.42 (+16%) 65.72 (+2,120%)
minepump #5 9.22 9.76 (+6%) 197.43 (42,041%)
CFDP #1 10.96 11.00 (11%) || 282.47 (12.477%)
CFDP #2 2.23 241 (+2%) | 63.37 (+2,741%)
CFDP #3 1.11 111 (40%) | 25.62 (+2,208%)
CFDP #4 3.82 400 (+5%) | 113.36 (+2,867%)
CFDP #5 17.58 18.52 (+5%) || 548.98 (+3,023%)
elevator #1 286.50 301.10 (+5%) TIMEOUT
clevator #2 9.53 10.47 (+10%) || 9,172.05 (+96,144%)
clevator #3 7.07 7.90 (+12%) || 3,316 (+46,799%)
elevator #4 3.5 3.55 (+1%) || 1,858.65 (+53,004%)
elevator #b5 235.67 252.94 (+7%) TIMEOUT

this share tends to slightly increase with the size of the model, it is not a ma-
jor threat to scalability. On the contrary, Man is an increasingly important
part of the total time. While the time share does not grow significantly be-
tween minepump and CFDP, it nearly doubles in the elevator case, ranging
from 38% to 53%. This indicates that managing a large number of BDDs is
the main challenge for efficient BDD-based tools.

In the third tool, Sat is the most costly computation. Its share is already
between 73% and 82% for minepump and CFDP, and reaches astonishing
proportions in the elevator case (about 95%). This clearly shows that expen-
sive satisfiability checking threatens scalability. We measured the average
time for a Sat computation. It amounts to 6.59 * 10~% seconds for PVL-Z3
as opposed to 3.36 * 1077 in BDD-based tools. In every model and prop-
erty, the remaining computation time is due to feature manipulations for the
most part. The average time of these is 1.62 * 10~ seconds — as opposed to
3.68 x* 10™7 in the other tools. Together, Sat and Man always make up more
than 92% of the overall verification time, and even over 95.5% in elevator.

In our context, SMT-based solutions thus appear less efficient than
BDDs. This has to be confirmed through the replacement of Z3 by other
SMT solvers. Indeed, Z3 offers many facilities that we do not need. Us-
ing another solver specifically designed for our purpose might yield better
results. We leave that for future investigations. Nevertheless, the poor
performance raises the need for alternatives to SMT.
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Table 8.2: Share of verification time due to satisfiability checking and for-
mula manipulation (in percentage).

ProVeLines PVL-MF PVL-Z3
Sat Man Sat Man Sat Man

L || 859 2772 || 7.28 2348 || 75.38 22.16
C#2 | 6.07  18.26 | 5.93 17.83 | 80.37 16.82
#3594 1787 || 5.32  16.00 || 74.92 21.99
#4 | 6.02 1818 || 5.21 15.74 || 80.35 17.77
.#D | 598 17.36 | 5.65 16.40 || 79.05 16.96

#1 || 10.14 28.79 | 10.10 28.69 || 73.07 20.86
#2 || 11.79 2724 | 10.91 25.21 || 77.85 16.65
#3 || 8.44 20.77 || 8.44 20.77 || 77.14 15.96
#4 1 925 2270 | 884 21.68 || 81.87 13.72
#5 | 9.38 24.32 || 891 23.09 || 78.57 13.49

#1 || 14.70 52.82 || 13.99 50.26 | TIMEOUT
#2 || 12.47 3797 || 11.35 34.56 || 95.45 3.37
#3 | 12.09 38.23 || 10.82 34.21 || 94.68 4.87
#4 || 13.17 39.94 || 12.98 39.38 || 95.13 4.47
#5 || 11.31  37.57 || 10.54 35.0 TIMEOUT

HEEEEO00QQQEEEEE

8.3.3 Explicit Attributes versus Boolean Conversion

As an alternative to Z3, we propose to transform integer attributes into
a set of Boolean variables. For simplicity, we create one Boolean variable
per attribute value. However, for attributes that can take n different values,
only [loga(n)] Boolean variables are needed. This results in a model without
attribute, which can thus be checked by PVL-MF. While this solution avoids
the overhead of SMT solving, it reduces the performance of PVL-MF because
more variables have to be dealt with.

The principles of this transformation applied to the CFDP model are
the following. Each time a constraint over attributes is encountered in the
model, it is first re-written in a form where only Boolean negation and
greater operators occur. For instance, the constraint

CFDP.Message.size <=3

is converted into
—~(CFDP.Message.size > 3).

Then, we replace each constraint involving the greater operator with equiv-
alent Boolean expressions. When the attribute is compared to a constant,
only one Boolean variable is needed to represent the constraint. For instance,
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the expression CF DP.Message.size > 3 is replaced by a Boolean variable
CFDP.Message.size3 which is true if and only if CF DP.Message.size has
a value strictly greater than 3. In the CFDP model on which our analysis is
based, attributes are also compared to a variable instead of a constant, for
instance in the termination condition of a loop. Let us consider, e.g., the
following fPromela excerpt:

int i = 0;
do :: CFDP.Message.size > i -> ... i++
else -> break ;

od;

S T W N =

The number of iterations in the loop is equal to the value of C'F'DP-
.Message.size. If we transform the attribute into Boolean variables, then
we have to execute the loop once if CFDP.Message.size( is true, one more
time if CFDP.Message.sizel is also true, and so on. The loop can thus be
replaced by a series of if-then statements whose inner block of instructions
is a duplication of the core of the loop:

1

int i = 0; 2
if :: CFDP.Message.size0 -> ... i++; 3
else -> break; 4

fi; 5
if :: CFDP.Message.sizel -> ... i++; 6
else -> break; 7

fi; 8
9

The above transformation is applicable only if the attribute takes its value
in a finite domain. Finally, attributes are also compared directly to variable
values, as illustrated in the following excerpt:

1

if :: fd_received == CFDP.Message.size -> 2
completed = true;

else -> completed = false; 3

fi; 4

)

In this case, we have to transform a condition into a series of conditions, i.e.
once for each value that the variable and the attribute may take:
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Table 8.3: Verification times for the CFDP example (in seconds).

| PVL-MF || PVL-Z3 | Speedup

#1 9.79 898.88 91.82

#2 2.72 345.86 127.15

#3 1.35 137.05 101.51

#4 12.24 1694.61 138.45

#5 21.44 3661.89 170.79
. 1
if :: fd_received == 1 && CFDP.Message.sizel 2

&& !'CFDP.message.size?2
-> completed = true; 3
fd_received == 2 && CFDP.Message.size2 4
&& !CFDP .message.size3

-> completed = true; 5
6
else -> completed = false; 7
fi; 8
9

As before, this transformation is applicable only to attribute and variable
over a finite domain. By successively applying the above transformations
each time an attribute appears, we end up with an equivalent fPromela
model with only features and Boolean attributes.

The following experiments aim at evaluating whether this is more effi-
cient than the Z3-based solution. We consider the complete CFDP model
and compare the time needed by PVL-Z3 and PVL-MF to perform the verifi-
cations. Results are shown in Table 8.3. It turns out that the transformation
implemented in PVL-MF yields far better results than PVL-Z3. We observe
a speedup ranging from 91.82 to 170.79. Interestingly, apart from Property
#1, the difference in speed increases as the properties are longer to check
(see in particular Property #5). This corroborates our previous results and
tends to show that in our context, attributes conversion is more viable than
SMT. This has to be confirmed through additional experiments with more
specific SMT solvers, though. Furthermore, this conversion may not always
be as straightforward as for fPromela.
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Figure 8.4: Benchmark results for the sieve of Eratosthenes.

8.3.4 Variable-Size Models

In Section 8.2, we mentioned that multi-features and attributes can repre-
sent variable-size models. Our new tools have thus the capability to verify
in a single execution a set of models varying only by their size. They avoid
redundant checking of common parts of these models, and are thus po-
tentially more efficient. However, multi-feature support has an impact of
performance. We must therefore evaluate if the avoidance of redundancy
offsets the loss in efficiency.

We consider the sieve of Eratosthenes modelled in fPromela*. The size of
the model is determined by the number of primes to compute. We compare
the performance of (1) ProVeLines applied on models where the number of
primes is fixed, and (2) PVL-MF executed on a model where this number is
equal to the number of instances of a feature. For a maximum number n,
we compute the time needed by ProVeLines for successively checking models
with 1 to n prime numbers to compute. Then, we execute PVL-MF on the
variable-size model.

Figure 8.4a shows the resulting verification times for n ranging from 30 to
48, whereas Figure 8.4b presents the number of explored states. Although
the checking time always grows exponentially, it turns out that PVL-MF
performs increasingly better than ProVeLines. As illustrated in Figure 8.4b,
this is because the former explores fewer and fewer states than the latter.
However, we observe that for PVL-MF, the verification time raises more
rapidly than the number of explored states; the overhead due to multi-
features has again a visible impact on the overall performance. Moreover,
the benefit might not always exist. When the largest model has significantly
more states than the smaller ones, the time needed to check these is negli-
gible. In such cases, PVL-MF might not be more efficient than ProVeLines
applied on each model size.
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8.4 Perspectives

We dealt with feature cardinalities and numeric features in SPL model check-
ing. Multi-features and feature attributes have received little support, be it
in FMs or behavioural specification languages. These constructs pose many
problems of both theoretical and technical nature. Nonetheless, the defini-
tion of languages supporting them is essential. Both constructs are useful in
terms of expressiveness, conciseness, and readability. In a behaviour speci-
fication, they allow the definition of variable-size models. Our experiments
showed that it is easier to verify such models than successively checking the
same model with different sizes. Multi-features are also useful for specifying
parallel processes that differ by their configuration. To deal with them, we
introduced the notion of feature context for parallel processes. More gen-
erally, contexts can relate parallel process with different FMs. Combined
with feature-model composition [2], this result opens the way for behavioural
verification of SPL compositions. This is an interesting direction for future
work.

Handling attributes in SPL model checking is difficult. SMT solvers
appeared as natural candidates to represent and reason over numeric fea-
ture formulae. Moreover, they are increasingly used in model checking.
They have proven their usefulness in bounded model checking and verifi-
cation of infinite-state and array-based systems [93]. We showed that SPL
model checking is another interesting application domain for SMT solvers.
However, these have to be combined with heuristics in order to provide an
acceptable level of performance in our context. However, our experiments
with Microsoft’s Z3 revealed that the overhead of SMT satisfiability check-
ing is too important, which forced us to consider alternatives like converting
attributes into Boolean variables. Yet, we need but a small subset of Z3’s
capabilities. Another solver optimised for our purpose could perform better.
A complementary solution is not to check feature formulae each time it is
needed. This leads to exploring more states than necessary but reduces the
number of calls to the solver.

Moreover, Boolean conversion is not always practical. The behavioural
models we considered do not include quantitative aspects like real-time or
cost /rewards. Feature attributes in these contexts likely represent more
complex forms of variability, e.g., data throughput, processor speed, or en-
ergy consumption. Model checking such SPLs requires the combination of
this work with quantitative formalisms like FTA (see Chapter 7). This is
non-trivial; several theoretical issues like decidability are expected. On the
technical side, the use of SMT solvers might be a mandatory step. Still, it
constitutes an interesting problem that deserves to be further explored.
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Chapter 9

ProVeLines: A PROduct
Line of VErifiers for Software
Product LINES

In this chapter, we discuss the implementation of all the theoretical develop-
ments presented so far. Although some of the earlier chapters have already
shed some light on it, we give more details about the resulting tool, ProVe-
Lines. Its origin is a tool named SNIP [53], which is the realization of the
FTS theory as presented in Chapter 3. SNIP is one of the first SPL model-
checking tool, along with fNuSMV' [58, 54], SPLVerifier [12], and VMC [156].
In SNIP, SPL behaviour is modelled in fPromela (see Section 9.3). The tool
implements semi-symbolic FTS algorithms, that is, based on an explicit rep-
resentation of the state space and on a symbolic encoding of products into
feature expressions. SNIP is linked to TVL, one of the latest feature mod-
elling language. Basically, the model checker invokes an external library
which extracts, from a TVL model, a feature expression encoding the valid
products. Given an fPromela model and a TVL model, SNIP can analyse
the behaviour of the valid products in search for deadlocks, failed assertions,
or violations of LTL formulae. SNIP already constitutes a usable proof of
concept for the efficient verification of SPLs. However, it implements only
the state-of-the-art verification methods presented in Chapter 3, and thus
lacks the theoretical developments we proposed.

A solution to implement our methods is to extend SNIP. Unfortunately,
the different extensions of FTS we designed require different algorithms
or data structures to represent and manipulate efficiently all the new con-
structs. For instance, the inclusion of real-time in F'T'S changes the definition
of the state space and the logic for specifying properties, whereas numeric
features oblige the use of an SMT solver. As for abstraction, it brings slight
modifications to the checking algorithms and the implementation of a re-
finement procedure on top of these. Moreover, all these extensions are not
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Figure 9.1: ProVeLines’ FM

necessarily compatible. Our abstraction methods rely on the preservation
of LTL; they could thus not be applicable to TCTL.

Given this variability, it appears more efficient to design, for each sub-
set of extensions, a new variant of the tool that manipulates only the re-
quired constructs. These variants share many commonalities in source code,
architecture, specification language, and algorithms. Moreover, new vari-
ants could be developed to implement future FTS-based approaches. The
need for managing all the existing and future variants motivated us to re-
engineer SNIP as a product line named ProVeLines, of which SNIP is but
one of the products. The tool variants are built from the same code base by
pruning code and setting compilation options. ProVeLines is the first SPL
model-checking toolset to provide all the aforementioned functionalities. It
is open-source and freely available on our website.'

9.1 ProVeLines’ Variability

Developing ProVeLines as an SPL allows us to tailor it to the specific needs of
the user. Indeed, many of its features augment its capabilities but increase
the verification time. In a specific variant, the unneeded features should
thus be removed. We organize the features of ProVeLines in an FM shown
in Figure 9.1. Variability within ProVeLines originates from four factors:
the model of the System, the Property, the supported types of Features,
and the Data Structures. Altogether, ProVeLines consists of 40 unique
products, including SNIP.

ProVeLines can check Discrete or Real-Time models. To support the
latter, modifications are required in the specification language (viz. to
handle timed statements in fPromela), the underlying formalism (to en-
code timed statement into real-time data structures), and the verifier (to
make the verification aware of real-time, that is, to consider FTA instead of

"https://projects.info.unamur.be/fts/provelines/
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FTS). ProVeLines can perform four types of verifications: Reachability,
F-Simulation, LTL checking, and TCTL checking. When real-time models
are considered, ProVeLines is limited to reachability and TCTL. First, we
have not studied F-Simulation for real-time models. Second, LTL cannot
reason on real-time, and the satisfiability problem for its real-time extension,
named Metric Temporal Logic [123], is undecidable [8]. Accordingly, feature
Real-time cannot coexist with features LTL and Simulation. On the con-
trary, TCTL can be enabled only if real-time models are considered. All the
verification algorithms are implemented as part of the checker component.

In addition to Boolean features, ProVeLines supports Multi-Features
and Numeric Features. As features have to be declared in the fPromela
model, the support for non-Boolean features requires modifications to the
language. The components dealing with variability have to be modified as
well since the data structures that encode feature expressions depend on
the types of considered features. In our implementation, variability related
to system types, algorithms, and features is implemented in the form of
preprocessor directives, e.g., #ifdef.

ProVeLines provides three data structures to represent feature expres-
sions and check their satisfiability. For Boolean features, ProVeLines can
use either Binary Decision Diagrams (BDD) [32] (implemented in the CuDD?
library) or formulae in Conjunctive Normal Form (CNF) checked by Min-
iSat [85]. As it was already the case in SNIP [53], BDDs are more efficient
than CNF's, whose size rapidly grows as more features are added. Yet, fur-
ther empirical studies are needed to confirm this observation. To handle
numeric features, we developed a wrapper to Microsoft’s Z3 [80]. In Z3,
formulae are encoded in native data structures called abstract syntax trees.
ProVeLines uses them to encode feature expressions and calls Z3’s algo-
rithms to check their satisfiability. The choice of a data structure is applied
via compilation options. To encode real-time, ProVeLines relies on UP-
PAAL’s implementation of Difference Bound Matrices (DBM) [23] combined
with feature information. Observe that SNIP is the variant with features
Discrete, LTL, Reachability, and BDD.

9.2 Overview of the Architecture

An overview of the architecture of ProVeLines is given in Figure 9.2. The
core of our tool consists of four main components: fts, features, fm and
checker. F'TS is an interface providing a set of methods to access the differ-
ent elements of the FTS: the states, their atomic properties, their transitions,
etc. An actual implementation of this component is a bridge between a given
behaviour modelling language and its semantics expressed in terms of FTS.
It is, for instance, responsible for transforming on-the-fly an fPromela model

Zhttp://vlsi.colorado.edu/~fabio/CUDD/
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into an equivalent FT'S. In the case of real-time models, it also manages the
clock zones, although it dedicates their computation to an external compo-
nent. Adding a new language thus requires to develop a new implementation
of the FTS interface. When LTL formulae are checked, additional interfaces
provides the methods necessary to observe and manipulate the correspond-
ing Biichi automaton, its states, and its transitions.

Feature expressions are not handled in this component, which delegates
this task to the features component. The latter offers methods to create, ma-
nipulate, and compute feature expressions. It also provides analysis opera-
tions (e.g., checking if a given expression encodes at least one valid product).
It is linked to the fm, which consists of a wrapper to the TVL library [52] so
as to extract a feature expression encoding the set of valid products. This al-
lows the verification algorithms to ignore invalid products, thereby lessening
the number of executions to analyse. ProVeLines could be linked to another
variability modelling language via another implementation of the FM inter-
face. Finally, checker implements the verification algorithms. It makes use
of the F'TS component to explore the state space of a given automaton, and
of the Features component to performs operation of feature expression (e.g.,
accumulating them during the exploration and checking inclusion when a
state is revisited).

Outside the core architecture lies useful additional components. The
math component provides a set of data structures and functions to represent
and manipulate mathematical constructs. Most of them are dedicated to
logical formulae (be they binary or arithmetic), but one also finds a wrapper
to UPPAAL’s DBM library [23], as well as a formula minimizer (for display
purpose). The implementation of logical formulae consists of wrappers to
external libraries and tools. wtil contains general-purpose data structures
and functions such as linked lists, stacks, hash functions, hash tables, as
well as a parser subcomponent that provides functions to extract featured
program graphs from an fPromela model.

9.3 Input Languages

Within ProVeLines, SPL behaviour are defined in fPromela, an annotative
and executable modelling language based on the SPIN model checker’s input
syntax [114]. Basically, an fPromela model describes the behaviour of a set
of processes subject to variability. Each process is specified in a proctype
structure. Within a process, executable statements are expressed using con-
structs inspired by imperative programming languages. A statement can be
annotated with a feature expression, such that only the subset of products
satisfying the formula are able to execute the statement. Let us consider
the excerpt shown in Figure 9.3. Features are declared as Boolean fields
of a user-defined structure called features. In this model, two processes
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e 1
typedef features { 2
3
bool Snd_min 4

} 5
features CFDP; 6
active [2] proctype cfdp_entity(...) { 7
int i = 0; 8

e 9

if :: CFDP.Snd_min -> ... // send message 10
else -> ... // do nothing 11

fi; 12

13

} 14

Figure 9.3: An example of fPromela model.

of type cfdp_entity are specified. At some point, the specification of a
cfdp_entity splits into two parts: one for the products satisfying the feature
expression Snd_min and one for the others. The semantics of an fPromela
model is an FTS. Each process is first translated into an FTS. A state corre-
sponds to a variable valuation and a node of execution. Transitions between
states are determined according to the executable statements. Feature ex-
pressions labelling transitions are directly derived from the fPromela model.
Once all the processes have been translated, the final FTS is obtained by
computing their parallel composition [53]. As more system types and kinds
of features were supported, we extended the fPromela language with new
constructs. In order to model SPLs with real-time behaviour, we incorpo-
rated timed statements in fPromela, which specify that the system needs
time to execute the next action. Let us consider the following example:

typedef features {
bool FastStart;
bool FastStop
+s
features f£;
// clock declaration
clock c;
bool pumpOn = false;
active proctype toto() {
off: pumpOn = false;
// timed statements
gd :: f.FastStart ->

© 00 O Ui Wi

—
_ O

—_
[\]
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while (c<7) wait; 13

when (c>4) reset(c) goto on; 14

else -> 15

while (c<10) wait; 16

when (c>7) reset(c) goto on; 17

dg; 18

19

on: ... 20

} 21

We use real-time clocks to encode the passage of time (see Line 7). The
statement wait specifies that the process can delay its next action as long
as the value of a given clock remains in a certain interval (i.e. a location
invariant). The statement when specifies that the process can trigger the
next transition only when the value of a given clock lies in a certain interval
(i.e. a transition guard). For example, Lines 14-15 specify that when feature
FastStart is enabled the system needs between 4 and 7 time units to move
from state off to state on. When this feature is disabled, the delay amounts
to between 7 and 10 time units. We can check timed fPromela models, whose
semantics is an FTA (see Chapter 7) against timed reachability properties
such as “for which products can the system be turned on in less than 5 time
units”. In this case, ProVeLines would find out that feature FastStart is
needed to satisfy the property. Another recent extension of fPromela is the
support for multi-features and numeric features. Since we already detailed
the complete specification of these features in Section 8.2, we do not repeat
it here.

9.4 User Interface

We now illustrate ProVeLines’ command-line interface by means of a con-
crete example. As ProVeLines is based on SNIP, which is itself inspired by
SPIN [114], the interface of both tools is similar [53]. We consider the SPL
of minepump systems, which we used to carry out experiments in several
previous chapters. For recall, this system consists of a controller, a pump, a
water sensor, a methane sensor and a user. When activated, the controller
should switch on the pump when the water level is high, but only if there is
no methane in the mine. The model is composed of several communicating
processes. We consider on the following property: “There is never a situ-
ation in which the pump runs indefinitely even though there is methane.”;
in LTL: =00(pumpOn A methane). A call to ProVeLines to checking this
property yields the following.

$ ./provelines -check -1tl °’!<>[] (pumpOn && methane)’ minepump.pml

Checking LTL property !<>[] (pumpOn && methane).
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Property violated [explored 469 states, re-explored 0]
- Products by which it is violated (as feature
expression):

(Start & Stop & MethaneQuery & MethaneAlarm & Low
& High)

- Stack trace:

[...]

The parameter —check specifies that we want to verify the fPromela model.
Alternatively, we could use the parameter —s to print the featured program
graphs of the fPromela model, or the parameter -sim to generate a ran-
dom execution of the model. When -check is used, the parameter -1t1
is followed by the LTL formula to verify. Using the above commands, the
verification stops either when all the state space has been explored for all
products, or as soon as a counterexample is discovered. As mentioned in
Chapter 3, more than one counterexample might be needed, though. There-
fore, an additional parameter, —exhaustive, makes the tool continue the
verification until counterexamples are found for all violating products.

$ ./provelines -check -exhaustive -nt

-1tl ’!<>[] (pumpOn && methane)’ minepump.pml

Checking LTL property !<>[] (pumpOn && methane).
Property violated [explored 469 states, re-explored 0]
- Products by which it is violated (as feature
expression):
(Start & Stop & MethaneQuery & MethaneAlarm & Low
& High)

[...]

Exhaustive search finished [explored 13199 states,
re-explored 110745].
- 16 problems were found covering the following
products (others are ok):
(Start & High)

Note that we did not specify the feature model explicitly; in this case, ProV-
eLines automatically looks for a file named minepump.tvl. ProVeLines finds
16 violations and concludes that all products with features Start and High
violate the property. This is not what we expected, as the property is sup-
posed to be satisfied by all the products. Products without Start or High
will never even start the pump, which is why they satisfy the property.

A look at the stack traces reveals a problem with the property. Basically,
the controller has a central loop, in which it can receive three types of mes-
sages: user commands, methane alarm messages, and water level readings.
The stack traces show in every case that the methane sensor sends an alarm
message to the controller. However, as the choice of receiving one of the
three messages is non-deterministic, the controller might ignore the alarm
message indefinitely. In practice, such a behaviour is highly unlikely. It is
thus reasonable to assume that the controller will infinitely often accept a
message of each type if they are present. This assumption can be specified
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as the LTL formula:
(O0readCommand) A (O0readAlarm) A (dOreadLevel).

Then we obtain the following.
$ ./provelines -check -exhaustive -nt -1tl

>([1<> read..) -> (!'<>[] pump..)’ minepump.pml

Checking LTL property ([]<> read..) -> (!<>[] pump..).
Property violated [explored 20674 states, re-explored
92326]
- Products by which it is violated (as feature
expression):
(Start & Stop & MethaneQuery & !MethaneAlarm & Low
& High)

[...]

Exhaustive search finished [explored 26380 states,
re-explored 197637].

- 8 problems were found covering the following

products (others are ok):

(Start & !MethaneAlarm & High)
According to this result, feature MethaneAlarm is required to satisfy the
property. This corresponds to what we expected, as feature MethaneAlarm
alerts the controller of methane, leading it to shut off the pump. Normally,
the example property is not expected to hold for products that do not have
feature MethaneAlarm. It corresponds to a requirement implemented by the
feature. We should therefore check it only against products that have the
feature. This can be accomplished in ProVeLines using the -filter param-
eter. This parameter restricts the verification to a subset of all products
specified as a feature expression (in TVL syntax). Limiting the previous
check to products with MethaneAlarm yields the following.

$ ./provelines -check -exhaustive -nt
-filter ’MethaneAlarm’
-1tl ’([1<> read..) -> (!<>[] pump..)’ minepump.pml

Checking LTL property ([]<> read..) -> (!<>[] pump..).

Attention! Checks are only done for products
satisfying:
MethaneAlarm!

Property satisfied [explored 21201 states, re-explored
188589] .
The property is indeed satisfied by all relevant products.

When ProVeLines’ Real-Time feature is enabled to check real-time SPLs,
the commands to input are mostly the same. The sole difference lies in that
TCTL formulae are checked as opposed to LTL. Therefore, the parameter
-tctl replaces the previous -1t1 parameter. In the following example, we
determine which products of the real-time version of the minepump SPL
can turn on in less than five time unit, that is, we check the TCTL formula
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IO <50n:

$ ./provelines -check -tctl ’EF (<5) on’
minepump_rt.pml

Property violated

- Products by which it is violated (as feature

expression):
(!FastStart)

- Stack trace:

[...]

CHAPTER 9. PROVELINES

As mentioned in Chapter 7, only the products with feature FastStart can

satisfy this property.

The last type of verification we may execute is simulation checking. Let

us consider the following excerpt of fPromela model:

active proctype toto() {

int i = 0;

gd :: f.Foo || f.Bar -> i++;
else -> skip;

dg;

assert (i == 1);

}

as well as an abstract version of this model:

active proctype toto() {

int i = 0;

gd :: f.Foo -> i++;
else -> skip;

dg;

assert (i == 1);

}

© 00 O Ui W N
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This model abstracts feature Bar, which may change the behaviour of the
products having this feature. If we run ProVeLines, we indeed obtain that
the abstract model does not simulate the original model for the products
having feature Bar but not feature Foo, and is thus not an appropriate

abstraction:
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$ ./provelines -check -tctl ’EF (<5) on’
$ ./provelines -sim -props p.prop
orig.pml abstract.pml

Checking F-simulation.

Simulation holds for the following products:
(!Foo & !Bar) | Foo

This result is not surprising: the abstraction given here is not an F-abstract-
ion in the sense of Definition 6.2, since it does not satisfy Equation 6.1.
Indeed, in the abstraction, the transition corresponding to the execution of
the statement i++ is available to fewer products (i.e. [Foo]) than in the
original model (i.e. [FooV Bar]). Conversely, the transition executing the
statement skip is available to products [-FooA—Bar] in the original model,
and to products [~Foo] in the abstract model.

9.5 Perspectives

We designed the architecture of ProVeLines in a way that makes it exten-
sible. It can serve as a basis for the implementation of future FT'S-based
verification methods. In particular, we can broaden the portfolio of our
checking algorithms, e.g., to enable the verification of stochastic and hy-
brid SPLs. As for real-time, the major challenge in these new approaches
is to define efficient data structures to represent and manipulate quantita-
tive data. The modular architecture of our tool facilitates the integration
of other data structures, be it to represent feature expressions, real-time, or
others. It thus enables a swift comparison between several alternative data
structures.

We believe that the verification procedures implemented in ProVeLines
have reached a sufficient maturity level to be confronted to real-world cases.
The next challenge to face is to adapt the ergonomy of languages and tools
so that engineers can actually use SPL model checkers without having a deep
knowledge of the underlying theory. An unavoidable requirements to reach
this goal is the integration of other high-level languages. Jeanjot [117] has
already made a step in this direction, as he developed a prototype wrapper to
Stateflow for ProVeLines. Willemart [161] went even further: he designed a
textual language based on statecharts to represent variable behaviour, used
this language to model a real-world SPL, and integrated it into ProVeLines
to perform verifications on the model.

More generally, the low coupling between input and algorithms permits
engineers to use, extend, and tailor ProVeLines even if they do not hold any
expertise in model checking. The separation of concerns that drove ProVe-
Lines development yield numerous facilities that can be used independently
and in many contexts. Thereby, we hope that our tool will reach researchers
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and practitioners alike. An interesting future work that would help achiev-
ing this objective is the development of a graphical user interface similar
to that of UPPAAL [23], where users can draw models of their system, de-
fine properties to verify in an intuitive language, and observe the results
graphically.
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Chapter 10

Modelling and Verification of
Adaptive Systems

All the work presented so far aims at designing model-checking techniques
and optimisations specifically for SPLs. In the next two chapters, we show
that the ideas behind our approach can be applied to other automata-based
formal methods. We focus first on providing a framework to model and
verify adaptive systems.

Our society increasingly entrusts computerized systems with complex
and critical tasks. These systems have to be adapted, or adapt themselves,
to a rapidly evolving environment, while accomplishing their tasks reliably.
Due to the short reaction times required, some of these adaptations have to
be performed automatically, leading to self-adaptive systems (more simply
called adaptive systems from now on). Such systems are usually structured
in two levels. The base level manages the basic tasks of the system. It
has a simple design that allows rapid response times, but does not allow to
respond to exceptional conditions. For instance, a satellite control system
is in charge of maintaining the attitude of the satellite so that the solar
panels face the sun. It must react rapidly when the satellite starts to spin.
On the other hand, the adaptive level can detect a change of conditions,
and reprogram the base system to adapt to these new conditions. Again,
the base system is efficient, but often not exhaustive. For instance, when
entering the shadow of a planet, the system will be adapted to give priority
to the orientation of the data transmission antenna.

The verification of adaptive systems is a topic that received a lot of atten-
tion from the scientific community. In their research roadmap for adaptive
systems, Cheng et al. [42] stated that in the context of adaptive systems, the
objective of quality assurance is to provide evidence that the system is able to
cope with changes in its objectives and its environment. The classical valida-
tion and verification methods being meant for stable systems, there is a cru-
cial need for novel techniques specific to adaptive systems. They presented
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a framework for adaptive systems assurance, in which the system, the goals,
and the context are subject to modifications. This results in a succession of
models for the system and properties to verify. Following this idea, several
verification methods model them as a set of programs [5, 125, 129, 167].
To ensure the satisfaction of intended properties in an unstable environ-
ment, the system is able to make transitions between those programs. The
execution of such transitions is called an adaptation. By performing it,
the system modifies its future behaviour. In this context, one distinguishes
between local properties that specific programs must satisfy, global proper-
ties that must be satisfied by any execution of the system, and transitional
properties that must hold during an adaptation. To specify the transitional
properties, Zhang et al. [166] proposed a new logic called A-LTL. In their
recent work [167], they provided an algorithm based on marking to verify an
adaptive system against an A-LTL formula. Kulkarni et al. [129] consider
that an adaptive system is a program able to add or remove components dur-
ing runtime. Instead of traditional model checking, they use proof lattice as
an alternative solution for verifying that all possible adaptations satisfy all
the global properties. Adler et al. [3] propose a framework to model adap-
tive systems at a high level of abstraction. This framework allows one to
perform model transformations to derive more abstract models and reduce
verification complexity, e.g. through data abstraction. The authors also in-
troduce algorithms dedicated to the verification of particular properties like
stability and steadiness. There exist other verification approaches for adap-
tive systems that are based on model transformations [94, 18], but those
are reduced to the verification of safety or invariant properties. Although
they do not target model checking, Khakpour et al. [122] propose PobSAM,
a language to model and specify adaptive systems and adaptation policies.
The semantics of PobSAM is given in the form of a process algebra. This
allows the authors to define behavioural equivalence modulo a new definition
of bisimilarity. Instead of functional requirements, Filieri et al. [88] tackles
the verification of non-functional requirements like reliability in the context
of adaptive systems. For this purpose, they propose novel algorithms for
checking efficiently parametric parametric discrete-time Markov chains.

In this work, we slightly derive from the original idea of representing
adaptive systems as a set of programs. Instead, we propose to model adap-
tations by the notion of feature, borrowed from SPL engineering. Classically,
a feature is an added functionality to the system, that responds to a (new)
need of the customer. Here, a feature can also be an adaptation to envi-
ronmental conditions. For uniformity, we also model such evolutions of the
environment (in which we might include some parts of the system itself) as
special features. They can be failures (in which case the associated behaviour
describes the failure mode and effects), increase of power of an attacker (in
which case the associated behaviour describes the modus operandi of at-
tacks), etc. In some cases, preserving the functionality of the system is not
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possible, e.g. in the presence of severe failures. Therefore the requirements
need to allow for degraded functionality in such cases, and thus our require-
ments logic also should include dependency on features. For instance, when
a solar panel is damaged, the satellite is allowed to shut down some of its
non-prioritary facilities (e.g., observation of aurora borealis) to preserve its
vital functions (e.g., avoiding falling on Earth) instead. We thus define re-
silience as the capacity to ensure such conditional requirements in presence
of a changing environment (at end of Section 10.2). The resilience-checking
problem departs from the classical model-checking problem in several ways,
and thus requires specific adaptations of the classical algorithms, presented
in Section 10.3.

10.1 Dynamic Software Product Lines

One way to model a dynamically adaptive software is to represent it as a set
of static programs and transitions between them [167]. A transition between
two programs models an adaptation of the system, which may be needed in
case of changes in the properties of the environment. Since those programs
are usually meant to satisfy the same set of high-level goals, they likely
share commonalities in their structure and behaviour. Moreover, nowadays
an increasing number of software systems are designed as product lines and
we observe the emergence of Dynamic Software Product Lines (DSPLs) [97],
especially in the mobile software industry. In order to cope with changing
architectures and environments, these SPLs are equipped with the ability
to change their set of features at runtime. In this context, we call config-
uration the set of features of a system at a particular point of time, and
reconfiguration the process of altering the configuration of this system. The
implementation details of reconfiguration are often hidden to the user who
can only witness which features of the system have changed.

However, behavioural modelling approaches for SPLs like FT'S do not
consider that an SPL may have to adapt its behaviour due to unexpected
changes in the environment. In other words, a given configuration is chosen
and fixed through the whole execution of the system, which thus cannot
react to changes in its environment. Here, we propose a new modelling for-
malism that allows dynamic reconfiguration. More precisely, we introduce
Adaptive Featured Transition Systems (A-FTS), an extension of FTS meant
for modelling DSPLs. A-FTS explicitly represent the variability of both the
system and its environment. The latter is defined as a set of features, such
that an environment feature is a Boolean characteristic of the environment
that may change over time and that the software has the ability to perceive.
The capability of the software to execute a transition thus depends on both
its features and those of the environment. For the system, we distinguish
between fized, non-mutable features and adaptable features. To capture the
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variability of both the system and the environment, we consider that a fea-
ture model is defined over a set of features ' = F;UF, such that F} is the set
of system’s features, F, C Fjy is the set of the system’s adaptable features,
and F, is the set of features of the environment with Fx; N F, = (). According
to the above, we define a system configuration (resp. an environment con-
figuration) as a subset of Fy (resp. F.), and a (complete) configuration is
the union of these two.

An adaptable feature may be enabled or disabled at some points dur-
ing the execution. Unexpected variations in the environment may force the
software to adapt its configuration so that it still works properly according
to intended requirements. Given that objective, we consider that after the
system executes a transition, it is able to observe the features of the environ-
ment that are enabled at that time. According to the current configuration
of the environment, the system may alter its own configuration so that it
avoids failure or undesirable situations. Since we do not consider real-time
constraints, we suppose that these reconfigurations are atomic and instan-
taneous. However, the system can be forbidden to reconfigure itself at some
point because it must first terminate the execution of a given sequence of
actions. In particular contexts, the environment can also be stable during
a given period. The following formal definition of A-FTS takes all these
considerations into account.

Definition 10.1 (Adaptive FTS)
An A-FTS is a tuple (S, Act, I, AP, L, fm,~) where

e S, Act, I C S, AP, and L : S — 247 are defined as in Defini-
tion 3.2;

e fm is an FM over a set of features F = FsUF,, where FsNF, = ()
and F, C Fs is the set of adaptable features;

o v:Sx Act x S — (2F x 2 — {T, 1}) is a function that defines
the transition relation.

Note that unlike LTS and FTS, the transition relation is not defined as
a set called Trans. Instead, we use the function « to encode symbolically
which transitions exist, which products can execute them and how the con-
figuration of the system and the environment can evolve. More precisely,
this function allows us to:

1. Determine whether of not the system can reach a state s’ by executing
an action « from a state s. If that is not the case then (s, «, s') is a
function that returns 1 whatever the configuration of the system and
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of the environment. We also assume that for a given configuration, s’
is unique:

( \/ Y(s,a,8)(cUe, U ) A \/ V(s a,8")(cUe, " Ue")) = &' = 5"

C/ 76/ C”,e”

2. Restrict the set of configurations able to execute such a transition.
Let us suppose that the system can reach s’ from s by executing o
if and only if its features satisfy the feature expression exp. For any
system’s configurations ¢ € [exp],d € 2(Fs) and any environment’s
configurations e, e’ € 2, we have (s, a,s')(cUe,d Ue') = T. This
definition of transition relation is thus more general than in FTS.

3. Restrain how the configuration of the system and the environment
can evolve after the execution of the transition. For instance, let us
suppose that if the system moves from s to s’ by executing a while
in configuration ¢ then it cannot change its configuration at all. To
express that constraint we define that for any system’s configuration
¢ and environment’s configurations e and €', we have that

ctdVe#e =y(s,a,8)(cUe,dUe)=1.

Note that v must be defined such that only the adaptable features of the
system may be enabled or disabled during runtime:

(c\Hu(d\e)Z F, = —y(s,a,8)(cUe,dUE)

for any s,a, ', ¢, e,e’. Moreover, any reconfiguration of the system and
the environment must ensure that the new configuration is valid (that is, it
must satisfy the constraints of the feature model). Accordingly, the function
~ must be such that:

dUe E fm = v(s,a,8)(cUe,d Ue) =L
for any s, a, s, ¢,c e, €.

Example 10.1.1 An ezample of an A-FTS is graphically illustrated in Fig-
ure 10.1. It depicts a small behavioural model of an adaptive routing protocol
inspired by the case study of Zhang et al. [167]. The system has one adaptable
feature encryption, which leads to two possible configurations. Similarly, the
environment has one feature safe that may or may not be enabled. Initially,
the system is in state ready. Once it receives a message, it enters the state
received. Then, it routes the message and enters either routed-safe or
routed-unsafe depending on whether the environment is safe or not. This
information is captured by the environment’s feature safe. In our graphical
representation, we model these restrictions by writing the feature expression
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that must be satisfied by the current configuration of the system and the
environment for the transition to be executable. Formally, we make use of
the transition relation vy for defining those restrictions. For instance, we
know that the transition between received and routed-unsafe cannot be
executed in a safe environment; accordingly, we define v such that

vy(received, route(), routed-unsafe)(cUe,d Ue') =L

where safe € e and for any € ,c,d'. In order to increase readability, we do
not explicitly represent the whole definition of the function . If the envi-
ronment is safe then the system simply sends the message, reaches the state
sent-safe, and ends up going back to the state ready. If the environment
is not safe and if the system’s feature encryption is enabled, then the sys-
tem encrypts the message and sends it afterwards. Otherwise, it sends the
message unencrypted. In every case, the system eventually returns to state
ready. In our graphical representation, the set of atomic propositions satis-
fied by a given state is written directly below it. Additionally, we define that
once the system has routed the message it cannot change its configuration
until it reaches state ready again. Similarly, we suppose that the features of
the environment are stable between the routing and the sending. We capture
those restrictions by means of the transition relation ~y. For instance, we
have

v(routed-safe, send(), sent)(cUe,dUe) =T & (c=d he=¢)

for any c,c,e,e’. A property of interest for this system is that while the
environment is unsafe, no package is sent before it is encrypted. Further in
this chapter, we introduce a new logic able to express such properties.

As mentioned in Chapter 2, an execution of a transition system is defined
as an infinite alternating sequence of “states” and actions. Unlike LTS and
FTS, the concept of state in A-FTS does not only refer to the state of the
system itself, but also to its configuration as well as that of the environment.
In order to avoid ambiguity, we call that a macrostate.

Definition 10.2 (Macrostate)
A macrostate of an A-FTS is a triplet

(s,c,e) C S x 2F% x ofe

such that cUe € [fm].

For example, one of the macrostates of the A-FTS presented in Exam-
ple 10.1.1 is (ready, 0, {safe}). If the A-FTS is in this macrostate, it means
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routed-
unsafe

Q! {sent, encrypt}
-

Figure 10.1: The A-FTS modelling the adaptive routing protocol.

that the system is in state ready, does not have the feature encryption en-
abled and runs in a safe environment. Then once the action receive()
is executed, the A-FTS can reach one of the following four macrostates:
(received, 0, 0), (received, (), {safe}), (received, {encryption}, 0), and
(received, {encryption}, {safe}). The actual macrostate depends on how
the environment evolves and how the system decides to reconfigure itself.

Definition 10.3 (Run in A-FTS)
A run in an A-FTS is a sequence of the form

(SOa €0, 60)050(51, C1, e1)051 s (Si’ G, ei)ai s

where (so,co,e0) € I x 2F5 x 2F¢ and where for every i € N we have
Y(siy vy 8i41)(ci U eg, cipr Ueigr).

Note that this definition allows the system and the environment to start
in any configuration permitted by the FM. For instance, a run in the A-FTS
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described in Example 10.1.1 is

(ready, D, {safe}) receive() (ready,{encrypt},?) route()
(routed-unsafe,{encrypt},) send() (sent-encrypt,{encrypt},)
ready() (ready,0,{safe})...

Due to the reconfiguration capabilities of A-FTS, the notion of projection
is also different from that of FTS. We define the projection of an A-FTS onto
a configuration c as the A-FTS obtained by setting its initial configuration to
c. The resulting A-FTS is noted afts|. and is such that its set of executions
is given by

[afts|] = {(s0,co,e0)an(s1,c1,e1)an - € ((S % 2 s 2f) x Act)®
|so € INco=cAVieNey(siass41)(ciUe,cipr Ueirr)}

Then the semantics of an A-FTS is a function that associates a system
configuration ¢ with the set of executions where the system starts in config-
uration c.

Definition 10.4 (A-FTS semantics)
Let afts be an A-FTS. The semantics of afts is the function

[afts] : 2F% — (S x 2F% x 2% x Act)” o [afts](c) = lafts|]

According to the above semantics, there is a close relation between A-
FTS, FTS, and TS. An FTS is an A-FTS where the system and the envi-
ronment start in any valid configuration and never modifies it, that is

V(s0, co, €0)ao(S1,c1,€1)ar ... (85, ¢iyei)a; - -+ € [afts](co) o
Vie Neci=cit1Ne; =e€jq1.

A sufficient condition for that condition to hold is that (s, «, s")(¢, ) re-
turns | whenever ¢ # ¢. In this case, two runs differ only by (1) the
executed actions and (2) the states reached by the system. Furthermore,
the projection of this FTS onto a configuration ¢ (i.e. an TS) is equivalent
to the projection of this special A-FTS to c.

10.2 The AdaCTL Logic

To express properties that a DSPL must satisfy, we use a variant of the
fCTL logic [58], which itself extends CTL in the same way as fLTL extends
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LTL. Our new logic, called Adaptive Configuration Time Logic (AdaCTL),
extends the syntax of fCTL to allow further reasoning over the features.
Also, its semantics is different because it takes into account that the system
and the environment are not always allowed to change their own configura-
tion. In this section, we introduce the syntax and the semantics of AdaCTL
and provide an example of property that can be expressed in this logic.

10.2.1 Syntax

We can classify the AdaCTL formulae into three categories. The first type
of formula is called feature formula. It has the form

U= [x]®

where x is a feature expression and ® is a state formula. To increase read-
ability, when the feature expression y is equivalent to T, we omit it; that is,
for any state formula ®, we define that

o = [T].

A state formula is defined over a set AP of atomic propositions and is built
according to the following grammar:

Q=T |a| V1 ATy | V| Ap | Ep

where a € AP, ¥, U, and Vs are feature formulae, and ¢ is a path formula.
This latter category of AdaCTL formula is defined as follows:

gD:Z:O\I/|‘111U\I’2|\I’1R\I/2

where W, Uy, and ¥4 are feature formulae, ) is the next operator, U is the
until operator, and R is the release operator.

Before providing AdaCTL with a formal semantics, we first explain it
intuitively for each type of formula. A feature formula [x]® means that if
the system is in a given macrostate (s,c,e) such that the configuration of
the system and the environment satisfy the feature expression y (that is,
cUe = x), then s must satisfy the state formula ®. It is thus very similar
to an fCTL formula. The difference is that in fCTL, a feature expression
occurs before the top-level state formula only, whereas AdaCTL allows it to
occur before any state formula. This provides more flexible ways to reason
on the features. In particular, if we want to express that a feature f must be
enabled, we may use the formula [—f] L, which is satisfied if and only if the
system is in a configuration where f is enabled. Moreover, while authorizing
feature expressions to occur at any level of a formula would not change the
expressiveness of fCTL, it increases that of AdaCTL. For example, since the
environment is modelled as a set of features varying over time, AdaCTL
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formulae can model changes of objective with respect to what happened in
the past.

A state formula is a formula defined over a state. Any macrostate satisfies
the formula T. A macrostate (s,c,e) satisfies a if and only if a belongs to
the set of atomic propositions in L(s); it satisfies the conjunction of two
formulae if and only if it satisfies both. Also, the negation of a formula
is satisfied if and only if the formula itself is not satisfied. The AdaCTL
operator £ is similar to the existential operator of CTL: a macrostate m
satisfies the formula £y if and only if there exists a path starting from m
that satisfies . The most subtle difference between AdaCTL and the other
two logics lies in the semantics of formulae of the form Ap. A macrostate m
satisfies Ay if and only if starting from m, the system can ensure by means
of reconfigurations that any forthcoming execution will satisfy ¢ regardless
of the environment.

As in CTL, a path 7 satisfies the AdaCTL path formula OW if and only
if the first macrostate of 7 (that is, the macrostate following the initial one)
satisfies the feature formula W. A path 7 satisfies ¥1UWs if and only if it
eventually reaches a macrostate m; that satisfies W and every macrostate
before m; on 7 satisfies ¥y. Finally, m satisfies ¥1RW; if and only if every
macrostate reached by 7 satisfies Ws unless a previously reached macrostate
satisfied W1. From the until and the release operator, one can derive two
additional, intensively used operators: eventually (¢) and forever (O). In-
tuitively, a path 7 satisfies QW if and only if there exists a macrostate along
m that satisfies W; 7 satisfies U if and only if every macrostate along this
path satisfies ¥. Formally, these two operators are obtained as follows:

XIEQW) = [xIE(T U ¥)
[XA(QP) = [XJA(T U ¥)
[X]€(OW) = [x]€(T R ¥)
[XJAOY) = [xJA(T R ¥)

Example 10.2.1 We now provide an example of AdaCTL formula. Let us
consider the A-FTS presented in Example 10.1.1 and the property according
which the system must ensure that in an unsafe environment, no packet is
sent before it is encrypted. We can express this property as the AdaCTL
formula

AO([—safe]A(—sent U[-safelencrypted))

The O operator is needed because the environment can become unsafe at
any moment. According to this formula, from every macrostate where the
environment feature safe s disabled, the system must eventually reach a
macrostate where either the atomic proposition encrypted is satisfied or
the environment is safe again; any macrostate reached in the mean time
must be such that the atomic proposition sent is not satisfied.
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Example 10.2.2 Assume we model the requirements for a satellite to nor-
mally always maintain altitude (a) and make observations at regular inter-
vals (0), but in case the solar panels are damaged (failure d), the second
requirement can be dropped. This can be expressed as the formula

AO(a A [—d]o).

In classical CTL, the R operator is derived from the operator of U and
the negation. Consequently, [J is also derived from ¢ and the negation.
However, as we will show further in this section, this definition is not suitable
in AdaCTL because A and £ are not dual. Hence the need for considering
R as a primitive operator that cannot be derived from the others.

10.2.2 Semantics

Before providing AdaCTL with a formal semantics, we first formalise the
notions of strategy for both the system and the environment. Intuitively, a
strategy for the system determines how the systems reacts (that is, how it
reconfigures itself) according to what happened in the past. We call that a
reconfiguration strategy.

Definition 10.5 (Reconfiguration strategy)
Let (S, Act, I, AP, L,d,~) be an A-FTS. A reconfiguration strategy is a
function

Stre (S x 28 x 2Fe) T x § x 2 — of%

such that

Strc(s0,€0,€0, - - -5 Sk—15Ch—1, €k—1, Sky €k) = Ck =
(ckUer = fm) A ((cr—1\ cx) U (ck \ cx—1) € Fa).

Intuitively, the system modifies its configuration according to the se-
quence of all the macrostates that have been previously visited, the next
state that is reached and the next configuration of the environment. Simi-
larly, we can encode non-deterministic choices and uncontrolled configura-
tion as a strategy for the environment.

Definition 10.6 (Environment strategy)
Let (S, Act, I, AP,L,d,~) be an A-FTS. An environment strategy is a
function

Strp : (S x 285 x 2F¢)F 5 Act x 27°.
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An environment strategy thus associates the sequence of macrostates
that have already been visited with an action and a new configuration for the
environment. These definitions of strategy are closely related to those found
in the Alternating Time Logic (ATL) theory [9]. If the notion of feature were
absent, AdaCTL model checking could be regarded as a particular case of
ATL model checking. ATL is a logic able to express temporal properties on
multi-agent systems and concurrent game structures. It provides a special
quantifier << A >> where A is a set of agents or players working together to
meet specific goals. The semantics of this operator makes use of a definition
of strategy as well : << A >> ¢ is satisfied if and only if the players in A
can find a strategy such that any execution following this strategy satisfies
. Given that definition, the AdaCTL quantifier A is clearly similar to
<< Sys >> whereas £ is similar to << Sys, Env >>, Sys being the system
and Env being the environment. The difference between the two logics
is that in AdaCTL, the transition relation depends on the configuration
of both the adaptable and the non-adaptable features. Because of these
features, the satisfiability relation is more general than in ATL. Similarly,
an A-FTS with a unique initial configuration can be translated into a two-
player, turn-based, concurrent game structure. In this game, the players are
the system and the environment. The action of the former is the choice of
its new configuration. For the latter, it is the choice of an action and of its
new configuration. In the end, this work can be regarded as a generalization
of turn-based, two-players, concurrent game structures in the same way as
FTS generalizes L'TS.

Given an initial macrostate init = (sg, co, €p), an environment strategy
Strg, and a reconfiguration strategy Strc, applying Strg and Stro from
init results in a unique run

Path(init, Strc, Strg) = (so, co, €0)ao(s1,c1,€1)a - ..
such that Vi € N we have

(ozi, 6i+1) = St’r‘E(So, C0,€0y.-.4S5i,Ci, ei)

civ1 = Strc(s0, €0, €0, - - - Siy Ciy €55 Sit1, €it1)-

This run is valid according to afts if and only if it is part of the semantics
of afts, that is, Path(Init, Strc, Strg) € [afts]. More generally, we denote
by Path(m, Strc, Strg) the path starting from a macrostate m induced by
the environment strategy Stratp and the reconfiguration strategy Stratc.

Following the definition of valid run, we define that an environment
strategy Strg is walid according to afts if and only if it cannot lead to
invalid executions:

Vinit € T x 25 x 2F¢ o YStrg o Path(init, Strc, Stri) € [afts].
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We define similarly the validity of a reconfiguration strategy Strc:
Vinit € I x 2 x 2F « YStrp o Path(init, Stro, Strg) € [afts].

From now on, we consider only valid strategies. Then, we define the seman-
tics of AdaCTL as follows.

Definition 10.7 (AdaCTL satisfiability rules)

Let afts be an A-FTS, (s,c,e) one of its macrostates. Then the satis-
fiability of an AdaCTL feature or state formula by afts in macrostate
(s,c,e) is determined according to the following rules:

(s,c,e) . [x]® < cUelExV(s,ce)EDP

(s,c,e) = T Sl

(s,c,e) = a < a€ L(s)

(s,c,e) | P1ADy < (s,ce) = P1A(s,ce) = o

(s,c.e) = - < ((s,¢,e) E D)

(s,c,e) = Ep & JStre e AStry e Path((s,c,e), Stro, Strg) E ¢
(s,c,e) = Ap < 3Strg « VStrg e Path((s,c,e), Stre, Strg) = ¢.

The semantics of path formulae is very similar to that of CTL path
formulae:

TE QU <enllEY
mE YUV & Fj>0enj]EVIAVI<jen|i] ETY,
Tk URU, & (V>0 [ U)V

(Fi o wli] = U1 AVE < i e7[k] |E Us)

where 7 is a path, 7[0] is the initial macrostate of w, and w[i + 1] is the
macrostate following wl[i] in .

According to the above, we define that afts|. satisfies an AdaCTL for-
mula W if and only if for any initial state ¢ of afts and environment config-
uration e, afts satisfies the formula in macrostate (i, c, e); that is,

(afts|c E ) < VieleVee 2o (ice) = 0.

This leads us to the more general satisfiability relation of an AdaCTL for-
mula by an A-FTS. As for FTS and fCTL (see Chapter 3), this relation is
not Boolean. Instead, it is defined as the set of configurations such that
when starting in such a configuration, the A-FTS satisfies the formula.
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Definition 10.8 (AdaCTL semantics)
Let afts be an A-FTS and ¥ an AdaCTL formula. Then,

(afts = ¥) = B({c € 2™ | afts. = V}).

Depending on the feature quantifiers and operators, we distinguish be-
tween three types of requirements that can be expressed as an AdaCTL
formula. A formula ¥ is named an absolute requirement if it does not de-
pend on features (i.e. every feature expression occurring in the formula is
a tautology). It is named conditional if it is non-absolute but only non-
adaptable features occur in the feature expressions. It is called adaptive if
it contains the A operator. A system is called adaptive if and only if it has
adaptive requirements and adaptable features.

Definition 10.9 (Resilience)

An adaptive system afts with requirements ® is called resilient if and
only if there is an initial system configuration such that all its require-
ments are satisfied: afts =p ® #L.

This implies that, for each adaptive requirement, the system must be
equipped with adaptation strategies that allow him to react to any environ-
ment (re)configuration, in particular to any failure. For instance, if afts is
the A-FTS presented in Example 10.1.1 and ¥ is the adaptive requirement
given in Example 10.2.1, we have

(afts = W) = 2F+

since for any initial configuration, there exists a reconfiguration strategy
that ensures the satisfaction of ¥. One such strategy would be to enable
the feature encrypt as soon as the system reaches the state received. How-
ever, if setting up this feature requires some time (e.g., for downloading the
encryption code), the system has to wait that the feature is enabled before
sending the message.

Note that according to the above semantics, A and £ are not dual. We
prove this for the () operator.
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act()/

act()/

Figure 10.2: Counterexample for the duality laws.

Theorem 10.1
Let U be an AdaCTL feature formula. We have

AOQV Z (€O ~0).

PRrROOF. Let us assume that A and € are dual for the () operator. Let
us consider the two AdaCTL formulae A (O A a and €O E O —a where
a is an atomic proposition. Then, for any A-FTS afts and system config-
uration c, if afts|. satisfies the former then it would not satisfy the latter
and vice versa. Let afts be the A-FTS shown in Figure 10.2 where f is a
feature of the system that can be modified without restriction. It turns out
that afts|. = AO AQ a for any configuration c. Indeed, once in state 2
the system can change its configuration such that f is not enabled. In this
case, only state 3 is reachable and the formula is thus satisfied regardless of
the action chosen by the environment and its configuration. On the other
hand, afts . EEOEQ—a for any ¢ as well. Once in state 2, if the system
change its configuration such that f is enabled, the system can reach state
4. Since afts satisfies both formulae and given that it is impossible for an
A-FTS to satisfy both a formula and its negation, the duality law does not
hold. O

The above counterexample also denies the duality law for the ¢, the [,
the U and the R operators. Since the proof is very similar, we omit it.
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Theorem 10.2
Let ¥ be an AdaCTL feature formula. We have

A(T1UW5) # —~(E(-T1R-Ts))
E(T,UWy) # —(A(-T1R-T9))
AQW # —(E0-V)
EQU # —(AD-D).

This implies that A cannot be directly expressed in terms of £. Thus,
when model checking an A-FTS against an AdaCTL formula, we have to
consider the operator A and £ separately. On the contrary, the usual ez-
pansion laws still hold. Basically, an expansion law allows one to express
an operator in terms of formulae that the current state and the next state
must satisfy to satisfy the formula defined by the operator. For instance,
the expansion law for A(¥;UW¥2) expresses that this formula is satisfied if
and only if Vs immediately holds or if ¥; holds and the formula holds in
the next state. As for CTL, the AdaCTL model-checking algorithms make
intensive use of these laws, as we will see in the next section.

Theorem 10.3
Let U, Wy, WUy be AdaCTL formulae. Then we have the following expan-
sion laws:

A1 UY2) = 0o V (U1 AAO AT, UT,))
AW RUs) = Us A (W VAO AW RT,))
A(OW) = T VA AT
AOV) =9 A AO AOT
E(UUT,) = Uy v (U A E O E(T,UD))
E(URW,) = Uy A (U V E O E(WRTy))
E(OU) = WA E O EQT
EOW) =W AEQEDT,

PROOF.  We prove only the expansion law of A(V1UWs). The other
proofs involving the A operator either can be derived from this one or follow
a stmilar pattern. The proofs related to £ are implied from the expansion
laws in CTL. For any m = (s,c,e), Strg, and Strc, the initial state of
Path(m, Strc, Strg) is m and thus depends on neither Strc nor Strg. Ac-



10.3. ALGORITHMS 171

cordingly, the semantics of A(W1UWq) is equivalent to

(m =)V ((m = V1) AIStre « VStrg
Path(Path(m, Strc, Strg)[1], Stro, Strg) E U1 U¥s  (10.1)

On the other hand,
m = (U V (U3 A AQ A(T,UD2)))

s equivalent to

(m | W)V ((m = Uy) AIStry o VStry e
Path(m, Stre, Strg) E OA(¥,UT,)

which can be re-written as

(m | W)V ((m = Uy) AIStry o VStry o 3Strs o VSt e
Path(Path(m, Str¢, Str'g)[1], Stre, Strs) = U100, (10.2)

We immediately have that Equation (10.1) implies Equation (10.2); in this
case, we have Strg = Stry = Strf,. Neat, we define the strategy Str{i such
that Striy behaves like Stry, for the first transition, and like Stris for the

subsequent ones. Then for any Str’}l we have that

Path(Path(m, Str¢r, Str)[1], Strér, Strf) E U,

Equations (10.1) and (10.2) are thus equivalent and we have proven the ex-
pansion law. O

The expansion laws for A(p) imply that if Stre is the reconfiguration
strategy such that VStrg e« Path(m, Strc, Strg) |= ¢ then every macrostate
m’ reached on this path is such that m’ = A(y).

10.3 Algorithms

As previously mentioned, model checking an A-FTS against an AdaCTL
formula comes down to identifying the initial configurations such that for
any initial state and initial environment configuration, the A-FTS satisfies
the formula when the system starts in such a configuration. In this section,
we propose an algorithm to compute the satisfaction relation between an
A-FTS afts and an AdaCTL formula W. For the sake of readability and
conciseness, we present only the algorithms in their explicit form. Follow-
ing Classen et al.’s work on fCTL model checking [58], we can transform
them into symbolic algorithms by using the same encoding techniques. The
basic idea is to encode states, configurations, and the transition relation as
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Al
[-safe]
AU

¥ N

1 [-safe]

'

sent  encrypted

Figure 10.3: Parse tree of A(O[—safe]A(—sent U [—safelencrypted)).

Boolean functions. Then, symbolic algorithms work with those functions
instead of their explicit counterpart (see [58] for more details). Note that
the conversion of the transition relation in A-FTS is facilitated since it is
already defined as a Boolean function.

10.3.1 AdaCTL Model Checking

We first decompose ¥ into its parse tree. Basically, the parse tree of a
formula is a tree such that each node represents a subformula of ¥, the root
is W itself, and the leaves are atomic propositions. For example, the parse
tree of the AdaCTL formula given in Example 10.2.1 is shown in Figure 10.3.
Then, starting from the leaves and for every subformula ¥’, we compute the
set of macrostates

Sat(¥') = {(s,c,e) € S x 2I% x 2F* | (5,¢,e) = U’} (10.3)

for every subformula ¥’ of ¥. Once we have determined the set of macro-
states satisfying the whole formula ¥, we infer the set (afts = ¥). This
method allows us to decompose the verification of a formula into smaller
and independent problems. It is thus similar to the fCTL and the standard
CTL model-checking algorithms [58, 46]. However, it has to cope with (1)
macrostates instead of states, (2) dynamic features, and (3) the A quantifier,
which does not exist in the other two logics.

The computation of the set of macrostates satisfying feature and state
formulae directly follows from their semantics.

Sat([x]®) = {(s,c,e) € M | cUe [~ x} U Sat(P)
Sat(T)=M
Sat(a) = {(s,c,e) € M | a € L(s)}
Sat(\Ill A \Ifg) = Sat(\lfl) N Sat(\lfg)
Sat(—~¥) = M \ Sat(¥)
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where M is the set of macrostates.

The first step towards computing a set of the form Sat(Ep) or Sat(Ap)
is the definition and the computation of predecessors set. The notion of
predecessors is, however, different for the £ quantifier and the A quantifier.

In the former case, a macrostate m is an &-predecessor of m’ if and
only if from m, the macrostate m’ can be reached in one transition. More
generally, let S be a set of macrostates. Then the £-predecessors set of S,
noted Preg(S), is defined as the set of macrostates from which a macrostate
in § can be reached in one transition. Formally,

Preg(S) = {(s,c,e) | Ja € Act,(s',d,e') € S o y(s,, 8 )(cUe, U}

In the latter case, we define that m is an A-predecessor of m’ if the
system can come up with a valid strategy such that when in m, it is ensured
that m’ will be reached after the execution of the next transition. Similarly
to the previous case, we define the A-predecessor set of a set of macrostates
S. Intuitively, it is the set of macrostates such that the system can ensure
that after the execution of the next transition, it will reach a macrostate of
S. Given that the system chooses its next configuration after the next state
and the new environment configuration have been determined, it is defined
as

Prey(S) = {(s,c,e) | Va € Act,s' € S,¢ € ofe o
(3" € 2f* o y(s,a,5")(cUe, " U€) =

(3 € 25 o y(s,a,5) (cUe,d U A (5, e) €8)).

Let

D(s,c,e,a,s' €)= {(s,c,e) €8x 2t x 2t | y(s,a, 5 )(cUe,d Ue)}
then Pre(S) is equivalent to

ﬂ {(s,c,e) | (D(s,c,e,a,8,€)=0)V (D(s,c,e,a,s',¢)YNS # 0)}.

a,s’ e’

Since the semantics of £ is similar to that of the existential quantifier in
CTL, the set of macrostates satisfying a formula of the form £y is computed
as in the basic CTL model-checking algorithm. Sat(€ O V) is the set of
macrostate such that in one transition, the system can reach a state s’, be
in configuration ¢’ and the environment can be in a configuration e’ such
that (¢, ¢, €’) satisfies . Formally, we have

Sat(E(OVY)) = Preg(Sat(¥)).
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On the other hand, £(V,UWs) is the smallest set S satisfying

Sat(\lfg) g S
Sat(¥1) N Preg(S) C S;

E(V1RWy) is the largest set S satisfying

S C Sat(¥y)
S C Sat(¥1) U Preg(S).

Both can be computed through fixed-point computation [46]. The corre-
sponding algorithms being identical to their CTL counterpart, we omit them
here.

We focus now on the A quantifier. Basically, the satisfaction sets have a
similar definition than those for the £ quantifier; the difference is that the
A quantifier requires the computation of the A-predecessors instead of the
E-predecessors. For the next operator, we have the following.

Theorem 10.4

Sat(A O V) = Prey ()

ProoFr.  Follows from the semantics of A (O V¥ and the definition of
Prea (). O

We obtain Sat(A(V,UW;)) through a fixed-point computation. This
result relies on the following theorem.

Theorem 10.5
Sat(A(V1UWy)) is the smallest set S satisfying

Sat(¥y) C S (10.4)
Sat(¥1) N Prea(S)C S (10.5)
PRrOOF. First, it directly follows from the expansion law of the U

operator (see Theorem 10.3) that Sat(A(¥1UW,)) satisfies Equations (10./—
10.5). It remains to show that any set S satisfying those Equations is a
superset of Sat(A(¥;U¥q)).

Let m € Sat(A(V1UWy)). We distinguish between the case where m €
Sat(P2) and the case where m ¢ Sat(Pq).
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(a) If m € Sat(P2) then m € S by Equation 10.4.
(b) Otherwise, by definition of Sat(A(V,UWs)), we have
AStrc o ¥Strg o Path(m, Stre, Strg) | ¥1UW,.

It means that Strco ensures that from m, we eventually reach a macro-
state that is in Sat(Vs). Let k be the largest number of transitions
needed by Stro to reach from m such a macrostate, and let my this
macrostate. Then my € S by Equation 10.4. Before reaching my, we
must first reach a macrostate my—1 € Sat(V1) such that from mg_q,
Stro ensures to reach my, in one transition regardless of the strategy
of the environment. Such a macrostate is reached in at most k — 1
transitions, and belongs to Prea({my}) C Prea(Sat(¥2)), and is thus
in S by Equation (10.5). By induction on the mazimum number of
transitions needed to reach a macrostate in Sat(¥2), we obtain that
meS.

The proof is then complete. O
In order to compute Sat(¥;UV¥sy), we define the function
Ty : 2M — 2M o Ty(S) = S U (Pre4(S) N Sat(®y)).

Then, according to the Knaster-Tarski theorem and following Theorem 10.5,
this set is the fixed-point of the function 7y when it is first applied to
Sat(Vy), that is,

Sat(.A(\I/lU\I/Q)) = Sz . V] Z ie Sj = Sl
where Vj € N

So = Sat(Vs9)
§;11 = T(S)).

The computation of Sat(A(¥1RWV,)) follows a very similar procedure. For
this reason, we omit the proof.

Theorem 10.6
Sat(A(V1RY,)) is the largest set S satisfying

S Q Sat(\Ifg)
S C Sat(¥1) U Pre4(S).
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Accordingly, this set can be computed as the fixed-point of the function
T o(Sx2Fsxalfe) _  o(Sx2Fsxale) | Tr(S) = S N Prea(S).
first applied to Sat(¥s).

Example 10.3.1 We illustrate the definitions of &-predecessors and A-
predecessors, as well as the above model-checking algorithm. Let us consider
the small A-FTS shown in Figure 10.2, which we verify against the formu-
lae EOE O —a and A AQ a. First, the algorithm determines which
macrostates satisfy the atomic proposition a:

Sat(a) = {(3,c,e)}.

Since —a occurs in the first formula, the algorithm computes the correspond-
ing satisfaction set by complementing the above:

Sat(—a) = {(i,c,e) | i € {1,2,4}}.

We focus on E-predecessors first. A macrostate satisfies £ ) —a if and
only if from this macrostate, the system may reach a set in Sat(—a) in one
transition. Hence,

Sat(E O —a) ={(i,c,e) |i €{1,4} V(i=2AN f € )}

Indeed, from state 1 the system can reach state 2 regardless of its configura-
tion and that of the environment; from state 2 it can reach state 4 if feature
f is enabled; and it can always loop on state j. For the same reasons, the
set of macrostates satisfying the whole property is given by

Sat(EOQE QO —a)=A{(i,c,e) |[ie{l,4}V(i=2Nf€)}.

A macrostate satisfies A O a if and only if from this macrostate, the
system can ensure it will reach a macrostate satisfying a. Regardless of the
configuration of the system and the environment, the former will remain
in state 8 forever from the moment it reaches this state. Moreover, if the
system is in state 2 and feature f is disabled, it will necessarily reach state 3
after the next transition. From state 1, the system cannot reach state 3 in
one transition. The corresponding satisfaction set is thus:

S’at(.AQa) = {(3?0’ e)} U {(2307 6) | [é C}

The definition of Sat(A O A O a) is identical except that this time, the
system can satisfy the formula from state 1. The configuration of the system

does not matter here since the system may modify it once it reaches state 2.
We have

Sat(AOQOAQa) ={(3,c,e)} U{(2,c,e) | f & c}U{l,c, e}
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10.3.2 Time Complexity

We now discuss the computational time complexity of checking an A-FTS
afts against an arbitrary AdaCTL formula ¥. Our algorithm recursively
computes the satisfactions sets of the subformulae of W. Its time com-
plexity is thus linear in the size of ¥. The satisfaction sets that are the
most costly to compute are those for the U and the R operators. Let us
assume that we encode the satisfaction sets and the transition relation sym-
bolically. As in classical CTL model checking, the number of iterations to
compute Sat(E(P1UP,)) and Sat(E(P2RP,)) is bounded by the number of
macrostates, i.e., |S\.2|E“‘.2|Fe|. This is because when computing the cor-
responding smallest (resp. greatest) fixed-point, if the fixed-point has not
been reached then the application of the corresponding function removes
(resp. adds) at least one element. Computing the sets Sat(A(®;UPy)) and
Sat(A(V1R®P2)) is more costly because each application of the functions Ty
and TR requires the computation of Pre(S). The time complexity of this
computation is bounded by the number of states multiplied the number of
environment configurations, that is, |S|.2/"l. Since the number of needed
applications of Ty and TR is also bounded by the number of macrostates,
we obtain the following result.

Theorem 10.7
The time complezity of model checking an A-FTS against an AdaCTL

formula U is bounded by O(]S|2.2%IFel 2Fsly,

Although it is theoretically dominated by 2ZI¥el) and is thus in EXP-
TIME, in practice |S|? is often bigger.

10.4 Perspectives

We have presented a well-founded framework for the modelling and analysis
of (self-)adaptive systems. We proposed a fundamental model, A-FTS, and
a logic, AdaCTL, that are the basis for algorithms for analyzing resilience.
This brings a number of benefits:

1. A sound theoretical basis;

2. An integration of static adaptation and dynamic adaptation, in its
two variants: external adaptation and self-adaptation by applying a
pre-programmed change at the adequate point of time;

3. A clear, checkable definition of resilience;
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4. Providing counterexamples when resilience fails.

These benefits mainly impact the predictability of self-adaptive systems.

However, we are well aware that many topics need further development
before our methodology can be used routinely by engineers. A-FTS are just
a fundamental model, that is used by the tools but leads to lengthy descrip-
tions, difficult to manage by humans. It is therefore important to provide
more manageable high-level languages, that can be compiled (on-the-fly) to
A-FTS. These languages need to cover different levels of abstraction: the
most abstract levels allowing a rapid analysis, while the most detailed can
be directly used to generate executable code. This raises the question of
refinement: can we guarantee that the analysis performed at the abstract
level remains valid at the more concrete level? This question can be solved
e.g. using alternating refinement [10]. This refinement should be composi-
tional, so that modules of the system can be detailed independently, allowing
teams to operate in parallel, on one hand, and analysis tools to cope with
complexity, on the other.

Some features have a cross-cutting nature: we cannot simply add a mod-
ule to the system to realize them. That is why we designed A-FTS with
a low grain, where individual transitions can refer to features. As a conse-
quence, first, features are spread over the whole A-FTS, and may be difficult
to grasp; second, the addition of a supplementary feature is difficult, since
each transition might need a revision. A possibility is to use (extensions
of) the aspect-oriented approach to maintain a more localized and inde-
pendent description of each feature (previous work on this topic includes
[58, 65, 92, 133]). The addition of a new feature will then hopefully be more
understandable. We consider as still unrealistic, though, to hope that all
features can be developed without being aware of other features, and that
the weaving process will solve all emergent interactions. This raises the
problem of defining, detecting and helping to solve feature interactions. A
number of interesting approaches [101, 34] are available, but the problem is
still pressing and largely unsolved.

A-FTS is based on the notion of a global state, so that all the informa-
tion is available to both the system and its environment, and the strategies
computed can rely on the unbounded past. In our setting, it is demon-
strated that a bounded amount of information about the past is sufficient
(finite memory). Techniques such as antichains [89] can be used to heuris-
tically compute strategies that require a small memory. However, assuming
complete observation is not realistic in most systems, and in general we
need to switch to the notion of partial observation [43, 14]. Unfortunately,
the problem becomes highly complex and often even undecidable [37]. The
known (expensive) techniques rely on building all possible evolutions of the
environment corresponding to the observations so far [43, 118]. On the other
hand, we have assumed that the self-adaptive system can choose among a set
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of preprogrammed dynamic system features. This is more powerful than it
seems, since the system can, if needed, chain several features to construct a
complex plan to resist to a hostile environment. In particular, we can model
self-programming systems by giving as features, the atomic instructions to
be assembled. If the atomic instructions are infinite in number, however, our
technique does not apply. In the long term, this might become a relevant
challenge for deeply self-adaptive autonomous systems.

We modelled failures as a subtype of environment features, which allows
us to describe failure modes and effects. To have a realistic analysis of
failures, we need to also model their probabilities, and to integrate (at least)
classical methods for failure and reliability analysis [84]. Also, many systems
operate in a continuous physical environment. Hybrid models can be used
to integrate the modelling of the continuous and discrete parts [162, 73].
Furthermore, a realistic strategy for a hybrid system must be robust, i.e.
able to cope with small disturbances [137]. A first step done in this direction
is to incorporate real-time [163, 138, 65, 66].

In summary, we hope to complement our approach with others, as needed
by the vast and multi-disciplinary area of self-adaptive systems, that are ex-
pected to progressively enter all domains [95], starting with areas where the
need is more pressing, among which controllers for space [41], networked sys-
tems [102], robotics [169], anti-intrusion systems [151], and cloud computing
[81]. Another interesting perspective is to combine our work with that of
Filieri et al. [88], as it could allow us to quantify the impact of adding or
removing features at runtime in terms of reliability, performance or even
energy consumption.
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Chapter 11

Synthesis of Product-Line
Controllers

As any model checking approach, all the developments presented so far make
the assumption that the verified model is a precise specification of the sys-
tem’s behaviour. Capturing a precise specification of an SPL is, however, a
not-yet-addressed requirements engineering challenge. Many product vari-
ants must be specified, and complex behaviour may arise due to subtle
interactions between features. Consequently, the requirements have to be
carefully revised to ensure that the features can be combined consistently. If
inconsistencies remain undetected, they may persist in many products while
the cost of correcting them becomes increasingly higher. To cope with this
complexity, it is important that engineers have intuitive but precise meth-
ods to specify these systems, as well as tools to automatically find inconsis-
tencies. With regard to these criteria, scenario-based modelling languages
appear as an adequate means for specifying system behaviour. If the speci-
fication is consistent, it is possible to synthesize a controller describing how
the system must behave in order to satisfy the specification. Only a couple
of attempts were made to tackle the synthesis of SPL controllers [99, 100].
The first approach [99] is complete but not sound (that is, it may report
false errors) and is limited to consistency checking. The second [100] actu-
ally provides a sound and complete product-line synthesis approach, but it
relies on a procedure that synthesizes a product incrementally based on a
previously synthesized one. Its exploitation of the commonalities between
products is thus limited to pairs of products.

In this chapter, we propose an alternative method that extends the the-
ory of controller synthesis to product lines. To that aim, we lean on the
developments realised in FTS-based model checking. We first provide a
formal definition of the product-line synthesis problem. Then we propose
efficient algorithms to synthesize a controller for each product while max-
imizing reuse. The single-system synthesis problem comes down to reach-
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Figure 11.1: An MSD specifying a switch controller.

ability game solving [110, 35]. Since we deal with SPLs, this reachability
game must include constructs to represent variability, thereby allowing the
synthesis of many controllers from similar specifications. As a preliminary
step, we thus define variability-aware reachability game. Then we design
algorithms to solve these novel reachability games, which make use of opti-
misation principles similar to those developed for FTS.

11.1 The Product-Line Synthesis Problem

An essential ingredient of synthesis is a specification of what is a correct
behaviour of the considered system. An intuitive way to formulate this
specification is to define it as a set of scenarios. Concretely, we assume this
specification to be given as a set of sequence diagrams. We more precisely
consider Modal Sequence Diagrams (MSDs), a modal variant of sequence
diagrams [111], and more particularly of live sequence charts [28]. MSDs
allows one to specify interaction between objects that are either part of the
system (and thus whose behaviour is controlled by the system) or outside this
system (that is, part of an uncontrolled environment). They thus compose
the specification of open, reactive systems. An example of MSD is given in
Figure 11.1. It is composed of three objects env, rcl, and sc, each of which
has its own lifeline. Objects can exchange messages, whose order depends
on the position on the lifeline of the objects: the higher a message lies, the
sooner it is sent. The life of the system can thus be regarded as a set of
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cuts, i.e. time intervals between two occurrences of message. A message
is enabled if the current cut lies right before this message. Any message
has an execution kind (monitored/dashed or executed/continuous) and a
temperature (cold/blue or hot/red). On the one hand, the execution kind
determines whether the message may occur (i.e. be monitored) or must
occur (i.e. be executed); this is analogous to transitions in modal transition
systems (see Section 4.1). On the other hand, the temperature of a message
m determines whether other messages may occur while m is expected. If
m is hot then the occurrence of another message of the MSD results in a
safety violation of the specification. If m is cold and another message of the
MSD occurs, the scenario aborts but the specification is still satisfied; this
is named a cold violation. In addition to temperature and execution kind,
we also distinguish between environment and system messages. Basically,
the system can control the sending of its own messages, but not of those
of the environment. MSDs provide other constructs such as environment
assumptions, parametrized messages, forbidden messages, etc. We do not
give more details here since these are very specific, whereas our synthesis
algorithms are not dependent of the used specification language.

One scenario is generally not enough to specify a system; an MSD specifi-
cation is rather composed of a set of MSDs evolving in parallel. The current
cuts in these MSDs altogether determine which messages may or must occur
next, that is, according to the enabled messages and their characteristics.
When a message occurs, every MSD in which it is active moves to its next
cut. If the message is the first in a given MSD, this MSD becomes active
as it moves to its second cut. It remains active until all its messages have
occurred, namely until it reaches its final cut or aborts due to a cold viola-
tion. We assume that only one copy of a given MSD can be active at a time.
Since multiple MSDs can be active at the same time, it may happen that
their respective specification cannot be both fulfilled. Harel and Marelly for-
malised the concept of consistency via the definition of the so-called play-out
semantics [112]. Basically, this semantics specifies that the system and the
environment send messages that can activate MSDs or change the current
cut of active MSDs, such that:

1. both the system and the environment send only enabled messages;

2. the system can send an infinite number of messages between two suc-
cessive messages of the environment.

A consistent execution of the play-out semantics is an execution that does
not result in a safety violation of the specification, and where every active
MSD eventually becomes inactive. The undesired case where the system
never reaches such a state is named liveness violation. Then an MSD speci-
fication is consistent if and only if, given any sequence of environment mes-
sages, the system can find a sequence of system messages that leads to a
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consistent execution. Similarly to adaptive systems (see Chapter 10), we
define a system (resp. environment) strategy as the sequence of system
messages (resp. environment messages) chosen by the system (resp. the
environment). Accordingly, we define the synthesis problem as follows.

Definition 11.1 (Synthesis problem)

Given an MSD specification, the MSD synthesis problem consists in find-
ing a system strategy that leads to a consistent execution regardless of
the environment strategy.

We also name controller a strategy yielded by the synthesis process.
The synthesis problem thus requires to determine if an MSD specification is
consistent and, in this case, to return a controller for the system.

Example 11.1.1 Figure 11.2 shows an example of inconsistent MSD spec-
ification. After the messages enterdllowed(true) and requestEntered
occur, the MSD RC1CoordinateSwitchEntry specifies that a given sequence
of messages must occur, including a message enterdllowed (true) from sc
to rcl and forbids the message unregister from rcl to sc to occur until the
MSD reaches its final cut. On the contrary, the MSD RC1EnterDisallowed—
WhenSwitchBlocked forbids this message to occur until rc2 sends a message
unregister to sc.

In the case of SPLs, different products can have different specification
scenarios. Since variability between software products are commonly cap-
tured into features, we propose to combine the above specification formalism
with feature-based variability modelling.

Definition 11.2 (Scenario-based specification of SPL)
Let M be a set of MSDs and fm be an FM over a set F of features.

A scenario-based specification is a total function msdf : M — 22" that
associates every MSD with a feature expression encoding the products
in which the MSD is executed. The MSD specification of a product p is
the subset of M whose associated feature expression is satisfied by the
product, that is, a set M' C M such that m € M' < p = msdf(m).

When two products have different MSD specifications, the synthesis can
produce two different controllers for them. As for model checking, state-
of-the-art synthesis algorithms can thus be applied only in a product-by-
product manner, i.e. once per individual valid product. As an alternative,
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Figure 11.2: An inconsistent MSD specification.

we propose to extend these algorithms with new heuristics inspired by the
FTS theory.

A particular form of our SPL specification language consists in associ-
ating every MSD with a single feature [99, 100]. In this case, it follows the
compositional paradigm (see Section 1.3), that is, features are specified inde-
pendently from each other. A limitation of this approach is that one cannot
represent the combined behaviour of features, e.g. to solve feature interac-
tions. This is the reason why we extended the specification language with
the capability to associate MSDs to feature expressions instead of features.

11.2 Featured Reachability Games

Like the verification of adaptive systems (see Chapter 10), the synthesis
process can be regarded as a game between the system and its environment.
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The actions they can execute at a given point of time are their respective
enabled messages. The winning condition for the system is that it must
reach infinitely often a state where all MSDs are inactive (henceforth called
an accepting state) while avoiding safety violations (represented as a failure
state). Given the subset of MSD constructs we consider, the accepting state
always exists and is unique. Other constructs like environment assumptions
would yield additional accepting states. Even though we do not consider
these constructs, for the sake of generality our approach supports multiple
accepting states. In what follows, we formalise controller synthesis from an
MSD specification via the definition of Biichi reachability game [110].

Definition 11.3 (Biichi Reachability Game)
A Biichi Reachability Game (BRG) is a tuple brg = (Q, %, 0c,, du, Qo,
A, B) where

e () is a set of states;

e 3 is the alphabet;

0 € Q X X xQ, is the set of controllable transitions;

0y € Q X X x Q, is the set of uncontrollable transitions, with
3.Ndy, =0 and

Vg o (q,0,t) € 6. < Plq, o', t') € 0y

that is, the transitions leaving a given state are all either control-
lable or uncontrollable;

qo € Q is the initial state;

A C Q is the set of accepting states;

B C Q is the set of failure states, with AN B = and

Vb€ B e (byo,q) €. U, = q=0b.
The semantics of a BRG 1is its set of infinite executions, that is,

[[brg]] - {QO7UO7QI7 e € (Q X E)W ‘ Vi S 0o (Qi707 Q’H—l) S (56 U 5u}

We now give an intuition of how a set of MSDs can be transformed into
a BRG. The state space @ is defined as the cartesian products of the set of
cuts of all the MSDs plus one self-looping failure state, which represents the
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Figure 11.3: The BRG of the switch controller.

occurrence of a safety violation. There is only one accepting state, i.e. the
state where all MSDs are inactive, which is also the initial state. The tran-
sitions between states are determined according to the enabled messages.'
If at least one system message is enabled, the transitions leaving the current
state are all controllable and correspond to the sending of an enabled system
message. If sending a message results in a safety violation then the corre-
sponding transition targets the failure state. Otherwise, it leads to the state
where the MSD where the message is enabled have advanced to the next
cut, while the other MSDs have not moved. If only environment messages
are enabled, the outgoing transitions of the current state are uncontrollable.
The state reached by such a transition is determined according to the same
rules as in the controllable case.

Example 11.2.1 Figure 11.3 depicts the BRG built from the MSD specifi-
cation shown in Figure 11.1. The only initial and accepting state corresponds
to the initial cut of the MSD. From there, the system can only move to state
1 after the environment message end0fTS occurs. Then, the system can
send either requestEnter or enterdllowed. According to the MSD, only
the former should be sent; the latter would thus result in a safety violation
(modelled by state F). Once requestEnter occurs, the system reaches state 2
and can again send the same two messages. This time, only enterAllowed
is permitted. Upon the sending of this message, state 3 is reached. Finally,
the environment sends the message lastBrake, thereby making the system
go back to the initial state and deactivating the MSD.

To leverage these concepts to SPLs, we first have to extend BRG with
variable transitions in the same way as F'T'S were defined.

! Actually, the alphabet is the set of message names combined with the name of the
sending and receiving objects. We sometimes omit the object names in the transition
label when the message name is sufficient.
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Definition 11.4 (Featured Biichi Reachability Game)

A Featured Biichi Reachability Game (BRG) is a tuple forg = (Q, 3,
dess Ouy Qo, A, B, fm, ) where Q, 3, 0c,, du, qo, A, and B are defined
as in Definition 11.3, fm is an FM over a set of features F', and -y :
(6c U dy) — 22" is a total function that associates transitions with
feature expressions.

The projection of an FBRG is defined similarly to that of FTS.

Definition 11.5 (Projection of FBRG)

Let forg = (Q, 2, 0c,, Ou, qo, 4, B, fm, ) be an FBRG, an p € [fm]
be a product. The projection of fbrg onto p is the BRG fbrg), = (Q,
¥, 0L, 0, qo, A, B) where

& ={(¢g,0,q) €d.|p =~(g,0,d)}
&, ={(q,0,4) € by | pE (g, 0,4)}

The semantics of an FBRG is then defined as a function that associates
all valid products of fm to their respective projection.

Definition 11.6 (FBRG Semantics)
Let fbrg be an FBRG over an FM fm. The semantics of fborg is a total

function [forg] : [fm] — 2@*¥° such that

Vp € [fm] o [forgl(p) = [forg -

Now that the formal model is defined, we show how to transform the
scenario-based specification of an SPL as defined above into an FBRG. The
states of the automaton result from the BRG transformation defined above
applied to the union of the sets of MSD associated to the features. The
idea is that all these MSDs are part of the specification regardless of the
considered product, and that features restrict the activation (as opposed
to the existence) of their associated MSDs. The occurrence of a message
that triggers no MSD activation results in a single transition in the FBRG,
which is executable by all products. When some MSDs should be activated
(named candidate MSDs), multiple transitions are created, namely one per
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subset of the set of features associated to these MSDs. Formally, let M be
the set of newly activated MSDs. Then for each M’ C M a transition ¢ is

created, targets the state corresponding to the activation of the MSDs in
M’, and such that ~(t) is defined as

y(t) = /\ msdf (m') A /\ —~msdf (m)

m'eM’ meM\M'

where msdf is the scenario-based specification of the SPL. Intuitively, () is
the conjunction of all the feature expressions associated to activated MSDs
with the negation of all the feature expressions associated to a candidate
MSD that has not been activated. Accordingly, a given product is able to
execute only one of these transitions, i.e. the one corresponding to the set
of activated MSDs that are part of this product’s specification. Once the
FBRG is built, it acts as the input to our synthesis algorithms with the aim
to derive a controller for each product.

Example 11.2.2 Consider an SPL composed of two products: {r} and
{r, f} where r is the root feature and f is an optional feature. We asso-
ciate the MSD RequestEnterAtEndOfTrackSection shown in Figure 11.1
to r and the MSD RC2CoordinateSwitchEntry (which is similar to RCI-
CoordinateSwitchEntry in Figure 11.2 except that rcl and rc2 have inverted
roles) to feature f. Accordingly, the state space of the underlying FBRG con-
sists of couples (x,y) where x (respectively y) is the current cut of Request-
EnterAtEndOfTrackSection (respectively RC2CoordinateSwitchEntry).
Now assume that the FBRG is currently in state (2,0), that is, after
end0fTS and requestEnter are sent. Figure 11.4 shows the outgoing tran-
sitions of this state. As in Fxample 11.2.1, a transition to the failure state
occurs should the system send requestEnter a second time. The other tran-
sitions all involve the message enterdllowed. Their target state depends on
the parameter given to the message as well as the enabled features. If the
parameter is false, the FBRG reaches state (3,0) since the first message of
RC2CoordinateSwitchEntry requires this parameter to be true. Otherwise,
the MSD becomes active provided that the associated feature is enabled. This
results in two transitions: one to state (3,1) labelled with f (modelling that
the MSD activates), and the other to state (3,0) (which corresponds to the
specification of the product without f as presented in Figure 11.3).

11.3 Synthesis Algorithms

Now that we have defined FBRG and shown how to construct it from an
MSD specification, we focus on the synthesis algorithms. We begin by pre-
senting the single-system synthesis algorithms that we subsequently extend
to support variability.
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Figure 11.4: Computation of feature expressions within a FBRG.

11.3.1 Single-System Synthesis

Cassez et al. [35] proposed an algorithm to synthesize a discrete controller
from a timed reachability game, itself being an extension of [136]. Given
that we do not consider real time, our starting point is an untimed variant
of this algorithm. As a reminder, the objective for the system is to fulfil
the so-called winning condition, that is, to visit an accepting state infinitely
often while avoiding the absorbing failure state. Accordingly, the objective
of this algorithm is to compute the set of winning states, i.e. the states from
which the system can guarantee to reach an accepting state infinitely often.
We name goal states any state that is both accepting and winning. Thus,
an arbitrary state is winning if and only if it can reach a goal state.

Computing the winning states comes down to a reachability analysis.
The principles of Cassez et al.’s algorithm is to determine the set of goal
states through a fixed-point computation starting with the complete set of
accepting states, and iteratively removing the accepting states from which
the system cannot guarantee to reach a goal state. Algorithm 6 gives an
overview of this computation. Initially, the set G of goal states is the set of
accepting states (Line 1). A first step, encapsulated in function ReachGoal,
consists in computing the set Win all states from which the system can
guarantee to reach a goal state (Line 2). Then at each iteration (Lines 3-5),
we remove from G all goal states that cannot reach some goal state, i.e.
that are not in Win. We iterate until no more state is removed from G; in
this case, from any goal state in GG the system can guarantee to reach a goal
state (possibly the starting goal state itself), and thus to visit a goal state
infinitely often. At that point, the set Win contains only all the states that
can reach a goal state. If ¢y € Win then the specification is consistent as
it means that the system can satisfy the winning condition from it. Given
that set of winning states, a controller for the system is obtained by pruning
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IanIt: b’f'g = (Q’ Za 5677 5u7 q0, Aa B)
Output: Win, the set of winning states.

G+ A,
Win < ReachGoal(brg, G);
while G # G N Win do

G+ GNWin;

Win < ReachGoal(brg, G);
end
return Win

N O oA W=

Algorithm 6: Synthesis(brg)

the non-winning states from the BRG.

Let us now have an in-depth look at the ReachGoal procedure. The
difference with a standard reachability procedure is that it must distinguish
between controllable and uncontrollable transitions. Remember that the
outgoing transitions of a given state are either all controllable or all uncon-
trollable. Intuitively, in the controllable case the system can select which
transition to execute. Therefore, a state ¢ is winning if and only if it has at
least one controllable transition leading to a winning state or a goal state,
that is,

qeWin< \/ (¢ € WinUQG).
(g,0.4')€dc

In the uncontrollable case, however, all the outgoing transitions must lead
to a winning state or a goal state since the system has no control over their
execution:
q € Win & /\ (¢ € WinU Q).
(¢,0,9") €0y

Algorithm 7 formalises the ReachGoal procedure. During its execution,
we maintain a set Visited of visited states, a set Waiting of transitions to
explore, and a function Depend that associates a state with a subset of its
incoming transitions (Lines 1-3). At each iteration, we remove a transition
from Waiting and analyse it (Line 5). The analysis splits into two parts
depending on whether the target state is reached for the first time (Lines
6-13) or not (Lines 14-25). The first part is the ezploration. The target
state is added to the Visited set and its outgoing transitions are added to
Waiting in order to pursue the exploration further. If the target state is
a goal state then the source state is possibly a winning state. Hence, we
re-put the transition into the Waiting set in order to trigger the second
part of the loop, i.e. the re-evaluation. Therein, we determine whether the
source state of the transition is a winning state, depending on whether its
outgoing transitions are controllable (Lines 15-17) or uncontrollable (18-
20). If the state is found to be winning for the first time, we also have
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Input: brg = (Q, %, d¢,, u, qo, A, B), G C A.
Output: Win, the set of states that can reach a state in G.

1 Visited < {qo};
2 Waiting < {(qo,0,q) € 5. U d,};
3 Depend(qg) + 0;
4 while Waiting # () do
5 Take t = (¢,0,q) € Waiting;
6 if ¢’ & Visited then
7 Visited < Visited U {¢'};
8 Depend(q') + {t};
9 Waiting < Waiting U {(¢’,0,q") € d. U dy};
10 if ¢ € G then
11 ‘ Waiting < Waiting U {t};
12 end
13 end
14 else
15 if t € 6. then
16 ‘ Win* « \/(qya,,jq,,)eéc(Win(q”) UG);
17 end
18 else
19 ‘ Win® < N\ or gnes, Win(q") U G);
20 end
21 if Win* A =Win(q) then
22 Win(q) < Win*;
23 Waiting < Waiting U Depend(q);
24 end
25 end
26 end

return Win

N
N

Algorithm 7: ReachGoal(brg, G)
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to re-evaluate its previously visited predecessors; we thus add its incoming
transitions contained in Depend to the Waiting set in order to trigger these
re-evaluations (Lines 21-24). Once all the transitions have been explored
and re-evaluated as needed, the algorithm returns the set of winning states
(Line 28).

11.3.2 Mass Synthesis

Our next objective is to turn the above synthesis algorithms into variability-
aware extensions. To that aim, we revisit the concepts introduced in the
previous section and identify which ones have to be redefined to consider
a set of products as opposed to a single product. The most important
definition, which determines whether the specification is consistent, is the
winning condition: a state is winning if and only if from this state the
system can guarantee to reach an accepting state infinitely often. In FBRG,
variability impacts the executability of transitions, and thus the reachability
between states. Therefore, a state can be winning for only a subset of the
valid products, and the set of winning states Win is replaced by a function
from Q@ to 22" that associates a given state to the feature expression encoding
the products for which the state is winning. The definition of goal states
is modified similarly, since a goal state is an accepting state that is also
winning. For recall, Algorithm 6 determines the set of goal states through
a greatest fixed-point computation, starting with the set of accepting states
and potentially removing states from the G set at each iteration. In our
extension (see Algorithm 8), we define G as a function from A to 22" that
associates to each accepting state the feature expression encoding the set
of products for which this state is also winning. We compute it again via
fixed-point computation, starting with G(a) = fm for any a € A (that is,
accepting states are goal states for all valid products). At each iteration,
we compute the function Win according to the current function G, and
updates G accordingly. The fixed-point is not reached if and only if after
an iteration an accepting state is a goal state for a smaller (possibly empty)
set of products.

It remains to detail the procedure to compute the winning function Win,
which is formalised in Algorithm 9. Without surprise, it is very similar to its
single-system counterpart. In the initialisation, the only difference is that
every state is considered winning for no product (Lines 1-3). The first half
of the loop (Lines 9-16) is completely equivalent to that of Algorithm 9.
The second half is where variability has an impact. When determining the
winning condition for a given state, we consider again the controllable case
and the uncontrollable case separately. Figure 11.5 illustrates the winning
conditions in both cases. In the controllable case (Lines 18-20), state g
is winning for a product p if and only if there exists a transition from ¢
available to p leading to a state which is a winning state or a goal state for
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IanIt: fb?"g = (Q> Ea (5c>a (Sua q0, A7 37 fm7 7)
Output: Win, the set of winning states.

foreach a € A do
‘ G(a) « fm;
end
Win < FReachGoal(fbrg,G);
while Ja € A o« G(a) ¢ Win(a) do
foreach a € A do
‘ G(a) + Win(a);
end
Win < FReachGoal(fbrg, G);
end
return Win

© 0w N O oA W Ny

-
- o

Algorithm 8: F-Synthesis(fbrg)

p, that is,

p EWin(q) & 3(q,0,q¢) € 6. o p € [7(q,0,¢)] N ([Win(qd)] U [G()]).

If we apply the above formula to the whole set of products, we obtain that
the set of products for which ¢ is winning via ¢’ is encoded by the conjunction
of v with the disjunction of Win(¢') and G(¢'). We thus have

Win(g) < \/  (3(g,0",d") A (Win(d") v G(¢"))).
(q70—”,q”)66(;

The uncontrollable case is more subtle. A state ¢ is winning for product ¢
if and only if all the following conditions hold:

1. At least one transition from ¢ is available to p.

2. All the transitions from ¢ awvailable to p lead to a state which is a
winning state or a goal state for p.

Accordingly, the products for which p is winning are captured by the feature
expression

( 'V gddNn N (go"d") = Win(d") v G((").

(q,0",q")Eu (q,0",q")Eu

In the second half of the loop of Algorithm 9, we apply the above two
formulae to compute the set of products for which a state is winning (Lines
18-23). If this set has changed with respect to prior computations, the
algorithm re-evaluates the winning condition for the predecessors of ¢ that
it visited earlier (Lines 24-27).
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Input: b?"g = (Qv Za 5677 5u7 q0, Aa B)7 G - A
Output: Win, the set of states that can reach a state in G.

1 foreach q € Q do
2 ‘ Win(q) =L;
3 end
4 Visited < {qo};
5 Waiting < {(qo,0,q) € 5. U d,};
6 Depend(qg) + 0;
7 while Waiting # () do
8 Take t = (q,0,q") € Waiting;
9 if ¢’ & Visited then
10 Visited < Visited U {¢'};
11 Depend(q') + {t};
12 Waiting < Waiting U {(¢’,0,q") € 6. U dy};
13 if ¢’ € dom(G) then
14 ‘ Waiting < Waiting U {t};
15 end
16 end
17 else
18 if t € 6. then
19 Win* <\ gn gnes. (V(@,0",d") A (Win(q") v G(d")));
20 end
21 else
22 Win* < (V (gor gnyes, V(@0 d")) A
Ngorgnyes. (1@, 0",d") = Win(q") vV G(¢"));
23 end
24 if Win* ¢4 Win(q) then
25 Win(q) < Win*,
26 Waiting <— Waiting U Depend(q);
27 end
28 end
29 end

30 return Win
Algorithm 9: ReachGoal(brg, G)
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Figure 11.5: Winning conditions for a product p = {f}.

11.4 Perspectives

After applying the algorithm to compute the winning function, two cases
may happen. If the initial state qg is not winning for at least one valid
product (i.e., [Win(go)] N [fm] = 0), it means that the SPL specification
is inconsistent for all products and thus no controller can be synthesized.
Otherwise, we can extract from the FBRG a controller for any product p
satisfying Win(qo). This controller is obtained by performing the following
steps:

1. Remove every state ¢ in the FBRG such that p does not satisfy Win(q)
as well as its incoming and outgoing transitions;

2. Compute the projection of the resulting FBRG.

Instead of a controller for an individual product, we can keep a concise
representation for the controllers of all the products. To that aim, we have
to make each state inaccessible to the products for which the state is not
winning. This is achieved by replacing the feature expression labelling any
incoming transition of each state ¢ by its conjunction with Win(q). In this
case, the products have access only to the states that are winning for them.
Also, products for which the specification is inconsistent should not even
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be produced; one can thus add a constraint in the FM that makes these
products invalid. This variability-aware controller can be regarded as an
FTS. It is therefore possible to further analyse the controller using the F'TS
model-checking algorithms, thereby determining the relevant properties of
each product for which the specification is consistent. This combination
of synthesis and model checking offers interesting application perspectives,
as they provide together a complete approach ranging from an intuitive
modelling language to the verification of critical behavioural requirements.
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Chapter 12

Conclusion

The initial objective of this thesis was to improve the efficiency and ex-
pressiveness of SPL model checking. Beforehand, we had to analyse the
different available modelling formalisms, and to determine which of them
was the more appropriate to act as the basis of our work. FTS appeared
as the ideal candidate: they were made with the specific intent of designing
SPL verification techniques, and they revealed to hold the appropriate level
of expressiveness together with efficient, dedicated verification algorithms.
Moreover, they are combined with a feature model, the most common lan-
guage to represent variability. Our goal thus became to extend the FTS
theory with new formalisms and algorithms. FTS being a generalization
of TS, it appeared natural to study how single-system model checking im-
proved to reach its current level of optimisation, and extended to provide
modelling formalism for a broad range of systems. This was the first source
of inspiration for our work. However, designing similar improvements for
FTS is far from being a straightforward application of the techniques devel-
oped for single systems. Indeed, variability is arbitrarily invasive and cannot
be considered orthogonally. This is the reason why we had to study such
combinations in depth.

We first addressed the problem of optimising FTS model checking (Ob-
jective O1). Concretely, we aimed to design abstraction methods that can
reduce verification time. A prerequisite was the definition of simulation re-
lation for SPLs. This relation allows the comparison between models with
respect to the satisfaction of properties. In our case, the fact that an FTS
simulates another means that the products satisfying an LTL formula in
the former also satisfy it in the latter. Our FTS simulation relation is the
perfect example that variability has a deep impact on behaviour; its defi-
nition intensively involves the feature expressions labelling the transitions
(see Definition 5.3). Having FTS simulation as a sound basis for behavioural
comparison, we next studied how to design F'TS abstractions. We first at-
tempted to perform abstraction on the state space of the FTS and its vari-
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ability separately. This led to two families of abstractions: one reducing the
number of states (state abstraction), and one raising the number of products
able to execute variable transitions (feature abstraction). Although variabil-
ity does not seem to impact the former, it still drives the refinement process:
before each refinement, the products for which the model checker has cor-
rect results are not verified anew during the subsequent verifications. Our
experiments showed that the two families of abstraction have completely dif-
ferent impacts on verification time. Procedures based on feature abstraction
generally result in verifying the original model; still, in a minority of cases
— in particular when the property is satisfied by all products — its applica-
tion yields drastic reductions in verification time, and thus overcomes the
exponential blow-up due to variability. On the contrary, state abstraction
improves performance in most cases, but not as significantly as feature ab-
straction; in the other cases, however, it can yield poor performance results.
We also attempted to design an abstraction that mixes the above two. The
results of its evaluation follow the same trend as those of state abstraction,
as if this abstraction cancelled the effect of feature abstraction. We believe,
however, that other mixed abstractions could be designed based on the
topology of the FTS and its variability. This is an interesting direction for
future work.

Abstraction is certainly not the only way to reduce verification time.
When the system is composed of multiple components that evolve in par-
allel, the model ultimately verified is the parallel composition of models of
these components. A common technique to reduce the number of executions
to check in the parallel composition is the partial-order reduction. In a
nutshell, it consists in fixing the order in which the components execute their
next steps when this order has no impact on the overall behaviour of the sys-
tem. Studying this technique for F'TS is interesting and not straightforward,
as the condition on the order can depend on the features. Compositional
reasoning is another interesting perspective to reduce verification time.
The idea is to analyse the behavioural impact of each feature separately so
as to infer whether a feature leads to the violation of a given property. It
was already studied for CTL model checking [91, 133, 132, 134, 135]. We
preliminary worked on an equivalent approach for LTL [67], but it is limited
to conservative features. The idea is to check whether the portion of state
space added by the feature created a loop including an accepting state. De-
signing such a method for other features is, however, more challenging, and
its efficiency and applicability still need to be assessed.

After efficiency, we focused on expressiveness (Objective 02). We were
first concerned with augmenting the type of behaviour that the SPL prod-
ucts can exhibit. In particular, we addressed the modelling of real-time
behaviour and designed a new formalism (viz. FTA). Then we added the
support for non-Boolean features. These two increases in expressiveness re-
vealed that the major challenge is to find the appropriate data structures to
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encode states and sets of products. In our FTA implementation, we encoded
real-time and variability separately, using DBMs and BDDs, respectively.
An alternative, which we did not further explored, is to design a combined
representation that can efficiently check inclusion in terms of time zone
and set of products. Should we tackle the modelling of other kinds of SPL
behaviour (e.g., stochastic behaviour), we would face similar challenges.
Non-boolean features present two other substantial difficulties. First, the
support for attributes through SMT solvers had a significant impact on ver-
ification time. We proposed an alternative based on Boolean conversion, but
its implementation highly depends on the modelling language. There is thus
a need for finding a generic solution to diminish the overhead of handling at-
tributes. Second, although they could be combined with the state-of-the-art
FTS formalism and algorithms, there is currently no guarantee that they are
compatible with all the extensions reported in this thesis. For instance, the
decidability of checking an FTA where transition delays varies in function
of the value of feature attributes is not guaranteed. Additional hypotheses
on the impact of variability would likely be required.

An important future work, which we believe should be one of the main
focus in SPL verification for the coming years, is to make all these theoretical
developments available to engineers. To make a step towards that direction,
we implemented ProVeLines, a new model checker for SPLs (Objective O3).
Given that all our work is based on extensions of FTS, it seemed natural
to design ProVelines following the principles of SPL engineering. However,
the continuous addition of features has made its maintainability increas-
ingly complex. Furthermore, just like in SNIP, the algorithms implemented
within ProVeLines are tightly coupled to its input language, viz. fPromela.
This makes the addition of new, industry-specific modelling languages dif-
ficult. To overcome this limitation, we recently started a re-engineering of
ProVeLines’ architecture [70]. Our ultimate objective is to provide a cus-
tomizable tool that can be plugged into a real-world industrial process.
Our current perspectives include the integration of our tool with variability-
aware state machines and a code generator. This would allow one to model
the behaviour of the system in a language accepted by industrials, to verify
the underlying FTS against desired properties, and then to automatically
generate the source code controlling the modelled behaviour of the system.
By construction, this source code satisfies the verified properties and future
bugs will be due to the customized (i.e. not generated) part of the code.

As a last objective (04), we successfully applied the principles of FTS
model checking to other formal verification methods, viz. adaptive systems
and controller synthesis. In addition to their individual contribution, the
corresponding chapters serve a more general purpose. In Chapter 10, we
showed that the combination of variability and behaviour modelling can be
used in other domains than SPL engineering. Furthermore, from our study
on controller synthesis (see Chapter 11) we can derive basic principles to
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generalise formal verification methods to variability-intensive systems:

1. Identify the mathematical concepts influenced by variability.
For FTS, these concepts are the satisfaction of formulae and the exe-
cutability of transitions. In FBRG, the executability of transitions is
also subject to variability, as is the winning condition.

2. Update the computation formulae. The satisfaction of LTL for-
mulae depends on the state reachability relation, which in turn is de-
termined by the transitions. As for the winning condition in FBRG, it
can be computed on each individual state in function of its outgoing
transitions, their controllability, and their variability.

3. Extend the algorithms. The last step is to rewrite the single-system
algorithms according to the new concepts and computation formulae
introduced previously. This may require to extend additional concepts
with variability, e.g. reachable states in F'TS and goal states in FBRG.
The termination condition also changes: in FTS, we have to visit all
states with all the products able to reach them, whereas the fixed-
point in the synthesis algorithm is reached when there is no goal state
whose associated set of products has been reduced.

Every development we made can be regarded in a particular application
of the above procedure. The most important contribution of this thesis
could be to have shown that the principles of FT'S model checking can be
transposed to other areas. Our dearest hope is that our work will constitute
a source of inspiration for variability-aware formal methods that will be
developed in the future, thereby contributing to our predecessor’s objective
to make FTS the state-of-the-art formalism for SPL verification [51]. That
is, we hope to have made the first steps to enable formal methods for the
masses.
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