Université catholique de Louvain
Faculté des Sciences Appliquées

LABORATOIRE DE TELECOMMUNICATIONS
ET
TELEDETECTION

Place du Levant, 2
B - 1348 Louvain-la-Neuve
Belgique

Perception and Re-Synchronization Issues for the
Watermarking of 3D Shapes

Patrice Rondao Alface

These présentée en vue de I'obtention du grade de
Docteur en Sciences Appliquées

Examination Committee:

Benoit MACQ (UCL/TELE) - Supervisor
Mauro BARNI (Universita di Siena, Italy)
Vincent BLONDEL (UCL/INMA)
Henri MAITRE (GET/ENST Paris, France)
Jean-Jacques QUISQUATER (UCL/DICE)
Jean-Didier LEGAT (UCL/DICE) - President

Octobre 2006






Acknowledgments

A PhD thesis is truly a long quest that I would not have been able to
complete without the aid and support of countless people over the four
past years. My first acknowledgments go therefore to my supervisor,
Benoit Macq, who has introduced me to a stimulating work environment
and to this interesting research field.

Many thanks to my jury members for their advice and support during
this research and for having kindly accepted to read and review this thesis.
Their comments and remarks have helped to improve the quality of this
work.

This thesis has been funded by the ER.I.A. grant for which I am honored
and grateful.

I would like to especially thank the people (and may I say friends) with
whom I have collaborated on the topics of this thesis. From Louvain-La-
Neuve to Grenoble, through Paris and Rennes, Frangois Cayre has been
a guide at the beginning of my research and a close collaborator during
this thesis. The research works presented in Chapters 7 and 9 have been
developed with him. Mathieu De Craene, who is always ready to help
and who is fond of mutual information applications, has worked with me
on the perceptive metric described in Chapter 4. Considering the same
Chapter, many thanks to all the twenty-one anonymous people who have
bravely participated to the psychovisual experiment.

Many people have brought some light on specific details of this research
by interesting and useful discussions at conferences, workshops and
meetings: Francis Schmitt, Isabelle Bloch, Laurent Jacques, Tony Tung,



ii

Teddy Furon, Patrick Bas, Jeffrey Bloom, Sébastien Valette, Frédéric Lefeb-
vre, Frédéric Payan, Pierre Moulin, Gabriel Peyré, Xavier Tricoche, Pierre
Alliez, Wolfgang Funk, Massimiliano Corsini, Francesca Uccheddu, Jihane
Bennour, Jean-Luc Dugelay, Luh Yen, Marco Saerens, Vincent Nicolas,
Daniela Trevisan, Jacek Czyz, Damien Delannay, Aloys du Bois d"Aische,
Julien Pironet, Paulo Pereira and so many others.

It is now nearly common knowledge that acquiring useful data is some-
times the hardest part of a thesis. I acknowledge the Stanford 3D Scan-
ning Repository, The Digital Michelangelo Project, Cyberware, The Prince-
ton Shape Benchmark, CRIF, Pratt & Whitney, Technical Arts Co. and
GET/ENST Sculpteur Project.

I am very thankful to my friends inside and outside university: Dimitri,
Luh, Guibert, Aurélie, Paulo, Daniela, Vincent, Mathieu, Aloys, Cédric,
Diego and all I am ashamed to forget in these lines.

Last and most importantly, I would like to thank my family and Sandra
for their unconditional support, understanding, care, love and patience.



Contents

List of figures ix

I General Introduction and Notions of Digital Shape Proces-

sing 1
1 General Introduction 3
1.1 Contextofthework . . . ... ... ... ... ... .... 3

1.2 Organizationof thethesis . .. ... ... ... .. .... ... 6

2 Digital Shape Processing 9
21 Introduction . .. ... ..... ... ... ... ... 9
2.2 Shapes and their digital representations . . . ... ... ... 9
221 Non-Uniform Rational B-Splines (NURBS) . . . . .. 10

222 3Dtrianglemeshes . . . ... ... ... .. ...... 11

23 Digital Topology . . . . . ... ... ... ... ... ..... 13
24 Parameterization . ... ... .. ... ... . ... 14
241 Digital parameterization . . . . . ... ... ... ... 16

2.4.2 Distortion energy estimation . . ... ... ... ... 16

243 Tutte parameterization . . . . . . ... ... ... ... 18

244 Conformal and harmonic parameterizations . . . . . 18

245 Authalic parameterization . . . . ... ... ... ... 19

2.5 Differential Geometry . . ... ... ... ... .. ..... 20
2.6 Geodesicdistances . . ... ................... 25
2.7 Spectral Analysis . . ... ... ... ... .. . . 26
2.8 Multiresolution Analysis . . . . ... ... ........... 27

29 Conclusion . . . . . . . . 30



iv CONTENTS
II Shape Perception 31
3 Perception of a 3D Shape 33
3.1 Introduction . . ... ... ... ... ... . ... ... 33
3.2 Visualization Techniques . . . . . .. ... ... ........ 34
321 Rendering . ........................ 34

322 LightingModels . ... ... .............. 35

323 Textures . .. ... ... ... ... o 39

3.24 Global Nlumination. . . . ... ............. 40

3.2.5 Non-Photorealistic Rendering (NPR) . . . . . ... .. 41

326 LevelofDetail. .. ... ... ... ........... 42

3.3 Three-Dimensional Distance Metrics . . . . . ... ... ... 43
3.3.1 Hausdorffdistance . . .. ... ............. 44

3.3.2 Volumebased metric . . . . .. ... ... ... .... 44

3.3.3 Quadric Error Measure . .. ... ... ........ 45

3.34 Curvature Based Distance . . . . . ... ... ... .. 45

3.3.5 RMSE, VSNR and Geometric Laplacian . . . . .. .. 45

3.3.6 Image-based metrics . . ... .............. 46

3.3.7 Perceptivemodels . ... ...... ... ... ..., 46

34 Conclusion . . . ... .. L 48

4 Shape Quality Assessment for 3D Watermarking Attacks 49
41 Introduction . . ... ... ... .. . .. ... ... ... 49
4.2 Visual similarity metric through 2D projections . . . . . . . . 50
421 Mutual information . ... ... ... ... .. ... 50

422 Generating2Dviews . . . ... ... ... 0L 51

4.3 Subjective evaluation experiment . . . . . ... ... ... .. 53
43.1 Experimentscript. .. ... ... .. .......... 55

432 Statistical Analysis of the Experimental Results . . . 56

4.4 Validation of the proposed metric . . . . ... ... ...... 60
441 Noiseaddition . ..................... 61

442 Vertexsimplification . . . ... ............. 62

443 Smoothing . . ... .................... 62

444 Image-based metrics and view variance . . . . . . .. 63

445 Finalobservations . ................... 64

45 Conclusion . . . . . . . . e 65



CONTENTS v

III Towards 3D Shape Watermarking 69
5 Introduction to Digital Watermarking 71
51 Introduction . . ...... ... ... ... ... ... ... .. 71
52 Terminology . . ... ... ... ... ... ... ... .. ... 72
5.3 Applications of watermarking . . . . ... ... ... ... .. 75
531 Copyprotection. . .. ... ... ... ......... 75

5.3.2 Copyright protection . . . . ... ... ... ...... 76

53.3 Integrity protection . . . . ... ... ... ... ... . 76

534 Self-indexedcontents. . . . ... ... ... .. ..., 76

535 Augmentedcontents . . ... .. ... ... .. ..., 77

53.6 Steganography . ..................... 77

53.7 Fingerprinting. . . . .. ... ... ... ... .. ... 77

54 Watermarkingof3DData . ... ................ 78
5.4.1 Why should 3D graphics content be protected? . . . . 78

54.2  Are there alternatives to 3D watermarking? . . . . . . 79

55 Conclusion . . . . ... ... ... oo oo 82

6 Survey of 3D Digital Watermarking: From 3D Mesh Data Hiding

towards 3D Shape Blind and Robust Watermarking 83
6.1 Introduction . ... ... ... ... ... . ... ... ... 84
6.2 3D Watermarking Applications and Requirements . . . . . . 85
6.2.1 3D Watermarking Applications . . . . ... ... ... 85

6.2.2 Robustnessand Attacks . . . ... ... ........ 85

6.2.3 Imperceptibility . . . ... ... ... ... .0 .. 87

6.24 Capacity, Content and Security . . . ... ... ... .. 89

6.2.5 3D Watermarking Schemes Requirements . . . . . . . 90

6.3 3D Watermarking Schemes . . . ... ............. 91
6.3.1 Spatial Domain . . ... ................. 91

6.3.2 Transform Domain . .. ... ... ... ... ..... 100

6.3.3 Compression Domain . ... .............. 105

6.34 AttributeDomain. . . ... ... .. ... ... ... . 105

6.3.5 3D embedding and 2D retrieval . . . . . .. ... ... 106

64 Conclusion . . ... ........ .. ... .. .. . ... 106
7 Spectral Watermarking of 3D meshes 109
71 Introduction . . ... ... ... ... ... ... .. 109
7.2 Spectral decomposition. . . . ... ... o Lo 110

7.2.1 Discrete Laplacian Operator. . .. ........... 110



vi CONTENTS
7.2.2  Discrete Laplacian operators and the Principal Com-
ponent Analysis. . . . . ... ... .. 0L 112
7.2.3  Discrete Laplacian operators as connectivity-preserving
linear meshsystem . . . ... ... ........... 113
7.2.4 Properties of discrete combinatorial mesh Laplacian
operators. . . . ... ... .. 115
725 Meshspectra . ... ... ... ... ... ... ..... 117
7.3 Fixed basis decomposition, partitioning and overlapping . . 118
731 Tutteprojection . . ... ... ... ... ... ..... 120
732 Vertexmapping . . ... ... ... ... .. ..., . 120
7.3.3 Partitioning and patch augmentation by overlapping 122
74 Mesh geometry compression and progressive transmission . 124
741 Visualmetric . ... ...... ... ... .. ..... 125
742 Geometric compression . . .. ... .......... 126
743 Progressive transmission . . ... ... ........ 127
75 Watermarking . . . .. .. ... ... ... . L 128
751 Method. .. ... ... ... .. ... ... .. .. ... 128
7.5.2 Resultsand discussion . . . . .. ... ... ...... 130
7.6 Conclusion, limitations and futurework . . . . . ... .. .. 134
8 Re-Synchronization of Spectral Watermarks by Umbilical Points 137
81 Introduction . ... ... ... ... ... ... ... ... .. 137
82 PFeaturePoints . ... ... ... ... ... .. ... .. 138
8.2.1 Umbilical Points . ... ................. 139
8.2.2 Curvature Tensor Estimation . . .. ... ....... 140
8.2.3 Curvature Tensor Field Filtering and Topological
Analysis . . ... ... ... L o 141
8.24 Multi-Scale Analysis and Robust Umbilical Points . . 150
8.2.5 Analogy with the Scale-Invariant Feature Transform 151
8.3 Partition And Remeshing . . .. ................ 152
8.3.1 Sampling Independent Wavefronts . . . . . ... ... 152
8.3.2 Building The Geodesic Delaunay Triangulation . . . 153
833 Remeshing. .. ...................... 154
8.4 Watermarking Encoding And Decoding . . . ... ... ... 155
85 Results . .. ....... .. ... ... .. 156
86 Conclusion . .. .......................... 159
9 3D Blind Local Watermarking and Robustness to Resampling

and Cropping Attacks 161
9.1 Introduction . ... ... ... ... . ... 161



CONTENTS vii

9.2 Overview of the proposed scheme . . ... ... ... ... 163

9.3 Robust Prongs Detection . . . . ... ... ........... 165

9.3.1 ProtrusionFunction .. ................. 165

932 Geodesics . ... ... 166

9.3.3 Detecting Local Maxima . . . .. ............ 167

9.34 Computational Cost Optimization . . ... ... ... 169

9.4 Robust Local Neighborhoods . . . .. ... .......... 170

9.5 Patch Radial Watermarking . . . ... ... .......... 172

9.5.1 Robust Center of Gravity Estimation . . . . . ... .. 173

9.5.2 Shape Histogram . . . .. ................ 174

9.5.3 Watermark Embedding . . ... ............ 176

9.54 Watermark Decoding . . . . ... ... ... ...... 178

9.6 Robustness Experimental Results . . . . . ... ........ 179

9.6.1 Robustness of Prong Detection . . ... ... ... .. 179

9.6.2 Robustness of the Watermarking Scheme . . . .. .. 179

9.7 Conclusion . . . .. ... ... ... .. o 180

10 Conclusion 183

10.1 Contributions . . ... ... ... ... ... ... ... ... 183

10.1.1 Perceptualmetric . . . . . ... ... ... .. .... 184
10.1.2 Blind semi-fragile watermarking scheme based on

spectral decomposition . . . ... ... ... ... . 184
10.1.3 Blind watermarking scheme robust against resampling185
10.1.4 Blind watermarking scheme robust against resam-

plingand cropping . . . . . ... ... ... ... ... 185
10.1.5 Related Applications . . . . ... ... ... ... .. 186
10.2 Linesof Future Work . . . . .. . . . ... ... ... .. ... 186

Bibliography 189






List of Figures

2.1
2.2
2.3
24
25
2.6
2.7
2.8
29
2.10
2.11
212
2.13
2.14

3.1
3.2
3.3
34
3.5
3.6

4.1
4.2
4.3
44
4.5
4.6
4.7

Triangulated surface . . . .. ... ... .. .. ........ 13
Delaunay triangulation . . . . . ... .. ... ......... 13
Parameterization . . ... ... ... . ... ... ... ..., 15
Digital parameterization . . . ... ... ... ... .. ... .. 15
Curvatureof a2Dcurve . . .. .. ... ... .. ... ..., 20
Curvatureof a3Dsurface . .. ... ... ... ... ..... 21
Principal curvatures for basic 3D shapes . . . . .. ... ... 22
Principal curvatures directions . . . .. ... ... .. .... 23
Mean and gaussian curvatures . . ... ... ......... 24
Geodesicdistance . . . . ... ... ... .. ... 25
Fast Marching wavefronts . . . ... ... ... ........ 25
Multiresolution Analysis . . . . .. ... ............ 27
Subdivisionsurface . . . . . .. .. ... ... 28
Wavelet . . . . . . . .. 29
Shadingmodels . . ... ......... ... .. ... ... 40
Image texturemapping . . . . . ... ... ... ... 41
Bump and environment mappings . . ... ... ... ... .. 41
LODs and simplification . . . ... ... ... ... ...... 43
LODsandscale . ... ... ... .. .. .. .. .. .. .... 43
3D metrics and perception . . . .. ... L 47
Views generated to compare 3D shapes . . . .. ... .... 53
Models used for the psychovisual experiment. . . . . . . .. 54
Snapshot of the experiment environment . . ... ... ... 54
Perception of noise attack for the Bunny model . . . . .. .. 61
Perception of noise attack for the Head model . . . . . . . .. 62
Perception of simplification attack for the Bunny model . . . 63
Perception of simplification attack for Hand model . . . . . . 64



LIST OF FIGURES

4.8 Perception of smoothing attack for Feline model . . ... ..
4.9 Perception of smoothing attack for the Head model . . . . . .
4.10 Visual appearance of smoothing and simplification attacks .
4.11 Visual appearance of noise and smoothing attacks for the
Headmodel . . . . ... ... ... ... ... .. .. .. ...
4.12 Visual appearance of the Bunny model for noise attack
4.13 View variance of image-based metrics for the noise attack . .
4.14 View variance of image-based metrics for the smoothing at-
tack . ...
4.15 View variance of image-based metrics for the vertex simpli-
ficationattack . . ... ... ... ... 0L

51 Watermark embedding scheme . . .. ... ..........
5.2  Watermark blind decoding scheme . . . . .. ... ... ...
5.3 Rendering pipeline protectionissue . ... ..........

6.1 Remeshing and shape perception . . . . .. ... ... ....
6.2 Embedding strategies of connectivity-driven watermarking

schemes . . ......... ... ... .. .. .. ...
6.3 Examples of connectivity-driven watermarking schemes

7.1 Pointdistribution . . . ... ... ... 0 oL
7.2 Planar mesh vibration modes and KL operator . . . . . . ..
7.3 Planar mesh vibration modes, TL and GL operators . . . . .
74 Meshvibrationmodes . . .. ... ...............
7.5 Connectivity Shapes . . . .. ... ... . ... ... .. ...
7.6  Spectra of the dark blue patch for models Bunny and Fandisk
(optimal basis). . ... .. ... ... ... ... ... ... ..
7.7 Tutte projection of original and regular connectivity . . . . .
7.8 Patch augmentation by overlapping . . . .. ... ... ...
7.9 Artifacts caused by partitioning . . . . . ... ...
7.10 LOT example for the bunny model . . . . .. ... ... ...
7.11 Spectral bitstream . . . . . . ... ... o o L L
7.12 Rate-distortioncurves . ... ... ... . ... ... ...
7.13 Progressive reconstruction of the Fandisk model . . ... ..
7.14 Influence of patch size on the watermark visibility . . . . . .
7.15 Watermark embedding . . . . ... ... .. ... ... ...,
7.16 Watermark strength and overlapping . . . . . ... ... ...
7.17 Watermark strength and measured visual distortion . . . . .
7.18 Watermark strength and measured visual distortion . . . . .

66



LIST OF FIGURES Xi

7.19
7.20
721

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8
8.9
8.10
8.11
8.12
8.13
8.14
8.15
8.16
8.17

9.1
9.2
9.3
94
9.5
9.6
9.7
9.8
9.9
9.10
9.11
9.12
9.13
9.14
9.15

Partitioning and watermark embedding . . . . . ... .. .. 134
Watermark robustness against compression . . . . . .. ... 135
Watermark robustness against noise addition, RST trans-

forms and smoothing . . . . .. ... ... ... 0L 136
Curvature estimationdetails . . . . . ... ...... ... .. 141
Curvature estimation visualresults . . . . . . ... ... ... 142
Tensorindex . . . . ... ... ... ... ... ... ... 145
Wedges and trisectors . . . .. ... ... o000 147
Combined umbilical points . . . ... ....... ... ... 148
Tensor filtering . . . .. ... .. ... ... .. ... . ..., 149
Multi-scale curvature estimation . . .. ... ... ...... 150
Front propagation . . . . .. ................... 153
Harmonic parameterization . . . . ... ... ......... 155
Harmonic parameterization and density . . . . . ... .. .. 156
Shape partition . . ... ... ... ... ... ... 0. 157
Regular connectivity remeshing . . . . .. ... ... ... .. 157
Projection. . . ... ... ... Lo o 158
Benchmark of the umbilical points robustness . . . . .. .. 158
Benchmark of the whole watermarking scheme robustness . 159
Visual appearance of watermarked patches . . . . ... ... 159
Visual appearance of a watermarked model . . . . . ... .. 160
Meaningful cropping attacks . . . ... ... ... .. ... .. 162
Perceptual segmentation . . . . ... ... ... .. .. ... .. 163
Voronoi and barycentric and 1-ring neighborhoods . . . . . . 166
Protrusion function . . . .. ... ... ... .. ... 166
Prongsand MDS . ... ... .. .. ... ... .. ..., . 168
Convex hull approximations . . . . ... ... ... ...... 169
Optimization of the protrusion estimation . . . . . .. .. .. 171
Prong neighborhoods . . . . . ... ............... 173
Radius shape histogram . . . .. ... ............. 175
Generating arandompoint . . .. ... ... ... .. ..., 176
Shape histogram invariance to resampling . . . . . . ... .. 177
Mean distribution shift . . . ... ... .. ... ... ... . 178
Cropping Attack and prong neighborhood . . .. ... ... 179
Benchmark of the prong detection robustness . . . . . .. .. 180
Benchmark of the prong detection robustness . . . . . .. .. 180






