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ABSTRACT

With the emergence of the internet of things, the research surrounding the
design of cryptographic algorithms suited for constrained environments has
rapidly gained ground. This fast development of new security primitives and
their implementation on electronic devices has led to consider several concerns
in terms of fair evaluation, physical security and protection of their intellectual
property (IP). These can be summarized with the following questions:

1. How can we fairly compare the performances of algorithms? How do
lightweight algorithms compare to the standard ones? What is the im-
pact of design choices on the implementation results?

2. To what extent do countermeasures against side-channel attacks im-
prove security and at which cost? What is the impact of new technolo-
gies on the physical security and efficiency of cryptographic implemen-
tations?

3. How to protect IPs in a way that is both flexible and secure?

To answer these questions, we first propose different evaluation frameworks
which allow us to compare the efficiency of cryptographic algorithms. From
the obtained results, we extract some general design guidelines and show that
normalized metrics (such as energy) are generally more illustrative. We then
come up with more efficient implementations of the shuffling countermeasure
which is an important solution to improve security against side-channel at-
tacks. We also present the first implementation of the randomized look up
table countermeasure. Finally, we propose a new flexible IP protection infras-
tructure exploiting the implementation power consumption as a signature.
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Xavier Standaert, Michel Verleysen. Support vector machines for im-
proved IP detection with soft physical hash functions. In Emmanuel
Prouff, editor, COSADE, Lecture Notes in Computer Science. Springer,
2014. To appear.
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& iSCREAM: Side-channel resistant authenticated encryption with
masking. Submission to the CAESAR competition.



INTRODUCTION

I.1 SCOPE AND MOTIVATION

Over the last 50 years, the constant decrease in size and cost of electronic
devices, known as the technology scaling trend, has enabled their integration
inside everyday applications. A new concept, named the internet of things
(IoT) has consequently rapidly gained ground in the scenario of modern wire-
less telecommunications. The basic idea behind IoT is the pervasive presence
around us of a variety of things or objects – such as radio frequency identifi-
cation (RFID) tags, sensors, actuators, mobile phones, etc. – which are able,
through unique addressing schemes, to interact with each other and cooperate
with their neighbors to reach common goals [10]. Since sensitive information
may transit from one node of the network composing the IoT to the other,
this model raises privacy and security concerns. This is why cryptographic
algorithms are often an integral part of the IoT’s nodes.

In this context, the need for small size, weight, energy and cost implied by
the IoT scenario has promoted the research in the direction of lightweight cryp-
tographic algorithms. In general, symmetric cryptographic primitives, such as
block ciphers and hash functions are good candidates for low-cost implemen-
tations and many new designs going in that direction have been proposed
over the last decade (e.g. ICEBERG, LED, PRESENT, PRINCE, etc. for block
ciphers and Quark, SPONGENT, PHOTON, etc. for hash functions). Even if
these algorithms are useful and inventive in many ways, determining which
one to use in a particular context with good confidence may be difficult. Fur-
thermore, the notion of low-cost can be misleading as different authors may
have different definitions of low-cost in mind. For example, does a low-cost
implementation correspond to a small implementation size, a low power con-
sumption, a low latency or a low energy consumption? Besides, an algorithm
may have low-cost properties for a particular implementation technology but
become more costly when implemented on an other type of technology. Fi-
nally, no general guidelines helping the design of lightweight cryptographic
algorithms are available. For all those reasons fair evaluation of cryptographic
implementations is an important research topic.

Next to these concerns, while cryptographic algorithms are usually designed
to be theoretically secure under some assumptions regarding the adversary’s
resources, the electronic devices on which they are implemented may not be
secure. This leads to new issues regarding the practical security of the primi-
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xiv INTRODUCTION

tives. Indeed, an adversary may have access to the physical properties of the
electronic device – such as electromagnetic emanations, power consumption
and temperature dissipation – as well as to ways to alter the behavior of the
cryptosystem and thereby compromise the secret information that is manip-
ulated by the device. Fault attacks are an example of physical attacks for
which the cryptosystem behavior is altered by provoking faults (e.g. under
the form of a clock glitch, a power spike or a bit flip using a laser) at spe-
cific points of time. Another type of attack consists in removing the electronic
device package and directly probing the relevant wires in order to read the
secret information. Next to that, non-invasive attacks have also been proposed
in the literature. Those attacks rely on the fact that electronic devices pro-
duce physical leakages that are related to the intermediate values they are
manipulating.

In order to prevent those attacks, specific countermeasures were developed.
More specifically, looking at the countermeasures proposed for side-channel at-
tacks, we mainly find two categories of countermeasures : the countermeasures
hiding the sensitive information (e.g. addition of random delays, shuffling of
the order of independent operations, etc.) and the masking countermeasures
(i.e. the ones that conceal each intermediate value processed by the algorithm
using random values called the masks). Even if these countermeasures are
useful against side-channel attacks, they all require additional resources and
execution time. This raises thus an important question: to what extend do
the countermeasures improve security and at which cost? Besides, some re-
cent countermeasures could highly benefit from secure pre-computations. This
need is highly related to the problem of fast and efficient non-volatile storage.
The question is then: are there existing technologies allowing efficient secure
pre-computations?

A last important issue related to electronic devices, and more specifically
to the algorithms implemented inside them, is the protection of their intellec-
tual property (IP) against theft or illegal copies. Indeed, the increasing cost
and complexity of electronic device manufacturing processes as well as the
increasing complexity of the current hardware/software codesigns has moti-
vated the designers to opt for a new business model: software and hardware
implementations are now often sold as IP cores that can be integrated as part
of a larger system by a third-party. This re-use of IP cores presents enormous
gains in development cost and time. Unauthorized exploitation is however
easier to achieve with IP cores than with a completely manufactured system.
Various solutions have thus been introduced to mitigate those risks. But as
usual in security-related issues, the protection mechanisms have to deal with
contradictory goals. On the one hand, IP owners primarily aim at preventing
the piracy of their designs. On the other hand, users want to easily integrate
these designs in their development flows. The first goal suggests integrating
security mechanisms at low abstraction levels (e.g. in circuit layouts). The
second goal rather suggests integrating these mechanisms at high abstraction
levels (e.g. in the description codes of the designs). In other words, solutions
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to prevent the counterfeiting of electronic systems can be seen as a trade-off
between security and flexibility.

In this thesis, we will investigate those three topics and try to find suit-
able answers to the various questions they are raising. In particular, we first
propose a general evaluation of different cryptographic algorithms on several
electronic devices. This allows us to give some general intuitions about good
practices to follow while designing new algorithms. Besides, we are also able
to evaluate the point up to which lightweight algorithms are relevant with
respect to standard ones.

Secondly, we come up with two new implementations of the shuffling coun-
termeasure that improve previously existing propositions. From these imple-
mentations, we are able to propose the first comprehensive evaluation of the
shuffling countermeasure. In addition to that, we investigate to which ex-
tent a newly available memory technology (ferroelectric random access mem-
ory (FRAM)) can improve the performances and security of protected imple-
mentations. Specifically, we first consider the implementation of the shuffling
countermeasure with this memory. Then, we present the first working imple-
mentation of the randomized look up table (RLUT) countermeasure [179] which
can be viewed as a generic masking scheme that provides unconditional secu-
rity against side-channel attacks of all orders. This implementation helps us
to demonstrate that using this kind of countermeasure combined with FRAM

allows higher security levels than higher-order masking but at similar cost.
Finally, we propose a new IP protection mechanism that applies to a large

variety of IPs. This mechanism takes advantage of the idea of soft physical hash
function (SPH) and exploits the physical features of the IP to protect. However,
unlike for watermarking-based approaches, our mechanism is able to detect
counterfeited designs without any addition to the original implementation.
In this thesis, we provide a general framework for our approach as well as
the definitions and properties related to it. We eventually experiment our IP

protection mechanism on some case studies and show some promising results.

I.2 THESIS OUTLINE

Part I. We start this work by providing the background information needed
to better apprehend this thesis. This part is composed of the following two
chapters:

Chapter 1. As a preliminary discussion, we describe the different crypto-
graphic algorithms that we will be using in the remainder of this work. We
first provide general considerations regarding the construction and properties
of block ciphers and hash functions. For these two categories of algorithms,
we then explain the construction of the previous and actual standards in the
field. We finally give further details concerning other block ciphers and hash
functions that will be used throughout this thesis.
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Chapter 2. In order for these algorithms to be a part of real life applica-
tions, they need to be implemented on some electronic devices. Therefore, we
describe in this chapter two main categories of devices: the hardware devices
and the devices containing embedded software (which we will often be calling
software devices). For each of these categories of electronic devices, we intro-
duce the basic concepts related to them as well as their structures. We then
provide information regarding their design flows. Finally, we introduce some
metrics and explain their importance in implementation evaluations.

Part II. From the information presented in Part I, we may now start im-
plementing cryptographic algorithms. In the next chapters, we first provide
general comparison for block ciphers and hash functions on software and hard-
ware devices. We then evaluate the security and efficiency of two software
countermeasures.

Chapter 3. Our first set of implementations concerns the block ciphers. In
this chapter, we first investigate the software implementations of 12 block
ciphers for a constrained device (8-bit microcontroller with reduced set of
instructions). Then, we propose to evaluate the ASIC implementations of 6
block ciphers. As each of these works has been conducted in contribution
with other authors, we provided common methodologies for each of them. The
results related to software evaluation have been presented at AFRICACRYPT

2012 [62], while the hardware ones were proposed at CHES 2012 [103].

Chapter 4. We extend the evaluation work presented in Chapter 3 for block
ciphers to the case of hash functions. Again, we provide results in two imple-
mentation scenarios (i.e. implementations for software and hardware devices).
Regarding the software implementations, we adapted the methodology used
for block ciphers and kept the same device. The hardware implementations, on
their side, were carried out on FPGAs instead of ASICs. These two evaluations
are again joint works involving several authors. The first work was presented
at CARDIS 2012 [16], while the second one was proposed in the context of the
SHA-3 competition and presented at [105].

Chapter 5. In this chapter, we tackle the concerns related to the practical
security of cryptographic implementations. First, we propose two new imple-
mentation approaches for the shuffling countermeasure. Then we describe an
evaluation framework adapted to the context of shuffling in which we propose
the use of the permutation leakage. From that framework, we are then able
to provide a security evaluation of the countermeasure. In a second part, we
analyze the impact of FRAM memories on the efficiency of existing counter-
measures. To do so, we propose software implementations of the shuffling and
the RLUT countermeasures. These works were proposed in collaboration with
other authors to the conferences ASIACRYPT 2012 [192] and CARDIS 2103 [106].
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Part III. In this part, we finally consider the IP protection problem.

Chapter 6. In this chapter, we provide a solution against unlicensed intel-
lectual property (IP) usage that uses both the leakage of the device in which
the IP is embedded and the concept of SPH. We provide general definitions for
our approach and give some experimental results for software and hardware
IPs. The work included in this chapter was presented at WISA 2012 [60] and
HOST 2013 [104].

Conclusion and Perspectives. To conclude, we provide a summary of the
contributions proposed in this work. We also give some potential future re-
search subject for each of the investigated topics. Finally, we briefly discuss
the problematic of automation of the evaluation process versus the confidence
and optimality of the results.
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CHAPTER 1

CRYPTOGRAPHIC ALGORITHMS

Cryptography covers a wide range of applications such as secret communi-
cation, authentication and digital signatures and can be defined as the sci-
entific study of techniques for securing digital information, transactions, and
distributed computations [102]. The cryptography field of research is often
divided into two categories: the cryptographic algorithms and the crypto-
graphic protocols. Cryptographic algorithms can be viewed as the building
blocks necessary to implement the cryptographic protocols.

In this thesis, we will only focus on the cryptographic algorithms which may
further be divided according to the way their key is used. First, the keyless
algorithms encompass all the cryptographic algorithms that do not need a key
to be executed. Then, the symmetric-key algorithms are algorithms for which
the sender and receiver of a secret message share the same key. Lastly, in the
case of asymmetric-key algorithms or public-key algorithms, the receiver of
a secret message needs two different keys: a public key, that can be shared
with everyone and with which the message will be encrypted, and a matching
secret key, only known by the receiver, and with which the secret message can
be decrypted.

In the next chapters, we concentrate mainly on lightweight embedded ap-
plications that require low energy or power consumption. We will consequently
focus our discussion on two types of cryptographic algorithms that are usually
well suited in this case: the block ciphers which are part of the symmetric-key
algorithms, and the hash functions for the keyless algorithms.

1.1 BLOCK CIPHERS

1.1.1 General description

A block cipher is a symmetric-key algorithm that operates on fixed length
blocks of data. During the encryption, the message or plaintext p is trans-
formed, using a secret key k, in a ciphertext c of the same length. An inverse

1



2 CRYPTOGRAPHIC ALGORITHMS

function using the same key as the encryption decrypts the ciphertext. Those
processes are illustrated in Figure 1.1 and may be denoted by c = ENCk(p) for
encryption and p = DECk(c) for decryption.

Plaintext ENC Ciphertext DEC Plaintext

Key Key

Fig. 1.1.: Illustration of the encryption/decryption process

A block cipher can be seen as a family of pseudo-random permutations,
each key k defining one permutation inside the family. Standard notions of
security state that a permutation is pseudo-random if it is indistinguishable
from a random permutation. That is, if we randomly chose between the out-
put of a random permutation and the output of a block cipher (generated
using a randomly chosen key), an adversary should not be able to guess with
a probability much more than 1/2 which of the permutations was used to gen-
erate the output he has access to [102]. Besides, Shannon stated in [172] that
“in a strongly ideal cipher, all statistics of the cryptogram are independent of
the particular key used”. In order to tend to this concept of ideal cipher, he
proposed two methods called the confusion and the diffusion methods. The
purpose of the confusion method is to make the relation between the key and
the ciphertext more complex. While the goal of the diffusion method is to hide
all possible redundancy existing in the plaintexts. In other words, a change of
one bit in the plaintext should result in average in the modification of half of
the bits in the ciphertext.

As illustrated on Figure 1.2, block ciphers are often composed of simple
functions, called rounds, which are iterated several times. The most common
type of existing block ciphers are subtitution-permutation-networks (SPN) for
which the rounds are composed as follows:

• The key-mixing layer combines a round key to the actual state. Usually,
an XOR operation is used to achieve this. Round keys are derived from
the master key using a key scheduling algorithm. Those round keys may
either be precomputed and stored in memory or computed on-the-fly
alongside the message encryption. The choice of one or the other alter-
native will be guided by the design requirements as one option requires
less time to execute but more memory than the other.

• The non-linear substitution layer is used to add confusion to the cipher.
This substitution is generally achieved by substitution boxes also called
S-Boxes in the remainder of the text. An S-Box is an a-bit to b-bit non
linear transformation that maps every possible a-bit value to a b-bit
value. Typically, S-Boxes are stored in memory under the form of look up
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tables (LUTs). In order to limit memory usage, the input and output sizes
are usually limited to a few bits and the substitution layer is composed
of several S-Boxes applied in parallel.

• The diffusion layer or permutation layer can be implemented using either
simple permutations, that can be applied on different level such as the
bit, nibble or byte level, or maximum distance separable (MDS) codes. In
the case of simple permutations, the diffusion layer is usually resource
free when applied in hardware as it only consists in wire crossing. It can
however become extremely time consuming in software when applied on
the bit level.

Key-mixing layer

Substitution layer

Permutation layer

Round 1

Plaintext

Round 2

Round Nr

Ciphertext

KSKey

Fig. 1.2.: Illustration of the different parts of a block cipher

In the next sections, we describe existing block ciphers that will be used
throughout this thesis. In section 1.1.2, we concentrate on the details of two
standardized block ciphers. Then, section 1.1.3 gives an overview of several
block ciphers designed with a low cost goal in mind.

1.1.2 Standard block ciphers

Data encryption has been used for ages. It is however only in 1973 that the
US National Bureau of Standards (NBS) (which is now called the National
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Institute of Standards and Technology or NIST) launched its first call for
candidates suitable for protecting confidential governmental information. The
data encryption standard (DES) was first published in 1975 and was accepted
as a standard in 1976 [141]. Over the years, with the increase of the available
computing power, exhaustive key search on DES became possible, which led
the NIST to issue a call for proposals to replace DES. In 2001, the block cipher
named Rijndael, proposed by Joan Daemen and Vincent Rijmen, became the
advanced encryption standard (AES) [52].

Data encryption standard

DES is based on a block cipher construction called a Feistel network. In a Feis-
tel network, the round inputs X are separated in two halves, Xi = (Li||Ri)
(with || the concatenation operator, L representing the left part and R the
right part). The right half is passed through a round function f and then
XORed with Li. The two parts are then swapped and the input to the next
round is Xi+1 = (Li+1||Ri+1) = (Ri||(Li ⊕ f(Ri))). The round function f
may contain the same kind of building blocks as SPN rounds (S-Boxes, per-
mutations, ...). However, unlike SPN, Feistel Networks allow the use of non
invertible round functions.

DES is a 16-round Feistel network that uses 56-bit keys and operates on 64-
bit blocks. It is depicted in Figure 1.3. The key schedule is simply composed
of permutations and generates 48-bit subkeys. Since the round function only
works on half of the block size at a time, the input and output lengths of DES

round function is 32 bits. The input of f is first expanded to 48 bits before
being XORed with the 48-bit subkey. Next, the state is passed through S-Boxes
that take inputs of 6 bits and produce outputs of 4 bits. The last building
block of f is a bit-wise permutation. Bit-wise permutations on the complete
state are also present at the beginning and the end of the encryption process
(IP for initial permutation and IP−1 which is the inverse of IP).

Thanks to the Feistel network structure, the decryption algorithm is the
same as the encryption one with the subkeys taken in reverse order.

Advanced encryption standard

AES is an SPN operating on blocks of 128 bits and for which the key size can
either be 128, 192 or 256 bits. It is composed of n rounds (n = 10, 12 or 14
for AES-128, AES-192 or AES-256 respectively). Each round is composed of four
transformations: SubBytes, ShiftRows, MixColumns, and finally AddRoundKey
as depicted in Figure 1.4. All those transformations operate on bytes and the
AES state is often defined as 4 by 4 array of bytes. SubBytes substitutes each
byte of the state array by another one using an 8-bit S-Box. In ShiftRows, the
bytes in each row are circularly shifted by a given number of bytes. More pre-
cisely, the bytes of ith row are shifted by i positions for 0 ≤ i ≤ 3. MixColumns
constitutes, with ShiftRows, the linear diffusion layer. The bytes inside each
column of the state are mixed together using a multiplication on polynomial
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Fig. 1.3.: Illustration of the DES block cipher
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having coefficients in GF (28). The last operation, AddRoundKey, combines
each byte of the state array with the corresponding byte of the round key
array using an XOR operation.

In the AES key schedule, the first round key is the masterkey itself. Each
following round key is then derived from the previous one using 32-bit words
shifts and XOR operations. One of the 32-bit words composing the subkey is
also transformed using an 8-bit S-Box, an 8-bit XOR and byte permutations.

Unlike DES, AES is not involutional (i.e. self-inverse). The decryption al-
gorithm will thus not be the same as the encryption one. Each of the layers
present in the encryption process will however stay the same but with dif-
ferent parameters (e.g. a different S-Box for the substitution layer). It is also
worth noticing that, in the case of on-the-fly generation of the subkeys, the
complete encryption key schedule will have to be performed in order to get
the first decryption round key.

State array

S S S S
S S S S
S S S S
S S S S

SubBytes ShiftRows MixColumns

Round key

Round
output

Fig. 1.4.: Illustration of one round of AES

Along with the versions which became AES-128, AES-192 and AES-256, other
variants of the Rijndael cipher were proposed [51]. Among those variants,
Rijndael-256/256 will be dealt with in later sections. This version processes
256-bit key and state. Rijndael-256/256 encryption iterates a round function
14 times. This round is composed of the same four transformations as the
AES.

1.1.3 Lightweight block ciphers

Small embedded devices (including smart cards, RFIDs, sensor nodes) are now
deployed in many applications. They are usually characterized by strong cost
constraints. Yet, as they may manipulate sensitive data, they also require
cryptographic protection. As a result, many lightweight ciphers have been
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proposed in order to allow strong security guarantees at a lower cost than
standard solutions. Here are succinct descriptions of all the lightweight block
ciphers, ordered by date of introduction, that will be addressed in this thesis.

IDEA, 1990 [112] is a patented cipher whose patent expired in May 2011 (in
all countries with a 20 year term of patent filing). Its underlying Lai-Massey
construction does not involve an S-Box or a permutation network such as in
other Feistel or common SPN ciphers. Instead, it interleaves mathematical
operations from three different groups to establish security, such as addition
modulo 216, multiplication modulo 216 + 1 and addition in GF(216) (XOR).
IDEA has a 128-bit key and 64-bit inputs and outputs. A major drawback of
its construction is the complex key schedule involved that also requires the
extended Euclidean algorithm for the decryption operation. For efficient im-
plementation, this complex key schedule needs to be precomputed and stored
in memory.

TEA, 1994 [199] is a 64-bit block cipher using 128-bit keys (although equiva-
lent keys effectively reduce the key space to 2126). TEA stands for tiny encryp-
tion algorithm and, as the name says, this algorithm was built with simplicity
and ease of implementation in mind. A C implementation of the algorithm
corresponds to about 20 lines of code and involves no S-Box. TEA has a 64-
round Feistel structure, each round being based on XOR, 32-bit addition and
rotation. The key schedule is also very simple, alternating the two halves of
the key at each round. TEA is sensitive to related-key attacks using 223 chosen
plaintexts and one related-key query, with a time complexity of 232.

KASUMI, 1999 [3] is a block cipher derived from MISTY1 [125]. It is used as
a keystream generator in the UMTS, GSM, and GPRS mobile communications
systems. It has a 128-bit key and 64-bit inputs and outputs. The core of
KASUMI is an eight-round Feistel network. The round functions in the main
Feistel network are irreversible Feistel-like network transformations. The key
scheduling is done by bit-wise rotating the 16-bit subkeys or XORing them with
a constant. There are two types of S-Boxes: 7-bit S-Boxes and 9-bit S-Boxes.

NOEKEON, 2000 [50] is a block cipher with a key length and a block size
of 128 bits. The block cipher consists of a simple round function that bases
only on bit-wise Boolean operations and cyclic shifts. The round function is
iterated 16 times for both encryption and decryption. Within each round, a
working key is XORed with the data. The working key is fixed during all rounds
and is either the cipher key itself (direct mode) or the cipher key encrypted
with a null string. The self-inverse structure of NOEKEON allows efficiently
combining the implementation of encryption and decryption operation with
only little overhead.

ICEBERG, 2004 [181] is an involutional block cipher optimized for hardware
implementations. It uses 128-bit keys and blocks of 64 bits. A first non linear
layer consists of two 4-bit S-Box layers separated and followed by bit-wise per-
mutations applied on 8-bit blocks of the state. The second layer is composed
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of successive permutations combined with a binary matrix multiplication and
a key addition layer. The two types of permutations used here are bit-wise
permutations, one applied on 64-bit blocks of data and the other on blocks
of 4 bits. The multiplication uses a binary involutional matrix that is ap-
plied on blocks of 4 bits. ICEBERG has a key scheduling process as complex
as one round of the cipher. First, a key expansion (composed of substitution,
byte shifts and bit permutations) is performed. Then, a key selection process
reduces the key to 64 bits.

mCrypton, 2005 [116] is a block cipher specifically designed for resource-
constrained devices such as RFID tags and sensors. It uses a block length of 64
bits and a variable key length of 64, 96 and 128 bits. In this work, we imple-
mented the variant with a 96-bit key. mCrypton consists of an AES-like round
transformation (12 rounds) and a key schedule. The round transformation op-
erates on a 4×4 nibble array and consists of a nibble-wise non-linear substitu-
tion, a column-wise bit permutation, a transposition and a key-addition step.
The substitution step uses four 4-bit S-Boxes. Encryption and decryption have
almost the same form. The key scheduling algorithm generates round keys us-
ing non-linear S-Box transformations, word-wise rotations, bit-wise rotations
and a round constant. The same S-Boxes are used for the round transformation
and key scheduling.

HIGHT, 2006 [91] is a hardware-oriented block cipher designed for low-cost
and low-power applications. It uses 64-bit blocks and 128-bit keys. HIGHT is
a variant of the generalized Feistel network and is only composed of simple
operations: XOR, mod 28 additions and byte-wise rotations. Its key schedule
consists of two algorithms: one generating whitening key bytes for initial and
final transformations; the other one for generating subkeys for the 32 rounds.
Each subkey byte is the result of a mod 28 addition between a master key
byte and a constant generated using a linear feedback shift register.

SEA, 2006 [180] is a scalable family of encryption algorithms, defined for
low-cost embedded devices, with variable bus sizes and block/key lengths. In
this work, we implemented SEA96,8, i.e. a version of the cipher with 96-bit
blocks and keys. SEA is a Feistel cipher that exploits rounds with 3-bit S-

Boxes, a diffusion layer made of bit and word rotations and a mod 2n key
addition. Its key scheduling is based on rounds similar to the encryption ones
and is designed so that keys can be derived “on-the-fly” both in encryption
and decryption.

DESL, DESX, and DESXL, 2007 [113] are lightweight variants of the DES

cipher. For the L-variant, all eight DES S-Boxes are replaced by a single S-Box
with well chosen characteristics to resist known attacks against DES. Addition-
ally the initial permutation (IP) and its inverse (IP−1) are omitted, because
they do not provide additional cryptographic strength. TheX-variant includes
an additional key whitening of the form: DESXk,k1,k2(x) = k2⊕ DESk(k1⊕x).
DESXL is the combination of both variants. The main goal of the developer
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was a low gate count in hardware implementations similar to the original DES

proposal.

PRESENT, 2007 [30] is a hardware-oriented lightweight block cipher de-
signed to meet tight area and power restrictions. It features a 64-bit block
size and 80-bit key size. PRESENT implements a substitution-permutation net-
work in 32 rounds. The permutation layer consists only of bit permutations.
Together with the tiny 4-bit S-Box, the design enables minimalistic hard-
ware implementations. The key scheduling consists of a single S-Box lookup,
a counter addition and a rotation.

KATAN and KTANTAN, 2009 [38] are two families of hardware-oriented
block ciphers. They have 80-bit keys and a block size of either 32, 48 or 64
bits. The cipher structure resembles that of a stream cipher, consisting of shift
registers and non-linear feedback functions. The difference between KATAN

and KTANTAN lies in the key schedule. KTANTAN is intended to be used with
a single key per device, which can then be burnt into the device. This allows
KTANTAN to achieve a smaller footprint in a hardware implementation. In the
following, we considered the implementation of KATAN with 64-bit block size.

KLEIN, 2011 [78] is a family of lightweight software-oriented block ciphers
with 64-bit plaintexts and variable key length (64, 80 or 96 bits - we will focus
on the 80-bit version later in this work). It is primarily designed for software
implementations in resource-constrained devices such as wireless sensors and
RFID tags, but its hardware implementation can be compact as well. The
structure of KLEIN is a typical SPN with 12/16/20 rounds for KLEIN-64/80/96,
respectively. One round transformation consists of four operations AddRound-
Key, SubNibbles (4-bit involutive S-Box), RotateNibbles and MixNibbles (bor-
rowed from AES MixColumns). The key schedule of KLEIN has a Feistel-like
structure. It is agile even if keys are frequently changed and is designed to
avoid potential related-key attacks.

1.2 HASH FUNCTIONS

1.2.1 General description

Definitions

Cryptographic hash functions are functions that take messages of arbitrary-
length as input and compress them to short fixed-length output strings. This
output, also called digest or hash value, can be seen as a fingerprint of the mes-
sage. Hash functions are useful in many cryptographic and computer security
applications. For example, the authenticity of a large document transmitted
over an insecure channel may be guaranteed by sending the hash value of
the file over a secure channel. This allows authentication with better perfor-
mances than sending the complete document over the secure channel. The
use of hash functions as one-way functions for the storage of passwords is an
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other example of application. Here, only the hash value of a user’s password
is stored. When the user tries to log in with his password, the corresponding
hash is computed and if it matches the stored hash value, access is granted.
That way, passwords are never stored in the clear and cannot be retrieved in
case of attacks.

Depending on the application in which a hash function is used, some proper-
ties might be needed regarding the resistance to attacks. The most commonly
used properties are:

• Preimage resistance or one-wayness: Given a hash value y, it must be
computationally infeasible for an adversary to find an input message x
such that h(x) = y. If the hash function does not present any weakness,
finding a preimage is supposed to be as complex as an exhaustive search.
The complexity of an attack is thus 2n with n the output size of the
hash function.

• Second preimage resistance or weak collision resistance: Given a mes-
sage x, and its hash value h(x), it must be computationally infeasible
for an adversary to find a message x′ 6= x such that h(x′) = h(x). Once
again, the complexity of a second preimage attack is supposed to be 2n.

• Collision resistance : It must be computationally impossible to find two
distinct input messages, x and x′, that map to the same hash value,
h(x) = h(x′). From the birthday paradox [102], which refers to the
probability that in a set of n persons at least two of them will have the
same birthday, it is expected that the complexity of finding a collision is
approximately 2n/2. It is often assumed that performing 280 operations
is beyond actual computational power [49]. Thus, hash functions will
require a hash size of at least 160 bits in order to be collision resistant.

Hash function constructions

As for block ciphers, hash functions generally use a repetition of a simple
function having a fixed input length or block length. The message M is first
padded to a multiple of the block length and is divided into t blocks Mi.
Those message blocks are then processed one after the other by the hash
function. There are mainly two types of iterated hash function constructions:
the Merkle-Damg̊ard and the sponge constructions.

The first construction was made popular by Merkle and Damg̊ard who in-
dependently stated that an iterated hash function using a collision resistant
compression function will also be collision resistant [54] [130]. In this construc-
tion, the hash value is computed as illustrated on Figure 1.5 where f is the
compression function, Hi the intermediate state value or chaining value, IV
the initial value and g an optional output transformation.

The second construction was recently proposed by Bertoni et al. [26]. The
sponge functions are characterized by two parameters: a bitrate r and a ca-
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Fig. 1.5.: The Merkle-Damg̊ard construction
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Fig. 1.6.: The sponge construction

pacity c. They are based on a fixed-length permutation f that takes r + c
bits of state as input. In a first phase, called the absorbing phase, the state
is successively XORed with r bits of the message and updated using the per-
mutation. Once every part of the message is “absorbed”, the second phase,
called the squeezing phase can start. During this phase, r bits of state are
output after each application of the permutation. It is from those output bits
that the sponge digest is formed. This process is illustrated in Figure 1.6.

Iterated hash functions may also be categorized according to the building
blocks used to construct them. In this case, we distinguish two types of hash
functions: the dedicated hash functions (algorithms that have been specifically
designed for hashing operations) and the block cipher-based hash functions for
which existing block ciphers are used as main component of the algorithm. In
the next paragraphs, we only discuss those two types of hash functions in the
case of the Merkle-Damg̊ard compression functions. Similar constructions are
however also possible when building sponge function permutations.
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Fig. 1.7.: Composition of three popular block cipher-based compression func-
tions

Block cipher-based compression functions

Block cipher-based compression functions often consists of an encryption block
combined with a XOR operation. This can be written as f(Hi−1,Mi) =
ENCa(b) ⊕ c where a, b anc c can each take one of the following values :
the previous state Hi−1, the message block Mi, a combination of the two
Hi−1 ⊕Mi or a constant value k. From the 64 possible combinations, that
were studied in [153], twelve were judged to be secure. Among those combi-
nations, the three most popular ones are the Matyas-Meyer-Oseas, Davies-
Meyer and Miyaguchi-Preneel constructions [108]. As illustrated in Figure 1.7,
Matyas-Meyer-Oseas construction uses chaining value as encryption key and
the message block as block cipher input. In the case where the block cipher
has different key and block sizes, a function g is needed to map the chaining
value to the appropriate number of bits. In the Davies-Meyer construction,
the chaining value is encrypted using the message block as a key. Lastly, the
Miyaguchi-Preneel scheme is the same as the Matyias-Meyer-Oseas one, ex-
cept that here, instead of the message block Mi, it is the value Hi−1 ⊕Mi

that is XORed with the block cipher output.

The drawback of those kinds of constructions is that many block ciphers
have a block size of at most 128 bits, while collision resistant hash function
require hash values of at least 160 bits. An other type of construction, called
double block length construction was therefore proposed. These constructions
are also based on bloc ciphers and output hash values that are twice as large
as the block size. The Hirose construction [88] is an example of double block
length hash functions and is illustrated in Figure 1.8 where c is a constant.
Here, the chaining value is composed of two parts, Gi−1 and Hi−1, and one
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Fig. 1.8.: Composition of the Hirose double block length compression function

half of the chaining value is used with the message block as the key of the two
encryptions.

An example of dedicated Hash Function: MD4

Concerning the dedicated hash functions, the MDx-family contains some of
the most popular hash algorithms. In particular, MD4 was proposed in 1990
by Ronald Rivest [165]. MD4 is now obsolete, as several attacks have been
mounted against it. It is however still relevant to mention it since it has
influenced the design of other important hash functions such as SHA-1 and
SHA-2. MD4 hashes 512-bit message blocks to 128-bit chaining variables using
software-oriented 32-bit operations. MD4 is composed of 3 rounds with each
round composed of 16 steps. One of these steps is illustrated in Figure 1.9
for which the blocks A to D represent 32-bit words composing the chaining
variable, Hi is a 32-bit message word and Ki a constant. F is a non-linear
function that compresses three 32-bit words into a single one, � are additions
modulo 232 and ≪ a bit-wise circular rotation.

The next sections describe in details the hash functions that will be stud-
ied in this thesis. They are divided in four categories: the standard hash
functions (section 1.2.2), the SHA-3 competition finalists (section 1.2.3), the
lightweight hash functions (section 1.2.4) and the block cipher-based hash
functions(section 1.2.5).

1.2.2 Standard hash functions

The SHA-family (which stands for Secure Hash Algorithm) is a set of hash
functions standardized by the NIST over the last two decades. SHA-1 was de-
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Fig. 1.9.: Composition of a step in MD4

signed by the United States national security agency (NSA) and was published
as a standard in 1993. It is an iterated design which outputs a 160-bit hash
value from the compression of 512-bit message blocks. In 2001, a new set
of cryptographic hash functions, collectively named SHA-2, was published by
the NIST as a standard [140]. Due to some flows discovered in the SHA-1 hash
function, the NIST launched in 2007 a competition aiming at developing a new
standard. In 2013, Keccak was announced as the winner of the competition
and is now referred to as SHA-3.

SHA-2

The SHA-2 family is composed of four hash functions named after their digest
lenght SHA-224, SHA-256, SHA-384 and SHA-512. SHA-256 and SHA-224 process
512-bit message blocks and use 256-bit chaining variables, while in SHA-512 and
SHA-384, message blocks of 1024 bits are compressed to 512-bit intermediate
states. One step of the compression function of the SHA-2 family is illustrated
on Figure 1.10. Each intermediate state is divided into eight working registers
(denoted by the letters A to H). The functions Σ0 and Σ1 are composed of
circular rotations and XOR operations. Ch and Ma are non linear functions
using the logical operations XOR, NOT and AND. Mi denotes a part of the
message and Ki a constant.

SHA-3 (Keccak)

Keccak [24] is a family of sponge functions using a permutation called
Keccak-f [b] with b the size of the state (b = r+ c). The SHA-3 version of Kec-
cak proposes to use exclusively Keccak-f [1600] for all output lengths/security
levels, whereas lightweight alternatives can use for instance Keccak-f [200] or
Keccak-f [400], leaving Keccak-f [800] as an intermediate choice [25]. Inside
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Fig. 1.10.: Composition of a step in the SHA-2 family compression function

Keccak-f [b], the state to process is organized in 5× 5 lanes of b/25 bits each,
or alternatively as b/25 slices of 25 bits each. The round function processes
the state using a non-linear layer (χ), a linear diffusion operation (θ), inter-
and intra-slice dispersion steps (ρ, π) and the addition of round constants (ι).

1.2.3 The SHA-3 competition finalists

The SHA-3 competition was held from 2008 to 2013 and was composed of
3 rounds. The NIST selected 51 candidates among all the submissions they
received for Round 1. In 2009, 14 candidates were accepted for Round 2, only
five of them succesively reached the last round. In this section, we describe
the four finalists which were part of Round 3 along with Keccak.

BLAKE [13] is built on previously studied components, chosen for their com-
plementarity. The iteration mode is HAIFA, an improved version of the Merkle-
Damgard paradigm proposed by Biham and Dunkelman [28]. It provides resis-
tance to long-message second preimage attacks, and explicitly handles hashing
with a salt (a random number used as additional input to the hash function)
and a “number of bits hashed so far” counter. The internal structure is the
local wide-pipe1, which was already used within the LAKE hash function [14].
The compression algorithm is a modified version of Bernstein’s stream cipher
ChaCha [22], which is easily parallelizable. The two main instances of BLAKE

are BLAKE-256 and BLAKE-512. They respectively work with 32- and 64-bit
words, and produce 256- and 512-bit digests. The compression function of
BLAKE relies heavily on the function G which consists in additions, XOR oper-

1The wide-pipe construction is similar to the Merkle-Damg̊ard one except that the internal
state is twice as large as the output hash value



16 CRYPTOGRAPHIC ALGORITHMS

ations and rotations. It works with four variables : a, b, c and d. It is called
112 to 128 times respectively for the 32- and 64-bit versions.

Grøstl [75] is an iterated hash function with a compression function built
from two fixed, large, distinct but very similar permutations P and Q. These are
constructed using the wide-trail design strategy. The hash function is based
on a byte-oriented SPN which borrows components from the AES, described by
the transforms AddRoundConstant, SubBytes, ShiftBytes and MixBytes. Grøstl
is a so-called wide-pipe construction where the size of the internal state (rep-
resented by a two 8 × 16-byte matrices) is significantly larger than the size
of the output. The specification was last updated in March 2011.

JH [206] essentially exploits two techniques : a new compression function
structure and a generalized AES design methodology, which provides a simple
approach to obtain large block ciphers from small components. The compres-
sion function proposed for JH is composed as follows. Half of the 1024-bit
chaining value Hi−1 is XORed with a 512-bit message block Mi. The result of
this operation is passed through a bijective function E8 which is a 42-rounds
block cipher with constant key. The output of E8 is then once again XORed
with Mi. This work considers the round 3 version of the JH specifications sub-
mitted to the NIST, in which the number of rounds has been increased from
35.5 to 42.

Skein [69] is built out of a tweakable block cipher [118] which allows hash-
ing configuration data along with the input text in every block, and makes
every instance of the compression function unique. The underlying primitive
of Skein is the Treefish block cipher: it contains no S-Box and implements a
non-linear layer using a combination of 64-bit rotations, XORs and additions
(i.e. operations that are very efficient on 64-bit processors). The Unique Block
Iteration (UBI) chaining mode uses Threefish to build a compression function
that maps an arbitrary input size to a fixed output size. Skein supports in-
ternal state sizes of 256, 512 and 1024 bits, and arbitrary output sizes. The
proposition was last updated in October of 2010 (version 1.3).

1.2.4 Lightweight hash functions

S-Quark and D-Quark are hardware-oriented hash functions with respective
digests of length 256 and 176 bits [11]. This family is based on the sponge
construction with respective widths 256 and 176 bits and rates 32 and 16 bits.
The absorbing phase consists in XORing the message with a part of the state
and applying a permutation P. The digest is obtained by squeezing 32/16 bits
of the state, then applying the permutation P, and so on until the correct
digest size is obtained. The permutation P is composed of 1024/704 iterations
of an update function that essentially consists in performing linear retro-action
on the state (the polynomials used slightly differ from a version to another).
Note that the capacity of S-Quark is only c = 224, leading to 112-bit security
level (instead of 128 for other lightweight hash functions in our evaluations).
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PHOTON is a sponge-based, lightweight, and hardware-oriented hash func-
tion family introduced in 2011 [83]. The internal state is represented as a
matrix with 4- or 8-bit entries depending on which of the five PHOTON fla-
vors has been selected. Each PHOTON round consists in XORing the message
into the state (absorbing) and applying a permutation P twelve times. The
first step when applying P is AddConstants where round constants are XORed
to the first column of the state. Then, in the SubCells layer, the PRESENT

S-Box (PHOTON-160/36/36) or AES S-Box (PHOTON-256/32/32) is applied to ev-
ery entry of the state. During ShiftRows the rows of the state matrix are
rotated. In the MixColumnsSerial layer a flavor-specific MixColumns matrix is
applied to every column of the state several times. This strategy results in
a much more compact hardware implementation compared to, e.g. the AES

MixColumns layer. When all blocks of the message have been absorbed, a
flavor-specific number of squeezing iterations are performed. In each itera-
tion, a small amount of the state is extracted as part of the new hash value
and the permutation P is applied twelve times.

SPONGENT is a family of lightweight hash functions based on a wide
PRESENT-type permutation [29]. It relies on a sponge construction: a simple
iterated design that takes a variable-length input and can produce an output of
an arbitrary length n based on a permutation πb operating on a state of a fixed
number b of bits. The different variants are referred to as SPONGENT-n/c/r
for different hash sizes n, capacities c, and rates r. Out of the 13 proposed
variants, we implemented SPONGENT-160/160/80 and SPONGENT-256/256/128.

Keccak also proposes lightweight alternatives, different from the SHA-3 sub-
mission, as explained in Section 1.2.2.

1.2.5 Block cipher-based constructions

Rogaway-Steinberger LP/lp362 is a hash function construction based on
a fixed-key block cipher. The construction principle was developed by Rog-
away and Steinberger in 2008 [166] and defines a so-called linearly-determined,
permutation based (LP) compression function. An LPA

mkr compression func-
tion operates on a matrix A (satisfying a special independence criterion) and
k permutations, turning an input block of mn bits into an output block of
rn bits. The parameter n gives the bit width of the block cipher. We used
the block cipher NOEKEON [50] to carry out the fixed-key permutations, for
which n equals 128 bits. An LP362 compression function converts a 384-bit
input block into a 256-bit output block by using six fixed-key permutations.
In case of the LP362 scheme, every permutation uses a different key, whereas
in the lp362 scheme, all permutations use the same key (according to [166]
both have similar security bounds). XOR operations and finite-field multipli-
cations are used to combine the output of the individual permutations into a
single value. The compression function is turned into a hash function using
the Merkle-Damg̊ard construction.



18 CRYPTOGRAPHIC ALGORITHMS

Hirose double block length construction was implemented in this work
using AES-256 as block cipher. The construction has thus an output size of
256 bits and the compression function takes 128 bits of input per iteration.

Davies-Meyer. Two instantiations of that construction, using the ciphers
Rijndael-256/256 and SEA which were described in sections 1.1.2 and 1.1.3,
have been studied.

Shrimpton-Stam construction. Based on the proof that compression func-
tion constructions relying on pseudorandom permutations (PRPs) cannot
reach optimal security using less than 3 permutations, Shrimpton and Stam
proposed a construction relying on 3 different PRPs [173] where the chaining
value Hi is updated according to a message block M in the following way
Hi+1 = f3 (f1(M)⊕ f2(Hi))⊕ f1(M).They mention that these permutations
can be instantiated with a cipher (using three different keys) but only in plain-
text feedback mode (that is, the same as in the Davies-Meyer construction).
A single instantiation based on Rijndael-256/256 has been considered here.



CHAPTER 2

IMPLEMENTATION TECHNOLOGIES

In Chapter 1, we detailed the construction of several cryptographic algo-
rithms. In order for them to be used as part of an application, some design and
implementation steps need to be carried out. These steps will differ depend-
ing on the type of devices that are used for the implementation. This chapter
aims at describing the implementation technologies we will use throughout
the thesis. Typically, those technologies may be divided into two general cat-
egories: the hardware and software devices. In a first section, we will present
two types of hardware devices, namely the application specific integrated cir-
cuits (ASICs) and the field-programmable gate arrays (FPGAs), together with
the design flow and usual evaluation metrics they are related to. Then, in
a second section, we will introduce similar concepts in the case of software
devices, and more specifically for the case of microcontrollers.

2.1 HARDWARE DEVICES

2.1.1 Application specific integrated circuit

Integrated circuits (ICs) are small electronic devices made of semiconductor
material. In 1958, Jack Kilby, from Texas Instruments, was the first to inte-
grate a small electronic circuit (a flip flop composed of two transistors) onto a
single slice of Germanium [107]. This was the advent of the IC industry which
now produces circuits containing several billions of transistors. At first, ICs
were built using bipolar transistors, which rely on the junction of two types
of semiconductors. In the 1960s, metal oxide semiconductor field effect tran-
sistors (MOSFET) were developed and more commonly used in circuits. Due
to their power dissipation at idle, MOSFET transistors were later replaced by
the complementary metal oxide semiconductor (CMOS) using a combination
of both n-type and p-type MOSFETs.

19
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What is an ASIC?

ICs are often divided into two categories: the standard ICs whose function-
ality is solely determined by the IC vendor (e.g. memories, microcontrollers
and standard logic ICs), and the ASICs which are dedicated to a specific user
need [190]. This second category is the one that we will consider in the re-
mainder of this work since our implementations are intended for end-user
applications. ASICs (and ICs in general) are fabricated on thin silicon wafers
that serve as substrate. The transistors and the wires connecting them are
composed of several layers which are defined using masks through photolitog-
raphy.

Depending on the degree of customization of the layers, ASICs may be
classified as follows [175, 190]:

• The full-custom ASICs are ASICs for which some or all the logic cells,
layout and wiring are handcrafted specifically for one given customer
application. Typically, full-custom designs will be used when existing
logic cells are not fast enough, consume too much power or are not
small enough. This approach, however, comes at the cost of high man-
ufacturing and design time.

• The cell-based custom ASICs use predesigned standard cells (e.g. AND

and OR gates, flip-flops and multiplexers), macro cells and mega cells
(e.g. RAM, ROM, multipliers and micro-processors). In this case, the
circuit is usually described using hardware description language (HDL)
and the layout is left to automated design tools, with the possibility to
manually optimize any performance-limiting aspect of the design. This
approach results in performances and flexibility that are close to the
full-custom ones but with reduced design times and risks.

• The semi-custom ASICs are ICs for which some masks but not all are
unique for a customer application. In this type of design, all the layers
defining the transistors and other active components have been prepro-
cessed leaving the customization of the contact and metal layers (i.e. the
layers defining the connections between the transistors) to the customer.
Semi-custom ASICs benefit of very low design cost and manufacturing
times but implies reduced flexibility and performances (e.g. the size of
the IC is fixed by the preprocessed layer and it is often difficult to fill
100% of the area with a particular design). Gate arrays are examples of
semi-custom designs. They tend to disappear however as they are being
replaced by FPGAs, which will be discussed in section 2.1.2.

In this thesis, we will only focus on cell-based custom ASICs. In particular,
we will use commercial 65-nanometer CMOS low power libraries of standard
cells for our implementations.
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Moore’s law and technology scaling

In 1965, Gordon E. Moore, co-founder of Intel, observed the growth of the
number of transistors embedded in ICs and predicted that it would roughly
double every two years [134]. As illustrated on Figure 2.1, this prediction oc-
curred to be more or less accurate over the years and was mainly enabled by
the technology scaling. Naturally, in order to double the number of transistors
per chip, and thereby increase the number of possible functionalities of each
IC, the size of the transistors and the wires connecting them each other needed
to be reduced. This size is set by the mask dimensions which are limited by
the resolution of the manufacturing process. Researches in the domain there-
fore tended to develop processes with still better resolutions. This trend in
technology scaling is illustrated on Figure 2.2 which shows that the transistor
size has been reduced by a factor 1000 over the last 45 years.
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Fig. 2.1.: Number of transistors embedded in CPUs from 1971 to 2008 versus
Moore’s law (represented by the dashed line). Adapted from [201].

Smaller transistors are also faster (i.e. they allow higher working frequen-
cies), as electrons have smaller distances to travel, and are more energy effi-
cient, as less electrons are needed to charge the gate. Despite this reduction of
energy per operation, the total power consumption per chip dramatically suf-
fered from the exponential growth of the number of transistors in ICs and from
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Fig. 2.2.: Evolution of the size of semiconductor manufacturing process nodes
over the years. Adapted from [202].

the clock frequency increases [31]. At that time, the dominating component of
power dissipation was the dynamic power consumption of the gates and more
specifically the switching activity which can be expressed as Psw = αCLV

2
ddf

with α the activity factor of the gate, CL the load capacitance, Vdd the sup-
ply voltage and f the clock frequency. Since voltage has a quadratic effect on
power, the IC industry tends to lower the supply voltage in order to reduce
the power consumption.

In the late 90’s, as technology scaling was reaching the nanometer era,
two detrimental effects started to rise: the increase in leakage current [168]
and the process variability [34]. Prior to the 90 nm node, leakage power was
only a concern during sleep mode, being negligible compared to dynamic
power during switching activity. In nanometer processes, with low threshold
voltages (which is a direct consequence of the decrease in supply voltage)
and thin gate oxide, leakage can account for as much as a third of the total
active power [198]. Performance variability on its side is a result of random
dopant fluctuations, short-channel side effects and loss of channel control by
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the gate which are also consequences of the constant decreasing of the gate
size combined to the constraints put on supply voltage, threshold voltage and
oxide thickness.

Frequency/voltage scaling

All applications do not have equal time performances requirements. For some
applications having lower computational loads, the operating frequency may
be reduced to the minimum sufficient to complete the task on schedule. Be-
sides, since the gate delay, and thereby the inverse of the maximum operating
frequency, is proportional to CLVdd/I, with I the MOSFET drain current when
in on state, supply voltage can also be lowered to the minimum necessary to
operate at a given frequency. This simultaneous scaling in frequency and volt-
age allows saving a lot on power consumptions. The voltage lowering can be
pushed to the limit where Vdd is lower than the threshold voltage Vt. The
MOSFETs then operate in subthreshold or weak-inversion regime, as was pro-
posed by Swanson and Mendl in 1972 [183]. Under this condition, the circuit
thus use subthreshold leakages as the active drain current, which depends
exponentially on the threshold voltage and the MOSFET bias voltages.

2.1.2 Field-programmable gate arrays

An FPGA is an IC designed to be configured by a customer or a designer
after manufacturing. As opposed to ASICs, where the device is customized
for a particular design, FPGAs can be reconfigured for a specific application
even after the product has been installed in the field, hence the name “field-
programmable”1 [5, 208]. In the remainder of this section, we will first present
the general architecture of FPGAs. Then, we will briefly introduce the different
FPGA manufacturers and the type of FPGA they are selling. Finally, we will
give more details about the composing blocks of the FPGAs we will be using
in this thesis.

FPGA architecture

The most common FPGA architecture consists, as illustrated in Figure 2.3, of
an array of programmable logic blocks (called configurable logic block (CLB) or
logic array block (LAB) depending on the vendor), programmable input/output
(I/O) pads and a network of programmable interconnections intended to con-
nect the blocks to each others [203, 212]. Next to this minimal configuration,
some other resources like memories, multipliers and processors may also be
present inside the FPGA.

The CLBs are usually divided into several logic cells (called slices, adaptive
logic modules (ALMs) or logic elements (LEs)). These cells are composed of
LUTs that are used to create combinatorial function, flip-flops which can be

1Although one-time programmable FPGAs are available, the dominant type of FPGAs are
SRAM-based and can be reprogrammed as the design evolves.
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Fig. 2.3.: Generic FPGA architecture. Illustration from [212].

seen as clocked storage elements and multiplexers which route the logic within
the logic cell and with the external resources. An example of slice structure
is presented in Figure 2.4.

Programmable interconnections come in two flavors: the short lines de-
signed to interconnect close CLBs to each other and the long lines which are
spanning horizontally and vertically through the device and are intended to
connect critical CLBs that are physically far from each other without including
much delay. As shown on Figure 2.5, switch matrices connect the long and
short lines together in flexible combinations. Special long lines, called global
clock lines, are also available and are specifically designed for low-skew rout-
ing. These lines are connected to the clock buffers and to each clocked element
inside the CLBs.

FPGA process technologies

Several competing process technologies2 are available for programming FPGAs.
First, SRAM-based FPGAs are the most popular ones as they use standard fab-
rication processes. Since SRAM is a reprogrammable type of memory, SRAM-
based FPGAs may be reprogrammed any number of times. The main disad-
vantage of SRAM is that it is volatile, thereby requiring external boot devices
for reprogramming at power up.

A second family of FPGAs use antifuses as building technology. An antifuse
has the opposite function of a fuse, i.e. an antifuse is designed to have high
resistance by default and can be modified to become a permanent conducting

2The different technologies described in this subsection are mostly the same as the ones
used for building microcontrollers memories. The way they are working is explained in more
details in section 2.2.1
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Fig. 2.4.: Example of slice structure. Illustration from [212].

Fig. 2.5.: FPGA’s switch matrix topology. Illustration from [203].

electrical path as soon as a high level voltage is applied to it. Antifuses have
the benefit to be non-volatile and induce very small routing delays. On the
other hand, they require a complex fabrication process and once they are
programmed, they cannot be changed.

Finally, flash-based FPGAs combines the advantages of both previous
technologies. Flash memories are non-volatile and can be electrically repro-
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grammed. They use a standard fabrication process and they have low power
consumptions. Currently, however, only one vendor sells flash-based FPGAs.

FPGA manufacturers and families

Currently, five companies are present on the FPGA market: Xilinx, Altera,
Lattice Semiconductor, Microsemi and QuickLogic. Xilinx and Altera control
together more than 80 percent of this market [93], making them the cur-
rent leaders. Xilinx proposes SRAM-based FPGAs designed for a great range
of applications. Their products were initially divided into two categories: the
Spartan family intended for the low-to-mid-end market and the Virtex family
covering the high-end market. Recently, two new families have been intro-
duced: the Artix family optimized for low cost and low power applications and
the Kintex family optimized for best price/performance ratio. The most recent
Xilinx’s FPGAs, the UltraScale devices, are built using a 20nm process tech-
nology. Altera, on its side, manufactures three families of SRAM-based FPGAs:
the Cyclone, Aria and Stratix families which are respectively intended for
low-cost, midrange and high-end markets. Their latest manufactured FPGAs
use 14nm process technology. The last three vendors are less known, but
are gradually winning market shares by targeting specific applications and
submarket. Lattice Semiconductor tackles the low-power and low-cost FPGA

market. Microsemi designs low-power and mixed-signal FPGAs and is the only
manufacturer proposing flash-based and antifuse FPGAs. Finally, QuickLogic
proposes customizable semiconductors for mobile devices.

Xilinx FPGAs

In this work, we will only focus on the Xilinx families of FPGAs and in partic-
ular to the Virtex-II Pro, Virtex-6 and Spartan-6 families. The main features
of these FPGAs will be briefly described here.

The Virtex-II Pro FPGAs are part of the second generation of FPGAs pro-
posed by Xilinx. They were introduced in 2002 and built using a 130-nm pro-
cess technology. Each Virtex-II CLB element is composed of four slices which
are themselves composed of two 4-input function generators, carry logic, arith-
metic logic gates, multiplexers (that can combine function generators in order
to form logic functions having up to 8 inputs) and two storage elements (which
can be configured as registers or latches) [210]. As shown on Figure 2.6, the
4-input generator can be programmed either as a 4-input LUT, a 16-bit shift
register or 16 bits of distributed memory. Virtex-II Pro FPGAs can have up to
44096 slices and also dispose of multipliers and 18 Kbits block RAMs.

Spartan-6 and Virtex-6 FPGAs were introduced in 2009 and built using 45-
nm and 40-nm process technologies respectively. They basically have the same
kind of building blocks and differ mostly by their performances and number
of available resources. Their CLBs are composed of two slices, each containing
four 6-input LUTs as well as eight storage elements [209, 211]. Similarly to
the Virtex-II Pro FPGAs, the function generators of some of the Virtex-6 and
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Fig. 2.6.: Virtex-II Pro slice configuration. Illustration from [210].

Spartan-6 slices may be programmed as 64-bit distributed RAMs or as variable-
length shift registers (with a maximum length of 32 bits). Again, besides the
CLBs, some other components are available, e.g. digital signal processing (DSP)
slices and 18 Kb or 36 Kb block RAMs. The number of available slices in Virtex-
6 FPGAs range from 11640 to 88560, while for Spartan-6 FPGAs, their number
varies from 4800 to 23038.

2.1.3 Hardware design flow

The hardware design flow, illustrated Figure 2.7, is essentially made of five
successive steps for which a succinct description is given next.

1. Description. This step consists in describing the behavior of an algo-
rithm using a register transfer level (RTL) abstraction. This term origi-
nates from the fact that most systems may be seen as a collection of reg-
isters (that store binary data) and logic operations (which are applied
to those binary data). The RTL description is often specified through
HDLs, e.g. VHDL or Verilog. Such languages determine the number and
type of operations that have to be implemented on chip, as well as their
scheduling. The result of this step is called the hardware source code.

2. Synthesis. Here, the hardware source code is converted into an idealized
electronic circuit. The synthesis tools automatically map a high-level de-
scription into a lower-level one using a library of cells or logic gates. It
is functionally equivalent to the hardware source code and corresponds
to the target platform (e.g. ASIC or FPGA). The result of this step is
called a netlist. Netlists are idealized in the sense that they do not cor-
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respond to a physical description of the chip. Yet, the result of synthesis
is highly dependent on the tool options (e.g. space- or time-oriented
optimizations).

3. Place and route. At this point of the design flow, the automated tools
build a physical model for all the logic and memory elements of the
netlist. They also simulate their mapping on the circuit surface, taking
the position of each cell, the width and length of connections, . . . into
account. The result of this step is called the layout for ASICs and the
bitstream for FPGAs. This output is again dependent on the tool options.

Note that for reconfigurable devices such as FPGA, the design flow es-
sentially stops here (i.e. moves to final Step 5). Namely, the device can be
programmed using the bitstream obtained at Step 3 and will next act as a
dedicated circuit with the intended functionality. By contrast for ASIC, an
additional Step 4 has to be carried out:

4. Manufacturing. Once the design of the chip is finished, its layout is
sent to a manufacturer in order to be physically built. Manufacturing
usually includes a packaging step that consists in protecting the chip
with a plastic coating.

5. Integration. Eventually, and optionally, the chip can be integrated into
a larger system, combining different electronic pieces together.

2.1.4 Evaluation metrics for hardware implementations

Evaluating hardware implementations is a challenging task. In this section,
we introduce different metrics that can be used for this purpose, together
with possible shortcomings with respect to their relevance for comparing al-
gorithms. Namely, we will consider the area, power consumption, throughput
and energy cost, as summarized in Figure 2.8. This selection was motivated
by the fact that these metrics are generally reflective of the application con-
straints that may be encountered in practice. In general, the most revealing
units for these metrics are physical (i.e. µm2, Watts, bit/sec and Joules).
However, as these physical units can only be obtained at the very end of an
implementation process, convenient first-order estimates are obtained with
the gate count, switching activity (i.e. number of bit transitions per clock
cycle), number of cycles per algorithm execution and block size.

The first important observation regarding these metrics is that they are
always relative, meaning that it is usually possible to optimize a single met-
ric quite arbitrarily, if the other ones can be degraded. Hence, in order to
make any comparison relevant, it is necessary to agree on some application
objectives. For example, the area and power can be relative to time or energy
constraints, while the throughput and energy can be relative to area or power
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Fig. 2.7.: Hardware design flow.

constraints. As a result, optimization goals can be roughly separated as “de-
sign for low area or power” and “design for high throughput or low energy”.
In the first case, designers will typically share the resources (to decrease the
area cost) and reduce the datapath (to limit the switching activity). Such op-
timizations are illustrated for the case of a block cipher S-Box layer in the left
part of Figure 2.9. Quite naturally, re-using the same component also implies
that the relative cost of the S-Box compared to the control logic and memory
decreases, which implies a lower efficiency. Therefore, in the second case, the
designer will rather unroll the S-Boxes (i.e. implement them all on chip) and
parallelize their computation (i.e. perform them in a single clock cycle), as
illustrated in the right part of the figure.

Besides, the performances of these implementations will also depend on
their clock frequency, for which the maximum value fmax is inversely pro-
portional to the longest combinatorial path (aka critical path) between two
registers. If the clock frequency is not sufficient, inner pipelining can be used
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Fig. 2.8.: Summary of evaluation metrics for hardware implementations.

Fig. 2.9.: Left: serial design with resource sharing. Right: unrolled & paral-
lelized design.

in order to cut the critical path by the addition of registers, as illustrated in
Figure 2.10.

Having roughly described these optimization techniques allows us to come
back on the relativity of the metrics when comparing different algorithms.
For example, the throughput is very arbitrary, as it can be straightforwardly
improved by multiplying the circuit size. The same observation holds (to a
smaller extent) for the instantaneous power consumption, as a designer could
theoretically reduce his datapath to a single bit, independently of the algo-
rithm to implement. In general, a lack of instantaneous power can also be
overcome by decreasing the clock frequency and relying on decoupling capaci-
tances. Hence, applications where this metric really matters are quite limited
(RFID being the most frequent example). The area cost becomes slightly more
discriminant, since increasing the sharing of resources generally implies a cost
penalty in the control part. Finally, the energy per encryption is more dis-
criminant, as it corresponds to an integral over time and is not compressible
beyond what is allowed by the total combinatorial cost of an algorithm. Quite
naturally, many combined metrics can also be derived, e.g. the “throughput
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Fig. 2.10.: Inner pipelining of a block cipher round.

over area ratio” is one of the most popular tool to express the performance
efficiency of a given hardware implementation.

The main consequence of this relativity is that the fair comparison of hard-
ware implementations is always specialized to a set of constraints. For this
purpose, it is always necessary to carefully specify the methodology that was
used to perform a particular evaluation. Next to that, some general comments
concerning implementation comparisons are worth being mentioned.

(1) Present hardware design flows make intensive use of automated tools, of
which the options highly influence the final performance. For example, in the
case of ASICs, imposing stronger constraints on the clock frequency can be
automated in this way, at the cost of area increases. In such cases, it is useful
to agree on the maximum tolerated penalty (compared to the area obtained
without frequency constraints). In the same way, the choice of synthesis and
place and route options for the FPGA design flow has a great impact on the
results [59]. It is thus recommended to keep the same set of options for all the
evaluated implementations.

(2) Once all design choices have been made, it is possible to further tune the
performances of an implementation, e.g. by taking advantage of frequency /
voltage scaling for ASIC.

(3) As technologies are shrinking to the nanometer scale, a part of their power
consumption may become static (i.e. happen independent of the switching ac-
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tivity)3. As leakage currents are essentially dependent on the circuit size, it
implies that the optimization goals for area and power become closer in this
case. Significant leakage currents also have an impact on the energy perfor-
mances.

(4) In general, comparisons are only meaningful for algorithms with the same
properties, e.g. same block and key size for block ciphers. Yet, different block
sizes can sometimes be reflected in the metrics (e.g. by computing the energy
per bit rather than per block).

2.2 SOFTWARE DEVICES

Manufacturing hardware devices is a long and difficult task. Therefore, for
some applications that do not require the large range of possibilities provided
by hardware designs, some general-purpose devices may be sufficient. In this
context, a particular type of ICs designed to control the operations in embed-
ded systems has been developed. They are called microcontrollers and allow
a limited set of predefined operations which are then controlled by a user-
defined software code. In this section, we will first introduce the concepts
related to microcontrollers (Section 2.2.1). Then, we will describe the steps
composing the software design flow (Section 2.2.2). Finally, we will give some
information about the useful metrics for evaluating software implementations
(Section 2.2.3).

2.2.1 Microcontrollers

Microcontrollers are electronic devices capable of manipulating information
in a way specified by a sequence of instructions. This sequence of instructions
is defined by the user and hence microcontroller are programmable. In this
section, we will first show the different elements composing a microcontroller.
Then, we will discuss the existing microcontroller architectures. We will also
give a brief introduction regarding the memories usually available in micro-
controllers. Finally, we will describe the three microcontrollers that will be
used for implementations in later chapters.

Microcontroller composition

As illustrated on Figure 2.11, the usual components present in microcon-
trollers are the following:

• The CPU is the part of the microcontroller that executes the software
program (stored in memory as a sequence of instructions). The CPU is
typically composed of an arithmetic logic unit (ALU) which performs

3Note that this effect can be mitigated by exploiting low-leakage libraries.
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the arithmetic and logic operations, and a control unit which fetches
the instructions in memory and executes them using the ALU when nec-
essary. The CPU also has access to several registers, i.e. internal memory
cells that can be accessed more quickly than the microcontroller main
memory. Different types of register are available in CPUs. First, during
the execution of instructions, data registers may be used to store the
operands and results of arithmetic and logic operations. Then, the CPU

may indirectly access the memory by reading the value stored in an ad-
dress register4. Besides, some special purpose registers are used to hold
the program state (e.g. the program counter giving the memory address
of the next instruction to execute and the status registers holding in-
formations about instruction’s results). Those are the most commonly
encountered types of register, other types of register may be available
depending on the microcontroller.

• The memory stores the information required for the execution of the
program. Most of the time, it is divided into two parts which are called
the program and data memories. The program memory contains the in-
structions to be executed and the program parameters (e.g. constants
and tables). It requires a non-volatile type of memory. The data mem-
ory, on the other hand, may be volatile as it usually only contains the
intermediate data on which the instructions are performed. More details
about the technologies usually used to build microcontroller memories
will be given later in this section.

• The peripherals are components that are connected to the bus system
in order to exchange information with the CPU. Typically, they ensure a
link between the CPU and the external world (e.g. analog-to-digital con-
verters and I/O controllers), but they may also simply perform internal
actions needed by the CPU (e.g. timers).

• The bus system is composed of several electrical interconnections al-
lowing the exchange of information between all the components of the
microcontroller. This bus system is usually composed of three parts: a
data bus carries data from the CPU to the memory and peripherals,
an address bus is used to indicate which memory location needs to be
written or read, and a control bus transports the signals that control
and synchronize the exchange of information. A microcontroller is often
designated by the size of its data bus (i.e. an n-bit microcontroller is
able to process n-bit wide data words in a single operation).

4Note that in some microcontroller the registers can store data as well as addresses, they
are usually called general purpose registers in that case.
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Fig. 2.11.: Microcontroller basic composition (Von Neumann architecture).

Microcontroller architectures

The architecture of a microcontroller is defined by the way in which its ele-
ments are interconnected and exchange data with each other. In 1945, John
Von Neumann described a first structure of “very high speed automatic digi-
tal computing system” that could be programmed by codes residing in mem-
ory [193]. In this structure, the composing parts of the microcontroller are
all connected to each other using a unique bus system. By contrast, a second
structure, called the Harvard architecture and illustrated in Figure 2.12, uses
two sets of bus systems in order to exchange information: one for the program
and the other one for the data. The Harvard architecture has the benefit that
the CPU can simultaneously read an instruction from the program memory
and write or read the data memory. Besides, this type of architecture prevents
the user from accidentally writing data inside the program memory, thereby
corrupting the software code. The Harvard architecture is however less flexible
as two distinct memory banks are required. Since the size of these resources
are fixed, the Von Neumann architecture will be more suited for applications
having varying needs in program and data sizes [148].

Microcontroller memories

Memories used inside microcontrollers may be divided into two main cat-
egories: the read only memories (ROMs) and the random access memories
(RAMs). Typically, ROMs are considered as memories that can only be read
by the CPU. Yet, certain types of ROMs may be modified, but this is at the
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cost of a slow and difficult process. RAMs are memories that can both be read
and modified by the CPU. Even if RAMs offer the benefit of being easily and
quickly modifiable, they are generally volatile and thus loose all stored data
once the microcontroller is powered down.

The most commonly used types of ROMs in microcontrollers are:

• The electrically erasable programmable random access memories (EEP-

ROMs) which are composed of arrays of floating-gate transistors [99]
that can be electrically programmed. In these transistors, the Fowler-
Nordheim tunneling [70] or hot-carrier injection [171] mechanisms are
used to modify the amount of charge stored in the floating gate. This
type of memory has a limited life since it can only be reprogrammed a
limited number of times (e.g. up to 100 000 write/erase cycles for the
EEPROM embedded in the Atmel microcontrollers [46]). Furthermore,
even if EEPROMs are electrically reprogrammable, erasing and writing
a byte of data is a slow process (e.g. 1,8 ms per byte again for Atmel
microcontrollers)

• The flash memories which were developed based on the EEPROMs tech-
nology. While EEPROMs need two to three transistors per stored bit,
flash memories only need one. This makes them less expensive to pro-
duce than EEPROMs. On the other hand, unlike EEPROMs which may
be erased and written one byte at a time, flash modifications can only
be made at the page level (e.g. ATmega644P are arranged in pages of
256 bytes for which up to 4,5 ms are need for a write or erase oper-
ation). Again, the life time of such memories is limited (e.g. 10 000
write/erase cycles for the flash memory embedded in the Atmel micro-
controllers [46]).

Regarding RAMs, the following types of technologies are the most encountered
ones in microcontrollers:
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• The static random access memories (SRAMs) use memory cells with in-
ternal feedback that retain their values as long as power is applied. The
word static differentiates SRAMs from dynamic random access memo-
ries (DRAMs) for which the stored information needs to be periodically
refreshed. This type of memory allows fast read and write accesses. It
also has relatively low power consumption. It has however a complex
structure (six transistors are needed per bit) which makes it expensive
to produce in comparison to other types of RAMs.

• The ferroelectric random access memories (FRAMs) was recently pro-
posed as a promising alternative to EEPROMs and flash memories. It
combines the advantages of non-volatile memories with much faster
write speed (e.g. 125 ns per 64-bit word for the 130-nm TI FRAM tech-
nology exploited in MSP430FR devices), less power (82 uA/MHz active
power in the same technology) and infinite (1015) write-erase cycle per-
formances (FRAM properties are summarized in Table 2.1 and compared
to the flash ones). These characteristics allow FRAMs to store any kind
of data (i.e. there is no distinction between code and data memory).
FRAM stores information through the use of a stable electric dipole
found in ferroelectric crystals (insensitive to the magnetic field). The
polarization-voltage hysteresis loops for such materials are very similar
to the B-H curve of magnetic materials. Exploiting this fact, an FRAM

bit cell structure consists of a ferroelectric capacitor containing the crys-
tal. The capacitor is connected to a plate line, bit lines, and a transistor
switch to access it. This is also referred to as an 1T-1C memory cell mode
(Figure 2.13, left). By contrast, 2T-2C memory cell modes (Figure 2.13,
right) would store the data as 2 opposite values in each 1T-1C cell of its
structure (similar to what is found in EEPROM for instance). Reading
the data from FRAM is performed by placing a voltage on the plate line.
The idea is that for every read operation, one tries to set the cell to
a 0 state. If the voltage causes the dipoles inside the capacitor to flip

Fig. 2.13.: FRAM bit cell modes: left: 1T-1C structure, right: 2T-2C structure.
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Table 2.1.: Comparison of flash memories and FRAMs properties

Flash FRAM
Program memory only Unified memory

105 reprogramming 1015 reprogramming
1 page (256 bytes) at a time 1 byte at a time

4.5 ms per page write or erase A few clock cycles per byte
Active power: 250-300 µA/MHz Active power: 82 µA/MHz

its orientation, then a large charge Q is generated on the bit line. On
the contrary, if the orientation of the dipole is already negative prior to
applying the voltage to the plate line in a read cycle, then the dipole
direction does not flip, and only a small charge Q is induced on the bit
line. The difference can be measured by a sense amplifier. An important
consequence of this description is that FRAM reads are destructive, and
therefore require a refresh process. Nevertheless, this process is auto-
matically completed by the controller and therefore transparent to the
user.

Description of used microcontrollers

In the next chapters we will mainly use three types of microcontrollers:

• The ATtiny45 [47] is an 8-bit reduced instruction set computing (RISC)
microcontroller from ATMEL AVR series. The microcontroller uses a Har-
vard architecture with separate instruction and data memory. Instruc-
tions are stored in a 4 kB flash memory (2048× 16 bits). Data mem-
ory involves the 256-byte SRAM, a register file with 32 8-bit general-
purpose registers, and special I/O memory for peripherals like timer,
analog-to-digital converter or serial interface. Different direct and indi-
rect addressing methods are available to access data in RAM. Especially
indirect addressing allows accessing data in RAM with very compact
code size. Moreover, the ATtiny45 has an integrated 256-bytes EEPROM

for non-volatile data storage. The instruction-set of the microcontroller
contains 120 instructions which are typically 16-bits wide. The instruc-
tions are processed within a two-stage pipeline with a pre-fetch and an
execute phase. Most instructions are executed within a single clock cy-
cle, leading to a good instructions-per-cycle ratio. Compared to other
microcontrollers from ATMEL’s AVR series such as the ATmega devices,
the ATtiny45 has a reduced instruction set (e.g. no multiply instruction),
smaller memories (flash, RAM, EEPROM), no in-system debug capabil-
ity, and less peripherals. The ATtiny45 also has lower power consumption
and is cheaper.

• The ATmega644P [46] is also an 8-bit RISC microcontroller from AT-

MEL AVR series. This microcontroller has the same properties as the
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ATtiny45. The differences mainly reside in the memory sizes (64 kB of
flash memory, 4 kB of SRAM and 2 kB of EEPROM), the higher power con-
sumption and the available peripherals. Next to that, the ATmega644P

microcontroller supports both signed/unsigned multiplications and frac-
tional format.

• The MSP430FR5739 [92] is a Texas Instruments microcontroller that pro-
vides an ultra-low-power 16-bit RISC CPU, and a set of instructions per-
forming operations on either 8 or 16 bits of data. The available non-
volatile FRAM memory has a size of 16 kB (other available microcon-
trollers from the same family have FRAM sizes reaching up to 64 kB,
with 128-and 256-kB capabilities already announced).

2.2.2 Software design flow

In general, most systems used in current applications combine (hardwired
or reconfigurable) computing devices with software programming. Software is
used either to control the dedicated hardware, or to perform some general pur-
pose computations for which standard computing platforms (microcontrollers,
micro-processors) provide sufficient performance. The software design flow, il-
lustrated in Figure 2.14, is essentially made of three steps that we describe
next.

1. Description. As for the hardware flow, a high-level description language
is used (e.g. C, C++, Java, . . . ). It specifies a sequence of (sometimes
data-dependent) operations to execute on some fixed hardware in order
to perform an algorithmic task. The result of this step is called the
software source code.

2. Conversion. This step consists in converting the high-level software
source code into a lower-level description, denoted as the machine code.
As for the hardware flow, it exploits automated tools (i.e. interpreters
or compilers) the options of which may significantly affect the final per-
formances.

3. Loading. This last step consists in writing the machine source code into
the computing device memory, from which instructions are executed. As
a result, a fully functional system is obtained and ready to use in actual
applications.

2.2.3 Evaluation metrics for software implementations

Similarly to section 2.1.4 where we described common evaluation metrics used
for hardware implementations, we will here consider the software evaluation
metric and the possible design goals related to them. The main two evaluation
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Fig. 2.14.: Software design flow.

metrics we will consider for software implementations are the cycle count and
the code size. The first metric represents the number of cycles needed to
execute one iteration of the algorithm, while the second one corresponds to
the number of bytes that are required in memory for storing the instructions
composing the implementation and the intermediate data. The code size is
often divided into two parts: the program size (i.e. the part of the code that
is stored in a non-volatile memory) and the data size (i.e. the space in volatile
memory that is needed while executing the program).

Evaluation of software implementations is a complex task. Once again,
but to a smaller extent than for hardware, the metrics used for comparison
are relative to each other, which means that it is often necessary to fix the
implementation goals beforehand. As an example, the cycle count may be
reduced by placing often requested data inside the general purpose registers.
Executing instructions from those registers is indeed faster than from the
microcontroller memory. This, however, comes at the expense of code size
since, unlike operations performed on data stored in memory, operations on
registers cannot be looped. As a consequence of the relativity of the metrics,
we will usually have to choose between designs having low cycle count and
designs having small code size.

Regarding the energy, since the power consumption is more or less fixed
for each given microcontroller and not linked to the implementation size, the
energy consumed by one iteration of the algorithm is proportional to the cy-
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cle count. It is therefore usually sufficient to compare implementations using
their cycle counts (or cycle counts divided by output size if we are interested
in the energy per bit) when energy consumption is an important factor. Some
experimental measurements will however be given in chapter 3 for information
purpose. Note that combined metrics such as “code size times cycle count”
may also be derived to express the performances of a given software imple-
mentation.

To conclude, it is worth mentioning that the implementations that will be
discussed in chapters 3 and 4 were made by different designers. Therefore and
in order to have comparable results, some common guidelines were provided
to all of them. Some of the guidelines could however not always be followed,
because of the cipher specifications making them less relevant, e.g. implement-
ing 4-bit S-Boxes using 8-bit tables which is not in line with a small code size
goal but allows a more straight foreward implementation on 8-bit microcon-
trollers. Those guidelines and their exceptions will be thoroughly detailed in
the next chapters.

2.3 SIDE-CHANNEL ATTACKS AND COUNTERMEASURES

All the devices we discussed in the previous sections have physical properties
such as power consumption, electromagnetic emanations and temperature dis-
sipation. Those properties may be measured and are related to the operations
performed inside the device as well as to the data on which the operations
are performed. Whenever a microcontroller, FPGA or ASIC is used as a cryp-
tographic device those physical leakages may compromise secret information
that is manipulated inside the device. Using the physical emanations of a cryp-
tographic device is known as side-channel analysis or side-channel attacks. In
this section, we will first briefly discuss the details concerning side-channel
attacks theory. Then, we will describe some usual countermeasures used in-
side electronic devices in order to protect cryptographic implementations from
those attacks.

2.3.1 Side-channel attacks

The goal of side-channel attacks is to recover secret information from a leak-
ing implementation. In this thesis we will only consider side-channel attacks
against block ciphers. In this context, an adversary will usually use a divide-
and-conquer strategy in order to recover the complete cipher key, i.e. the
adversary will target small pieces of the round key (or subkey) one after
the other. As illustrated in Figure 2.15 and described in more details in [17]
and [122], side-channel attacks follow three main steps:

1. For different subkey candidates j and different plaintexts P , the adver-
sary predicts some intermediate values in the target implementation,
e.g. Vj,P = S(P ⊕ j).
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Fig. 2.15.: Illustration of a side-channel attack procedure.

2. For each of those predicted values, the adversary builds a model intended
to represent the leakage (Xj,P ). These models can either be built based
on hypotheses made on the type of device under attack (e.g. Hamming
weight of the predicted value is a frequently used model to represent
CMOS-based microcontrollers), or using a profiling phase on the device
(i.e. the adversary has the opportunity to build templates that carac-
terize the power consumption of the device).

3. For each subkey candidate j, the adversary compares the modeled leak-
age to the leakage measurement (Ys,P ) that was produced with the same
plaintext P and the secret subkey s. The comparison is performed us-
ing a distinguisher D. If the attack is successful, the best comparison
result should be obtained for the key candidate j = s. Several statistical
distinguishers have been proposed over the last decades. Among others,
the Pearson’s correlation coefficient [37], the Bayesian distinguisher (as
used in the template attacks [41]) and the mutual information [76] are
examples of such distinguishers.

2.3.2 Protection against side-channel attacks

In order to prevent side-channel attacks or at least to make them more difficult
to execute, various countermeasures have been introduced over the years.
A strict classification is hard. However two frequently encountered classes
of countermeasures are hiding and masking, which will be discussed in the
following paragraphs. The goal of these countermeasures is to make the power
consumption of a cryptographic device independent of the intermediate values
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that are processed. This is usually achieved using randomness and by acting
either on the leaking signal or on the data that is processed.

Another possible category, which will not be considered here, includes coun-
termeasures such as leakage resilient cryptography and re-keying [61, 111, 132,
177, 178]. These countermeasures are based on the idea of preventing side-
channel attacks at the protocol level by for example updating the key. Note
finaly that, in this thesis, we mainly focus on countermeasures that can be
implemented at a software level. There are however a lot more existing propo-
sitions of countermeasures that can be applied either to the software or to the
hardware level. For more information on that topic, some references such
as [121] are available in the literature.

Hiding

In the case of hiding, the cryptographic device is protected by making it dif-
ficult for an attacker to find exploitable information in power traces. The
algorithm is usually executed in the same way as for an unprotected device
but the operations are hidden either by randomizing the power consumption
of the device (e.g. by performing the operations at different moments in time
during each execution or by adding dummy operations at random points in the
execution [188]) or by making the power consumption constant over the whole
execution (e.g. by using hardware logic cells for which the power consumption
is independent of the processed data and performed operations [151, 186]).
Here, we will only be concerned by the first group of hiding scenarios and,
in particular, we will evaluate the shuffling countermeasure in more details
in Chapter 5. The core idea behind shuffling [87] is to randomize the power
consumption by executing independent operations in a different order at each
execution. That way, the points of interests are spread over several cycles,

S(x0) S(x1) S(x2) S(x15)

S(x7) S(x0) S(x15) S(x1)

S(x3) S(x4) S(x12) S(x6)

Normal execution

Shuffled execution 1

Shuffled execution 2

Fig. 2.16.: Representation of the shuffling countermeasure applied to the S-Box
operations.
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Fig. 2.17.: Representation of a 1st-order masking scheme applied to an S-Box

which forces the adversary to combine several points in order to recover use-
ful information. This is illustrated in Figure 2.16 for the case of the S-Box
operations.

Masking

The masking countermeasure makes the power consumption independent of
the processed data by randomizing them. That is, for a dth-order masking
scheme, every sensitive variable x processed during the computation is ran-
domly split into d+ 1 shares, e.g. x = x0 ⊕ x1 ⊕ . . .⊕ xd [163]. With masking
countermeasure, the execution of the algorithm needs to be slightly modified:
all the linear operations must be applied to the d+1 shares and non-linear op-
erations must be adapted in a way that the masks can be removed at the end.
The case of an S-Box is illustrated in Figure 2.17 where a correction function
S∗ is used in order to produce an output mask q such that S(x⊕m) = S(x)⊕q.
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CHAPTER 3

LIGHTWEIGHT IMPLEMENTATIONS OF
BLOCK CIPHERS

3.1 INTRODUCTION

Lightweight cryptography is an active research direction, as witnessed by the
number of algorithms aiming at “low-cost” implementations designed over
the last years. Looking at block ciphers, the list includes (but is not lim-
ited to) DESXL, HIGHT, ICEBERG, KATAN, KLEIN, LED, mCrypton, NOEKEON,
Piccolo, PRESENT, SEA and TEA. Although these algorithms are useful and
inventive in many ways, determining which one to use in which application
with good confidence can be difficult. One first reason for this is that the
very definition of low-cost is hard to capture, as it is highly dependent on
the target platform. As an illustration, operations that are cheap in hardware
(e.g. wire crossings) may turn out to be annoyingly expensive in software.
In fact, even for a given technology, various criteria could be considered to
evaluate the low-cost nature of different algorithms. The implementation size
(measured in gates, program memory, . . . ) generally comes in the first place,
but power or energy can be more reflective in certain application scenarios.
Besides, lightweight cryptography has mainly been developed through several
independent initiatives, over an already long time period. This is in contrast
with the design of standard algorithms for which the selection was the result
of an open competition. One outcome of the AES and SHA-3 competitions is
the publication of well motivated comparative studies. Taking the example
of the AES, several works can be mentioned for both hardware and software
implementations [66, 72, 169, 196]. By contrast, only a few evaluations of
lightweight algorithms are available in the literature. For example, in the hard-
ware case, the companion paper of the KATAN algorithm includes gate counts
and throughput estimations for several ciphers [38], but they consider different
technologies. Regarding software implementations, notable exceptions include
B. Poettering’s open-source codes for AES [150],the XBX frameworks [197] and
an interesting survey of lightweight cryptography implementations [64]. Un-

47
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fortunately, these references are still limited by the number of ciphers under
investigation and the fact that in some cases the source code is not available
for evaluation.

In this chapter, we evaluate the performances of several block ciphers with
different block and key sizes. The software implementations of 12 ciphers are
investigated in Section 3.2, while the hardware implementations of 6 block
ciphers are compared in Section 3.3. Finally, we conclude with a summary of
the important observations made during evaluation process and with general
remarks about cipher design in Section 3.4.

3.2 SOFTWARE EVALUATION OF LIGHTWEIGHT BLOCK CIPHERS

In this section, we provide performance evaluations for low-cost block ciphers,
and investigate their implementation on an ATMEL AVR ATtiny45 device [9].
The goal of this work is to extend the benchmarking of 12 lightweight and
standard block ciphers, namely AES, DESXL, HIGHT, IDEA, KASUMI, KATAN,
KLEIN, mCrypton, NOEKEON, PRESENT, SEA, TEA, and make their implemen-
tation available under an open-source license. To the best of our knowledge,
four of these algorithms (KASUMI, KLEIN, mCrypton and KATAN) are imple-
mented for the first time on an 8-bit platform. The ciphers were selected
according to three criteria: all selected candidates should (a) give no indica-
tion of flawed security, (b) be freely usable without patent restrictions, and (c)
likely result in lightweight implementations with a footprint of less than 256
bytes of RAM and 4 KB of code size for a combined encryption and decryption
function.

In order to make comparisons as meaningful as possible, the guidelines
for evaluations of hardware implementations proposed in [73] are adapted
to our software context. Yet, as the project involves 12 different designers,
we also acknowledge that some biases can appear due to slightly different
implementation choices. Hence, as usual for performance evaluations, looking
at the source codes is essential in order to properly understand the reasons
of different performance figures. Overall, we hope that this initiative can be
used as a first step in better analyzing the performances of block ciphers in
a specific but meaningful class of devices. We also hope that it can be used
as a starting point to further develop cryptographic libraries for embedded
platforms and, in the long run, add security against physical attacks (e.g.
based on faults or side-channel leakage) as another evaluation criteria.

This section is structured as follows. First, Section 3.2.1 establishes our
evaluation methodology and the used setup. Section 3.2.2 provides succinct
descriptions and motivation of the implementation choices made by the de-
signers. Finally, performance evaluations are given in Section 3.2.3. A webpage
containing all the open-source codes is available at [62].
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3.2.1 Methodology and setup

In order to be able to compare the performances of the different ciphers in
terms of speed, memory space and energy, the developers were asked to respect
a list of common constraints, detailed hereunder.

1. The code has to be written in assembly, in a single file. It has to be
commented and easily readable, for example, giving the functions the
name they have in their original specifications.

2. The cipher has to be implemented in a low-cost way, minimizing the
code size and the data-memory use.

3. Both encryption and decryption routines have to be implemented.

4. Whenever possible, and in order to minimize the data-memory use, the
key schedule has to be computed “on-the-fly”. The computation of the
key schedule is always included in the algorithm evaluations.

5. The encryption process should start with plaintext and key in data
memory. The ciphertext should overwrite the plaintext at the end of
this process (and vice versa for decryption).

6. The target device is the 8-bit microcontroller ATtiny45 from ATMEL’s
AVR device family. It has a reduced instruction set and does not provide
a hardware multiplier.

7. The encryption and decryption routines have to be called by a common
interface.

The SEA reference code was sent as an example to all designers, together with
the common interface (also provided at [62]).

The basic metrics considered for evaluation are code size, RAM size, cy-
cle count in en- and decryption, and energy consumption. From these basic
metrics, a combined metric is extracted (see Section 3.2.3). For the energy-
consumption evaluations, each cipher is programmed and executed on an
ATtiny45 mounted on a power-measurement board. A 22-Ohm shunt resistor is
inserted between the Vdd pin and the 5V́ power supply, in order to measure the
current consumed by the controller while encrypting. The common interface
generates a trigger at the beginning and end of each encryption. The power
traces are measured between those two triggers using an oscilloscope that is
equipped with a differential probe. We average one hundred encryption traces
for each energy evaluation using randomly generated plaintexts and keys for
each encryption. The average energy consumed by an encryption is deduced
by integrating the measured current.

Finally note that the 12 ciphers are implemented by 12 different designers,
with slightly different interpretations of low-cost optimizations. As a result,
some of the guidelines could not always be followed, because of the cipher
specifications making them less relevant. In particular, the following excep-
tions deserve to be mentioned.
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(1) Due to its high complexity (see Section 1.1.3 for explaination), the key
scheduling of IDEA is not computed “on-the-fly” but precomputed.

(2) The key in KATAN has to be restored externally for subsequent invoca-
tions.

(3) In order to get a good time/memory trade-off, the designers of KLEIN

and PRESENT decided to implement their 4-bit S-Boxes as 8-bit LUTs.
Accessing those tables therefore gives the output of two consecutive S-

Boxes in one cycle. The designer of mCrypton, on his side, preferred to
implement his 4-bit S-Box as a 16-byte table, leaving the four MSBs of
each byte unused.

3.2.2 Implementation details

AES. The code is written following the standard specifications and operates
on a state matrix of 16 bytes. In order to improve performances, the state
is stored in 16 registers, while the key is stored in RAM. In addition, five
temporary registers are used to implement the MixColumn step. The S-Box
and the round constants were implemented as simple LUTs. The multiplication
operation needed by the MixColums layer is computed with shift and XOR

instructions.

DESXL. In order to keep code size small, a function which can compute all
permutations and expansions depending on the calling parameters is used.
This function is also capable of writing 6-bit outputs for direct usage as S-Box
input. Because of the bit-oriented structure of the permutations which are slow
in software, this function is the performance bottleneck of the implementation.
The rest of the code is a straight forward application of the specifications.
Besides the memory requirement for plain-/ciphertext and the keys k, k1, k2,
16 bytes of additional SRAM are required for the round key and the state. The
S-Box and all permutation and expansion tables are stored in flash memory
and processed directly from there.

HIGHT. The implementation choices are oriented in order to limit the code
size. First, the intermediate states are stored in RAM at each round, and only
two bytes of text and one byte of key are loaded in registers at a time. This
way, it is possible to re-use the same code fragment four times per round.
Next, the byte rotation at the output of the round function is integrated in
the memory accesses of the surrounding functions, thus minimizing temporary
storage and gaining cycles. Eight subkey bytes are generated once every two
rounds, and are stored in RAM. Finally, except for the mod 28 additions that
are replaced by mod 28 subtractions and some other minor changes, the same
functions as in encryption are used in decryption.

IDEA. This cipher is implemented including a precomputed key schedule per-
formed by separate functions for encryption and decryption, prior to the ac-
tual cipher operation. During cipher execution the precomputed key (104
bytes) is then read byte by byte from the RAM. The plaintext/ciphertext and
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the internal state are kept completely in 16 registers and 9 additional regis-
ters are used for temporary computations and counters. IDEA requires a 16-bit
modular multiplication as basic operation. However, in the AVR device used in
this work, no dedicated hardware multiplier unit is available. Multiplication
was therefore emulated in software resulting in a data-dependent execution
time of the cipher operation and an increased cycle count (about a factor of 4)
compared to an implementation made for devices having dedicated hardware
multipliers.

KASUMI. The code is written following the functions described in the cipher
specifications. During the execution, the 16-byte key remains stored in the
RAM, as well as the 8-byte running state. This allows using only 12 registers
and 24 bytes of RAM. Some rearrangement are done to skip unnecessary moves
between registers. The 9-bit S-Box is implemented using an 8-bit LUT, with the
MSBs concatenated in a secondary 8-bit table. The 7-bit S-Box is implemented
using an 8-bit LUT, leaving the MSBs of this table unused. The round keys are
derived “on-the-fly”. Decryption is very similar to encryption, as usual for a
Feistel structure.

KATAN-641. The main optimization goal is to limit the code size. The entire
state of the cipher is kept in registers during operation. In order to avoid
excessive register pressure, the inputs and outputs are stored in RAM, and
this RAM space is used to backup the register contents during operation. Only
three additional registers need to be stored on the stack. The fact that three
rounds of KATAN can be run in parallel is not used in this implementation.
Doing so would require more complicated shifting and masking to extract bits
from the state, and thus significantly increase the code size, for little or no
performance gain. As the KATAN key schedule is computed “on-the-fly”, the
key in RAM is clobbered and needs to be restored externally for subsequent
invocations. Keeping the master key in RAM would require 10 additional words
(note that KTANTAN key schedule does not modify the key, so it does not have
this limitation). In order to implement the non-linear functions efficiently,
addition instructions were used to compute several logical ANDs and XORs
in parallel through carefully positioning the input bits and using masking to
avoid undesired carry propagation.

KLEIN-80. Despite the goal of small footprint, the 4-bit involutive S-Box is
stored as an 8-bit LUT to save clock cycles. As it can be used in both encryp-
tion and decryption, this corresponds to a natural trade-off between code size
and processing speed (a similar choice is made for mCrypton and PRESENT,
see next paragraphs). In order to save memory usage during processing, the
MixNibbles step (borrowed from AES MixColumns) is implemented by a single
function without using LUTs. Overall, 29 registers are used during the com-
putations. Among them, 8 registers correspond to the intermediate state, 10

1All six variants of the KATAN/KTANTAN family are supported via conditional assembly.
As previously mentioned, our performance evaluations focus on the 64-bit version of KATAN.
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to the key scheduling, 2 to the round counter and 9 are used as temporary
storage.

mCrypton. The reference code directly follows the cipher specification. The
implementation aims for a limited code size. Therefore, as much code as pos-
sible is reused for decryption and encryption. In addition, up to 20 registers
are used during the computations to reduce the cycle count. 12 registers are
used to compute the intermediate state and the key scheduling, 6 registers for
temporary storage, one for the current key scheduling constant and one for
the round counter. After each round the modified state and key scheduling
state are stored in RAM. The round key is derived from the key scheduling
state and is temporarily stored in RAM. The four 4-bit S-Boxes are stored in
four 16-byte tables, wasting the 4 most significant bits of each entry, but sav-
ing cycle counts. The round constants used in the key scheduling algorithm
are stored in an 8-bit table.

NOEKEON. The implementation aims to minimize the code size and the
number of utilized registers. During execution of the block cipher, input data
and cipher key are stored in the RAM (32 bytes are required). In that way,
only 4 registers are used for the running state, one register for the round
counter, and three registers for temporary computations. One of the address
registers is used for indirect addressing of the data in the RAM. Similar to the
implementation of SEA (detailed below), using more registers for the running
state will decrease the cycle count, but will also increase the code size because
of a less generic programming. For decrypting data, the execution sequence
of the computation functions is changed, which leads to a very small increase
in code size.

PRESENT. The implementation is optimized in order to limit the code size
with throughput as secondary criteria. State and round key are stored in the
registers to minimize accesses to RAM. The S-Boxes are stored as two 256-
byte tables, one for encryption and one for decryption. This allows for two
S-Box lookups in parallel. However, code size can easily be reduced if only
encryption or decryption is performed. Besides, using a single 16-byte table
for implementing the two S-Boxes could halve the overall code size, but would
significantly impact encryption times. The code for permutation, which is the
true performance bottleneck, can be used for both encryption and decryption.

SEA. The reference code is written following directly the cipher specifications.
During its execution, plaintexts and keys are stored in RAM (accounting for
a total of 24 bytes), limiting the register consumption to 6 registers for the
running state, one register for the round counter and three registers of tem-
porary storage. Note that higher register consumption would allow decreasing
the cycle count at the cost of a less generic programming. The S-Box is im-
plemented using its bitslice representation. Decryption uses exactly the same
code as encryption, with “on-the-fly” key derivation in both cases.

TEA. Implementing TEA is almost straightforward due to the simplicity of
the algorithm. The implementation is optimized to limit the RAM usage and
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code size. As far as RAM is concerned, we only use the 24 bytes for plaintext
and key storage, with the ciphertext overwriting the plaintext in RAM at
the end of the process. The only notable issue regarding implementing TEA

concerns rotations. TEA is optimized for a 32-bit architecture and the fact
that only 1-position shift and rotations are available on the ATtiny, plus the
need to propagate carries, made these operations slightly more complex. In
particular, 5-position shifts are optimized by replacing them by a 3-position
shift in the opposite direction and recovering boundary carries. Nonetheless,
TEA proves to be very easy to implement, resulting in a compact code of 648
bytes.

3.2.3 Performance evaluation

We considered 6 different metrics: code size (in bytes), RAM use (in bytes),
cycle count in encryption and decryption, energy consumption (in µJ) and a
combined metric, namely the product of code size with cycle count normalized
by the block size. The results for our different implementations are given in
Table 3.1 and are compared in Figures 3.1 to 3.6 for which a hatched bar
means that the value is out of scale. We detail a few meaningful observations
below.
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Fig. 3.1.: Code size: comparison with previous work [64].

First, as our primary goal was to consider compact implementations, we
compared our code sizes with the ones listed in [64]. As illustrated in Fig-
ure 3.1, we reduced the memory footprint for most investigated ciphers, with
specially strong improvements for DESXL, HIGHT and SEA. The code sizes
of our implementations may also be compared using the same figure. The
frontrunners are HIGHT, NOEKEON, SEA and KATAN (all take less than 500
bytes of ROM). One can notice the relatively poor performances of mCrypton,
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Table 3.1.: Performance evaluation of our implementations on the AVR

ATtiny45 microcontroller. Results obtained in this work are given in bold
face.

C
ip

h
e
r

B
lo

ck
K

e
y

S
iz

e
C

o
d

e
S

iz
e

R
A

M
C

y
c
le

s
C

y
c
le

s
E

n
e
rg

y
S

iz
e

[b
it

s]
[b

it
s]

[b
y
te

s]
[b

y
te

s]
(e

n
c+

ke
y
)

(d
ec

+
ke

y
)

[µ
J
]

A
E
S

12
8

12
8

16
5
9

3
3

4
5
5
7

7
0
1
5

1
9
,2

A
E

S
[6

4]
12

8
12

8
26

0
6

0
6
6
3
7

7
4
2
9

-
D
E
S
X
L

64
18

4
8
2
0

4
8

8
4
6
0
2

8
4
6
0
2

3
4
8
,9

D
E

S
X

L
[6

4]
64

18
4

31
9
2

0
8
5
3
1

7
9
6
1

-
H
IG

H
T

64
12

8
4
0
2

3
2

1
9
5
0
3

2
0
1
5
9

7
9
,8

H
IG

H
T

[6
4]

64
12

8
56

7
2

0
2
9
6
4

2
9
6
4

-
ID

E
A

64
12

8
8
3
6

2
3
2

∼
8
2
5
0

∼
2
2
7
2
9

3
4
,3

ID
E

A
[6

4]
64

12
8

5
9
6

0
2
7
0
0

1
5
3
9
3

-
K
A
S
U
M

I
64

12
8

12
6
4

2
4

1
1
9
3
9

1
1
9
3
9

4
7
,6

K
A
T
A
N

64
80

3
3
8

1
8

7
2
0
6
3

8
8
5
2
5

2
8
9
,2

K
L
E
IN

64
80

12
6
8

1
8

6
0
9
5

7
6
5
8

2
5
,1

m
C

ry
p

to
n

64
96

10
7
6

2
8

1
6
4
5
7

2
2
6
5
6

6
8

N
O
E
K
E
O
N

12
8

12
8

3
6
4

3
2

2
3
5
1
7

2
3
5
0
2

9
5
,9

P
R
E
S
E
N
T

64
80

10
0
0

1
8

1
1
3
4
2

1
3
5
9
9

4
5
,3

P
R

E
S

E
N

T
[6

4]
64

80
93

6
0

1
0
7
2
3

1
1
2
3
9

-
S
E
A

96
96

4
2
6

2
4

4
1
6
0
4

4
0
8
6
0

1
7
3
,7

S
E

A
[6

4]
96

96
21

3
2

0
9
6
5
4

9
6
5
4

-
T
E
A

64
12

8
6
4
8

2
4

7
4
0
8

7
5
3
9

3
0
,3

T
E

A
[6

4]
64

12
8

11
4
0

0
6
2
7
1

6
2
9
9

-



SOFTWARE EVALUATION OF LIGHTWEIGHT BLOCK CIPHERS 55

DESXL
AES

HIG
HT

ID
EA

KASUM
I

NO
EKEO

N
TEA

m
Cry

pt
on

SEA

KATAN

KLE
IN

PRESENT
0

10

20

30

40

50

60
48 33 32 23

2

24 32 24 28 24 18 18 18

184-bit key

128-bit key

96-bit key

80-bit key

R
A

M
 (

by
te

s)

Fig. 3.2.: Performance evaluation: RAM use.
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Fig. 3.3.: Performance evaluation: cycle count (encryption).

PRESENT and KLEIN. This can be explained in part by the more hardware-
oriented flavor of these ciphers (e.g. the use of bit permutations or manipu-
lations of 4-bit nibbles is not optimal when using 8-bit microcontrollers). As
expected, standard ciphers such as the AES and KASUMI are more expensive,
but only up to a limited extent (both are implemented in less than 2000 bytes
of ROM).

The RAM use in Figure 3.2 first exhibits the large needs of IDEA regard-
ing this metric (232 words) that are essentially due to the need to store a
precomputed key schedule for this cipher. Besides, and following our design
guidelines, the RAM use essentially reflects the size of the intermediate state
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Fig. 3.4.: Performance evaluation: cycle count (decryption).
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Fig. 3.5.: Performance evaluation: energy consumption (encryption).

that has to be stored during the execution of the algorithms. Note that for
the AES, this contrasts with the “Furious” implementation [150] for which the
subkeys are all stored in RAM, increasing its memory usage to 192 bytes. This
also explains our slightly reduced performances in terms of cycle count for
this cipher.

The cycle count in Figure 3.3 clearly illustrates the performance loss that
is implied by the use of simple round functions in most lightweight ciphers.
This loss is critical for DESXL and KATAN where the large number of round
iterations leads to cycle counts beyond 50,000 cycles. It is also large for SEA,
NOEKEON and HIGHT. By contrast, these metrics show the excellent efficiency
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Fig. 3.6.: Performance evaluation: combined metric (encryption).

of the AES. Cycle count for decryption (Figure 3.4) shows similar results, with
noticeable changes. Most visibly, IDEA decryption is much less efficient than
its encryption. The AES also shows non-negligible overhead to decrypt. In
contrast, a number of ciphers behave identically in encryption and decryption,
e.g. SEA where the two routines are almost identical.

As expected, the energy consumption of all the implemented ciphers (Fig-
ure 3.5) is strongly correlated with the cycle count, confirming the experi-
mental results in [56]. However, slight code dependencies can be noticed. It is
an interesting scope for research to investigate whether (and to what extent)
different coding styles can further impact the energy consumption.

Lastly, the combined metric in Figure 3.6 first shows the excellent size
vs. performance trade-off offered by the AES. Among the low-cost ciphers,
NOEKEON and TEA exhibit excellent figures as well, probably due to their
very simple key scheduling. This comes at the cost of possible security con-
cerns regarding related key attacks. HIGHT and KLEIN seems to provide a
good trade-off between code size and cycle count. A similar comment applies
to SEA, where parts of the overhead comes from a complex key scheduling
algorithm (key rounds are as complex as the rounds for this cipher). Despite
their hardware-oriented nature, PRESENT and mCrypton offer decent perfor-
mance in 8-bit devices as well. KATAN falls a bit behind, mainly because
of its very large cycle count. Only DESXL appears not suitable for such an
implementation context.
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3.3 HARDWARE EVALUATION OF LIGHTWEIGHT BLOCK
CIPHERS

In this section, we compare the hardware performances of 6 block ciphers, with
different block and key sizes. Namely, we considered the AES and NOEKEON

for 128-bit blocks and keys, HIGHT and ICEBERG for 64-bit blocks and 128-bit
keys, and KATAN and PRESENT for 64-bit blocks and 80-bit keys. This choice
of algorithms was motivated by having different block and key sizes, together
with different styles of key scheduling and decryption. The section is organized
as follows. First, we analyze hardware design choices and describe different
architectures for encryption, decryption and encryption/decryption, with and
without round unrolling and parallelization. This allows us to quantify the
combinatorial cost and delays of the different ciphers, and to analyze their re-
spective implementations. We then evaluate in Section 3.3.2 different figures
of merits for these 6 candidates, with a particular focus on the energy effi-
ciency. Next, in Section 3.3.3, we study the tuning of physical parameters, and
evaluate the impact of frequency/voltage scaling on our comparisons. Doing
so, we investigate the relevance of the energy per bit as a comparison criteria
for lightweight block ciphers, i.e. its independence with respect to hardware
design choices and frequency/voltage scaling. In other words, we question the
extent to which such a metric reflects algorithmic design choices and discuss
its possible biases. We answer positively and argue that it nicely summarizes
the “energy efficiency” of an algorithm. We also show that the informative-
ness of this metric is further improved if correlated with the “performance
efficiency” (usually measured with a throughput over area ratio). The results
of those experiments will help us try to extract useful suggestions for new
lightweight cryptographic algorithms. These will be discussed, together with
conclusions about software implementations, in Section 3.4.

3.3.1 Methodology

In order to make our performance evaluations as relevant as possible, we de-
fined a strict methodology for all our implementations. It defines requirements
on the target architectures, their interface and the implementation flow.

Regarding architectures, and for all the investigated ciphers, we consid-
ered encryption, decryption and encryption/decryption designs. The reference
point of our evaluations is a standard looped implementation of the AES, per-
forming one encryption in 12 cycles, taking advantage of the efficient S-Box
representation of Mentens et al. [129]. This choice was mainly motivated by
our low-energy consumption goal. Further reduction of the area (e.g. with
8-bit or 32-bit architectures) would lead to less energy-efficient designs. We
also thought that the throughputs of these AES implementations (of a few
Gbps) were large enough for a wide range of applications. Next, for all the
investigated lightweight ciphers, we analyzed the generic unrolled architecture
depicted in Figure 3.7, where Nr rounds are executed per clock cycle. Having
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at least one full round implemented was again motivated by our low-energy
consumption objective. We used this generic architecture in order to deter-
mine the number of lightweight cipher rounds that are needed to consume the
same area, or that require the same delay as an AES round. Besides, they are
also interesting architectures for very low-latency implementations. As un-
rolling without adding pipeline is generally a suboptimal choice regarding the
critical path, we further considered two implementation scenarios. In the first
one, we assumed a clock frequency of 100MHz (determined by the system):
it corresponds to a context where such an unrolling is indeed motivated by
external constraints. Next, we estimated the maximum clock frequency. In
this second case, we further investigated the impact of parallel (or pipelined)
architectures. In order to exhaustively analyze our large design space (various
Nr values, encryption vs. decryption vs. encryption/decryption, f = 100MHz
vs. fmax), we heavily relied on generic VHDL/Verilog programming. We ad-
ditionally used a common (generic as well) interface for all the ciphers, with
plaintext/ciphertext (resp. key) port width corresponding to the block (resp.
key) size, and a simple handshaking mechanism to control the flow.

Fig. 3.7.: Unrolled architectures with various number of rounds.

Regarding the synthesis environment, we operated in two steps. In the first
place, and in order to study the impact of architectural choices, we inves-
tigated the previously defined operating frequencies (i.e. f = 100MHz and
fmax) at 1.2V, i.e. the nominal supply voltage for the technology used (see
Section 3.3.2). As previously mentioned, the maximum frequency depends on
the synthesis and place-and-route, since the CAD tool can further optimize a
design to reach a target timing constraint at the cost of an area increase. Thus,
we precisely defined the maximum frequency as the frequency obtained when
the area of the design has increased by 10% compared to the unconstrained
design. This step allowed us to identify the most efficient architectures for
each lightweight cipher. Next, for this reduced set of architectures, we an-
alyzed the possibilities of frequency/voltage scaling by carefully tuning the
supply voltage (in Section 3.3.3).

All the ciphers were implemented following a classical ASIC flow. We used
a commercial 65-nanometer CMOS low-power technology. Synthesis was per-
formed using the Synopsys tools suite. We used the switching activity annota-
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tion, by means of behavioral simulation, in order to extract realistic power and
energy figures. Finally, the supply voltage exploration was performed using
the standard cells library that was re-characterized at different Vdd’s.

3.3.2 Implementation results at fixed Vdd=1.2V

Using the previously defined methodology, we first reported the selected per-
formance metrics of our different syntheses at 1.2V supply voltage in Fig-
ures 3.8 to 3.17 where each point in the curves corresponds to a different
unrolling parameter Nr. These figures allow us to evaluate the efficiency of
the different ciphers implemented. In this section, we report on a number of
useful observations regarding both hardware design and algorithmic design
issues.

As a starting point, we looked at the area curves (given for f = 100MHz
in Figure 3.8). In general, one would expect the circuit size to increase lin-
early with the number of rounds unrolled. However, in the case of lightweight
ciphers, we observed that a number of rounds may be needed before such
a linear dependency appears. This fact is in direct relation with the limited
combinatorial cost of the rounds in certain ciphers (most visibly, KATAN).
That is, if the cost of a round is small in comparison with the state registers
and control logic, doubling the number of rounds unrolled will not double the
consumed area. A similar behavior is observed for the critical path in Fig-
ure 3.9. If the rounds are simple enough for this critical path to be in the
control logic, then doubling the amount of rounds unrolled will not result in
cutting the maximum frequency by two. Again, this effect is amplified for
KATAN, as its round computations only affect a few bits, the other ones being
routed from the state register to itself. Overall, these figures recall that the
definition of a round is arbitrary: several rounds of a lightweight ciphers are
generally needed to reach the cost and delay of an AES round.

Looking at the throughput curves first confirms that in general, unrolling
an implementation without pipelining mainly makes sense if the clock fre-
quency is fixed below the maximum one (see Figure 3.10), e.g. because of
system constraints. Yet, we also remark that for some ciphers, unrolling a few
rounds without pipeline improves the throughput at maximum frequency too
(see Figure 3.11). This is a consequence of “simple rounds” and the previously
mentioned non-linear increase of the critical path for low Nr values. Note that
even for KATAN, the throughput starts to decrease beyond Nr = 26 (this data
is not included in the figures, for visibility reasons). Besides, increasing Nr at
maximum frequency does not lead to the expected constant curves. This is ex-
plained by a detrimental side-effect related to the overhead cycles required to
charge/discharge the plaintext and master key in their registers. Namely, this
overhead becomes more significant with the number of implemented rounds
(i.e. when the number of clock cycles per encryption becomes small). Note
that the impact of this interfacing drawback is stronger for NOEKEON and
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Fig. 3.8.: Vdd = 1.2V, f = 100MHz: area.

Fig. 3.9.: Vdd = 1.2V, fmax: critical path.
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HIGHT, as they respectively account for 2 and 3 cycles for these ciphers (one
for loading the data, one per initial/final transformation).

The average power implementation results also exhibit different conclusions
for f = 100MHz and fmax (see Figures 3.12 and 3.13). In the first case, they
are dominated by the switching activity in the circuit, that increases with Nr.
Hence, the power is correlated with the circuit size in this case. By contrast at
maximum frequency, unrolling is either neutral or implies a reduction of the
average power, when the maximum frequency decreases with Nr faster than
the area (e.g. for HIGHT).

Interestingly, the energy per bit (given for fmax in Figure 3.14) is remark-
ably similar in our two frequency contexts, because it is dominated by the
switching activity in the selected low-leakage technology. This confirms that
it is a reasonably discriminant metric for algorithmic comparisons. It is also
quite correlated with the throughput over area metric at 100MHz in Fig-
ure 3.15, i.e. when unrolling the algorithms affects the throughput and area
in opposite directions, with close to equivalent impact. Quite naturally, this
correlation vanishes at maximum frequency, due to the inefficiency of un-
rolling without pipeline. Finally, the previously mentioned side-effects (such
as overhead cycles and unbalanced use of logic and memory) are naturally
reflected in these curves as well.

A summary of our implementation results regarding algorithm efficiency
(both in terms of performances and energy) is depicted in Figure 3.16, where
the energy per bit is represented in function of the throughput over area ratio,
for our different architectures. Such figures naturally require a few cautionary
remarks. First, they have to be interpreted with care, as they only provide a
big picture of the implementation efficiency. Practical case studies may focus
specifically on different combinations of metrics. Second, even if assuming
that efficiency is indeed the design goal, comparing algorithms is difficult as
their performances are sometimes close, and depend on the architectures (e.g.
encryption-only, decryption-only and encryption/decryption designs lead to
different ratings). Yet, we believe that a few interesting conclusions can be
extracted that we now detail.

Starting with encryption designs, the comparison roughly suggests
NOEKEON ≥ PRESENT ≈ KATAN ≥ HIGHT ≈ AES ≥ ICEBERG. This order-
ing is explained by different factors. Maybe the most important one is the
significant differences in the key scheduling. At the extremes, NOEKEON does
not have any, while for ICEBERG, the key scheduling is as complex as the
encryption rounds. Next, the respective block and key sizes strongly matter
as well. Having larger key sizes naturally implies lower efficiency in general
(but theoretically provides improved security). Less obviously (and less sig-
nificantly), smaller block sizes are also negative for efficiency. For example,
working on 128-bit blocks instead of 64-bit ones doubles the datapath size, but
it rarely implies doubling the overall cost (thanks to the strong diffusion layers
in modern ciphers). Considering the decryption architectures allows putting
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Fig. 3.10.: Vdd = 1.2V, f = 100MHz: throughput.

Fig. 3.11.: Vdd = 1.2V, fmax: throughput.
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Fig. 3.12.: Vdd = 1.2V, f = 100MHz: power.

Fig. 3.13.: Vdd = 1.2V, fmax: power.
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Fig. 3.14.: Vdd = 1.2V, fmax: energy per bit.

Fig. 3.15.: Vdd = 1.2V, f = 100MHz: throughput over area ratio.
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Fig. 3.16.: Vdd = 1.2V: throughput over area ratio vs. energy per bit.

forward one more design issue, namely the need to perform the key scheduling
“on-the-fly” in forward direction before doing it in backward direction2 for ci-
phers such as AES, KATAN and PRESENT. It implies that the comparison is
modified into NOEKEON ≥ HIGHT ≥ ICEBERG ≈ PRESENT ≥ AES ≈ KATAN.
Finally, the encryption/decryption designs further indicate the possibility to
efficiently share the resources between the cipher and its inverse. Here, invo-
lutional ciphers such as ICEBERG gain a particular advantage, leading to a
rating: NOEKEON ≥ HIGHT ≈ ICEBERG ≥ AES ≈ PRESENT ≥ KATAN.

An alternative view of the performance and energy efficiency of the different
algorithms is given in Figure 3.17 (for fmax), where we plot the ratio between
the throughput and the product of the area and the energy per bit. Again,
such a figure requires a careful interpretation as they only provide one “global
efficiency” metric. Yet, it is interesting to note that for all ciphers, the archi-
tecture providing the best such global efficiency has approximately the same
latency. Intuitively, this suggests that the computational security of cryp-
tographic algorithms imposes to iterate Boolean functions with a minimum
complexity that is somewhat comparable for all ciphers. As an illustration, we
provide the complete synthesis results for these most efficient architectures for

2This choice is natural in hardware implementations as storing a fully precomputed ex-
panded key in registers would generally require too large memory overheads.
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Fig. 3.17.: Vdd = 1.2V, fmax, encryption only: combined metric - efficiency.
The latency of the most efficient architecture (colored bar) is given next to it.
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all ciphers in Table 3.2, where the approximate symbol means that we provide
an average for ED figures.

Impact of parallelism/pipeline

As mentioned in the previous section, unrolling our architectures without par-
allelizing or pipelining becomes suboptimal at maximum frequency. In cases
where the (already high) throughputs obtained in Table 3.2 are not sufficient
for a given application, it is possible to further increase them with paralleliza-
tion and pipelining. For this purpose, it is natural to start from the efficient
architectures with Nr determined as in Table 3.2. In the first case, we just
multiply several circuits as depicted in Figure 3.18. Since only the control
part can be shared between the multiple instances, we essentially double the
throughput at the cost of a doubled area (in particular, the control part is
small in our implementations and this “doubling rule” was precise up to a few
percents). In the case of outer pipelining, it is additionally possible to spare a
few multiplexers. Yet, the trends observed for all metrics and all ciphers are
essentially the same as well. In particular for the throughput over area ratio
and the energy per encrypted bit (i.e. the two metrics we mainly focus on in
this work), we observed similar conclusions for all the investigated ciphers.
This behavior is again due to the limited cost of the control part compared to
the state registers and the datapath in our block cipher implementations. As
doubling the parallelism or pipeline essentially comes at the cost of a doubled
area, the throughput over area ratio remains close to constant. Since the same
comment applies to the energy per bit (i.e. doubling the throughput doubles
the power consumption), we conclude that parallelization and pipeline do not
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Table 3.2.: Implementation results for most “globally efficient” architectures.
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increase the efficiency, nor do they notably affect our comparisons of algo-
rithms.

Fig. 3.18.: Parallel architectures with various number of rounds.

3.3.3 Frequency/voltage scaling

The previous sections investigated the impact of architectural choices on the
efficiency of different implementations. We used them to compare different
lightweight ciphers. A natural extension of this work is to investigate the im-
pact of physical parameters, e.g. in terms of frequency/voltage scaling. Two
main questions can be investigated in this setting. First, do the algorithm
comparisons remain unchanged with variable supply voltage? Second, are
the efficiency differences between different lightweight ciphers significant in
front of the differences when tuning a physical parameter. In order to answer
these questions, we re-synthesized the “most efficient” implementations of Ta-
ble 3.2 at different Vdd’s. The library we used for this purpose is composed of
cells that tolerate supply voltages from 1.2V to 0.4V. Note that, beyond the
previously listed remarks about the relative nature of hardware performance
comparisons, synthesis results at low supply voltage are particularly sensi-
tive to synthesis options. This confirms the general discussion found in Saar
Drimer’s PhD dissertation in the context of FPGAs [59]. As a consequence,
while we would expect the comparison of algorithms to be fully independent
of the frequency/voltage scaling, we observed some curve overlaps in our per-
formance evaluations. Our conclusions are as follows.

From the hardware design point of view and as expected, the critical path
increases faster, as the supply voltage decreases (in Figure 3.19). Hence, the
maximum frequency and throughput both decrease non-linearly as well, re-
sulting in a reduction of the throughput over area ratio for low Vdd’s. More
positively, the reason why we lower the supply voltages is to reach lower power
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consuming points. This is what we observed in our experiments: the power
decreases non-linearly with the supply voltage. However, due to the first obser-
vation, this power reduction is also moderated by the critical path increase.
As a result, the energy per bit (represented in Figure 3.20) only decreases
close to quadratically with the supply voltage, as expected from the energy
required to switch the internal capacitances. Note that for all our syntheses,
the leakage currents remained negligible (they would become significant below
0.4V in our target technology).

Regarding algorithms, we again plotted a global view of the power and
performance efficiency metrics in Figure 3.21. This final picture allows us to
answer the two previously listed questions. First, the comparisons of the dif-
ferent algorithms and architectures is essentially similar to the ones for Vdd
= 1.2V. Yet, and as previously mentioned, some curve overlaps are noticed,
due to the increased variability of our synthesis results at low supply voltage.
Second, the difference between different algorithms in terms of efficiency is
quite limited when compared with the impact of frequency/voltage scaling
(this is illustrated on Figure 3.22 where the impact on energy induced by fre-
quency/voltage scaling on the AES is compared to the one induced by choosing
another algorithm). For example, the energy per bit can be decreased by an
order of magnitude when reducing Vdd (at the cost of a throughput decrease).
By contrast, the difference between the various block ciphers investigated
roughly corresponds to a factor 2 for this metric. Yet, the gains obtained
when looking at combined metrics is non-negligible (i.e. at least it is larger
than the variability due to synthesis options), in particular when looking at
all architectures (i.e. not only the encryption one).

3.4 CONCLUSION

This chapter provides a first comprehensive comparison of lightweight block
cipher performances and efficiency in two implementation scenarios (i.e. soft-
ware and hardware implementations). It confirms that such ciphers do provide
interesting figures compared to standard solutions such as the AES. However,
the gains observed for several of the metrics remain limited and may some-
times not be sufficient to motivate the use of non standard algorithms in actual
applications. Furthermore, in the case of hardware implementations and from
an energy point of view, frequency/voltage scaling may be an interesting al-
ternative compared to choosing a different cipher if the application context
allows it.

Some general conclusion concerning lightweight block cipher design may
be extracted from the evaluation results obtained in the previous sections.
First, both hardware and software implementation results suggest that using
the smallest rounds (e.g. those of KATAN) is not the best strategy to reach
energy-efficient implementations (because of the too large number of itera-
tions required to complete each encryption). Besides, the gain in area or code
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Fig. 3.19.: Voltage scaling: critical path.

Fig. 3.20.: Voltage scaling: energy per bit.
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Fig. 3.21.: Voltage scaling: throughput over area ratio vs. energy per bit.
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size implied by these ciphers remains limited compared to other algorithms
having better energy figures. We also noticed from our hardware results that
the strong similarity in the block cipher design principles (i.e. designs are all
based on the wide trail strategy) does lead to remarkably comparable imple-
mentation figures.

By contrast, the key-scheduling algorithms greatly differ from one cipher to
the other. This has an impact on the efficiency figures (i.e. ciphers with simple
key scheduling are generally more efficient than ciphers with a complex one).
Similarly, decryption algorithms having involutive key scheduling get better
energy results since they do not need a pre-computation step in order to
produce the decryption key. Note that these two conclusions only hold for
implementations computing their subkeys on the fly.

It is also important to notice that the ciphers that were designed with a
hardware-oriented goal in mind tend to be less efficient when implemented in
software. Since we think that a good lightweight block cipher should be equally
efficient in both implementation scenarios, it could be a good practice to avoid
bit- or nibble-wise operations when designing lightweight ciphers. Likewise,
avoiding the use of complex operations such as multiplications enables the use
of the cipher on a wider variety of plateforms.

From a software point of view, some conclusions may also be drawn regard-
ing the possible goals that can be chosen while implementing a given block
cipher. There are mainly two possible lightweight implementations goals: a
software implementation can either be optimized for code size or for clock
cycles (and thereby for energy). Usually, optimizing a code for energy will
correspond to a higher use of the registers in order to store important infor-
mation (i.e. the implementations that store their complete intermediate state
in registers are generally faster than the ones accessing the RAM for their com-
putations). By contrast, a code optimized for code size will make extensive
use of loop iterations on small parts of codes and will thereby have to access
the RAM more often.

Overall, we believe that these results and the general discussion about per-
formance evaluation raise interesting problems for the design of new block
ciphers. Namely, finding how to make the algorithmic choices more discrimi-
nant with respect to their implementations is an interesting research direction.





CHAPTER 4

LIGHTWEIGHT IMPLEMENTATIONS OF
HASH FUNCTIONS

4.1 INTRODUCTION

We showed in Chapter 3 that evaluating the performances of existing crypto-
graphic algorithms is important in order to better understand which design
practices are best when constructing new algorithms. However, and similarly
to what we have observed for block ciphers, up to now, the number of ex-
isting comparative studies concerning hash functions is quite low. The only
exceptions are the studies that were performed in the context of the SHA-3

competition. Besides, these studies do not take into account already existing
constructions and often focus on high-speed implementations more than com-
pact ones, e.g. [89, 184] for hardware implementations. Yet, whenever trying
to compare different algorithms, compact implementations are an important
piece of the puzzle. In particular, they usually reveal a part of the algorithms
complexity that does not directly appear in high throughput implementations,
e.g. the need to share resources or to minimize memory. Next to that, imple-
mentations in small embedded devices such as smart cards, RFIDs and sensor
nodes are also motivated by an increasing number of applications. As a result,
studying the performances of cryptographic algorithms systematically in this
challenging scenario is generally useful.

Following these observations, the goal of this chapter is to compare the per-
formances of several hash functions implemented with a low area goal in mind.
More specifically, we will analyze software and hardware implementations of
several hash functions in Sections 4.2 and 4.3 respectively.

Again, as this work involves many different developers, we naturally ac-
knowledge possible biases in our performance evaluation results due to slightly
different implementation choices and interpretation of the guidelines.

75
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4.2 SOFTWARE EVALUATION OF HASH FUNCTION
IMPLEMENTATIONS

In Chapter 3, the implementation of 12 lightweight and standard block ciphers
in an ATMEL AVR ATtiny45 has been investigated. We will now extend this
study towards hash functions. For this purpose, we considered three main
types of algorithms. First, we targeted SHA256 and the SHA-3 finalists. For the
latter ones, we only focused on the candidates satisfying the SHA-3 security
requirements for the 256-bit output length [143], i.e. providing at least 2256

(second) preimage resistance and 2128 collision resistance. Second, we selected
a number of recently published lightweight hash functions, providing both 280

and 2128 “flat” security levels1 [142]. Eventually, we also implemented several
block cipher based constructions, e.g. relying on the AES Rijndael. For all
these algorithms, we aimed for the same optimization criteria (namely small
source code size and limited memory use) and used a uniform interface (see
the details in Section 4.2.1). Resistance against physical (e.g. side-channel,
fault) attacks was explicitly excluded from the requirements.

All the source codes were implemented by different developers and are
provided on a public webpage [16]. As a result, we hope that this initiative
can be used as a first step in better understanding the performances of hash
functions in a specific but meaningful class of devices.

The section is structured as follows. First, we discuss the guidelines that
had to be followed by all developers and the metrics that are used for the
performance evaluation. Then, in Section 4.2.2, we detail the implementation
specificities of each evaluated algorithm. Lastly, the implementation results
are evaluated in Section 4.2.3.

4.2.1 Methodology and metrics

In order to be able to compare the performances of the different hash functions
in terms of speed and memory space, the developers were asked to respect a
list of common constraints, detailed hereunder.

(1) The code has to be written in assembly, if possible in a single file. It has
to be commented and easily readable, for example, giving the functions
the name they have in their original specifications.

(2) The function has to be implemented in a low-cost way, minimizing the
code size and the RAM use.

(3) Data does not have to be preserved by the hashing process. This allows
direct modification of the data zones in RAM, hence reducing the amount
of memory needed.

1i.e. the same security is required for collision, preimage and 2nd preimage resistance.
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(4) The interface should be made up of 3 functions.

(a) init takes no input and initializes the internal state, which is a
dedicated memory zone seen as a black box, and returns no output.

(b) update takes as input a full block of data, updates its internal state
by processing that block and returns no output.

(c) final takes as input the (possibly empty) last chunk of data together
with its size and processes it before finalizing the hash computation.
By convention, the data passed to final is necessarily an incomplete
block.

(5) Data exchanges are performed with pre-defined memory zones where
data has to be put before calling functions, or can be found on their
return. For example, the data block to hash has to be put at the pre-
defined address SRAM DATA before a call to update, and the final hash
can be found at SRAM STATE on return of final. Most input/output values
are thus implicitly passed. The only explicitly passed value is the size
of the data passed to final.

(6) Only the internal state is preserved between calls to these functions.
No assumption can be made that other RAM zones (e.g. SRAM DATA) or
registers will stay unchanged.

(7) The target device is an 8-bit microcontroller from the ATMEL AVR device
family, more precisely the ATtiny45. It has a reduced set of instructions
and, e.g. has no hardware multiplier. A common interface file was pro-
vided to all designers (available on [16]).

Note that for some functions (e.g. for block cipher based), the padding was
not explicitly defined. In these cases, we appended n null bytes, followed
by the length of the message coded as a 64-bit value, where n is chosen to
make the global message length a multiple of the block size. The basic metrics
considered for evaluation are code size, number of RAM words, and cycle count.
Performances were measured on 4 different message lengths: 8, 50, 100 and 500
bytes, ranging from a very small (smaller than one block) to a large message.
Note finally that, as already mentioned in Section 2.2.3, all hash functions were
implemented by different designers, with slightly different interpretations of
the low-cost optimizations. As a result, some of the guidelines were not always
followed, because of the hash function specifications making them less relevant
(this will be specified when necessary).

4.2.2 Implementation details

SHA-256 and SHA-3 candidates

• SHA-256. Like its predecessor SHA-1, SHA-256 is optimized for 32-bit
software implementation. Hence, it can be expected to be similarly ef-
ficient on 8-bit AVR processors. Implementing the iteration step of its
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compression function, a main observation is that six out of eight working
registers are just circularly copied. To reduce code and clock cycles for
such memory transfer operations, register name reassignment by circular
pointer arithmetic is performed instead on the working registers residing
in 256 bits of RAM. Circular pointer arithmetic as part of the iteration
step is likewise used to update the input word according to the message
expansion. Besides 32-bit modular additions, SHA-2 requires 32-bit right
rotations by r = {2, 6, 7, 11, 13, 17, 18, 19, 22, 25} bits and right shifts
by s = {3, 10}. Rotations and shifts by parameters larger than 8 bits
first swap 8-bit register accordingly; then single bit operations on the
swapped 32-bit word are performed to correspond to f = {r, s} mod 8.
SHA-256 uses up to three 32-bit bit rotations processing the same input
in a row so that reordering of rotation and shift operations by ascending
f -values improves efficiency.

• BLAKE-256. The RAM consumption is mainly due to the storage of the
64-byte input data, the 64-byte state, a 32-byte chain value, an 8-byte
salt, and an 8-byte counter. The initialization vectors (32 bytes) and
constants (64 bytes) are stored in the flash memory of the microcon-
troller. We refrained from transferring the constant table into the RAM

in order to keep the RAM consumption low. BLAKE’s permutation ta-
ble σ consists of 10 × 16 entries. However, each entry is only a 4-bit
number so we merged two entries in one byte and later selected the
upper/lower 4 bits by masking. Thus, the permutation table requires
just 80 bytes of ROM instead of 160 bytes. In order to maintain a de-
cent performance while keeping the code size down we incorporated the
observation made by Osvik [144] which efficiently loads and stores in-
/outputs of the round function Gi (a, b, c, d). Furthermore, we use loops
where applicable and move recurring duties such as loading and storing
the counter into functions. An exception to this rule is the implemen-
tation of the round function. Since it is called 80 times when hashing
one message block its runtime heavily impacts the overall performance.
Therefore, we decided to unroll critical parts of the round function.

• Grøstl-256. Grøstl has a state of 64 bytes. During the update function,
we need to keep the state, the input message and the previously com-
puted hash in memory. Thus, we need 192 bytes of RAM. The ShiftBytes
is computed by offloading each row, one at a time, from the state into
the registers of the microcontroller and then writing it back in the new
position. In order to increase the performances and reduce the number
of accesses to the memory, the SubBytes is computed together with the
ShiftBytes.The MixBytes is computed as proposed by Johannes Feicht-
ner [67, 167], and is carried out one column at a time. Finally, to easily
compute the padding, 8 bytes of memory are used to keep track of the
numbers of message blocks. These 8 bytes, are copied directly in the
appropriate position of the padding block.
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• JH-256. Even if specifications for a bitsliced implementation of JH are
available, they suppose to store 42 256-bit round constants in memory,
which is not compliant with our low-cost constraints. Hence, JH was
implemented according to the reference specifications. The utilization
percentage of the RAM is high as JH needs 128 bytes to store the state,
64 for the input block and 32 for the round constant. In order to improve
the performances, the S-Box and linear transformation were combined
into two look up tables, of 32 bytes each, as was done in the optimized
8-bit implementation provided by JH author [205]. For the same reason,
the initial state was precomputed and stored in program memory. It
allows us to save the initialization phase which is equivalent to the pro-
cessing of one input block. Regarding the permutation, it is performed
by reading the states bytes in a different order at the beginning of each
round. Finally, state bits are reorganized at the beginning and end of
each function E8. This bitwise permutation is time consuming and re-
quires additional memory. Those problems can be partially prevented
by reorganizing the input bytes before XORing them with the state.

• Keccak. In a first level, we implemented the sponge construction, which
comes down to XOR r-bit message blocks into the state, with r > 0 the
rate, and to call the underlying permutation. In a second level, we im-
plemented the permutations Keccak-f [b] for b ∈ {200, 400, 800, 1600}.
The sponge construction imposes that the capacity c is twice the se-
curity strength level and that b = r + c, and our implementation al-
lows any combination of rate and capacity under these constraints. For
clarity, the benchmark focuses on three specific instances: the SHA-

3 candidate Keccak[r = 1088, c = 512], and the lightweight variants
Keccak[r = 144, c = 256] and Keccak[r = 40, c = 160] for the 128-bit
and 80-bit security strength levels, respectively. Any pair of instances
with c = 256 and c = 160 would have satisfied the requirements, but
our choice aims at minimizing b for a given c and thereby the RAM us-
age, consistently with a lightweight context. Variants with other RAM

usage/code size/cycle count trade-offs can be found in Table 4.4. Inside
the implementation, some operations (i.e., the rotations in θ and ρ) are
performed on a lane basis, mapping a lane to b/200 byte(s). Some other
operations, such as χ or the parity computation in θ, are instead slice-
oriented, taking advantage of the representation of 8 consecutive slices
in 25 bytes [25]. Note that in the specific case of Keccak-f [200], both ap-
proaches collide as the state contains exactly 8 slices or 25 lanes, mapped
to 25 bytes. RAM usage is composed of b/8 bytes for the state and some
working memory (b/40 bytes, or 0 for Keccak-f [200] as the AVR regis-
ters suffice). If the desired output length is greater than the rate (e.g. for
lightweight instances), an additional output buffer is needed to perform
the squeezing phase.
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• Skein-x-y. We implemented the SHA-3 finalist Skein-512-256, with an
output of 256 bits, limited to the hashing functionality. The internal
state is therefore made of eight 64-bit words. To keep the program mem-
ory space small and the code readable, some basic 64-bit functions like
loading, saving, adding, . . . have been coded. The registers are only used
temporarily, except the round counter. The message, the state, the key,
the key-schedule and the tweak are always in the data space, and mod-
ified directly. The three main Threefish functions (addkey, mix and per-
mute) were implemented following the reference specifications. Besides,
the modulo 3 and modulo 9 values used in the key schedule were saved
in the program memory space. We have also developed Skein-256-256,
slightly optimized for the speed and data memory space performances,
by leaving most of the time three out of the four state words in the
registers.

Lightweight hash functions

• S-Quark and D-Quark. The critical point in the implementation of
Quark hash functions is the update of the state2. This update phase
considers the state as two LFSRs that will be updated using three retro-
action polynomials3. This design is thought for hardware, a context
where it is very efficient, but is much more expensive in software. Nev-
ertheless, our choice to implement this step using a bit-slice approach
provides rather good performances. The platform is an 8-bit micropro-
cessor and the retro-action polynomials are such that the last 8 bits of
each LFSR are not considered. Hence, our implementation performs 8
updates at the same time reducing from 1024/704 to 128/88 polynomial
computations. The state is stored in RAM, as it is too large to be kept
in registers. Computations are ordered in such a way that the shift of
the state is performed on the fly.

• PHOTON-160/36/36 and PHOTON-256/32/32. First note that these
implementations significantly differ, since PHOTON-160 has a state ma-
trix with 4-bit cells and uses the PRESENT S-Box while PHOTON-256 has
8-bit entries and uses the AES S-Box. This results in different imple-
mentation strategies. The state of the implemented PHOTON-160/36/36

variant consists of 7-by-7 4-bit elements which are packed into 25 bytes
in order to save memory. This allows an optimal usage of the RAM but
naturally also results in additional code in order to extract the correct
nibble out of the state. It is a trade-off between code size/speed and RAM

2During implementation, a minor inconsistency was discovered between the paper descrip-
tion [11] and the reference code [12], which use different bit ordering conventions. We chose
to comply with the description provided in the original article. Compliance with the C code
can be obtained by inverting the order of bits in the input message.
3An additional third will provide constants for the 1024/704 executions required to apply
the permutation P.
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usage. As the interface only allows messages that are a multiple of 8 bits
while each iteration of a PHOTON-160/36/36 round function absorbs 36
bits, we just process an input block of length 72 bits and call the PHO-

TON round function internally twice for a full 72-bit block. The largest
amount of computational time is spend in the permutation layer for
ShiftRows and especially during the MixColumnsSerial step as finite field
arithmetic has to be carried out on 4-bit values. The internal state of
PHOTON-256/32/32 consists of 36 bytes, arranged as a 6-by-6 matrix, that
goes over four different transformations to produce a 32 byte hash digest.
Due to their sizes both state and digest have to be stored in SRAM. This
generates an inherent implementation overhead, as state bytes need to
be fetched from and stored to SRAM once for each transformation. We
partially reduce this overhead by merging all row-based transformations,
and also by incrementing code size. Due to its use of AES-like permuta-
tions, the implementation of the PHOTON-256/32/32 transformations can
be carried out quite efficiently on 8-bit controllers. The SubCells trans-
formation is implemented as a memory aligned lookup table resulting
in important cycle savings. The MixColumnsSerial transformation, con-
sisting of six consecutive calls to the AES MixColumns transformation,
is similarly optimized by implementing the multiplication by ‘02’ as a
memory aligned LUT [52].

• SPONGENT-160/160/80 and -256/256/128. The SPONGENT-160 state is
160 + 80 = 240 bits or 30 bytes large. Therefore, the state can be stored
in the registers already available on the target device. However, SPON-

GENT uses a PRESENT-like bit permutation in πb and therefore every
output bit of an S-Box is mapped to a distinct nibble after permutation.
If we were to store the state in the available registers, we would only have
two registers for additional computations and this would lead to a large
code size when implementing the bit permutation. Therefore, the state
is stored in SRAM and a three-step iterative approach is used for the bit
permutation to achieve a smaller code size. For the permutation, each
four consecutive nibbles are permuted and stored in SRAM at the same
places. Then, the permuted nibbles are re-ordered to obtain permuted
bytes and finally bytes are re-ordered to their appropriate places in the
state. Although this approach is code-size efficient, note that it leads to
an increase in running time of the overall hashing process. The remain-
ing operations like round constant computation, padding and control
logic are implemented in a straightforward manner. SPONGENT-256 has
a state of 256 + 128 = 384 bits or 48 bytes. Since the state does not
fit into the available registers, we optimized this variant with respect to
code size and the state is kept in SRAM. For the permutation, iteratively
four successive bytes are loaded into registers and the permuted byte is
constructed from two bits at fixed offsets of each of these four bytes.
Afterwards the processed bytes are stored back to SRAM. This method
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keeps the code very small but requires a copy of the 48 bytes state and
therefore doubles the required memory. Besides the two states, no addi-
tional memory is required. The S-Boxes are stored in flash memory and
must be aligned to an address which is a multiple of 16 for easier pointer
arithmetic. Again, the remaining operations are straightforwardly im-
plemented.

Block cipher based constructions

• Rogaway-Steinberger LP/lp362. To realize the Rogaway and Stein-
berger construction principle, the matrix A suggested by Lee and
Park [114] with α = 2 has been used. For operations in F2128 (addi-
tion and multiplication) we have selected the same irreducible polyno-
mial x128 + x7 + x2 + x + 1 as stated in [166]. The implementation of
the block cipher NOEKEON is based on the open source version pub-
lished in [62], but the decryption functionality has been removed since
it is not required for the generation of a permutations. The two imple-
mented variants of Rogaway-Steinberger mainly differ in code size. The
lp362 scheme uses a single fixed key for all permutations, the code re-
quests thus 100 bytes less than the LP362 scheme which uses a different
fixed key for each of the six permutations. Both variants have similar
execution time, consume 92 bytes of RAM, and make use of 8 registers
to compute the hash value of a message.

• Hirose double block length construction For simplicity we chose
an all-zero IV and the additive constant to be 1. One of the advantages
of Hirose is that the two parallel AES executions use the same key.
However, due to memory restrictions, the key should be computed on-
the-fly. Hence, the two encryptions need to be processed in parallel.
The AES design is similar to the one presented in [62], with a further
optimized ShiftRows operation. Decryption code is not needed and was
removed. The key scheduling is performed on-the-fly and processes 32
bits at a time. The full 128-bit state of one encryption block is kept in
the registers. Since both encryptions are performed in parallel, the two
states have to be swapped in and out of SRAM regularly. Due to the large
key size, the swap is performed as little as every 4 rounds, keeping the
resulting overhead at a minimum. The implementation needs 82 bytes
of RAM. We chose not to overwrite the input to the update function,
which results in a need for 16 additional RAM bytes for the input. By
overwriting the input these additional 16 bytes can be saved if RAM size
is critical.

• Davies-Meyer construction. The implementation of the Davies-
Meyer construction simply requires making a copy of the message to
be XORed with the resulting encryption, resulting in an additional con-
sumption of 32 bytes of RAM.
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• Shrimpton-Stam construction. The implementation of Shrimpton-
Stam construction only requires to take care of remembering inputs of
the ciphers to be able to XOR them to the result of the encryptions.
We chose simple keys to instantiate the functions fi so that no extra
memory is required to store them. More precisely, we respectively set
all key bytes to 0x00, 0x11 and 0x22 for f1, f2 and f3.

• Rijndael-256/256. The operations to be performed during a Rijndael-
256/256 encryption are simple and can be made efficient using the well-
known techniques for implementing AES on lightweight processors, like
the use of a lookup table for the S-Box and the efficient multiplication by
‘02’ for MixColumns [53]. The main issue when working on an ATtiny45 is
the state size: whereas AES state can be kept in registers, this is not pos-
sible any more for 256-bit blocks. As RAM accesses are time-consuming
on the ATtiny, the design of this implementation focuses on minimizing
the number of these accesses. This has been done by reorganizing the
round loop (without, of course, affecting the behaviour of the cipher)
in such a way that the round ends with a ShiftRows operation. Addi-
tionally, we used an auxiliary state to perform ShiftRows efficiently. As
a result, we can fetch a full column from RAM, immediately perform
MixColumns, AddRoundKey and SubBytes, and write the result in the
auxiliary RAM state, taking the effect of ShiftRows into account to de-
termine the exact locations in RAM. The next round is then performed
similarly, but writing data from the auxiliary state to the initial one,
and so on.

• SEA. The reference code was written following directly the cipher speci-
fications, and is a natural extension of the 96-bit version designed in [62].
During its execution, plaintexts and keys are stored in RAM (accounting
for a total of 48 bytes), limiting the register consumption to 12 registers
for the running state, one register for the round counter and some addi-
tional temporary storage. The S-Box was implemented using its bitslice
representation. The block cipher was then inserted in a Davies-Meyer
mode of operation, using a similar code as the version using Rijndael-
256/256. Overall, the implementation maintains low code size and RAM

use at the cost of a large cycle count, mainly due to the large number of
rounds (177) in the 196-bit version of the cipher based on 8-bit words.

4.2.3 Performance evaluation

We first refer to a number of other implementations of hash functions in AT-

MEL AVR devices [25, 63, 69, 144, 146, 167, 197]. In general, these previous
works present benchmarking results in devices from the ATmega family rather
than the ATtiny one, hence tolerating larger code sizes and RAM use. As they
are hardly comparable with ours, we do not detail them in this section. Over-
all, we believe they provide a complementary view to ours. In particular, the
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pretty complete comparisons of the XBX website certainly sheds another light
on the different algorithms [197]. Note also that some of these previous works
consider older versions of the SHA-3 candidates. Our following results consider
the exact SHA-3 finalists, according to their last updated specifications. We
recall that for the functions appearing several times in the tables (e.g. Keccak,
Skein, Quark, PHOTON and SPONGENT), the different lines correspond to dif-
ferent specifications and not different implementations of the same algorithm.

Following Section 4.2.1, we evaluated the performances of our different
algorithms based on three main metrics, namely the code size (in bytes),
RAM use (in bytes) and cycle counts for different message sizes4. They are
represented in Figures 4.1, 4.2 and 4.3. Besides, we also produced so-called
combined metrics that aim to summarize the efficiency of the hash functions
in the ATtiny45. We used the product of the code size and cycle count and the
product of the RAM use and cycle count for this purpose (Figures 4.4 and 4.5.
Eventually, we note that all our results are given numerically in Tables 4.1
to 4.4. As already mentioned, these results have to be interpreted with care, as
they both represent the skills of the programmer and the algorithms efficiency.
Yet, given this cautionary note, we believe a number of general observations
can be extracted.

Fig. 4.1.: Performance evaluation: code size (bytes).

4Note that for certain (e.g. sponge-based) functions, the data part of the RAM could be
arbitrarily reduced by changing the interface. In this case, the RAM use evaluation in the
figures excluded the data RAM (reported in gray in the tables).
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First, the code size and RAM use illustrate that the implementation con-
straints were reached for all algorithms. Nevertheless, the cost of the SHA-3

candidates is generally higher than the one of both lightweight hash func-
tions and block cipher based constructions. For some of them, the RAM use
is close to the limit of the ATtiny device (i.e. 256). This can be explained by
the generally larger states of all SHA-3 candidates. Second, we observe that
lightweight algorithms have large cycle counts compared to other hash func-
tions. This implies that their overall efficiency (measured with the combined
metrics) is generally low in our implementation context. By contrast, the
flexible nature of sponge-based functions (including all lightweight proposals)
allows reducing the RAM use quite significantly, which is an interesting feature
for hardware and embedded software implementations. Third, it is noticeable
that the SHA-3 candidates hardly compete with AES-256 in Hirose construction
or Rijndael-256-256 in Davies-Meyer mode. This observation is quite consis-
tently observed for all our metrics. Eventually, and as far as SHA-3 finalists
(in the 256-bit versions) are concerned, our investigations suggest that BLAKE

offers the best performance figures, followed by Grøstl, Keccak, Skein and JH.

All these results were naturally obtained within a limited time frame.
Hence, we encourage the reader to download the codes, available at [16],
and possibly improve them with further optimization. Looking at how the
AES implementations have evolved since AES was chosen as standard, it is
likely that similar improvements can be expected for the hash functions in
this work.

4.3 HARDWARE EVALUATION OF HASH FUNCTION
IMPLEMENTATIONS

In this section, we consider the hardware performances of the five SHA-3 fi-
nalists on recent FPGA devices. More specifically, we compare the finalists
on the basis of their compact FPGA implementation. In order to allow the
comparison to be as fair as possible, we applied the approach described by
Gaj et al. at CHES 2010 [73]. Namely, the IP cores were designed according to
similar architectural choices and identical interface protocols. In particular,
our results are based on the a priori decision to rely on a 64-bit datapath
(see Section 4.2.1 for the details). As for their optimization goals, we targeted
implementations in the hundreds of slices, additionally aiming for the best
throughput over area ratio, in accordance with the usual characteristics of a
security IP core. In other words, we did not aim for the lowest cost implemen-
tations (e.g. with an 8-bit datapath), and rather investigated how efficiently
the different SHA-3 finalists allow sharing resources and addressing memories,
under optimization goals that we believe reflective of the application scenarios
where reconfigurable computing is useful.

As extensively discussed in the last years, the evaluation of hardware archi-
tectures is inherently difficult, in view of the amount of parameters that may
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Fig. 4.2.: Performance evaluation: RAM (bytes).

Fig. 4.3.: Performance evaluation: cycle count (500-byte message).
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Fig. 4.4.: Performance evaluation: code size (bytes) x cycle count (500-byte
message).

Fig. 4.5.: Performance evaluation: RAM (bytes) x cycle count (500-byte mes-
sage).
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influence their performances. The differences can be extreme when changing
technologies. For example, ASIC and FPGA implementations have very differ-
ent ways to deal with memories and registers, which generally imply different
design choices [73, 86]. In a similar way, comparing FPGA implementations
based on different manufacturers can only lead to rough intuition about their
respective efficiency. In fact, even comparing different architectures on the
same FPGA is difficult, as carefully discussed in [59]. Obviously, this does not
mean that performance comparisons are impossible, but simply that they have
to be considered with care. In other words, it is important to go beyond the
quantified results obtained by performance tables, and analyze the different
metrics they provide (area cost, clock cycles, register use, throughput, . . . ) in
a comprehensive manner.

As a result, and to the best of our knowledge, we obtain the first com-
plete study of compact FPGA implementations for the SHA-3 finalists. For
some of the algorithms, the obtained results are the only available ones for
such optimization goals. For the others, they at least compare to the previ-
ously reported ones, sometimes bringing major improvements. For illustration
purposes, we additionally provide the implementation results of an AES im-
plementation based on the same framework. Eventually, we take advantage
of our results to discuss and compare the five investigated algorithms. While
none of the remaining candidates leads to dramatically poor performances,
this discussion allows us to contrast the previous conclusions obtained from
high throughput implementations. In particular, we put forward that the clear
advantage of Keccak in a high throughput FPGA implementation context van-
ishes in a low area one. Performance tables also indicate a good behavior
for Grøstl in our implementation scenario, in particular when looking at the
throughput over area evaluation metric.

4.3.1 Related works

Table 4.5 provides a partial overview of existing low area FPGA implemen-
tations for the SHA-3 candidates, as reported in the SHA-3 Zoo [1]. Namely,
since our following results were obtained for Virtex-6 and Spartan-6 devices
(as will be motivated in the next section), we list only the most relevant
implementations on similar FPGAs.

BLAKE was implemented in two different ways. The first one, designed by
Aumasson et al. [13], consists in the core functionality (CF) with one G func-
tion. This implementation offers a light version of the algorithm but does
not really exploit FPGA specificities. On the other hand, the second BLAKE

implementation, by Beuchat et al. [27], consists in a fully autonomous imple-
mentation (FA) and is designed to perfectly fit the Xilinx FPGA architecture
: the slice’s carry-chain logic is exploited to build an adder/XOR operator
within the same slices. The authors also harness the 18-kbit embedded mem-
ory blocks (MB) to implement the register file and store the micro-code of the
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Table 4.5.: Existing compact FPGA implementations of third round SHA-3

candidates (* padding included, ** Altera ALUTs).
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control unit. Table 4.5 shows Spartan-3 (S3) and Virtex-5 (V5) implementation
results.

Jungk et al. [95][96] chose to implement the Grøstl algorithm on a Spartan-
3 device. They provide a fully autonomous implementation including padding.
The similarity between Grøstl and the AES is exploited and AES-specific opti-
mizations presented in previous works are applied. The table only reports the
best and most recent results from [95]. Also, only serial implementations of P

and Q are considered, because they better match our low area optimization
goal.

No low area implementation of JH has been proposed up to now. In order
to have a comparison, the implementation proposed by Homsirikamol et al.
[89] may be mentioned. It is the high speed FPGA implementation that has
the lowest area cost reported in the literature.

A low area implementation of the Keccak algorithm is given by Bertoni
et al. [25]. In this implementation, the hash function is implemented as a
small area coprocessor using system (external) memory (EM). In the best case,
with a 64-bit memory, the function takes approximately 5000 clock cycles to
compute. With a 32-bit memory, this number increases up to 9000 clock cycles.

Finally, Namin et al. [139] presented a low area implementation of Skein. It
provides the core functionality and is evaluated on an Altera Stratix-III (AS3)
FPGA.

4.3.2 Methodology

As suggested by the previous section, there are only a few existing low area
FPGA implementations of the SHA-3 candidates up to now. Furthermore, those
implementations often lack of similar specifications which make them difficult
to compare. We therefore propose to design compact hardware cores of the
five third-round candidates using a common methodology, which allows a fair
comparison of the performances. The methodology we used mainly follows the
one described by Gaj et al. [73], which suggests to use uniform interface and
architecture, and defines some performance metrics.

First of all, we tried to keep the number of slices in the same range for all the
implementations (typically between 150 and 300), with the throughput over
area ratio as optimization target. This is a relevant choice for hardware cores,
as they often need to be as efficient as possible with a limited resource usage.
We then decided to primarily focus on the SHA-3 candidate variants with the
512-bit digest output size, as they correspond to the most challenging scenario
for compact implementations - and may be the most informative for compar-
ison purposes. For completeness, we also report the implementation results of
the 256-bit versions that are based on essentially similar architectures. Next,
since we are implementing low area designs, we limited the internal data-path
to 64-bit bus widths. This is a natural choice, as most presented algorithms
are designed to operate well on 64-bit processors. Therefore, trying to decrease



HARDWARE EVALUATION OF HASH FUNCTION IMPLEMENTATIONS 93

the bus size tends to be cumbersome and provides a limited area improvement
at the expense of a significantly decreased throughput. In addition, we spec-
ified a common interface for all our designs, in which we chose to have an
input message width of 64 bits, as this is the most convenient size to use with
our 64-bit internal datapath. It also corresponds to our typical scenario, in
which the hash IP cores have to be inserted in larger FPGA designs. Smaller or
bigger message sizes would, most of the time, require additional logic in order
to reorganize the message in 64-bit words. This is resource consuming and can
be added externally if needed by the user. All our cores are designed to be
fully autonomous, which will help us in the comparison of the total resources
needed by each candidate.

Drimer presented in [59] that implementation results are subject to great
variations, depending on the implementation options. Furthermore, compar-
ing different implementations can be irrelevant if not made with careful con-
siderations. We therefore specified fixed implementation options and archi-
tecture choices for all our implementations. We choose to work on a Virtex-6
and Spartan-6 FPGAs, specifically a XC6VLX75T with speed grade -1 and a
XC6SLX9 with speed grade -2, which are the most constraining FPGAs in their
respective families, in terms of number of available logic elements. Note that
the selection of a high-performance device is not in contradiction with com-
pact implementations, as we typically envision applications in which the hash
functionality can only consume a small fraction of the FPGA resources. Also,
we believe it is interesting to detail implementation results exploiting the lat-
est FPGA structures, as these advanced structures will typically be available in
future low cost FPGAs too. In other words, we expect this choice to better re-
flect the evolution of reconfigurable hardware devices. Besides, and as will be
illustrated by the implementation tables in Section 5, the results for Virtex-6
and Spartan-6 devices do not significantly modify our conclusions regarding
the suitability of the SHA-3 finalists for compact FPGA implementations.

We did not use any dedicated FPGA resources such as block RAMs or DSPs.
It is indeed easier to compare implementations when they are all represented in
terms of slices rather than in a combination of several factors. Additionally, the
use of block RAMs is often not optimal as they are too big for our actual needs.
All the implementations took advantage of the particular LUT capabilities of
the Virtex-6 and Spartan-6, and use shift registers and/or distributed RAMs (or
ROMs). The different modules are however always inferred so that portability
to other devices is possible, even if not optimal. The design was implemented
using ISE 12.1 and for two different sets of parameters. Those two sets are
predefined sets available in ISE Design Goals and Strategies project options
and are specified as “Area Reduction with Physical Synthesis” and “Timing
Performance without IOB Packing”. This choice was mainly motivated by the
willing to illustrate the impact of synthesis options on the final performance
figures.
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We have made the assumption that padding is performed outside of our
cores for the same reasons as in [73]. The padding functions are very similar
from one hash function to another and will mainly result in the same absolute
area overhead. Additionally, complexity of the padding function will depend
on the granularity of the message (bit, byte, words,...) considered in each
application.

Finally, the performance metrics we used in this text is always the through-
put for long message (as defined in [73]). We did not specify the throughput
for short message, but the information needed to compute it is present in the
result tables of Section 4.3.4.

4.3.3 Implementation details

This section presents the different compact architectures we developed. Be-
cause of space constraints, we mainly focus on the description of their block
diagrams.

BLAKE

BLAKE algorithm is implemented as a narrow-pipelined-dapatath design. Its
architecture is illustrated in Figure 4.6, with an overall organization similar
to the implementation proposed by Beuchat et al.. BLAKE has a large 16-
word state matrix V but each operation works with only two elements of it.
Hence, the datapath does not need to be larger than 32 or 64 bits, respectively
for the BLAKE-256 and BLAKE-512 implementations. The operations are quite
simple, they consist in additions, XOR and rotations. This allows us to design
a small ALU embedding all the required operators in parallel, followed by a
multiplexer. The way the ALU is build allows computing XOR-rotation and
XOR-addition operations in one clock cycle.

Our BLAKE implementation uses distributed RAM memory to store inter-
mediate values, message blocks and C constants. Using this kind of memory
offers some advantages. Beyond effective slices occupation, the controller must
be able to access randomly to different values. Indeed, message blocks and C

constants are chosen according to elements of a permutation matrix. Further-
more, elements of the inner state matrix are selected in different orders during
column and diagonal steps.

The 4-input multiplexer in front of the RAM memory can select one of the
following inputs: the message blocks (M), the initialization vector (IV), the
ALU result or a zero value used to automatically set the salt if no other value
has been specified. The user may initialize the salt (S) and a counter (T) using
the message block input of the multiplexer. Loading salt or initializing it to
zero takes 4 clock cycles. Loading the IV takes 8 clock cycles. These two first
steps are made once per message. The two following steps, which are loading
the counter and message block, take 18 clock cycles and are carried out at
each new message block.
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Fig. 4.6.: BLAKE Architecture

The scheduling is made so that, for each call of the round function G (as
described in Section 1.2.3), the variable a is computed in two clock cycles,
because it needs two additions between three different inputs. The three other
variables (b, c, and d) are computed in one clock cycle thanks to the feedback
loop on the ALU. As a result, one call of the G function needs 10 clock cycles
to be executed. To avoid pipeline bubbles between column and diagonal steps,
the ordering of G functions during diagonal step is changed to G4, G7, G6 and
G5. The BLAKE-64 version needs 16 (rounds) × 8 (G calls) × 10 = 1280 clock
cycles to process one block through the round function, and 4 more ones to
empty the pipeline. The initialization and the finalization steps need each 20
clock cycles. So, complete hashing one message block takes 18 + 1284 + 40 =
1342 clock cycles. Finally, the hash value is directly read on the output of the
RAM and takes 8 clock cycles to be entirely read.

As expected, these results are very close to those announced by Beuchat et
al. [27] after adjustement (they considered 14 rounds for the BLAKE-64 version
rather than 16), since the overall architectures are very similar.

Grøstl

The 64-bit architecture of Grøstl algorithm is depicted in Figure 4.7. This
pipelined datapath implements the P and Q permutation rounds in an inter-
leaved fashion (to avoid data dependency problems). The last round func-
tion (Ω) is implemented with the same datapath and only resorts to P. The
difference between P and Q lies in slightly different AddRoundConstant and
ShiftBytes shift pattern. Besides the main AES-like functions, there are several
circuits. A layer of multiplexers and bitwise XORs is required at the begin-
ning and at the end of the datapath. They implement algorithm initialization,
additions necessary at beginning and end of each round, and internal and ex-
ternal data loading. Two distinct RAMs are used to store the P and Q state
matrices and input message mi (RAM qpm) and the hash result (RAM h). RAM

qpm is a 64 × 64-bit dual port RAM. One RAM slot is used to store message
mi and three other slots are used to store current and next P and Q states
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Fig. 4.7.: Grøstl Architecture

(slots are used as a circular buffer). RAM h is a 32 × 64-bit dual port RAM

that stores current and next H (as well as final result).
The four main operations of each P or Q rounds are implemented in the

following way. The ShiftBytes operation comes first. It is implemented by ac-
cessing bytes of different columns instead of a single column (as if RAM qpm
was a collection of eight 8-bit RAMs), to save a memory in the middle of
the datapath. Different memory access patterns (meaning different initializa-
tion of address counters) are required to implement P and Q ShiftBytes as
well as no shift (for post-addition with h and hash unloading). Constants
of AddRoundConstant are computed thanks to a few small-size integer coun-
ters (corresponding to the row and round numbers) and all-zero or all-one
constants. Addition of those constants with data is a simple bitwise XOR op-
eration. The eight S-Boxes of SubBytes are simply implemented as eight 8 ×
8-bit ROMs (efficiently implemented in 6-input look-up tables-based FPGAs).
Finally, the MixBytes operation is similar to the AES MixColumn, except that
8 × 6 different 8-bit F2 multiplications by small constants are required, and
that eight 64-bit partial products have to be added together. We implemented
it as a large XOR tree, with multipliers hardcoded as 8-bit XORs and partial
products XORed together.

Hashing a 1024-bit chunk of a message takes around 450 cycles: 16 (loading
of mi) + 14 (rounds) × 2 (interleaved p and textsmallerq) × 16 (columns of
state matrix) + 8 (ending). The last operation Ω requires around 350 cycles:
14 (rounds) × (16 (columns) + 6 (pipeline flush)) + 8 (ending) + 8 (hash
output)

Roughly speaking, the most consuming parts of the architecture are
MixBytes (accounting for 30 % of the final cost), the S-Boxes (25 %) and
the control of the dual port RAMs (25 %). Note that most pipeline registers
are taken from already consumed slices, hence do not increase the slice count
of the implementation.

JH

The JH architecture is illustrated in Figure 4.8 and is composed as follows.
Two 16×32-bit single port distributed RAMs (HASH RAM) are used to store the
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Fig. 4.8.: JH Architecture

intermediate hash values. Those RAMs are first initialized in 16 clock cycles
with IV values coming from a 16×64-bit distributed ROM5 and are afterwards
updated with the output of R8 or the XOR operation output. R8 performs the
round functions and is composed of sixteen 5×4 S-Boxes, eight linear functions
and a permutation. As the permutation layer always puts in correspondence
two consecutive nibbles with a nibble from the first half and another from
the second half of the permuted state, the output of R8 can be split into two
32-bits words, one coming from the first half and the other from the second
half of the intermediate hash value. An address controller (ADDR CONTR),
composed of two 16×4-bit dual-port distributed RAMs is then used to reach
the wanted location in each HASH RAM, at each cycle. Rotations before and
after R8 are needed to organize correctly the hash intermediate values in the
two HASH RAMs.

A similar path is designed for constants generation. Two 16×8-bit single-
port distributed RAM (CST RAMs) are used to store the constants intermediate
values. The function R6 performs a round function on 16 bits of the constant
state. The same address controller as for HASH RAMs is used for CST RAMs.

Finally, a GROUP/DE-GROUP block is used to re-organize the input message.
As JH has been designed to achieve efficient bit-slice software implementations,
a grouping of bits into 4-bit elements has been defined as the first step of the
JH bijective function E8. Similarly, a de-grouping is performed in the last step
of E8. When those grouping and de-grouping phases have no impact on high
speed hardware implementations (as they result only in routing), this in not
the case anymore for low area architectures. Indeed, those steps requires 16
additional clock cycles per message block, as well as more complex controls
to access the single port RAMs. To avoid this, we chose to always work on a

5IV ROM contains H(0) initial value and not H(−1) as defined in JH specifications. That
way, we save 688 cycles of initialization and only loose a couple of slices
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grouped hash and therefore to perform the data organization on the message
with the GROUP/DE-GROUP block. The same component is also used to re-
organize the hash final value before sending it to the user.

Our implementation of JH needs 16 × 42 clock cycles to compute the 42
rounds and 16 additional ones to perform the final XOR operation. In total,
688 clock cycles are required to process a 512-bit message block, 16 for RAM

initialization and 20 additional clock cycles are used for the finalization step
(4 to empty the pipeline and 16 to output hash from the GROUP/DE-GROUP

component).

Keccak

Our architecture, depicted in Figure 4.9, implements the Keccak version pro-
posed as SHA-3 standard. It works on state of 1600 bits organized into 24
words of 64 bits each. The whole algorithm does not use complex operations,
but only XORs, rotations, negations and additions. The basic operations are
performed on the 64-bit words, thus our implementation has a 64-bit internal
datapath.

We maintained the same organization of Bertoni et al., where the compu-
tation was split into three main steps: the first which does part of the theta
transformation by calculating of the parity of the columns, the second which
completes the theta transformation and performs the rho and pi transforma-
tions, and the third which computes the chi and iota steps. This structure
requires a memory of 50 words of 64 bits, which are needed to store the state
and the intermediate values at the end of the pi transformation.

To allow parallel read/write operations and to simplify the access to the
state, we organized the whole memory into two distinct asynchronous read
single port RAM of 32×64-bit (RAM A and RAM B), and we reserved RAM B

to store the output of the pi transformation.
Internally, our architecture has 5 registers of 64 bits, connected in order to

create a word oriented rotator. During the theta transformation, the registers
store the results of the computed parities. The rotator allows to quickly po-
sition the correct word for computing the second part of theta, as well as for
computing the chi transformation.

The most crucial part of Keccak is the rho transformation, which consist
of rotation of words with an offset which depends from the specific index. We
implemented this step efficiently in FPGA by explicitly instantiating a 64-bit
barrel rotator and by storing the rotation offsets into a dedicated look up
table. Using a single barrel rotator it is possible to significantly reduce the
area requirements. While this negatively affects the performances (since all
the 25 words of the state need to be processed by the same component), it
allows reaching an overall cost that is comparable to the one of the other
algorithms, as will be detailed in the next Section.

Our implementation of Keccak requires 88 clock cycles to compute a single
round. Since Keccak-1600 has 24 rounds, the total number of cycles required
to hash a message is 2112, to which is should be added the initial XOR with
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Fig. 4.9.: Keccak Architecture

Fig. 4.10.: Skein Architecture

the current state (25 cycles repeated for each block), the load of the message
(9 cycles), and the offloading of the final result (8 cycles).

Skein

Our implementation only contains a minimal set of operations necessary to
the realization of round computations. In order to provide acceptable per-
formances and memory requirements, the operations are not broken up all
the way down to the basic addition, exclusive OR and rotate operations, but
rather realize the MIX and subkey addition steps. The architecture is illus-
trated in figure 4.10. the initial UBI value is obtained through an 8×64-bit
rom (IV) which avoids hashing the first configuration block. Key extension is
performed on-the-fly using some simple arithmetic and a 64-bit register (EX-

TEND). One 17×64-bit RAM memory (KEY/MSG RAM) is used to store both
the message block in view of the next UBI chaining, and the keys used for the
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current block. The hash variables can be memorized in two different 4×64-
bit RAMs (HASH RAM), since the permute layer never swaps even and odd
words. The permute operation itself is implicitly computed using arithmetic
on memory addresses. The MIX operations take two 64-bit values (MIX), and
require 4 cycles per round. The subkey addition acts on 64-bit values (ADD),
requiring 8 cycles every 4 rounds. Subkeys are computed just before addition,
with the help of the tweak registers (SUBKEY and TWEAK). Finally, a 64-bit
XOR is used for UBI chaining. After the completion of round operations, the
hash digest is read from the key register. Given the variable management in
this architecture, only single-port RAMs are needed, rather than the more ex-
pensive dual-port RAMs. All these are used asynchronously. When hashing a
message, the operator first has to load the initialization vector, taking 9 cy-
cles, followed by 457 cycles per 512-bit message block. Finally, one last block
has to be processed before the hash value is output, leading to an overhead
of 466 additional cycles.

4.3.4 Implementation results & discussion

The complete implementation results for our different architectures are given
in Tables 4.6 and 4.7 for Virtex-6 and Spartan-6 devices, respectively. As ex-
pected, one can notice the strong impact of the two sets of options we con-
sidered (i.e. area and timing). Still, a number of important intuitions can be
extracted.

In the first place, and compared to previous works, we see that our imple-
mentation results for BLAKE are quite close to the previous ones of Beuchat et
al. The main difference is our exploitation of distributed memories (reported
in the slices count) rather than embedded memory blocks. By contrast, for all
the other algorithms, our results bring some interesting novelty. In particular,
for Keccak, the previous architecture of Bertoni et al. was using only three
internal registers, because of its compact ASIC-oriented flavor. This was at the
cost of a weak performances, in the range of 5000 clock cycles per hash block.
We paid a significant attention in taking advantage of the FPGA structure, in
particular its distributed RAMs. As a result, we reduced the number of clock
cycles by a factor of more than two. As for the three remaining algorithms,
no similar results were known to date, which make them interesting, as first
milestones.

Next, this table also leads to a number of comments regarding the different
algorithms and their compact FPGA implementations. First, one can notice
that Grøstl compares favorably with all the other candidates (although not
by a big margin). While it has quite expensive components, interleaving the
P and Q functions allows reducing the logic resources. More importantly, this
algorithm proceeds blocks of 1024 bits and has a quite limited cycle count,
which leads to significantly higher throughput than our other implementa-
tions.
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Table 4.6.: Implementation results for the 5 SHA-3 candidates on Virtex-6
(512-bit digests).

BLAKE Grøstl JH Keccak Skein6 AES

Properties
Input block message size 1024 1024 512 576 512 128
Cycles per block 1342 448 688 2137 458 44
Cycles overhead (pre/post) 12/8 24/354 16/20 9/8 9/466 8/0

Area

Number of LUTs 701 912 789 519 857 658
Number of Registers 371 556 411 429 350 364
Number of Slices 192 260 240 144 266 205
Frequency (MHz) 240 280 288 250 196 222
Throughput (Mbit/s) 183 640 214 68 219 646
Efficiency (Mbit/s/slice) 0.95 2.46 0.89 0.47 0.82 3.15

Timing

Number of LUTs 810 966 1034 610 861 845
Number of Registers 541 571 463 533 357 524
Number of Slices 215 293 304 188 243 236
Frequency (MHz) 304 330 299 285 200 250
Throughput (Mbit/s) 232 754 222 77 223 727
Efficiency (Mbit/s/slice) 1.08 2.57 0.73 0.41 0.91 3.08

Table 4.7.: Implementation results for the 5 SHA-3 candidates on Spartan-6
(512-bit digests).

BLAKE Grøstl JH Keccak Skein AES

Properties
Input block message size 1024 1024 512 576 512 128
Cycles per block 1342 448 688 2137 458 44
Cycles overhead (pre/post) 12/8 24/354 16/20 9/8 9/466 8/0

Area

Number of LUTs 719 912 737 525 1007 685
Number of Registers 370 574 338 433 441 365
Number of Slices 230 343 260 193 337 232
Frequency (MHz) 135 240 113 166 137 125
Throughput (Mbit/s) 103 548 84 45 153 364
Efficiency (Mbit/s/slice) 0.47 1.60 0.32 0.23 0.45 1.57

Timing

Number of LUTs 856 766 1106 640 1182 852
Number of Registers 594 759 646 476 456 529
Number of Slices 303 281 362 216 344 274
Frequency (MHz) 150 265 175 166 145 154
Throughput (Mbit/s) 114 605 130 45 162 448
Efficiency (Mbit/s/slice) 0.38 2.15 0.36 0.21 0.47 1.64

BLAKE and JH also achieve reasonable throughput, but do not reach the
level of performance of Grøstl in this case study. For BLAKE, the input blocks
are still 1024-bit wide, but our implementation requires three times more

6Due to some errors found in our first Skein implementation results, the results presented
here slightly differ from those presented in the reference paper [105]. This also holds for
Tables 4.7 and 4.8.
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cycles per block. For JH, it is rather the reduction of input block size that is
in cause.

Skein provides interesting performances too. Its most noticeable limitation
is a lower clock frequency, that could be improved by better pipelining the
additions involved in our design. As a first step, we exploited the carry prop-
agate adders that are efficiently implemented in Xilinx FPGAs. But this is not
a theoretical limitation of the algorithm. One could reasonably assume that
further optimization efforts would increase the frequency at the level of the
other candidates.

Finally, Keccak presents the poorest performances for the 512-bit digests.
This is an interesting result in view of the excellent behavior of this algorithm
in a high throughput implementation context [73]. Further optimizations could
be investigated in order to reduce the number of clock cycles. But as long as
a similar architecture as in this paper is used, this would probably be at the
cost of a larger datapath (hence, higher slice count). Also, even considering
an optimistic 50 cycles per round, the throughput of Keccak would remain
6 times smaller than the one of Grøstl. The main reason of this observation
relates different rotations used in this algorithm (that come for free in unrolled
implementations but may turn out to be expensive in compact ones) and to
the large state that needs to be addressed multiple times when hashing a block.
We note that our results are in line with the recent evaluations from CHES
2011 [90], where it is stated that Keccak is not straightforwardly suitable for
folding. An interesting alternative and scope for further research would be to
change the overall architecture in order to better exploit the bit interleaving
techniques described in [24].

Unsurprisingly, the main difference between the Virtex-6 and Spartan-6
implementations consists in a slightly larger number of slices, most likely due
to the more constraining FPGA, and a reduction in frequency due to the lower
performance of the Spartan-6 FPGAs.

In addition to these results, Table 4.8 provides the implementation results
for the 256-bit digest versions of the hash algorithms, on Virtex-6. In general,
these smaller variants do not exhibit significantly different conclusions. One
important reason for this observation is that, when using distributed RAMs in
an implementation, reducing the size of a state does not directly imply a gain
in slices for a compact implementation (as only the depth of the memories are
affected in this case). In fact, the move to 256-bit digests only implied a change
of architecture for BLAKE (in the 256-bit version, we used a datapath size of
32 bits). Overall, this move towards smaller digests is positive for Keccak,
because of a larger bitrate r, which allows this candidate to be more in line
with the other finalists. By contrast, for BLAKE, the processing of 512-bit
blocks does not come with a sufficient reduction of the number of rounds,
hence leading to smaller throughputs. As for Grøstl, the number of rounds is
also reduced by less than a factor 2, but the smaller number of columns in
the state matrix allows keeping a higher throughput.
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Table 4.8.: Implementation results for the 5 SHA-3 candidates on Virtex-6
(256-bit digests).

BLAKE Grøstl JH Keccak Skein AES

Properties
Input block message size 512 512 512 1088 256 128
Cycles per block 1182 176 688 2137 230 44
Cycles overhead (pre/post) 12/8 24/122 16/20 17/16 5/234 8/0

Area

Number of LUTs 417 912 789 519 857 658
Number of Registers 211 556 411 429 350 364
Number of Slices 117 260 240 144 266 205
Frequency (MHz) 274 280 288 250 196 222
Throughput (Mbit/s) 105 815 214 128 218 646
Efficiency (Mbit/s/slice) 0.90 3.13 0.89 0.89 0.82 3.15

Timing

Number of LUTs 500 966 1034 610 1039 845
Number of Registers 284 571 463 533 506 524
Number of Slices 175 293 304 188 291 236
Frequency (MHz) 347 330 299 285 200 250
Throughput (Mbit/s) 132 960 222 145 223 727
Efficiency (Mbit/s/slice) 0.75 3.27 0.73 0.77 0.77 3.08

To conclude this section, we finally reported the performance results for an
AES-128 implementation, with “on-the-fly” key scheduling, based on a 32-bit
architecture. This implementation is best compared with the 256-bit versions
of the SHA-3 candidates (because of a 128-bit key). One can notice that the
slice count and throughput also range in the same levels.

4.3.5 Following works

Some other works concerning hardware implementations of the five SHA-3 fi-
nalists have been published subsequently to the time of the realization of our
work. In particular, [94] and [100] propose fully autonomous compact imple-
mentations of the SHA-3 finalists’ variants having 256-bit digests. In [100],
Kaps et al. come up with two sets of implementations having different goals.
The first set is build using only logic elements and with an area constraint
set to 800 slices7, while in the second set, one block RAM is used and the
implementation area must be in the range of 400 to 600 slices. Everything
was developed for the Xilinx Spartan-3 devices but implementation results are
also given for other families of FPGAs. Except for their implementations of
BLAKE and Skein, which are respectively more and less efficient than ours,
their results are close to ours. Jungk et al. [94] propose area-optimized imple-
mentations which are initially intended for Virtex-5 devices. However, results
are also given for Spartan-3, Spartan-6 and Virtex-6 FPGAs. The main dif-
ference in their approach compared to previous ones is that they do not fix

7Note that when implemented on Virtex-6 devices, their designs display numbers of slices
in the range of 100 to 300 slices.
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the datapath to a common size, e.g. Keccak architecture has a 200-bit wide
datapath, while BLAKE works on 64 bits at a time. That way, they were able
to implement more efficient architectures for Keccak and JH with areas close
to 400 slices. Grøstl remains however the most efficient of all the algorithms,
and Skein becomes the less efficient one.

4.4 CONCLUSION

This chapter provided compact implementations of hash function algorithms
on different types of devices. The goal of those implementations was to try to
better understand the impact of hash function constructions on their efficiency
once implemented in a real life context.

The main observation that can be extracted from the results presented in
the previous sections is that hash function implementations produce results
with much larger differences than block cipher implementations. This may be
explained by several factors. First, the state size varies greatly from one hash
function to the other, e.g. the SHA-3 version of Keccak has a 1600-bit state
while block cipher-based and lightweight hash functions have state sizes that
can be up to 6 times smaller. Then, unlike block ciphers for which most of the
constructions are extremely close to each others (as was shown in Chapter 3),
hash function designers have proposed constructions that have great versatil-
ity. Finally, some hash functions, such as the sponge ones, propose different
tradeoffs in their constructions (based on the choice in rate and capacity),
which results in different implementation contexts.

From the software implementation results, we can also conclude that
presently, the block-cipher based constructions using AES or Rijndael-256 con-
structions are the ones giving the best performances (when looking at com-
bined metrics). This is probably related to the fact that these two algorithms
have by far been more studied than hash functions in general and are thereby
more mature. Another reason could also be that some SHA-3 designers took
large security margins in comparison with best known attack complexities
whereas AES and Rijndael constructions tend to be so optimized that their
security margins are small.

In conclusion, we believe that this comparative study gives interesting
results and raises important questions that could be covered in further re-
searches. In particular, finding which is the best approach for designing
lightweight hash functions would be an interesting topic. It is also impor-
tant to insist on the importance of the compact implementation scenario in
algorithm comparisons since it seems to be a less trivial context than the
high throughput one and helps reveal the complexity of the algorithms. We
also believe that with time, several improvements will be proposed to help
implementing compact version of the newly standardized SHA-3 algorithm.



CHAPTER 5

IMPLEMENTING COUNTERMEASURES
AGAINST SIDE-CHANNEL ATTACKS

5.1 INTRODUCTION

Providing (physical) security against side-channel attacks is a challenging task
for cryptographic designers [121]. This is especially true for low-cost embedded
devices with strongly constrained resources. Already in the first differential
power analysis (DPA) paper, Kocher et al. mentioned time randomization
as a possible solution to improve security against side-channel attacks [110].
Following, different countermeasures have been proposed to exploit this idea,
e.g. relying on the addition of random delays [42, 188], shuffling the execution
order of independent operations [87, 164], or more generally, trying to build
a non-deterministic processor [19, 126].

In parallel to these advances, some more recent works have tried to for-
malize the problem of physical security, in order to extend the guarantees
of provable security from algorithms and protocols to implementations. The
main challenge in this case is to find relevant restrictions of the adversaries. A
typical example is the one of leakage-resilient cryptography, where the assump-
tion is that the information leakage of a single algorithm run is bounded (see,
e.g. [61] for an early reference, [177] for a recent one, and many other proposals
in between). Alternatively, another line of work is based on the assumption
of secure pre-computations, e.g. in order to prevent “continual memory at-
tacks”, as formalized by Brakerski et al. [35] and by Dodis et al. [57]. The
one-time programs introduced at Crypto 2008 are another (extreme) way to
exploit such secure pre-computations [77]: they essentially correspond to a
program that can be executed on a single input, whose value can be specified
at run time. Nevertheless, the practical relevance of these solutions is still lim-
ited by sometimes unrealistic hardware assumptions and (mainly), by large
performance overheads.

As usual in side-channel attacks, the main question regarding countermea-
sures against side-channel attacks is: “to what extent do they improve security
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and at which cost?”. For this purpose, we first propose, in Section 5.3.2, a
comprehensive evaluation of the shuffling countermeasure. Next to that, we
observe that both for practice-oriented and theory-oriented countermeasures,
the exploitation of secure pre-computations is highly related to the problem
of fast and efficient non-volatile storage. We therefore suggest, in Section 5.3,
the use of a new RAM technology, i.e. the FRAM, in order to improve the
performances and security of protected implementations.

5.2 SHUFFLING AGAINST SIDE-CHANNEL ATTACKS: A
COMPREHENSIVE STUDY WITH CAUTIONARY NOTE

In general, shuffling can be applied to any set of independent operations. The
SubBytes layer of 16 S-Boxes in the AES is a typical example. Randomizing
such operations can be done in different ways. Taking the extreme cases, either
the S-Boxes are executed according to a random permutation (RP) among 16!
possible ones, or they are executed from a random start index (RSI) among
16 possible ones, that is then incremented. This difference is nicely illustrated
with previous works on shuffled implementations of the AES. In a first paper
from 2006 [87], the authors use partial shuffling and first-order masking based
on S-Box pre-computation. Whereas masking is applied to the whole cipher,
shuffling is only applied to the first and last rounds. Furthermore, the RSI

approach is pursued, for performance reasons. In a second work from Rivain et
al., higher-order masking is implemented and shuffling is mainly based on the
RP approach [164]. Yet, for the MixColumns operations, only the (first-order
masked) columns are shuffled, accounting for 8! possible permutations. That
is, thanks to the first-order masking, they have 8 positions that can be shuffled,
vs. 4 if MixColumns was not masked, and 16 for the other AES transforms.
Implementation details are not given in [164], but we assume that this choice
is again motivated by performance reasons. Apart from those works, shuffling
was also applied to hardware implementations with 8- or 32-bit datapaths,
where RSI is usually preferred as it nearly comes for free [68, 127, 136].

Following this state-of-the art, our first contribution is to improve the per-
formances of software implementations using the RP approach (Section 5.2.1).
In this respect, we start from the observation that in an unprotected block
cipher implementation, one usually keeps as much data as possible in the pro-
cessor registers, in order to minimize RAM access. By contrast, once random
access to these registers is required (as in shuffled implementations), RAM

usage is inevitable. This implies that any register access becomes a serial of
load and store operations, resulting in major performance overheads. We mit-
igate these overheads by exploiting a different technique, which consists in
manipulating the program flow. It allows us to operate on registers while at
the same time randomizing the sequence of operations. In practice, we present
two approaches: the first one changes the program flow “on-the-fly”, while
the other one re-writes the program memory prior to execution. The latter
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approach can be viewed as an adaptation of the self-modifying codes used
in software engineering [7], also applied to counteract side-channel attacks
in [6]. Our new solutions come with contrasted performance results. Namely,
the on-the-fly proposal minimizes the overall cycle count, while the program
memory manipulations allow very efficient online encryption at the cost of
long (possibly offline) pre-computations. For illustration, we apply these pro-
posals (and previously published ones) to the AES Furious implementation
available from [150]. Besides, we also investigate the efficient generation of
(small) random permutations in low-cost microcontrollers. That is, we take
a well known optimal algorithm for permutation generation and modify it
slightly, in order to improve its performances. As a result, we are able to
generate close-to-uniform permutations, and obtain an efficient alternative to
proposals such as [45].

Next, we investigate the security of shuffling against side-channel attacks
(Sections 5.2.2 to 5.2.4). Here, we start from the observation that the existing
literature usually evaluates the impact of shuffling based on a so-called “in-
tegrated DPA” (aka windowing attack), introduced in [42] and applied, e.g.
in [164, 185]. Intuitively, if the manipulation of a sensitive variable is spread
over t time samples, its correlation with the actual leakages will be reduced
by a factor

√
t using such an attack, instead of t without integration. Integrat-

ing is a convenient tool for evaluation as it can be directly used to estimate
the data complexity of a DPA using Mangard’s formulas [120]. Yet, a possible
limitation of this technique is that it treats the RSI and RP cases in the same
way. Hence, a natural question is to determine whether these two approaches
are indeed equivalent in general, or if advanced evaluation tools can be used
to put forward additional weaknesses for RSI implementations. Our results
regarding this question are summarized as follows.

First, we specialize the information theoretic and security analysis
from [176] to the context of shuffled implementations. It allows us to con-
firm that integrated DPA is indeed suboptimal compared to a Bayesian ex-
ploitation of the leakages. While our worst-case evaluations rely on profiled
attacks [41, 170], we believe they are important to moderate claims of strong
security improvements provided by shuffling (e.g. the data complexity in-
creases by a factor 360 in [19]). In particular, these results complement the
previous work of Asiacrypt 2010 [182], in which such an information theoretic
and security analysis was performed for masking. As a result and for the first
time, we obtain lower bounds for the data complexity of standard side-channel
attacks against shuffled implementations.

Second, we notice that security evaluations for masking always combine the
leakage corresponding to the masked data and its masks, e.g. [131, 155]. Quite
surprisingly, and to the best of our knowledge, the impact of such a scenario
has not been investigated in the case of shuffling. Therefore, we include the
possibility of a leakage on the permutation (or start index) manipulated when
shuffling. We show that as soon as some information is leaked about them,
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attacks against RSI- and RP-based implementations become significantly dif-
ferent, the RSI case being much easier to attack, for computational reasons.

Finally, we observe that direct leakages about the start index or permu-
tations naturally arise in practice and can be exploited. More surprisingly,
we also show the existence of “indirect leakages”, coming from the different
power consumption models of the hardware resources manipulating the key
bytes. For example, since the 16 registers used in our shuffled Furious imple-
mentations have (slightly) different models, marginalizing the distribution of
the observed leakage over the 16 AES key bytes provides information about
which S-box is computed.

Summarizing, we observe that all previous works on shuffling reduced the
size of the permutation set for some of the operations in the protected al-
gorithm. Hence, our results bring the important cautionary note that time
complexity is critical in the security evaluation of this countermeasure, as
permutations with a small size can be enumerated which leads to exploitable
weaknesses. In this respect, an implementation protected with RSI-based shuf-
fling can sometimes be as weak as an unprotected one. As for the RP-based
solution, we recall that it can be used as a noise amplifier for leaking devices,
but never as a noise generator.

5.2.1 Efficient implementations

This section explores the software design space for shuffling the AES on an
ATMEL ATmega644P microcontroller [9]. We first describe an efficient way to
obtain close-to-uniform permutations in this device. Next, we show how to
obtain an AES implementation for which every transform can be shuffled ac-
cording to such permutations, including MixColumns (and the key scheduling
algorithm if needed). Afterwards, we describe different implementations: a
basic one relying on a previously proposed “double indexing” method, and
two optimized ones relying on randomized execution path and program mem-
ory. We finally provide precise performance evaluations and a comparison with
previous works.

Permutation generation

The first building block of a shuffled implementation is a permutation genera-
tor. From a sequence S := {1, . . . , n}, a uniform permutation can be produced
in linear time [109]. The original algorithm iterates over every element Si (with
i from 0 to n − 2), and swaps it with a random element from the remaining
tail, i.e. {Si, . . . , Sn−1}. However, sampling from {i, . . . , n − 1} needs either
a modulo operation and a random number greater than n to start from, or
an approach with probabilistic run-time. We avoided this performance draw-
backs by sampling from {0, . . . , n − 1}. Permuting a sequence of 16 entries
following this algorithm takes 362 cycles on our device, using 8 bytes of ran-
domness. It still allows to generate all permutations, but with a slight bias
that decreases with the size of the permuted set. To estimate the impact of
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this bias for different sizes of the permutation set N , we systematically sam-
pled 108 permutations generated with this method, and built histograms with
N ! bins. We then estimated the Euclidean distance between these biased his-
tograms and a uniform distribution. In addition, we compared this situation
with the one obtained with a quite minimum side-channel leakage. Namely,
we assumed that the Hamming weight of the first entry of a (uniformly gen-
erated) permutation is known to be the least informative one (i.e. with half
of the bits set to one). As can be observed in Table 5.1, the bias due to this
small side-channel information is already significantly larger than the one due
to the permutation generation algorithm. Furthermore, actual leakages in Sec-
tions 5.2.2 and 5.2.3 affect all the permutation entries, which further reduces
the bias of the permutation generation algorithm compared to the one caused
by physical information. Eventually, we will show in the next sections that
exploiting these biases in a side-channel attack where we shuffle among 16!
possible permutations is computationally hard. Therefore, we conclude that
our performance optimized algorithm should not lead to a significant security
reduction of the shuffling countermeasure.

Table 5.1.: Bias of the optimized permutation algorithm (OPA) vs. bias of a
small SCA leakage (SSCAL).

N 3 4 5 6 7 8 9

OPA 0.04535 0.03522 0.02034 0.00993 0.00430 0.00170 0.00063
SSCAL 0.28868 0.20412 0.07454 0.03726 0.01627 0.00643 0.00234

Obtaining independent operations

Applying shuffling to an implementation requires finding sets of independent
operations. In the AES case, sets of 16 independent operations naturally arise
from the AddRoundKey and SubBytes transforms. By contrast, the situation is
a little bit trickier for ShiftRows and MixColumns. For example, implementing
ShiftRows requires one extra byte of storage in an unprotected implementa-
tion, and two in the case of RSI-based shuffling (i.e. when the permutation
is “monotonous”, which restricts the number of permutations to 16). But if
16 independent operations are desired, 16 bytes of temporary storage are re-
quired. As for MixColumns, four additional registers are sufficient if the state
is processed column-wise, but this would then account for 4! permutations.
Hence, having 16 independent operations again requires 16 bytes of temporary
storage. Since our device has only 32 registers, some of which being already
occupied, RAM usage becomes inevitable for shuffling. Besides, the key sched-
ule has only four independent operations by default. This is because within
one key schedule round, there are only four S-Box executions. Thus, the small-
est number of indistinguishable operations is four. Yet, applications requiring
on-the-fly key expansion also need an appropriate simple power analysis (SPA)
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protection to prevent attacks such as [119]. In these cases, we interleaved the
real key schedule with three dummy key schedules, in order to obtain 16
shuffleable operations.

Basic implementation with double indexing

Direct shuffling requires an indirect indexing of the operands. That is, a
counter is used to index a permutation vector, and the result is used to
index the operand vector. Thus, instead of operating on registers directly,
two RAM accesses are required for each (read or write) access to operands.
This naturally leads to quite large cycle counts, as in AVR devices, load and
store operations take two cycles (compared to one cycle for arithmetic and
logic operations). Implementing a fully shuffled AES this way results in an
execution time of 30 202 cycles, excluding the key schedule. In the following
we propose two different strategies in order to improve on these figures. In
both cases, instructions are shuffled rather than data location, in order to
allow register usage. Precisely, we are still limited by the number of available
registers when performing certain transforms. But contrary to the double in-
dexing proposal we do not always access RAM when operating on intermediate
data. The first solution changes the execution path on-the-fly while the second
actually rewrites the program memory (i.e. assuming that this re-writing is
pre-computed, this solution can be seen as a simplified one-time program [77]).

Optimized implementation with randomized execution path

For this implementation, the assembly code of every (compound of) round
transform(s) is split into 16 independent blocks of instructions. Each of the 16
blocks is augmented with a label. This allows us to identify its address in ROM.
Furthermore, every transform is associated with an array of 17 16-bit words,
where the first 16 words hold the addresses of the 16 blocks, and the 17th
holds the address of the return instruction. The array content is initialized
with the addresses of the labels at compile time. Finally, we append a flow-
control macro to each of the 16 blocks. This macro performs three things:
fetch an address from the array, advance the pointer to the next array entry,
and jump to the fetched address.

During the execution of the cipher, we first re-order the first 16 addresses
in the array, according to a previously generated permutation. Then, when we
enter a transform, we set a pointer to the beginning of the array and execute
the flow-control macro. This causes the execution of the first block and sets a
pointer to the address of the next block. The flow-control macro is executed 16
times, until it finally looks up the address of the return instruction. In practice,
we defined several sets of transforms and therefore need an address array for
each of them. The first one is the compound of AddRoundKey, SubBytes, and
ShiftRows. This transform reads the state from RAM and stores the result into
the register file. The next one performs MixColumns and stores the result back
to RAM. Afterwards, we perform one iteration of the key schedule. Similar
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to ShiftRows and MixColumns, this implies additional memory requirements,
because of the RotWord operation. We finally need a standalone AddRoundKey
layer for the last round. As each of the address arrays need 17x2 bytes, we have
an additional RAM use of 170 bytes (for technical reasons, the key schedule
uses two 17x2-byte address arrays). Permuting each of these arrays takes
205 cycles, implying an overhead of 1225 cycles. Eventually, for every set of
transforms, we need to load an address and jump to this address 17 times,
each of which takes 6 cycles. Together with the preamble to set up the array
pointer, it leads to an additional overhead of 108 cycles for each of these
compounds of transforms.

Optimized implementation with randomized program memory

For this implementation, we used the self-programming capabilities of the
ATmega644P microcontrollers. As the shuffling applies to independent oper-
ations, and as for each operation, the state bytes are always stored in the
same registers or RAM locations, the execution order of the operations can be
permuted by modifying the data corresponding to these locations in program
memory. In our target controller, the program memory has to be modified
one page (i.e. 256 bytes) at a time. Hence, the shuffling can be prepared in
five steps. First, the page is transferred from program memory to the RAM.
Afterwards, the bytes of code corresponding to state-byte locations are mod-
ified according to the permutation vector. Then, the previous version of the
page is erased from program memory, and the new page is loaded into a page
buffer. Finally, this page buffer is written in program memory. This process
is executed before each AES execution. The main advantage of this solution
is that after pre-processing of a shuffled program memory, the execution time
of the AES is nearly the same as for the unprotected implementation. Minor
differences come from the fact that we need to have independent operations,
which implies to use RAM for the storage of some intermediate results. Its
main drawback is the long pre-computation time, which accounts for approxi-
mately 18 milliseconds independently of the clock frequency. This comes from
the time-consuming instructions used to erase program memory and write
page buffer in memory (4.5 millisecond per page writen or erased [46]), and
the low granularity of these instructions (i.e. working at the page level) in the
ATMEL controllers. More flexible devices (e.g. devices with ARM architectures)
would allow to improve this limitation. Note also that our target ATMEL’s flash
memory allows only for 10 000 re-write cycles, which could possibly lead to
denial of service (DoS) attacks. If this is an issue, and depending on the actual
available ROM, different areas can be used randomly and increase the num-
ber of possible encryptions by some factor. Again, alternative devices could
be considered to relax this limitation. For example, the ARM LPC214x series
allows already for 100 000 cycles. Note finally that, as this implementation
mainly makes sense if pre-processing is allowed, it is naturally executed with
a pre-computed key scheduling.
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Implementation results

The performance results of our implementations are compared with previous
works in Table 5.2. Namely, we use the AES Furious as reference. As for pro-
tected implementations, we considered the basic one based on double indexing
and the ones of Herbst et al. and Rivain et al. However, as mentioned above,
they do not allow direct comparison. Herbst et al. only protect the outer
rounds (one and ten) with RSI-based shuffling, but implement masking for all
the rounds and the key schedule. Rivain et al. implement higher-order mask-
ing and use a “simplified” shuffling for the MixColumns operation (they also
work on a different 8051-based architecture). The implementation for which
we give cycle numbers is not masked except for MixColumns. By contrast,
our implementations use log-table based polynomial multiplication, and are
able to shuffle all bytes during MixColumns. Not surprisingly, our implemen-
tation based on double indexing is the slowest. Its performance is comparable
to the one of Rivain et al. Manipulating the program counter allows us to
get a performance improvement of almost a factor five and, excluding the
key scheduling, leads to encryption time only twice as slow as Rijndael Fu-
rious. As previously mentioned, the larger overheads when executing the key
scheduling come from the need to execute additional dummy schedulings, in
order to keep a permutation among 16! for this part of the implementation.
Finally, the randomized program memory allows the fastest online encryption
(i.e. excluding program re-writing).

Table 5.2.: Implementation result comparison

Implementation Clock cycles RAM [byte]
Furious [150] 2 739 176
Furious with KS [150] 3 546 176
Herbst et al. [87] 11 845 -
Rivain et al. [164] 29 400 -
Dbl. ind. 30 202 240
Dbl. ind. with KS 46 395 132
Rand. exec. path 6 934 394
Rand. exec. path with KS 14 834 302
Rand. prog. mem. 3299 (+'18 msec) 480

5.2.2 Evaluation framework

We now move to the security analysis of the shuffling countermeasures and its
variants. For this purpose, we rely on the evaluation framework from [176] and
adapt it to capture the specificities of shuffled implementations. In order to
have a fair understanding of the strengths and weaknesses of the countermea-
sure, we pay a particular attention to worst-case (profiled) attacks. But for
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completeness, we also compare them with the integrated DPA used in previous
works.

Notations

Variables are denoted with capital letters, sampled values with lowercase let-
ters and functions with sans serif fonts. We consider the standard DPA at-
tacks described in [122] and illustrate our notations with the case of the
AES. In this context, the adversary tries to recover a 16-byte master key
k = {k0, k1, . . . , k15}, from a leakage corresponding to the first key addition
and S-Box layers. In attacks against unprotected implementations, each S-Box
is executed at a well defined time instant, giving rise to key leakages defined
as:

L0

 Sbox(k0 ⊕X0), L1

 Sbox(k1 ⊕X1),
L2

 Sbox(k2 ⊕X2) . . .

That is, we have 16 leakage points (or cycles) Lc (where c is the cycle index)
and 16 subkeys ks. If we denote the part of the master key that is manipu-
lated at time c with a variable Sc, we straightforwardly have Sc = c in this
unprotected case. Note that the variable nature of the leakages comes both
from possible noise in the measurements and the variable (known) inputs Xi.
By contrast, in the case of a shuffled implementation, the execution order of
the S-Box computations is randomized according to a permutation P, leading
to key leakages of the form:

L0

 Sbox(kP(0) ⊕XP(0)), L1

 Sbox(kP(1) ⊕XP(1)),
L2

 Sbox(kP(2) ⊕XP(2)) . . .

That is, we have Sc = P(c) with P the secret permutation that is re-generated
for every new input block, e.g. with the algorithm in Section 5.2.1. In this
protected case, not only leakage about the S-Box execution may be obtained,
but also leakage on the permutation used in the shuffled implementation. In
theory, an attack could exploit sixteen “direct” permutation leakages denoted
as L′c

 Sc. Such notations allow us to reflect both the RSI- and RP-based
shuffling methods. In the first case, we have P(c) = c + τ (mod 16), with

τ
R←− [0 : 15]. In the second case, P is directly picked up among the set of all

16! permutations, i.e. P
R←− P16.

Information theoretic analysis

As a first step in our evaluation, we perform an information theoretic analysis
that is aimed to capture the worst-case security of an implementation. In
general, and for a fixed key byte Ks, we assume that the adversary can observe
a leakage vector L = {L0, L1, . . . , L15}. The goal of this evaluation is to obtain
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an accurate estimation of the mutual information1:

MI(Ks;L, X) = H[Ks]−
∑
k

Pr[Ks = k]
∑
x

Pr[X = x]

·
∫
l

Pr[L = l|Ks = k,X = x] · log2 Pr[Ks = k|L = l, X = x] dl.

In this equation, the term Pr[Ks = k|L = l, X = x] is directly obtained from
Pr[L = l|Ks = k,X = x] using Bayes’ theorem. Hence, it is this last condi-
tional leakage probability that is most critical to evaluate. For convenience,
we will ignore the variable X in the rest of the paper, as it is assumed to
be known for all computations. Next, we will consider two main evaluation
scenarios.

1. No permutation leakage, i.e. the adversary gets 16 leakage cycles,
and each of them could correspond to the target subkey with probability
1/16. That is:

Pr[L = l|Ks = k] =
∑
c

1

16
Pr[Lc = lc|Ks = k].

We will refer to this attack as case (1.a). Besides, and as mentioned
in introduction, a usual trick to attack shuffled implementations is to
integrate over the leakage cycles. In this case, the adversary defines a
variable L =

∑
c Lc, and performs the attack against this variable. It

boils down to consider 15 cycles out of 16 as “algorithmic noise”. We
will refer to this attack as case (1.b).

2. Leakage on the permutation. In the same way as all the shares
are assumed to leak in a masked implementation, it is natural to as-
sume that the manipulation of a permutation may leak in a shuffled
implementation. In practice, such leakages usually appear each time the
permutation is manipulated in the microcode, e.g. when fetching the
Sc’th part of the key, or when jumping to the Sc’th piece of code com-
puting an S-Box. We now show how to perform an information theoretic
evaluation in these cases. As previously, the impact of different imple-
mentations of the countermeasure affects the term Pr[L = l|Ks = k].
For this purpose, we start with the following general formulation:

Pr[L = l|Ks = k] =
∑
c

f(c, s, l′)∑
c′ f(c

′, s, l′)
Pr[Lc = lc|Ks = k],

1As discussed in [160], this mutual information can only be perfectly estimated when the
evaluator knows the exact leakage model of his target device. This only happens in simulated
analyses (e.g. as will be performed in the next section). Whenever a practical evaluation is
carried out, it is formally a “perceived information” that is evaluated, with the goal to be
as close as possible to the mutual information.
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with l′ the vector of 16 leakages on the previously defined variable Sc
(indicating the part of the master key used at time c). The function f
essentially indicates how the knowledge available about this variable can
be exploited by the adversary, as witnessed by the five examples that
we now describe.

2.a. Unprotected implementation. In this case, we have f(c, s, l′) = 1 if
c = s and 0 otherwise (i.e. the adversary knows exactly where each key
byte is manipulated).

2.b. Direct template attack. In this case, we just add the permutation
leakage in the conditional probabilities, yet without making any differ-
ence between the RSI and RP cases, by computing f(c, s, l′) = Pr[L′c =
l′c|Sc = s]. Note that the case with no permutation leakage corresponds
to f(c, s, l′) = 1/16.

2.c. Taking advantage of RSI. Here, the the adversary exploits the fact
that only 16 permutations are possible (out of the 16! ones), which

can be enumerated. Hence, he can compute: f(c, s, l′) =
∏15
i=0 Pr[L′i =

l′i|Si = (s− c+ i) mod 16].

Contrary to the RSI case, using a RP implies that the permutation is
picked up randomly among the 16! ' 244, which is significantly harder to
enumerate. Hence, our following experiments will additionally consider
two heuristic solutions that can be used to mitigate this issue and attack
more efficiently.

2.d. Restricted enumeration against RP. In this case, the function f is
identical to the exhaustive one, i.e. f(c, s, l′) =

∑
p

∏15
i=0 Pr[L′i = l′i|Si =

p(i)], but the sum only goes over an enumerable subset of most probable
p’s. A beam search is used for this purpose [213]. This is a breadth-
first search that limits the number of nodes (i.e. permutations in the
sum) by pruning the least probable ones, which is done by weighting

permutations p’s with
∏15
i=0 Pr[L′i = l′i|Si = p(i)].

2.e. Excluding heuristic. One alternative option to simplify the enumer-
ation is to consider that whenever Sc = s, we have that c 6= c′ im-
plies Sc′ 6= Sc. This can be reflected with: f(c, s, l′) = Pr[L′c = l′c|Sc =
s]·

∏
c′ 6=c (1− Pr[L′c′ = l′c|Sc′ = s]), which, up to normalization, is equiv-

alent to:

f(c, s, l′) =
Pr[L′c = l′c|Sc = s]

1− Pr[L′c = l′c|Sc = s]
.

Overall, an intuition on the security of different implementations is obtained
by quantifying the number of possible execution orders considered by the
adversary (which may be more than the actual number of permutations, if
attacks do not fully exploit their structure). In the unprotected case, only
one order can occur. For the direct template attack, the adversary does not



116 IMPLEMENTING COUNTERMEASURES AGAINST SIDE-CHANNEL ATTACKS

combine the different Sc informations and we implicitly have 1616 possible
execution orders. In the RSI case, we exploit the fact that only 16 permu-
tations are possible. The attack enumerating all possible permutations lists
all 16! hypotheses. Finally, the excluding heuristic implicitly allows 16× 1515

ones. This situation can be seen as an error correcting problem where 16 noisy
values are transmitted, that can be integers from 0 to 15. The security of the
countermeasure relies on a large probability of decoding error. In the RSI case,
we only have 16 possible codewords, which gives us a very resilient code, low-
ering the probability of errors and thereby the strength of the countermeasure.
For a RP, we have 16! codewords over a space of 1616 possible transmissions,
hence increasing the probability of decoding errors.

As far as performing these attacks/evaluations in practice is concerned,
case (a) is a classical template attack for which the computational complex-
ity is usually neglected. Carrying out attacks/evaluations where L′ is exploited
naturally requires to build additional templates. Yet, the computational com-
plexity of cases (b), (c) and (e) can also be neglected, as they only imply a
few additional arithmetic operations. In fact, only case (d) may require in-
tensive computations, if all permutations with non-negligible likelihood (with
respect to L′) are taken into account by the beam search. As will be shown
in the next section, increasing the noise gradually implies that all permuta-
tion candidates have more similar likelihoods. Hence, this last attack is only
applicable for low noise levels.

Security analysis

The second step of our evaluation is to perform a security analysis. It allows
measuring the extent to which the different strategies listed have a strong
impact on the data complexity of successful side-channel attacks. For this
purpose, we apply template attacks with the key selected as:

k̃ = argmax
k∗

q∏
j=1

Pr[Lj = lj ,L′
j

= l′
j |Ks = k∗],

and we compute their success rate, in function of the data complexity q.

5.2.3 Simulated experiments

In order to gauge the impact of the proposed formulations and attacks, we
first lead various experiments against simulated AES implementations. For this
purpose, we re-use the notations introduced in the previous section and as-
sume that the adversary is provided with a key leakage vector L with elements
Lc = HW(Sbox(kP(c)⊕XP(c)))+N (0, σ2), and possibly a permutation leakage
vector L′ with elements of the form L′c = HW(Sc) +N (0, σ2). In both cases,
the second term is a Gaussian distributed random noise, with variance σ2 that
we will use as a parameter of our evaluations. Using these notations, there
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Table 5.3.: Classification of the attacks

Target devices
Unp. RSI shuf. RP shuf.

adversary’s
means

L
unp-ta
(2.a)

int-ta (1.b)
uni-ta (1.a)

L,L′ dpleak-ta (2.b)
L,L′

rsienum-ta (2.c)
resenum-ta (2.d)

+ comp. excluding-ta (2.e)

are various contexts that could be investigated. As illustrated in Table 5.3, we
classify them among two axes: the target device and the adversary’s means.

As far as the target device is concerned, we considered the case of an un-
protected implementation for reference, an RSI-based shuffled implementation
and a RP-based shuffled implementation. As far as the adversary’s means are
concerned, we first analyzed attacks where only the key leakage vector L is
available. Next we evaluated attacks where the permutation leakage vector L′

is additionally provided. Finally, we quantified the efficiency gains obtained
when exploiting computational power, in order to enumerate (i.e. sum over)
the possible permutations. Overall, this gives rise to seven attacks:

1. Template attack against the unprotected implementation (unp-ta), i.e.
the straightforward case where S-Boxes are executed in deterministic
order.

2. Template attack against integrated leakages (int-ta), i.e. the attack
against shuffled implementations previously used, e.g. in [42, 164, 185].

In these two first cases, template attacks and correlation DPA are essentially
equivalent given that they exploit the same leakage model [122]. For coherence,
we will keep on using template attacks everywhere. But as the experiments
in Section 5.2.4 target a microcontroller with strong Hamming weight leakage
dependencies, simpler (non-profiled) attacks would naturally apply as well.
By contrast, the following attacks explicitly take advantage of a Bayesian
description.

3. Template attack with uniform Sc (uni-ta). In this case, the adversary
follows the Bayesian strategy but does not exploit any information on
the permutation (i.e. he assumes a uniform prior on the leakage cycles).
Hence, the attacks still have identical efficiencies in the RSI and RP cases.

4. Template attack with direct permutation leakage (dpleak-ta). It cor-
responds to the attack (2.b) described in the previous section. Here, the
leakage vector L′ is simply added in the adversary’s conditional prob-
abilities. But again, it does not distinguish between the RSI and RP

cases.



118 IMPLEMENTING COUNTERMEASURES AGAINST SIDE-CHANNEL ATTACKS

unp-ta
int-ta

uni-ta
dpleak-ta

rsienum-tarsienum-ta
excluding-taexcluding-ta

resenum-taresenum-ta

10−3

10−2

10−1

100

101

102

M
u
tu

a
l

In
fo

rm
a
ti

o
n

2−10 2−5 20 25 210

Noise Variance

Fig. 5.1.: Mutual information versus noise variance

5. Template attack with permutation leakage enumerating the RSI permu-
tations (rsienum-ta). It corresponds to the attack (2.c) in the previ-
ous section, where the adversary takes advantage of the 16 permutations
that a RSI-based shuffling tolerates to combine its permutation leakages.

6. Template attacks with restricted enumeration (resenum-ta). It corre-
sponds to the attack (2.d) described in the previous section. A beam
search [213] is performed to enumerate the most likely permutations.

7. Template attacks with excluding heuristic (excluding-ta). It corre-
sponds to the attack (2.e) in the previous section, where the likelihood
of the permutations is weighted by simply excluding duplicates.

The result of a simulated information theoretic analysis for these different
attacks is given in Figure 5.1, in function of the noise variance. Several obser-
vations can be highlighted. First, and as usual in such worst-case evaluations,
the asymptotic trend only appears for large noise levels. In this respect, the
main conclusion is that (unlike masking [182]), the slope of the MI curves is
the same for both the unprotected and all the shuffled implementations. In-
tuitively, it suggests that shuffling can (at best) be used to amplify the noise
existing in side-channel measurements (i.e. imply a shift of the IT curves).
Besides, one can observe that for lower noise levels, significant differences
arise between the different scenarios of Table 5.3. For example, it is interest-
ing to note that even without exploiting permutation leakage, the integrated
attack is less efficient than the template attack with uniform prior. It con-
firms that this integrated attack is suboptimal in a profiled case, and is not
suited to evaluate the worst-case security of an implementation in low-noise
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scenarios. Quite naturally, the distance between integrated and stronger at-
tacks increases as permutation leakage becomes available. In this setting, the
amount of information extracted is quite dependent on countermeasure im-
plemented. If the RSI approach is chosen (and this information is exploited
computationally), the implementation turns out to be as weak as an unpro-
tected one until noise levels beyond σ2 = 20. By contrast, in the RP case, the
noise amplification happens earlier. In this respect, it is worth to notice the
limited difference between the dpleak-, excluding-, and resenum-tas for
RP-shuffled implementations, the latter ones only bringing a small advantage.
We also observe that as expected, the resenum-ta could only be launched
until noise levels of approximately σ2 = 2−2: beyond this threshold, the large
amount of permutations to enumerate with the beam search turned out to be
hardly tractable. This last fact confirms the expectation in Section 5.2.1 that
the small bias resulting from our efficient permutation generation algorithm
should not lead to significantly improved side-channel attacks.

Note that the insecurity of RSI-based shuffling (and, to a lower extent, RP-
based shuffling) for low noise levels has to be interpreted with care. What our
analysis shows is not that the start index or permutation is trivially revealed
with a template-based SPA (as the number of permutation candidates in the
beam search already explodes when σ2 = 2−2). It is really the fact that the
16 leakage samples of the permutation can be exploited jointly that make
these countermeasures weak. In other words, what these results show is the
importance of computational power in the evaluation of shuffling: summing
over 16 cases is easy, summing of 16! ones is harder, as highlighted by the dif-
ferent curves of the rsienum-ta and excluding-/resenum-ta information
theoretic evaluations.

As a complement of information theoretic analyzes, we performed a security
analysis, and computed the success rates of our different attacks, in function
of the number of plaintexts measured by the adversary. This allows translating
the IT curves of Figure 5.1 into data complexities. For illustration, we selected
three different noise variances, corresponding to low (i.e. σ2 = 2−3), middle
(i.e. σ2 = 20) an large (i.e. σ2 = 23) noise levels (where large refers to the fact
that the IT curves are merging at this stage). The results of these simulated
experiments are given in Figure 5.2 and confirm the previous observations. We
again observe the weakness of the RSI-based shuffling in the low noise level
case, and the lower efficiency of the integrated attack. The success rate curves
also exhibit the slight advantage of the heuristic enumeration when exploiting
the leakage of a RP for the smallest noise level, as well as the better behavior
of the (computationally cheap) excluding heuristic when the noise increases
(again, the resenum-ta evaluation could only be performed in the low noise
case, i.e. upper figure).
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Fig. 5.2.: Success rates of simulated attacks, σ2 = 2−3 (top), 20 (middle), 2+3

(bottom).
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5.2.4 Practical experiments

The previous simulated attacks naturally raise the question whether our at-
tacks similarly apply to real world implementations. In order to validate our
conclusions, we also performed these attacks against shuffled implementations
of the AES, based on the randomized execution path technique of Section 5.2.1.

Our target device is an 8-bit ATMEL microcontroller, and our measurement
setup was monitoring the voltage variations of this target device over a small
resistor inserted in our supply circuit, with a digital oscilloscope. Based on this
setup, we profiled our implementation and built the probability distributions
of the vectors L and L′. That is, we first estimated 16 templates corresponding
to the leakages of the permutation indexes c, i.e. Pr[L′c|Sc = s]. Next, we
constructed 16 × 16 templates for the key leakages at the output of the S-

Box, i.e. Pr[Lc|Ks = k], for each value of c and s. The reason for having the
16× 16 sets of key leakage templates is that these leakages behave differently
when, at a given point in time, different subkeys are used. That is, we have
Pr[Lc|Ks1 ] 6= Pr[Lc|Ks2 ] if s1 6= s2, and Pr[Lc1 |Ks] 6= Pr[Lc2 |Ks] if c1 6=
c2. This fact is due to the slightly different power consumptions of different
registers and memory accesses of the Furious implementation in our target
device.

In order to limit the profiling efforts, our templates were kept univariate
and constructed with the stochastic approach from [170], using the Hamming
weight of the S-Box outputs as base vectors. Interestingly, the fact that dif-
ferent key bytes give rise to different templates leads to indirect leakages on
the permutation. That is, we have Pr[Lc|Ks1 ] 6= Pr[Lc|Ks2 ] for a fixed cycle
c. By summing over the 256 key candidates, we can then obtain marginal
probabilities Pr[Lc = lc|Ks] for all key byte indexes s. This directly leads to
useful information of the type:

Pr[Sc = s|Lc = lc] =
Pr[Lc = lc|Ks]∑
s′ Pr[Lc = lc|Ks′ ]

·

Furthermore, this information is directly reflected in all the Bayesian attacks,
without any modification of the descriptions in Section 5.2.2 (including uni-
ta for which direct permutation leakages are ignored). That is, just the fact
that we built 16 × 16 templates for different s and c values allows to exploit
it.

The success rates of our experimental attacks are illustrated in Figure 5.3,
where the noise level corresponds to σ2 = 3.25. We observe that in this real
case study, the RSI-based shuffled implementation remains as easy to attack as
an unprotected one, in our worst-case evaluation setting. Besides, we note that
the indirect leakage is quite useful for the template attack with uniform prior.
One important consequence of this indirect leakage is that the uni-ta could
also apply to our countermeasure with randomized program memory, even
if the pre-computation was performed in a perfectly secure (i.e. leakage-free)
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Fig. 5.3.: Success rate of actual attacks on an ATMEL AVR implementation.

environment. Interestingly, we also remark that the integrated attack is less
efficient than in our simulated experiments, and is stuck to very low success
rate for the data complexities we considered (yet, it eventually succeeded for
larger number of measurements). This can be explained by two main reasons.
First, the leakages on the permutation extracted with our templates (includ-
ing the indirect ones) was larger than in our simulations, which naturally
increases the gap between the integrating attack and the others. Second, the
fact that different ATMEL resources leak according to different models creates
an additional noise for the integrating attack, due to a modeling error (i.e.
these differences are lost after integration).

5.3 EXPLOITING FRAM MEMORIES TO ENHANCE PHYSICAL
SECURITY

Several existing countermeasures could benefit from secure pre-computations.
Yet, the exploitation of secure pre-computations is highly related to the prob-
lem of fast and efficient non-volatile storage. In this context, a significant
drawback of the mainstream flash memories is that write operations are slow
and energy-consuming. Furthermore, their number of tolerated write/erase
cycles is also limited (from 10k to 100k, typically), which may prevent their
frequent use for cryptographic operations. Interestingly, as was presented in
Chapter 2 Section 2.2.1, the recently available FRAM provides a solution to



EXPLOITING FRAM MEMORIES TO ENHANCE PHYSICAL SECURITY 123

these issues2. As a result, we investigate whether it can be used as a technology
enabler to improve the performances and security of protected implementa-
tions. For this purpose, we first consider the shuffling countermeasure, and its
instantiation for the AES algorithm based on randomized program memories
proposed in Section 5.3.2. We show that FRAM allows significantly improved
performances in terms of pre-computation time. Next, we discuss the appli-
cation of these new memories to the randomized look up table (RLUT) coun-
termeasure [179]. It can be viewed as a type of one-time program specialized
to side-channel analysis, or as a generic masking scheme that provides uncon-
ditional security against side-channel attacks of all orders (i.e. independent of
the statistical moment estimated by the adversary). We provide the first work-
ing implementation of this solution applied to reduced versions of the block
cipher LED [84], and analyze its performances in various settings. In particu-
lar, we investigate the contexts of complete and secure pre-computations, and
the tradeoffs corresponding to partial (and partially leaking) ones. We reach
performances that are close to higher-order masking in the latter case [163],
while complete and secure pre-computations also ensures much higher security
levels at practically reachable cost. Therefore, our results suggest that FRAM

is a promising solution for improving the security of low-cost tokens such as
smart cards, especially when some pre-computations can be performed in a
safe environment.

The rest of the section is structured as follows. Section 5.3.1 discusses
our security model. Section 5.3.2 contains the implementation results of the
shuffling with randomized program memory countermeasure, and their com-
parison with the previous work from Asiacrypt 2012. Finally, Section 5.3.3
describes the RLUT countermeasure, our proposed implementation and the
various tradeoffs it provides. Note that all the developed code was made for
a MSP430FR5739 microcontroller, containing 16 kilobytes of FRAM, and was
tested using the MSP-EXP430FR5739 experimenter’s board and Code Composer
Studio 5.3.

5.3.1 Security model

The following sections mainly aim at demonstrating the efficiency of FRAM-
based cryptographic computations. Yet, since we consider implementations
protected against side-channel attacks, it is important to say a few words
about the security model we rely on. Both for the shuffling in Section 5.3.2
and for the RLUT countermeasure in Section 5.3.3, we can consider two alter-
natives:

2Strictly speaking, FRAM is not a new technology as it was introduced as a high-security
alternative to Flash memories back in the early 2000s by Fujitsu. However, FRAM-based
smart cards did not make it to mass market at that time, due to excessive manufacturing
costs and limited ability to reduce cell transistor size.
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1. Secure pre-computations. That is, the permutations used in shuffling
and the randomized program used in RLUT are pre-computed without
leakage, prior to the execution of the cryptographic algorithm. As a
result, the security of the shuffling is exactly the one analyzed at Asi-
acrypt 2012 [192]. And the security of the RLUT countermeasure is un-
conditional: even an adversary accessing the (identity) leakage of all
the intermediate computations in the target implementation would not
recover any information about its key.

2. Leaking pre-computations. That is, the permutations used in shuffling
and the randomized program used in RLUT are computed online, and
leaking information. In this case, the security of both countermeasures
is less investigated, and essentially depends on how much information
is leaked during pre-computation (in fact, the same observation holds
for most countermeasures exploiting randomness, e.g. masking). Note
however that the randomness used to protect these implementations
is generated on-chip, and is never output. Hence, adversaries can only
mount SPA attacks against it. As a result, we can informally state that
our implementations will remain secure in this context, as long as one
can guarantee SPA security for this part of the computation (a similar
informal separation between SPA and DPA was used to argue about the
security of fresh re-keying schemes, e.g. in [127]).

Note that in terms of security, the main advantage of FRAM is to make the
first model more realistic. Indeed, one could (at least theoretically) imagine
to implement a randomized program with SRAM memories. But in addition
to performances that would most likely be poor in this case, such a solution
should anyway be implemented online (hence leaking), since SRAM is volatile.

5.3.2 Improving past results: the shuffling case

Shuffling the execution order of independent operations is a possible solution
to improve security of cryptographic implementations against side-channel
attacks. The goal of shuffling is to distribute the intermediate cipher values
over a given period of time, so that an attacker will only be able to observe
a chosen intermediate value at a particular moment in time with a certain
probability. A typical example of independent operations that can be shuffled
is the SubBytes layer in the AES. Indeed, whatever the order in which each
of the 16 S-Box’s outputs is generated, the result of the SubBytes layer will
not be affected.

A previous work on shuffling, proposed 3 implementations of the AES on
an ATMEL ATmega644P microcontroller [192]: a basic one with double index-
ing, an optimized one with randomized execution path, and a variant with
randomized program memory. In this work, we focus on this third proposal,
for which FRAM technology provides significant improvements (the two first
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ones lead to essentially similar performances, independent of the non-volatile
memory used). Randomizing the program memory corresponds to rewriting
the code in a randomized way before each algorithm run. In other words, a
pre-computation phase modifies (inside the code) which registers and memory
addresses will be used during the execution, which then remains essentially the
same as an unshuffled one. While promising in principle, such an instantiation
of the shuffling idea faces some limitations when implemented in Flash-based
ATMEL microcontrollers. First, even when only a few bytes need to be modi-
fied, a complete memory page must be erased and rewritten, which takes a lot
of time (more or less 4.5 milliseconds each time a page is written or erased).
Next, the memory can only be rewritten a limited number of times (namely
10 000). Hence, FRAM-based microcontrollers are natural candidates to relax
these limitations as we now detail.

Implementing the AES algorithm with randomized program memory re-
quires three main functions. First, a permutation generator must be defined
- we used exactly the same implementation as proposed in [192]. Next, it
is necessary to have an AES description with well defined sets of 16 inde-
pendent operations, on which the shuffling can be applied. Although such
operations are easily found for SubBytes and AddRoundKey, their specifica-
tion is more difficult for ShiftRows and MixColumns, for which the 16 bytes
are not manipulated independently. This implies that their output cannot be
stored at the same location as their input, resulting in the need of 16 ad-
ditional bytes of temporary storage. Furthermore, the FRAM microcontroller
we use has only 12 CPU registers, which is not enough to store a complete
AES state. Therefore, each independent operation needs to access the FRAM

with absolute addressing, which is more time consuming than working on
registers. As for the implementations of Asiacrypt 2012, dummy key-schedule
operations have also been added to the “on-the-fly” key-schedule, in order to
obtain enough independent operations for this part of the implementation as
well [192]. Eventually, the last function needed is the one randomizing the code
before execution. This randomization was achieved by modifying the bytes of
instructions referring to the cipher state’s or round key’s memory addresses.
Interestingly, since the code and the data are both stored in the same FRAM

memory, modifying some bytes of the code or some bytes of cipher state and
round key takes exactly the same amount of time.

Our implementation results are available in Table 5.4 (and are given for en-
cryption only). For reference, we first implemented an unshuffled version of the
AES in the MSP430FR5739 microcontroller. Even if performance comparisons
obtained with different technologies always have to be considered with care,
it is worth noticing that it is slightly more time-consuming than ATMEL ones
(e.g. the open source AES Furious requires 3546 cycles to execute [150]). This
is mainly a consequence of the limited number of registers available in FRAM

microcontrollers, leading to more frequent memory accesses. By contrast and
as expected, the pre-computation time required to shuffle the code is strongly
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Table 5.4.: AES program size (in bytes) and cycle counts in the MPS430FR5739.

Code Size Data Size Cycle Count
Unprotected AES 1076 52 5800

Shuffled AES

Perm. Generation 194 18 2240
Code Shuffling 418 0 2751
AES execution 2404 146 8479

Total 3016 164 13470

reduced, from 18 milliseconds in ATMEL devices to 0.19 milliseconds (running
the chip at 16 MHz), which corresponds to a ratio of approximately 100. This
is the main advantage of our implementation. Note finally the increased data
size and cycle count for executing the AES in its shuffled version, which is es-
sentially due to the previously mentioned execution of dummy key-schedules.
We conclude that the overhead required to shuffle the AES algorithm based
on a randomized program memory is now in line with practical applications
constraints.

5.3.3 Making new results possible: the RLUT case

The previous section described how FRAM memories allow significant speedups
for shuffled implementations exploiting randomized program memories. In this
section, we show how similar ideas can be used to enable the efficient imple-
mentation of the RLUT countermeasure. For this purpose, we first recall the
intuition behind this countermeasure, then describe its application to reduced
versions of the block cipher LED, and finally discuss implementation results.

Description of the countermeasure

We will focus on the protection of a single S-Box that is the most challenging
part of the countermeasure. Intuitively, it is convenient to start from the
first-order Boolean masking depicted in Figure 5.4. In this scheme, a random
mask m is first added to the sensitive value x which is then sent trough the
combination of a bitwise key addition ⊕ and S-Box S. A correction function
C is used (taking both x ⊕ m ⊕ k and m as input) in order to produce the
output mask q such that S(x⊕m⊕k) = S(x⊕k)⊕q. Such an implementation
typically gives rise to 4 leakage points denoted as L1, L2, L3 and L4 on the figure
(L2 being the combination of two parts). It ideally guarantees that statistical
moments of order 2 will have to be estimated by an adversary in order to
recover secret information. The word “ideally” here refers to the fact that
physical defaults such as glitches can lead to exploitable information in lower-
order statistical moments [123]. For example, the leakage point L2 on the figure
corresponds to the manipulation of x⊕m⊕k leading to La2(x⊕m⊕k), and m
leading to Lb2(m), in parallel. It implies first-order exploitable information if
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these two parts of the leakage function are not independent3. Boolean masking
can be naturally generalized to d shares (d = 2 in the example of Figure 5.4),
leading to an (ideal as well) data complexity increase proportional to (σ2

n)d,
with σ2

n the variance of the noise in the leakage samples, as demonstrated by
Chari et al. [40].

From this description, a first step towards the RLUT countermeasure is the
observation that if the master key is fixed and for n-bit S-Boxes, one can re-
place the computation of S(x⊕k) by a pre-computed table of size 2n×n (the
correction function can be implemented similarly as a table of size 22n×n). It
directly leads to the implementation of Figure 5.5, which is functionally equiv-
alent to the previous one, but where the key addition has been “included” in
a key-dependent permutations Pk(x). From the side-channel security point-
of-view, it still corresponds to a first-order secure implementation. Next, and
in order to provide unconditional security against side-channel attacks of all
orders, the main idea is to replace the Boolean masking operation x ⊕m by
an extension to three shares denoted as Gi(x,m) = x⊕m⊕ ai, where ai is a
n-bit random mask that is pre-computed in a leakage-free environment. These
operations, illustrated in Figure 5.6, can also be implemented as tables of size
22n × n, so that the shares ai will never be manipulated during the “online”
execution of the algorithm. If the G1 (resp. G2) function is refreshed before
each run of the protected implementation, it guarantees that no information
can be extracted from the leakage points (L1, L2) (resp. (L3, L4)). We addition-
ally need G1 and G2 (i.e. their hidden ai shares) to be independent, in order
to avoid fourth-order leakages taking advantage of the correlation between
the tables’ inputs and outputs. Eventually, it remains to randomize the per-
mutation Pk(x) (and the correction function C) in order to completely hide
the key, even from identity leakage functions, as represented in Figure 5.7.
This way, a non-linear S-Box can be computed securely. This leads to an im-
plementation in which the operations G1, G2, R and RC are pre-computed
according to Algorithm 1, and executed according to Algorithm 2. Extending
this S-Box computation to a complete cipher is straightforward: we just need
independent tables for all the S-Boxes. As for the linear operations, they have
to be applied independently on the two shares that are explicitly manipulated
by the leaking device, just as in standard Boolean masking.

Application to reduced LED

The previous section suggests that the RLUT countermeasure has high memory
requirements, that strongly depend on the S-Box size used in the block cipher
to protect. In particular, given a Nr-round cipher with Ns S-Boxes per round,
the implementation of the RLUT countermeasure essentially requires storing:

• A table map that corresponds to all the ai shares generated during pre-
computation, with memory cost estimated as (Ns · Nr) · 2 + Ns n-bit

3As a typical example, L2 = La2 + Lb2 would correspond to an ideal implementation, while
L2 = La2 · Lb2 would leak first-order information, as discussed in [182].
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Fig. 5.4.: Boolean masking.

Fig. 5.5.: Boolean masking with LUTs.

Fig. 5.6.: Randomized Boolean masking with LUTs.

Fig. 5.7.: Randomized Boolean masking with randomized LUTs.
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Algorithm 1 - Table refreshing.

- input: Pk.

1. Pick a1
R←− {0, 1}n;

2. Pick a2
R←− {0, 1}n

3. Pick a3
R←− {0, 1}n;

4. Pre-compute G1(I, J) = I ⊕ J ⊕ a1;
5. Pre-compute R(I) = Pk(I)⊕ a2;
6. Pre-compute G2(I, J) = I ⊕ J ⊕ a3;
7. Pre-compute RC(I, J) = r(I)⊕ pk(I ⊕ J ⊕ a1)⊕ a3;
- output: G1,R,G2,RC.

Algorithm 2 - S-Box evaluation on input x.

- input: G1,R,RC.

1. Pick m
R←− {0, 1}n;

2. Compute G1(x,m);
3. Compute R(G1(x,m));
4. Compute RC(G1(x,m),m);
- output: R(G1(x,m)), RC(G1(x,m),m).

words (where the factor 2 corresponds to the fact that excepted for
the first round, the share a1 in Algorithm 1 is always provided by the
previous round).

• A randomized program that corresponds to the tables R and RC, with
memory cost estimated as Nr · Ns tables of size 2n × n and 22n × n,
respectively.

Note that operations Gi are never explicitly used during the cipher execution,
but for the first round to mask, and last round to unmask after a secure com-
putation is completed. Following these estimations, and as discussed in [179],
it is natural to consider a cipher with 4-bit S-Boxes for this purpose. In the fol-
lowing, we will consider reduced (16-bit) versions of the LED cipher illustrated
in Figure 5.8.

While such a cipher is naturally too small for being deployed in actual
applications, we use it to refine our model for RLUT performance estimates. As
will be discussed in the next sections, scaling to larger number of rounds and
block size (e.g. the full 64-bit LED cipher) will be possible in soon available
128- and 256-kilobyte versions of our FRAM microcontroller. In the figure,
the 4-bit S-Boxes of LED are denoted as S, and its linear diffusion layer as
MixColumns.
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Fig. 5.8.: Reduced version of the block cipher LED.

Implementation in FRAM microcontrollers

We now describe how to implement reduced (with up to 4 rounds) LED ciphers
within the 16 kilobytes of FRAM available in our MSP430FR microcontroller.

The first building block required in a RLUT-masked implementation is a
randomness generator (needed to produce the ai values of Algorithm 1). For
illustration, we used a LFSR with CRC-32 polynomial for this purpose (alter-
native ways of generating randomness could of be considered, e.g. using a
leakage-resilient PRG if leaking pre-computations are considered [61, 177]).

Next, the part computing the randomized program can be implemented
quite straightforwardly, following the description in Section 5.3.3. The trickiest
bit was to efficiently arrange 4-bit outputs into memory bytes, without giving
any unnecessary information on the RLUT input values4. Using one byte to
store two consecutive RLUT outputs was rejected, since accessing one or the
other value in the byte would have led to different code behaviors, depending
on the least significant bit (LSB) bit of the RLUT’s input. Instead, we stored
the outputs coming from two different RLUTs for the same input value in a
single byte. This time, the LSB (resp. MSB) part of one byte will be accessed
when an odd (resp. even) word of the state needs to be computed, giving no
information on the word’s value itself. Based on this strategy, the RLUTs R
and RC can be generated efficiently from the cipher key, the S-Box and the
table map, that are all stored in memory.

Eventually, the last piece of code concerns the execution of the block ci-
pher itself. Again, the fact that the operations are performed on 4-bit words
had to be taken into account while accessing the variables or tables stored in
memory. One round of the reduced algorithm is executed by first reading the
R and RC tables’ outputs, corresponding to the cipher state and mask inter-
mediate values. Then, the MixColumn layer is executed on each of the shares.

4This has no impact on the security in case of secure pre-computation, but may increase
the information leakage in case of online randomization of the tables.
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Fig. 5.9.: Program size of the LED cipher protected with RLUTs.

It is implemented using an Xtime table, as suggested in the specifications of
LED [84].

Results and discussion

As described in Section 5.3.3, an estimation of the memory size required to
store the table map and randomized program of the RLUT countermeasure can
be derived from the number of rounds Nr, the number of S-Boxes per round
Ns and the S-Box bit-size n. This estimation is illustrated by the dashed line
of figure 5.9, in the case where Ns = 4, n = 4 and Nr varies from 1 to 4. A
plain line representing the actual results we obtained for our implementation is
also plotted. The two curves follow the same trend, with the offset separating
them corresponding to the code size needed to implement the cipher itself (i.e.
excluding the tables for which the memory requirements are growing with Nr
- for detailed results refer to the full paper [106]). Interestingly, these results
suggest that for any parameters Nr, Ns and n, the memory requirements
needed to implement a block cipher protected with the RLUT countermeasure
can be quite accurately predicted. For example, such an implementation for
a full (64-bit) version of the block cipher LED (corresponding to Nr = 32,
Ns = 16 and n = 4) would roughly require a memory size of 70 kilobytes,
and could therefore be implemented in the soon available 128-kilobyte FRAM

microcontrollers.

The question of accurate predictions can also be asked for pre-computation
time: estimates for this metric were similarly provided in [179]. Namely, the
time needed to generate the RLUTs can be approximated with ((Ns.Nr).2 +
Ns)+(Ns.Nr).2

n+(Ns.Nr).2
2n “elementary operations” (where the first term

corresponds to randomness generation, and the later ones correspond to the
refreshing of the R and RC tables). Our actual implementation results directly
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Fig. 5.10.: Pre-computation time of the LED cipher protected with RLUTs.

allow translating these “elementary operations” into a concrete number of
clock cycles. The results in Figure 5.10 (the full results also reported in [106])
again confirm a nice correlation with predictions. Namely, the main difference
between both curves is a factor 40, which presumably corresponds to the
number of cycles needed to perform each elementary operations. Extrapolating
these results to the full (64-bit) version of the LED block cipher suggests
pre-computation time complexities around 140 000 elementary operations,
corresponding to 5 600 000 cycles (i.e. an execution time of 35 milliseconds
at 16MHz), which would be acceptable for some applications (and is likely to
be improved with technology scaling).

Eventually, it is worth noticing that time and memory complexities could
be reduced by exploiting some performance vs. security tradeoffs. A first so-
lution would be an implementation for which only some rounds are masked
with RLUTs, while the others use standard masking schemes. For example,
one could protect only the first and last 4 rounds of (full, 64-bit) LED, i.e.
8 out of 32, resulting in an approximate reduction of the time and memory
complexities down to 25% of their original values. However, this solution may
be risky in front of advanced attacks such as algebraic ones, that can ex-
ploit the leakage of the middle rounds [159]. Another approach to reduce the
pre-computation time consists in refreshing only a fraction of the table map
(and randomized program) after each cipher execution, and to perform this
refreshing randomly. Interestingly, such a tradeoff would also take advantage
of the non-volatile capacities of FRAM memories, since the complete random-
ized program could be pre-computed offline, while only a part of it would be
modified online. It is flexible since the fraction of RLUTs modified per cipher
executions could be adapted to the application requirements. As an illus-
tration, modifying 10% of the RLUTs in (full, 64-bit) LED would reduce the
pre-computation time to approximately 560 000 cycles, which is getting close
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to the performances of a third-order masked AES (470 000 cycles in [163]).
Combining the two appraoches would of course be possible as well, e.g. by
randomizing the first- and last-round tables in priority.

5.4 CONCLUSION

In this chapter, we investigated several ways of implementing side-channel
countermeasures inside small (e.g. 8-bit) microcontrollers.

In a first part, we proposed two new implementations of the shuffling coun-
termeasure. They respectively allow improved performances in terms of overall
cycle count and online cycle count. From those implementations, we provided
the first comprehensive evaluation of the shuffling countermeasure, including
worst-case Bayesian attacks. For this purpose, we described intuitive formulas
capturing the different variants of shuffling, and integrated them in a general
evaluation framework from Eurocrypt 2009. These evaluation tools allowed
us to show that previously used integrated attacks may not be enough to
assess the security of a shuffled implementations. We put forward that sim-
plifying the permutation generation (e.g. by using RSI rather than RP) can
lead to a complete breakdown of the countermeasure if not too noisy mea-
surements are available (which turned out to be verified in a practical case
study). We also explained the computational origin of these weaknesses (i.e.
their relation with the total amount of permutations that are considered in the
countermeasure). We then exhibited that indirect leakages may be available
in shuffled implementations, due to the different leakage models of differ-
ent resources. This suggests an interesting scope of further research. Namely,
since our results suggest that randomizing the order of instructions in crypto-
graphic implementations is not always sufficient, can we design efficient ways
to randomize both the execution order and the physical resources used in a
cryptographic implementation?

In a second part, we put forward that FRAM is a promising technology in
the context of side-channel resistant cryptographic hardware, since it enables
the efficient implementation of various countermeasures taking advantage of
pre-computations. The case of RLUTs is particularly relevant to illustrate this
observation. Indeed, they have never been implemented so far, they will soon
be applicable to complete block ciphers, and may lead to high security lev-
els for small embedded devices, independent of hardware assumptions that
may be hard to fulfill. Important scopes for further investigations include the
evaluation of the security levels obtained in the context of partially leaking
pre-computations. In particular, analyzing the online refreshing of partially
randomized programs mentioned in Section 5.3.3 would be very useful. Be-
sides, the design of block ciphers that are well suited to implementations
with RLUTs (e.g. with light(er) non-linear layers and strong(er) linear ones)
is another interesting research avenue.
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CHAPTER 6

IP PROTECTION FOR INTEGRATED
SYSTEMS USING SOFT PHYSICAL HASH
FUNCTIONS

6.1 INTRODUCTION

While technology shrinking has been the enabling factor for producing in-
creasingly powerful micro- and nano-electronic devices, it has also made the
manufacturing process of these devices an increasingly difficult and expensive
task. Besides, the high complexity of present hardware/software co-designs
leads most system developers to assemble various pieces of hardware and
software produced by different companies. This has motivated the develop-
ment of new businesses, relying on the selling of intellectual property (IP)
cores. A recent study from Semico Research estimated that the IP core mar-
ket reached US$ 4 billion in 2009, i.e. a growth of 23.2% compared to the 2005
figures [161]. The advantages of re-using IP cores are enormous in terms of cost
and development time reductions. But they also raise important risks regard-
ing IP theft. Namely, the high-valued nature of hardware/software systems
naturally creates a strong incentive for piracy, cloning of products and copy-
right infringement. In addition, the selling of IP cores implementing certain
functionalities, that have to be integrated in larger developments, raise com-
patibility constraints that make the situation even more challenging. This is in
part due to the versatility of these IPs that can be distributed under different
shapes. For example, IPs can be found in high-level format (i.e. described with
a high-level language) or in low-level format (i.e. as completely laid out func-
tional blocks restricted to a given technology). As a result, various solutions
have been proposed to decrease the risk of unlicensed IP usage.

Looking at low-level IPs, two main general approaches are usually suggested
in the literature. A first line of research can be denoted as “permission-based”.
The idea is that before running, any functional system performs some test in
order to make sure that it has the right permissions. The use of passwords
is a typical example of such an approach. More robust ideas have also been
introduced in two main directions. On the one hand, the test could check the

137
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presence of a cryptographically-enhanced security chip (rather than a simple
password), as typically suggested in [15, 117]. On the other hand, one can also
take advantage of physically unclonable functions (PUFs) in order to make sure
that the system is running on the correct (unique) piece of hardware, e.g. as
suggested in [81, 174].

A second active line of research is to exploit watermarking techniques. In
general, a watermark is a piece of information that is embedded in a digital
signal in order to verify its authenticity or the identity of its owners. Its main
evaluation criteria are robustness (i.e. the watermark should be detectable
even if the digital signal is slightly modified by some processing, e.g. filter-
ing), imperceptibility (i.e. the original signal and the masked signal should be
perceptually close) and capacity (i.e. the embedded mark should be large).
By contrast to the permission-based approach, watermarking is useful a pos-
teriori in order to detect illegal copies at lower cost than reverse engineering.
While first investigated in the context of image processing, watermarking has
also been applied for software IP protection [44, 138]. More recently, it has
drawn attention for hardware IP protection, e.g. [4, 97, 98].

Two types of limitations can be highlighted for these approaches. The first
one mainly applies to the performance and security of permission-based pro-
tections. That is, in order to include such mechanisms in a circuit, one needs
to modify its original layout. This means that some logic gates are lost (and
consume power) for this purpose. Besides, as permission checks imply the
addition of some circuitry in the chips, an adversary who has access to the
source code (by reverse engineering or any other means) can remove this part
of the designs, hence producing illegal copies without any protection. The sec-
ond limitation is more general and relates to the flexibility of the solutions.
Namely, for both types of IP protections, the decision to protect an imple-
mentation has to be part of the design process (and must sometimes be made
early in this process). Hence, it cannot help for already deployed products.

In parallel, security enhancements that are specific to high-level IP and
take advantage of software facilities have also been proposed. One typical ex-
ample is source code or bitstream encryption that is used, e.g. in FPGA [58].
While this solution is useless in the case of hardwired IP, as there is no code
to encrypt/decrypt, it can be a useful complement in some IP protection
systems where a part of the value to preserve is software. Note that the en-
cryption/decryption of the source code or bitstream then has to be secure
against other types of physical attacks, e.g. using side-channels [135]. It is
also necessary that the encryption/decryption keys are stored in a sufficiently
secure memory (a problem for which the tamper resistant property of PUF

could help [189]).

In this chapter, we propose a new IP protection scheme that applies both
to high-level and low-level IP. It mitigates some of the limitations, and can
be efficiently combined with, previously introduced solutions for this pur-
pose. More precisely, we take advantage of two main ingredients. First, we
build on the idea of soft (aka robust, aka perceptual) hash functions, that
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are yet another tool used to protect the copyright of digital data (e.g. im-
ages) [71, 115, 133, 191]. Second, we exploit the physical representation of the
IP, e.g. through its power consumption, as proposed with side-channel water-
marks [21, 214]. In addition, we use the formalism introduced in the context
of PUFs [8], in order to specify the components of our IP detection infrastruc-
ture. Combining these elements, we introduce soft physical hash functions
as a powerful yet flexible way to deal with the IP of microelectronic circuits
and systems. We then define the main properties of such functions, namely
their content sensitivity and perceptual robustness. Next, we instantiate a first
soft physical hash function with simple signal processing tools and analyze its
properties based on a software experimental case study. Namely, and based on
the software implementations of 10 different block ciphers that were described
in Chapter 3, Section 3.2, we show experimentally that a soft physical hash
function can efficiently discriminate these different implementations, while be-
ing robust to some elementary code transformations that should not modify
the IP (perceptually). We finaly extend the evaluation of soft physical hash
functions to the meaningful case of FPGA implementations. For this purpose,
we considered the five lightweight block ciphers (namely HIGHT, ICEBERG,
KATAN, NOEKEON and PRESENT) together with the standard AES, of which
the ASIC designs were presented in Chapter 3, Section 3.3. This case study
was mainly motivated by the goal of analyzing a challenging set of potentially
similar IP cores. We additionally considered different realistic scenarios such
as stand-alone designs, re-synthetized designs and designs with parasitic IPs
running in parallel.

Experimental results suggest that the soft physical hash functions approach
for IP detection remains a promising and flexible solution for software and
hardware implementations. Depending on the cases, we successfully detected
the IPs without any knowledge of their inputs, or taking advantage of the data
dependencies in the power traces generated by the running algorithms, with
limited number of measurements.

6.2 TYPES OF IPS AND POSSIBLE ATTACK SCENARIOS

IP cores may be provided in different forms which all have their specificities
and can be found at different stages in the hardware or software design flows.
In this sections, we will discuss where the IP lies in such systems. We will then
describe two general attacks against IP in integrated systems.

Where does the IP lie? From the previous design flows discussed in Chap-
ter 2, Sections 2.1.3 and 2.2.2, it appears that different types of IP are manip-
ulated by the functional systems that are used in final applications. On the
one hand, the source codes contain the high-level IP. They are easy to manip-
ulate and provide the most readable description of algorithmic tricks used to
obtain efficient implementations. In addition, they are extremely malleable,
as it is easy to slightly modify them, or to run again the synthesis and place
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and route (resp. conversion) steps, in order to produce two computing devices
(resp. systems) with the same functionality and slightly different layouts (resp.
machine codes). On the other hand, the layout and machine codes contain the
low-level IP that is less malleable but possibly includes further optimization
efforts performed during the synthesis and place and route (resp. conversion)
steps. The netlist in a hardware design flow falls between these two extremes.

Attacks against the IP. Leaving technical details aside, two main types
of attacks can be mounted to violate IP. First, “recovery and clone” attacks
imply that the adversary just re-uses the stolen IP as such. They typically
target the layouts or machine codes. Second, “recovery and modify” attacks
imply that the adversary modifies the IP before re-using it in an illegal system.
They typically target source codes. Clearly, the second attacks are much more
powerful and, in general, harder to prevent. As mentioned in the introduction,
permission-based IP protections are useless against such attacks, as the adver-
sary can remove them in his modified design. But in cases where a watermark
is somewhat “additive” (e.g. [21, 214]), the risk that an adversary identifies
the watermark insertion and removes it also increases. In practice, there ex-
ist many ways in which attacks against the IP can be implemented. Reverse
engineering generally comes in the first place for ASIC. A rather complete sur-
vey is given in [187]. One can also mention approaches taking advantage of
side-channel analysis [55, 65, 82, 158]. But threats caused by dishonest manu-
facturers, producing more chips than licenced, or industrial IP theft, are other
examples. There finally exist many attacks that are specific to one technology.
For example, bitstream security is a serious issue for SRAM-based FPGA [204].
In order to remain generic, most of our discussions in the following section
are independent of the technical solutions used to perform IP theft.

6.3 A NEW APPROACH BASED ON SOFT HASH FUNCTIONS

Looking at previous works, the protection of IP in integrated circuits and sys-
tems appears to easily take advantage of general solutions for the protection of
digital data. As a result, and besides the watermarking and permission-based
techniques, it is natural to investigate other tools that have been proposed to
prevent the piracy of digital images. Following, we propose to exploit robust
hash functions [71, 191], also known as soft hash functions [115] or perceptual
hash functions [133], for this purpose. We will use the term “soft hash func-
tions” in the rest of this work. By contrast to cryptographic hash functions,
for which the output string is highly sensitive to small perturbations of the
input, soft hash functions are such that similar objects should return highly
correlated digests (i.e. be perceptually robust), while different objects should
produce uncorrelated ones (i.e. be content-sensitive). Soft hash functions exist
in keyed and un-keyed version. We will only consider the second category and
leave the design of a keyed version as a scope for further research.
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In practice, the soft hash functions we will consider are generally made
of two main ingredients. First, a feature vector evaluation phase outputs an
intermediate response that is expected to represent the object to characterize
in the most accurate manner. In other words, this intermediate string should
be very content-sensitive. Second, an extraction phase should apply signal
processing and summarize the feature vector into a smaller output hash value
that best trades content sensitivity for perceptual robustness. In addition,
soft hash function infrastructures use a detection tool in order to compare
different hashes and determine whether they correspond to the same object.
The main idea that we propose here is to extract a physical feature from the
objects to protect. We denote the resulting tool as a soft physical hash function
(SPH) that will be the main component of our IP detection infrastructure.
Interestingly, SPH can be viewed as a particular type of physical function
systems, as formally defined in [8]. But whereas this previous work focuses
on the robustness, unclonability and unpredictability of physical functions,
we rather care about the previously mentioned perceptual robustness and
content sensitivity. Relations with the formal definitions from [8] will be given
in the next section. Intuitively, an IP detection infrastructure can be specified
as follows:

1. Object to protect. This could be any type of IP, namely a source code, a
netlist, a layout, or a machine code, as defined in Section 6.2.

2. Physical feature vector evaluation. This could be any physical emana-
tion of the device running the IP. For example, side-channels such as
the power consumption [110] or the electromagnetic radiation [74] are
natural candidates.

3. Extraction. This could be any signal processing outputting a hash value
that best represents the IP. For example, one could compress by selecting
the “points of interest” in a side-channel measurement trace.

4. Detection. This could be any statistical tool that allows determining
the level of similarity between two hash values. Again, techiques from
the side-channel attack community could help, e.g. correlation [37] or
template attacks [41].

In addition, one generally has to consider the context in which the IP protec-
tion mechanism will be applied. Namely, we could consider:

1. Known or unknown inputs. That is, can the IP claimer select the data
that is manipulated by the target device during the physical feature
evaluation (in which case the soft hash can characterize both operation
and data dependencies)? Or is he limited to executions on random, and
possibly unknown, inputs (in which case the soft hash only characterizes
operation dependencies)?
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2. Known or unknown source code. That is, does the IP claimer know the
full source code he is trying to detect or does he only have access to its
soft physical hash value (e.g. if the IP claimer is a third party)?

3. Same or different technologies. That is, are the soft hash values to be
compared extracted from devices in the same technology or not?

4. Same or different setups. That is, are the soft hash values to be com-
pared extracted with the same measurement apparatus or not?

Obviously, certain scenarios are more challenging than others and the percep-
tual robustness and content sensitivity of a SPH can significantly vary accord-
ingly. Before entering into more details and instantiation issues, we would like
to point out a few advantages of the proposed approach. In the first place,
and contrary to the permission-based and watermarking approaches, using
SPH does not require to modify the designs a priori. This allows improved
flexibility, as one can decide even after implementation to exploit this idea
for IP theft detection. It also means that implementing the protection mecha-
nism implies no performance overhead at all. Second, SPH theoretically allow
preventing some recovery and modify attacks. This is due to the fact that
there is nothing to remove from a protected design, but the IP itself (i.e. the
protection is fully intrinsic). Of course, the detection phase will be signifi-
cantly more challenging when modifications are substantial (because content
sensitivity is inherently limited once modified designs become too different),
but it can at least tolerate some malleability in the objects to protect. Third,
the proposed solution remains cheaper than reverse engineering, as it only
requires to measure a physical feature.

6.4 DEFINITIONS

6.4.1 The IP detection infrastructure

The main goal of this section is to provide some formalism to define and study
the aforementioned IP detection procedure, based on the idea of SPH. This pro-
cedure naturally fits in the generic framework for physical functions presented
in [8], that is depicted in Figure 6.1. Indeed, SPH perfectly correspond to the
definition of physical function systems. Hence, we reuse and lighten the for-
malism provided in [8] and apply it to our IP detection using SPH. The generic
framework we propose for IP detection is illustrated in Figure 6.2, where a
soft physical hash function is a probabilistic procedure SPH(IP,X) that returns
a hash value h.

SPH : (IP,X) 7→ h.

Such outputs are obtained in two steps. First, a physical feature vector
is obtained (with the Eval(·) procedure), corresponding to the measurement
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of some physical quantity observed during the processing of data X (that
may contain more than one input) by a device running the given IP. The
probabilistic nature of a SPH comes from this procedure and is due to many
different reasons, such as the variability that can be observed between different
devices running the same IP, or the noise in the measurements. This part of
the system is the one bringing the content sensitivity property but, as just
stated, there is a non-negligible variability that should be removed for reaching
perceptual robustness. This is precisely the role of the Extract(·) procedure.
During this second step, the physical feature vector is processed to extract the
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robust information it contains, returning a hash value that should characterize
the IP running on the device.

Next, an IP detection infrastructure is composed of two soft physical hash
functions SPH(IPref , ·) and SPH(IPsus, ·), corresponding to the reference and the
suspicious devices. Each SPH outputs a hash value that should identify the IP

running on the device under test. Additionally to these two SPH, a detection
tool Detect(·, ·) is used to compare the hash values href and hsus returned by
the SPH. This procedure outputs a similarity score that should be close to 1
for similar IP, and close to 0 for different ones:

Detect : (href , hsus) 7→ s ∈ [0, 1].

Performance metrics are required to evaluate SPH. In the following section,
we define perceptual robustness and content sensitivity, so that we will be able
to quantify these properties and to determine relevant tools for extracting hash
values.

6.4.2 Performance metrics

The IP detection infrastructure aims at confirming/invalidating the presence
of an IP running on a suspicious device. As mentioned earlier in Section 6.2,
this IP can be of different nature, such as a layout or source code for instance.
The main difficulty for formally defining our problem comes from the fact that
some modifications of the source code should not be considered as defining
a new IP. For example, trivial modifications (e.g. changing variable names,
switching registers, adding dummy operations, changing compiler options) can
clearly be regarded as preserving the IP, but other modifications such as code
optimizations can also be considered as improving, yet relying on, the initial
IP. Defining the boundary between IP reuse and new IP definition is outside
the scope of this work1. Here we assume the existence of such a definition and
concentrate on providing a tool allowing us to decide whether a given device
is based on a given IP or not, in the sense of this definition. More formally, we
consider a set Fpre of IP-preserving transformations. The detection tool should
consider as “close” an IP and its transform if the transformation function
belongs to Fpre, and as “distant” if the transformation belongs to F̄pre.

Remark. The use of sets Fpre and F̄pre is a purely formal way of dealing
with the perceptual notion of closeness involved in this problem. These sets
should be complementary but obviously, in practice, we will only consider
some transformations in both sets. Notice that F̄pre may contain modifications
of an IP, but also transformations that simply consist in changing the IP. For
instance, let IP1 be the IP corresponding to the source code of a social network
and IP2 be the one corresponding to a plane autopilot. Then, formally, there

1In Section 6.6 we will run experiments on typical examples, where, on the one hand, IPs
are modified and reused, and, on the other hand, different IPs are considered.
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exists F̄ ∈ F̄pre such that IP1 = F̄ (IP2). Nevertheless, and as will be clear in
the next section, such a definition is useful to capture practical transforms that
can be considered as IP-preserving, while providing the flexibility to evaluate
a wide range of scenarios.

As a result, the robustness and sensitivity of a SPH are related to the set
of transformations considered to be IP-preserving, to the detection tool that
is used, to the threshold τ that has been fixed to make the decision, and to
the data complexity N corresponding to the number of IP runs that will be
measured. We denote by XN the set of N -input requests that can be sent to
the devices and define our evaluation metrics as follows.

Definition 1. (τ -perceptual robustness): Let τ ∈ [0, 1], the τ -perceptual ro-
bustness of a SPH relatively to a detection tool Det, a set of transformations
Fpre and a data complexity N , is the probability that the similarity score of a
reference IP and its transformation by F ∈ Fpre is larger than τ :

PeRoNτ (Det,Fpre) , PrIP,X∈XN ,F∈Fpre [ Det(SPH(IP,X), SPH(F (IP),X))≥ τ ].

Definition 2. (τ -content sensitivity): Let τ ∈ [0, 1], the τ -content sensitivity
of a SPH relatively to a detection tool Det, a set of transformations Fpre and
a data complexity N , is the probability that the similarity score of a reference
IP and its transformation by F̄ ∈ F̄pre is smaller than τ :

CoSeNτ (Det,F̄pre) , PrIP,X∈XN ,F̄∈F̄pre
[ Det(SPH(IP,X), SPH(F̄ (IP),X))≤ τ ].

An IP detection infrastructure aims at combining an SPH to a relevant
detection tool in order to ensure good performances regarding both perceptual
robustness and content sensitivity. This context is the one of binary hypothesis
testing where τ corresponds to a threshold, 1 − PeRo is non-detection error
probability and 1− CoSe is the false-alarm error probability.

6.5 SOFTWARE CASE STUDIES

This section demonstrates the use of SPH based on power consumption traces
to perform IP detection. First, we propose a simple instance of IP detection
infrastructure, that uses classical tools in signal processing and side-channel
attacks. Then, we provide experimental results that confirm the content sen-
sitivity and perceptual robustness of this instance. These results are obtained
for a particular set of IP and some representative code transformations that
we considered as IP-preserving.

6.5.1 An exemplary instance

We first present our instance by specifying the four elements that define an
IP detection infrastructure enumerated in Section 6.3. Then, we detail the
context we consider for detecting IPs. Finally, we provide information about
our measurement setup.
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Object to protect. As a first case study, we investigated the relevance of our
IP detection based on SPH in the context of software implementations. In
particular, we took advantage of the cryptographic algorithms discussed in
Chapter 3 and made available as open source codes in [62]. We considered
the assembly codes of these lightweight ciphers as IPs to protect, in order to
analyze situations ranging from very similar algorithms to totally different
ones.

Physical feature evaluation. Inspired by side-channel attacks, we characterize
an IP by measuring the power consumption of a device running this IP. As the
literature on power analysis attacks suggests, such a physical feature vector
is expected to be highly content sensitive.

Extraction. We somehow need to compress the feature vector, removing part
of the variability due to the “noise”2, while keeping the content sensitive in-
formation. The Fourier transform is a natural candidate for such compressing
and filtering purposes. The technique we propose is to apply a fast fourier
transform (FFT) to the traces obtained, to take its modulus, and to only
extract the values corresponding to frequencies below the clock frequency. In-
formation in higher frequencies does not refer to logic gates but to the device
itself. We provide below (Figure 6.4) results that emphasize the positive effect
of this preprocessing.

Detection. As a detection tool, we propose to use the widespread Pearson
correlation coefficient that has shown its interest in many previous works in
the domain of power-based cryptanalysis [37]. Let us recall that the Pearson
correlation coefficient between two vectors x and y of length n having mean
values x̄ and ȳ is defined as:

ρ(x, y) ,

∑n
i=1(xi − x̄) · (yi − ȳ)√∑n

i=1(xi − x̄)2
√∑n

i=1(yi − ȳ)2
.

Context. As mentioned in Section 6.3, the IP detection infrastructure can
be used in different contexts. We specify the settings of our experimental
work as follows. First, inputs to the device are unknown to the detection
infrastructure and a single trace is used to perform the detection. Second,
the source code is also unknown to the IP detection infrastructure. Third, the
same technology, i.e. an Atmel ATmega644P, has been used to perform all the
measurements. Finally, the same measurement setup has been used for all
these measurements.

2We stress that the term noise is generic. It can refer to measurement noise, but also to noise
due to minor transformations of the code or the use of different inputs for the evaluation
phase.
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Measurement setup. We obtained power consumption traces by measuring
the voltage variations around an inductance at the input of the power supply
of the microcontroller. The clock frequency of the controller was fixed to
20 MHz, and the sampling frequency to 50 MHz. For each IP, a reference
trace corresponding to a single encryption was stored. Next, the suspicious
traces were cut or padded (by re-encrypting the ciphertext), in order to deal
realistically with the (frequent) situation were IP have different cycles counts3.

6.5.2 Testing content sensitivity

Using different ciphers

As a first step, we applied our instance of SPH on different ciphers. We chose
to focus on the 10 block ciphers in Table 6.1. This first experiment aims
at confirming that the proposed IP detection infrastructure indeed provides
content sensitivity and perceptual robustness in a simple case, where the set
of IP-preserving transformations Fpre is reduced to identity, and the set F̄pre

consists in choosing another cipher in the list.

Table 6.1.: Table of ciphers used as IP.

AES DESXL HIGHT KASUMI

KATAN mCrypton NOEKEON PRESENT

SEA TEA

For each of the 100 possible couples of IP (reference, suspicious) we mea-
sured 20 traces (corresponding to different inputs) for both IPs, and applied
the IP detection tool for each of the 400 possible pairs of traces. The similarity
scores obtained are plotted in Figure 6.3.

Black dots are the scores obtained when IP are compared to F (IP) with
F ∈ Fpre and gray dots are the one obtained when the transformation belongs
to F̄pre. This picture is encouraging : both content sensitivity and perceptual
robustness are reached in experiments using a single trace. Indeed, for any
τ value between 0.86 and 0.27, the detection rule makes no mistake for this
particular set of IP and these particular sets Fpre and F̄pre.

Remark on KASUMI. The reader may have noticed that almost all reference
ciphers lead to scores higher than 0.95, except for KASUMI. The explanation is
quite simple. Indeed, the execution path of KASUMI depends on the data being
processed. To avoid timing attacks, cryptographers usually add nop operations
to make the implementation time-constant. While this prevents the execution
time from being data-dependent, this is not the case of instructions performed:
traces obtained by processing different outputs will correspond to different

3We first ran tests with a single execution of the IP but then it was too easy to detect IPs.
Since a cipher is generally used to encrypt more than one block we chose to perform tests
on looping IPs.
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Fig. 6.3.: Similarity scores for different IP.

instruction sequences. This explains why we observe these smaller scores for
KASUMI. Note also that a few scores are larger than 0.9 in Figure 6.3: they
correspond to the comparison of two traces obtained with the same input.

Using different implementations of a same cipher.

As the setting of Figure 6.3 is quite favorable (since we are comparing totally
different IP), we now move to a more challenging context and consider a
single block cipher, namely the standard AES, and four of its implementations.
Three of them are the Fast, Furious and Fantastic implementations that can
be found in [150]. The fourth one is proposed in [62] and named Francesco
in reference to the first-name of its programmer. Again, for each of the 16
possible couples of reference/suspicious IP, we performed 2500 experiments
(corresponding to 50 traces for both IP). To highlight the positive effect of
using an FFT, we plotted the results obtained with/without such extraction,
in the right/left parts of Figure 6.4.

Fig. 6.4.: Similarity scores for different AES implementations using the FFT

(right) or not (left).

As can easily be seen, and as expected, using the FFT in the extraction
step drastically decreases the variance observed in the similarity scores in the
case where traces are directly compared (left part), while keeping the content
sensitivity property. Indeed, each implementation should be considered as a
different IP since they are really different one from the other. This emphasizes
the need of an extraction tool that compresses the feature vector to ensure
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robustness: using FFT provides a wide range of thresholds (namely 0.37 to
0.95) for which both perceptual robustness and content sensitivity are equal4

to 1 (that is, a 100% success rate) while without this tool, any value of the
threshold will induce a non-zero error probability.

Yet, it remains that the content sensitivity could come from the simple fact
that each implementation requires a different number of cycles to perform
an encryption. In order to rule out this possibility, we additionally tuned
the Fast and the Furious implementations in such a way that they have the
same number of clock cycles and their only differences consist in actual round
variations. For this purpose, the key expansion, first key addition, and final
rounds remained the same and the inner rounds of the Fast implementation
has been padded with nop operations. As can be observed in Figure 6.5,
and even in this case, both implementations are detected as different IP with,
again, a large range of thresholds leading to perceptual robustness and content
sensitivity of 1.
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Fig. 6.5.: Similarity scores for tuned versions of Fast and Furious AES imple-
mentations.

6.5.3 Testing perceptual robustness

The previous experiments exhibit the good behavior of our SPH instance re-
garding content sensitivity. We now focus on its perceptual robustness. That
is, can we still detect an IP when minor modifications have been applied to
the original code? As previously mentioned, testing perceptual robustness
requires to agree on a set of IP-preserving transformations. We identified two
types of transformations, depending on whether they alter the performances
or not:

• addr: i.e. changing registers or SRAM addresses (non-altering);

4Obviously these values are only estimates since one cannot consider all possible IPs and
all possible code modifications.
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• swap: i.e. swapping instructions if possible (non-altering);

• dumo: i.e. adding dummy operations out of the rounds (altering);

• dumi: i.e. adding dummy operations in the rounds (altering).

We chose to apply these modifications to the Furious implementation of AES.
Our results are given in Figure 6.6. Dots correspond to scores obtained when
comparing the reference implementation (ref) to its modification by one or
more of the listed transformations. The number of added dummy-operations
is the same for both dumo and dumi (57 additional cycles). As can be seen, the
proposed instance is directly robust regarding all non altering transformations.
Concerning the addition of dummy operations, we can observe that increasing
the encryption time does not always critically decrease the robustness (cf.
dumo) but, that adding dummy operations inside a repetitive part of the
cipher is more damaging. This observation naturally relates more to the simple
nature of our extraction and detection procedures than to the very idea of SPH.
Interestingly, simple tweaks allow to deal with such more challenging contexts,
as illustrated in Figure 6.7.
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Fig. 6.6.: Similarity scores for transforms of the Furious implementation.

In this final figure, we slightly modified our SPH in order to first identify
the block cipher rounds (using cross-correlation). Next, we applied the FFT

separately on the different rounds, and used the average correlation over these
rounds as detection procedure. While this approach remains clearly heuris-
tic, the experimental results in Figure 6.7 show that it allows discriminating
the addition of dummy operations within the rounds from the move towards
another implementation of the AES.

To conclude, this set of experiments suggests that the concept we propose is
valid and provides good results even when it is instantiated with classical tools.
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Fig. 6.7.: Improved similarity scores for the Furious implementation, its dumi
transform and other IP.

Moreover, we have shown that more challenging scenarios can be handled
using more advanced techniques. A deeper investigation of these scenarios is
the natural next step now that this preliminary work has shown promising
results.

6.6 FPGA CASE STUDIES

In this section, we analyze the application of our SPH function-based IP de-
tection framework to FPGA designs. As previously mentioned, we considered
three main scenarios for this purpose. First, we focused on the simple(st) case
where the suspicious IPs are stand-alone FPGA designs corresponding to the
object to protect. Second, we studied the case where the counterfeiter has re-
synthetised the object to protect under a different set of constraints. Finally,
we evaluated a more challenging (and realistic) context where the illegal IP

is integrated in a larger system, with a parasitic design running in parallel.
In the three scenarios, we first specify the components of the IP detection
infrastructure we used, and then present experiments confirming its interest.

6.6.1 Stand-alone FPGA designs

Specification of the IP detection infrastructure.

We used the bitstreams of five lightweight ciphers (HIGHT, ICEBERG, KATAN,
NOEKEON and PRESENT) and the AES as objects to protect. These bitstreams
were obtained from the unrolled architectures described in Section 3.3, using
the number of rounds per cycles that leads to maximum energy efficiency for
each cipher, and synthetized for a Xilinx Virtex-II Pro FPGA. In this subsection,
we used a default set of place-and-route options, leading to the performance
results indicated in the left column of Table 6.2. We additionally used the
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FPGA power consumption as physical feature vector. Measurement traces were
obtained by measuring the voltage variations around a shunt resistor provided

Table 6.2.: Implementation results for the six considered IPs with two sets of
synthesis options (default and area constrained).

Default Constrained
slices T [ns] slices T [ns]

AES 1843 10.48 1687 9.28
HIGHT 573 7.76 596 8.13
ICEBERG 1123 9.04 1022 7.95
KATAN 725 7.02 650 6.87
NOEKEON 1125 5.94 1255 6.7
PRESENT 561 5.09 541 4.5

on the Sasebo-G board [162]. The device was running at a frequency of 24 MHz,
and the oscilloscope sampling frequency was set at 2,5 GHz. In the following,
we will characterize the SPH of each reference IP core with a feature vector
made of the power consumption corresponding to one complete encryption. As
for the suspicious IPs, the traces were simply obtained by measuring repeated
encryptions. In this first case of stand-alone FPGA designs, the extraction
phase directly outputs the complete traces (without performing any signal
processing), and the detection process uses Pearson’s correlation coefficient.
That is, let x and y be two measurement vectors of length n with mean values
x̄ and ȳ, this coefficient is defined as:

ρ(x, y) =

∑n
i=1(xi − x̄) · (yi − ȳ)√∑n

i=1(xi − x̄)2
√∑n

i=1(yi − ȳ)2
.

As reference traces and suspicious ones do not always have the same length,
we further cropped the suspicious traces whenever longer than the reference
ones5. The context in which the IP detection infrastructure is used is the
following: the inputs provided to the IPs are unknown, we do not have access
to the source code and the same device and measurements setup were used
for all the tests.

Experimental results

Our first results are illustrated by Figure 6.8, where each column is linked to
one particular reference IP compared to the six possible suspicious IPs. Each
point in the figure corresponds to one experiment, i.e. one similarity score
obtained from the comparison between one reference trace and one suspicious

5This assumes the traces to be synchronized, which can be achieved by different means,
e.g. computing the correlation over a sliding window.
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trace. For each suspicious-reference IP pair, 400 experiments have been per-
formed, represented by black dots whenever considering identical IPs, and
grey dots otherwise. We additionally plotted the content sensitivity threshold
(i.e. the maximum score for different IPs) with a grey line, and the perceptual
robustness threshold (i.e. the minimum score for similar IPs) with a black line.
As can be observed, the performances in this context are already reasonably
good. Yet, some non-detections and false alarms occur for “close IPs”, as-
sumably because of measurement noise in our traces. The closeness between
different IPs is further emphasized in Figure 6.9, where each square in the ma-
trix corresponds to the mean similarity score between the IPs, and the higher
similarity scores are indicated with a darker color code.

Fig. 6.8.: Similarity score scatter plot for stand-alone designs. Single reference
traces / single suspicious traces / unknown inputs.

Eventually, in order to improve our performances and get rid of the noise,
a natural solution is to exploit averaged traces rather than single traces, both
for the reference and suspicious IPs. The result of this additional experiment
(with a 10 times averaging) is given in Figure 6.10.

In this latter case, we clearly see that no false alarm nor non-detections
happens anymore, and the threshold for perceptual robustness is now higher
than the one for content sensitivity in all cases.

6.6.2 Re-synthetized FPGA designs

The results in the previous subsection were considering similar algorithms
for which the IP cores could be detected even in a simple context (unknown
inputs and source code). Quite naturally, an important question is whether
such an observation is still valid in the more challenging scenario where a
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Fig. 6.9.: Similarity score correlation matrix for stand-alone designs. Single
reference traces / single suspicious traces / unknown inputs.

Fig. 6.10.: Similarity score scatter plot for stand-alone designs. 10 times av-
eraged reference traces and suspicious traces / unknown inputs.

potential counterfeiter would apply some IP-preserving transformations. This
is the quesion we tackle in this subsection, considering the placement and
routing of our designs with a different set of constraints as an IP-preserving
transformation.
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Specification of the IP detection infrastructure

In this case, the object to protect is not the bitstream anymore, but rather the
source code or netlist. For this purpose, we used both sets of constraints in Ta-
ble 6.2. Since the previous IP detection infrastructure turned out to be insuffi-
cient in this case, we additionally considered two tweaks to improve detection.
First, we moved to a known input context, allowing us to take advantage of
data dependencies in the traces. Next, we used a more sophisticated extrac-
tion procedure, based on a selection of points of interest (POIs). Namely, we
split the traces into consecutive clock cycles, using the Fast Fourier Transform
to recover the rising edges of the clock signal. This was achieved by filtering
the frequency spectrum around the clock frequency and its harmonics, then
applying the inverse transform on the filtered signal. This preprocessing pro-
vides a sequence of peaks indicating where the rising edges of the clock signal
are. Following, we were able to work on a sequence of clock cycles instead of
raw side-channel traces. From this sequence, we finally extracted POIs having
maximum signal to noise ratio (SNR) for each cycle (with the SNR defined
as the variance over mean traces for different plaintexts divided by the noise
variance).

Experimental results

For illustration, we first provide the similarity score correlation matrix of our
re-synthetized designs obtained from the IP detection infrastructure of the
previous subsection in Figure 6.11. Each line/column is now divided in two,
for the two sets of synthesis options. As expected, the re-synthesis is not
perfectly IP-preserving in this case. For example, the re-synthetized PRESENT

design appears as a new IP. Interestingly, this issue is not really caused by
differences in performances (results provided in Table 6.2 are quite similar for
the two implementation contexts), but rather by the placement-and-routing
illustrated in Figure 6.12.

By contrast, taking advantage of the known input context with the selec-
tion of POIs proposed in the previous paragraph directly allows getting rid of
this limitation. This is illustrated in Figure 6.13 in which we only analysed
the IPs giving low similarity scores in the first detection scenario. A natu-
ral explanation for the obtained results is that the operation dependencies
in the power consumption, that were exploited in the previous section, are
significantly affected by re-synthesis. By contrast, data dependencies that are
additionally considered in the known input scenario are more robust against
such transforms (since the same data has to be manipulated). In this respect,
an even more challenging type of transforms would try to affect the interme-
diate data during the computations of an IP, without affecting its final result.
We leave their investigation for further research. Note that the exploitation
of data dependencies crucially depends on a good selection of POIs. For illus-
tration we additionally provided the weaker detection results obtained with
an uninformed selection in Figure 6.14.
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Fig. 6.11.: Similarity score correlation matrix for re-synthetized designs. Av-
erage on 10 reference traces and 10 suspicious traces / unknown inputs.

Fig. 6.12.: Floorplan of the PRESENT designs.
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Fig. 6.13.: Similarity score scatter plot for re-synthetized designs. Single ref-
erence traces / single suspicious traces / known inputs.

Fig. 6.14.: Same as Figure 6.13 with different POIs.

6.6.3 Parasitic IP running in parallel

Before concluding this work, we finally considered the practically important
case study, where not only our suspicious IP would run on an FPGA, but also
some parasitic one.

Specification of the IP detection infrastructure

We investigated the case of a Linear Feedback Shift Register (LFSR) running
in parallel to PRESENT (we limited our evaluations to this IP because it was
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the most challenging one in the previous subsection). The performances of the
different suspicious IPs with such an additional LFSR are given in Table 6.3
for three different LFSR sizes. For the rest, we used the same IP detection
infrastructure as in the previous subsection. The only difference is that we
will need to work with (5 times) averaged traces in order to get rid of the
“algorithmic noise” coming from the parallel execution of the LFSRs.

Table 6.3.: Implementation results for PRESENT with parallel LFSR.

Default
slices T [ns]

PRESENT + 64-bit LFSR 608 4.87
PRESENT + 512-bit LFSR 797 4.93
PRESENT + 1024-bit LFSR 1053 4.76

Experimental results

The scatter plot of this final experiment is given in Figure 6.15, where we
used the same subset of reference IPs as in Figure 6.13. In all three cases and
despite the presence of a parasitic LFSR, we were able to detect the suspicious
PRESENT. Interestingly, we can also observe the impact of larger algorithmic
noise, as the distance between the content sensitivity and perceptual robust-
ness thresholds decreases with the LFSR size. As a counterfeited IP will be

Fig. 6.15.: Similarity score scatter plot for designs with parasitic IP. 5 times
averaged reference traces and suspicious traces / known inputs.
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integrated in even larger designs, we can expect that the detection will still
succeed given that larger amounts of traces are averaged during extraction.

6.7 CONCLUSION

This chapter introduced, defined and proposed a first instantiation of SPH

infrastructure, as a flexible and efficient way to protect the IP of integrated
systems. We believe that the main interest of this IP detection mechanism is its
flexibility. First, it does not require to modify any piece of the original designs.
Second, the decision to test a suspicious IP can be taken a posteriori (without
beging considered at development time). Eventually, it is potentially useful
against adversaries that can operate on high-level IP (e.g. source codes or
netlists). By contrast, permission-based solutions and watermarks are hardly
effective in this case.

Quite naturally, this flexibility comes at the cost of sometimes difficult
detection. While preliminary experiments in this work are promising and con-
firm the relevance of the approach, considering more challenging scenarios
(e.g. different technologies, other parasitic IPs, other measurement setups) is
certainly important. It is likely that advanced extraction and detection tools
will be needed in these cases. Yet, we hope that SPH functions-based IP detec-
tion can be a useful element to solve the challenge of counterfeited electronic
designs, combined with other ideas with different strenghts and weaknesses.





CONCLUSIONS AND PERSPECTIVES

Implementing cryptographic algorithms on physical devices gives rise to
several concerns. During this thesis, we covered three of them that can be
summarized with the following questions:

1. How can we fairly compare the performances of algorithms? What is
the definition of low-cost? Are lightweight cryptographic algorithms
needed for embedded applications? How do they compare to standard
algorithms? What knowledge do we have on the impact of certain design
choices on the implementation results?

2. To what extent do countermeasures against side-channel attacks im-
prove security and at which cost? What is the impact of new technolo-
gies on the physical security and efficiency of cryptographic implemen-
tations?

3. How to protect IPs in a way that is both flexible and secure?

In the remainder of this chapter, we will summarize the contributions re-
lated to each of these topics. We will also give some general conclusions for
each of them and discuss their applicability in future works. We will conclude
this chapter by a general discussion about the impact of automated imple-
mentation and evaluation tools on the confidence in the optimality of the
results.

EVALUATION OF CRYPTOGRAPHIC ALGORITHMS

In Chapter 3 and 4, we evaluated the performances of two categories of cryp-
tographic algorithms (i.e. lightweight block ciphers and hash functions) in
two implementation scenarios (i.e. software and hardware implementations).
In order to get fair comparisons, we first provided common implementation
guidelines and methodologies for each of the four case-studies. We then imple-
mented the cryptographic algorithms following these guidelines and proposed
various performances results.

From these results we extracted some interesting conclusions. First, look-
ing at the big picture, we realized that software implementation results are
in general easier to interpret than hardware ones and similarly, that we usu-
ally have a better understanding of the impact of some design choices on
the performances in the case of software than in hardware. This probably
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is a consequence of the fact that in software devices, the hardware is fixed
and the only possible tradeoff while implementing an algorithm concerns the
implementation code size versus its cycle count. Furthermore, software imple-
mentations are easier to carry out, which allows more research in the subject.
In the same line of thinking, our knowledge of hash function is still limited
compared to the one we have for block ciphers. This results presumably from
the research effort that has mainly been placed on the design of efficient and
lightweight block ciphers over the last decade. The only exception to that
trend comes from the SHA-3 competition which has allowed the development
of several new hash functions. There is however still a lot to learn regarding
the design of efficient hash functions.

We also tried to determine the relevance of using lightweight block ciphers
with respect to the AES. Changing an already implemented algorithm may
be expensive and its impact on performances may be limited even if non
negligible. We therefore think that for most applications, AES is probably
good enough and if area (or code size) is the limiting criteria, then the existing
lightweight block ciphers are surely already efficient enough. Yet, this does not
mean that we do not need new ciphers, but rather that those ciphers should
bring new perspectives (e.g. ciphers that can easily be masked, ciphers with
new properties such as low latency [32], ciphers with efficient and inventive
key-scheduling algorithms, etc.).

Regarding the metrics, it is still difficult to define lightweight. This will
highly depend on the application scenario. The results however showed that
normalized metrics such as energy and throughput over area are more illustra-
tive in the case of performance comparison than the standalone metrics. It is
indeed generally possible to modify the area or code size to application needs
(with an impact on other metrics), whereas in that case the relative metrics
will stay more or less stable. A last conclusion we draw from the results we
obtained previously is that comparative studies in a compact implementation
scenario are less trivial and help revealing the complexities of the algorithms.
These compact implementations should therefore always be an integral part
of standardization processes.

To conclude, the comparison tools (i.e. common methodology and inter-
faces) provided in this work may reveal themselves extremely helpful in the
future. Indeed, they allow us to easily compare any new cipher or hash func-
tion design to several other existing ones. As an example, the authors of [23]
and [101] compared results obtained from the software implementation of
respectively Lapin and ITUbee ciphers to some of our results. Similarly, it
would be interesting to get implementation results using our framework for
the two new ciphers Simon and Speck [20] which seem to provide an efficient
alternative to AES and could thereby sightly modify our conclusion regarding
lightweight ciphers. Next to that, our comparison tools could also easily be
extended to any other kind of algorithms. For example, the presently running
competition CAESAR [48], aiming at finding an authenticated cipher which
is secure, applicable and robust, could greatly benefit from these guidelines
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to compare the different candidates. Incidentally, we took advantage of these
tools in order to rapidly get software and hardware implementation results for
the proposed authenticated ciphers Scream and iScream [80]. That way, we
could easily compare the performances of our tweakable block ciphers with re-
spect to the AES. Overall, even if it is already partially proposed in competition
scenario, we would suggest that the cryptographic community defines some
common guidelines for fair evaluation of algorithms. These guidelines could
for example include a proposed type of device on which the implementation
should be carried on as well as implementation goals, common interfaces and
test vectors.

IMPLEMENTATION AND SECURITY EVALUATION OF
COUNTERMEASURES

In Chapter 5, we considered two different subjects. First, we investigated
the security of the shuffling countermeasures. Then, we proposed the FRAM

as a promising technology for countermeasures taking advantage of pre-
computations.

Regarding the first subject, we first proposed two new techniques for imple-
menting the shuffling countermeasure. These techniques allow better perfor-
mances than the usual ones by manipulating the program flow. More specifi-
cally, our first implementation controls the program counter in order to modify
the program flow on-the-fly, whereas the second one adapts itself automati-
cally before each execution by re-writing the program memory. We presented
very good performance results for our two new approaches, with the second
approach being as fast as the unprotected AES if we only consider the on-
line encryption phase. The main shortcoming from the second approach is
its need for program memory modifications, which are slow on the chosen
microcontroller.

We then investigated the security against side-channel attacks of the shuf-
fling countermeasure. In order to do so, we provided a new evaluation frame-
work adapted to the case of shuffling. This evaluation framework allowed
us to show that the previously proposed integrated attack is not the best
approach for assessing the security of the countermeasure. Besides, as a nat-
ural step towards being as close as possible to the usual security evaluation
used for masking (for which the leakages of all shares are exploited), we inte-
grated the permutation leakages inside our evaluation. We also put forward
that simplifying the permutation generation (e.g. by using a random start
index instead of a random permutation) can lead to a complete breakdown of
the countermeasure. We finally introduced the concept of indirect leakages.
Indeed, different resources in a microcontroller (i.e. different registers) may
have slightly different leakage models. This leads to potential stronger attacks
against the countermeasure that can even be carried out against an imple-
mentation computing all the sensible information concerning the permutation
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in a non leaking environment. As a conclusion, we showed by our results that
shuffling should not be used as standalone countermeasure or at least not as
noise generator but as a noise amplifier.

For the second subject, we first improved the results we obtained for the
randomized program memory approach by the use of FRAM. This kind of RAM

allows non-volatile storage as well as fast and an almost infinite re-writing ca-
pabilities. Next, we provided the first working implementation of the RLUT

countermeasure applied to a reduce version of the LED block cipher. Again
this implementation was mainly made possible by the use of FRAM. We then
demonstrated that the memory and time required by the RLUT countermea-
sure can be predicted for the parameters of any ciphers using the formulas
that were provided in [179]. We finally investigated the context of complete
secure pre-computation as well as various possible tradeoffs corresponding
to partial (and partially leaking) implementations of the countermeasure. In
conclusion, we showed that if secure pre-computation (i.e. in a non-leaking en-
vironment) is possible, then the RLUT countermeasure provides unconditional
security against side-channel attacks. Furthermore, the use of RLUT with par-
tial pre-computations in a leaking environment is an interesting alternative to
higher-order masking as it could presumably provide higher security margins
at a similar cost.

From these contributions, we may conclude that implementing and evaluat-
ing the security of proposed countermeasure is an important topic of research.
In particular, it is always interesting to evaluate the possible tradeoffs between
security and efficiency and to have a better knowledge of the cost and secu-
rity associated to a particular countermeasure. Some future scope of research
have been proposed for the two countermeasures we have been studying. For
example, for the shuffling countermeasure, it would be interesting to think
of a new implementation approach preventing the indirect leakages (e.g. by
shuffling the used resources additionally to the operations). From the RLUT

countermeasure point of view, there is still a lot of work to be done regarding
the security evaluation of the proposed tradeoffs. It would indeed be inter-
esting to know what is the impact of partial pre-computations in a leaking
environment. Finally, designing new block ciphers to which the RLUT coun-
termeasure could easily be applied is another interesting research direction.

IP PROTECTION

In Chapter 6, we proposed a new IP protection infrastructure that applies
both to high-level and low-level IPs. This infrastructure takes advantage of
the side-channel leakages of the implementation combined with the concept
of SPH. First, we gave some details about the existing types of IPs and the
possible attack scenarios. Then, based on the definition of SPH functions, we
specified our new detection infrastructure. We defined the different parts com-
posing it as well as some performance metrics (i.e. the perceptual robustness
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and content sensitivity of the scheme). This protection scheme was finally
experimented on two main case studies: software and hardware IPs. For each
of these case studies, we started from a simple detection scenario comprising
only different unmodified IPs and increased progressively the difficulty of the
detection in order to get more realistic scenarios (e.g. different synthesis of
the netlist, addition of parasitic IPs, modifications on the code, etc.).

In the end, our protection infrastructure provides very promising results.
Even if we sometimes needed to make use of more advanced detection tools,
we were able to successfully detect all the IPs in the different detection sce-
narios. The main interest of this infrastructure is its flexibility since no mod-
ifications of the original design are needed. Besides, the detection mechanism
can be used a posteriori and therefore does not need any considerations at
the development time. Some very interesting research results could be derived
from this detection infrastructure. In particular, one could consider even more
challenging scenarios (e.g. different technologies, other types of parasitic IPs,
different types of IP-preserving transformation, etc.). Then, evaluating the
performances of other extraction and detection tools is certainly important.
As an example, in [85], the use of support vector machines is investigated
as a detection tool for our SPH-based infrastructure. A last possible research
direction would be to amplify the IP signature with for example the addition
of salware [33]. In summary, being able to determine up to which extent this
protection mechanism may be applied is very important. Also, we hope that
this solution (that could also be combined to other ones) will help designers
in their fight against unauthorized use of IPs.

AUTOMATION VERSUS OPTIMALITY AND CONFIDENCE

To conclude this work, we would like to have a brief discussion regarding the
possible approaches when it comes to efficiency or security evaluation. Usually,
the evaluator wants to get the results as fast as possible. This usually is related
to automation of the implementation and evaluation tools. However, how can
he be confident about the optimality of the results when they come from a
completely automated process?

As a first example, some high-level synthesis tools have recently been
brought to light by vendors from the semiconductor industry (e.g. [207]).
These tools allow a speed up of the industrial process by enabling C, C++ and
SystemC specifications to be directly targeted into their FPGAs. While such
tools may decrease the production time, they do not necessarily provide high
confidence on the optimality of the implementation results. Some industrials
may however tend to choose these automated tools as long as the possible
increase in area is canceled out by the decrease in engineering costs. From
a research point of view, this is however less true. Indeed, implementations
results provided by the cryptographic community are often intended to be
compared to each other. It is therefore important that the confidence on the
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optimality of these results is high since they may later become references that
will be looked at when an algorithmic choice is needed.

In the same line of thinking, regarding the implementation of counter-
measure or their security evaluation, we need to a have high confidence in the
optimality of the results obtained. Indeed, while having a lack of confidence on
some implementation results is tolerable, missing one potential attack against
a countermeasure or not taking into account some parameters while applying
the countermeasure or performing a security evaluation may be devastating.
Possible questions here are then: would an automated tool have given a similar
security evaluation on the shuffling countermeasure than the one we proposed
previously? Is it possible to automatically apply a countermeasure to any
existing algorithms without any human interaction?

To these questions, we presently tend to answer no. Even if some parts of
a security evaluation give good results while performed automatically (e.g.
search of points of interests, dimension reduction, etc.), some other parts
still need human interactions. It is indeed difficult to find tools and general
evaluation scenarios that are applicable to all the countermeasures. This is
also true for the application of countermesures to a particular algorithm (e.g.
we saw that shuffling a code was not as straightforward as it could seem since
some parts of the code needed to be modified in order to get independent
operations). The search of efficient automatic evaluation and design tools
(such as proposed in [18, 19, 137]) however remains a very interesting topic
of research as, even if they may not necessarily give perfect confidence in the
result, they could still help the evaluator in many ways.
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[39] Çetin Kaya Koç and Christof Paar, editors. Cryptographic Hardware
and Embedded Systems - CHES 2000, Worcester, MA, USA, August
17-18, 2000, Proceedings, volume 1965 of Lecture Notes in Computer
Science. Springer, 2000.

[40] Suresh Chari, Charanjit S. Jutla, Josyula R. Rao, and Pankaj Rohatgi.
Towards sound approaches to counteract power-analysis attacks. In
Wiener [200], pages 398–412.



BIBLIOGRAPHY 171

[41] Suresh Chari, Josyula R. Rao, and Pankaj Rohatgi. Template attacks.
In Burton S. Kaliski Jr., Çetin Kaya Koç, and Christof Paar, editors,
CHES, volume 2523 of Lecture Notes in Computer Science, pages 13–28.
Springer, 2002.
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[45] Jean-Sébastien Coron. A new DPA countermeasure based on permuta-
tion tables. In Rafail Ostrovsky, Roberto De Prisco, and Ivan Visconti,
editors, SCN, volume 5229 of Lecture Notes in Computer Science, pages
278–292. Springer, 2008.

[46] Atmel Corporation. 8-bit Atmel Microcontroller with 16K/32K/64K
Bytes In-System Programmable Flash - ATmega164P/V AT-
mega324P/V ATmega644P/V, rev. 8011q edition, February 2013.
Available online at http://www.atmel.com/Images/Atmel-8011-8-
bit-AVR-Microcontroller-ATmega164P-324P-644P datasheet.pdf.

[47] Atmel Corporation. Atmel 8-bit AVR Microcontroller with
2/4/8K Bytes In-System Programmable Flash - ATtiny25/V AT-
tiny45/V ATtiny85/V, rev. 2586q edition, August 2013. Available
online at http://www.atmel.com/images/atmel-2586-avr-8-bit-
microcontroller-attiny25-attiny45-attiny85 datasheet.pdf.

[48] International cryptologic research community. Competition for authen-
ticates encryption: Security, applicability and robustness (CAESAR).
http://competitions.cr.yp.to/caesar.html.

[49] P. Bulens D. Giry. Bluekrypt - cryptographic key length recommenda-
tion, October 2013. http://www.keylength.com/.
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Ingólfsdóttir, and Igor Walukiewicz, editors, ICALP (2), volume 5126
of Lecture Notes in Computer Science, pages 643–654. Springer, 2008.

[174] Eric Simpson and Patrick Schaumont. Offline hardware/software au-
thentication for reconfigurable platforms. In Goubin and Matsui [79],
pages 311–323.

[175] Michael John Sebastian Smith. Application-specific integrated circuits.
Addison-Wesley, 1997.

[176] François-Xavier Standaert, Tal Malkin, and Moti Yung. A unified frame-
work for the analysis of side-channel key recovery attacks. In Antoine
Joux, editor, EUROCRYPT, volume 5479 of Lecture Notes in Computer
Science, pages 443–461. Springer, 2009.



BIBLIOGRAPHY 183

[177] François-Xavier Standaert, Olivier Pereira, and Yu Yu. Leakage-
Resilient Symmetric Cryptography under Empirically Verifiable As-
sumptions. In Ran Canetti and Juan A. Garay, editors, CRYPTO
(1), volume 8042 of Lecture Notes in Computer Science, pages 335–352.
Springer, 2013.

[178] François-Xavier Standaert, Olivier Pereira, Yu Yu, Jean-Jacques
Quisquater, Moti Yung, and Elisabeth Oswald. Leakage resilient cryp-
tography in practice. In Ahmad-Reza Sadeghi and David Naccache,
editors, Towards Hardware-Intrinsic Security, Information Security and
Cryptography, pages 99–134. Springer, 2010.

[179] François-Xavier Standaert, Christophe Petit, and Nicolas Veyrat-
Charvillon. Masking with Randomized Look Up Tables - Towards Pre-
venting Side-Channel Attacks of All Orders. In David Naccache, editor,
Cryptography and Security, volume 6805 of Lecture Notes in Computer
Science, pages 283–299. Springer, 2012.

[180] François-Xavier Standaert, Gilles Piret, Neil Gershenfeld, and Jean-
Jacques Quisquater. SEA: A scalable encryption algorithm for small
embedded applications. In Josep Domingo-Ferrer, Joachim Posegga,
and Daniel Schreckling, editors, CARDIS, volume 3928 of LNCS, pages
222–236. Springer, 2006.

[181] François-Xavier Standaert, Gilles Piret, Gaël Rouvroy, Jean-Jacques
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