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Abstract

Since 1996, numerous attacks have been shown to uncover secrets by
exploiting a device’s physical behavior or emanation, such as power con-
sumption, electromagnetic radiation, execution time, or temperature.
Until then, the adversary was always assumed to be constrained by
black box assumptions, but we are aware now that he is considerably
more powerful than expected. These new attacks, called side-channel
attacks, have led to the design of several countermeasures to protect
cryptographic secrets. This raises the need for sound methods to assess
their security. However, this is a challenging task and the difficulty re-
sides in the fact that unsuccessful attacks do not prove security. We must
expand our scope to more powerful adversaries to reach higher security
guarantees. In this thesis, we investigate such worst-case evaluations in
the context of both symmetric and asymmetric cryptography. In the first
part of the thesis, we speed up evaluations of elliptic curve cryptogra-
phy implementations against horizontal attacks using shortcut formulas.
In the second part, we study worst-case analytical belief-propagation-
based attacks and compare them to simpler divide-and-conquer attacks
to evaluate the elliptic curve point randomization countermeasure. The
third part of the thesis relates to the masking and shuffling countermea-
sures. In this respect, we first improve tools for their evaluations, then
we analyze and enhance the security impact of their combination.
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Chapter 1

Introduction

In 1996, Paul Kocher introduced a new kind of attack on cryptographic
algorithms called Side-Channel Attacks (SCA). He showed that physical
implementations of cryptographic algorithms (e.g., the Rivest–Shamir–
Adleman (RSA) cryptosystem) are vulnerable to attacks exploiting ob-
servations of the algorithm’s execution, such as the running time [99].
Following in 1998, Kocher, Jaffe and Jun showed this time that statis-
tical analysis of physical observations such as power consumption can
be exploited to find the secret key of most implementations of private-
and public-key cryptographic algorithms [100]. As a result, it has be-
come clear that we should pay careful attention to the implementation of
cryptographic algorithms on devices which an attacker can have physical
access to, such as embedded devices. Numerous countermeasures have
been proposed, e.g., random delay insertion [44], shuffling [83] and mask-
ing [88] for symmetric cryptography, and many randomization counter-
measures [43] for asymmetric cryptography. Research on both attacks
and countermeasures is an ongoing effort shared by both the academic
and industrial communities.

1.1 Context and motivation

Detecting and exploiting side-channel vulnerabilities is a critical part
of security evaluations of embedded cryptography. Within the REAS-
SURE consortium [3], we have analyzed different side-channel evalua-
tion methodologies and discussed the optimality of the steps of a side-
channel attack [7]. In particular, we considered common evaluation
regimes which can be categorized into Detect-&-then-stop approaches,
such as the Federal Information Processing Standards (FIPS) 140 stan-
dard [129], and Detect-&-then-attack approaches such as the Common
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Criteria (CC) framework [4]. On one hand, the FIPS standard aims for
cheaper evaluations by following a conformance style testing by using
leakage detection tests, e.g., the popular Test Vector Leakage Assess-
ment (TVLA) [69]. However, the main drawback of these evaluations is
that leakage detection which is based on statistical hypothesis testing can
only show the presence of a leak but cannot certify security [153, 169].
On the other hand, the CC framework is attack-driven and is based on
a list of attacks to consider during an evaluation and a rating system
based on the difficulty of applying these attacks to the target under eval-
uation. The choice of attacks to mount during the evaluation period is
left to the evaluator’s judgment.

Both the optimality and the soundness of side-channel exploitation
techniques are important aspects, since they impact the confidence an
evaluator has on the outcome of a security evaluation. The REASSURE
discussion in [7], and research in the field, e.g., the work of Bronchain
and Standaert [28], suggest that security confidence can only be achieved
when considering worst-case adversaries. Accordingly, a possible ratio-
nal evaluation strategy is to approach as closely as possible the worst-
case adversary. Based on this observation, the REASSURE consortium
has suggested a new backwards evaluation approach [7].

Worst-case adversary. The backwards evaluation hinges on the de-
scription of a worst-case adversary, which is defined as having the fol-
lowing capabilities or knowledge. First, during the profiling phase of
the attack, full control over the algorithm’s inputs, e.g., plaintext, se-
cret key material, and randomness. Second, detailed knowledge of the
implementation, e.g., software source code. Additionally, a worst-case
adversary exploits multiple leaking time samples and uses multivariate
leakage modeling. Moreover, a worst-case adversary aims for an op-
timal information processing strategy, enhanced with enumeration by
leveraging computational power.

This thesis investigates such strategies. Information processing stra-
tegies are categorized in two classes: simple strategies and advanced
strategies. Simple strategies include Divide-and-Conquer (D&C) at-
tacks in the context of symmetric cryptography and Extend-and-Prune
(E&P) attacks in the context of asymmetric cryptography. Advanced
strategies include algebraic or analytical attacks such as Soft Analytical
Side-Channel Attacks (SASCA) [163].

Backwards evaluation. This approach advocates that the starting
point of any evaluation is the specification of a worst-case adversary.
While very powerful and nearly unbounded, the definition of a worst-
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case adversary is not difficult. This definition only depends on the target
device and implementation, and offers a stable starting point for any
evaluator. Then, for the evaluation to remain realistic (in terms of
the capabilities the device allows) and practical (in terms of time and
effort), the adversarial capabilities are relaxed. The consequences of this
relaxation are discussed, in particular, with respect to its impact on the
attack complexity. Once a practically feasible attack is derived from the
previous definition and relaxation, it is demonstrated on the target.

The backwards evaluation approach offers an improvement over com-
mon evaluation strategies such as CC. First, it establishes the best attack
that can be realistically applied to a target, since its feasibility relies on
the attacker’s capabilities. Moreover, it offers a considerable speed up of
security evaluations, since finding the worst-case attack path is far less
challenging than finding a possible attack without exploiting any knowl-
edge of the target. However, while defining the worst-case adversary
is simple, defining the best tools (e.g., statistical or modeling tools) to
use for each step of the attack remains a complex problem. Some tools
might introduce a risk of overstated security, since it is hard to argue
about their optimality. In particular, regarding the information process-
ing step, which we mainly deal with in this thesis, while simple D&C and
E&P strategies are clear and the ad hoc tools by now, more advanced
analytical strategies are a source of sub-optimality. The reason behind
this is the fact that these new techniques are not yet well understood and
are occasionally based on heuristics, despite being theoretically superior
to classic strategies.

Since we are motivated by the challenge of raising confidence in both
side-channel evaluations and countermeasures, the main goal of this the-
sis is to improve worst-case attack strategies. Particularly, and as previ-
ously mentioned, we are interested in analyzing and improving different
aspects of the information processing step. Moreover, we consider both
symmetric and asymmetric cryptography, due to lower interest in the
literature in the systematic security analysis of public key cryptogra-
phy implementations. Additionally, in the field of side-channel analysis,
there is a slow translation between research and practice. One goal of
this thesis, bringing together UCL and NXP, is to overcome this barrier
and to produce knowledge that is not only applicable in the academic
field, but would benefit embedded systems designers and manufacturers.

1.2 Contributions and thesis organization

The main contributions in this thesis are threefold.
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First, in Chapter 3 we consider worst-case horizontal attacks on El-
liptic Curve Cryptography (ECC) implementations [134]. Horizontal
attacks exploit multiple leakage points, hence they require a signifi-
cant modeling/profiling effort. We are motivated by this matter and
inspired by the literature on shortcut formulas for the success rate esti-
mation of side-channel attacks against symmetric primitive implemen-
tations [139, 156, 109]. In this respect, we present shortcut formulas
to estimate the success rate of horizontal attacks against the central
ECC operation: the Elliptic Curve Scalar Multiplication (ECSM). These
shortcut formulas require minimal profiling effort and are based on prac-
tically falsifiable assumptions.

In Chapter 4, we analyze the worst-case security of the point ran-
domization countermeasure. This technique proposed by Coron [43] is
an important countermeasure to protect ECC implementations against
side-channel attacks. In this respect, we explore both D&C and ana-
lytical information processing strategies [163]. Our research shows that
due to the ephemeral nature of the point randomization secret, the gain
of analytical techniques over D&C attacks is limited. Accordingly, for
reasonable noise levels, efficient D&C attacks are sufficient to approach
the worst-case security of the point randomization. We then evaluate
the noise levels required to protect point randomization and thus hinder
horizontal adversaries taking advantage of the input point knowledge to
attack the following ECSM operation. We also show that reasonable
security can be reached in software by considering simple optimizations
that reduce the amount of leakage. Additionally, we compare different
elliptic curve coordinate systems with respect to their resistance. Fi-
nally, we provide security bounds for targets that are harder to analyze,
such as 32-bit implementations without performing time-consuming at-
tacks, by leveraging the efficiency of the Local Random Probing Model
(LRPM), introduced by Guo et al. [78].

In Chapter 5, we focus on the two most common countermeasures to
protect implementations of the Advanced Encryption Standard (AES),
namely masking [33, 71, 120, 88] and shuffling [83]. First of all, we
revisit and improve the attacks against shuffling proposed by Veyrat-
Charvillon et al. [164]. We then compare D&C attacks against shuffling
to worst-case multivariate attacks and reach the conclusion that when
the noise level increases the gain between the more simple and more
complex attacks decreases. In practice, this results in a speed up of
side-channel evaluations of the shuffling countermeasure since no enu-
meration, analytical or multivariate analysis are required. This is in line
with previous conclusions from Chapter 4 of this thesis. Similarly to
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the secret parameter of the point randomization in ECC, the permuta-
tion used for shuffling is also an ephemeral secret and D&C attacks are
generally sufficient to exploit its limited leakage. Moreover, we study
the combination of masking and shuffling and identify a new configura-
tion amplifying the impact of shuffling exponentially in the number of
masking shares. We then compare this method to an existing and sim-
ilar work from Rivain, Prouff and Doget [140]. Finally, we discuss the
challenges of implementing algorithmic countermeasures such as mask-
ing and shuffling under low noise conditions and evaluate how to best
combine and prioritize bitslice masking [21, 73, 72] and shuffling to max-
imize the security-to-cost ratio.

We present at the end of this manuscript two additional contributions
relating to key-agnostic rank estimation in the adversarial setting [10]
and combined blind side-channel and Statistical Ineffective Fault Attacks
(SIFA) [9].





Chapter 2

Background

In this chapter, we provide common background to the following chap-
ters. First, in Section 2.1 we give some background on symmetric
cryptography and particularly on the AES. Then, in Section 2.2 we
describe some preliminaries to elliptic-curve-based asymmetric cryptog-
raphy. Next, in Section 2.3 we give an introduction to side-channel
attacks, partly based on publications 7 and 8, and some examples of
side-channel attacks targeting elliptic curve implementations. Follow-
ing, in Section 2.4 we describe common countermeasures to protect
block ciphers and elliptic curve cryptography implementations against
side-channel attacks. Finally, in Section 2.5 we present soft analytical
side-channel attacks.

2.1 Advanced encryption standard

Block ciphers. A block cipher is a pair of functions: an encryp-
tion function Enc and a decryption function Dec. Both functions are
parametrized by the same secret key k and operate on messages of fixed
length n. For any plaintext x in F2n these two functions verify that
Deck(Enck(x)) = x. The security of block ciphers is based on the no-
tions of confusion and diffusion defined by Shannon [150]. Confusion
means that the relation between the plaintext and the ciphertext is as
complex as possible. Diffusion entails that every bit of the ciphertext
depends on many bits of the plaintext and the secret key. Secure block
ciphers are designed using repeated transformations that allow for good
enough degrees of confusion and diffusion. A relevant family of block
ciphers are Substitution Permutation Networks (SPN).
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Substitution permutation network. SPNs are algorithms based
on the repeated application of a round function to their state, which
is initialized to the plaintext. These round functions are composed of
substitutions and permutations. Additionally, in each round, a round
key is introduced by addition to the algorithm’s state. The round keys
are derived using a key scheduling algorithm given the master key. The
substitution operations and the round key additions provide confusion,
whereas the permutations provide diffusion.

Advanced encryption standard. The block cipher Rijndael desi-
gned by Daemen and Rijmen [45], was chosen as the Advanced En-
cryption Standard (AES) by the National Institute of Standards and
Technology (NIST) in 2001, and belongs to the family of SPN ciphers.
It operates on data blocks of 128 bits split into 16 bytes, but with three
possible key lengths: 128, 192 and 256 bits. Based on the key length,
the round function is repeated 10, 12 or 14 times, respectively. The
structure of an AES round is shown on Figure 2.1. The AES state is
represented by a 4× 4 matrix where the first column corresponds to the
first 4 bytes. Following the key scheduling, to derive the round keys
from the master key, the first step is an initial key addition to the plain-
text. Then the four AES transformations, namely SubBytes, ShiftRows,
MixColumns and AddRoundKey, are applied in order and repeated for
the corresponding number of rounds. The final round does not include
the MixColumns operation. We describe below the operations involved.

x S(x)

SubBytes

×MC

ShiftRows

⊕
MixColumns

Key

AddRoundKey

Figure 2.1: AES round function.

− SubBytes. The SubBytes is a substitution operation applied to
the bytes of the state. It is usually represented by a table or
function S. This operation is the non-linear part of the cipher,
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since it is the combination of the multiplicative inverse in F28 and
an affine transformation.

− ShiftRows. The ShiftRows is a permutation operation. As il-
lustrated in Figure 2.1, it leaves the first row of the state matrix
unaltered and rotates the second row by 1, the third row by 2 and
the last row by 3. This is the only operation that diffuses the
information among the four columns of the state matrix.

− MixColumns. The MixColumns transformation consists in mul-
tiplying each column of the state by a fixed matrix. Precisely, each
column is represented by a four coefficient polynomial in F28 and
then multiplied by the polynomial 3x3 +x2 +x+ 2 modulo x4 + 1.

− AddRoundKey. The AddRoundKey is the key addition opera-
tion that introduces the round key into the state. The state and
the round key are simply byte-wise XORed.

2.2 Elliptic curve cryptography

2.2.1 Elliptic curve

Let Fp be a finite field of characteristic p 6= {2, 3}. An elliptic curve
E(Fp) over Fp defines a set of points (x, y) ∈ F2

p which satisfy the short
Weierstraß equation:

y2 = x3 + ax+ b

with a, b ∈ Fp and 4a3 + 27b2 6= 0, along with the point at infinity O. If
Fp is of characteristic 2, the points on E(Fp) satisfy an equation of the
type:

y2 + cy = x3 + ax+ b or y2 + xy = x3 + ax2 + b

The set of points of an elliptic curve, together with the point at in-
finity O being the neutral element, equipped with an addition operation
form an abelian group. The addition of two distinct points is denoted by
+ and the k-times repeated addition P +P + ...+P by k ·P , called the
scalar multiplication. When the same point P is added to itself, then
this operation is referred to as point doubling and the result is denoted
by 2P . The opposite of a point P = (x, y) is −P = (x,−y), and verifies
that P + (−P ) = O. In this thesis we restrict ourselves to curves over
fields of prime characteristic p > 3.

The number of points on an elliptic curve is called the order and is
denoted by ord(E(Fp)). It can be computed in polynomial time using
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Schoof’s algorithm [148], which combines the Chinese Remainder The-
orem (CRT) and Hasse’s theorem [81] which bounds the order of an
elliptic curve and states that:

Hasse’s theorem. If E(Fp) is an elliptic curve over a finite field with
p elements then:

|p+ 1− ord(E(Fp))| ≤ 2
√
p

For any point P ∈ E(Fp), the set of its multiples forms a cyclic
subgroup of E(Fp) denoted by 〈P 〉. The order of this subgroup and
equivalently the order of P is denoted as ord(P ) and is defined as the
smallest integer n such that n.P = O. Such a cyclic group of large order
can be used for cryptographic applications, and a given generator of this
group is often called a base point.

2.2.2 Elliptic curve cryptography systems

Elliptic curve cryptography was introduced by both Koblitz [98] and
Miller [122] independently and is based on the intractability of the Dis-
crete Logarithm Problem (DLP) in the group of elliptic curve points,
which is defined as:

DLP. Let G be a finite cyclic group generated by G, i.e. G = 〈G〉.
Given G and Q in G, find x in {0, 1, . . . , ord(G)−1} such that Q = x ·G.
The value of x is the discrete logarithm of Q in base G.

2.2.2.1 Elliptic Curve Diffie-Hellman (ECDH)

One of the main applications of elliptic curve cryptography is the Diffie-
Hellman key exchange. It is shown on Figure 2.2, where Alice and
Bob agree on a shared secret key k. On the diagram, red variables are
secret and green variables are public or can be easily observed, e.g., the
public base point G. The secret key k can later be used for symmetric
encryption between Alice and Bob. This secret key establishment cannot
be compromised by an adversary only observing (and unable to alter)
the exchange between Alice and Bob, unless additionally able to solve
the Diffie-Hellman Problem (DHP) which is defined as:

DHP. Let G be a finite cyclic group. Given G, a ·G and b ·G in G with
a, b in {0, 1, . . . , ord(G)− 1}, compute a · b ·G.

2.2.2.2 Elliptic Curve Digital Signature Algorithm (ECSDA)

Another application of elliptic curve cryptography are digital signatures.
To start signing messages, the first step for Alice is to generate her secret
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Alice Bob

kA kB
kA ·G

kB ·G

k = kA· (kB ·G) k = kB · (kA ·G)

Figure 2.2: The Elliptic Curve Diffie-Hellman (ECDH) key exchange.

key a
$← {1, 2, . . . , ord(G)} and her public key Q = a ·G. Then, she can

compute the signature (r, s) of a message m following Algorithm 1 and
transmit both the message and the signature to Bob. The signature
algorithm uses a hash function H and for each new signature a fresh
random secret nonce k, also called ephemeral key. Once the message
and corresponding signature are received by Bob, he can verify that the
message was indeed signed by Alice using Algorithm 2. Valid signatures
pass the verification check since s−1(H(m) ·G+ r ·Q) = k · (H(m) + a ·
x)−1 · (H(m) + a · x) ·G = k ·G = (x, y).

Algorithm 1 Signature

Input secret key a, message m
Output signature (r, s)

1: k
$← {1, 2, . . . , ord(G)− 1}

2: (r, y)← k ·G
3: if r % ord(G) = 0 then
4: go to line 1

5: s← k−1(H(m) + a.r) % ord(G)
6: if s % ord(G) = 0 then
7: go to line 1

8: return (r, s)

2.2.3 Elliptic curve scalar multiplication

The main operation in elliptic curve cryptography systems is the Elliptic
Curve Scalar Multiplication (ECSM) that computes efficiently k · P ,
∀k ∈ F∗p and ∀P ∈ E(Fp). The variable k is usually a secret, e.g., the
secret key in ECDH or a secret ephemeral nonce in ECDSA. In the
following, let k = (k0, ..., kl−1) the binary representation of the scalar
k, where k0 is the most significant bit and l = |k| is the length of k in
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Algorithm 2 Verification

Input message m, signature (r, s)
Output valid or invalid signature

1: if r, s /∈ {1, 2, . . . , ord(G)− 1} then
2: return invalid
3: (x, y)← s−1 · (H(m) ·G+ r ·Q)
4: if ((x, y) = O) or (x % ord(G) 6= r) then
5: return invalid
6: return valid

bits. The scalar multiplication can be performed in different ways. In
the following, we provide a few examples that are the most relevant for
the following chapters.

2.2.3.1 Double-and-Add

First, the straightforward method to perform a scalar multiplication
is the Double-and-Add algorithm. It is analogous to the Square-and-
Multiply algorithm to perform an exponentiation in a multiplicative
group used for RSA. It is described in Algorithm 3.

Algorithm 3 Double-and-add

Input P , k = (k0, ..., kl−1)
Output k · P

1: Q← O
2: for i = 0 to l − 1 do
3: Q← 2Q
4: if ki = 1 then
5: Q← Q+ P

6: return Q

The Double-and-Add algorithm always performs an addition when
the current scalar bit is equal to one. This algorithm is hence not time
constant and leaks the HW of the secret scalar through timing side chan-
nel. Additionally, it leaks the values of the scalar bits through other
kinds of side channels, e.g., power or electromagnetic side channels.

2.2.3.2 Double-and-Add-Always

Due to the weakness of the Double-and-Add algorithm in front of simple
side-channel attacks, Coron recommended the use of the Double-and-
Add-Always algorithm [43]. This scalar multiplication algorithm always



2.2. Elliptic curve cryptography 13

performs the same sequence of operations no matter the bit values of
k. It is described in Algorithm 4, where T is a dummy variable that is
discarded at the end of the computation.

Algorithm 4 Double-and-Add-Always

Input P , k = (k0, ..., kl−1)
Output k · P

1: Q← O
2: for i = 0 to l − 1 do
3: Q← 2Q
4: if ki = 1 then
5: Q← Q+ P
6: else
7: T ← Q+ P

8: return Q

2.2.3.3 Montgomery ladder

Another algorithm that always performs the same sequence of oper-
ations is the Montgomery ladder [124, 93], described in Algorithm 5.
As opposed to the Double-and-Add-Always algorithm, the Montgomery
ladder does not require any dummy variables or dummy operations.
Additionally, while its complexity is theoretically the same as for the
Double-and-Add-Always algorithm, it was shown to speed up the scalar
multiplication [124, 26, 89, 60]. In particular, Fischer et al. [60] present
a fast parallel scalar multiplication when the y-coordinate of the result is
not needed. Additionally, the invariant Q0 −Q1 = P at every iteration
in the Montgomery ladder offers a convenient check for faults.

Algorithm 5 Montgomery ladder

Input P , k = (k0, ..., kl−1)
Output kP

1: Q0 ← O
2: Q1 ← P
3: for i = 0 to l − 1 do
4: Q1−ki ← Q0 +Q1

5: Qki ← 2Qki
6: return Q0

We provided a few examples of scalar multiplication algorithms that
process the scalar bits from most significant to least significant. Most
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scalar multiplication algorithms can be modified to process the bits from
least to most significant. Additionally, on top of the examples described
above, many other algorithms can be used to implement scalar multipli-
cation. Mainly, m-ary and windowed methods allow to process multiple
bits of the scalar at the same time [70]. We do not detail these methods
since they are not relevant for the remaining chapters in this manuscript.
For a survey and detailed comparison of scalar multiplication algorithms
we refer to [160].

2.2.4 Coordinate systems and point arithmetic

A scalar multiplication involves operations on the points of the curve,
additions and doublings in E(Fp), which in turn involve operations on the
coordinates of the points in Fp. Point operations depend on the kind of
coordinate system used to represent the points. In the following we detail
the most common of these representations, namely affine, homogeneous
and Jacobian coordinate systems, and detail the corresponding point
operations.

2.2.4.1 Affine coordinates

Let P1, P2 ∈ E(Fp) two points on an elliptic curve with P1 = (x1, y1)
and P2 = (x2, y2), such that y1 6= 0 and P1 6= ±P2.

− Point opposite. The opposite of a point P1 is −P1 = (x1,−y1).

− Point addition. The sum of two points P1 and P2 is a point
P3 = P1 + P2 = (x3, y3) such that:{

x3 = m2 − x1 − x2

y3 = m · (x1 − x3)− y1
with m = y2−y1

x2−x1

− Point doubling. The double of a point P1 is P1 + P1 = 2P1 =
(x4, y4) such that:{

x4 = m2 − 2x1

y4 = m · (x1 − x3)− y1
with m =

3x21+a
2y1

Point addition (resp. point doubling) in affine coordinates requires
1 inversion, 2 multiplications, 1 squaring and 6 additions (resp. 1 in-
version, 2 multiplications, 2 squarings and 8 additions). However, in-
versions in Fp are expensive in comparison to other field operations.
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For the purpose of reducing the number of inversions required to per-
form the sequence of points additions (as required to compute a scalar
multiplication), other coordinate systems can be used that we describe
below.

2.2.4.2 Homogeneous projective coordinates

The homogeneous projective Weierstraß equation of E(Fp) is:

Y 2Z = X3 + aXZ2 + bZ3

It is obtained by using the mapping from homogeneous projective coor-
dinates to affine coordinates:

(X,Y, Z) 7→ (
X

Y
,
Y

Z
) , Z 6= 0

or the inverse mapping:

(x, y) 7→ (λx, λy, λ) ∀λ ∈ F∗p

This transformation defines the equivalence relation below, and the cor-
responding equivalence class is denoted by (X : Y : Z).

(X,Y, Z) ∼ (λX, λY, λZ) , ∀λ ∈ F∗p

In the following let P1 = (X1, Y1, Z1) and P2 = (X2, Y2, Z2) such that
Z1, Z2 6= 0 and P1 6= ±P2. The homogeneous projective representation
of O is (0, λ, 0), ∀λ ∈ F∗p.

− Point opposite. The opposite of a point P1 = (X1, Y1, Z1) is
−P1 = (X1,−Y1, Z1).

− Point addition. The sum of two points P1 = (X1, Y1, Z1) and
P2 = (X2, Y2, Z2) is a point P3 = P1 +P2 = (X3, Y3, Z3) such that:


X3 = BD
Y3 = A(C −D)−B3Y1Z2

Z3 = B3Z1Z2

with

A = Y2Z1 − Y1Z2

B = X2Z1 −X1Z2

C = B2X1Z2

D = A2Z1Z2 −B3 − 2C

− Point doubling. The double of a point P1 is 2P1 = (X4, Y4, Z4)
such that:
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
X4 = EB
Y4 = A(D − E)− 2C2

Z4 = B3
with

A = 3X2
1 + aZ2

1

B = 2Y1Z1

C = BY1

D = 2CX1

E = A2 − 2D

In general, point addition (resp. point doubling) using homogeneous
coordinates requires 12 multiplications, 2 squarings and 7 additions
(resp. 7 multiplications, 5 squarings and 10 additions).

2.2.4.3 Jacobian projective coordinates

The Jacobian projective Weierstraß equation of E(Fp) is:

Y 2 = X3 + aXZ4 + bZ6

It is obtained by using the mapping from Jacobian projective coordinates
to affine coordinates:

(X,Y, Z) 7→ (
X

Z2
,
Y

Z3
) , Z 6= 0

or the inverse mapping:

(x, y) 7→ (λ2x, λ3y, λ) , ∀λ ∈ F∗p

In this case, the equivalence class (X : Y : Z) is defined by the relation:

(X,Y, Z) ∼ (λ2X,λ3Y, λZ) , ∀λ ∈ F∗p

The Jacobian projective representation of O is (λ2, λ3, 0)∀λ ∈ F∗p.

− Point opposite. The opposite of a point P1 = (X1, Y1, Z1) is
−P1 = (X1,−Y1, Z1).

− Point addition. The sum of two points P1 = (X1, Y1, Z1) and
P2 = (X2, Y2, Z2) is P3 = P1 + P2 = (X3, Y3, Z3) such that:


X3 = D2 − C3 − 2AC2

Y3 = D(AC2 −X3)−BC3

Z3 = Z1Z2C
with

A = X1Z
2
2

B = Y1Z
3
2

C = X2Z
2
1 −A

D = Y2Z
3
1 −B

When P1 and P2 have equal Z coordinates (i.e. Z1 = Z2 = Z),
then as shown by Meloni [119], the addition operation is simplified
into:
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
X3 = D2 −B − C
Y3 = D(B −X3)− Y1(C −B)
Z3 = Z(X2 −X1)

with

A = (X2 −X1)2

B = X1A
C = X2A
D = Y2 − Y1

− Point doubling. The double of a point P1 is 2P1 = (X4, Y4, Z4)
such that:

X4 = C2 − 2B
Y4 = C(B −X4)− 2A2

Z4 = 2Y1Z1

with

A = 2Y 2
1

B = 2AX1

C = 3X2
1 + aZ4

1

D = Y2 − Y1

Point addition (resp. doubling) in Jacobian coordinates requires 12
multiplications, 4 squarings and 7 additions (resp. 4 multiplications,
6 squarings and 11 additions). Overall, Jacobian coordinates provide
faster point operations, and in particular for specific cases, e.g., the
method presented by Meloni [119] for faster addition, that we detailed
above. In addition, some scalar multiplication algorithms perform more
point doubling than point addition operations, such as algorithms based
on the non-adjacent form [91] or the windowed-non-adjacent form of the
scalar [123], and hence favor Jacobian coordinates.

2.3 Side-channel attacks

A side channel is an unintended communication channel that leaks some
information from a device through a physical observable, such as power
consumption, execution time, electromagnetic radiation, or tempera-
ture. This source of leakage poses a threat if it is correlated with the
internal state of the processing device, which is itself related to secret
information.

2.3.1 Side-channel attack steps

In this Section, we describe the typical steps of a side-channel attack as
formalized in publication 4 [7].

1. Measurements and prepossessing. During the first step of
an attack, the adversary acquires observations of the side-channel
leakage. A single measurement corresponding to one execution of
the cryptographic function is called a trace. A trace is usually rep-
resented as a vector (e.g., l) of sampled values of the side channel
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indexed by time. One element of this vector is called a sample
or time sample (the sample at time index t is l[t]). Side-channel
measurements are noisy physical observations. Signal processing
techniques (e.g., amplitude demodulation) can be used to improve
the quality of the traces.

2. Leakage detection and mapping. Leakage detection refers to
any technique used to detect the presence of any secret-dependent
information in the leakage traces. Leakage mapping extends the
detection further, to pinpoint specific time samples, called Point(s)
Of Interest (POI), that correspond to data or intermediate values
that an attacker can subsequently use to mount an attack.

3. Leakage exploitation. The term leakage exploitation encom-
passes all techniques that exploit the leakage detected at the pre-
vious step to recover the secret key. We provide a taxonomy
and examples of the main leakage exploitation approaches in Sec-
tion 2.3.3, since this is the attack step we mainly study in this
thesis. Leakage exploitation typically includes three steps:

(a) Modeling (optional). With the possibility to acquire traces
on the target device (or a clone) with controlled or random
known inputs, this additional trace set can be used to model
the side-channel behavior of the device. Put differently, to
learn the relation between the processed data and the side-
channel leakage.

(b) Information extraction. In this step, the attacker uses the
previously learned model or a hypothetical model to extract
some information about the processed data.

(c) Information processing. During the last step, the attacker
combines the information extracted from different parts of
the leakage, either from a single trace or over multiple traces,
to recover the full secret key.

2.3.2 Leakage detection and mapping

In the following, we mention a few relevant examples for leakage detec-
tion and POI selection.

Test Vector Leakage Assessment. TVLA is a leakage detection
methodology proposed by Goodwill et al. [69]. It is often used in eval-
uations [129] since it focuses on ”fast” leakage detection and ignores
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”time-consuming” leakage exploitation. TVLA aims to detect differ-
ences between two sets of observations given different data. The in-
tuition behind it, is that there is data-dependent leakage if different
intermediate values can be distinguished from the means of their leak-
age distributions. The TVLA methodology is based on a random vs.
fixed Welch’s t-test [167] and we detail its statistical process in the fol-
lowing. Let A and B be two sets of side-channel observations measured
with random inputs and fixed input respectively. The first step of the
test is to compute the following statistic:

s =
E(A)− E(B)√

V(A)
nA

+ V(B)
nB

where nA and nB are the sizes of the sets A and B respectively. The null
hypothesis Hnull, that the means of the two sets are indistinguishable
(i.e. Hnull : E(A) = E(B)), is rejected at significance level α if |s| > tα

2
,df ,

with tα
2
df being the value of the Student’s t-distribution with df degrees

of freedom:

df =
(V(A)
nA

+ V(B)
nB

)2

V(A)2

n2
A(nA−1)

+ V(B)2

n2
B(nB−1)

Regarding guidelines and best practices on using and interpreting
results from leakage detection tests such as TVLA, we refer to the com-
prehensive works in [153, 168, 169].

Correlation-based leakage detection and POI selection. Dur-
vaux and Standaert describe an alternative leakage detection test based
on Pearson’s correlation coefficient (ρ), called the ρ-test [56]. In this
case, the statistic to compute is related to an intermediate variable X
and corresponding leakage observation set LX , and is the following:

s = ρ(LX , m̂(X))

where m̂ is an estimated side-channel leakage model or a hypotheti-
cal leakage function, e.g., the HW function. The next step is to apply
Fisher’s z-transformation and to normalize by 1√

nLX−3
, with nLX being

the number of observations in LX , to obtain:

sz =
1

2 ·
√
nLX − 3

· ln
(

1 + s

1− s

)
In [56] a threshold of 5 is used, but it can also be calculated based on
a chosen significance level since sz can be approximated by a sample
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distributed according to N (0, 1). Since this leakage detection test is
based on a specific intermediate X, it can also be used to pinpoint
relevant POI for exploitation.

2.3.3 Side-channel leakage exploitation

Leakage exploitation techniques can be categorized in two families: un-
profiled and profiled attacks.

Unprofiled attacks. this kind of exploitation does not require a pre-
liminary modeling phase and potentially assumes a hypothetical leakage
model. We describe in the following a few main examples of unprofiled
attacks.

1. Simple analysis. In this kind of attack, only a single trace is
needed and the secret information can be directly ”read” from
the side-channel trace. Condition branching that depends on the
secret is a source of leakage that can be exploited using simple
analysis. For instance, the Double-and-Add ECSM described in
Algorithm 3 exhibits distinguishable patterns on the side-channel
trace that depend on the bits of k (when a bit is 1 a point doubling
is always followed by a point addition).

2. Differential analysis. Differential analysis as opposed to simple
analysis, typically requires the acquisition of many traces (li)0≤i<N
for the secret key with known inputs (e.g., the AES plaintext).
Then, by making a guess k∗ on a part of the key k (e.g., an AES
key byte), it is possible to compute hypothetical values (vk

∗
i )0≤i<N

of some intermediate that depends on k and the input (e.g., the
AES Sbox output). In the following, we describe a few techniques
for differential key recovery (for conciseness we use the term key
to designate the targeted part of the full key):

(a) Differential Power Analysis (DPA). First proposed by Kocher
et al. [100], in a DPA the attacker can partition the traces
(li)0≤i<N into two sets Sk∗0 and Sk∗1 for each key candidate k∗

based on one bit of the hypothetical intermediates (vk
∗
i )0≤i<N .

For each key candidate this partitioning is different, and the
leakage model assumed here is that the side-channel behav-
ior of a bit set to 0 is different from a bit set to 1. The
next step of the attack is to compute the differences ∆k∗ =
E(Sk∗0 ) − E(Sk∗1 ). This difference or any measure used to
distinguish or score key candidates is called a distinguisher
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and its values are called scores. For instance, in this case,
the distinguisher is the difference of means. If enough traces
are used and the target implementation is unprotected, ∆k∗

exhibits peaks only for the correct key candidate k∗ = k.

(b) Correlation Power Analysis (CPA). This attack was intro-
duced by Brier, Clavier and Olivier [25] and assumes the
Hamming Weight (HW) or the Hamming Distance (HD) leak-
age model. In the following, for simplicity we consider an
example using the HW model. This time, the manipulation
of intermediates is assumed to leak a linear function of their
HW perturbed by some independent noise. To find the cor-
rect key candidate, Brier et al. use the Pearson correlation
coefficient ρ as a distinguisher. An attacker will estimate for
each key candidate k∗ the following score:

ρk
∗

=
Cov((li)0≤i<N , (h

k∗
i )0≤i<N )√

V((li)0≤i<N ) ·
√
V((hk

∗
i )0≤i<N )

(2.1)

where Cov denotes the covariance operator and (hk
∗
i )0≤i<N =

(HW(vk
∗
i ))0≤i<N . The key candidate selected is the one max-

imizing the absolute value of the correlation coefficient.

(c) Linear Regression Analysis (LRA). Schindler et al. describe
an efficient method for side-channel modeling/profiling [145]
based on a linear model. Doget et al. later extend this work
to unprofiled key recovery [51]. Specifically, linear regression
models the relation between a variable X and an observed
corresponding leakage variable L, using a linear function of
the |X| = n bits of X according to a basis b = [β0, β1, . . . , βn]
by:

l = β0 · x0 + . . .+ βn−1 · xn−1 + βn

with xi being the i-th bit of x. Given a set of m leakage
observations lk = [lk0 , l

k
1 , . . . l

k
m−1] corresponding to an inter-

mediate that depends on a part k of the secret key (e.g., the
Sbox output), an unprofiled LRA proceeds as follows. First,
the sets of hypothetical values for the considered intermedi-
ate are computed for each key candidate k∗, that we denote
by Xk∗ . Then, the vectors of coefficients bk

∗
are estimated

for each k∗ as:

bk
∗

= (XT
k∗ ·Xk∗) ·XT

k∗ · lk
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with Xk∗ a matrix whose lines are the binary representations
of the values in Xk∗ appended by one (to estimate the coef-
ficients βk

∗
n ). Then, each candidate is scored based on how

well its estimated model bk
∗

fits with the observations in lk.
To do so, the distinguisher used in [51] is the coefficient of
determination R2, which is defined as:

R2
k∗ = 1− E

(
(lk −Xk∗ · bk

∗
)2
)

V(lk)

R2 ∈ [0, 1] and 1 corresponds to the best fitting model.

(d) Mutual Information Analysis (MIA). Another example of dif-
ferential attacks are MIA introduced by Gierlichs et al. [66].
As opposed to classical differential attacks such as the original
DPA or CPA, MIA does not require a hypothetical leakage
model and uses the Mutual Information (MI) of the leakage
and the intermediate value as a distinguisher. Formally, the
key is selected as the one maximizing the value of the in-
formation theoretic measure MI((li)0≤i<N ; (vk

∗
i )0≤i<N ). We

detail in Section 2.3.5 the computation of the MI since it is
also used as a security evaluation metric.

Profiled attacks. profiled attacks are more powerful than unprofiled
attacks, since as opposed to the latter, they do not rely on a hypothetical
model, but aim to approximate the real leakage behavior of the target
as closely as possible. However, a profiled attack requires an additional
set of traces with known inputs on the same target or a clone device in
order to model the leakage. Access to such a profiling set is not always
possible.

1. Template attack. Template attacks are one of the most no-
table examples of profiled attacks and were introduced by Chari,
Rao and Rohatgi [34]. They model the side-channel leakage as a
random sample drawn from a Gaussian probability distribution.
Formally, the leakage l of an intermediate v is assumed to follow
a distribution N (µv, σ

2), where the mean µv depends on the tar-
get value v, and the noise variance σ2 can either be assumed to
be independent from v for simplicity or estimated for each value
v. When multiple POI are taken into account, the distribution
is multivariate. The profiling phase of a Template attack entails
the estimation of the mean and the variance, or covariance matrix
when considering multivariate leakages, for each possible value of
the target variable. During the attack phase, leakages are classified
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based on a maximum-likelihood criteria. Formally, the probabil-
ity of observing a leakage l if the intermediate V is equal to v is
estimated as:

Pr[l|V = v] ∝ N (l|µv, σ2) (2.2)

Template attacks can be used to exploit the direct leakage of
parts of a secret key, but also to exploit the leakage of intermedi-
ates. Since these intermediates depend on the key, using the input
knowledge their recovered information can be combined to recover
the key.

2. Linear regression attack. A variation of Template attacks are
linear-regression-based attacks. They were proposed by Schindler
et al. [145] and can be used to model leakages similarly to a Tem-
plate attack. We previously described the unprofiled version of
LRA as suggested by Doget et al. [51]. We do not detail the pro-
filed version of LRA further in this section as we provide a practical
example of a linear-regression-based profiled attack in Section 3.2.

3. Machine learning and deep learning. In the recent years, the
side-channel community gained interest in machine learning and
deep learning methods. In particular, regarding machine learning,
techniques such as self organizing maps, support vector machines
and random forests were compared against classic Template at-
tacks and were shown to improve the attack outcome [85, 107].
The application of deep neural networks for side-channel analy-
sis was originally proposed by Gilmore, Hanley and O’Neill, and
were applied to masked AES implementations [67]. Since then a
multitude of works have followed, improving the understanding of
neural networks in the field of side-channel analysis [115, 111, 31].

D&C, E&P and analytical/algebraic attacks. In addition to the
previous taxonomy, an attack can be classified into different categories
based on the strategy it follows to extract a secret key. This strategy
usually depends on the target implementation and includes the following
approaches: D&C, E&P and algebraic/analytical methods. In a D&C
attack key words are recovered independently. This is the usual modus
operandi of side-channel attacks on block ciphers such as AES. In an
E&P attack, key words are recovered recursively. This strategy is po-
tentially useful for asymmetric cryptography due to the recursive nature
of computing a modular exponentiation for RSA or a scalar multiplica-
tion for ECC.

Algebraic [137] or analytical [163] strategies are more advanced and
allow to exploit all the relations between the intermediate values and
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the key words. The main example of analytical attacks are Soft Ana-
lytical Side-Channel Attacks and were introduced by Veyrat-Charvillon,
Gérard and Standaert at Asiacrypt 2014 [163]. In this thesis, we take a
particular interest in these methods and describe them further in Sec-
tion 2.5.

Vertical, Horizontal and HO attacks. Along with the previous clas-
sifications, a side-channel attack can be furthermore labeled according
to the segments or information from the traces that it exploits. First,
vertical analysis typically designates classic side-channel attacks that ex-
ploit the same time sample or a few time samples corresponding to the
same time moment or operation across multiple side-channel traces. Two
main examples of vertical attacks are classic DPA [100] and CPA [25].
As opposed to vertical analysis, horizontal analysis, and in particular in
the asymmetric cryptography context, refers to attacks using multiple
samples per operation and exploiting multiple target operations or in-
termediates. The term multivariate is sometimes used interchangeably
with horizontal since their definitions are identical. Both terms do not
exclude the use of multiple side-channel traces. The main examples of
horizontal/multivariate attacks are the seminal Big Mac attack of Wal-
ter [166] and the more recent SASCA [163].

The last class of analysis that we mention in this taxonomy are High-
Order (HO) attacks, which are commonly used to break protected imple-
mentations that employ the masking countermeasure (which is detailed
in Section 2.4.1.1). HO attacks exploit the leakage of all shares jointly
to recover the shared secret. However, the main difference is that HO
attacks imply the estimation of a higher-order statistical moment of the
leakage distribution, e.g., when a secret variable is shared into d shares,
the information that can be recovered on it from the side-channel leakage
lies in the dth order moment of the leakage distribution. A HO attack
requires a single leakage point when the shares are handled in parallel,
and it can be considered as multivariate if the leakage of the shares is
spread across multiple time samples, e.g., when the shares are handled
sequentially.

2.3.4 Side-channel attacks on ECC

Due to the efficiency of elliptic curve based cryptosystems in comparison
to other public-key cryptosystems such as RSA, they have been widely
deployed in modern information systems and in particular on embedded
devices, and thus are subject to side-channel attacks. As previously
mentioned, the main operation in elliptic curve systems is the ECSM,
therefore it is also the primary attack target. In the following, we provide
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a brief survey of side-channel attacks on ECSM implementations.

First, SPA [99] targets insecure scalar multiplication algorithms and
exploits the fact that the sequence of operations executed depends on the
secret scalar. An example of such an algorithm is the Double-and-Add
scalar multiplication previously described in Algorithm 3. A straight-
forward countermeasure to these attacks is the use of algorithms with a
regular execution flow, such as the Montgomery ladder [93] described in
Algorithm 5.

Next, Coron has shown that a classic DPA, such as described in
Section 2.3.3, can recover the secret scalar using multiple side-channel
traces [43]. Differential attacks are not applicable to ECDSA since the
scalar nonces are never reused. In the case of ECDH, this attack can be
prevented by using blinding/randomization countermeasures [43]. This
kind of countermeasure and all following mentioned countermeasures
will be detailed in Section 2.4.

Template attacks have also been used to break ECC implementa-
tions. For instance, Medwed and Oswald use a single trace to compro-
mise an ECDSA implementation [118]. Batina et al. then proposed
Online Template Attacks (OTA) to reduce the number of necessary pro-
filing/templating traces [12]. Another example of advanced yet practical
template attack on ECC implementations is the work of Dugardin et
al. [54], which combines both horizontal and vertical leakage. Following,
Järvinen and Balasch build upon template attacks by targeting scalar
multiplications with precomputed points [90]. Attacks that only require
a single trace additionally include horizontal correlation analysis, which
was proposed by Clavier et al. [39]. Both template attacks and horizon-
tal correlation attacks rely on the knowledge of the input point and can
be thwarted by point randomization, point blinding [43], random elliptic
curve or field isomorphisms [92] or field arithmetic blinding [151, 55].

Horizontal collision attacks [14], take advantage of the observation
that for a certain scalar bit value, identical intermediate values are ma-
nipulated at different instants of the execution of the scalar multiplica-
tion. If these collisions can be detected then information can be recov-
ered on the secret scalar. The idea of horizontal collision attacks comes
from the seminal work of Walter [166] targeting sliding windows imple-
mentations [171]. Another example of collision attacks is the doubling
attack of Fouque and Valette [61]. This attack is a chosen input attack
and is based on the fact that an adversary can detect when the same
operation is performed twice. Other examples of recent collision-based
attacks include the work of Homma et al. [84] and the work of Hanley et
al. [79]. Collision-based attacks are very powerful since they sometimes
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do not require any profiling or even known inputs. These attacks can be
hindered by the shuffling countermeasure [106] (in general the shuffling
countermeasure makes all the previous attacks more challenging depend-
ing on the side-channel noise) or randomization techniques [92, 151, 55].

After a side-channel attack on an ECC implementation, in the case of
ECDH, computational power can be used to mitigate a possible lack of
information using enumeration [105]. Enumeration combines the prob-
abilistic information on different parts of the secret scalar to recover its
full value. For ECDSA, a helpful strategy is to partially attack the ran-
dom scalar nonces, recover their first few bits, and then apply lattice
cryptanalysis in order to recover the signer’s secret key, as shown by
Nguyen and Shparlinski [128].

2.3.5 Side-channel evaluation metrics

When it comes to side-channel security evaluations, it is possible to rely
on some attack metrics, for instance, to estimate the remaining computa-
tional effort required to recover a secret key after an attack. In practice,
this is captured by information theory or security metrics, that cater
to the realistic case where an adversary performs offline enumeration to
recover a full secret key.

In this subsection, we define some of these metrics based on the
work of Standaert, Malkin and Yung [154] and the work of Köpf and
Basin [102]. As previously explained, the outcome of an attack aim-
ing to recover a secret key word k is usually a vector of scores that
we denote by scoresk (the superscript k refers to the fact that we ex-
ploit traces coming from the execution of the cryptographic function
parametrized by the secret k). These scores, for each key candidate k∗,
can be probabilities, e.g., after a Template attack, or correlation coef-
ficients after a CPA. Since classic side-channel attacks usually follow a
D&C strategy and recover these scores for each word of the secret in-
dependently, the following metrics are defined for a key word k. Their
definition can be naturally extended to the full key, but their estimation
becomes more elaborate in that case. Additionally, since these metrics
are estimated experimentally, their values are averaged across multiple
experiments/attacks for many possibly random keys and multiple sets
of corresponding side-channel leakages, to provide a precise estimation.
In the following, E denotes the expected value or mean operator over
these experiments/attacks.
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2.3.5.1 Guessing entropy

The Guessing Entropy (GE) is calculated as the average Rank of the
correct key k, where the Rank is defined as the position of k in the sorted
vector of scores, with the position count starting at 1. Concretely, the
GE measures the average number of candidates to test after an attack
to recover the correct key. It is defined as:

GE = E[Rank(k, scoresk)] (2.3)

2.3.5.2 Success rate

The Success Rate (SR) of order o (starting at 1) is the probability that
the correct key is ranked among the first o candidates in the sorted
vector of scores. We define the SR of order 1, as it is the most relevant
to the rest of this thesis and simply denote it as SR. It is given by:

SR = Pr[Rank(k, scoresk) = 1] (2.4)

2.3.5.3 Mutual information

The mutual information is an Information Theoretic (IT) metric and
as opposed to the other metrics it requires the scores to be probabili-
ties. For instance, the probabilities provided by a profiled attack (e.g.,
a Template attack) correspond to the term Pr[l|v] in the equation below
that defines the MI. Pr[l|v] is the probability of observing a leakage l
when the manipulated value is v. The MI measures the information in
bits recovered on the target variable from the side-channel leakage and
is estimated by sampling using nv sampled leakages for each value v
according to:

MI(V ;L) = H(V )−
∑
v

Pr[v] · 1

nv

∑
l

log2 Pr[v|l] (2.5)

The previous definition assumes either a perfect modeling with the
ability to estimate accurately the true leakage distribution, or a simu-
lated case where the leakage distribution is known. However, in practical
cases the true leakage distribution is in fact unknown and the estimation
of the true MI is not possible. Based on this observation, Renauld et
al. [138] introduce the Perceived Information metric (PI) that captures
the information conveyed by the leakage assuming the approximated
leakage distribution that we denote by P̃r[v|l]:

PI(V ;L) = H(V )−
∑
v

Pr[v] · 1

nv

∑
l

log2 P̃r[v|l] (2.6)
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2.4 Side-channel attack countermeasures

In the following, we describe the most common countermeasures against
side-channel attacks to protect symmetric and asymmetric cryptogra-
phy implementations. In particular, we introduce the two most popular
approaches to protect block ciphers such as AES, i.e. masking and shuf-
fling. Then, we explain popular countermeasures for ECSM executions,
which mainly consist in some kind of randomization of the inputs or
intermediate values.

2.4.1 Block ciphers

2.4.1.1 Masking

The masking countermeasure proposed by Ishai, Sahai and Wagner [88]
aims at randomizing the processed data such that the sensitive data
is never explicitly processed by the circuit. It works by decomposing
all intermediate variables into d secret shares. This secret-sharing-based
countermeasure was first introduced by Chari et al., Goubin and Patarin,
and Messerges [33, 71, 120]. Particularly, Chari et al. showed that for
sufficient side-channel noise, the security of the implementation, i.e. the
number of observations required to recover the secret, grows exponen-
tially with the security order d.

One prevalent scheme is Boolean masking. Concretely, a (d − 1)-th
order secure Boolean masking scheme splits a sensitive value x into d
shares (x0, x1, . . . , xd−1), where the (d−1) first shares are randomly gen-
erated and the d-th share is computed such that x = x0⊕x1⊕· · ·⊕xd−1.
This implies that with strictly less than d shares, the adversary does not
obtain any information on x. The cost of applying Boolean masking
to linear operations is linear in d, whereas for non-linear operations the
cost is quadratic in d.

2.4.1.2 Shuffling

The shuffling countermeasure, originally proposed by Herbst, Oswald
and Mangard [83], consists in randomizing the time location of the pro-
cessing of sensitive intermediate values. In practice, at each execution
of the cipher, a random permutation of size π is generated and the order
of identical operations or blocks of operations is based on the generated
permutation. Broadly speaking, shuffling scatters the useful information
over π distinct time samples across all traces.

The security impact of this countermeasure is linear in the number of
shuffled operations π and the attacker’s ability to distinguish the target
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operation among the permuted set [38, 83]. Regarding the cost of this
countermeasure, first, the overhead of shuffling operations is generally
assumed to be linear but highly depends on the device [164]. Second,
shuffling requires the generation of a permutation over π elements. In
this respect, Veyrat-Charvillon et al. [164] suggest to use a biased version
of the Knuth (or Fisher–Yates) shuffle algorithm [97] that requires π ·
log2(π) random bits to generate a permutation of size π.

2.4.2 Elliptic curve cryptography

2.4.2.1 Scalar blinding

This countermeasure consists in hiding the secret scalar by adding a
random multiple of the elliptic curve order at each new execution of the
ECSM. The secret scalar k is randomized as k′ = k+ r ·ord(E(Fp)) with
r a random scalar of a chosen size. The calculation of the ECSM with k′

as input leads to the expected result since k′ ·P = (k+r·ord(E(Fp)))·P =
k · P + r · ord(E(Fp)) · P = k · P + r ·O = k · P . The overhead of scalar
blinding is approximately p

|r| of the ECSM’s cost. Another variant of
scalar blinding, is called euclidean blinding or scalar splitting and was
introduced by Ciet and Joye [36]. It consists in writing a = bk/rc
and b = k%r for a random r, then the scalar multiplication becomes
k · P = r · (a · P ) + b · P .

This countermeasure comes however with a cautionary note relating
to the requirements on the size of the blinding parameter r. Schindler
et al. have shown in many articles including [144, 146, 147] that scalar
blinding is not as resistant as expected. In particular, the attacks they
present are able to recover the secret by observing many of its random-
izations when the size of r is not large enough. This is particularly the
case for pseudo-Mersenne primes used by the NIST ECC standards [130].

2.4.2.2 Point randomization

As presented by Coron [43], using a projective coordinate system, the
input point to the ECSM can be randomized such that its representation
is unknown to an attacker. To randomize a point P = (x, y) ∈ E(Fp),
a scalar λ ∈ F∗p is generated randomly and the point is represented in
homogeneous projective coordinates as (λ · x, λ · y, λ) (hence requiring
2 field multiplications), or in jacobian projective coordinates as (λ2 ·
x, λ3 · y, λ) (requiring 3 multiplications and 1 squaring). We analyze
both the theoretical and the practical security of this countermeasure in
Chapter 4.
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2.4.2.3 Point blinding

Point blinding is another countermeasure also proposed by Coron [43],
which hides the input point from an attacker such that differential at-
tacks or any attack that relies on the knowledge of the input point is
hindered. It consists in masking the input point with a randomly se-
lected point. Concretely, first a random point R ∈ E(Fp) is generated for
which S = k ·R is known. Then, the ECSM computes k ·(P +R) instead
of k · P . At the end, S is subtracted from the output of the ECSM to
yield the expected result since k ·(P+R)−S = k ·P+k ·R−k ·R = k ·P .

This countermeasure is only efficient in the case of ECDH when
the secret key is reused for multiple ECSMs, and the pair (R, S) is
efficiently refreshed by generating a random bit b and replacing R and
S by (−1)b · 2 ·R and (−1)b · 2 · S (or more generally α ·R and α · S for
a small α). The overhead of this countermeasure involves the cost of 2
point additions to add R before the ECSM and subtract S after, and
the cost of 2 point doublings to refresh R and S.

2.4.2.4 Random curve/field isomorphism

The main example of this kind of countermeasure consists in using a ran-
dom curve isomorphism at each ECSM execution. This countermeasure
was proposed by Joye and Tymen [92]. An elliptic curve isomorphism is
defined as:

Curve isomorphism. Let E1(Fp) : y2 = x3 +a1x+b1 and E2(Fp) : y2 =
x3 + a2x + b2 be two elliptic curves over Fp. E1 and E2 are isomorphic
if ∃v ∈ F∗p such that a1 = v4a2 and b1 = v6b2. And the corresponding
isomorphism is:

E1(Fp)→ E2(Fp)

(x, y) 7→ (v2x, v3y)

This countermeasure then consists in generating a random v ∈ F∗p,
then translating E(Fp) into the corresponding isomorphic curve and
its cost is similar to the one of projective coordinate randomization.
Joye and Tymen also suggest to follow the same approach to randomize
the underlying field of the elliptic curve and in particular on extension
fields [92].

2.4.2.5 Field arithmetic blinding

This countermeasure is based on a redundant representation of the field
elements and was proposed by Smart, Oswald and Page [151], and later
developed in [55]. This approach allows to hide intermediate values
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using random multiples of p. This representation can be refreshed but
intermediate values are not fully reduced modulo p but instead modulo
c · p with c coprime to p. In general, the overhead depends on |c|, since
all multi-precision operations are no longer performed on |p| bits but
instead on |c|+ |p| bits.

2.5 Soft analytical side-channel attacks

We have previously pointed out in Section 2.3 that attacks can follow dif-
ferent strategies to exploit side-channel information, ranging from simple
approaches such as D&C or E&P strategies, to more complex algebraic
or analytical strategies. In this thesis, we are particularly interested in
the latter more advanced methods on account of their worst-case po-
tential. The main example of such advanced methods that are best
suited for side-channel analysis are Soft-Analytical Side-Channel At-
tacks. These attacks were introduced by Veyrat-Charvillon, Gérard and
Standaert [163] as a new approach that combines the noise tolerance
of classic differential attacks with the optimal data complexity of alge-
braic attacks [137]. SASCA exploit a larger number of intermediates
in comparison to standard attacks and work in three steps. First, they
build a large graphical model, called a factor graph, containing the inter-
mediate variables linked by constraints corresponding to the operations
executed during the target algorithm. This is analogous to a cipher’s
system of equations that algebraic attacks aim to solve. Then, they
extract the distributions of the intermediate values from the leakage
traces. Finally, they propagate the side-channel information throughout
the factor graph using the Belief Propagation (BP) algorithm [132], to
find the marginal distribution of the secret key, given the distributions
of all intermediate variables.

In the following, we define factor graphs and provide examples on
how to construct them. Then, we describe the BP algorithm.

2.5.1 Factor graph

Formally, a factor graph represents the factorization of a function. It
is bipartite and contains two kinds of nodes: variable and factor nodes.
In the context of side-channel attacks, this function is the probability
distribution of the secret key conditioned by the leakage of the inter-
mediate values of the cipher. The variable nodes in the graph are the
intermediates of the cipher. The factor nodes are the functions of which
the target key distribution is a product of. A factor is connected by an
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edge to all the variables it depends on. When depicting a factor graph,
variable nodes are represented by circles and factor nodes by squares or
rectangles.

How a factor graph is built and how the factors are defined are better
understood through examples. We consider a simple key byte addition
(XOR) and SubBytes operation given by z = S(x⊕k) (e.g., as performed
in the AES). The corresponding factor graph is given in Figure 2.3. The
factors f⊕ and fS encode the correctness of the variable values given
a defined relation or equation. In this case, x ⊕ k = y and S(y) = z,
respectively. In general, any factor f that depends on a set of variables
returns 1 if and only if the values given to the set of variables verifies
the relations encoded by f . For instance, f⊕ and fS are defined as:

f⊕(x, k, y) =

{
1 if x⊕ k = y,
0 otherwise.

fS(y, z) =

{
1 if S(y) = z,
0 otherwise.

fSf⊕

k

zyx

Figure 2.3: XOR and SubBytes factor graph example.

The side-channel information is injected in the graph by connecting
every leaking variable to a corresponding leakage factor. This leakage
factor is a leaf node and returns a probability vector on the variable
given its side-channel leakage.

2.5.2 Belief propagation

The belief propagation algorithm is a message-passing algorithm for in-
ference on graphical models such as factor graphs. It is also known as
the sum-product algorithm. The belief propagation algorithm allows to
efficiently compute the exact marginal distribution of a variable in the
graph if it is tree-like. We follow the description of the BP algorithm
given by MacKay [110].

We denote by x the set of N variables in the graph {xn}Nn=1. The
mth factor is denoted by fm and the set of variables it depends on by
xm. The set of variables xm excluding variable xn is denoted xm|n. We
refer by N (m) to the set of indices of xm, and by N (m)|n to the set
N (m) excluding index n. We also denote the set of factor indices in
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which a variable xn is involved byM(n), and the set of factors in which
a variable xn is involved excluding fm by M(n)|m. The belief propa-
gation algorithm works by passing two different types of messages on
the edges of the graph for every pair of variable and factor (xn, fm) if
related. This is verified if xn ∈ xm and m ∈M(n):

From xn to fm: qn→m(xn) =
∏

m′∈M(n)|m
rm′→n(xn).

From fm to xn: rm→n(xn) =
∑

xm|n

(
fm(xm)

∏
n′∈N (m)|n

qn′→m(x′n)
)
.

At first, all messages from variables to factors are initialized to the
variables’ a priori probabilities. These probabilities can either be passed
from the leakage factors or set to one assuming uniformity. Messages
from factors to variables are also initialized to one. Then, a node sends
a message to a neighbor based on all the messages received from its
other neighbors and following the previously described belief propaga-
tion rules. One iteration of the BP algorithm is reached once all these
messages have been sent. The message passing repeats until a conver-
gence condition is reached, for instance, a maximum number of iterations
or a threshold for a statistical distance from the previous to the current
iteration. If the graph is tree-like and does not contain any cycles, the
number of steps required to get all messages to converge is equal to the
longest path in the graph (the diameter). Once convergence occurs, the
marginal distribution of a variable xn can be recovered by multiplying
together all its incoming messages:

∏
m∈M(n)

rm→n(xn).

The BP algorithm returns the exact marginals of the variables when
the graph is a tree [132]. When the graph contains cycles, the BP
algorithm can still be applied by initializing the messages and iterating
the message-passing multiple times until the convergence condition is
fulfilled. This method is called loopy belief propagation and usually
provides a good approximation of the marginals.

The complexity of running the BP algorithm on a factor graph de-
pends on the number of iterations required for convergence (which relates
to the size of the graph), the size of the variables, and the number of
variables connected to the factors. We refer to the number of variables
on which a factor f depends by degree and denote it by deg(f). The
running time of the BP algorithm is dominated by the factor to variable
message passing. The straightforward computation of a message from
a factor f to any of its related variables requires (2vs)def(f) operations,
with vs the variables’ size.
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2.5.3 Local random probing model

Based on the high time complexity of BP-based attacks, Guo et al. have
proposed a short-cut [78]. It is a new model to reason about the security
of cryptographic implementations against worst-case attacks and was
named the Local Random Probing Model (LPRM) since it utilizes the
Random Probing Model (RPM) [52]. Concretely, the LRPM gives an
upper bound on the information that can be obtained by decoding the
factor graph using BP without running the BP algorithm.

To model the side-channel security of an implementation in the
LRPM, the first step is to construct its factor graph, as done when
performing a BP-based attack. Then, instead of injecting in the graph
knowledge about the intermediates through a probability distribution
extracted from the leakage, only the amount of information (MI) on the
intermediates is modeled with the RPM. Then, instead of propagating
probability distributions, local information propagation rules are used
to spread the MI values through the graph. The output MI on an edge
is estimated based on the input MI values on the other connected edges.
These values are normalized by the variable size such that the informa-
tion is at least 0 and at most 1. The rules used to calculate the MI
passed along the edges of the graph are detailed in Figure 2.4. In a nut-
shell, information at factor nodes is multiplied, and at variable nodes
it is summed. The first rule is a variation of the piling-up lemma as
used in the RPM to model masking security. The last rule is a good
approximation when the involved variables’ distributions are not too
correlated, based on the Independent Operations’ Leakages assumption
(IOL) introduced by Grosso and Standaert [77]. This bound can also be
illustrated by the following example: for three random variablesX,Y and
Z, we have that MI(X;Y, Z) ≤ MI(X;Y ) +MI(X;Z) and the equality is
achieved if Y and Z are independent.

xb

xa xcf

MIf→xc = MIxa→f · MIxb→f

xfi

fj

fk

MIx→fk = MIfi→x + MIfj→x

Figure 2.4: LRPM information propagation rules.
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Shortcut Formulas for Horizontal
Attacks on ECC

In this chapter, we are interested in horizontal attacks following an E&P
strategy against ECC implementations. In particular, Poussier, Zhou
and Standaert, presented a systematic approach to perform such hor-
izontal attacks against the Montgomery ladder ECSM [134]. This ap-
proach extracts a significant amount of information from a leakage trace
by targeting multiple intermediate values. Due to its horizontal and
nearly worst-case qualities, this attack is a relevant candidate for side-
channel security evaluations. However, a drawback of highly horizontal
attacks is that they usually rely on some knowledge of the implemen-
tation and most importantly on the modeling and exploitation of many
leakage samples.

The work presented in this chapter is motivated by the last observa-
tion and additionally inspired by shortcut evaluation strategies consid-
ered for implementation security in symmetric cryptography. Shortcut
formulas are defined as techniques to efficiently predict the outcome
of side-channel attacks and were proposed, extended and investigated
in various papers [139, 59, 48, 109, 58, 77]. Still, such techniques were
never applied before for the side-channel analysis of asymmetric cryptog-
raphy implementations. In the context of nearly worst-case horizontal
attacks, we derive efficient shortcut formulas to estimate their success
rate against ECSM implementations. This estimation is a function of
the number of considered samples and the noise level, and similarly to
related works on symmetric cryptography relies on a set of leakage as-
sumptions.

The rest of this chapter is organized as follows. First, Section 3.1
describes the target ECC implementation example we study in this chap-
ter. Then, Section 3.2 introduces the systematic Horizontal Differential



36 Chapter 3. Shortcut Formulas for Horizontal Attacks on ECC

Power Analysis (HDPA) of Poussier et al. [134]. Next, Section 3.3 ex-
plains the rationale behind our approach and the goal of our research.
Section 3.4 details the efficient derivation of the success rate and de-
scribes its underlying assumptions on the leakage, which are later dis-
cussed and validated. Finally, Section 3.5 reports results from simulated
experiments and Section 3.6 provides experimental confirmation that the
proposed tools lead to good predictions of the attacks’ success on a real
case study.

3.1 ECC implementation case-study

In the following sections, we examine the same reference ECSM analyzed
in [134], which operates on the NIST P-256 curve defined over a prime
field Fp with p = 2256−2224 +2192 +296−1 [130]. The target considered
is a 32-bit device and the ECSM is implemented using a regular Mont-
gomery ladder as described in Algorithm 6. This ECSM processes the
l = 256 bits of k iteratively from most to least significant and updates
the internal state of the algorithm (Q0 and Q1) accordingly using point
additions and doublings. Hence, at bit index i of k, the internal state
depends on bits {0, . . . , i} of k.

Algorithm 6 Montgomery ladder

Input P , k = (k0, ..., kl−1)
Output kP

1: Q0 ← O
2: Q1 ← P
3: for i = 0 to l − 1 do
4: Q1−ki ← Q1−ki +Qki
5: Qki ← 2Qki
6: return Q0

The general architecture of ECSM algorithms is layered as illustrated
on Figure 3.1. The first layer relates to the point operations, namely
addition and doubling on lines 4 and 5 in Algorithm 6. In our partic-
ular case-study, the points are represented using Jacobian coordinates
and the corresponding point addition and doubling are described in Al-
gorithms 7 and 8 respectively. In the point doubling algorithm, the
multiplication by a = −3 is done using field subtractions, to save on one
costly field multiplication. Regarding the second layer, point operations
involve manipulating their coordinates, which belong to Fp, using mod-
ular multiplications, additions and subtractions. These field operations
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are in turn decomposed into 32-bit register operations that the device
can carry out in one or a few clock cycles and correspond to the last
layer of the ECSM architecture.

k0

E(Fp) addition E(Fp) doubling

Fp operation Fp operation Fp operation ...

r0 r1 r2 r3 r4 ...

Figure 3.1: Layered view of a regular scalar multiplication (inspired
by [134]).

Algorithm 7 Point addition using Jacobian coordinates

Input P = (X1, Y1, Z1) , Q = (X2, Y2, Z2)
Output P +Q = (X3, Y3, Z3)

A← Z2
1 , B ← Z2

2 , C ← X1B , D ← X2A , E ← C−D , F ← Y1BZ2

G← Y2AZ1 , H ← F −G , I ← E2 , J ← IE , K ← CI
X3 ← H2 + J − 2K
Y3 = H(K −X3)− FJ
Z3 = Z1Z2E
return (X3, Y3, Z3)

Algorithm 8 Point doubling using Jacobian coordinates

Input P = (X1, Y1, Z1)
Output P + P = (X2, Y2, Z2)

A← X2
1 , B ← Y 2

1 , C ← Z2
1 , D ← 3A+ aC2 , E ← B2 , F ← 4X1B

X2 ← D2 − 2F
Y2 ← D(F −X2)− 8E
Z2 = 2Y1Z1

return (X2, Y2, Z2)

While the leakage of any and all field operations can be exploited
by a side-channel attacker, the work of Poussier et al. focuses on field
multiplications. In this respect, they implement field multiplication with
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independent schoolbook Long Integer Multiplication (LIM) and modular
reduction by the NIST P-256 prime. In particular, they target some of
the intermediate results of single precision multiplications in the LIM.
We provide in Figure 3.2 a simple example of a multiplication of two 64-
bit inputs a and b using a 32-bit multiplier and ignoring single precision
additions for simplicity. Concretely, a (resp. b) is decomposed into
two 32-bit parts a0 and a1 (resp. b0 and b1) that can be stored in
registers such that a = a0|a1 (resp. b = b0|b1), where | denotes the
concatenation. Computing a × b using a schoolbook method requires
to compute all the cross products of 32-bit words using single precision
multiplication available on the device. In this case, we first compute
a0 × b0, a0 × b1, a1 × b0 and a1 × b1. However, each multiplication result
of two 32-bit operands does not always fit on 32 bits, hence it is stored
in two registers, one containing the 32 least significant bits, denoted as
low in Figure 3.2, and one containing the 32 most significant remaining
bits, denoted as high.

a0

a1

b0 b1

(low(a0 × b0); high(a0 × b0))

(low(a0 × b1); high(a0 × b1))

(low(a1 × b0); high(a1 × b0))

(low(a1 × b1); high(a1 × b1))×

×

×

×

Figure 3.2: Simplified view of a long integer multiplication.

3.2 Horizontal differential analysis on ECSM

In this section, we describe the HDPA of Poussier et al. which exploits
the leakage of the high parts of all single precision multiplication results,
shown on Figure 3.2. As previously described, the internal state of the
ECSM algorithm depends on the bits of k. After the first iteration, the
values of Q0 and Q1 only depend on k0. Based on this information, the
attack divides the ECSM execution into a sequence of predictable values
with two hypothesis based on the value of k0. The values targeted are the
high parts of all single precision multiplication results involved in field
multiplications. The point addition and doubling operations require 25
field multiplications in total. Each field multiplication computes 8×8 =
64 cross products since 256-bit operands are stored in 8 32-bit words.
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Note that while the point addition at line 4 of Algorithm 6 is always
performed on the same operands Q0 and Q1, the operands’ order also
provides exploitable leakage since it affects the order in which the cross
products are computed. This leads to N = 25 × 64 = 1600 target
registers. We detail below the tools used by Poussier et al. for each step
of the attack following the measurement of the side-channel traces.

− Leakage detection and mapping. The points of interest cor-
responding to the target registers are identified using classic tech-
niques such as the correlation-based test [56] assuming a simple
HW model.

− Leakage modeling. Once the time locations of all targets are
found, they can be modeled using classic Gaussian templates [34].
However, the number N of targeted intermediates requires the
estimation of a large covariance matrix of dimension N ×N . For
efficiency, the attack assumes the Independence of the Operations’
Leakages (IOL) [77], which is a commonly used assumptions in
the side-channel analysis of block ciphers. For our specific case-
study, it was noted by Poussier et al. that fully characterizing the
leakages’ covariance matrix did not improve the attack’s result.
Additionally, modeling the leakage of 32-bit variables assuming an
identity leakage model is too measurement intensive. As a solution
Poussier et al. suggest to use a linear-regression-based approach
using as a basis the 32 bits of the register values [145]. Concretely,
this approach assumes that the deterministic part of the leakage
of a register is a linear combination of its bits and that the noise
is distributed according to a Gaussian distribution. In [134], the
same profiling technique is used to model the individual leakages of
all N registers. First, to find the basis b, we require a vector l of n
profiling samples of the leakage of the register r. Then, we compute
the matrix A ∈ Fn×33

2 , where the i-th line in A corresponds to the
binary representation of the i-th sample value of r with its leakage
being the i-th element of l. All the binary representations in A are
appended by 1. The linear basis vector b and the noise variance
σ2 are computed according to:

b = (AT ·A)−1 ·AT · l (3.1)

σ2 = (l′ −A · b)T · (l′ −A · b) (3.2)

with AT the transpose of A and l′ 6= l another set of leakage
samples for the values in A (or another corresponding matrix to
l′).
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− Information extraction. The conditional probability of a leak-
age lj knowing the value of its corresponding register rj is evalu-
ated as:

Pr[lj |rj ] = N
(
lj

∣∣∣∣ 31∑
i=0

rj,i · b[i] + b[32], σ2

)
(3.3)

where rj,i is the i-th bit of register rj in the same order as A.

− Information processing. Knowing the input point P , the bit
value of k0 is chosen as the one maximizing the product of the
probabilities of the register leakages according to the following
equation:

Pr[k0|(lj)0≤j<N , P ] =

N−1∏
j=0

Pr[lj | (rj |k0, P )] (3.4)

Attacks exploiting the leakage of multiple intermediates against
ECSM implementations are naturally performed by using an E&P
strategy and recover the scalar bits in a recursive manner [14, 39].
To recover the bit at index i, the intermediate values are not only
predicted based on the value of the bit at index i but also on the
previously recovered bits and the same previous attack steps are
repeated.

3.3 Problem statement and challenges

One recurrent problem of side-channel security evaluations is the large
amount of different state-of-the-art attacks [165] which makes it pro-
hibitive to try all of them: ECC implementations are no exception to
this issue [30]. In this context, the HDPA described previously is an
interesting one to investigate, since it belongs to a powerful type of at-
tacks against ECC implementations. However, it comes at the cost of a
complicated instantiation. First, it requires knowledge of the implemen-
tation under attack and the profiling of many operations of the ECSM,
which is computationally intensive. In the following, we describe how
this generic framework can be used for systematizing security evaluations
and reducing their cost, by providing shortcut formulas to estimate the
success rate of HDPA without performing it.

For this purpose, we draw our inspiration from the associated lit-
erature on symmetric cryptography. Indeed, shortcut formulas for suc-
cess rate estimation in the case of block ciphers are already a deeply
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investigated topic. In the simpler case of unprotected (more precisely,
unmasked) implementations, efficient approximations of the success rate
can typically rely on easy-to-compute metrics such as the Signal-to-Noise
Ratio (SNR) [139, 59]. By contrast, for masked implementations, addi-
tional assumptions and/or metrics (e.g., the mutual information) are
needed [109, 48, 53]. Since considering unprotected ECC implementa-
tions, we will next be in the former case and additionally exploit some
of the ideas used in [77] for the analysis of multivariate/horizontal at-
tacks. Precisely, we will adapt the SNR metric to the context of ECSM
implementations and exploit it for the estimation of the success rate as a
function of the number of targeted register leakages and the noise level.

3.3.1 Signal-to-noise ratio definitions

In general, the SNR of a device depends on the size of the register or
bus (which defines the maximum signal), the adversary’s guessing power
(which defines the part that generates exploitable signal and the part
that generates algorithmic noise) and the physical noise. It is defined as
the variance of the (exploitable) signal divided by the noise variance. In
this work, we consider a 32-bit device and therefore assume that all the
bits of the bus can be predicted (so no algorithmic noise). In the context
of a standard DPA where the full bus is targeted [113], this would lead
to an SNR32 defined for a register indexed j as:

SNR32j =

V
rj∈F232

δj(rj)

σ2
(3.5)

where δj is the deterministic (noise-free) part of the leakage function
for a register rj , V the variance operator and σ2 the noise variance.
Further assuming a HW leakage function for illustration, this leads to
SNR32 = 8

σ2 (with 8=32
4 the variance of a random 32-bit Hamming

weight).
When considering a 32-bit implementation of the Montgomery ladder

ECSM, the situation slightly differs from this standard DPA context. In-
deed, in this case the register content typically depends on a single key
bit (rather than 32 ones in the standard DPA case). Therefore, each
target register can only take two values instead of every value of F232 .
A vertical DPA against an ECSM therefore boils down to distinguish-
ing the leakage of two 32-bit values, whereas a HDPA tries to exploit
multiple registers. Concretely, this means that certain registers lead to
easier-to-distinguish leakages. Yet, in order to improve the efficiency of
the security evaluations, we will also use an average metric to estimate
the success rate (and track the distance between this estimate and the
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success rate of concrete attacks). For this purpose, a first natural idea
would be to consider a modified SNR2j that captures the difference be-
tween the (noise-free) leakages of a register rj for two scalar bit values
and random elliptic curve points, which we define as:

SNR2j =

E
P∈E(Fp)

(δj(rj |ki = 0, P )− δj(rj |ki = 1, P ))2

σ2
(3.6)

Note that in order to predict the value of rj during the processing
of the ith scalar bit, knowledge of the previous bits (index 0 to i − 1)
is required along with the input point P . This knowledge is equivalent
to knowing the internal state of the ECSM, comprising of the points Q0

and Q1, after iteration i − 1. For conciseness, in Equation 3.6 and in
the following sections, we denote the variable (rj |k0, . . . , ki−1, ki, P ) by
(rj |ki, P ).

3.3.2 Preliminary observations and caveats

HDPA aims at exploiting the leakages of a large number of leaking reg-
isters for a single key bit. In the symmetric case, this can be viewed as
targeting several leakage samples for a single key byte (e.g., both the
input and the output of an Sbox). As a result, in this case we have
that δi = δj trivially implies SNR32i = SNR32j . This basically means
that under the assumption δi = δj , the estimation of the SNR32 is only
required for a single register. Grosso and Standaert use this same as-
sumption (of similar leakage functions for all their target intermediate
computations) to speed up the computation of a multivariate mutual
information to a univariate one [77].

Following this approach, a tempting strategy for ECSM evaluation
would thus be to also assume that the leakage functions are similar for all
the registers, leading to a constant SNR2. To evaluate the soundness of
this approach, Figure 3.3 shows the SNR2j for each register rj for 0 ≤ j <
1600, corresponding to the high 32-bit words of multiplication results as
described in Section 3.2. The SNR2 is evaluated for a HW leakage model,
so exactly fulfilling the assumption of identical leakage functions, and
averaged over 10,000 randomly sampled elliptic curve points. We observe
that SNR2j is not constant even when the leakage function is the same
for all registers. These differences can be explained by the algebraic
relations between the values computed when the scalar bit equals 0 and
the values when this bit equals 1. For example, the regions of high
SNR2 on Figure 3.3 observed in the register index intervals [512,576] and
[704,768] respectively correspond to the 9th and 12th field multiplication
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in the point addition described by Algorithm 7. For a bit value, it
computes E2 and H2 or (−E)2 and (−H)2 when the bit is flipped.
This leads to bigger differences in the side-channel leakage, as the bits
of the opposite of a field element modulus the NIST P-256 prime are
almost all flipped. The peaks of zero SNR2 in register index interval
[896,960] correspond to the 15th field multiplication in the point addition
algorithm as well. It performs the operation Z1Z2 or Z2Z1 when the bit
is flipped. Since the same elements are multiplied in both cases, 8 equal
cross products appear during the computation of the LIM, thus leading
to no information (SNR2 = 0).

Figure 3.3: SNR2 of 1600 registers of field multiplications in the Mont-
gomery ladder defined in Algorithm 6.

These observations imply that, as opposed to the symmetric case, a
single register cannot be used to evaluate the security of ECSM imple-
mentations with respect to vertical DPA, even if the leakage function is
the same for all the registers. This variation of the SNR2 highlights the
fact that when performing these attacks, some leakage points are more
interesting than others. So strictly speaking, such a simple evaluation
is not possible for HDPA either.

3.3.3 The single trace attack scenario

Besides the previous caveat, another difficulty arises from the contradic-
tion between HDPA that are essentially designed to succeed in a single-
trace attack context (e.g., against a randomized key or an unknown
scalar nonce) and the SNR2 metric which corresponds to an average
amount of information collected over multiple points (and is therefore
more in line with a vertical DPA).

In order to deal with this issue, we therefore start by defining the
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register-specific amount of information that corresponds to the distance
between a register value when the scalar bit equals 0 and its value when
the scalar bit equals 1, for a fixed elliptic curve point. For register rj
and a point P , we denote this distance by dj(P ), whose definition is
given by Equation 3.7:

dj(P ) = (δj(rj |ki = 0, P )− δj(rj |ki = 1, P ))2 (3.7)

Perfectly characterizing the security of an ECSM against HDPA nat-
urally requires characterizing all the distances dj(P ). Yet, and interest-
ingly, we will next show that the two challenges described in this section
(i.e., the fact that the SNR2 metric is register-dependent and that HDPA
is primarily designed for single-trace attacks) can be mitigated concur-
rently. For this purpose, the main observation is that in view of the
number of registers in ECSM implementations, it seems reasonable that
the success of an attack targeting all the registers at once actually gets
close to the average one. We next formalize this idea and describe the
additional assumptions it requires.

3.4 Efficient success rate approximation

In this section, we show how to derive an approximation of the success
rate with respect to the HDPA framework for one scalar bit recovery.
Since we consider two equally likely Gaussian hypotheses, the SR when
targeting a single register rj for a given point P is computed as in [34]
and given by Equation 3.8:

SR = Φ

(√
(δj(rj |ki = 0, P )− δj(rj |ki = 1, P ))2

2σ

)
(3.8)

Next, we leverage the IOL assumption, which is used in the attack
to improve its efficiency, and recall that it is a conservative one since
deviations can only reduce the attack’s effectiveness. It allows us to
easily extend the previous formula to the case where an attacker would
exploit N registers at once. Interestingly, it also re-enforces the anal-
ogy between vertical and horizontal DPA. Indeed, the IOL assumption
divides the side-channel trace into N univariate samples, which roughly
corresponds to a vertical DPA using N traces. As a result, similarly to
the vertical DPA case [48], the SR of the horizontal DPA exploiting N
samples, denoted by SRN , is given by Equation 3.10:
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SRN = Φ

(√N · E
j

(δj(rj |ki = 0, P )− δj(rj |ki = 1, P ))2

2σ

)
(3.9)

= Φ

(√N · E
j
dj(P )

2σ

)
(3.10)

As shown by Figure 3.3, the vertical signal SNR2 is not constant
across all registers as opposed to the symmetric case. This is also true for
the horizontal signal dj(P ), which will inevitably vary depending on the
point and the targeted register. As a result, a strict approximation of the
SRN using Equation 3.10 would require to compute dj(P ) for every single
register. This requires a first step of leakage characterization [34, 145].
This step is quite intensive and the most time and data consuming in
HDPA. Using Equation 3.10, the SR approximation is just as complex
and tedious as performing the attack. This observation shows the need
of additional assumptions in order to simplify the security evaluation.

3.4.1 Additional assumptions

Identical Leakage Functions assumption (ILF). We first assume
that the leakage function is identical across all the target registers: δi =
δj = δ, for i, j ∈ [0, N − 1] since all resulting from the same assembly
operation. Note that this is a common assumption that is also used in
the security evaluation of masked implementations of block ciphers [77],
side-channel reverse engineering [57] and the design of advanced side-
channel leakage emulators [117].

Asymptotic Uniformity assumption (AU). We define the notion
of ideal distance did as the squared difference between the noise-free
leakages of two uniformly distributed values V1, V2 ∼ U(F2|r|). More
formally, given a leakage function δ, the ideal distance is given by Equa-
tion 3.11:

did = E
v1,v2

(δ(v1)− δ(v2))2. (3.11)

Naturally, did can be seen as the vertical information provided by
a register whose values are uniformly distributed when the input point
varies. Our main assumption, the AU, states that the mean of the
distances dj(P ) over a large number of registers tends towards did, as
given by Equation 3.12. Informally, it means that the average horizontal
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information dj(P ) for a fixed point P of a big enough number of registers
is equal to the vertical information of a single uniformly distributed
register:

N−1
E
j=0

dj(P ) −−−−−−→
N→+∞

did. (3.12)

3.4.2 Success rate shortcut formula

Using the two assumptions introduced in the previous subsection, we
can efficiently estimate the SR of HDPA against an ECSM implemen-
tation. For the AU assumption, we further assume that the number N
of exploited registers is big enough so that E

j
dj(P ) is close to did. As

a result, the SRN approximation is boiled down to the computation of
did and the estimation of the noise level σ. The success rate formula of
Equation 3.10 is then trivially adapted to did as:

SRN = Φ

(√
N · did

2σ

)
· (3.13)

Hamming weight leakage example. We illustrate this formula with
an example based on a HW leakage function. The HW of a uniform
random variable on F2|r| is approximately distributed as N ( |r|2 ,

|r|
4 ) with

|r| being the size of the considered register r. For U1, U2 ∼ U(F2|r|),

we have HW(U1) − HW(U2) ∼ N (0, |r|2 ) and (HW(U1) − HW(U2))2 ∼
Γ(1

2 , |r|), where Γ denotes the Gamma distribution, here with shape
parameter 1

2 and scale parameter |r|. If the AU assumption holds, then

the ideal distance did is equal to |r|2 . The corresponding success rate is
given by Equation 3.14:

SRN = Φ

(√
N · |r|

2
√

2σ

)
· (3.14)

3.4.3 Potential invalidation of the assumptions

The previous equations express the SR of a HDPA as a function of its
main parameters, which allows gaining intuition about how the com-
plexity of HPDA scales. Yet, the concrete correctness of this proposal
depends on the ILF and AU assumptions. In this section, we discuss how
realistic these assumptions are, and identify issues that may contradict
them in practice.
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Algorithmic issue. Even if the leakage model is the same for all tar-
geted registers, the SNR2 is not identical for all registers, as seen on Fig-
ure 3.3. The SNR2 and the distances dj(P ) depend on the distribution of
the intermediate values, the ECSM algorithm, the curve representation
and the finite field arithmetic.

Physical issue. While commonly used in SCA, the ILF assumption
is never fully verified in practice [65]. We might observe δi 6= δj when
i 6= j. This can introduce additional discrepancies among the registers’
distances. It can impact the convergence of the mean distance to the
ideal distance and thus the accuracy of the SR approximation using the
AU assumption.

In the next sections, we show the validity of our approximations
with respect to both issues. First, in Section 3.5, simulations are used
to show that the AU assumption provides a valid approximation of the
behavior of ECSM intermediate values. Next, in Section 3.6, we use real
measurements to show that the physical errors are not too problematic
for the accuracy of the SR approximation.

3.5 Simulated experiment: the algorithmic is-
sue

In this section, we tackle the algorithmic issue, which relates to the dis-
tribution of the intermediate values of the ECSM and to what extent
it deviates from a uniform distribution. For this purpose we use a per-
fect setting with a HW leakage function using simulated traces, to fulfill
the ILF assumption so that conclusions are not affected by any physical
aspect of a real device’s leakage. We consider the reference implementa-
tion of the Montgomery ladder described in Section 3.2 and an attacker
targeting all the N = 1600 multiplication results. For each execution
with a random point P and a random scalar bit ki, we are provided
with the register values (rj)0≤j<1600 along with their simulated leakages
lj = HW(rj) + bj where bj ∼ N (0, σ2). The noise level is chosen to
replicate the target device in Section 3.6 with σ2 = 440.

3.5.1 Convergence to the ideal distance

On Figure 3.4, we plot the evolution of the average distances of 1000 ran-
dom elliptic curve points. The y-axis corresponds to the mean distance
computed over the registers indexed by the x-axis. Each colored curve



48 Chapter 3. Shortcut Formulas for Horizontal Attacks on ECC

corresponds to one randomly chosen elliptic curve point. The horizontal
black line represents the ideal distance did = 16. We can observe that
even though we only consider 1600 registers over the large number of
leaking registers of an ECSM execution, for different points P of the el-

liptic curve E(Fp), the average distances 1
N

N−1
E
j=1

dj(P ) = 1
N

N−1
E
j=0

(δ(rj |ki =

0, P ) − δ(rj |ki = 1, P ))2 tend towards the ideal distance did when N
gets larger. This result shows that the AU assumption can roughly de-
scribe the behavior of the ECSM intermediate values’ leakages, and the
approximation is more and more accurate as the number of registers
required for the success of the attack increases.

Figure 3.4: Convergence of the average HW distances to did.

3.5.2 Success rate approximation

The perfect simulated setting allows us to investigate the impact of the
AU assumption on the SR approximation. Namely, the real success
rate is only biased by the distances of register values and not by mod-
eling errors. The results of the simulated experiments are illustrated
in Figure 3.5. Each of the 20 colored curves corresponds to the SR
of HDPA evaluated for one elliptic curve point (repeated 100 times),
and the orange curve is the SR approximation using did. Knowing the
noise variance σ2, the latter is computed using Equation 3.14. The fig-
ure suggests that the approximation predicts well enough the real SR,
showing that the algorithmic issue is not problematic for this particular
implementation.
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Figure 3.5: Comparison of the SR and its approximation on simulated
HW leakages.

3.5.3 Impact of the noise

We performed the attack multiple times for different SNR32 values.
First, the SNR32 of the target device in Section 3.6 (SNR32 = 0.0182),
and additionally for SNR32 ∈ {0.1, 0.5, 1}. The results are depicted in
Figure 3.6. The solid curves represent the SR of HDPA as function
of the number of registers, and the dashed curves the corresponding
approximations using the AU assumption. We draw attention to the
gap between the real SR (solid line) and the SR approximation (dashed
line) computed using Equation 3.14, which gets tighter as the SNR32
decreases. The bias introduced by the intermediate values of the ECSM
makes the average distance over the small number of registers required
for the success of HDPA for high SNR32 slightly deviate from the ideal
distance. As the SNR32 decreases, this bias becomes smaller compared
to the variance of the noise. Moreover, HDPA requires more registers
to succeed, and thus requires to sum the distances over multiple regis-
ters which would tend towards the ideal distance as shown by Figure 3.4.
This is an interesting result as we are mainly interested in the low SNR32
case, as it corresponds to high security devices that require this kind of
worst-case analysis.

3.6 Real experiment: the physical issue

In this section, we investigate the impact of the ILF assumption on the
accuracy of the SR approximation using the AU assumption. We use real
measurements, where a different leakage function δj is expected for each
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Figure 3.6: Impact of the side-channel noise on the SR approximation.
Solid line for the attack’s SR. Dashed line for the SR approximation.

leaking register rj . Our experiments target the reference implementation
similarly to the simulated case and device as in [134]. The target device
is a 32-bit ARM Cortex-M4 micro-controller from the Atmel SAM4C-
EK evaluation kit [2, 1] running at 100 MHz. The voltage variation was
monitored using a 4.7 Ω resistor inserted in the power supply circuit of
the chip. The trace acquisition was performed using a Lecroy WaveRun-
ner HRO 66 ZI oscilloscope running at 200 MSamples/s per second. The
executions of 10,000 scalar multiplications were recorded. For each of
them, the measurement was triggered at the beginning of the execution
and recorded the processing of one scalar bit. We performed HDPA on
these traces such as described in Section 3.2 but assuming two different
leakage models. First, a linear regression taking as a basis the HW of the
leaking registers, similarly to the simulated experiment in the previous
section. This yields for every register rj , a leakage function of the form
δj(rj) = aj + bj ·HW(rj). Additionally, we performed HDPA for a linear
regression based leakage model using a 32-bit basis, such as described in
the original attack by Poussier et al. [134] and recalled in Section 3.2.

3.6.1 HW linear regression.

We study the influence of the physical issue on the convergence of the
average distance across multiple registers towards the ideal distance.
We start by evaluating the distance dj(P ) for each register: dj(P ) =
(HW(rj |ki = 0, P ) − HW(rj |ki = 1, P ))2. We aim to compare the ideal
distance to the mean distance for multiple different elliptic curve points.
We evaluated the leakage model for the ideal distance using 20 random
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register leakages. Figure 3.7 depicts the convergence of the average
distance over the leaking registers for 1000 random elliptic curve points
towards the ideal distance did. We observe that the distances indeed
converge towards the ideal distance similarly to the simulated case in
Figure 3.4 despite different leakage models for each individual register.

Figure 3.7: Convergence towards did of the average distances with dif-
ferent HW-based real leakage models for each register.

Additionally, Figure 3.8 shows the comparison between the real SR
in blue of HDPA on real traces acquired from the target device previ-
ously described and its approximation in orange given by Equation 3.13.
We averaged the SR over multiple points, so that conclusions are not af-
fected by the algorithmic issue. We note that the approximation is still
satisfactory but less accurate than in the simulated case. This is ex-
pected as the attack is performed on real side-channel measurements
and the HW is not the most accurate leakage modeling strategy for this
device, while the SR approximation assumes that the leakage model has
been perfectly characterized.

3.6.2 32-bit linear regression.

We plot the convergence towards the ideal distance on Figure 3.9 for 1000
random elliptic curve points. We evaluated again the leakage model for
the ideal distance using 20 random register leakages. We notice that
despite having different leakage coefficients for each individual bit of
the 1600 registers, the average distances still tend towards the ideal
distance. This additional result further highlights the soundness of the
AU assumption. Figure 3.10 shows the comparison between the SR
of the HDPA in blue and its approximation in orange evaluated using
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Figure 3.8: Comparison of the SR of HDPA and its approximation as-
suming a HW-based linear leakage model.

Equation 3.13. We notice that the SR approximation for a full basis
linear regression attack is more accurate compared to the HW model
case. This is due to the fact that the leakage of the considered device is
best estimated by the second model.

Figure 3.9: Convergence towards did of the average distances evaluated
with a different linear regression function for each register.

3.7 Conclusion

Assessing the side-channel security of an implementation is a tedious
task. This is particularly true for complex cryptosystems such as ECC
for which numerous attack paths are possible. In this chapter, we de-
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Figure 3.10: Comparison of the SR of HDPA and its approximation
assuming a linear regression leakage model.

scribed a first methodology for analyzing the security of ECSM imple-
mentations against (close to) worst-case horizontal attacks. The pro-
posed shortcut formula allows us to express the success rate of such
attacks based on an easy-to-estimate (ideal distance) metric, in func-
tion the number of leakage samples exploited by the adversary (which
depends on the register size, the field size and the number of field op-
erations) and the noise level. This shortcut formula trades a bit of
accuracy in the success rate estimation for considerable efficiency gains.
As a future research direction, it could be extended to windowed algo-
rithms that process multiple bits of the scalar during the same ECSM
iteration.





Chapter 4

On the Worst-Case Security of ECC
Point Randomization

In the recent years, the research on SCA has been shifting towards more
powerful attacks with the goal to assess or approach the worst-case se-
curity level of cryptographic implementations. For example, the use of
SASCA in the context of AES implementations [163, 76, 75] and more
recently lattice-based cryptography [135], aim at exploiting more secret-
dependent leakages that cannot be easily exploited by classic D&C at-
tacks. Another example following this general direction is the attack
of Poussier et al. [134], described in the previous chapter which is a
nearly worst-case attack against ECSM implementations. Since this at-
tack relies on the input point knowledge, the point randomization is a
natural countermeasure against it, and its evaluation is an important
research direction. Moreover, besides its relevance for side-channel pro-
tected ECC implementations, it is also of interest for pairing-based [96]
and isogeny-based cryptography [104].

In this chapter, we assess the possibility of recovering the randomized
input point so that any horizontal attack that relies on its knowledge
can be applied. Our first contribution in this respect is detailed in Sec-
tion 4.3, where we show how to efficiently apply SASCA in the case
of point randomization by targeting the main field multiplications. For
this purpose, we study the impact of different parameters of the im-
plementation’s factor graph. Then, in Section 4.4 we extend the local
random probing model of Guo et al. [78] to our case study, in order
to compare the efficiency of SASCA to a simpler and more efficient
D&C method. Using this extension, we show that for realistic noise lev-
els, SASCA does not provide a significant gain over the D&C strategy,
particularly when the latter is augmented with enumeration. We then
evaluate in Section 4.5 the required SNR for point randomization to be
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secure against SCA. We show that it is relatively low, in comparison
with the high noise levels required for practically-secure higher-order
masked implementations [13, 32]. Additionally, in Section 4.6 we ex-
plore the concrete security of the point randomization countermeasure
on an 8-bit device. In this respect, we consider two different options
to implement long integer multiplication. Interestingly, we observe that
the level of optimization of the multiplication significantly impacts the
level of information leakage. In Section 4.7, we compare different ellip-
tic curve coordinate systems with respect to the point randomization’s
side-channel resistance against advanced attackers. Finally, based on
our detailed analysis of 8-bit implementations, we present in Section 4.8
guessing entropy bounds of the randomized point using the LRPM for
hard to analyze 32-bit implementations.

4.1 Preliminaries and case-study

In this section, we provide some background about the point random-
ization countermeasure and field arithmetic and describe the working
example that we study.

4.1.1 Point randomization

Randomizing the input point to the ECSM hinders horizontal attacks
exploiting the leakage of the intermediates. We recall that, using homo-
geneous projective coordinates, any point P = (x, y) on an elliptic curve
E(Fp) can be randomized by generating a random parameter λ ∈ F∗p and
replacing the representation of P by (λ · x, λ · y, λ). This randomization
is performed before every scalar multiplication takes place and increases
the hypothesis space for each intermediate value from 2 possibilities to
2|λ|+1, with |λ| the size of λ in bits. If |λ| is large enough, it renders
some attacks impractical. In the following, we restrict our analysis to ho-
mogeneous projective coordinates and later discuss in Section 4.7 other
coordinate systems.

4.1.2 Field multiplication

The main operation performed during the point randomization proce-
dure is a field multiplication of the random parameter λ and a coordinate
of the input point. In practice, the input point to the ECSM is the el-
liptic curve public base point that we denote hereafter G = (x, y). The
implementation of optimized field multiplication is an important aspect
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of elliptic curve systems. A field multiplication can be performed by in-
dependent long integer multiplication and modular reduction, i.e. first
multiplying the |p|-bit operands and then reducing the (2 · |p|)-bit result
modulus the prime p. Alternatively, these steps can be interleaved to
reduce the memory footprint. In practice, primes for elliptic curve appli-
cations are chosen to have a special form. They are called (generalized)
Mersenne or Solinas primes and allow for very fast modular reduction
as it can be performed by a series of a few additions and subtractions
only [152].

Similarly to the previous chapter, we chose the NIST P256 curve as
a practical example [130] and we consider a schoolbook LIM described
in Algorithm 9, where n corresponds to the number of words or registers
required to store a 256-bit variable. Accordingly, on an 8-bit (resp. 32-
bit) architecture n = 32 (resp. n = 8). The register R0 (resp. R1)
denotes the low (resp. high) part of the single precision multiplication
result of ai and bj . The variable c denotes the carry coming from the
previous addition. The modular reduction by the NIST 256 prime (a
Solinas prime) is described in Algorithm 10. After the series of additions
and subtractions, the result is contained in the range [−4p, 5p]. The final
reduction is performed by adding or subtracting a small multiple of p.
However, in practical implementations the result of a field operation
does not have to be systematically and fully reduced modulus p. For
efficiency, it can be simply be reduced modulus p to fit in the required
number of registers to store a field element (e.g., 8 or 32 registers).

Algorithm 9 Schoolbook long integer multiplication

Input a = (a0, a1, . . . , an−1) and b = (b0, b1, . . . , bn−1)
Output r = (r0, r1, . . . , r2n−1) such that r = a× b

1: for i = 0 to 2n do
2: ri = 0

3: for i = 0 to n− 1 do
4: for j = 0 to n− 1 do
5: R0, R1 ← ai × bj
6: ri+j ← ri+j +R0

7: ri+j+1 ← ri+j+1 +R1 + c
8: ri+j+2 ← ri+j+2 + c

9: return (r0, r1, . . . , r2n−1)
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Algorithm 10 Modular reduction by the NIST P256 prime p

Input s = (s0, s1, . . . , s15) where si is a 32-bit word
Output t = s mod p

1: Define the 256 bit integers:
2: t1 = (s0, s1, s2, s3, s4, s5, s6, s7)
3: t2 = (0, 0, 0, s11, s12, s13, s14, s15)
4: t3 = (0, 0, 0, s12, s13, s14, s15, 0)
5: t4 = (s8, s9, s10, 0, 0, 0, s14, s15)
6: t5 = (s9, s10, s11, s13, s14, s15, s13, s8)
7: t6 = (s11, s12, s13, 0, 0, 0, s8, s10)
8: t7 = (s12, s13, s14, s15, 0, 0, s9, s11)
9: t8 = (s13, s14, s15, s8, s9, s10, 0, s12)

10: t9 = (s14, s15, 0, s9, s10, s11, 0, s13)
11: return t1 + 2t2 + 2t3 + t4 + t5 − t6 − t7 − t8 − t9 mod p

4.2 Evaluation tools of the point randomization
countermeasure

In this section, we describe two evaluation methods that can be used to
assess the possibility for an attacker to recover the randomized point.
In order to illustrate the two attack approaches, we first focus solely
on the LIM involved in the field multiplication and later include the
modular reduction. An abstract architecture of the schoolbook LIM of
256-bit operands on an 8-bit device is given in Figure 4.1. The vari-
ables (λi)0≤i<32 represent the words of the secret parameter λ that the
attacker aims to recover, (xi)0≤i<32 to the words of the x-coordinate of
the public base point and (ri)0≤i<64 to the words of the result. Follow-
ing the previous section, R0 and R1 are respectively the low and high
registers of single precision multiplication results, and since every word
of λ is multiplied once by every word of x, 2048 such registers are com-
puted. They are then combined in the accumulation block in Figure 4.1
corresponding to the additions on lines 6-8 in Algorithm 9 to yield the
64-word result r.

Given this abstract view of a multiplication, we identified two pro-
filed single-trace side-channel attacks that can be used to defeat the
point randomization countermeasure. First, a D&C attack that targets
words of the secret independently (similar to how classic side-channel
attacks target block cipher subkeys or Sboxes) and a SASCA [163], i.e.
a BP-based attack that can potentially exploit all computations depend-
ing on the secret. The parts of the multiplication algorithm that each
attack exploits are shown on Figure 4.1. Our aim is to compare them
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Figure 4.1: Abstract architecture of a schoolbook long integer multipli-
cation.

to assess the most optimal security evaluation strategy of the point ran-
domization countermeasure. We emphasize that both methods can be
adapted to any point randomization procedure and field multiplication
algorithm.

4.2.1 Horizontal D&C attack with enumeration

The first D&C approach is efficient since it targets each word of λ indi-
vidually and only exploits the leakage of the intermediates that depend
on a single word. The same attack process is repeated for all words, then
an enumeration algorithm such as described in [161] or in [133] is used
to list the most probable values of λ. Following, the description of the
multiplication algorithm on Figure 4.1, a word λi is multiplied by the
32 known words of the x-coordinate of the base point (xj)0≤j<32. By
making a hypothesis on λi an attacker can predict the 64 corresponding
values of R0 and R1. He then exploits the leakage of these intermediates
in addition to the direct leakage on λi. The side-channel information is
extracted by characterizing the joint conditional distribution:

Pr[λi|L(λi), L((λi × x0)%28), . . . , L((λi × x31)/28)] (4.1)

where L(v) denotes the side-channel leakage of a value v, % the modulus
operator and / the integer division. Additionally, to simplify the leakage
modeling, we can leverage the IOL assumption [77] which assumes the
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independence of the targeted intermediates and the independence of the
noise. The independence of the intermediates’ distributions was verified
for our case-study by inspecting their covariance matrix. As a result,
the joint distribution described by Equation 4.1 can be factorized into:

Pr[λi|L(λi)]×
31∏
j=0

Pr[λi|L((λi × xj)%28]× Pr[λi|L((λi × xj)/28)] (4.2)

4.2.2 Soft analytical side-channel attack

A SASCA can exploit a larger number of intermediates in comparison to
the D&C attack previously described. This is illustrated on Figure 4.1,
where we highlight that SASCA can utilize the leakage coming from
the additions in the accumulation block following the single precision
multiplications. The first step of this approach is to build the factor
graph of the multiplication as explained in Section 2.5. The involved
factors are shown on Figure 4.2 and are: multiplications f×, additions
fadd and additions taking into account the previous carry fadc. They are
defined as follows:

f×(x, y,R0, R1) =

{
1 if R0 = (x× y)%28 and R1 = (x× y)/28,
0 otherwise.

fadd(x, y, r, c) =

{
1 if r = (x+ y)%28 and c = (x+ y)/28,
0 otherwise.

fadc(x, y, c, r, c
′) =

{
1 if r = (x+ y + c)%28 and c′ = (x+ y + c)/28,
0 otherwise.

x

y
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R1

x

y

r

c
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Figure 4.2: Factors involved in the long integer multiplication.

The next step of the attack is to apply the belief propagation al-
gorithm to extract information from the intermediates that depend on
multiple words of λ and combine it efficiently. The optimized informa-
tion combination approach of SASCA implies that it is an appropriate
tool to approximate the worst-case security of cryptographic implemen-
tations.



4.3. Analysis of the field multiplication factor graph 61

4.3 Analysis of the field multiplication factor
graph

Prior to comparing the attacks identified in Section 4.2, we study the
application of SASCA to a LIM factor graph. The nodes included in the
graph and its structure can impact the performance of the BP algorithm.
In the following, we investigate the impact of these characteristics. For
this purpose, we build the factor graph of the first block from the pseudo-
assembly description of the operand-caching multiplication of Hutter
and Wenger on an 8-bit micro-controller [87, Appendix A]. The operand-
caching multiplication is an optimized schoolbook multiplication that
minimizes the number of operand word loads. It is specifically designed
for small embedded devices in order to improve efficiency by minimizing
memory operations. This graph that we denote as G is presented on
Figure 4.3, where a factor f

xj
× denotes a multiplication factor f× with a

constant and known value xj . While factor graphs are undirected, we use
directed edges to explicit inputs to and outputs from the corresponding
operation to a factor. Given the size of G, it is possible to run multiple
experiments of the BP algorithm to get meaningful averaged results.
The conclusions drawn from our analysis can be generalized to the full
graph and any multiplication that follows the abstract architecture on
Figure 4.1 because of its very regular structure.

There are two aspects to consider before running BP on this graph
that we detail and investigate hereafter. First, G is a cyclic graph and
BP convergence to the correct marginals is not guaranteed [110]. Sec-
ond, while for previous applications of SASCA to AES [163, 76, 75] and
lattice-based encryption [135], the factor graphs contained factors of at
most degree 3, G contains factors of degree 4 and 5 due to the additions
with carry propagation. Although carry bits are small variables, we note
that their values and possibly errors on their values may ripple through
all the following steps of the computation.

To investigate the effect of cycles and carry bits, we construct four
other factor graphs. G no cycles is an acyclic version of G built by fol-
lowing the strategy from Green, Roy and Oswald [75]: removing factors
causing the cycles and severing any orphaned edge or node. G no carry
is constructed by deleting carry bit variable nodes and integrating both
possible values of a carry into the factors as described by the diagram
on Figure 4.4, where the c (resp. c′) variable node corresponds to the
input (resp. output) carry. The new factor fadc noc takes into account
the two possible values of the input carry c and is defined as:



62 Chapter 4. Worst-Case Security of ECC Point Randomization

Carry bits

A3
1

r33

c4

r32

fadd

A2
1

fadc
fadc

c3

A2
0fadc

c2

r31fadd

c1

A1
1

c0

fadc

A1
0

R0
1

Multiplication results

R2
0

R1
0

R2
1

fx31×

fx30×

fx31×

faddA0
0

R0
0

R1
1

r30

fx30×

λ1

λ0

Figure 4.3: Factor graph G of the first part of the schoolbook operand-
caching multiplication of Hutter and Wenger [87, Appendix A].



4.4. Comparison of SASCA and D&C attacks 63

fadc noc(x, y, r) =

{
1 if r = (x+ y)%28 or r = (x+ y + 1)%28,
0 otherwise.

fadc fadc noc r

y

x

c′

r

c

y

x

Figure 4.4: Conversion of addition with carry factor fadc to factor
fadc noc.

This transformation is given by the diagram for the addition with
carry operation but for the addition factor fadd, the ouput carry is sim-
ply ignored. Finally, G no carry no cycles is G no carry where remaining
cycles have been removed.

To compare the different graphs, we use simulated HW leakages for
all intermediate variables with noise distributed according to N (0, σ2).
We run belief propagation on the four graphs and estimate the single
trace attack SR (average across λ0 and λ1) for different noise levels. The
results of these experiments are plotted on Figure 4.5. First, we notice
that for high SNR values, the cyclic graphs (G and G no carry) per-
form better than the acylic ones (G no cycles and G no carry no cycles).
This can be explained by the fact that cycles typically exacerbate side-
channel errors but in this case are less detrimental since errors from
side-channel observations are less likely to occur for high SNR. Addi-
tionally, the acyclic graphs are constructed by removing factors which
contribute the most to the connectedness of the graph which generate
the cycles and as a result lose some information. When moving to the
(more realistic) low SNR range (below 2), G no carry yields marginally
better results, as it still benefits from the additional information pro-
vided by factors in cycles, and is also not prone to errors on carry bits.
For even lower SNR (below 0.05), the experiments indicate that the best
graph option is G no carry no cycles, which reflects previous observations
on the impact of cycles and carry bits.

4.4 Comparison of SASCA and D&C attacks

In this section, we begin our investigation of the security level that can
be achieved by the point randomization countermeasure by comparing
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Figure 4.5: Average single trace SR as a function of the SNR for different
factor graphs. Right: close-up for low SNR values.

SASCA and a D&C attack applied to a field multiplication, both de-
scribed in Section 4.2. Similarly to the previous section, we still consider
the 8-bit implementation of the operand caching multiplication. Since
SASCA comes at a higher computational cost than a D&C attack, it is
worth evaluating its advantage over simpler and more efficient strate-
gies. The LRPM described in Section 2.5 is a heuristic shortcut tool to
upper bound the information that can be extracted from running the BP
algorithm on a factor graph [78]. For the purpose of the comparison, we
make use of the LRPM’s efficiency to process the sizable factor graph of
the full field multiplication and introduce new extensions to the LRPM
information propagation rules such that it is applicable to the target
factor graph.

4.4.1 LRPM on field multiplications

To investigate the relevance of the LRPM, Guo et al. [78] consider the
AES as a target, for which all atomic operations have one output only
and LRPM rules apply straightforwardly. To apply the LRPM to the
full factor graph of a field multiplication, we extend the information
propagation rules to operations with multiple outputs. This new rule
is described below and is based on the factorization principle of BP.
An example factorization for an addition factor is given in Figure 4.6.
The fadd factor of degree 4 can be factorized into two smaller factors of
degree 3, f1

add and f2
add which are defined as:

f1
add(x, y, r) =

{
1 if r = (x+ y)%28,
0 otherwise

f2
add(x, y, c) =

{
1 if c = (x+ y)/28,
0 otherwise
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Figure 4.6: Factorization of an addition factor.

The new LPRM rules for information propagation for the addition
factors (or factors with multiple outputs) are deduced from this factor-
ization into one output factors. For the outputs r and c, the rules remain
unchanged and their information coming from the fadd factor is simply
the multiplication of the information on x and y. However, the informa-
tion propagation rules towards the inputs is different. We consider x in
the following, but the same rules apply by symmetry to y. Looking at
the right side of Figure 4.6, we can apply the standard LRPM rules for
one output factors to compute:

MIf1add→x
= MIy ×MIr and MIf2add→x

= MIy ×MIc

Since information at variable node is summed we have:

MIfadd→x = MIf1add→x
+ MIf2add→x

= MIy × (MIr + MIc)

The LPRM estimates an upper bound on the information that can be
extracted on a variable, and to avoid too pessimistic upper bounds, Guo
et al. introduce the notion of loss coefficient [78] (Guo et al. use the term
loss factor, we use loss coefficient to avoid confusion with the factors in
the graph). A loss coefficient α ∈ ]0, 1[ is defined as a constant value that
is multiplied by the information values propagated in the graph to yield
closer values to the real information that would be observed in practice.
For instance, Guo et al. consider α = 0.9 as a loss coefficient for XOR
factors and argue that this coefficient is independent of the noise level.

Regarding our case-study, we estimated experimentally the loss co-
efficients for every kind of operation in the graph, by assuming a HW
leakage function with very low noise (SNR = 10), as the ratio between
the information computed after performing BP and the one predicted
by the LPRM rules. We aim to capture a realistic upper bound so we
simply consider the rounded maximum value observed for the loss coeffi-
cient over our simulations. The use of loss coefficients is also motivated
by the addition with carry operations present in the factor graph we
analyze. In particular, we notice that some information is propagated
from 8-bit variables to carry variables that can only encompass one bit
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of information, thus the LRPM is likely to overestimate the information
propagated towards the carry bits.

Prior to using the LRPM to compare SASCA and D&C attacks, we
confirm on Figure 4.7 that the LRPM’s MI predictions fit the experi-
mental SR on the factor graph G and its variants. We ran the LRPM
assuming MI values that correspond to the simulated SR experiments
and we focus on reasonable and realistic noise levels for software imple-
mentations. The left part of Figure 4.7 corresponds to the MI on one
word of λ of each graph as a function of the SNR, and the right part to
the experimental SR. The efficiency orderings of the different graphs in
terms of MI and SR are similar. Slight discrepancies might be due to
the experimental estimation of the SR. Decisively, the LRPM and the
SR estimations agree on the fact that the best graph option is G no carry
for a reasonable SNR < 2, while for even lower SNR all seem to perform
similarly.

Figure 4.7: Left: MI evaluated with the LRPM with loss coefficients for
the different graphs. Right: the SR of SASCA for different graphs.

4.4.2 SASCA vs. D&C

Based on our previous results, we build the full graph of the LIM with
carry bits integrated into factors. Notably, this graph option is not only
the best based on the previously shown experiments and LRPM predic-
tions, but also the most pragmatic one. Indeed, the full graph of the
LIM is highly connected. Attempting to remove all cycles will render
the graph very close to the one exploited by the D&C strategy, with
only the multiplication factors remaining. Accordingly, we build the full
graph which consists of 1024 multiplication factors and 3216 addition
factors, then the factor graph corresponding to the D&C attack that
only contains the multiplication factors and related variables. We addi-
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tionally build the full graph of the randomization procedure including
the modular reduction implemented as suggested in [130] and described
in Algorithm 10. In comparison to the efficient D&C attack, running the
BP algorithm for a single iteration on the factor graph of the LIM would
naively require more than 237 operations, or more than 229 operations
with specific factor message passing optimizations.

For all three graphs, we use the LRPM to upper bound the informa-
tion extracted in bytes on a word of λ. Results are given in Figure 4.8.
We observe that both BP and D&C attacks reach the maximal informa-
tion of one byte across all words of λ when the SNR exceeds 0.4. The
D&C attack succeeds right after SASCA and, for lower SNR values, the
gain is negligible considering the running time and the effort required
to mount a BP-based attack. This is in-line with the results from [78]
(e.g., for the AES): when the number of attack traces is too low (e.g., in
a DPA), SASCA does not provide any gain over a D&C attack. Things
naturally get worse for lower SNR values.

Figure 4.8: Comparison of SASCA on the full graph of the field mul-
tiplication, including the modular reduction, and the D&C attack on
register multiplications.

Our results therefore indicate that classical D&C attacks (on our
particular target) come very close to the worst-case attack for low SNR
cases (which are the most interesting ones for side-channel investiga-
tions). This fact can be additionally highlighted by the limited infor-
mation provided by the addition of the modular reduction to the factor
graph compared to solely the multiplication. An analogy can be made
with the AES MixColumns: since the operations contained in these ex-
amples (MixColumns, modular reduction by a Mersenne prime) diffuse
already limited information (by combining noisy leakages of multiple
intermediates), they do not contribute significantly to the overall infor-
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mation on the targeted secret for low and reasonable SNR values.

Overall, this result shows that SASCA, which exploits all the avail-
able information, barely improves the results compared to a D&C attack.
Moreover, as SASCA does not allow optimal enumeration [76] (since the
words of λ are extracted jointly and all enumeration strategies assume
the independence of the parts of the secret), adding the use of computa-
tional power to D&C attacks mitigates even more the already small gap
between them. As a result, the rest of this chapter considers the D&C
strategy in order to evaluate the security of the point randomization
countermeasure. This naturally raises the question of how much noise is
necessary to make the attack fail, which we investigate in the following
section.

4.5 Security graphs and necessary noise levels

In this section, we investigate the nearly worst-case security of the point
randomization countermeasure. For this purpose, we use the D&C strat-
egy, identified in the previous section to achieve comparable efficiency
to the worst-case BP-based attack. Since the D&C attack strategy is
extremely efficient computationally (in comparison to SASCA), it al-
lows investigating different implementation cases. For our experiments,
we chose a homogeneous projective coordinates system to represent the
points and later discuss the case of Jacobian projective coordinates. A
homogeneous coordinates system allows for a very efficient point ran-
domization procedure as it requires at most two field multiplications.
We consider the case where both the affine coordinates of a point are
randomized, and additionally the fast parallel point addition and dou-
bling Montgomery ladder from Fischer et al. [60], where only the x-
coordinate is required and thus randomized. The field multiplication
is as previously described: a long integer multiplication followed by a
modular reduction. We also take into account a 256-bit randomizing
parameter λ and a 128-bit alternative. For both cases, we take as before
the curve parameters of the NIST P256 for a concrete example. We
recall that the choice of the curve is arbitrary and does not impact the
attack strategy.

The goal of this section is to provide a characterization of the secu-
rity level expected as function of the measurements’ SNR. For this pur-
pose, we plot security graphs based on the work of Veyrat-Charvillon,
Gérard and Standaert [162] for the different cases of the point random-
ization procedure. These graphs are produced by performing 100 inde-
pendent attacks and rank estimations for different SNR values. We use
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the histogram-based method of Glowacz et al. to compute the ranks [68].
Using the sampled ranks provided by these experiments, the rank dis-
tributions can be easily estimated using kernel density estimation. The
most interesting conclusions can be deduced from the Cumulative Distri-
bution Function (CDF) of the rank. The CDF of the rank for a specific
SNR tells us about the probability that the rank of the secret lies above
a certain enumeration effort, and thus the probability for an adversary
to recover the secret. This is visually represented by a gray-scale on a
security graph: the darker (resp. lighter) the zone is, the higher (resp.
lower) is the probability of recovering the secret.

For the following results, we performed D&C attacks and corre-
sponding rank estimations on simulated leakages of every 8-bit word
of λ and every result of a register multiplication following the standard
side-channel model: HW leakage and Gaussian noise. This leads to 65
leakages per target byte (one for the byte itself and 64 for the 2 parts of
the 32 multiplication results by the 32 known bytes of the x-coordinate
of the base point). We produce on Figure 4.9 the security graph for a
128-bit λ, when randomizing only the x-coordinate of the base point on
Figure 4.9(a) and when randomizing both coordinates on Figure 4.9(b).
Figure 4.10 gives the corresponding security graphs for a 256-bit λ.

(a) x (b) x and y.

Figure 4.9: Security graph of the point randomization countermeasure
for λ ∈ F2128

The red line corresponds to the log2 of the GE. The security graphs
shown in Figures 4.9 and 4.10 encompass a great deal of information on
the security of the target against D&C attacks. We give an example of
a conclusion that can be deduced from one of these security graphs: to
achieve security against an adversary attacking only the x-coordinate
randomization using a 256-bit parameter, who can enumerate up to 250

candidates, the SNR needs to be lower than 0.3 based on the results
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(a) x (b) x and y.

Figure 4.10: Security graph of the point randomization countermeasure
for λ ∈ F2256

displayed on Figure 4.10(a). The comparison of Figure 4.9(a) and Fig-
ure 4.9(b) highlights the expected fact that the information is simply
doubled when exploiting λ× x and λ× y compared to only λ× x. Sub-
sequently, to get the same level of security, the SNR has to be halved.
The same applies to Figure 4.10(a) and Figure 4.10(b). Moreover, the
security graphs for the 128-bit case and the 256-bit case illustrate the
trade-off between the randomness requirements (the size of λ) and the
side-channel noise necessary to make the point randomization robust
against nearly worst-case adversaries.

Additionally, since the LRPM provides an upper bound on the in-
formation that can be extracted from a factor graph (in this case of the
D&C attack), in all security graphs we plot the corresponding LRPM
estimated remaining entropy in dashed blue line as a lower bound of
the actual GE. While the relation between the entropy H and the GE is
not defined, we showed in [10] that H can be used to heuristically pre-
dict the GE. In addition, this bound is quite helpful particularly when
performing multiple attacks and rank estimations is not possible. It is
tighter for low SNR, since the LRPM approximations are more accurate
for high side-channel noise.

4.6 Experimental evaluations

In this section, we study the real world security of the point random-
ization on a practical embedded device. For this purpose, we analyze
two different implementations of a long integer multiplication both writ-
ten in assembly. First, a naively implemented schoolbook multiplication
with two nested unrolled loops and no specific optimizations. The sec-
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ond multiplication is the operand-caching multiplication of Hutter and
Wenger [87] that we presented previously.

4.6.1 Device, measurement setup and attack description

We performed our experiments on an 8-bit AVR ATmega328p micro-
controller mounted on an Arduino UNO board running at 16 MHz. The
number of clock cycles required to perform the modular multiplication
with the schoolbook and the operand-caching methods are respectively
around 25k and 15k. Using a custom probe, the measurements are cap-
tured on a PicoScope5244D oscilloscope synchronized with a trigger at
the beginning of each execution, at a sampling rate of 125 MSamples/s.
The traces are preprocessed using amplitude demodulation.

Hereafter we describe the D&C attack applied to both implementa-
tions. Since leakage of a specific byte does not span the whole trace but
is only located in very specific regions, we first performed a preliminary
POI selection step. The goal of this step is to find the samples that
correspond to leakages of intermediate values depending on the target
byte. These leakages are found by applying the correlation-based leak-
age detection test [56] with a threshold set to 5. While we only compute
the correlation coefficient between the leakages and every word of λ or
the high and low parts of multiplication results, some additional vari-
ables involved in the accumulation block of the LIM might be picked
up by the correlation test. This is due to dependencies between the
intermediate values and provides additional information on λ. Taking
into account the previously selected POI, we then use a dimensionality
reduction technique, namely Principal Component Analysis (PCA) [6],
to further reduce the number of dimensions. This can be done since as
the coordinate of the base point is fixed and known, the leakage only
depends on the bytes of λ. Using the compressed traces, we build mul-
tivariate Gaussian templates using 49k traces based on the values of
the bytes. Note that while the noise is independent for the attack on
simulations presented in Section 4.5, it is not perfectly the case for real
traces. We thus take the dependency into account in order to improve
the results and perform a single-trace Template attack on each secret
byte. Finally, we combine the results of all the bytes using the Glowacz
et al. histogram-based rank estimation algorithm [68].

4.6.2 Classic schoolbook multiplication

In this section, we show the results of the D&C attack on the non-
optimized schoolbook multiplication. This multiplication loads every
byte of the secret 32 times, displaying notable leakages on λ.
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As a first step, we examine the bytes’ guessing entropies in function
of the number of PCA components retained for the compression of the
traces. These results are shown in Figure 4.11. Typically, when applying
PCA to side-channel leakages of symmetric cryptography implementa-
tions, the relevant information is located in a few principal directions
(e.g., the recent work in [28] uses 10). For our specific target, more
dimensions are useful, as shown by Figure 4.11. This is presumably
due to the large amount of intermediate values that relate to the secret
bytes, and the amount of different single-precision operations manipu-
lating these intermediates. Additionally, this might also be due to the
fact that each single-precision multiplication result is independent from
all other multiplications, as discussed in Section 4.2. From Figure 4.11,
we observe that the logarithms of the guessing entropies of all bytes de-
crease similarly and are mostly below 4 bits (less than 16 candidates)
when the number of components is above 350. The guessing entropies
keep on decreasing as the number of components increases.

Figure 4.11: Logarithm of the guessing entropy of the 32 bytes of λ
as function of the number of PCA components for the non-optimized
schoolbook multiplication.

The next step of the evaluation is to assess if a single-trace recovery
is feasible on the full value of λ. For each execution, we combine the
results obtained from the independent attacks on the bytes of λ and plot
the results of rank estimation on Figure 4.12. We show the distribution
of the logarithms of the ranks. The red vertical line denotes the mean
log rank observed. We also focus on two sizes for λ, namely 128 and 256
bits, in order to evaluate the impact of the D&C attack on the required
randomness for each execution. First, based on Figure 4.12(a), for a
128-bit randomizing parameter, we observe that approximately half of
the randomized points can be recovered with a minimal enumeration of
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less than 216. The results for a 256-bit randomizing parameter are given
on Figure 4.12(b). In this case, while the rank of the secret is higher
than for the 128-bit case, the implementation can still be considered
vulnerable with an average rank of 50 bits. Moreover, some parameters
are easily recovered. For instance approximately 20% of all λs are fully
recovered using an enumeration effort of 216.

(a) λ ∈ F2128 (b) λ ∈ F2256

Figure 4.12: Distribution of log rank of λ for the non-optimized school-
book multiplication.

The use of simulations in Section 4.5 showed a direct connection
between the required security level (i.e. the key rank) and the SNR,
which is reflected in Figure 4.9 and 4.10. Namely, these figures allow
inferring quickly a rough estimate on the security level by simply com-
puting the SNR of the device. However, there is no direct formal link
between these simulations and the real experiments. Among possible
reasons, we note that, while the SNR is constant for all operations in
the simulations, it is quite variable in experimental traces. There are
also some additional leakage points that can appear in real traces that
are not captured by simulations. Yet, we can informally discuss what
we observe for the two cases. For the naive schoolbook implementation,
the SNRs of the leakages range between 0.1 and 0.4. Interestingly, the
resulting ranks showed in Figure 4.12 are fairly in line with the simula-
tions of Figure 4.9 and 4.10 for these SNR values. That is, the security
graphs from the simulations show that the implementation is likely to
be vulnerable for such SNR values, which is what we observe in practice.

4.6.3 Operand caching multiplication

The second part of our experiment consists in applying the same pro-
cess of D&C attack against an optimized implementation, namely the
operand-caching one. We recall that this method is a variant of the
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LIM that reduces the number of memory accesses to gain in efficiency,
thereby reducing the leakages on the operands and on the result. Thus,
it seems to constitute a natural and efficient way to lessen the impact
of the previous attack.

For each byte of λ, we perform the same systematic steps as for the
non-optimized schoolbook implementation. On Figure 4.13, we plot the
evolution of the guessing entropies for the different bytes in function of
the number of dimensions after PCA compression. While for the non-
optimized multiplication all bytes of λ are loaded the same number of
times, here they are color coded according to the number of times they
are loaded. First, we observe the same behavior as for the previous
implementation when it comes to the number of PCA components: we
require a large number of components to decrease the guessing entropies.
Next, we clearly notice the impact of the amount of loads on the guessing
entropy. That is, less loads tend to lead to a higher entropy in compari-
son with the non-optimized implementation. It is clear that the limited
leakages in this case do not allow reaching guessing entropies below 20
candidates, which is significantly more than on the naive schoolbook
multiplication.

Figure 4.13: Logarithm of the guessing entropy of the 32 bytes of λ as
function of the number of PCA components for the optimized operand-
caching multiplication.

Next, we plot the distribution of the log ranks for both 128- and 256-
bit λ in Figure 4.14. We observe that due to the optimizations applied for
the operand caching the leakages are minimized, leading to significantly
different results compared to the non-optimized implementation studied
in the previous subsection. For the 128-bit size parameter, we obtain an
average log rank of 100 bits, and for the 256-bit parameter we obtain an
average log rank of 200 bits. The entropy of λ is only marginally reduced
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and its value cannot be recovered with a reasonable enumeration effort.

(a) λ ∈ F2128 (b) λ ∈ F2256

Figure 4.14: Distribution of log rank of λ for the operand caching mul-
tiplication.

Similarly to the schoolbook method, we informally discuss the link
between the simulated results and the real attack against the operand-
caching implementation. This time, most of the SNR values for the POI
are below 0.05, and memory operations (1, 2 or 3 loads) achieve a max-
imum SNR ≈ 0.25. The security graphs from the simulations indicate
that the rank of the secret parameter is likely to be out of reach even
with strong enumeration efforts. Interestingly, this is also what we ob-
serve in practice, as we were not able to break the implementation using
the operand-caching method.

Overall, the comparison of the non-optimized multiplication and the
optimized one highlights how point randomization can be made quite
robust against nearly worst-case adversaries without much performance
overheads: as clear from [86], the additional cost of point randomiza-
tion is limited for (already expensive) ECC implementations. That is, a
few design considerations and optimizations suffice to reduce the overall
leakages that can be exploited by an adversary, such that single-trace
horizontal attacks become impractical. We note that, as usual in ex-
perimental side-channel attacks, these results obviously depend on the
measurement setup and the preprocessing applied to the traces, which
can possibly be improved. Yet, the conclusion that limited SNR re-
ductions are enough to secure point randomization, and that simple
optimizations (that are motivated by general performance concerns) are
good for this purpose, should hold in general.
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4.7 Projective coordinates system comparison

In our preliminary analysis, we focused on a homogeneous projective
point representation. This section investigates the use of a different
coordinate system, namely Jacobian coordinates, and the possible con-
sequences regarding side-channel resistance. For this purpose, using the
LRPM and its extensions proposed in Section 4.4, we further extend our
analysis by comparing the randomization in homogeneous and Jacobian
projective coordinates. For the former, we consider both cases where
the full (x, y) representation is randomized (leading to two exploitable
multiplications λx and λy) and the x-only case [60] (where a single mul-
tiplication λx can be exploited). In the Jacobian case, the coordinates
randomization requires four multiplications to compute λ2, λ3, λ2x, and
λ3y. Here, we consider again two cases: one where a generic multipli-
cation is used to perform the squaring λ2, and one where the squaring
is implemented efficiently. The results of our evaluations are depicted
on Figure 4.15 where MI upper bounds are plotted as a function of the
SNR.

Figure 4.15: Comparison of SASCA on homogeneous and Jacobian pro-
jective coordinates randomization.

.

First, and as previously shown, we confirm that for homogeneous co-
ordinates, since λx and λy are independent operations when targeting
λ, the overall information is simply doubled. Secondly, when it comes
to Jacobian coordinates, using a squaring instead of a multiplication
to compute λ2 leads to improved security. Regarding the comparison,
while the coordinate system used is typically dictated by the ECSM’s
overall performance, the results lead to interesting conclusions. They
suggest that for low SNR (< 0.1), Jacobian coordinates randomization
is more resistant to worst-case side-channel adversaries than homoge-
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neous coordinates. For SNR > 0.1, the x-only homogeneous projective
randomization is the best option, followed by the Jacobian coordinates
randomization with an optimized squaring operation.

Regarding the comparison between D&C attacks and SASCA for the
specific case of Jacobian coordinates, we note that the D&C adversary
is more limited with respect to the exploitable intermediates, as he can
only target one of the four multiplications at a time. The most optimal
D&C target operation is either λ2x or λ3y, but not both simultaneously
because the D&C method cannot link them, since each word of λ3 de-
pends on multiple words of λ2 (and both on multiple words of λ). The
attack’s success would thus be similar to targeting λx in the case of
homogeneous coordinates shown in Figure 4.15. This would widen the
gap between D&C attacks and SASCA for SNR > 0.1 for Jacobian co-
ordinates. As a result, and as opposed to the homogeneous coordinates
case, we see that the SNR impacts the method of choice for a security
evaluation. Indeed, for high SNR, using a D&C strategy is less effec-
tive than a worst-case analytical attack. The factor graph of Jacobian
coordinates randomization is extremely large and makes SASCA im-
practical for evaluations. However, we are able to efficiently bound the
information recovered on the secret after a BP-based attack on this ran-
domization using the LRPM as demonstrated in Section 4.5 and shown
on Figure 4.15.

4.8 Worst-case evaluation of 32-bit implemen-
tations

In this section, we translate our previous investigation on 8-bit imple-
mentations to the practically-relevant case of 32-bit devices. First, we
emphasize that implementing an actual attack against a 32-bit imple-
mentation is much more challenging. While modeling 32-bit leakage is
feasible by using a linear-regression-based approach (similarly to the hor-
izontal attack on the Montgomery ECSM by Poussier, Zhou and Stan-
daert [134] detailed in Chapter 3, Section 3.2), exploitation on the other
hand is very demanding since it would require enumerating 232 values,
leading to large computation and storage efforts. Some workarounds are
possible by trading computational complexity for algorithmic noise.

For instance, in [94] it is suggested to calculate the probability vector
on the HW of an 8-bit variable A after observing the HW leakage of the
32-bit value A|B|C|D by simply summing over all possible HW values
as follows:
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Pr(HW(A) = ha) =
∑

hb,hc,hd

Pr(HW(A|B|C|D) = ha + hb + hc + hd)·

Pr(HW(B) = hb) · Pr(HW(C) = hc) · Pr(HW(D) = hd)

where the HWs of B,C and D follow the same probabilities as the HW
of a uniform and unknown 8-bit value. The information that can be
extracted on HW(A) from the leakage of the full register is heavily im-
pacted by the algorithmic noise due to targeting 8 bits out of 32. Another
option that we suggest is to turn a D&C attack requiring 232 enumera-
tions into a BP-based attack requiring a 28 enumeration. This is done by
decomposing every 32-bit operation into a factor graph of 8-bit variables
and multiple operations, where all intermediates, besides the inputs and
outputs to the 32-bit operation, are not leaking. However, this method
would also suffer greatly from the added algorithmic noise, and would
not correspond to an optimal strategy. Any adversary targeting 8 bits
out of 32 is bounded by the optimal attacker able to perform 232 enu-
merations and capable of performing BP on the full factor graph of the
randomization.

Since we focus on worst-case security, we analyze the information
obtained by a strong attacker able to perform attacks on 32-bit leakages
directly. For that purpose, we use the LRPM. As shown in Section 4.5
on Figures 4.9 and 4.10, the LRPM provides a lower bound on the guess-
ing entropy after the attack. Based on this observation, we bound the
guessing entropy when targeting a 32-bit implementation for different
attacks (D&C and SASCA) and for different SNR levels. The results of
this analysis are plotted on Figure 4.16 for high (left) and low (right)
SNR cases. First, we note that when the SNR is low the gain of an-
alytical strategies over D&C strategies is still very limited as for the
8-bit case. But more interestingly, we observe that implementations of
the point randomization on 32-bit devices are able to resist worst-case
adversaries as shown by the pessimistic lower bounds on the guessing
entropy on Figure 4.16. Concretely, for an SNR ≈ 0.9, as measured in a
recent attack targeting an STM32F405 [94], it is possible to achieve ex-
cellent concrete security even against attackers exploiting all the possible
leakage of the point randomization. This is a positive result that sug-
gests that securing 32-bit ECC implementations (e.g., on ARM devices)
against very powerful attackers might be feasible in practice.

However, we can clearly see a gap between both methods when the
SNR is roughly above 2. This is explained by the fact that a higher SNR
is necessary to recover information on the targeted operations for the
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(a) High SNR (b) Low SNR

Figure 4.16: Entropy lower bound comparison of SASCA on the full
graph of the field multiplication, and the D&C attack for a 32-bit im-
plementation with λ ∈ F2256 .

32-bit case. In this high SNR case, operations that are only exploited
by the BP attack, such as additions, start to provide a decent amount
of information, leading to a gap between the two methods. Since the
implementation was already broken for lower SNR values in the 8-bit
case, this gap could not appear. This means that, for high SNR values,
using a D&C strategy does not translate into a close counterpart to a
worst-case attacker for a 32-bit implementation, as opposed to the 8-bit
case.

4.9 Conclusion

In this chapter, we investigated the security of the point randomization
countermeasure with respect to worst-case attackers. We showed how to
apply SASCA when targeting point randomization and we additionally
adapted a recent and efficient evaluation methodology for SASCA using
the LRPM to this asymmetric use-case. Using this model, we showed
that for realistic noise levels on 8-bit devices, there is almost no gain
in mounting a complex SASCA making use of all the available informa-
tion compared to a simpler D&C attack that can be complemented with
enumeration. As a result, using simulations, we estimated the required
SNR needed by implementations in small embedded devices to be se-
cure. Somewhat surprisingly, we observed that the point randomization
technique can be implemented quite securely even in 8-bit devices.

We then performed practical experiments against basic and opti-
mized implementations to further illustrate the impact of performance
optimizations: while the naive implementation is shown to be broken,
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the optimized one leads to ranks that are not reachable with enumer-
ation, without any additional countermeasures. Finally, we provided
guessing entropy lower bounds for challenging attacks on 32-bit imple-
mentations which again confirm the resistance of point randomization
against side-channel attacks. Interestingly, our results indicate that the
point randomization on 32-bit devices provides excellent concrete secu-
rity against worst-case adversaries. This leads to the positive conclusion
that secure 32-bit ECC implementations might be feasible in practice,
if we can achieve similar high security for the following ECSM.



Chapter 5

Amplified Bitslice Masking and
Shuffling

It is well established by the cryptographic community that security on
embedded devices requires strong or even a combination of strong coun-
termeasures. It was also suggested that combining complementary coun-
termeasures such as masking and hiding is more favorable [112]. How-
ever, side-channel countermeasures typically entail a significant over-
head in terms of time and randomness. For instance, masking typically
leads to a quadratic cost increase. This raises the important question of
whether combining countermeasures leads to practical and cost-effective
security improvements. In this respect, the combination of masking
and shuffling was previously investigated by Rivain, Prouff and Do-
get [140]. Assuming a shuffled execution of η independent operations
(e.g., Sboxes), each of them masked with d shares, they showed that for
a sufficient noise variance σ2, the complexity to attack the corresponding
implementation grows in O

(
η · (σ2)d

)
.

In this chapter, we revisit this popular combination, and study its ap-
plication in the bitslice implementation setting and its resistance against
worst-case side-channel adversaries. Our contributions in this respect
are the following. First, as a consolidating contribution, in Section 5.2
we describe an improvement of the multivariate attacks against shuffled
implementations proposed by Veyrat-Charvillon et al. [164] that we use
in our security evaluations. In particular, we show that in this case and
for high noise levels D&C attacks are sufficient to approach worst-case
attacks. Our main contribution is presented in Section 5.3. By system-
atically analyzing the combination of masking and shuffling, we obtain
an efficient solution to improve it. This is achieved by shuffling noisy
shares rather than noisy tuples of shares, which leads to amplifying ex-
ponentially in the masking order the impact of the noise emulated by



82 Chapter 5. Amplified Bitslice Masking and Shuffling

shuffling. Then, in Section 5.4, we investigate the applicability of our
solution. In this respect, we consider the bitslice strategy introduced by
Biham [21] and applied in various recent works [47, 73, 16, 72, 15, 5].
We show that under sufficient noise, it is better to prioritize masking
over shuffling, i.e. fill the registers with the shares and shuffle the re-
maining independent operations. Finally, in Section 5.5 we focus on
the challenge of implementing algorithmic countermeasures on real de-
vices that only offer minimal physical noise. While the work of Rivain et
al. [140] relied on correlation-based attacks, and concluded that shuffling
is still useful even when the physical noise is limited, recent research has
highlighted how such evaluations are lacking and overestimate the secu-
rity of an implementation, when the adversary can model the leakage
of the randomness [28]. We consider an experimental evaluation on an
ARM Cortex-M3 and show that profiled attacks can cancel the impact
of shuffling.

5.1 Preliminaries

In this section we provide some introductory material and background
about the tools we use in the remainder of this chapter, in addition to a
description of the countermeasures we investigate and their theoretical
security impacts.

5.1.1 Mutual information

We introduced the MI in Chapter 2, Section 2.3.5 as a metric to assess
the information extracted from the leakage on a secret key or intermedi-
ate related to the secret. In addition, the MI can be used to evaluate the
effectiveness of both countermeasures and attack strategies. In particu-
lar, the relation between the MI of a secret variable X and its leakage
L, and the number of traces N required to recover the value of X from
L is given by [53]:

N ≥ cst

MI(X;L)
(5.1)

The small constant cst depends on the entropy H(X) of the targeted
variable, the desired success rate of the attack [53, 46] and marginally
on the correlation between the target variable’s possible candidates [154].
Choosing cst = H(X) corresponds to a success rate > 50%.

The MI usually corresponds to a worst-case adversary with a perfect
modeling of the leakage. When we consider imperfect modeling or sub-
optimal attacks (with respect to the worst-case adversary), we use the
MI counterpart also introduced in Section 2.3.5, the PI.
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5.1.2 Masking

We recall the definition of masking from Section 2.4. Boolean mask-
ing decomposes a secret variable a into an encoding or a tuple a =
[a0, a1, . . . , ad−1] of d uniformly distributed shares such that a = a0 ⊕
a1⊕ . . .⊕ ad−1. As a result of this representation, and as long as all the
d shares remain independent, a is not revealed unless at least d leakage
samples are exploited. Under this masking scheme, linear operations are
performed share-wise, however non-linear operations, such as multipli-
cations, require more attention since they do not process the shares in-
dependently. To tackle this issue Ishai, Sahai and Wagner [88] suggested
to perform secure multiplications as described by Algorithm 11, where
⊗ denotes the multiplication in F2. This algorithm requires d · (d− 1)/2
random bits r.

Algorithm 11 ISW multiplication.

Input: a with a =
∑d−1

i=0 ai and b with b =
∑d−1

i=0 bi.

Output: c with c =
∑d−1

i=0 ci and c = a⊗ b.

for i in [0, . . . , d− 1] do
ci ← ai ⊗ bi

for i in [0, . . . , d− 1] do
for j in [i+ 1, . . . , d− 1] do

r ← {0, 1}
ci ← ci ⊕ (r ⊕ (ai ⊗ bj))
cj ← cj ⊕ (r ⊕ (aj ⊗ bi))

A bound on the number of traces required to break a masked imple-
mentation with d shares was given by Duc, Faust and Standaert [53]:

N ≥ cst∏d−1
i=0 MI(Ai;L)

(5.2)

This bound is subject to two conditions: the independence of the shares
as formalized by probing security [88], such that the security order d
is maintained, and additionally sufficiently high side-channel noise such
that the overall MI on a decreases exponentially in d.

5.1.3 Shuffling

Shuffling consists in randomizing the order of the cipher’s operations
based on a random permutation such that it becomes difficult to identify
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relevant leakage [83]. This countermeasure leverages independent oper-
ations that are indistinguishable and can be permuted. Algorithm 12
shows an example of a shuffled execution. The same operation op is ap-
plied to η elements (yi)0≤i<η (e.g., the AES Sbox operation applied to
the η=16 Sbox inputs). The first step of shuffling the η operations is to
generate a random permutation θ over the set {0, 1, . . . , η− 1}. The set
of all possible permutations over {0, 1, . . . , η−1} is denoted by Θ. In the
following, we always assume that θ is picked randomly and uniformly
from Θ. The size of the permutation is given by π. For now, it is equal
to η, but it will be seen in the next sections of this chapter, that there
are also cases where π < η. Another interesting case corresponds to the
addition of dummy operations to increase the size of the permutation
such that π > η but we do not discuss this case in this chapter. The
execution of the operations op is performed out-of-order, and the index
s that defines the order in which the elements (yi)0≤i<η are processed
to yield (zi)0≤i<η is chosen based on θ. Concretely, at iteration c the
index of the processed input element ys is equal to θc.

Algorithm 12 Shuffled execution.

Input: y0, y1, . . . , yη−1

Output: z0, z1, . . . , zη−1 such that ∀i, 0 ≤ i < η, zi = op(yi).

θ
$← Θ . Perm. generation

for c in [0, . . . , η − 1] do
s← θc
zs ← op(ys)

Shuffling increases the data complexity of an attack by a linear factor
equal to η, if a full entropy permutation is used, i.e. generated randomly
and uniformly from the set of all possible permutations over the same
elements [83, 164]. The relation between the number of attack traces N ,
the MI(X;L) of variable X knowing its leakage L without shuffling and
the number of shuffled variables η among which X is shuffled is given by
the equation below. This relation holds only if the side-channel noise is
high enough to hide the permutation.

N ≥ cst · η
MI(X;L)

(5.3)
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5.2 Improved attacks on shuffling

In the following, we provide an improvement of the D&C attacks pro-
posed by Veyrat-Charvillon et al. [164] at Asiacrypt 2012. To do so, we
first describe the leakage observed from a shuffled implementation. Fol-
lowing Algorithm 12, for each index c we observe the leakage of s = θc,
that we call the permutation leakage and denote by lθc . Additionally,
we observe the data leakage coming from the manipulation of the input
(resp. output) and that we denote by ly

θc
(resp. lz

θc
).

A profiled maximum-likelihood attack requires the estimation of the
leakage’s Probability Density Function (PDF). The optimal way to com-
pute the leakage PDF of a shuffled implementation is given by the next
equation:

f(l|y) =
∑
θ∈Θ

Pr(θ) · f(l|θ,y) (5.4)

where f denotes leakage PDFs, y the input data vector (ys)0≤s<η, and l
the concatenation of the permutation and data leakage vectors (lθc)0≤c<η
and (ly

θc
)0≤c<η. However, based on the size of the permutation π, the

sum over all possible permutations can be computationally prohibitive,
e.g., for π = η = 16 the number of modes of this mixture distribu-
tion is already 16! ≈ 244.2. As a result, more computationally efficient
approaches have been proposed, at the cost of a possible information
loss. One option is to ignore the permutation leakage and simply as-
sume a uniform probability for all the permutation elements leading to
the following PDF for each input ys:

f(l|ys) =
1

η

η−1∑
c=0

f(ly
θc |ys) (5.5)

In this case, we do not make use of any information coming from the
permutation leakage. To remedy this, Veyrat-Charvillon et al. [164]
propose a more efficient alternative that exploits both the data and
permutation leakage. We describe this attack in the next section.

5.2.1 The Asiacrypt2012 attack

The Asiacrypt2012 attack of Veyrat-Charvillon et al. [164] which targets
shuffling is expressed by the following equation:

fAC12(l|ys) =

η−1∑
c=0

wAC12(θc = s|lθ)︸ ︷︷ ︸
perm. leak.

· f(lyθc |ys)︸ ︷︷ ︸
data leak.

(5.6)
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where wAC12(θc = s|lθ) is the weight assigned to a cycle or execution
index c. Its goal is to indicate the likelihood that the targeted value ys is
manipulated at the cycle c. They propose many solutions to derive wAC12

with different time and data complexities. We focus on the so-called
direct permutation leakages (DPLeak in [164]), for which this weight is
computed as:

wAC12(θc = s|lθ) =
f(lθc |θc = s)∑η−1

c′=0 f(l
θc′ |θc′ = s)

(5.7)

The last step to recover the probability on the full data vector y is to
apply Bayes’ theorem and normalize the probabilities according to:

P̃rAC12(y|l) =

η−1∏
s=0

fAC12(l|ys)∑
ys∗ fAC12(l|ys

∗)
(5.8)

As in Section 2.3.5, the ∼ denotes an imperfect leakage modeling. In
this case, P̃rAC12 leads the attacker to exploiting only some PI from
the leakage rather than the full MI. Additionally, we note that despite
this attack is not summing over all the permutations, it is not a D&C
one since the leakages of the permutation are still exploited jointly as
expressed in the denominator in Equation 5.7.

5.2.2 Improvements description

In this part, we propose an improved attack strategy in comparison to
the Asiacrypt2012 attack, which is also just as computationally efficient.
This attack is very similar to the Asiacrypt2012 attack, but expresses
the probability model in a different way to optimize the information
extracted from the leakage. It is given by the following equation:

P̃rNew(y|l) =

η−1∏
s=0

η−1∑
c=0

wNew(θc = s|lθc)︸ ︷︷ ︸
perm. leak.

· f(ly
θc |ys)∑

ys∗ f(l
yθc |ys∗)︸ ︷︷ ︸

data leak.

(5.9)

Our improvements in comparison to the Asiacrypt2012 attack are
twofold. First, the weighted sum over c is not performed on continuous
PDFs anymore but on the probabilities obtained after the application
of Bayes’ theorem, as reflected by the right term in Equation 5.9. This
is the usual approach taken for advanced attacks such as SASCA [163]
to extract information on intermediate values. Second, we notice that
the weights in the sum estimated with Equation 5.7 depend on the full
permutation leakage. Since each term in the sum corresponds to the
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leakage at cycle c, we modified the weights such that they correspond
instead to the probability that the index manipulated at cycle c is equal
to s. This yields the following weight computation:

wNew(θc = s|lθc) =
f(lθc |θc = s)∑η−1
s′=0 f(l

θc |θc = s′)
(5.10)

5.2.3 Attack models comparison

In this section we compare the Asiacrypt2012 model P̃rAC12 that we refer
to in the following as DPLeak AC12, and the improved model proposed
in this thesis P̃rNew that we refer to as DPLeakNew.

5.2.3.1 Methodology.

For the purpose of the comparison, we simulate a shuffled implemen-
tation according to Algorithm 12, following the distribution defined in
Equation 5.4. In particular, our simulations are parametrized by the
Gaussian noise variance σ2 and the number of independent shuffled op-
erations or intermediates represented by the vector y = [y0, y1, . . . , yη−1]
such that π = η. Additionally, we assume that the leakages of the el-
ements in y are independent, and compute the noise variance on the
permutation leakage to match the same SNR as the data leakage.

In this simulated setting, we know the true leakage PDF and we
can estimate the MI according to Equation 2.5 in Section 2.3.5. The
MI captures the best worst-case attack possible against this shuffling
example. Since, for larger permutations the estimation of the MI is
prohibitive, we consider permutations of size π ∈ {2, 4, 6}. Then, for the
same implementation examples, we estimate the PI using Equation 2.6
for both models given by Equation 5.8 and 5.9 respectively. We note that
only the computation of the MI is intensive, while the PI estimates do not
suffer from this limitation and can be computed for larger permutations.
Since we assumed the independence of the elements in y, we have that
H(Y ) =

∑η−1
i=0 H(Y i) = η · H(Y i). Finally, by considering the ratio

between the PI values and the MI, we can assess how far each model is
from the optimal attack enumerating all possible permutations.

5.2.3.2 Results and discussion.

The results of the previously described simulations and IT ratios PI/MI
are reported in Figure 5.1 as function of the noise variance. This figure
highlights the gap between the optimal attack (corresponding to the MI),
and the two alternative attacks based on the AC12 model and the new
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model in this chapter. Based on these results, we first observe that our
new model improves over the AC12 one. Indeed, the PI for the DPLeak
AC12 adversary is always and in most cases significantly lower than the
PI for DPLeakNew. Second, we observe that for high noise levels, our
new model offers a good approximation of the MI while the AC12 one
suffers from a significant bias, which increases with the noise variance.
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Figure 5.1: IT analysis of shuffled implementation in Algorithm 12.

We note that the DPLeakNew attack could possibly be further im-
proved with analytical attacks such as [163]. However, Figure 5.1 shows
that for high noise levels on which we will further focus, DPLeakNew
is already very close to the worst-case attack, which is in line with the
observation in Chapter 4, that such analytical attacks only lead to mi-
nor improvements when targeting ephemeral secrets such as a shuffling
permutation, and in particular for high noise cases [8].
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In the rest of this chapter, small-scale IT evaluations based on the
worst-case MI as shown on Figure 5.1, will be quite systematically used
in order to evaluate and compare different combinations of masking and
shuffling. We therefore use this first application to discuss their main
pros and cons as follows:

• On the negative side: (i) these small scale examples only cor-
respond to attacks considering a representative leakage function,
which is in not equivalent to proving security in general, and (ii)
they do not directly apply to the typical sizes of concrete imple-
mentations (e.g., H(Y i) = 8 and η = 16 for the AES) since we
cannot estimate the MI for such large parameters.

• On the positive side: (i) IT evaluations as we suggest have quite
systematically been shown to be excellent indicators of the bounds
that can be obtained in masking security proofs: see for example
the sequence of papers [154, 155, 136, 52, 53] for an illustration, and
(ii) the same holds (up to constant factors) for the extrapolation
from small variables to larger ones, and the concrete attacks we
propose do not suffer from computational limitations.

Since all our observations are confirmed for a few (growing) values of
d and π, we therefore believe they provide a necessary first step towards
the understanding of the combination of masking and shuffling which,
in particular, improves over the one of Rivain et al. [140], both in terms
of the security levels we claim and in terms of the considered attacks’
coverage. Proving the bounds we observe in a formal model such as the
RPM [52] is an interesting scope for further research.

5.3 Information theoretic analysis of combined
masking and shuffing

A circuit of a cryptographic function masked to achieve (d− 1)th order
security is composed of two kinds of operations: linear ones that can be
applied share-wise, and non-linear ones that require to securely mix the
shares to maintain the security order. In the following, we investigate
different ways to combine masking and shuffling for both linear and
non-linear operations. We then analyze the relevant options with IT
metrics. For now we focus on the high noise regime, where exploiting
the permutation leakages does not improve the attacks [164]. The case of
low noise regime will be later discussed based on a real-world case-study
in Section 5.5.
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5.3.1 Linear operations

Applying a linear operation op to a secret encoding a consists in applying
op to all of its elements (ai)0≤i<d independently. Accordingly, the output
encoding b is simply given by bi = op(ai),∀i ∈ {0, 1, . . . , d − 1}. The
same holds when we have η such encodings (bs)0≤s<η. The challenge
when combining masking and shuffling for linear layers is to identify in
what order should pairs of indexes (i, s) be used to load asi . We consider
three possible shuffling configurations that can be applied to a linear
layer, as summarized in Figure 5.2 where a color denotes a permutation
and a box the pair(s) (i, s) that are accessed deterministically at each
cycle of that permutation.

Figure 5.2: Shuffling configurations of a linear encoding for d = 2 and
η = 3.

5.3.1.1 Shuffling tuples.

A first straightforward possibility is to shuffle tuples of shares. Only the
indexes s of the vectors are shuffled and the shares i of that index are
accessed sequentially in order. Algorithm 13 is an example of such a
combination and a graphical representation is given in Figure 5.2(a).

In terms of security, this shuffling and masking combination is simi-
lar to the case where we only shuffle an unmasked implementation such
as shown by Algorithm 12. Indeed, because the shares are accessed in
order, at the cycle c information on all the shares aθci can be identified
and combined together to get information on aθc . Essentially, this coun-
termeasure combination only impacts the information on aθc , but does
not impact the information on the individual shares. So similarly to a
shuffled-only implementation, the security of this combination is linear
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Algorithm 13 Masking and shuffling tuples.

Input: a such that as =
∑d−1

i=0 a
s
i and op(·)

Output: b such that bs = op(as) =
∑d−1

i=0 b
s
i

θ
$← Θ . Perm. generation of size π = η

for c in [0, . . . , η − 1] do
s← θc
for i in [0, . . . , d− 1] do

bsi = op(asi )

in the number of operations η on which we shuffle:

N tuples ≥ cst · η∏d−1
i=0 MIu(Ai;L)

(5.11)

where the MI subscript u (for unprotected) denotes the fact that the
countermeasures have no affect on the individual shares’ information.

This equation is confirmed by the IT analysis of Algorithm 13 given
in Figure 5.3. On the left, we report the MI of a masked and shuffled
implementation MIm+s(A;L), for various parameters d and η. On the
right, we report the ratio between the MI of a masked-only implemen-
tation MIm(A;L) and MIm+s(A;L). This ratio is equal to the increase
of the (worst-case) attack data complexity that shuffling and masking
provide compared to masking only. We first observe that, as expected
from Equation 5.11, the gain is equal to the permutation size π = η for
sufficiently large noise variance. We additionally observe that this gain
is independent of d, which confirms that there is no non-trivial interac-
tion between shuffling and masking in this case. Indeed for η = 2, the
gain is equal to 2 for the two and three shares implementations.

5.3.1.2 Shuffling shares.

A natural option to improve the interaction between masking and shuf-
fling is to shuffle the shares of independent variables instead of their
tuples. As illustrated in Figure 5.2(b) and described formally in Algo-
rithm 14, it consists in processing the shares in order and shuffling over
the vectors asi for a fixed share index i. This option requires picking a
fresh random permutation of size π = η for each share index processing.
As a result, the permutation is always applied on independent values
that never involve the same encoding as.

This approach is beneficial to side-channel security since to obtain
information about a secret as, an adversary now has to retrieve at which
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Figure 5.3: Shuffling tuples (Algorithm 13): IT analysis.

Algorithm 14 Masking and shuffling shares.

Input: as =
∑d−1

i=0 a
s
i and op(·)

Output: bs = op(as) =
∑d−1

i=0 b
s
i

for i in [0, . . . , d− 1] do

θ
$← Θ . Perm. generation of size π = η

for c in [0, . . . , η − 1] do
s← θc
bsi = op(asi )
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cycles c the d shares asi are manipulated. Without knowledge of the per-
mutations (e.g., because of sufficiently noisy leakages as we assume for
now), she succeeds for a share with probability 1

η , and hence with prob-

ability
(

1
η

)d
for the d shares. As a result, the shuffling shares method

can be interpreted as providing an increase of the noise on each share
by a factor equal to the permutation size π = η. Masking then amplifies
this emulated noise exponentially in d. The impact of this combination
on the (worst-case) attack data complexity is therefore given by:

N shares ≥ cst∏d−1
i=0 MIu(Ai;L)/η

=
cst · ηd∏d−1

i=0 MIu(Ai;L)
(5.12)

As before, this equation is confirmed by the systematic IT analy-
sis of Algorithm 14 in Figure 5.4. We observe that for large noise, the
MIm+s(A;L) of the shuffled shares implementation is lower than the
MIm(A;L) of the masked only implementation by a factor ηd. For ex-
ample, for η = 4 and d = 2, this ratio is 42 = 16. For η = 3 and
d = 3, this ratio is 33 = 27. Therefore, by using d permutations of size
π = η, this solution provides an exponential amplification of the noise
generated by shuffling.

10−2 10−1 100 101

σ2

10−3

10−2

10−1

100

M
I/

H
(A

)

η = 1

η = 2

η = 3

η = 4

(a) d = 2, MIm+s(A;L)

10−2 10−1 100 101

σ2

5

10

15

M
I m
/

M
I m

+
s

η = 2

η = 3

η = 4

(b) d = 2, MIm(A;L)/MIm+s(A;L)

10−2 10−1 100 101

σ2

10−4

10−2

100

M
I/

H
(A

)

η = 1

η = 2

η = 3

(c) d = 3, MIm+s(A;L)

10−2 10−1 100 101

σ2

10

20

M
I m
/M

I m
+
s

η = 2

η = 3

(d) d = 3, MIm(A;L)/MIm+s(A;L)

Figure 5.4: Shuffling shares (Algorithm 14): IT analysis.
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5.3.1.3 Shuffling everything.

The two previous options shuffled either over the shares or over the
tuples. A last solution is to shuffle jointly all the shares of all tuples
corresponding to all the pairs (i, s) by using a single permutation on
π = d · η elements. This combination is illustrated in Figure 5.2(c) and
formally defined in Algorithm 15.

Algorithm 15 Masking and shuffling everything.

Input: as =
∑d−1

i=0 a
s
i and op(·)

Output: bs = op(as) =
∑d−1

i=0 b
s
i

θ
$← Θ . Perm. generation of size π = d · η

for c in [0, . . . , (d · η)− 1] do
(i, s)← (θc%d, θc/d)
bsi = op(asi )

In terms of side-channel security, recovering information about a se-
cret as, without knowledge of the permutation, now requires the adver-
sary to consider the leakage of all d shares of all η tuples. To recover as,
this implies to find the cycles c where the d pairs (i, s) with 0 ≤ i < d are
used. To do so, she chooses the first share out of the set of d · η shuffled
values. Since d of these values correspond to a share asi , she succeeds
with probability d

d·η . The second share can be guessed correctly with

probability d−1
d·η−1 by excluding the first selected share. Eventually, the

adversary can obtain information on as if she selects correctly all the d
shares which happens with probability

∏d−1
i=0

d−i
d·η−i = 1

(d·ηd )
. Hence, the

attack data complexity is growing as:

N everything ≥ cst ·
(
d·η
d

)∏d−1
i=0 MIu(Ai;L)

(5.13)

Once again, we confirm this equation with an IT analysis of a sim-
ulated implementation of Algorithm 15 in Figure 5.5. For large noise,
the IT ratio MIm(A;L)/MIm+s(A;L) is equal to

(
2·2
2

)
= 6 for d = 2

and η = 2, equal to
(

2·3
2

)
= 15 for d = 2 and η = 3 and finally equal to(

3·2
3

)
= 20 for d = 3 and η = 2. This confirm the combinatorial security

amplification of this combination of shuffling and masking.
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Figure 5.5: Shuffling everything (Algorithm 15): IT analysis.

5.3.1.4 Discussion.

We conclude from the previous analyses and experiments that N tuples

≤ N shares ≤ N everything. However, these successive improvements do not
come for free but at the cost of more or larger permutations. Hence,
they raise the question of which option provides the best cost vs. se-
curity trade-off, which we will discuss in Section 5.4. For this purpose,
a preliminary step is to generalize our results from linear operations to
non-linear ones, which we tackle in the next section. We note that Ri-
vain et al. used the shuffling everything method for their linear layers
(and derived a correlation-based bound for this purpose), but they only
used the shuffling tuples one for the AES Sboxes [140]. To the best of
our knowledge, the shuffling shares method is new. As will be shown
next, it is also the one leading to the best cost vs. security trade-off. In
particular, it allows avoiding the imbalance between the security levels
of linear and non-linear operations, which is caused by the use of two
types of shuffling, and forced Rivain et al. to artificially increase the
permutation size of the non-linear layers by using dummy operations.

5.3.2 Non-linear operations

The second building block for common cryptographic circuits are non-
linear operations. We will consider the standard ISW multiplication [88]
for this purpose, described in Algorithm 11, but the conclusions in this
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chapter also apply to other masking schemes based on a similar struc-
ture. In this case, all the pairs (i, j) have to be accessed in order to
compute the cross products ai ⊗ bj . We assume a setting where η in-
dependent ISW multiplications cs = as ⊗ bs, with 0 ≤ s < η, have
to be computed. In order to perform such operations, it implies that
all the triplets (s, i, j) have to be accessed to compute all the asi ⊗ bsj
cross-products. Next, we list different ways to shuffle the computation
of these triplets and discuss the different security levels they lead to.

We note that such combinations of masking and shuffling for non-
linear layers are more complex than for linear ones: there are more
possibilities to be considered and their security is sometimes hard to
assess. We therefore start by presenting the simplest solution of shuf-
fling tuples used by Rivain et al. [140]. We then introduce a generic
taxonomy of shuffling configurations which allows describing the design
space of the masking + shuffling combinations, and we illustrate this
taxonomy with the shuffling tuples approach. Finally, we prune this
design space and focus on a number of solutions that can be viewed
as the counterparts of the shuffling shares and shuffling everything ap-
proaches previously described for linear operations. We also argue why
this pruning is practically relevant.

5.3.2.1 Shuffling tuples.

This first method is similar to the shuffling tuples for linear layers. It
is presented in Algorithm 16, where only the accesses to the tuples as

and bs are shuffled with a permutation of size π = η. Then the pairs
(i, j) are accessed deterministically within these tuples. The sequence
of operations in Algorithm 16 is slightly different than in Algorithm 11.
Namely both i and j range from 0 to d−1 and the first loop on ai⊗ bi is
omitted. The constraints on rsi,j make these two algorithms equivalent.
Similarly to the shuffling tuples for linear layers, this allows an adver-
sary to obtain information on the unshared secrets as, bs and cs with
probability 1

η . The resulting security guarantee is then linear with the
size of the permutation similarly to Equation 5.11. This is confirmed
by our IT analysis of Algorithm 16 reported in Figure 5.6. There, the
ratio between the MI of a masked only ISW multiplication MIm(A;L)
and the one of shuffled and masked ISW multiplication MIm+s(A;L)
is always equal to η. This combination is a straightforward adaptation
of the Rivain et al. [140] implementation of masked and shuffled AES
SubBytes to the case of ISW multiplications.
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Algorithm 16 Shuffling tuples ISW (configuration (1s, 0i, 0j)).

Input: inputs {a0,a1, . . . ,aη−1} and {b0, b1, . . . , bη−1} and random-

ness rsi,j defined as: ∀s, ∀i,∀j, such that i < j, rsi,j
$← {0, 1} and

rsj,i = rsi,j and rsi,i = 0.

Output: outputs {c0, c1, . . . , cη−1} such that ∀s ∈ {0, 1, . . . , η−1}, cs =
as ⊗ bs.

θs
$← Θs . permutation over η elements

for s in θs do
for i in [0, . . . , d− 1] do

for j in [0, . . . , d− 1] do
csi ← csi ⊕ rsi,j ⊕ (asi ⊗ bsj)
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Figure 5.6: Shuffling ISW multiplication tuples (Algorithm 16): IT anal-
ysis.
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5.3.2.2 Shuffling more.

As in the previous section investigating linear operations, the next step
is to shuffle over more operations in order to reach a better security
gain. For example, one natural goal would be to amplify the effect of
shuffling with masking so that a gain factor of ηd can be maintained
for full implementations across linear and non-linear operations. For
this purpose, we first describe all the possible shuffling and masking
combinations which handle the indexes s, i and j independently, with
the next shuffling configurations.

Shuffling + masking configurations. At a high level, we describe
all the possible combinations of masking and shuffling with Algorithm 17
along with a notation of the configurations of the form (xα, xβ, xγ). Al-
gorithm 17 is composed of three nested loops where each loop is respon-
sible for shuffling (or not) one of the indexes s, i or j. In the configura-
tion (xα, xβ, xγ), the superscripts correspond to the index manipulated
by the loop and the position in the triplet corresponds to the order of
the loops. For example, the first superscript designates the outermost
loop and the third one the innermost loop. Additionally, the x value
is a bit set to 1 if the loop is shuffled and 0 otherwise. We note that
swapping the indexes i and j leads to the same gadget since the multipli-
cation is commutative. As a result, the configuration (0s, 0i, 0j) denotes
an unshuffled implementation, and the previous shuffling tuples solution
given in Algorithm 16 corresponds to the configuration (1s, 0i, 0j), where
only the outer loop on s is shuffled. Finally, the Greek letters in Algo-
rithm 17, namely α ∈ A, β ∈ B and γ ∈ Γ, are uniquely set to s, i or j.
The corresponding capital letter is the set of values that the index can
take. For example, if α = s then A = [0, . . . , η− 1] and if α = i or α = j

then A = [0, . . . , d− 1]. Hence, θα
xα←− Θα is a fresh permutation of the

elements in A if xα is set to one and is equal to A in order otherwise.

Pruning the configuration space. Based on the previous configura-
tions, there are 6 possible ways to order the loops and, for each of these
orderings, there are 23 possibilities of shuffling. This leads to a total of
48 cases. In order to reduce the number of configurations to investigate
in detail, we first notice that in Algorithm 17, shuffling the indexes i or
j never leads to a security improvement. Indeed, shuffling on i (resp. j)
only means shuffling the accesses to the shares asi (resp. bsj). Because
in an encoding as of as, the position of the shares has no effect on se-
curity, an adversary can obtain information on as by observing leakages
on all the shuffled shares asi without being impacted by the shuffling
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Algorithm 17 Generic shuffled & masked ISW multiplications.

Input: inputs {a0,a1, . . . ,aη−1} and {b0, b1, . . . , bη−1}, shuffling con-
figuration (xα, xβ, xγ) with α, β, γ ∈ {s, i, j} and randomness rsi,j de-
fined as: ∀s, ∀i,∀j, such that i < j, rsi,j ← {0, 1} and rsj,i = rsi,j and
rsi,i = 0.

Output: outputs {c0, c1, . . . , cη−1} such that ∀s ∈ {0, 1, . . . , η−1}, cs =
as ⊗ bs.

for α in θα
xα←− Θα do . one permutation over A

for β in θβ
xβ←− Θβ do . |A| permutations over B

for γ in θγ
xγ←− Θγ do . |A| · |B| permutations over Γ

csi ← csi ⊕ rsi,j ⊕ (asi ⊗ bsj)

of i (resp. j). We further note that in the high-noise regime (that we
assume for now), this observation also holds when we shuffle i and j. In
this case, the cross-products are shuffled and information on each of the
asi involved in these cross-products is obtained from the η observations
of the shuffled aθ

s

i . But information on as can still be recovered from
the input/output tuples of the multiplication, without being impacted
by the shuffling of i. So this configuration makes the information of the
cross-products harder to exploit, while it is known that the information
provided by these cross-products is dominated by the information of the
multiplications’ input/output tuples when the noise is large, as shown
by Cassiers and Standaert [32] in the LRPM. Therefore, we next limit
our investigations to configurations with 0i and 0j .

This reduces the set of combinations to 3 possibilities. We next list
them and discuss their security. The first one is (1s, 0i, 0j) and corre-
sponds to the aforementioned shuffling tuples (Algorithm 16) for which
the security impact is only linear in the size of the permutation. The
second configuration is (0i, 1s, 0j) (resp. (0j , 1s, 0i)). For this configu-
ration the security of the inner loop variable bj (resp. ai) differs from
the one on the outer loop variable ai (resp. bj) and the security of the
inner loop variable is similar to the shuffling tuples option, which is not
desirable. Finally, the third configuration is (0i, 0j , 1s). It is similar to
the shuffling shares of linear layers, where the permutation is applied
to π = η independent elements. In this case, every loading of the in-
put shares asi and bsj as well as the updates of csi are shuffled among
the η independent ISW multiplications. As a result, the information on
each of these operations is reduced by a factor η that is later amplified
by masking. Therefore, it provides an exponential gain factor ηd as in
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Algorithm 5.12. This gain is confirmed by the IT analysis depicted in
Figure 5.7 for d = 2 and η = 2, where the ratio between MIm(A;L) and
MIm+s(A;L) for high enough noise is of 22 = 4.
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Figure 5.7: Shuffling ISW shares (Algorithm 17, config. (0i, 0j , 1s)): IT
analysis.

5.3.2.3 Shuffling everything-like.

A last natural question is to know whether it is possible to obtain a
better security, similar to the one obtained for the shuffling everything
of linear layers. For these operations, the improvement was obtained by
shuffling jointly all the pairs (i, j) instead of independently. For the ISW
multiplications, this can be done by merging some of (or all) the loops
in Algorithm 17. To list the possible combinations when two loops are
merged, we use Algorithm 18 along with notations of the form (xα,β, xγ).
For example, (xi,j , xs) means that the outer loop is a merge of the loops
on i and j and hence over d2 elements. More precisely, in Algorithm 18
θα,β is a permutation over the set A×B (where × denotes the Cartesian
product). Alternatively, all loops can be merged together into a single
one operating on d2 ·η elements. We denote this configuration as (xs,i,j)
and detail it in Algorithm 19.

Based on these configurations, a first observation is that loops on i
and j must be merged together in order to avoid the same asymmetry
issues as in the previous shuffling shares approach. This reduces the
possibilities of merging loops to three combinations that are (1s, 1i,j),
(1i,j , 1s) and (1s,i,j). However, all these options induce a non-uniform
permutation of the output shares. Figure 5.8 illustrates this effect for
various parameters d and η. There, the y-axis is the probability that a
given valid output share (in this case c0

0) is generated during the t-th
iteration of the algorithm. The x-axis is the iteration t that is normalized
by the total number of iterations η · d2. To explain this non-uniformity,
we stress that one output share c0

0 is valid once it has been updated d
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Algorithm 18 Generic shuffled masked ISW multiplications with 2
loops merged.

Input: inputs {a0,a1, . . . ,aη−1} and {b0, b1, . . . , bη−1}, shuffling con-
figuration (xα,β, xγ) with α, β, γ ∈ {s, i, j} and randomness rsi,j defined
as: ∀s, ∀i,∀j, such that i < j, rsi,j ← {0, 1} and rsj,i = rsi,j and rsi,i = 0.

Output: outputs {c0, c1, . . . , cη−1} such that ∀s ∈ {0, 1, . . . , η−1}, cs =
as ⊗ bs.

for α, β in θα,β
xα,β←−−− Θα,β do

for γ in θγ
xγ←− Θγ do . |A| permutations over B

csi ← csi ⊕ rsi,j ⊕ (asi ⊗ bsj)

Algorithm 19 Generic shuffled masked ISW multiplications with all
loops merged.

Input: inputs {a0,a1, . . . ,aη−1} and {b0, b1, . . . , bη−1}, shuffling con-
figuration (xα,β,γ) with α, β, γ ∈ {s, i, j} and randomness rsi,j defined
as: ∀s, ∀i,∀j, such that i < j, rsi,j ← {0, 1} and rsj,i = rsi,j and rsi,i = 0.

Output: outputs {c0, c1, . . . , cη−1} such that ∀s ∈ {0, 1, . . . , η−1}, cs =
as ⊗ bs.

for α, β, γ in θα,β,γ
xα,β,γ←−−−− Θα,β,γ do

csi ← csi ⊕ rsi,j ⊕ (asi ⊗ bsj)
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times in an ISW multiplication. Therefore, during the first few iterations
it is unlikely that the current operation is the d-th update of c0

0 as it is
computed during the last few iterations. As a result, in all the plots of
Figure 5.8, the probability to generate c0

0 globally increases with t, with
some differences depending on the shuffling configuration.
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Figure 5.8: Probability to generate output share c0
0 at cycle t when

merging ISW loops.

We note that such non-uniform permutations of the output shares
may offer some (even good) level of security. Yet, they suffer from the
significant drawback that their analysis would require analyzing com-
plex permutation biases that are specific to the configurations and the
parameters d and η. We therefore rule out these options in our following
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investigations for usability reasons.

5.3.3 Investigation summary

Table 5.1 summarizes the different combinations of masking and shuffling
we considered, when the secret vectors are of size η. The table reports
the security gain factor compared to a masked-only implementation (i.e.
MIm/MIm+s), the size of the permutation(s) used (i.e. π) and the number
of fresh permutation(s) needed (i.e. #perm.). As mentioned above, the
shuffling everything approach cannot be straightforwardly applied to
non-linear layers. Hence, we next focus on the shuffling shares solution
which allows the same exponential security gain for both linear and non-
linear layers, enabling balanced designs (and evaluate the shuffling tuples
option for comparison purposes).

Linear layer Non-linear layer

MIm/MIm+s π #perm. MIm/MIm+s π #perm.

shuffling tuples η η 1 η η 1

shuffling shares ηd η d ηd η d2

shuffling everything
(
d·η
d

)
d · η 1 ? . ? . ?

Table 5.1: Summary of the masking + shuffling combinations.

5.4 Cost vs. security for bitslice combined mask-
ing and shuffling

In the previous section, we have discussed how to amplify the impact of
shuffling by combining it with masking, for both linear and non-linear
operations, and analyzed the different ways to achieve that. In this
section, we focus on the practical implementation of the shuffling tuples
and shuffling shares methods, with a focus on 32-bit software platforms,
and we compare them to a masked-only implementation. In particular,
we study Algorithm 17 with configurations (1s, 0i, 0j), (0i, 0j , 1s) and
(0s, 0i, 0j) in the context of bitslice software implementations. We first
detail the randomness that is required by such implementations. Then,
we describe the parameters that influence their execution time and their
security level. Finally, we propose concrete performance evaluations and
leverage them in order to discuss general guidelines for combinations of
masking and shuffling that best trade performance and security.

As a preliminary remark, we mention that when protecting a cryp-
tographic implementation with shuffling, a preliminary (cipher-specific)
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challenge is to find independent operations that can be executed in par-
allel. In order to keep the following discussions independent of the prim-
itive to protect, we therefore consider a general use case where we aim
to implement #AND ISW multiplications in parallel. As will be clear
next, it allows us to draw general conclusions about how masking and
shuffling should be combined (i.e. which of the countermeasures should
use the available parallelism in priority), which can then be directly
translated into concrete guidelines for implementing actual ciphers (or
possibly modes of operations, in case they offer additional levels of par-
allelism).

5.4.1 Randomness requirements

The randomness required to combine masking and shuffling is composed
of two terms. The first one is due to masking and remains independent
of the shuffling parameter π. For the masked (only) ISW multiplication
from Algorithm 11, d · (d− 1)/2 random bits per bitwise multiplication
are needed. This means that #AND times more random bits are needed
in our context. The second term is due to shuffling and corresponds to
the randomness needed to generate the permutation(s) θ. Precisely,
a permutation on η elements can be generated with η · log2 η random
bits [164]. When combined with masking by shuffling tuples, a single of
these permutations must be generated, as reported in Table 5.1. When
combined with masking by shuffling shares, a total of d2 of these per-
mutations must be generated. As a result, the shuffling shares strategy
requires a total amount of random bits given by:(

#AND · d · (d− 1)

2

)
︸ ︷︷ ︸

masking

+
(
d2 · η · log2 η

)
︸ ︷︷ ︸

shuffling

. (5.14)

5.4.2 The bitslice masking + shuffling design space

We now introduce the different parameters that influence the execution
time as well as the security level of masked and shuffled bitslice im-
plementations. These parameters are summarized in Table 5.2, where
the first block contains parameters that are under control of the imple-
menters and the second one contains parameters that depend (partially)
on the software platform used.

We next detail these parameters and their interactions. First, we re-
call that bitslicing is a software programming technique that represents
an algorithm (e.g., a block cipher) with Boolean operations [21]. It takes
advantage of the parallelism enabled by bitwise instructions which are
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Parameter Description

#AND Number of masked bitwise AND to perform

bs Effective size of the registers

π = η Size of the permutations such that η = #AND
bs

d The number of shares

r Number of cycles to generate 32 random bits

MIu(Ai;L)
Mutual information on a single unshuffled shared
bit

Table 5.2: Summary of parameters for bitslice masking and shuffling.

available in most (all) modern micro-controllers. For example, it is pos-
sible to place 32 bits in a register a, 32 bits in a register b, and to obtain
the 32 bits corresponding to a ⊕ b in a single instruction. This strat-
egy is particularly appealing in the context of masking where multiple
bitwise ISW multiplications can be applied in parallel. Several works
have shown how it can be efficiently used to protect block cipher imple-
mentations at arbitrary security orders [73, 16, 15]. Next, we observe
that in contrast with bitslice implementations that favor parallelism,
shuffling rather applies to serialized independent operations: the more
such operations, the larger the size of the permutation and therefore
the impact of shuffling. As a result, the main question when combining
bitslice masking and shuffling is whether one should favor serialization
or parallelism.

In order to answer this question, we will analyze the impact of the
“effective size” of the register, denoted as bs, which is the parameter re-
flecting the trade-off between serialization and parallelism. It is defined
as the number of useful bits in a single register, and therefore corre-
sponds to the number of Boolean operations that are parallelized. The
maximum value of bs is given by the physical register size. Therefore, on
a 32-bit software platform, we have bs ≤ 32. Yet, the designer could also
reduce bs to increase the permutation size η that is equal to #AND/bs.
For example, Figure 5.9 illustrates two options in the masking + shuf-
fling design space for #AND=64. The first option (Figure 5.9(a)) is to
maximize the parallelism with bs = 32 and so η = 2. A second op-
tion (Figure 5.9(b)) is to decrease the parallelism with bs = 16 and to
increase the permutation size up to η = 4.

The other parameters that we need to evaluate the performance vs.
security trade-off of masked and shuffled implementations are the ran-
domness cost and the noise level. Precisely, and as described in Sec-
tion 5.4.1, both masking and shuffling require randomness. Hence, the
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Figure 5.9: Different options in the design space for #AND=64.

throughput at which random bits are generated has an impact on the
cycle count. We introduce the parameter r that is the latency in cycles
needed to generate 32 random bits once requested. As for the noise
level, we quantify it with the amount of information that is available on
a single share of an unprotected implementation MIu(Ai;L).

5.4.3 Performance evaluation and discussion

In order to evaluate the security vs. performance trade-off of the shuf-
fling tuples and shuffling shares options, we complement the previous
security evaluations by measuring the total cycle count of protected im-
plementations running on a 32-bit ARM Cortex-M3 with the design
parameters from Table 5.2. Precisely, when only masking we use a bit-
slice implementation of Algorithm 11 that is repeated η times to perform
#AND bitwise secure multiplications. The security level is then given
by Equation 5.2. For the shuffling tuples strategy, a similar approach is
used but the η ISW multiplications are performed out of order following
the generation of a single permutation. The security level is then given
by Equation 5.11. For the shuffling shares strategy, its security level is
given by Equation 5.12. We stress that the comparative value of our
information theoretic analyses is due to the fact that the constants they
imply are independent of the masking and shuffling parameters (i.e. they
only depend on the size of the target intermediate variable and success
rate). We also recall that they are only valid under a sufficient noise.
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The concrete investigation of a low-noise case study is given in the next
section.

The resulting execution time vs. security curves are reported in
Figure 5.10 for #AND=128 and in Figure 5.11 for #AND=512. The
x-axis is the number of cycles used to perform the secure multiplica-
tions normalized by #AND. The y-axis reports the data complexity of
the worst-case attack. Each data point is for a different masking order
d, with the leftmost being d = 2 and increasing with steps of one when
moving to the right. The red curves are for masked-only implementa-
tions, green ones for shuffling tuples and blue ones for shuffling shares.
Continuous lines are for bs = 32, hence using the full physical register.
The dashed curves are for bs = 16, hence doubling the serialization.

We draw two general conclusions regarding the combination of mask-
ing and shuffling from Figures 5.10 and 5.11. First, the choice of taking
bs = 32 is always better than taking bs = 16. That is for a fixed ex-
ecution time (x-axis), the resulting attack data complexity is always
larger for bs = 32 than for bs = 16, and this trend holds for lower bs
values. It implies that a designer should first favor the parallelization
of the masked computations he has to perform, and shuffle what is left
to serialize. One interesting corollary of this observation is that (for
high enough noise levels as we consider), the use of dummy operations
in order to increase the amount of operations to shuffle does not pay
off: increasing the number of shares is a better strategy. Second, the
combination of masking and shuffling benefits from a larger #AND. For
example, if 80 cycles are spent per bitwise multiplication, the resulting
security is about 240 for #AND=128 for shuffling shares according to
Figure 5.10(b). For the same number of clock cycles per bitwise multi-
plication, having #AND=512 provides a security around 250 according
to Figure 5.11(b).

Masking only vs. shuffling tuples. By comparing the masked-
only implementation with the shuffling tuples strategy, we observe that
shuffling tuples does not bring a significant gain. That is, for a fixed per-
formance level (i.e. value of the x-axis), shuffling tuples at best brings a
marginal improvement. This can be explained by the fact that shuffling
tuples is always slower than masking only due to the permutation gen-
eration, while only bringing a gain of η in attack complexity. Increasing
this security gain would require to reduce bs, and so to favor serializa-
tion. But as shown above, this degrades the time vs. security trade-off
which rather pushes for masking with maximum parallelism.
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Figure 5.10: Cycles vs. security for 128 bitwise ANDs for various noise
levels and randomness cost. Continuous are for bs = 32 and dashed ones
for bs = 16.



5.4. Cost vs. security for bitslice combined masking and shuffling 109

0 20 40 60 80 100 120 140

cycles / #AND

20

216

232

248

264

280

296

N
no shuf.

shuf. tuples

shuf. shares

(a) MIu(Ai,L) = 0.05, r = 8

0 20 40 60 80 100 120 140

cycles / #AND

20

216

232

248

264

280

296

N

no shuf.

shuf. tuples

shuf. shares

(b) MIu(Ai,L) = 0.05, r = 64

0 20 40 60 80 100 120 140

cycles / #AND

20

216

232

248

264

280

296

N no shuf.

shuf. tuples

shuf. shares

(c) MIu(Ai,L) = 0.005, r = 8

0 20 40 60 80 100 120 140

cycles / #AND

20

216

232

248

264

280

296

N no shuf.

shuf. tuples

shuf. shares

(d) MIu(Ai,L) = 0.005, r = 64

Figure 5.11: Cycles vs. security for 512 bitwise ANDs for various noise
levels and randomness cost. Continuous are for bs = 32 and dashed ones
for bs = 16.
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Masking only vs. shuffling shares. Interestingly, the conclusion
is more shaded when considering the shuffling shares approach. In this
case, the interest of combining countermeasures essentially depends on
the randomness cost r, noise level MIu(Ai;L) and amount of indepen-
dent operations available #AND. That is, for expensive randomness,
relatively low noise (still sufficient for the countermeasures to be effec-
tive) and high #AND, shuffling shares is the best solution. Whenever
decreasing #AND or the randomness cost, or increasing the noise level,
this advantage vanishes and masking-only can become the best option
(e.g., in Figure 5.10(c)). We summarize this design space with Fig-
ure 5.12, where the x-axis is the randomness cost and the y-axis is the
noise level MIu(Ai;L). Black areas represent contexts where masking
alone is more efficient than shuffling shares in order to reach a given
security target (here 64-bit). White areas represent contexts where shuf-
fling shares is more efficient. Black areas are for cheap randomness and
high noise levels (and lie in the bottom left). By increasing the number
of independent multiplications #AND (and accordingly η), this area is
reduced and the masking + shuffling approach becomes beneficial.

5.5 Real-world shuffling analysis

Based on the previous evaluations, we can conclude that the new (shuf-
fling shares) combination of masking and shuffling that we propose in
this work can indeed be an interesting asset for the design of side-channel
secure implementations. It could in particular be quite effective to pro-
tect bitslice designs based on large permutations where a lot of parallel
operations can be easily identified. Yet, these evaluations have been
performed under the assumption of a sufficient noise level which may
not be observed in practice. In this section, we therefore complement
these analyses with a real-world evaluation of the masking + shuffling
countermeasure implemented on a commercial MCU.

The motivation for this investigation comes from the intuition that
shuffling could be an option to protect devices where the physical noise
is not sufficient for masking to be directly effective. In order to clarify
whether this expectation is founded, we propose a worst-case evaluation
where the adversary has full knowledge and control of her target im-
plementation during a profiling phase. In particular, she has knowledge
of the randomness used to generate the permutations enabling profiled
attacks against the shuffling as in Section 5.2. We conclude this sec-
tion by briefly discussing how our observations evolve when relaxing the
adversarial capabilities, in the spirit of a backwards evaluation [7].
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(a) #AND=128

(b) #AND=256

(c) #AND=512

(d) #AND=1024

Figure 5.12: Masking + shuffling shares design space for a 64-bit security
target and bs = 32. Masking only is the most efficient solution in black
areas.
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5.5.1 Target and measurement setup

We investigate the implementation of ISW multiplications enhanced
with the shuffling shares approach, executed on the 32-bit ARM Cortex-
M3 of the STM32 VLDISCOVERY commercial board. In order to ob-
tain clean measurements, we modified the board and removed all the
decoupling inductances and capacitors. We used the available slot to
add an 8 MHz external crystal and derived the maximum 24 MHz in-
ternal clock from it. In order to measure the side-channel leakage L,
we placed a current probe (i.e. the CT1 from Tektronix 1 GHz) on the
dedicated jumper between the on-board power regulator and the MCU
power pins. Eventually, we sampled this signal with a 12-bit resolution
at a sampling rate of 500 MSamples/s thanks to a PicoScope 5244D.
As shown next, the resulting setup allows collecting measurements with
low noise.

5.5.2 Worst-case adversary

We evaluated this implementation with the adversary of Section 5.2 and
more precisely with the model m̃New(y|l) from Equation 5.9. For this
purpose, we extract information on the secret variables using a standard
Template attack in a principal subspace. Precisely, we estimate the
leakage PDFs with Gaussian templates after dimensionality reduction
using Linear Discriminant Analysis (LDA) [6].

The resulting leakage analysis is reported in Figure 5.13 for imple-
mentations with η = 4 and Figure 5.14 for η = 16. On the top figures,
the x-axis is the time and the y-axis is the SNR (in log-scale) of the
indexes of the permutation θc. We observe that the maximum value for
each of them is around 1 and many other dimensions lead to an SNR two
orders of magnitude lower (especially for η = 16). On the bottom fig-
ures, we report the number of dimensions of the leakage vector exploited
by the adversary |L| on the x-axis and the y-axis reports (in log-scale)
the information reduction per share. Namely it is the ratio between the
PI of elements in the first share vector a0 for a shuffled implementa-
tion (i.e. PIs(A

c
0;L)) and the one of an unshuffled implementation (i.e.

PIu(Ac
0;L)). The green dashed curves represents the expected impact

of the shuffling in case permutation indexes do not leak (as assumed in
Section 5.3), namely 1

η . The red dashed curve equals 1 and corresponds
to a level of leakage such that shuffling is ineffective. As the number of
dimensions exploited by the adversary increases, this ratio gets closer
to one. For η = 4, it is stuck at 1, meaning that the adversary directly
gains full knowledge of the permutation and is therefore not impacted
by the shuffling. For η = 16, a similar behavior is observed but a larger



5.5. Real-world shuffling analysis 113

number of dimensions must be exploited. For |L| = 2, 000, the average
ratio is equal to 0.92, meaning that the information per share is only
reduced by 8%. For example, it implies that the gain factor of this com-
bination of countermeasures with 8 shares is around 2 (while it would
be 168 with a sufficient noise).
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Figure 5.13: IT analysis of real permutation leakages with η = 4. Top:
SNR in function of the time. Bottom: information loss in function of
the # of dimensions exploited.

We note that these conclusions are based on a worst-case attack
strategy. Non-profiled attacks unable to characterize (and therefore ex-
ploit) the permutation leakages may lead to a more positive conclusion
(i.e. force the adversary to sum the noise variances of her shuffled op-
erations). Yet, assuming that only such weaker attacks are possible
appears as a risky strategy in view of recent progresses (e.g. using deep
learning) where a worst-case information extraction is approached with
limited knowledge of the target implementation [116].

Eventually, we insist that these experiments do not show that mask-
ing and shuffling cannot be implemented securely (the previous sections
showed the opposite). What they show is that when the noise level pro-
vided by a leaking device is too low for masking to be effective, it is
in general too low for shuffling to be effective as well. It may even be
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Figure 5.14: IT analysis of real permutation leakages with η = 16. Top:
SNR in function of the time. Bottom: information loss in function of
the # of dimensions exploited.

more challenging to implement shuffling securely on low-cost embedded
devices since the memory accesses it relies on can be more leaky than
(for example) bitslice computations. So overall, it remains an important
challenge to ensure a sufficient level of noise on embedded MCUs, so that
masking, shuffling and their combination becomes effective. Reaching
this goal with existing low-cost devices (similar to the ARM Cortex-
M3 we analyzed) is an interesting research direction. Yet, the recur-
rent difficulties caused by low physical noise for the implementation of
side-channel countermeasures also suggest that solving the issue at the
technological level by guaranteeing a minimum level of intrinsic noise
on security MCUs could be highly beneficial in terms of security vs.
performance trade-off.

5.6 Conclusion

In this chapter, we improved the security, the applicability and the eval-
uation of an important combination of countermeasures: masking +
shuffling. Concretely, we enhance the combination of masking and shuf-
fling by introducing a solution that leads to an exponential security
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impact. Additionally, We investigate this combination on a common
embedded device and show that in practice, parallelism, which is the
backbone of bitslice masked implementations, should always be favored
over serialization, which is rather leveraged by shuffling. Moreover, our
analyses also show that for high noise, cheap randomness or for a low
level of serialization, masking is the best option. In the adverse settings,
the shuffling shares solution suggested in this work can bring some im-
provements regarding the security vs. cost trade-off. Finally, we show
experimentally that implementing shuffling securely against worst-case
profiled attacks remains a challenge due to the limited noise on low-cost
embedded devices.





Chapter 6

Conclusion and perspectives

High security guarantees for embedded cryptography can only be achie-
ved by considering a worst-case adversary, as supported by the REAS-
SURE backwards evaluation approach [7]. In this thesis, we aimed to
improve the efficiency of side-channel security evaluations, while still
maintaining high security confidence, and we tackled both symmetric
and asymmetric cryptography examples. We achieved this by analyzing
the information exploitation phase of side-channel attacks and consid-
ered evaluation shortcuts, D&C and worst-case attacks. In the following,
we summarize our contributions and results and provide some directions
for future research.

6.1 Shortcut Formulas for Horizontal Attacks
on ECC

The ECSM is the central operation of ECC systems. In Chapter 3,
we provided shortcut formulas for the success rate approximation of
single-trace horizontal attacks applied to a regular binary ECSM. This
shortcut formula is accurate under rapidly falsifiable assumptions. In our
work, by analyzing the intermediate values computed during the ECSM
and the side-channel behavior of a common micro-controller, we showed
that these assumptions hold for our case-study and should extend to
many binary ECSMs. Such shortcut formulas are extremely relevant in
instances where the target algorithms exhibit numerous attack paths,
as is the case for ECC implementations. In particular, if we consider
powerful and complex attacks that target various vulnerabilities of ECC
implementations jointly, then shortcuts such as presented in Chapter 3
become even more interesting in a time-constrained evaluation context.

A possible future direction is to extend the shortcut formulas we
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propose in this thesis to windowed ECSMs, which process multiple bits
of the secret scalar at the same time. In addition, one could investigate
how to take into account both nearly worst-case horizontal attacks and
lattice reduction attacks, by combining horizontal attack shortcuts and
estimations for lattice attacks, such as provided by Goudarzi, Rivain
and Vergnaud [74].

6.2 On the Worst-Case Security of ECC Point
Randomization

In Chapter 3, we analyzed known input point horizontal attacks ap-
plied to ECSM implementations. Since point randomization is a nat-
ural countermeasure against these attacks, we analyzed its worst-case
security in Chapter 4. We first identified two attack paths and in par-
ticular showed how to apply belief-propagation-based attacks [163] to
a common example of point randomization. Following, we compared
these costly attacks to simpler D&C attacks using the LRPM [78] and
showed that the gap between the two is limited in this ephemeral se-
cret setting. This results in a considerable speed-up of evaluations for
the point randomization countermeasure. In a practical experiment, we
considered a non-optimized point randomization procedure and an opti-
mized one [87], and arrived at the conclusion that even simple efficiency-
driven optimizations can lead to significant security improvements in our
ephemeral secret/single-trace context. We then compared different co-
ordinate systems, with respect to the worst-case resistance of the point
randomization, and showed that this decision depends on the SNR and
other implementation details of the ECSM. Finally, we extrapolated our
results to harder-to-analyze 32-bit targets, and showed that high security
can be achieved in software for the point randomization countermeasure.

Regarding future work, while we studied different implementation
options of the point randomization, there are many options to imple-
ment ECC systems that remain to be analyzed. For instance, in case
of ECDSA, if the randomized point is doubled on the fly and not pre-
computed in a classic Montgomery ladder (as the most significant bit of
the secret scalar is equal to 1), then this additional leakage that does
not depend on the secret scalar bit could potentially be exploited to re-
cover the randomized point. Besides, different multiplication algorithms
have been described in the literature. We focused on multiplications
that share the same abstract architecture as a classic schoolbook mul-
tiplication, but other long integer multiplication algorithms such as the
Karatsuba algorithm [95] or modular multiplication methods such as the
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Montgomery multiplication [125] remain to be studied.
Furthermore, and similarly to our analysis of the cost vs. security

trade-off between masking, shuffling and their combination, one possible
direction is to compare and investigate any possible trade-off or combi-
nation of common ECC countermeasures, including but not limited to:
point randomization, scalar blinding [43], exponent splitting [157] and
Residue Number System (RNS) [62, 131] (of which variations were re-
cently suggested to protect lattice-based Post-Quantum Cryptography
(PQC) candidates [82]).

6.3 Amplified Bitslice Masking and Shuffling

In Chapter 5, we tackled the two most popular countermeasures to
harden block cipher software implementations, namely masking [33] and
shuffling [83]. We analyze their combination and study their cost vs.
security trade-off. First, we improve D&C attacks targeting shuffling
and show that, similarly to the point randomization’s ephemeral secret
in Chapter 4, recovering the shuffling permutation does not necessarily
require complex attacks, and in particular for low SNR levels D&C at-
tacks are nearly optimal. Our main contribution consists in suggesting a
new masking + shuffling combination, which consists in shuffling shares
of multiple values instead of tuples of shares. This combination results
in exponentially increasing the impact of shuffling (which is a function
of the number of shuffled values or operations) in the masking order. We
show the relevance of our approach in the very popular bitslice imple-
mentation setting [21]. Finally, we discuss the limitations of algorithmic
countermeasures, such as shuffling, on low cost software platforms with
limited noise, and in practice we show that it is trivial to recover the
full shuffling permutation with a simple profiled D&C attack.

An alternative research topic is to examine how the masking + shuf-
fling configurations we propose in this thesis affect resistance against
horizontal attacks. In addition, analyzing trade-offs between the gran-
ularity of the shuffling (i.e. the number of operations that are always
performed sequentially) and refreshings (which were suggested as a coun-
termeasure against horizontal attacks [13, 32]) appears as an interesting
investigation.

One general conclusion of this thesis, is that despite worst-case at-
tacks being theoretically preferable to ad hoc D&C or E&P strategies,
depending on the target algorithm’s structure and the device’s leakage
characteristics, simple exploitation approaches can come very close to
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more complex worst-case approaches. This is shown in this thesis for
SASCA against ephemeral secrets in the SPA context, e.g., the secret
involved in the point randomization countermeasure analyzed in Chap-
ter 4 or in the shuffling countermeasure analyzed in Chapter 5. How-
ever, in the DPA context, for example, against unprotected or protected
AES implementations, we observe in practice in many works that the
improvement factors (which are cipher dependent) that SASCA brings
are far from negligible [163, 17, 29, 27]. For instance, Bronchain and
Standaert use a different modeling of high-order masked implementa-
tion’s factor graph to exploit a large number of useful intermediates
very efficiently [29]. SASCA is also a very important evaluation tool for
leakage-resilient primitives, where minimal differences in the SNR can
lead to very large discrepancies in their security analysis [17].

From the previous observations, it is clear that an important future
research direction is to point out cases where analytical attacks do not
bring any significant improvements, in order to save time, effort and
resources spent on worst-case evaluations. Equally as important, is to
pinpoint the adverse cases where analytical attacks are necessary for
high assurance/worst-case security assessments. This future work is ad-
ditionally motivated by the increasing number of applications for embed-
ded cryptography, products, devices, and even cryptographic schemes.
With currently ongoing NIST standardization initiatives (PQC [127] and
Lightweight cryptography [126]), it is clear that we need to target more
efficient and systematic evaluations. In particular, most of the remain-
ing PQC candidates [127] have many different building blocks and non-
regular structures (as opposed to e.g., iterative and recursive ECSMs
or repeated round function block ciphers). Investigating the worst-case
security and the efficient evaluation of these schemes remain important
research topics

Our research further showcases how shortcuts (e.g., based on short-
cut formulas, the MI or model-based like the LRPM) can be very helpful
in efficiently assessing the gap between attack strategies, predicting the
outcome of tedious attacks and estimating the impact of countermea-
sures. For instance, our work in Chapter 5, suggests that MI shortcuts or
the LRPM can be used as efficient preliminary tools to analyze ciphers
and countermeasures. They offer a simple way to combine, examine
and study the impact of different combinations of countermeasures, and
even exhibit non-trivial effects, as shown in Section 5.3. An interesting
study would be to apply these techniques to new schemes, with different
and uninvestigated algorithms and operations. The goal is to gain more
insight into the most efficient and impactful approaches to protect them
against side-channel attackers and to study how shortcut methodologies
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can support early decision making regarding side-channel countermea-
sures, similarly to our analysis of the point randomization in Chapter 4,
and the masking + shuffling combination in Chapter 5. Another promis-
ing direction is to investigate if observations made in the more heuristic
LRPM, for instance regarding the combination of masking and shuffling
or the operations/intermediates usefulness in the case of ISW multipli-
cations [32] or field multiplications in Chapter 4, can have counterpart
proofs in more formal models such as the RPM [52].
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Chapter A

Key Enumeration from the
Adversarial Viewpoint

Key enumeration and key rank estimation are important parts of the
security evaluation of cryptographic implementations. These methods
allow post-processing the side-channel attack outcomes and determine
the computational security of an implementation with respect to a full
key recovery. In this work, we tackle a different question than key enu-
meration or rank estimation, which lies somewhere in between. In a
realistic attack scenario, after an adversary has performed a D&C side-
channel information extraction using a set of observations, she obtains
a vector of probabilities or scores for each subkey, and the end goal is
to perform a full key recovery. In this context, if all the subkeys have
not been fully recovered immediately from the information extracted,
the natural next step is key enumeration, up to a certain limit defined
by her computational capabilities.

Depending on the attacks, the cryptographic operation(s) targeted,
and the size of the key, enumeration can become the most time- and
resource-consuming step. Hence, it is very useful (for an adversary) to
efficiently estimate the key rank, and therefore to know whether it is
worth to start enumerating the key candidates or if the collection of
more side-channel observations is needed. We believe that this is an
important problem from an adversarial point-of-view, that has not yet
been investigated. We show in this work a simple solution for this pur-
pose and propose a key-less or key-agnostic heuristic (i.e. that doesn’t
require the knowledge of the key) to efficiently approximate the rank of
a key given the result of a side-channel attack. Our solution is based on
the key rank estimation method from Glowacz et al. [68] using histogram
convolutions, which we combine with information theoretic metrics to
predict the rank of the full key from one single attack. Additionally, we
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compare an adaptation of Choudary and Popescu’s key-less guessing en-
tropy estimation [35], which was proposed at CHES 2017, in this single
attack setting to our method.

The rest of this chapter is organized as follows. First, Section A.1
introduces the required background and in particular Subsection A.1.3
describes more precisely the problem under investigation. Then, Sec-
tion A.2 discusses our proposed method to estimate the rank without
the knowledge of the key from an attack perspective. Section A.3 sug-
gests an adaptation of the CHES 2017 proposal for rank estimation to
the single-attack/attacker scenario. The results of the different meth-
ods are further shown in Section A.4. We finally discuss the usability
and some limitations of our method and any key-agnostic method in
Section A.5 .

A.1 Preliminaries and background

A.1.1 Key enumeration and rank estimation

In the following, we provide a brief overview of key enumeration and
rank estimation proposals.

Key enumeration is an adversarial tool that allows testing key
candidates without the knowledge of the key by listing the key candi-
dates starting with the most likely one according to the attack results.
For example, Veyrat-Charvillon et al. presented a deterministic algo-
rithm for key enumeration that allows the optimal enumeration of full
keys by decreasing order of probabilities, by reformulating the key enu-
meration problem as a geometric problem [161]. Ye, Eisenbarth and
Martin proposed a so-called key space finding algorithm, that returns
the enumeration workload for a given success probability, by consider-
ing the number of optimal guesses for each subkey [170]. Bogdanov et
al. proposed a score-based key enumeration algorithm that reduces the
high computational and memory complexity of previous proposals [23].
Martin et al. provided a new method by casting the key enumeration as
an integer knapsack problem [114].

On the other hand, rank estimation is a part of the side-channel
evaluator’s tool set: given lists of discrete probability distributions for
independent parts of the key and the correct key, a key rank estima-
tion algorithm provides tight bounds for the position of the correct key
among all possible ones (i.e. the number of guesses required to find
the key following an optimal enumeration). In 2013, Veyrat-Charvillon,
Gérard and Standaert showed that in the context of security evaluations
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(for which the key is usually known), it is possible to estimate the rank
of a key beyond the evaluator’s practical enumeration capabilities [162].
Then, Bernstein, Lange, and van Vredendaal improved this rank esti-
mation proposal and introduced a new method using polynomial multi-
plication to calculate lower and upper bounds for the ranks of all keys,
by re-writing the problem of counting probabilities larger than the key’s
probability as finding the number of terms in a generalized polynomial
satisfying a specific condition [19]. In parallel, Glowacz et al. proposed
a new tool for rank estimation that is conceptually simpler and very ef-
ficient, based on histogram convolutions [68], which was later extended
to key enumeration by Poussier, Standaert and Grosso [133]. At CHES
2017, a faster but heuristic approach was proposed by Choudary and
Popescu [35]. They suggested to bound the key guessing entropy with
information theoretic measures and inequalities, that do not require the
knowledge of the correct key, estimated across multiple side-channel at-
tacks.

A.1.2 Entropy, rank and guessing entropy

In the following we recall some definitions of IT and side-channel metrics
that we use in the remainder of this chapter.

Entropy. The Shannon entropy H of a discrete random variable X ∈ X
following a probability distribution Pr is defined as:

H(X) = −
∑
x∈X

Pr[x] · log Pr[x]

Rank. The rank R, after a side-channel attack using a set X of inputs
(e.g., plaintexts) and a corresponding set of leakages L, provides the
position of the correct key k in the sorted vector of |K| = 2n (with n
the size of k in bits) key candidate probabilities p = [p1, p2, ..., p|K|] in
decreasing order, i.e:

Rank(k) = i if Pr[k|X ,L] = pi

Guessing entropy. The guessing entropy GE [154] measures the av-
erage number of key candidates to test after a side-channel attack. It
corresponds to the average rank of the correct key and is defined as:

GE = E
k∈K

[Rank(k)] (A.1)
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A.1.3 Problem statement

Key enumeration algorithms offer a trade-off between the required num-
ber of side-channel observations and the computational power of the
adversary. The use of such algorithms allows recovering the full key
with fewer traces, often referred to as the data complexity of a side-
channel attack, at the cost of computational/time complexity. However,
in practice, it is not trivial for an adversary to know when to start the
enumeration. Our goal is to tackle this problem by answering the follow-
ing question: Can the attacker infer if more side-channel measurements
are required or if she expects a successful key recovery after enumeration,
given the current attack outcome?

To highlight the importance of this question, we picture the strategy
that an adversary follows to recover the full key. When performing a
side-channel attack it is common to follow a D&C strategy, in which
parts of the key are targeted and possibly recovered independently. The
target of a side-channel attack is an n-bit key k ∈ K, divided into Np = n

b
parts of b bits, called subkeys and denoted as ki, for 1 ≤ i ≤ Np. A side-
channel attack makes use of a set of q inputs Xq and the corresponding
set of q leakages Lq (e.g., when targeting the AES Sbox output, the

attacker observes, given an input xji (0 ≤ j < q), the leakage lji of S(xji ⊕
ki)). After the attack, the adversary obtains Np lists of probabilities
Pi[k

∗
i ] = Pr[k∗i |Xq,Lq] where k∗i refers to a subkey possibility out of the 2b

candidates. Attacks using Gaussian templates [34] or a linear-regression
model [149] output probabilities, but for other distinguishers such as
DPA [100] and CPA [25], a Bayesian heuristic extension is possible [161].

Let’s assume that the adversary is able to perform key enumeration
with respect to some computational effort e (e.g., 1 < e < 250). A first
attack strategy is shown in Algorithm 20. In that case, the attacker first
collects a set of measurements, performs the attack, enumerates up to
the first e most probable key candidates or until the correct key has been
recovered. If the key has not been recovered, she then collects additional
side-channel observations and repeats the process.

Algorithm 20 Greedy attacker’s strategy.

Input. Enumeration effort e.

1: Collect a set of side-channel measurements.
2: Update the Np probability lists Pi for each subkey ki.
3: Enumerate up to e key candidates or until the correct key k is found.
4: if k not found then
5: Collect more side-channel measurements and go to step 2.
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The greedy attacker strategy has one main drawback. Indeed, the
attacker does not know if the key is reachable via enumeration after step
2. That is, she has no way to know how many times she has to loop
over steps 2 to 6. More specifically, if (e.g.) w repetitions of side-channel
measurements are required for the attack, the adversary spends an effort
of w × e in enumeration. As the time complexity of such a method is
high, it mitigates the original goal of enumeration, which is to trade a
lower measurement complexity for a higher computational power.

The aforementioned issue could be avoided if the adversary could
assess if the key is reachable with an enumeration effort at most e, us-
ing the currently available measurements. Following this idea, we now
assume that the attacker is provided with a tool that, from the proba-
bility lists Pi and without the knowledge of the actual key, returns an
approximate R̂ of the actual rank R. Using this tool, a more efficient at-
tack strategy is shown in Algorithm 21. With this method, enumeration
is executed only if the approximated rank R̂ is found to be within the
enumeration effort e. If R̂ is close enough to R, this method is obviously
more optimal than the previous one and achieves the desired trade-off
between side-channel observations and computational power.

Algorithm 21 Efficient attacker’s strategy.

Input. Enumeration effort e and a key-less rank estimation.

1: Collect a set of side-channel measurements.
2: Update the Np probability lists Pi for each subkey ki.
3: From (Pi)1≤i≤Np compute an approximation R̂ of the rank R.

4: if R̂ ≤ e then
5: Enumerate up to e key candidates or until k is found.
6: if k not found then
7: Collect more side-channel measurements and go to step 2.

8: else
9: Collect more side-channel measurements and go to step 2.

It is worth mentioning that, as a side advantage, the existence of
such a tool would also give information to the adversary on whether or
not the attack will succeed eventually. Indeed, observing the trend of R̂
either gives some confidence in the efficiency of the attack if it decreases
steadily as the number of measurements increases, or shows that the
attack has little chance to eventually recover the key (or a significant
part of it) otherwise.



130 Appendix A. Key Enumeration from the Adversarial Viewpoint

A.1.4 Histogram-based rank estimation

Among the different proposals for rank estimation, we use the histogram-
based approach of Glowacz et al. [68]. This algorithm provides efficiently
tight bounds for the rank of the key and gives the probability distribution
of the full key expressed as a histogram. Given the Np lists of the log
probabilities of the subkeys LPi = log(Pr[k∗i |Xq,Lq])k∗i , the method of
Glowacz et al. starts by constructing the corresponding Np histograms
Hi = hist(LPi, bins) where bins is a set of Nbin equally-sized bins, used
for all the histograms. The convolution of two histograms is denoted as
conv(Hi, Hj). Knowing the key k, its log probability is:

log(Pr[k|Xq,Lq]) =

Np∑
i=1

log(Pr[ki|Xq,Lq])

The following steps are described by Algorithm 22. In a nutshell, the
rank estimation algorithm provides a very efficient way to estimate and
bound the number of key candidates with a probability higher than k.

Algorithm 22 Rank estimation.

Input: The key log probability log(Pr[k|Xq,Lq]) and the histograms
(Hi)1≤i≤Np .
Output: An estimation of k’s rank and corresponding bounds.

initialization: Hcurr = H1

histograms convolution:
for i = 2 to Np do

Hcurr = conv(Hcurr, Hi)
rank estimation:

R ≈
Np·Nbin−(Np−1)∑

i=bin(log(Pr[k|Xq ,Lq ]))

Hcurr(i).

The function bin returns the bin index containing the given log prob-
ability. The estimated rank is then lower (lb) and upper (ub) bounded
by tracking the quantization error of the histograms as:

Rlb =

Np·Nbin−(Np−1)∑
i=bin(log(Pr[k|Xq ,Lq ]))+Np

Hcurr(i),
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and:

Rub =

Np·Nbin−(Np−1)∑
i=bin(log(Pr[k|Xq ,Lq ]))−Np

Hcurr(i),

By increasing the number of bins (or decreasing the size of the bins),
the tightness of the bounds can be arbitrarily reduced. In the rest of
this chapter, and for the practical experiments, we use a number of bins
large enough such that the tightness is below 1 bit. As this precision
is enough for our experiments, we consider the estimated rank as the
“true” rank and ignore the bounds. We emphasize that the histogram
convolutions do not require the knowledge of the key, and only the rank
estimation itself does. For the rest of this chapter, we use the final
histogram constructed, which corresponds to the full key distribution.

A.2 Entropy-based key-less rank approximation

The entropy of the key candidate probabilities produced by an attack
intuitively brings some information on the outcome of the attack, since
it measures the uncertainty on the key, which amounts to the number
of bits of information left to recover on the key. For instance, an attack
ran on data that is uncorrelated with the key would tend to attribute
average probabilities to most candidates, yielding a high entropy (n
bits in the extreme case where all candidates have a probability of 2−n,
while the average rank is 2n−1). On the other hand, an attack performing
extremely well would give a high probability to the correct key candidate
and very low ones to all other candidates. In that case, the entropy tends
to 0 (like the log rank) as the probability of the wrong candidates also
tends to 0. This intuition that in realistic cases entropy and rank are
linked – although it’s a loose link, as one can show that entropy and
rank can diverge in specific cases – leads us to consider the use of the
entropy to estimate the remaining enumeration effort of an attack.

In the following, we present how the entropy of the full key can
be estimated using the histogram obtained with the convolution-based
method of Glowacz et al [68]. Although the histogram is only a com-
pressed representation of the full key probability distribution, it still is
an excellent tool to analyze it. To estimate the entropy, we require a
proper probability distribution that sums up to 1, hence it is required to
normalize the key distribution. This is done by ensuring that the sum
of the exponential of log probabilities given by the bins of all keys in all
histograms sum to 1. Furthermore, it is highly recommended to normal-
ize the distribution of the subkeys, prior to the histogram convolution,
to avoid that the estimated metrics are weighted by the distributions of
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the subkeys. The entropy of the full key after a side-channel attack is
estimated using the corresponding histogram (H,bin) as:

H = −
∑
k∗∈K

Pr[k∗] · log Pr[k∗] ≈
∑
k∗∈K

exp(bin(k∗)) · bin(k∗)

≈
Np·Nbin−(Np−1)∑

i=1

H(i) · exp(bin(i)) · bin(i)

To simplify the above equation, here bin(k∗) provides the bin index of
the log probability of k∗. Note that while the original sum is over all 2n

key candidates, which is impossible to perform, the entropy estimation
using the histogram (which is a compression of the full key distribution)
only requires to sum over all Nbin bins. We denote by H̃ the estimation of
the entropy using the histogram. Note that bounds on this estimation
are based on the quantization error of the histogram similarly to the
rank and are given by:

Hlb =

Np·Nbin−(Np−1)∑
i=1

H(i). exp(bin(i−Np)).bin(i−Np)

Hub =

Np·Nbin−(Np−1)∑
i=1

H(i). exp(bin(i+Np)).bin(i+Np)

A.3 Adaptation of the CHES 2017 key-less GE

At CHES 2017, Choudary and Popescu [35] consider a number of infor-
mation theoretic measures and inequalities that are easy and efficient to
estimate in order to bound the guessing entropy of the key. However, in
their proposal, they make a distinction between a key-agnostic guessing
entropy and one that requires the knowledge of the key. The framework
and the definitions in [35] are actually inaccurate in this respect as they
suggest that the GE is the actual key rank while it is the average key
rank. The keyed and key-less versions are equivalent in case the tem-
plates used in the key-less estimation are perfect, so the difference be-
tween both definitions only lies in the knowledge of the key. This key-less
guessing entropy, that we denote by GEkl, is computed given the sorted
vector of the |K| = 2n key candidate probabilities p = [p1, p2, ..., p|K|]
obtained after a side-channel attack as:

GEkl =

|K|∑
i=1

i · pi (A.2)
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This definition is clearly different from the one we use in side-channel
analysis defined by Equation A.1. While Equation A.1 requires the
knowledge of the correct key, the keyless GE given by Equation A.2 does
not use any knowledge of the key. The metrics are different and this can
be observed in the work of Choudary and Popescu [35] (e.g., Figures 2
and 3).

Choudary and Popescu notice in their work that GEkl is impossible to
compute since the sum is over all full key candidates. For that purpose
they use common measures and bounds described in information theory
literature. Since this work provides a key-less rank estimation tool,
a natural alternative to our previous proposal is to try to adapt this
key-agnostic GE to our single-attack context. This alternative is again
only heuristic since the bounds are only valid on average as pointed out
in [35]. To describe this alternative solution, we use again the histogram-
based PDF estimation provided by Glowacz et al.’s work. Here, GEkl
corresponds to the sum of the position of every key candidate weighted
by its probability and it can be estimated as:

GEkl =

|K|∑
i=1

i · pi ≈
∑
k∗∈K

Np·Nbin−(Np−1)∑
j=bin(k∗)

H(j)

 · Pr[k∗]

Then, we sum across all keys and all bins in the histogram, yielding
the estimation of the key-less guessing entropy G̃Ekl:

G̃Ekl ≈
Np·Nbin−(Np−1)∑

i=1

Np·Nbin−(Np−1)∑
j=i

H(j)

 · exp(bin(i))

The bounds on this histogram-based approximation are given by:

GEkl,lb =

Np·Nbin−(Np−1)∑
i=1

Np·Nbin−(Np−1)∑
j=i+Np

H(j)

 . exp(bin(i−Np))

GEkl,ub =

Np·Nbin−(Np−1)∑
i=1

Np·Nbin−(Np−1)∑
j=i−Np

H(j)

 . exp(bin(i+Np))

The previous bounds on the entropy and the key-less guessing en-
tropy are not directly relevant to our work. Precisely, the ones in [68]
require the knowledge of the key (i.e. an evaluation setting) while we
aim at key-less rank estimation, and the ones in [35] only become tight
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on average over many experiments (i.e. also in an evaluation setting)
while we aim to estimate the rank of single experiments on-the-fly. For
the same reason, bounds on the entropy are also irrelevant in our ad-
versarial setting. Subsequently, the rest of this work ignores the bounds
and only focus on the heuristic evaluation of these metrics.

A.4 Simulated and real experiments

In the following sections, we investigate whether the previous metrics
can be used to approximate the rank of the correct key after a single
side-channel attack. For this purpose, we evaluate two average absolute
differences (for multiple side-channel attacks): the first between the log-
arithm of the rank log(R) and the estimated entropy H̃, and the second
between log(R) and the logarithm of G̃Ekl. We use both simulated and
real experiments. We start by describing our experimental setups and
then show practical results.

A.4.1 Experimental setups

Simulated leakages: We simulated side-channel leakages of the 16
Sbox outputs of the first round of an unprotected AES. For each byte
xi out of the 16, we model the leakage of xi as HW(xi) + b, where b
represents an independent noise distributed according to a normal dis-
tribution with mean 0 and standard deviation 10.

Real leakages: We target a custom constant-time C implementation of
an unprotected AES with T-tables. The code runs on an ARM Cortex-
M3 microcontroller running at 83 Mhz, mounted on an Arduino Due
board. We acquired EM measurements with a Langer near field RF-U
5-2 probe and a Lecroy 610Zi oscilloscope at a sampling rate of 1 GHz.
We synchronized the traces at the beginning of the AES computation
using a trigger signal. Similarly to the simulated case, we target the
output of the Sboxes of the first round. For each of the 16 target bytes,
we selected the POI that exhibits the highest correlation with the cor-
responding Sbox output value, using a first set of 10,000 traces with a
known key.

We performed a Template attack [34] for both simulated and real
leakage experiments. For the real experiments, we use a set of 100,000
traces with known key and plaintext for the template building phase.
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A.4.2 Evaluation results

We show here the practical results using the estimation of the entropy H̃
and the estimation of the key-less guessing entropy G̃Ekl to approximate
the rank of the key R after a side-channel attack. We additionally com-
pare the performance of both metrics. We recall that we estimate the
rank using the histogram method of Glowacz et al. and that we used a
large enough number of bins so that the bounds are tight enough for us
to use the estimated rank and ignore the bounds. In the following, we
refer to the approximation of log(R) using the entropy as the H̃-based
approximation and the one using the logarithm of the key-less guessing
entropy as the G̃Ekl-based approximation.

As a preliminary experiment, we ran a single attack against both
simulated and real traces. We incremented the number of attack traces
until the rank reached one. The results are depicted in Figure A.1.
The left (resp. right) part of the figure shows the results for simulated
(resp. real) traces. In each case, the x-axis represents the number of
attack traces, and the y-axis is used to represent the different metrics in
log2 scale. We notice that the entropy-based approximation is closer to
the logarithm of the rank than the one based on the key-less guessing
entropy. More specifically, for the simulated traces the H̃-based approx-
imation remains within less than 10 bits of log(R), while the gap with
the G̃Ekl goes up to 25 bits. The real experiments show less optimistic
results. Indeed, while H̃ remains mainly within 5 bits of log(R), we can
observe a fairly large gap of 30 bits when the rank is around 240. Results
are worse for log(G̃Ekl) with a maximal gap of 50 bits.

Figure A.1: Comparison of log(G̃Ekl), H̃ and log(R) for a single side-
channel attack on the AES Sbox output. Simulated traces (left) and
real EM traces (right).

The previous experiment showed some results for a single attack
and that the entropy is neither an upper bound or a lower bound on the
logarithm of the rank. While this gives some insight about the interest of
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the considered metrics, it does not allow deriving any general conclusion.

Next, we examine how the H̃-based approximation and the G̃Ekl-
based one perform on average over many independent experiments. For
that purpose, we evaluate the average absolute difference in bits, first
between H̃ and log(R), then between log(G̃Ekl) and log(R). This is per-
formed over 100 independent attacks for the simulated and the real
traces. The results on the simulated traces are shown in Figure A.2.
The x-axis corresponds to log(R). The y-axis on the left (resp. right)
part of the figure gives the mean (resp. standard deviation) of the dis-
tance between each measure and the rank. For the left part of the figure,
we additionally plot the maximal distance obtained over the 100 attacks
in corresponding dashed curves. We notice that the entropy clearly out-
performs the key-less guessing entropy when approximating the rank
for a single attack. First focusing on the average distance on the left
part of the figure, the entropy stays within less than 10 bits of R. The
maximal difference we obtained among the 100 experiments is slightly
above 20 bits. However, the mean distance of log(R) to log(G̃Ekl) is in
most cases above 10 bits and below 25 bits, with a maximum above 45
bits. Also considering the standard deviations of these distances on the
right part of the figure, it is reasonable to consider that the entropy pro-
vides a more reliable estimation of R than the key-less guessing entropy,
since the standard deviation of the distance to H̃ is lower than the one
to log(G̃Ekl), the first one is less likely to deviate from its mean value
which is below 10 bits.

Figure A.2: Simulated HW leakages: (Left) The average distance from
the rank to both the H̃-based approximation and the G̃Ekl-based ap-
proximation as function of the logarithm of the rank and the maximal
distance observed in corresponding dashed lines. (Right) the distances’
standard deviations.

The results for real traces are shown in Figure A.3. Again, the x-
axis represents log(R) and the y-axis on the left (resp. right) part of the
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figure represents the mean (resp. standard deviation) of the distances,
computed over 100 independent attacks. The experiments on real traces
coincide with the simulated ones. Accordingly, the entropy-based ap-
proximation provides a better estimate of log(R) than the approximation
based on the key-less guessing entropy. The average distance between
log(R) and H̃ is below 12 bits while the average distance to log(G̃Ekl) is
always above the average distance to H̃. The right part of Figure A.3
is similar to the right part of Figure A.2, as the standard deviation of
the distance to the entropy is lower than the one to the key-less guess-
ing entropy, confirming that for a real side-channel attack, H̃ provides a
better approximation of log(R) than log(G̃Ekl).

Figure A.3: EM traces: (Left) The average distance from the rank to
both the H̃-based approximation and the G̃Ekl-based approximation as
function of the logarithm of the rank and the maximal distance ob-
served in corresponding dashed lines. (Right) the distances’ standard
deviations.

We highlight the fact that all predictions have a higher variance for
middle ranks, which are the most interesting for both evaluators and
attackers, as it is typically the range of ranks where enumeration turns
from being unfeasible to practically feasible. This has been previously
observed by Martin et al. in an evaluation setup [114] with the possi-
bility to perform multiple attacks with the knowledge of the key. Our
results and the ones of Martin et al. show that the interesting ranks are
the hardest to estimate for an evaluator, and especially in the context
of a real attack with the purpose of recovering the key.

Our proposed metric cannot mathematically approximate nor bound
the true rank of the key after a single side-channel attack. However, we
experimentally show that the entropy tends to stay within reasonable
limits from the logarithm of the rank (provided that the attack does not
suffer from errors (e.g., due to a wrong model assumption). As a result,
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we believe it can be used in a more efficient strategy by trading data
complexity for computational effort as illustrated by Algorithm 21 by
enumerating key candidates up to (or slightly above) 2H̃.

A.5 Discussion and limitations

Any attempt to predict the rank from one single attack without the
knowledge of the key suffers from a specific caveat. It is possible that
the attack is not carried out correctly and is converging towards a wrong
key (due for instance to wrong intermediates, wrong assumptions about
the leakage or unknown countermeasures). The entropy and the key-
less guessing entropy would then decrease as the attack tends towards
the wrong key candidate, while the rank of the correct key would not.
This behavior does not only affect the entropy and the key-less guessing
entropy but most probably any metric estimated without the knowledge
of the correct key.

Another aspect to consider that affects the considered metrics is the
key size. This can be pictured through a simple example: let’s consider
two attacks that both aim at recovering a bit b whose value is 1, and
output two probability distributions p1 = [Pr1[b = 0] = 0 ,Pr1[b = 1] =
1] and p2 = [Pr2[b = 0] = 0.45 ,Pr2[b = 1] = 0.55]. Both attacks achieve
a rank of one since the correct value of b has the highest probability. On
the other hand, the entropy values are quite different. The entropy of
the first attack is equal to 0, which is equal to the logarithm of the rank.
For the second attack, the entropy of b is higher and equal to 0.99277,
albeit the correct value of b is ranked first. These discrepancies can be
observed for small keys, but vanish for larger key sizes. This illustrates
how independent conclusions on subkeys can be quite misleading when
trying to infer conclusions on full key recovery.

To demonstrate this effect, we performed the same experiments as
described in the previous section. We estimated the average distance be-
tween log(R) and the entropy and then between log(R) and the key-less
guessing entropy, but across different key sizes. For each key size, we
performed 100 attacks. We normalized the distance with respect to the
size of the key in bytes. Indeed, normalizing makes the distances com-
parable for different key sizes, and allows to infer conclusions based on
the distance per byte. As an example, a minor distance for one key byte
between R and its key-less prediction is critical, but not so relevant for
the full key. The results are given in Figure A.4, for both the simulated
traces on the left and real traces on the right. The dashed line indicates
the maximum values observed. For the simulated experiments, it was
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possible to perform experiments on large keys of up to 64 bytes, and
up to the AES-128 key size for the real traces we measured. We used
400 attack traces for the simulations, leading to a rank of approximately
255, and 70 traces for the real attack to achieve a rank around 230 for
a 128-bit key (with proportional ranks for smaller key sizes). This was
chosen to focus on the interesting ranks and we did not notice any con-
siderable differences for other ranks, when it comes to the effect of the
key size on the distance to log(R) of either the H̃-based approximation
or the G̃Ekl-based one.

Figure A.4: Average distances between the log of the rank, the entropy
and the log of the key-less guessing entropy as function of the number of
key bytes. Maximal distances observed in corresponding dashed lines.
Simulated traces on the left and real traces on the right.

We first observe that the normalized difference indeed decreases when
the key size increases, confirming our intuition. Moreover, the trend
starts to settle for both simulated and real traces once realistic full key
sizes are reached. First, for a 1-byte key size, we can observe on average a
two-bit difference between log(R) and H̃ and a lower difference between
log(R) and log(G̃Ekl). On the other hand, for a 16-byte key size, the
distance between the rank and the entropy-based prediction drops to
around 0.5 bits of error per byte for both the simulated and the real
traces, while the distance between the rank and G̃Ekl seems to settle
at an average distance of 1.5 bits of error per byte even for larger key
sizes. For the maximal value, we observe the same trend as previous
experiments. The distance to the key-less guessing entropy is higher
than the one to the entropy in most cases.

Overall, two conclusions can be drawn from this experiment. First,
it confirms that the entropy-based estimation seems to be a better tool
to approximate the rank than the key-less guessing entropy once real
key sizes are reached. Second, it shows that as expected, it is better to
estimate the security level in an adversarial scenario on the full key than
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on a small part of the key, such as a subkey.

A.6 Conclusion

In this chapter, we described a heuristic way to infer an approximation
of the key rank for one single attack without the knowledge of the key.
This corresponds to a realistic attack scenario, where the adversary aims
at figuring out if the correct key can be reached through enumeration.
Our proposal helps to devise an optimal attack strategy to trade data
complexity for computational effort when possible. For that purpose, we
showed that the remaining entropy of the full key can be estimated using
the histogram built with the rank estimation method from Glowacz et
al. without the knowledge of the key. We showed experimentally that
the entropy of the full key distribution after a side-channel attack is close
to the logarithm of the rank on both simulated data and real EM side-
channel measurements of an AES implementation. We compared this
entropy-based approximation of the rank, to a single-attack adaptation
of the key-less rank estimation method of Choudary and Popescu [35].
We additionally discussed factors that may affect the accuracy of the
entropy (and any measure that lacks knowledge of the key or its proba-
bility) as a predictor of the rank.

Further research might investigate if the behavior observed in this
work is common to different side-channel datasets. Moreover, it would
be interesting to investigate if the tool described in this work can iden-
tify possible wrong assumptions about the implementation or device
that can hinder the success of the attack. Alternatively, an interesting
direction is to propose a more precise key-agnostic technique or metric
to approximate the rank of the correct key in the single attack scenario.



Chapter B

Blind Side-Channel SIFA

As opposed to SCA, which are passive attacks, Fault Injection (FI) at-
tacks are active techniques that aim to inject errors into a target de-
vice, during the execution of a cryptographic function. These injections
can be accomplished by several tampering means with varying granu-
larity. Clock/voltage glitches can induce fairly coarse faults [101], while
focused laser beams [159] can produce fine-grained errors. Typically,
a fault is injected at a specific point in time and then algebraic ap-
proaches or statistical distinguishers are used to derive the secret key.
The first fault attack was published by Boneh, DeMillo and Lipton in
1997 [24]. Expanding, Biham and Shamir introduced Differential Fault
Attacks (DFA), collecting pairs of faulty and fault-free ciphertexts and
using the combined knowledge of the fault induced and the difference
between the ciphertexts to recover the key [22]. Very recently, Statistical
Ineffective Fault Attacks (SIFA) have been proposed by Dobraunig et
al. as very powerful key recovery strategies on symmetric cryptographic
primitives’ implementations [50]. Specifically, they have been shown to
bypass many common countermeasures against faults such as duplica-
tion or n-plication [11], error-detecting codes [20] and infection [158],
and to remain applicable even when side-channel countermeasures are
deployed [49].

In this work, we investigate combined and profiled side-channel and
fault attacks and show that a profiled SIFA-like attack can be applied
despite not having any direct ciphertext knowledge. The proposed at-
tack exploits the ciphertext’s side-channel and fault characteristics to
mount successful key recoveries, even in the presence of masking to pro-
tect the key and duplication countermeasures. This result is relevant for
applications such as the session key derivation used in the EMV pay-
ment scheme [42] or when using any modes of operation that limit the
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adversary’s access to the plaintext and ciphertext. We stress that the
attack relies on the fact that the ciphertext is not masked since it is an
ephemeral secret. We discuss alternatives in Section B.5. The rest of
this chapter is organized as follows, we offer background in Section B.1
and describe the new attack in Section B.2. The attack is analyzed with
simulations in Section B.3 and is experimentally verified in Section B.4
on an ARM Cortex-M4 based Micro-controller.

B.1 Background

In this section, we first present a streamlined survey of fault attacks
bypassing limited information on inputs/outputs or restricted access to
the device, which are related to our work. Then we provide a brief
description of SIFA.

B.1.1 Related works

The FI literature presents several attack strategies that adapt to various
cases of limited knowledge or control over the plaintext and ciphertext.
To deal with such restrictions, Fuhr et al. introduced Statistical Fault
Attacks (SFA), that only require access to faulty ciphertexts [63]. To-
wards similar goals, Korkikian, Pelissier and Naccache designed a blind
fault attack that does not require the knowledge of either plaintext or
ciphertext and is applicable to any round [103]. However, it relies on
the possibility to encrypt the same unknown plaintext multiple times, on
the observation of the number of faulty ciphertexts and on specific fault
models. Should the designer opt for detection-based countermeasures
that limit access to faulty ciphertexts, Clavier introduced Ineffective
Fault Attacks (IFA) that use ineffective faults (induced faults that do
not change the internal state of the cipher) to probe the intermediate
values of an algorithm [37].

In addition, it is worth mentioning that the restrictions imposed to
the FI adversary can often be bypassed via the usage of side-channel
analysis, leading to combined attacks. For instance, Roche, Lomné and
Khalfallah present an SCA-assisted DFA that utilizes pairs of valid and
faulty ciphertexts and relies on the ability to repeat plaintexts and to
observe through side-channel the leakage of the unmasked faulty cipher-
texts, while the later are manipulated by the fault detection mecha-
nism [141]. This attack can be prevented if the ciphertexts remain
masked during the fault detection procedure. Similarly, Saha et al.
propose a technique that requires side-channel leakage of the final com-
parison but no knowledge of the faulty ciphertexts [142]. It is based on
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the access to the bytewise HD between the correct and the faulty cipher-
text for each fault injection and requires a precise multiple bit-reset or
bit-set fault model. Following, they also present another profiled attack
where ciphertexts are unknown and the adversary solely observes if a
fault is detected or not [143]. Such a binary answer is particularly easy
to obtain, simply by observing the high-level protocol which the cipher
is a part of. However, it requires to repeat the same unknown plaintext
during the fault profiling phase and the attack phase, and being able to
exploit very precise fault effects.

The previously mentioned attacks are prevented if the fault detection
is correctly masked or if plaintexts cannot be repeated. Some addition-
ally require ideal side-channel information, while in practice side-channel
leakages are noisy. We show in the remainder of this chapter that it is
possible to bypass both fully masked fault detection mechanisms and
the impossibility to repeat plaintexts, at the cost of both side-channel
leakage and fault distribution profiling.

B.1.2 Statistical ineffective fault attacks

SIFA are a combination of SFA [63] and IFA [37] and were put forward
by Dobraunig et al. [50]. SFA bypasses DFA’s requirement for repeated
plaintexts and IFA uses only ineffective faults to attack the intermedi-
ate values. Since ineffective faults cannot be detected by classic fault
countermeasures, SIFA can exploit many practical implementations pro-
tected with common software countermeasures against faults, i.e. it only
requires access to the ineffectively faulted ciphertexts.

In particular, the authors demonstrate that a fault injected at the
input of the MixColumns step of the 9th round introduces a bias on
the AES state, which is otherwise uniformly distributed. Knowing the
ciphertexts, and by making a hypothesis on 4 bytes of the last round
key (232 guesses), it is possible to backtrack to the biased state. In-
correct key hypotheses result in a uniformly distributed state, while for
the correct hypothesis the state distribution is biased. Such bias is eas-
ily detected using the squared euclidean imbalance distinguisher which
measures the distance between the obtained hypothetical distributions
and the uniform distribution. Moreover, SIFA is robust against noise
introduced by failed fault inductions (for example in dummy rounds),
but can be impeded if the probability of inducing an ineffective fault is
negligible or if the resulting distribution of ineffective faults is uniform
or close to uniform.

While the work of Dobraunig et al. [50] focuses on the penultimate
round, they point out that SIFA can be performed on the last round as
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well, only requiring a hypothesis on a single key byte. However, in this
case the distribution of the state is far from uniform for all key byte
guesses and thus the 10th-round SIFA must acquire information on the
bias. If not known a priori, such information can be learned through a
process of fault profiling, typically on an open device that is identical
to the device under attack. SIFA is also applicable to masked imple-
mentations as demonstrated in [49], where it is shown that faulting only
one share during the Sbox computation is enough to mount a successful
attack.

B.2 Blind side-channel SIFA

This section describes the attack proposed in this work, named blind
side-channel SIFA. The attack focuses on the last (10th) AES round
and targets a single key byte, utilizing both SCA and FI. It can be
straightforwardly adapted for different symmetric ciphers, as well as
SFA techniques.

B.2.1 Attack context and motivation

This work focuses on a protected cipher implementation (AES-128) that
deploys both higher-order masking against SCA and duplication-based
fault detection against FI. We assume that the fault detection procedure
is implemented in a protected manner and unmasking is performed solely
on correct ciphertexts, i.e. the combined attack of Roche et al. [141] is
no longer applicable. Furthermore, we consider an attacker that has no
access or control over the plaintext and ciphertext, both are only as-
sumed to be random. Thus, straightforward high-order DPA [33, 121]
or SIFA are not applicable, since they both rely on plaintext or cipher-
text knowledge. Likewise, the attacks of Korkikian et al. [103], Saha et
al. [142, 143] are not applicable since the plaintext cannot be repeated.
Similarly to Saha et al. [143] though, we assume that the attacker can
observe the detection of a fault, either when a detection-based counter-
measure is triggered within the AES implementation or through an error
message in a higher-layer protocol.

Such a restricted attack scenario can impose severe limitations on
the adversary, since it disables several effective tools from his arsenal.
The main attack strategy that appears viable against such an imple-
mentation is a blind high-order SCA. A profiled version of this attack
would follow the lines of Hanley, Tunstall and Marnane [80] or analyti-
cal/algebraic attacks [163], i.e. profiling and combining all shares of at
least two intermediate values. An unprofiled version would follow the
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lines of Linge, Dumas and Lambert-Lacroix [108], or Clavier, Reynaud
and Wurcker [41], using the joint distribution of multiple intermediates’
leakages. All high-order attacks however are impacted by the noise am-
plification and the exponential relation between attack traces and the
masking order [33]. Intuitively, a blind attack alters the usual data
complexity growing exponentially in the masking order d, to grow expo-
nentially in 2 · d. Such a conundrum motivates us towards a combined
attack that is not subject to the noise amplification, while still dealing
with the unknown plaintext and ciphertext. However, our attack comes
at the cost of both side-channel and fault profiling, which we describe
in the next sections.

B.2.2 Working principle

Blind side-channel SIFA consists of two phases. The first phase requires
access to an open training device supplied with random plaintexts, and
knowledge of the ciphertexts and keys. Such a device is used to profile
the side-channel leakage of the ciphertext (Section B.2.2.1) and subse-
quently profile the biased fault distribution of the ciphertext (Section
B.2.2.2). Note that for the profiling phase we do not require disabling
the fault detection countermeasure. The second phase (actual attack)
is performed on a closed device where the ciphertext is unknown. The
attacker injects faults while observing the side-channel leakage of the
ciphertext resulting only from ineffective faults. Subsequently a key
recovery strategy is deployed (Section B.2.2.3).

B.2.2.1 Side-channel profiling.

During the first phase, the attacker profiles the ciphertext leakage using
side-channel measurements and a deterministic leakage function such as
the HW. A ciphertext byte c’s leakage l is modeled as: l = α · HW(c) +
β+N , where α and β are constant terms and N ∼ N (0, σ2) is Gaussian
noise. Subsequently, the attacker uses pairs of known ciphertext bytes
and corresponding leakages (ci, li) to estimate the templates (L|HW(c) =
h) ∼ N (µh, σ

2). During the actual attack, these estimations will allow
us to compute the likelihood Pr[HW(c) = h|l] ∝ N (l|(µh = α ·h+β, σ2))
and recover a probability vector on HW(c). It is worth mentioning that
this targeting of the ciphertext is based on the assumption that it is
unmasked to be stored in memory or transferred to be used by other
applications, e.g., as a derived ephemeral or session key. Additionally,
the attack can also target the plaintext and the first round instead.



146 Appendix B. Blind Side-Channel SIFA

B.2.2.2 Ineffective fault profiling.

In this phase, the attacker must characterize the ineffective fault dis-
tribution of the ciphertext. To do so, he injects faults during the 10th
round of AES in order to bias the Sbox output and observes the result-
ing correct ciphertexts. In the following, we use apostrophes to denote
faulted values, e.g., a′ is the biased version of a. In this round, we denote
the true key byte as k, the biased Sbox output as s′ and the correspond-
ing ciphertext byte by c′, i.e. when no fault is detected, c′ = k ⊕ s′ as
depicted in Figure B.1. For brevity we omit the ShiftRows operation.

The faults can be injected before or during the masked SBox exe-
cution, since targeting non linear operations is a necessary requirement
of SIFA on masked implementations [49]. The attacker acquires Nfp

ciphertexts (c′i)0≤i<Nfp (filtered by fault detection) and uses the knowl-
edge of the true key k to backtrack to (s′i)0≤i<Nfp . Consequently, he
computes the values (HW(s′i ⊕ k∗))0≤i<Nfp and builds the fault tem-
plates Pr[HW(c′)|K = k∗] for all candidates k∗ ∈ F28 , using histograms.
We denote these fault templates by D0,D1, . . . ,D255, which provide the
probability Pr[h|k∗] = Dk∗(h) of observing a ciphertext with HW h if
the key byte is k∗.

s′ c′

k

E
fault detectionSbox

Figure B.1: Fault injection during the 10th round of AES.

B.2.2.3 Key recovery strategies.

During the second phase of the attack, the adversary has no access to
or control over the ciphertexts, thus he is limited to injecting faults
and measuring the side-channel leakage of ineffectively faulty cipher-
texts. In particular, he measures the leakages (li)0≤i<N of N ciphertexts
(c′i)0≤i<N with respective HWs (hi)0≤i<N , while faulting the 10th round
SBox. The attack’s goal is to use the side-channel and fault profiling
steps described in Sections B.2.2.1 and B.2.2.2 in order to recover the
secret key. In the following, we describe different key recovery strategies.

Distribution comparison. A straightforward key recovery strategy
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consists of the following steps. First, the attacker simply classifies each
leakage li into its mostly likely HW value, i.e. he finds the value h that
maximizes the likelihood:

Pr[h|li] ∝ Pr[li|h] · Pr[h] (B.1)

where Pr[li|h] = N (li|(µh, σ2)) (estimated in B.2.2.1) and Pr[h] = 2−8 ·(
8
h

)
is the prior probability of a HW h. Once all N ciphertext leakages

have been classified, the attacker builds a histogram of the ciphertext’s
HW distribution that we denote by D̃k. Finally, a key candidate k∗ is
scored based on how similar its fault-based hypothetical distribution Dk∗
(estimated in B.2.2.2) is to D̃k. Different distinguishers can be used to
compare distributions, such as the squared euclidean imbalance [63, 50],
χ2 and Kullback-Leibler divergence [108].

Improved distribution comparison. An issue that arises when com-
paring the hypothetical distributions Dk∗ to the empirical distribution
D̃k, is that while the hypothetical distributions correspond to true val-
ues, D̃k is estimated from side-channel leakages and is impacted by the
side-channel noise. In the profiled case we investigate, it is possible to
improve the previous comparison by accurately simulating the impact of
the noise on the hypothetical distributions, altering slightly the process
in B.2.2.2. First, we add to the ciphertext’s Hamming weights (used
to estimate the hypothetical distributions Dk∗) noise samples, knowing
the noise standard deviation σ, to simulate their side-channel leakage.
Then each simulated leakage is classified into its most likely HW value
based on the profiled leakage model of Section B.2.2.1. This makes dis-
tributions Dk∗ more comparable to the empirical distribution D̃k that is
estimated from the side-channel leakage. Another approach to perform
this, is to estimate a confusion matrix on the HW classification and mul-
tiply it by the hypothetical ineffective fault distributions.

Maximum likelihood. A more generic approach to this problem is to
follow a maximum likelihood strategy that takes into account the full
distribution of the leakage and not only the classified Hamming weights.
In our case, we are interested in the likelihood of a key candidate k∗,
having observed N leakages (li)0≤i<N of the biased ciphertexts. The
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likelihood Pr[k∗|(li)0≤i<N ] is evaluated as follows:

Pr[k∗|(li)0≤i<N ] =

N−1∏
i=0

Pr[k∗|li] =

N−1∏
i=0

Pr[li|k∗] · Pr[k∗]

Pr[li]
(B.2)

∝
N−1∏
i=0

Pr[li|k∗] ∝
N−1∏
i=0

8∑
h=0

Pr[li|h] · Pr[h|k∗] (B.3)

Equation B.2 assumes the independence of the ciphertexts’ leakages
and then applies Bayes’ rule. Equation B.3 is simply deduced by ignor-
ing the terms that do not depend on the key byte (i.e. do not help to
distinguish the key candidates), in this case Pr[li], and terms constant
for each key, in this case Pr[k∗] = 1

256 , since the key byte is uniformly dis-
tributed without any prior knowledge on it. Then, Equation B.3 applies
the law of total probabilities. In the final form, we recognize the term
Pr[li|h] which simply corresponds to N (li|(µh, σ2)) and was estimated
in B.2.2.1. Similarly, we recognize the term Pr[h|k∗] which corresponds
to the fault templates in B.2.2.2, i.e. Pr[h|k∗] = Dk∗(h). This maxi-
mum likelihood derivation is reminiscent of the one used by Clavier and
Reynaud [40] for their improved blind SCA using joint distributions of
leakages.

B.3 Theoretical and simulated analysis

This section analyses the effectiveness of the proposed attack using sim-
ulations. In particular, Section B.3.1 discusses the necessary conditions
on the fault distribution and investigates the impact of the side-channel
leakage function and Section B.3.2 compares the previously described
key recovery strategies.

B.3.1 Impact of the leakage function

The original conditions on SIFA also apply to the proposed attack. The
first requirement for SIFA is a non-negligible ineffective fault probabil-
ity. For instance, the uniform bit flip fault model does not fulfil such a
condition [50]. The second SIFA requirement is that the injected fault
results in a non-uniform distribution of ineffective faults. Accordingly, if
we consider that the adversary has access only to the ciphertexts’ Ham-
ming weights, then a uniformly distributed fault implies that Hamming
weights are distributed according to B(8, 1

2) (with B denoting the bino-
mial distribution) for all key candidates, and thus the attacker is unable
to distinguish the key byte.
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In the following, we show that despite obtaining a fault model that
conforms to the previous conditions, the success of blind side-channel
SIFA does not only depend on the fault distribution but also on the
deterministic part of the side-channel leakage. For the first part of this
analysis, we leave aside the impact of the noise (which we investigate
later) and mainly focus on the deterministic leakage function due to its
inherent information compression: when a manipulated value is explic-
itly targeted by a side-channel adversary, only partial information can
be recovered on it. This information can be represented by a surjective
function (typically HW). A simple example that explicitly illustrates this
point is a stuck-at-0 fault model, combined with a device leaking the HW
of manipulated intermediates. This implies that the biased ciphertexts
are equal to the key byte, since c′ = s′ ⊕ k = 0⊕ k = k. However, only
the HW of the ciphertext (and thus of the key byte) can be observed
and recovered through SCA. On average the number of remaining full
keys to test after recovering the Hamming weights of its 16 bytes ≈ 290.

While the stuck-at-0 case is simple to understand, it may be less
trivial to notice the shortcomings of other induced biases in combina-
tion with the leakage function. For instance, despite inducing an ap-
propriate bias for SIFA, a random-and fault combined with the HW
function is not able to recover the full value of the key byte as demon-
strated by the simulated experiments shown on Figure B.2. First, on
the left side of Figure B.2, we plot the hypothetical distributions Dk∗ of
ciphertexts’ Hamming weights biased by ineffective random-and faults,
for all possible key byte values k∗ ∈ F28 . We can observe that some of
these distributions are identical and thus cannot be distinguished. On
the right side of Figure B.2 this observation is further confirmed. We
performed the maximum likelihood attack described in Section B.2.2.3
on HW leakages (HW, blue line). We compare it to the same attack
performed on identity leakages (ID, orange line), which corresponds to
classical SIFA with full access to ineffective ciphertexts. The attacks are
performed under negligible noise and we plot for both the average rank of
the correct key byte as function of the number of fault inductions. Note
that the ineffectivity rate (the ratio between the number of ineffective
faults and the total number of fault injections) of a random-and fault
is approximately 10%. Naturally, since random-and faults are suitable
for SIFA, the attack succeeds using less than 50 ineffective faults. How-
ever, an identical attack performed on Hamming weights is unable to
achieve an average rank below 20 candidates, regardless of the number
of fault injections. This is due to the previously mentioned information
compression property of the side-channel leakage function.
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Figure B.2: Blind side-channel SIFA with random-and faults and noise-
less HW leakage. Left: hypothetical distributions Dk∗ for k∗ ∈ F28 .
Right: comparison of classic SIFA and SIFA on Hamming weights for
random-and faults.

The previous observations and simulated experiments suggest that
to fully recover the key byte, the fault induction (together with the
fault detection mechanism) is required to induce a suitable bias when
combined with the leakage function. Specifically, the success of the
attack depends on all possible hypothetical distributions (such as shown
on the left side of Figure B.2) and the possibility to distinguish every
distribution out of the 256 other ones. Notably, this condition is different
from the one required for SIFA on the penultimate round which mainly
depends on the advantage of distinguishing the biased distribution from
a uniform one, and not distinguishing among many other distributions.

The suitability of an induced ineffective fault distribution can be
easily confirmed by performing a regular SIFA (taking into account the
leakage function) to evaluate the maximum information that can be re-
covered on the key byte, as shown for instance on the right side of Fig-
ure B.2. For instance, for random-and faults on average approximately
25 candidates cannot be distinguished after the attack.

B.3.2 Comparison of key recovery strategies

In this section, we compare the key recovery strategies described in
Section B.2.2.3: the distribution comparison, the improved distribution
comparison and the maximum likelihood strategy. In the following, to
compare distributions we use the Kullback-Leibler divergence as a dis-
tinguisher which is defined from probability distribution P to Q as:

DKL(P||Q) =
∑
x

P(x) log
P(x)

Q(x)

We also use a simulated ineffective fault distribution and simulated
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HW leakages with noise standard deviation σ ∈ {0.7, 1.5}. The inef-
fective fault distribution is generated as a random highly non-uniform
distribution on F28 as described by the following Python code:

fd = numpy.random.uniform(0.0,0.4,size=256)

fd = fd/numpy.sum(fd)

The distributions generated by this process usually allow to extract
the full 8 bits of information on the key byte. We performed all three
attacks for both noise levels and plot on Figure B.3 the average ranks
they achieved as function of the number of ineffective faults. The left side
corresponds to the low-noise case with σ = 0.7 leading to an SNR ≈ 4
and the right side to moderate-noise level with σ = 1.5 corresponding
to an SNR ≈ 0.9. The x-axis corresponds to the number of ineffectively
faulty ciphertexts and the y-axis to the rank of the key byte. The vertical
lines on every data point correspond to the standard error on the mean
estimation of the rank over the 200 experiments we performed.

Figure B.3: Comparison of key recovery strategies for blind side-channel
SIFA. Left: for low noise σ = 0.7, SNR ≈ 4. Right: for moderate noise
σ = 1.5, SNR ≈ 0.9.

On Figure B.3, we observe that for low noise, the maximum likeli-
hood approach and the improved distribution comparison achieve sim-
ilar results, while the classical comparison is not able to decrease the
ranks below 20 candidates. This is due to the fact that the empirical
distribution D̃k is distorted as a result of the side-channel noise, lead-
ing to a poor comparison with the hypothetical distributions Dk∗ . This
observation is confirmed in the moderate noise case where the classical
distribution comparison strategy is not able to distinguish the correct
key, while both the improved comparison and the maximum likelihood
strategies are able to sufficiently lower the key rank. However, we ob-
serve that the maximum likelihood attack is more robust against the
noise and is the optimal key recovery strategy. Based on these results,
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the following sections will focus on the maximum likelihood approach to
carry out the attack.

B.4 Experimental validation

This section confirms the applicability of blind side-channel SIFA in an
experimental setting, using a modern ARM micro-controller. We use a
setup that injects faults while concurrently measuring the side-channel
leakage. We use the same device for the profiling and the attack.

B.4.1 Target and setup description

The target device is an ARM Cortex-M4 based micro-controller run-
ning at a clock frequency of 32 MHz. The target implementation is
the ANSSI AES-128 hardened library [18] protected with affine mask-
ing [64] against SCA. We disabled the shuffling countermeasure. While
this implementation is not protected against faults, we simply assume
that a redundant computation (duplication) is implemented in a masked
manner as a fault countermeasure and incorrect ciphertexts are neither
unmasked nor returned by the device. Instead, the unmasking of the
ciphertext is followed by a state copy to return an array of bytes to
the encryption function. To perform FI, a diode laser system is used
to generate laser pulses with a diode current of 200 mA and a pulse
width of 37 ns. The laser beam is focused on the die surface with a lens.
During a χ2-based preliminary parameters search, we found that a fault
injection on the SRAM2 produces a significant bias on the output of the
Sbox operation. For our experiments, we chose a fixed position within
the SRAM2 block. A trigger and a delay generator were used to trigger
the FI. Regarding side-channel measurements, a Langer microprobe was
placed near the SRAM and the glue logic. The leakage traces of the tar-
get ciphertext byte were recorded with a Lecroy WR 625Zi oscilloscope
at a sampling rate of 2.5 Ghz.

B.4.2 Hybrid attack: practical faults and simulated side-
channel

Given the issues laid out in Section B.3, we first confirm that the ineffec-
tive fault distribution induced by the laser can indeed result in key re-
covery under a HW leakage function. Thus, we performed the maximum
likelihood attack as described in Section B.2.2.3, using the ineffective
fault distribution produced by the practical FI and we simulated the
HW side-channel leakage. This hybrid attack is carried out for different
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noise levels. It corresponds to ideal side-channel modeling, since we as-
sume the leakage to conform strictly to the HW model. In addition, we
use the same distribution to both estimate the hypothetical fault distri-
butions and to sample the ineffective faults for the attack. The results
are plotted on Figure B.4 where the x-axis corresponds to the number of
ineffective faults and the y-axis to the average rank of the key bytes. The
results shown on Figure B.4 demonstrate that the specific laser-induced
faults, combined with noisy HW leakage of the ciphertexts can recover
the correct value of the key byte in the context of SIFA-like attacks,
without any input or output knowledge. It is also robust to the addition
of side-channel noise and to the noise induced by failed (non-ineffective)
fault injections during the experimental process.

Figure B.4: Blind side-channel SIFA on ARM Cortex M4. The attack
uses the estimated fault distributions after laser FI and simulated side-
channel leakages.

B.4.3 Combined attack: practical faults and side-channel

Having established the stability of the attack we proceed with the results
of the combined FI and SCA. Initially (profiling phase), the ineffective
fault profiling was performed using random plaintexts and a random key
as described in Section B.2.2.2. Continuing (attack phase), the combined
FI and side-channel measurements were performed using random plain-
texts and a fixed key. We note that our ineffective fault profiles did not
exhibit any significant differences compared to the ones observed in the
attack phase. We also emphasize that the issue of either fault or side-
channel portability on different devices is orthogonal to this work. How
this matter affects a combined attack such as performed in this work,
however remains an interesting scope for further research.
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Regarding the side-channel measurements, we obtained 150k traces
corresponding to ineffective faults after 550k fault injections (leading to
a 30% ineffectivity rate). We processed the traces by selecting (during
profiling) the POI with the highest correlation to the HW of the cipher-
text, then applied PCA [6] to compress the leakage further into a single
dimension leading to an SNR ≈ 0.4. Due to the length of the experiment,
we selected 40k traces from the middle of the experiment for profiling
and used the remaining traces to conduct the maximum likelihood at-
tack. Evaluation results are plotted on Figure B.5 as function of the
number of ineffective faults.

Figure B.5: Results of combined attack. (Right) Full combined experi-
ment. (Left) Simulated side-channel with measurements’ noise level.

First, on the right part of the figure we provide results of the full
combined attack on a single key. The lowest average rank of 6.54 is
achieved with less than 8k traces. To replicate the attack for a large
number of keys, we use simulated side-channel attack with a noise level
corresponding to the SNR observed on the device (σ2 = 5). We show
the results on the left part of Figure B.5, where we plot the average rank
across random keys and additionally the average rank for the key used
in the combined experiment. We notice that while the simulated attack
eventually leads to an average rank of 1, the attack on real traces reaches
rapidly a very low rank of 6.54 but is left with only a few candidates to
distinguish. Presumably, this effect can be due to the experimental setup
and the interaction between the side-channel leakage and the laser fault
injection. This however was not verified experimentally. The thorough
investigation of these effects and how to correct them is a very interesting
scope for advanced research in the context of combined attacks.
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B.5 Conclusion

This work considered profiled and combined FI and SCA in order to
apply a SIFA-like key-recovery without any knowledge of the cipher-
text. Concretely, we show that fault inductions on an ARM Cortex-M4
micro-controller lead to very low key ranks, despite only observing the
side-channel leakage of ineffectively faulty ciphertexts, and without any
plaintext repetition. However, our attack relies on both side-channel
and fault profiling and additionally assumes that the ciphertext is an
ephemeral secret that is unmasked after the fault detection mechanism.

Future work could potentially investigate the possibility of applying
blind side-channel based SIFA in a fully unprofiled fashion, i.e. with-
out any prior fault characterization or side-channel profiling, and also
how this attack applies when infective countermeasures are deployed.
Another direction for further research involves comparing the attack
proposed in this work to blind high-order SCA, when the attacker has
no control over or knowledge of the plaintext/ciphertext.
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editors, Information and Communications Security - 12th Interna-
tional Conference, ICICS 2010, Barcelona, Spain, December 15-
17, 2010. Proceedings, volume 6476 of Lecture Notes in Computer
Science, pages 46–61. Springer, 2010.
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