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Chapter 1

General Introduction

The study of complex networks has attracted a lot of attention in the last
decade, given the increase of available computational power and storage
capacities of computers. This development has enabled to collect massive
datasets representing networked systems such as the internet, the world
wide web, online social networks or the world airline network. Those
systems can be represented by a network, i.e. a collection of nodes con-
nected with each other by links. The nature of the nodes on the exact
application, they may be routers in the case of the internet, web pages
in the web, persons in a social network or airports in the airline network.
The definition of links is then identically dependent on the application:
they may be physical cables connecting two routers, hyperlinks pointing
from one web page to another, a friendship status in a social network or
a flight between two airports.

One particularity of several types of complex networks is that their
structure results from a decentralized construction scheme, links are cre-
ated between nodes based on local decisions without being planned by a
central authority. This is why the study of the structural properties of
complex networks has gathered a significant attention in the recent years.
In particular, some non-trivial properties have been observed on a large
number of datasets, representing systems that apparently have nothing
in common. For example, many complex networks show heavy-tailed
degree distributions, hence nodes have very different levels of activity.
Complex networks are usually sparse, however they show a high local
density of links, and often are structurally organized in communities.

3



4 CHAPTER 1. GENERAL INTRODUCTION

Given the large size of the studied networks, the challenge of informa-
tion retrieval in complex networks is to develop algorithms that extract
significant structural information from the network in a reasonable time.
A well-known example is Google’s PageRank, which measures the im-
portance of the nodes in a network. The success of the PageRank is not
only due to the fact that it provides a meaningful and non-trivial mea-
sure, but also because there exists efficient algorithms to approximate
the PageRank even on very large networks.

This thesis fits in this context of information retrieval in complex net-
works. The contributions in this work are centred around three topics:
geographical networks, dynamical networks and community detection.
Geographical networks represent systems where nodes have a geograph-
ical position, such as the road network between different cities. The
study of the structure of such networks can then be enriched with this
geographical information and allows to observe the influence of distances
on the network structure.

In many cases, networks are not static entities, but show instead dy-
namical changes in their structure. New nodes join the network, while
others disappear, and connections are added and removed over time.
The study of dynamical networks is a recent topic in complex network
theory, most contributions so far having focused on networks as static
objects.

Our last contribution concerns the detection of communities in networks.
A community is a generic term used to describe a group of nodes that
is densely interconnected. The detection of such groups in a network is
a difficult problem that is still subject to new developments, with many
practical applications.

The remainder of this introduction is structured as follows: in Section
1, we introduce the general context in which the different questions of
this thesis have been addressed. In Section 2, we present each chapter
separately, and in Section 3, we give the list of publications written or
in writing process related to this thesis.
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1.1 Context of the thesis

This thesis does not address one central topic, it should rather be seen
as a toolbox containing a collection of methods for the extraction of
information out of large networks. It is centred around the three prin-
cipal topics cited above; geographic networks, dynamical networks and
community detection. In the following, we present more in detail the
context in which this thesis has been realised, and the questions that
have directed our work.

Analysis of mobile phone networks

A large part of the work done in this thesis concerns the analysis of
networks where nodes are mobile phone users and links are drawn be-
tween nodes that call each other. The data necessary for constructing
such mobile phone networks are the call data records (CDRs), which are
collected by mobile phone operators for billing purposes, and to which
we had access for research through several research contracts with one
operator. Mobile phone networks represent the interactions between
the customers of the operator, and their study provides valuable infor-
mation: a partition in communities unveils groups of friends, families
or colleagues [148, 31, 3|, with applications to marketing, the dynam-
ics of the activity of users helps to predict if customers are about to
churn [51, 164], and the study of users mobility can help to detect traffic
jams or emergency situations [178, 10]. However, the study of such net-
works presents several challenges: they have a large size (up to millions
of customers), their structure changes over time as relations raise and
wane, and in some cases the geographical position of nodes is known,
which adds a geographical component to the network which needs to be
taken into account. Given their sociological and economical interest, the
study of mobile phone datasets has attracted a lot of attention in the
last decade, with over 100 research papers published on their analysis,
and since recently a dedicated conference gathers the members of this
emerging field annually .

Networks of cities
In collaboration with the Senseable City Lab from MIT, we were in-

'NetMob: Conference on the analysis of mobile phone datasets see http://www.
inma.ucl.ac.be/~blondel/netmob/.
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terested in the influence of distance and population on communication
between cities. This topic has been studied in different examples, such
as road networks [94], passenger transport [196] or phone messages [53].
Here we complemented these results with an analysis of the mobile phone
communication between cities using a dataset from one major operator
in Belgium, where customers are grouped into cities based on their billing
address [108]. Similarly to similar studies of different datasets, we ob-
serve that communication between cities can be estimated on average by
a gravity law reminiscent of Newton’s law, where population sizes play
the role of a mass.

Scaling behaviours in cities

Recent research has shown that different characteristics in cities grow
in different ways with population size. While some characteristics are
directly proportional to cities’ population sizes, other features — such as
productivity or energy consumption — are not linear but exhibit instead
superlinear or sublinear dependence on population size [23]. In the con-
tinuity of the previous work, we showed that communication inside cities
follows also a superlinear exponent [107], which can be explained using
a geographic random network model.

Communities of cities

We closed the investigation of the network of cities with an analysis of
the geographical dispersal of communities of cities, showing that cultural
boundaries and the influence of large cities dominates the composition of
communities. Although this topic has now been studied by a number of
authors [156, 69, 30], this work was one of the first studies of geographical
boundaries of networks of cities.

Time scales in dynamical networks

The second part of the thesis focuses on a different topic, still with
applications on the study of mobile phone networks. The initial ques-
tion originated from observations that the structure of a mobile phone
network varies strongly depending on the length of the period during
which the data are collected. This feature has important implications
which go beyond the sole study of mobile phone networks. Most stud-
ies of networks that structurally change over time define the length of
their observation window based on technical constraints, such as the
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format in which temporal information is available or on hypotheses of
characteristic time scales of the underlying data [82, 74]. The temporal
and structural inhomogeneities that characterize the dynamics of many
complex systems induce a non-trivial evolution of the network structure
that has to be taken into account in their study. In particular, networks
extracted at different time scales show different structures.

Dynamics of network growth

In the continuation of the preceding topic, we addressed the following
question: can one predict the future size of a network based on what has
been observed so far? During the growth, new nodes join the network
and links are dynamically created over time, does this process follow a
well-defined rhythm, and could this be reproduced by a growing net-
work model? Growing networks have already been studied in a number
of contexts such as citation networks, biological networks or social net-
work and several models that reproduce the evolution of their structure
over time have been proposed, but the aspect of the evolution of the size
of the network over time, removing structural considerations, has only
been loosely addressed. Moreover, if a network is constantly growing,
as is observed in social networks, does it make sense to study a net-
work constructed on a small time window, or does one miss significant
information given by the lack of data? We addressed these different
questions, with applications on the mobile phone data.

Contract with the Belgian Federal Police

The last part of this thesis addresses a different topic, which is the re-
sult of a research contract with the Belgian Federal Police. The aim of
this project is the development a multi-level community detection algo-
rithm, to detect organized groups in their database of recorded criminal
facts and offenders. Several authors proposed to rely on scaled quality
functions, that use a scaling parameter to zoom in and out communities
[161, 6, 116, 183], however the optimization algorithms used to optimize
these quality functions haven’t been adapted to take the multi-level com-
ponent into account in the optimization scheme. We proposed to acceler-
ate the search procedure with a multi-level community detection method
that is tested on the network of the Police data, with success.
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Collaborations

In conclusion, we would like to acknowledge that this thesis has mostly
been conducted in the environment of the Large Graphs and Networks
group, at Université catholique de Louvain, and partly in the Senseable
City Laboratory, at the Massachusetts Institute of Technology, during
a 7-months stay as visiting researcher. Many ideas and developments
have been the result of discussions, exchanges of ideas and collabora-
tions with members of these groups, and in particular, Vincent Blondel,
Paul Van Dooren, Jean-Charles Delvenne, Cristobald de Kerchove, Vin-
cent Traag, Arnaud Browet, Renaud Lambiotte and Etienne Huens in
UCL and Carlo Ratti, Francesco Calabrese, Jon Reades, Daniele Quer-
cia, Francisca Rojas and Mauro Martino in MIT. Both research groups
have enabled to participate and access data from collaborations with
private companies and public authorities, such as AT&T, British Tele-
com, Orange Labs, and the Belgian Federal Police. In addition, a large
part of Chapter 5 has been the result of a 3-year long collaboration with
Jari Saraméki and Marton Karsai from Aalto University.

1.2 Presentation of the Chapters

Apart from the general introduction and conclusions, this work is or-
ganized in one chapter of background material (Chapter 2), one survey
chapter and three chapters of scientific contributions. A short descrip-
tion of the four last chapters is given hereunder.

Chapter 3: Analysis of mobile phone networks

Mobile phone datasets have attracted a significant attention in the last
years. These datasets consist of Call Data Records (CDRs), i.e. a list of
all calls passed between the customers of a mobile operator during a given
period. Given their large size (typically over a million nodes) and the fact
that these are real-world datasets, these networks have intensively been
used to test the efficiency of new algorithms or the correctness of mod-
els. However, in these applications mobile phone datasets were mostly
considered as one example of networks among others. This perception
has evolved, and the study of mobile phone networks has become now
a stand-alone topic with a number of dedicated studies of the structure
of mobile phone networks. Moreover, CDR data have the particularity



1.2. PRESENTATION OF THE CHAPTERS 9

that they also contain the base stations at which calls have been made
and received, which enables to localise mobile phone users in space and
time. This has led to a number of studies of human mobility, which have
provided significant advances in the understanding of personal mobility
and the mobility of entire populations. Having the feeling that this new
community is emerging, we give a survey of the contributions made so
far in the analysis of mobile phone networks. We have structured the
chapter in six sections which represent each one type of information that
is used: the structure of the social network constructed with CDRs, the
the geographical dispersion of such networks, their temporal dy-
namics, the mobility of users, the dynamics of diffusion processes
on such networks and the privacy issues raised by the collection and
study of such datasets. This survey is not intended to be an exhaustive
list of contributions in this field, but rather to structure the principal
advancements made so far.

Chapter 4: Geographic distribution of networks

This chapter is a collection of the results of two journal articles [108, 32]
and one conference proceedings [107], in which we study the network of
cities in Belgium, constructed using a mobile phone dataset from one
large operator. We therefore aggregate the network of customers to a
network of communes, where each commune regroups all calls passed
by the customers living in this commune. We show that the intensity
of communication between two cities is on average well-estimated by
a gravity law, similarly to what has already been observed for different
types of networks, such as car traffic. Secondly, we focus on the intensity
of communication inside cities, i.e. the number of calls made between
users of the same city. This quantity scales superlinearly with the num-
ber of users living in the city, however the observed exponent does not
have a trivial explanation. In a previous study of the same dataset [115],
the probability of two users to connect was found to decrease with the
square of the distance that separates them. Using this probability of
connection as basis of a random geographic network, we observe that it
is not possible to reproduce a case where cities show similar exponents
for their internal communication intensity. We explain this contradic-
tion by showing that at short distances, the probability of connection
changes depending on the city size where customers live, which tends to
indicate that geographical distance might not be an appropriate measure
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of distance when evaluating the probability of two persons to connect,
when the population density is not uniform. This finding might seem in
opposition with the gravity law found for cities, however it has mostly
an effect at small distances, and hence its effect on the gravity law is
weak.

The gravity law for cities represents an average prediction of the inten-
sity of communication between cities, therefore statistical variations are
observed in the real data. A part of these variations may be explained
by external factors that are not taken into account in the gravity model,
such as cultural barriers or different languages. We show an illustration
of this on the Belgian data where the communication between cities from
different linguistic origins have systematically a lower intensity as what
is predicted by the gravity law.

Chapter 5: Time scales of dynamical networks

Several types of networks don’t have a static structure, nodes and links
join or leave the network over time, and the weights of links might be
dynamic as well. The study of dynamical networks has mostly been
approached by slicing the observation interval into a sequence of time
windows, and by studying the obtained sequence of networks instead.
The first part of this chapter focuses on how the length of the time win-
dow influences the structure of the constructed network. We study the
structure of networks generated using a growing time window, and show
how different characteristic parameters are influenced by its length. Us-
ing the same mobile phone dataset as in the previous chapter, which
contains data over a time range of 6 months, we show that even though
the network’s global density increases continuously when the window
length is increased, the local density reaches a maximum at an inter-
mediate window length, suggesting that communities, or at least dense
groups of nodes are observed at the start of the aggregation, while the
remainder of links being added consist of more “random” links. Surpris-
ingly, the degree and strength distributions of networks that have been
constructed on windows of different sizes can be rescaled to collapse onto
a single curve, as long as the length of the window is larger than two
weeks. For smaller windows, this rescaling property is not observed.
Hence, distributions of sufficiently large windows can be predicted from
one single generative distribution. The non-scaling of small windows ap-
pears rather as a pixelation effect when too few data is used to construct
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the network: the generative distribution is badly estimated due to the
lack of data. In the second section, we consider again the growing mobile
phone network, but having removed the time information, only keeping
the order in which calls are added. We show how the network follows
two well-separated growth phases: a first discovery phase followed by
a steady growth phase that can be well-approximated by a power-law.
We derive a network growth model that explains both of these phases.
Finally, we show some exploratory work on how information-theoretical
tools can be used to quantify the complexity of a growing network.

Chapter 6: Multiscale community detection

This chapter is the result of a research contract with the Belgian Federal
Police. The Police stores in a large database the records on all criminal
facts committed in Belgium and on the individuals known to be involved
in these facts. When each individual is connected to the facts in which
he/she is involved, one has a network of criminal facts and offenders
that represents the collaborations between different offenders. The aim
of the project is hence to detect cohesive groups of offenders, that can
be assimilated to organised groups. We implement therefore a multi-
level community detection method, based on the Louvain method and
optimizing the Constant Potts Model, introduced in [183]. We show
that the multi-level method accelerates the detection of communities at
multiple levels, in particular when networks are truly organized in com-
munities at multiple levels. The result of this algorithm is a landscape
of communities at different scales, with measures on the stability of the
communities at each level. This method is applied to the bipartite net-
work of criminal facts and offenders described above. This network show
typical properties of complex networks, such as broad degree distribu-
tions and high clustering coefficient. The community detection method
reveals a well-defined multi-level community structure, where communi-
ties are geographically significant, and often specialized in one particular
type of fact, which is comforting us of the significance of the results.

1.3 Publications

In this section, we quickly describe the list of publications published
or to be submitted soon in peer-reviewed journals or conferences with
published proceedings.
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Publications in this thesis

The results of Chapter 4 have been published in a series of papers and
conference proceedings. The results on the gravity law have been pre-
sented at NetSci’09, and were published in Journal of Statistical Me-
chanics: theory and experiment [108]. An initial analysis of the urban
network has also been published in the proceedings of the International
Conference on Computational Science and Engineering in Vancouver,
2009 [107]. Finally, the analysis of the dispersal of communities in the
network of cities has been published in Brussels Studies [32].

The analysis of the influence of time scales on the structure of net-
works has been partially presented at Heeze during the 29th Benelux
Meeting and at NetMob 2010. A manuscript is in preparation, and will
be submitted in January 2012 to Physical Review F. The remaining of
Chapter 5 consists of unpublished results, that will be submitted as a
book chapter on dynamical networks.

The results in Chapter 6 led to a private report at the end of the
contract with the Federal Police, the results of this report have partially
been presented at the NetSci’ll conference in Budapest. The multi-
level algorithm and the analysis of the network of criminal offenders
is contained in a manuscript under preparation that is intended to be
submitted in January 2012.

Other publications not related to the thesis

A first paper was published in Physical Review E in 2009 [54], and is
entitled The role of second trials in cascades of information over net-
works. In contrast to most of the work done in this thesis, this work
did not consist in the analysis of a dataset, but of the presentation of
a model of information cascades over networks, where the probability
of transmitting the information between two adjacent nodes depends on
the number of times that the targeted node has already been attacked.
In this model, the different role played by links inside communities and
weak ties is shown.

Two other publications are still in preparation, and are expected to be
submitted in the coming months. The first paper is a theoretical anal-
ysis of the stability of epidemic diffusion models. We study a classical
epidemic model where each city is considered as a fully-mixed system
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and where agents travel from city to city, travel being hence responsible
for the sickness to propagate between cities. Many epidemic diffusion
models simulate the epidemics with such a model, and estimate the pa-
rameters such as travel rates and transmission probabilities. Using a
branching process model, we study how the size of the epidemic varies
if the parameters are not correctly estimated. In the second paper, we
develop new network-based tools for the analysis of economic networks.
A first series of tools use random walks, commute time and mixing rate
to quantify the integration of economies into an economical union. A
second measure decomposes the trade network into a series of flows of
money, which allows to detect deficits accumulated by countries with
debts in profit of countries that show a positive economical balance.
Applied on the European trade network, from 1993 to 2007, the mea-
sures allow for example to observe the decrease of France’s role in the
European economies.

List of coauthors
I resume here the collaborators involved in the articles mentioned above:

e Vincent Blondel,
Professor in Applied Mathematics in the Institute for Information
and Communication Technologies, Electronics and Applied Math-
ematics at UCL,

e Francesco Calabrese,
Adwvisory Research Staff Member at the IBM Research € Develop-
ment - Ireland,

e Carlo Ratti,
Associate Professor of the Practice in the Department of Urban
Studies and Planning at MIT and Director of the SENSEable City
Laboratory at MIT,

e Isabelle Thomas,
FNRS Research Director in the Center for Operations Research
and Econometrics at UCL,

e Marton Karsai,
Post-doctoral Research Fellow in the Department of Biomedical
Engineering and Computational Science at Aalto University,
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PhD in Physics from the University of Umea,
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Senior Researcher and Group Leader of the Complex Networks
Group in the Department of Biomedical Engineering and Com-
putational Science at Aalto University,

Paul Van Dooren,

Professor in Applied Mathematics in the Institute for Information
and Communication Technologies, Electronics and Applied Math-
ematics at UCL,

Cristobald de Kerchove,
PhD in Applied Mathematics from UCL,

Renaud Lambiotte,
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Jean-Charles Delvenne,
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formation and Communication Technologies, Electronics and Ap-
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CHAPTER 1.

GENERAL INTRODUCTION



Chapter 2

Materials and methods

Networks are used to represent a wide class of different systems, such
as social networks, communication networks, food webs, protein interac-
tion networks. .. In this chapter, we present the concepts and formalisms
that are used to present those systems in a unified way. We also present
recent results in the fields related to this thesis.

The first section introduces the common notations used to describe net-
works and common measures used in their analysis. In Section 2, we
give a short introduction to information theory concepts, and their ap-
plication to networks, necessary for Chapters 5 and 6. Next, we present
the problem of community detection, which is the focus of Chapter 6.
Section 4, finally, is dedicated to dynamical networks, studied in Chapter
5.

2.1 Standard notations for networks

Given their large number of practical applications, networks have been
studied by scientists coming from several disciplines. There exist many
textbooks on network analysis and different formalisms have been intro-
duced in this scope. In this work, we use a general formalism, close to
most available literature. For interested readers, [138, 141, 5, 59] contain
extensive introductions to the field.

Network classes, neighbourhood and connectivity A network
G = (N, L) consists of a collection of nodes N and a collection of links
17
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L CN x N. Usually, N={1,...,n}, and |L| = m.

If the direction of the links is important (i.e. if (i,7) # (4,%)), the
network is a directed network, if not ((i,j) = (j,4)), the network is
an undirected network. If links are of varying importance, this can be
translated into weights on links, we then speak of a weighted network.
Finally, a link (4, ) is called a self-loop. Unless specified, we will consider
G to be a simple graph, i.e. it does not contain self-loops or multiple
links.

In an undirected network, the set of all nodes adjacent to node 7 are
called the neighbourhood of i. The number of edges incident to ¢ is the
degree d; of i.

For directed networks, for a given node i, we can then distinguish inlinks
and outlinks of i. Then, the indegree d; and the outdegree dj of i are
respectively its number of inlinks and outlinks.

In the case of weighted networks, the natural extension of degree is given
by the strength of a node 4, the sum of the weights of the links incident
to 7. The directed counterpart of strength is obtained similarly.

/@ 1 2 3 4 5
11

O

Figure 2.1: Example of a directed network of 5 nodes and 7 links and

QU s W DN =
[—

its adjacency matrix.

A path between two nodes i and j is a sequence of nodes i =
ng,N1,..., Ng_1,Nkr = j such that each node appears exactly once in
the sequence, and such that the links (n;_1,n;),vl € {1,...,k} are in L.
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In an undirected network, a connected component C'is a subset of N such
that there exists a path between each pair of nodes i € C, j € C, and
there does not exist a path between each pair of nodes i € C, j € N\C.
For directed networks, there exists a distinction between strongly con-
nected components and weakly connected components which will not be
addressed in this work.

Matrix representation of a network A classical representation of
a network is its (square) adjacency matrix [A;;]} ;1> Where the entry
A;; = 1if the link (7, j) is in the network, and 0 otherwise. The indegree
of anode can corresponds then to the sum of the entries of a column d; =
> y Aj; while the outdegree is given by the sum of the corresponding line
of A: d;r =5 y A;;. For an undirected network, this representation leads
to a symmetric matrix, hence Zj Ajj = Zj Aj; =d;.

The use of the adjacency matrix allows to reformulate several net-
work theory problems in a framework where results from linear algebra
and matrix theory can be applied. In this work, we have not used these
tools, the adjacency matrix has rather been used as a compact represen-
tation of the network.

Random networks, degree distribution, clustering coefficient
A random network is a network whose number of nodes, links and struc-
ture are defined by a set of rules which include a non-deterministic com-
ponent. Equivalently, an instance of a particular random network model
is a randomly chosen network in the ensemble of all networks having the
properties defined by the model. A well-known example is the Erdds-
Rényi random network G, ,, [68], a network of n nodes where each pos-
sible pair of nodes is connected with independent probability p. Hence
an instance of Gy, is chosen randomly in the ensemble of all possible

networks of n nodes, where a network with m links appears with prob-
n(n—=1)

ability p™(1—p)~ 2 ™.

An important feature of networks is the degree distribution p : Ng —
[0, 1], which gives for a given degree d the fraction of nodes of the network
that have a degree d. By construction,

Spd =1 S dp(d) = (d),

d>0 a>0
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where (d) is the average degree of the nodes of the network. Equiva-
lently, p(d) is the probability that a node chosen at random in N has
degree d. A plot of the histogram of the degree distribution is then a
fast visual indicator of the possible heterogeneities between the nodes
of the network. For example, the degree distribution of an Erdés-Rényi
network is binomial, and mostly approximated by a Poisson distribu-
tion for large networks. Several real-world networks, instead, have very
different degree distributions compared to ER networks. Unlike Pois-
son distributions, which have an exponentially decaying tail, real-world
networks show a degree distribution that ranges over several orders of
magnitude, some of their nodes having a degree that is orders larger
than the network average.

In some cases, the degree distribution, or at least its tail, can be approx-
imated by a power-law distribution

P(d) ocd™“,

where « is generally a number between 2 and 3.

In many random networks, such as the Erdés-Rényi network, the
degree of two neighbouring nodes is uncorrelated, which means that the
knowledge of the degree of a node gives no information about the degree
of his neighbours. However, in real networks, it might happen that nodes
of similar degree tend to be connected. Such a situation is called degree
assortativity or homophily. The simplest way to measure if such corre-
lations exist, is to plot the average neighbour degree as a function of the
degree of the node. If the obtained plot shows an increasing trend, the
network is said assortative; nodes of high degree tend to be connected
to other nodes of high degree. If the curve shows a decreasing trend
instead, the network is said to be dissassortative; nodes of high degree
are connected to nodes of low degree. The concept of assortativity can
be extended to other features of nodes than degree, in particular if each
node has some external features (not related to the network), such as
their age if nodes are persons.

The clustering coefficient of a network measures the transitivity of
the network, i.e. the density of triangles present in the network. It is
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measured as

6 x number of triangles in G

C(G) =

number of paths of length 2 in G’

the factor 6 appearing because each triangle counts for 6 paths of length
2 (3 possible pairs of nodes, in both directions). C(G) is contained
within the interval [0, 1], and gives the average probability that two
randomly chosen nodes such that they are neighbours of the same node
are neighbours themselves. An alternative definition is provided by the
average local clustering coefficient Cj:

C 2 x number of triangles connected to
t di(d; — 1) ’

for nodes of degree 0 or 1, C; = 0 by convention. The average clustering
coefficient is then taken as the average over all nodes: (C) = % > Ci.

Bipartite networks and their projections A particular class of
networks are bipartite networks, sometimes also called two-mode net-
works. Bipartite networks are composed of two classes of nodes V' and
V', such that (i,j) e L = i€ V,je V' orie V' jeV, ie nodes of
the same class may not be adjacent. A different way of stating this defi-
nition is that bipartite networks cannot contain cycles of uneven length.
Similarly to classical networks, we write n = |V|, n’ = |V'|, and m = |L|.

Such networks are often encountered in real datasets, we provide
here a number of examples of the two node classes that can be encoun-
tered: scientific collaborations (authors and papers), the actors network
(movies and actors), biological networks (reactions and metabolites), file
sharing (users and files). More examples of real-world datasets can be
found at Section 5 of [119]. Several notions and measures of standard
network theory can be easily extended to bipartite networks. The maxi-
mum number of links in this network is given by nn’, hence the density of
a bipartite network is given by = The degree distribution in a bipartite
network is separated in two distributions, one for each class. Similarly,
the distance 2 degree counts the number of nodes at distance 2 to which
a node is connected. In a bipartite network, this measure has some in-
terest, since it measures for a node the number of nodes of the same
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class to which it is indirectly connected.

Other measures are harder to transpose onto bipartite networks. The
global clustering coefficient measures in a unipartite network the density
of triangles in the network, while the local clustering coefficient measures
the density of triangles around a node. In bipartite networks, triangles
don’t exist, since these are cycles of length 3, several authors proposed
to extend the notion of clustering to bipartite networks. A clustering
coefficient suggested in [35] and developed in [121, 119] calculates the
topological overlap between the neighbourhoods of two nodes of the same

class:
L ING@E)NNG)|

D NG UNG)

where N(-) is the neighbourhood of a node. This measure, introduced
as a clustering coefficient, is rather an overlap measure: it measures
how many neighbours two nodes have in common. In [119] the authors
acknowledge this drawback and propose to average this quantity over all
distance 2 neighbours to obtain a measure on one single node:

(2.1)

> jen(v ) (i J)

)= N @)

(2.2)

This expression also contains several drawbacks, in particular, this mea-
sure computes the density of links not only in the direct neighbourhood
of node under study, but in the network containing their neighbours up
to a distance 3. Other measures of clustering have also been introduced
in [119] by modifying the expression of 2.1 or in [147] where the number
of open and closed paths of length 4 are counted, however those mea-
sures have an increasing complexity of interpretation.

Since bipartite networks are not always easily analysable, one clas-
sical way of handling such networks is to project the network onto one
class of nodes, and consider the created unipartite network instead. The
projection consists at considering a network with only the nodes of one
class, and to draw a link between two nodes if they have a common neigh-
bour in the bipartite network. If two nodes have more than one common
neighbour in the bipartite network, the link can possibly be weighted by
the number of common neighbours. This procedure is often implicitly
done in the construction of a network, e.g. the movie actors’ network
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Figure 2.2: A bipartite network and his two projections. In this case,
self-loops have been disregarded in the projections, in some applications
self-loops are also added. Image reproduced from [119].

(studied in e.g. [15]) is constructed such that two actors are connected
if they have played in a movie together, the links being weighted by the
number of common movies in which they played. However, some authors
pointed out that this construction removes a part of information from
the network [122], and creates highly clustered networks. Indeed, in a
projection of a bipartite network on the class of nodes V', each node in
V' of degree d will create a clique (i.e. a complete subgraph) of d nodes,
and create d? links in the projection.

2.2 Information Theory

Let X be a random variable with alphabet X and probability density
function p(x) = Pr[X = z], x € X. The entropy H of X is a measure
of uncertainty on one random outcome of X.

H(X)=-p(x)log,p(z). (2:3)

zeX

For example, if X is the outcome of a flip of a biased coin giving heads
in 90% of the flips and tails in the other 10%, the uncertainty of the
outcome of X is low, since a prediction of a head will be correct in 90%
of the cases. The concept of entropy has also a more practical mean-
ing, it is the theoretical bound on the average number of characters per
symbol used to describe a sequence of random outcomes of X. Since
we use the logarithm in base 2, the entropy is expressed in bits. In an
optimal code, each possible outcome is coded by — log, p(z) bits, such
that frequent variables have short codewords and infrequent variables
have a longer codeword. The expectation of the length of the codeword
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of an outcome of X is hence given by (2.3). Entropy has been firstly
introduced by Shannon [170] along with an application to English text,
and has further opened a large number of applications, see [50] for a
survey of the field.

On networks, the entropy has been principally used as a measure
of the heterogeneity of the network. The entropy of a network can be
defined by several ways, depending on the probability density function
that is taken into account. The simplest measure is the uncertainty on
the degree of a randomly chosen node

H == p(d)log, p(d). (2.4)
d>0

Minimal uncertainty is achieved when all nodes have the same degree,
while the maximum is obtained with a uniform degree distribution. This
measure of entropy has been set in relation with the resilience of net-
works to random attacks [186]. The same measure has already been
used as classification tool of networks [42]. Other authors [57] have pro-
posed to consider instead the entropy rate of a random walk on the
network as measure of robustness, and proposed an evolutionary model
for networks, in which additional nodes choose preferentially to connect
to nodes such that it increases the robustness of the network. The study
of the entropy rate of modified random walks on synthetic and real net-
works has also been studied, with potential applications in information
diffusion on networks [77].

In [174], the authors use the remaining degree distribution

(d+1)p(d+1)
() ’

is used to measure degree correlations. The remaining degree of a node
is number of links leaving the node other than the one we arrived along
in a random walk. Its entropy measures the uncertainty on the degree of
the node incident to a randomly chosen link. The information transfer
I({qq}) of a system is defined as

a(d) = (2.5)

I(q> = H(q) - Hc(Q’q/)7 (2-6)
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where H.(g|¢) is the conditional entropy that involves a set of condi-
tional probabilities p(d|d’), which give the probability to observe two
nodes with remaining degree d and d’ at the ends of a randomly chosen
link. The capacity of a network is then given as the highest possible
information (C = maxg, 1(q)).

Well-organized networks such as lattices have H(q) = I(q) = 0, while
the less assortative networks are, the higher their information will be.

Information-theoretic measures have also been set in relationship
with information diffusion in networks. This has been related to the
difficulty of localizing a node in the network [173, 168, 167]. Let p(i,b)
be a path from node 7 to node b in the network, the probability to take
that path during a random walk starting from 4 is

)= I &

jeP@ib)

(2.7)

where d; are taken with exclusion of 7 and b. The search information
quantifies then the total information needed to identify one path going
from ¢ to b.
S(i,b) = —logy > p[P(i,b)], (2.8)
{P@Eb)}

where the sum is taken over all the shortest paths between ¢ and b.
Averaged over all pairs of nodes in a connected network, this measure is
used to quantify how easily the network is navigable. It is also possible
to use (2.8) to quantify if a node is easily accessed from others or if it
has easily access to others. A longer description of these measures is
also available in Chapter 8 of [49] and in the references cited therein.

A different approach consists at considering entropy from the ther-
modynamical point of view: the entropy of a system reflects its quantity
of disorder. Suppose that one has a collection of measurements (such as
clustering, number of links, etc.) on real networks {z;}, an ensemble of
networks is a collection of networks that all share these measurements
with probabilities associated to each network. If, instead, only estimates
of these measurements (z;) are available, each possible network G is con-
sidered in the ensemble along with a probability pg, such that the aver-
age value of the measurement on all networks of the ensemble, weighted
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by the probability pg is equal to the expectation (z;). Several sets of
probabilities pg are consistent with these constraints, in [151, 20], the
authors search for distributions having the maximal entropy. This ap-
proach allows to produce predictions on the characteristics of networks
based on a set of measurements on real networks. In a different ap-
proach, network ensembles are constructed so as to match exactly some
measurements, such as degree distribution. In this case, all networks of
the ensemble are equiprobable, hence the entropy of the ensemble is the
logarithm of its size (possibly normalized by the number of nodes of the
network) [34, 25, 26, 28|.

The applications of entropy on networks described in this section
are intended to use entropy in order to characterize the structure of
networks. For a different purpose, entropy has also been used in order
to determine the maximal quantity of information that can be produced
by a noisy source where the symbols produced by the source can be
confused, where the possible confusions are represented in a confusion
graph. Since this area of research differs strongly from the context of
this thesis, we won’t address this topic further, interested readers may
refer to [171].

2.3 Community detection

The problem of community detection in a network is an ill-defined prob-
lem, because the exact description of a community is not unique. From
an abstract point of view, communities represent an intermediate lev-
els of organization in the network, between the microscopic level where
nodes are taken individually and the macroscopic level where the net-
work is studied as a whole. A general (and weak) definition of com-
munities is that a community is a group of nodes that are relatively
densely connected to each other but weakly connected to the rest of the
network. This definition lacks of precision, in particular, the meaning
of “relatively densely connected” and “weakly connected” are not clear.
Moreover, it is not clear if every node belongs to a community or if nodes
may belong to several communities. The problem of community detec-
tion consists then of finding in a given network the communities that fit
the best to this definition. The ambiguity in the definition of communi-
ties is partly the reason why community detection in networks has been
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a flourishing topic in the last decade, given that it opens a large num-
ber of directions for tentative solutions. The initial methods that have
been proposed are related to the problem of graph clustering, for which
a number of methods have been proposed, such as the Kernighan-Lin
algorithm [99] or spectral methods [177]. In these approaches, the num-
ber of communities is often fixed in advance, and the algorithm is asked
to find a partition of N so as to minimize the number of links between
communities. These methods have nevertheless some drawbacks, such
as that the number of communities is fixed in advance, and that there
is no guarantee that the internal structure of the obtained communities
fits to what the user would a priori expect. A number of methods have
therefore been proposed in which a heuristic is used to find a partition
that optimizes a quality function, i.e. a function that determines based
on the structure of the network if a given partition of its nodes is good
or not. The nature of the quality function varies with the methods, it
can be done by comparing the number of links observed inside commu-
nities to a random null model [162, 142, 183]. Other quality functions
integrate instead a dynamical component, such as the path followed by
a random walker on the network [116, 166], time [134] or geographical
information [69]. In opposition to these quality function methods, that
optimize a function which estimates the quality of a whole partition, lo-
cal methods have also been proposed, which repeatedly search for groups
of nodes that show good structural properties. These methods, instead
of returning a partition of the nodes in communities, produce a list of
groups of nodes, without constraint on the number of communities to
which a node may belong. The most prominent method in this class is
the Clique Percolation method, which detects communities as groups of
densely connected cliques [149]. For an extensive review of the field, see
[71, 153].

In this work, communities are considered as partitions of IV, hence
each node belongs to one and only one community. Most community de-
tection methods work with this assumption. One such class of commu-
nity detection methods consists at optimizing a quality function named
modularity [142].

Definition 1. Given a network G = (N, L), represented by its adjacency
matrix A and a partition P of N, such that the community index of node
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1 is m;, the modularity of P on G is given by

Q=5 | X (Az-j . ) o(mi, ) | (2.9)

2m i,jEN m
with (-, -) being the Dirac delta function.

The modularity measures the difference between the number of links
inside communities and what would be expected in a random network
having the same degree distribution, normalized by the total number of
links in the network, the higher it is, the more modular are the com-
munities. Weak bounds on ) can be easily derived from (2.9), namely
—1 <@ <1, however stronger bounds can be derived depending on G.

Initially, this measure has been introduced to quantify the quality
of a partition, and was used to compare partitions on a network. In a
second time, methods have been developed that aim at finding the par-
tition of N that maximizes modularity. The decision problem associated
to finding the partition that maximizes modularity has been proven to
be NP-hard [36], hence the available methods are heuristics that pro-
vide a good compromise between computational time and quality of the
partition [46, 139, 31]. These methods have encountered a significant
success, which is mostly due to the qualities of the modularity function;
it is parameter-free —the number of communities and their size are en-
dogenous to the method— and its interpretation is very natural: a “good”
partition has more links inside communities than expected in a random
network.

However, modularity suffers from a significant drawback. Fortunato
and Barthélemy [72] have shown that modularity suffers in fact of a so-
called resolution limit: the size of the optimal communities are depen-
dent of the size of the network. They showed that for any two commu-
nities 1 and 7o being connected by Il links and having dy = Zz‘em d;
and dy = Zz‘em d;, a better partition can be achieved by merging both
communities if

2mlio > dids. (2.10)
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Figure 2.3: A network composed of a ring of cliques of identical size. If
the number of cliques is larger than y/m, modularity optimization would
group the cliques in groups of two or more.

This condition imposes a non-trivial bound on the sizes of commu-
nities, in disfavour of small communities, which may lead to counter-
intuitive cases. In particular, two communities connected by at least
one link and whose degree is inferior to v/2m are likely to be grouped
into one community. This problem has been called the resolution limit
problem, we show an illustration of it at Figure 2.3

To circumvent this problem, alternative versions of modularity have
been proposed where a scale parameter is introduced in order to lower the
resolution limit. This topic will be covered more extensively in Chapter
6.

2.4 Dynamical networks

All of the preceding notions are defined on static networks, constructed
by aggregating data over a given time interval. However, in practice
many systems are changing over time; nodes and links are added or
removed and some links may not be continuously active. The evolution
of a network needs to be taken into account, both in the development
of appropriate measures and in new models that could generate random
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evolving networks, to be compared to real datasets.
Formally, such a dynamical network can be represented by a network
with link weights that vary over time.

Definition 2. Given a network G = (N, L), a time interval [0, 7], and
a set of functions {fij}¢ jyer, fij 1 [0,T] — R™, the system (G, {fi;})
is a dynamic network, where the weights on the links of G are defined
by the functions f;;.

A link (4, 7) is active at time t if f;;(t) # 0, and similarly a node is
active at time t if at least one of its incident links is active at time ¢.
A large number of systems may be represented in this way, e.g. social
networks, airline networks or citation networks, opening a number of
potential research questions.

Temporal networks Several approaches are used to study dynamic
complex networks, depending on the object of the study. The most fine-
grained approach consists at keeping for each link the exact sequence
of timestamps at which it is active. Such an approach is necessary for
information propagation studies or models of epidemic spreading, where
the time order of contacts is important. When transmitting a packet of
information in a network where links have an on/off dynamic, the path
followed by the packet needs to respect a time constraint, such that links
are used only when they are active. This has led to the notion of time-
respecting paths [98]. A time-respecting path is an ordered sequence of
links and timestamps

{((ioail)a tO)a ((ila i2)7t1)7 R ((ihil-l—l)atl)}v

where the link (ig,ix+1) is active at time ¢ and ¢ < tx41. A number of
different extensions of classical network measures and network models
have been developed in this framework, for a survey of the contributions,
see [85].

In this framework, it is also possible to follow the behaviour of single
nodes or groups of nodes and their dynamics. Such analyses on social
networks have shown that the time interval between two contacts of two
nodes shows a fat tailed distribution [12, 43, 96, 133]. These bursty
dynamics differ strongly from the classical dynamics of a Poisson pro-
cess, instead of having a monotonic contact rate, such contact patterns
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are made of successive bursts of interactions separated by long waiting
times. These particular dynamics affect in turn the dynamics of spread-
ing processes on the network. Moreover, the study of the correlations of
those temporal dynamics and the network topology [96] provide useful
insights on their impact on spreading processes on such networks.

Window-based approach A different approach consists of aggregat-
ing the temporal information in a sequence of time windows, each of
them leading to one static network constructed as follows. Given a se-
quence of M time windows defined by their lower and upper bounds
{[lh,uw1], [l2, ual, ... [Iar, unr]}, the sequence of subnetworks of G, with
weights being

Ug

wij(x) = l fij(t)dt, (2.11)
is the sequence of networks generated by the time windows. Links of
weight O are considered to be removed from the network and similarly
nodes that are not incident to a at least one link of nonzero weight are
also not in the network. Depending on the application, the time win-
dows may be overlapping or separated, but in any case they should be
of equal length. The question of the choice of a length is not trivial
and may have an influence on the structure of the network, it will be
addressed in Chapter 5.

Using this construction scheme allows to consider each snapshot sep-
arately and to use classical static network theory tools to study their
structure. Each measure becomes then a time series that can be studied
with appropriate tools. At a first step, one may compare the evolu-
tion of variables, such as the number of nodes, of links or the clustering
coefficient over the different windows. If characteristical statistical dis-
tributions such as the degree distribution or the strength distribution
are similar for different windows, the underlying process is likely to be
stationary, at least at macroscopical level.

Even if a dynamical network is stationary at the macroscopical level,
it may present strong dynamical fluctuations at microscopical level [105,
74]. Modifications of the network structure are consequences of the ad-
dition and removal of links, the first question would then be how often
links are present in the network. The persistence of links measures the
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fraction of windows in which each link is active. This simple measure
enables to differentiate long-lasting connections to furtive ones. In par-
ticular, the distribution of persistence among links and its correlation
with network topology [82] or external data [130] is a good source of
information about the dynamical process.

Other authors [74] have instead focused on the evolution of link
weights and related this to the appearance/disappearance of links. Variations
between two consecutive windows can be measured by the growth rate
of link weights
Wij (1‘ + 1)

rij(z) = log wi;(@)

(2.12)
In this particular expression, the underlying assumption is that a multi-
plicative process is ruling the evolution of weights, but it can be adapted
to other types of processes as well.

These microscopical changes have in turn an impact on mesoscale
structures, such as communities. Tracking the evolution of communities
has been followed in two main directions so far: detecting communities
on each time window separately and then tracking communities among
them, or integrating the time information into the community detec-
tion method. The first approach is simpler since methods are already
available for static community detection, however one needs a fast and
reliable method to compare communities between two consecutive win-
dows. The most natural way of doing so is to calculate the overlap
between communities of two consecutive windows [148, 86], but other
methods have also been proposed, such as using mutual information [7]
or by tracking predefined “core nodes” [190]. In the second approach,
time is taken into account in the detection method, by using the result
at one timestep as input for the detection on the next window [7] or in
the network structure, by using e.g. sliced networks [134].

Growing networks A third approach consists in considering dynam-
ical networks as continuously growing systems, i.e. aggregating the net-
work through a longer and longer time window:

wij(t):/o fij(s)ds. (2.13)
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A large amount of research has focused on the arrival process of new
nodes in the network, a node ¢ being said to arrive at time 7 if w;;(t) =
0Vj, Vt < 7 and 3j : w;;(7) > 0. Examples such as citation networks
or the internet have been a rich source of data for measuring this arrival
process and its kinetics. The relationship between the number of nodes
and links over time has been intensively studied, in particular the ob-
servation that for many real-world networks, the number of links grows
faster than the number of nodes of the network. This feature has been
called by some authors accelerating networks [60, 172]. Accelerating
networks have the property to show an increasing average degree and a
shrinking diameter [16, 84, 123]. Finally, the study of the evolution of
a series of static measures on snapshots of a growing network can also
provide useful information on whether the network reaches a stationary
state or not [22].

Models of dynamical networks A wide number of network growth
models have been proposed to explain the different features observed in
complex networks. In particular, a series of models have been developed
in order to create networks having a power-law degree distribution. The
most common among them being the preferential attachment model, in-
troduced by Price [154] and revisited by Barabési and Albert [15]. In
the preferential attachment model, new nodes connected themselves to
other nodes proportionally to their degree, favouring in this way nodes
of high degree. This model has been shown to generate network whose
nodes degrees follow a power-law distribution.

Extensions of the basic preferential attachment model have been pro-
posed to fit different possible cases. Non-linear preferential attachment
is a model where nodes attach themselves to other nodes depending on
an arbitrary function of degree II(d). This function is observed to vary
from sublinear to linear functions depending on the real data [92]. In
cases where nodes are considered not equally important, the probability
to attach may even be a general function of external parameters, which
allow to simulate different dynamics of the network structure [27].

Most versions of the preferential attachment model introduce links
and nodes at the same rate, which does not fit to the previous finding
that some networks have an accelerating behaviour. This can be simu-
lated by adding a second process on top of the preferential attachment
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model [16]: not only newly coming nodes create new links, but existing
nodes also create new links at each timestep.

The preferential attachment-like models generate growing networks
in which the produced degree distribution is similar to what has been
observed in real data. However, this family of models is not the only way
for networks to grow, neither the only way to create power-law distribu-
tions. Initially, the preferential attachment was motivated by analogy
with citation networks, where papers tend to cite other famous publica-
tions. Similarly, a different family of network growth models has been
inspired by the idea that authors writing a new paper would simply copy
the whole list of references of a previous paper. The node copying model
(the idea was proposed in [103]) is based on this idea, with slight modi-
fications to ensure a more realistic scheme. A new node arriving in the
network selects randomly a node in the network, and for each neighbour
of that node, it creates a link towards the neighbour with probability ~.
With probability 1 — =, it creates a link towards a different uniformly
chosen node in the network. This model is particularly successful in
biological networks, in which it is considered as a plausible candidate to
explain the power-law structure of degree distributions.

The preferential attachment and the node copying models were in-
spired by simple mechanisms that would make sense in citation net-
works or the web graph. In social networks, these mechanisms are less
interpretable, hence different models have been developed to model the
growth of social networks. A common approach comes from the idea that
people create new acquaintances by being introduced to them by a com-
mon friend. This has led to triangle closure models, in which nodes select
randomly two of their neighbours, and place a link between them if they
are not connected. The first idea of such a model was proposed in [52],
since then several variations of this model exist [185, 129, 110], produc-
ing networks of high clustering coefficient, and depending on the model,
degree-degree correlations, weight-topology correlations, and power-law
degree distributions.

Several models have also been proposed to take into account the
deletion of nodes and links, either based on random deletions (see [123]
for an example), or based on the evolution of the link weights [74].



2.5. REAL NETWORKS 35

This list of models is not exhaustive, it contains many of the most-used
models. In particular, most models focus on the structural evolution of
networks, i.e. the creation or deletion of links, and less on the kinetics
of the network growth. We will address this question in Chapter 5.

2.5 Real networks

The study of social networks has interested scientists for decades, how-
ever most of the interest has been raised only recently, when large
datasets of real-world networks have been made available for scientific
studies. The origins of these datasets is extremely varied; e.g. the movie
actors network, where actors of Hollywood are connected if they have
played in a movie together, online social networks, phone call networks,
the internet, the world wide web, scientific paper citation networks, bi-
ological networks, food webs, etc.

From the analysis of these datasets, it appears that most of these net-
works share similar non-trivial properties, which is why scientists have
focused on basic mechanisms that could reproduce these common prop-
erties. For instance, it appears that many real-world networks show a
broadly distributed degree distribution with a fat tail [15]. An exact
analytical description of such distribution is not always available, but
nevertheless in all cases one can observe that most nodes have a small
activity, while a small number of nodes have a large activity, and that
the level of activity ranges over several orders of magnitude, with large
statistical fluctuations.

Meanwhile, many studied networks appear to be small worlds, namely
that the longest shortest path between two nodes in the network is small
compared to the size of the network [192]. The small world phenomenon
was already studied in the '60s, but only recently it could be observed
on a large number of datasets.

These networks also share the property of being sparse, but locally
dense, meaning that while the average degree of a node is small com-
pared to the size of the network, the local clustering coefficient is large.
In such networks, one is also likely to observe a well-defined community
structure, where nodes are grouped into densely connected groups of
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nodes with only few connections to the remainder of the network.

The observation of these non-trivial features in such a large range
of different networks, that have apparently nothing in common led re-
searchers to hypothesize that some simple mechanisms, non-specific to
one particular application, should be underlying these structural obser-
vations. The study of real network showed that they are far from the
models proposed by Erdés and Rényi.



Chapter 3

Analysis of mobile phone
datasets

In this chapter, we review some of the most important advances made
recently in the study of mobile phone datasets. This area of research
has emerged a decade ago, with the increasing availability of large-scale
anonymized datasets, and has grown into a stand-alone topic. We will
survey the contributions made so far on the social networks that can
be constructed with such data, the study of personal mobility, ge-
ographical partitioning and urban planning, as well as security
and privacy issues.

3.1 Introduction

As the Internet has been the technological breakthrough of the '90s, mo-
bile phones have changed our communication habits in the first decade
of the twenty-first century. In 10 years, the world coverage of mobile
phone subscriptions has raised from 12% of the world population in
2000 up to 78% in 2010 — 5.3 billion subscribers — while we commu-
nicate at a constantly higher rate (in 2010, 6.1 trillion text messages
were exchanged, representing about 200,000 SMS per second) [89]. Mo-
bile communication has initiated the decline of landline use — decreasing
both in developing and developed world since 2005 — and allows people
to be connected even in the most remote places of the world.

In short, mobile phones are ubiquitous. In most countries of the devel-
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oped world, the coverage reaches 100% of the population, and even in
remote villages of developing countries, it is not unusual to cross some-
one in the street talking on a mobile phone. Due to their ubiquity,
mobile phones have stimulated the creativity of scientists to use them as
millions of potential sensors of their environment. Mobile phones have
been used as distributed seismographs, as motorway traffic sensors, as
transmitters of medical imagery or as communication hubs for high-level
data such as the reporting of invading species [113].

Besides these applications of voluntary reporting, where users install

applications on their mobile phones in the aim to serve as sensor, the
essence of mobile phones have revealed them to be a source of even much
richer data. The call data records (CDRs), needed by the mobile phone
operators for billing purposes, contain an enormous amount of informa-
tion on how, when, and with whom we communicate.
In the past, studies on social interactions between individuals were mostly
done by surveys, for which the number of participants ranges typically
around 100 people, and for which the results were biased by the subjec-
tivity of the participants’ answers. Mobile phone CDRs, instead, contain
the information on communications between millions of people at a time,
and contain real observations of communications between them rather
than self-reported information.

In addition, CDRs also contain localisation data and may be coupled
to external data on customers such as age or gender. Such a combina-
tion of personal data makes of mobile phone CDRs a extremely rich and
informative source of data for scientists.

Of course, there are restrictions on the availability of some types of
data and on the projected applications. First, the content of commu-
nications (SMS or phone discussions) is not recorded by the operator,
and thus inaccessible to any third party — exception made of cases of
phone tapping, which are not part of this subject. Secondly, while mo-
bile phone operators own the information filed by their customers and
the CDRs, they may not pass all the information to a third party (such
as a researchers), depending on their own privacy policies and the laws
on protection of privacy that apply in the country of application. For
example, in any case, names and phone numbers are not transmitted to
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external parties. In some countries, location data, i.e. the base stations
at which each calls are made, have to remain confidential — some oper-
ators are even not allowed to use their own data for private research.
Finally, when a company transmits data to a third party, it goes along
with non-disclosure agreements (NDA’s) and contracts that strongly reg-
ulate the authorized research directions, in order to protect the users’
privacy.

Yet, even the smallest bit of information is enough for triggering
bursts of new applications, and day after day researchers discover new
purposes one can get from CDRs. The first application of a study of
phone logs (not mobile, though) appeared in 1949, with the seminal
paper by George Zipf modelling the influence of distance on communi-
cation [196]. Since then, phone logs have been studied in order to infer
relationships between the volume of communication and other parame-
ters (see e.g. [48]), but the apparition of mobile phone data, in massive
quantities, has definitely made a breakthrough in that domain. Being
personal objects, mobile phones enabled to infer real social networks
from their CDRs, while fixed phones are shared by users of one same
geographical space (a house, an office). The communications recorded
on a mobile phone are thus representative of a part of the social network
of one single person, where the records of a fixed phone show a superpo-
sition of several social actors. By being mobile, a mobile phone has two
additional advantages: first, his owner has almost always the possibility
to pick up a call, thus the communications are reflecting the temporal
patterns of communications in great detail, and second, the positioning
data of a mobile phone allows to track the displacements of his owner.

Given the large amount of research related to mobile phones, we will
focus in this chapter on contributions related to the analysis of massive
CDR datasets.

The chapter is organized following the different types of data that may
be used in related research. In Section 3.2 we will survey the contri-
butions studying the topological properties of the static social network
constructed from the calls between users. When information on the
position of each node is available, such a network becomes a geograph-
ical network, and the relationship between distance and the structure
of the network can be analysed. This will be addressed in Section 3.3.
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Phone calls are always localized in time, and some of them might repre-
sent transient relationships while others rather long-lasting interactions.
This has led researchers to study these networks as temporal networks,
which will be presented in Section 3.4. In Section 3.5, we will focus on the
abundant literature that has been produced on human mobility, made
possible by the spatio-temporal information contained in CDR data. As
mobile phone networks represent in their essence the transmission of in-
formation or more recently data between users, we will cover this topic in
Section 3.6, with contributions on information diffusion and the spread
of mobile phone viruses. Finally, in Section 3.7 we will consider privacy
issues raised by the availability and use of personal data.

3.2 Social networks

In its simplest representation, a dataset of people making phone calls
to each other is represented by a network where nodes are people and
links are drawn between two nodes who call each other. In the first
publications related to mobile phone datasets, the datasets were rather
used as an example for demonstration of the potential applications of an
algorithm [1] or model [4] rather than for a purpose of analysis. How-
ever, it quickly appeared that the so-called mobile call graphs (MCG)
were structurally different from other complex networks, such as the
web and internet, and deserved a particular attention. We will review
here the different contributions on network analysis. We will address
the construction of a social network from CDR data, which is not a triv-
ial exercise, simple statistical properties of such networks and models
that manage to reproduce them, more complex organizing principles,
and community structure, and finally we will discuss the relevance of
the analysis of mobile phone networks.

Construction While the network construction scheme mentioned above
seems relatively simple, there exist many possible interpretations on how
to define a link of the network, given a dataset.

The principle aim of social network analysis is to observe social inter-
actions, but not every phone call is made in the same social purpose.
Some calls might be for business purpose, some might be accidental calls,
some nodes may be call centres that call a large number of people, and
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all such interactions are present in CDRs. In short, CDRs are noisy
datasets. “Cleaning” operations are usually needed to eliminate some
of the accidental edges. For example, Lambiotte et al. [115] imposed
as condition for a link that at least one call is made in both directions
(reciprocity) and that at least 6 calls are made in total over 6 months of
the dataset. This filtering operation appeared to remove a large fraction
of the links of the network, but by the same time, the total weight (the
total number of calls passed in by all users) was reduced by only a small
fraction. The threshold of 6 calls in 6 months may be questionable, but
a stability analysis around this value can confort that the exact choice of
the threshold is not crucial. Similarly, Onnela et al. [146] analysed the
differences between the degree distribution of two versions of the same
dataset, one containing all calls of the dataset, and the other containing
only calls that are reciprocated. Some nodes in the complete network
have up to 30,000 different neighbours, while in the reciprocated net-
work, the maximal degree is close to 150. Clearly, the first case is hard
to imagine being a single person, while the latter is a much more realistic
bound. However, even if calls have been reciprocated, the question of
setting a meaningful weight on each link is far from easy. It is sometimes
convenient to represent a mobile call network by an undirected network,
and to sum up the weights from both directions. But reciprocal calls are
often strongly imbalanced, say Kovanen et al. [106]. In the interacting
pair, one user is often initiating most of the calls, how can this be rep-
resented in an undirected network by a representative link weight? In a
closely related question, most CDRs contain both information on voice
calls and text messages, but so far it is not clear how to incorporate both
information into one simple measure.

Besides these considerations on the treatment of noise, the way to rep-
resent social ties may vary as well: they may be binary, weighted, sym-
metric or directed. Different answers to such decisions lead to different
network characteristics, and result in diverse possible interpretations of
the same dataset. For example, Nanavati et al. [135] keep their network
as a directed network, in order to obtain information on the strongly
connected component of the network, while Onnela and colleages [146]
rather focus on an undirected network, weighted by the sum of calls go-
ing in both directions.

Finally, one may raise the question of the significance of the data:



42 CHAPTER 3. MOBILE PHONE DATASETS

Figure 3.1: Sample of a mobile phone network, obtained with a snowball
sampling. The source node is represented by a square, bulk nodes by a
+ sign and surface nodes by an empty circle. Figure reproduced from
[145].

given that only a fraction of a country’s population is reached by one
operator, to which extent may the results on a dataset be generalized
to larger populations? Clearly, quantitative results obtained in these
studies, such as degree of nodes, cannot be taken for granted, but one
may expect that as long as the population sample is not biased, qual-
itative obervations such as the broadness of degree distribution or the
organization of nodes in communities are significant information on the
structure of communication networks.
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Topological properties The simplest information one can get out
of CDRs is statistical information on the number of acquaintances of a
node, on the local density of the network or on its connectivity. Like
social networks, mobile call graphs differ from random networks and lat-
tices by their broad degree distribution [13], their small diameter and
their high clustering [192].

While all analysed datasets present similar general shapes for those dis-
tributions, their fine shape, and their range differ due to differences be-
tween the datasets, the construction scheme, the size, or the time span
of the collection period.

In one of the first studies involving CDR data Aiello et al. [4] observed
a power law degree distribution, which was well explained by a massive
random graph model P(«, ) described by its power-law degree distri-
bution p(d = z) = e®2~ 8.

Random graph models have often been used in order to model networks,
and manage to reproduce some observations from real-world networks,
such as the small diameter and the presence of a giant component, such
as observed on mobile datasets. However, they fail to uncover more com-
plex features, such as degree-degree correlations. Nanavati et al. [135]
observed in the study of 4 mobile datasets that besides the power-law
tail of the degree distribution, the degree of a node is strongly correlated
with the degree of his neighbours.

Characterizing the exact shape of the degree distribution is not an easy
task, which has been the focus of a study by Seshradi et al. [169]. They
observed that the degree distribution of their data can be fitted with a
Double Pareto Log Normal (DPLN) distribution, two power-laws joined
by a hyperbolic segment — which can be related to a model of social
wealth acquisition ruled by a lognormal multiplicative process. Interest-
ingly, let us note that the time span of the three aforementioned datasets
are different, Aiello et al. have data over one day, Nanavati et al. over
one week, and Seshadri et al. over one month.

What information do we get from these distributions? They mostly
reflect the heterogeneity of communication behaviours, a common fea-
ture for complex networks [13]. The fat tail of the degree distribution is
responsible for large statistical fluctuations around the average, indica-
tion that there is no particular scale representative of the system. The
majority of users have a small number of contacts, while a tiny fraction
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Figure 3.2: The degree distributions of several datasets have comparable
features, but differences in the construction, the time range of the dataset
and the size of the system lead to different shapes. Note the bump in
(d), when non-reciprocal links are taken into account. Figure reproduced
from (a) [4] (b) [135] (c) [169] and (d) [145].

of nodes are hubs, or super-connectors. However, it is not clear whether
these hubs represent true popular users or are artefacts of noise in the
data, as was observed by Onnela et al. [145] in their comparison of the
reciprocated and non-reciprocated network.

The heterogeneity of degrees is also observed on node strengths and link
weight, which is also to be expected for social networks. All studies
also mention high clustering coefficient, which indicates that the nodes
arrange themselves locally on well-organized structures. We will address
this topic in more detail further.
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Advanced network characteristics Beyond statistical distributions,
more complex analyses provide a better understanding of the structure of
our communication networks. The heterogeneity of link weights deserves
a particular attention. Strong links represent intense relationships, hence
the correlation between weight and topology is of primary interest. Re-
calling that mobile call graphs show high clustering coefficient, and thus
are locally dense, one can differentiate links based on their position in
the network.

The overlap of a link, introduced in [146], is an appropriate measure
which characterizes the position of a link as the ratio of observed com-
mon neighbours n;; over the maximal possible, depending on the degrees
k; and k; of the nodes

nij

((di —1) + (dj — 1) — nyy

The authors show that link weight and topology are strongly corre-
lated, the strongest links lying inside dense structures of the network,
while weaker links act as connectors between these densely organized
groups. This finding has an important consequence on processes such
as link percolation or the spread of information on networks, since the
weak ties act as bridges between disconnected dense parts of the net-
work, illustrating Granovetter’s hypothesis on the strength of weak ties.

Oij = (3.1)

The structure of the dense subparts of the network provides essential
information on the self-organizing principles lying behind communica-
tion behaviours. Before moving to the analysis of communities, we will
focus on properties of cliques. The structure of cliques is reflected by how
weights are distributed among their links. In a group where everyone
talks to everyone, is communication balanced? Or are small subgroups
observable? A simple measure to analyse the balance of weights is the
measure of coherence ¢(g), introduced in [145], which is the ratio between
the geometric mean of the link weights and the arithmetic mean

1/l
(Hijelg Wij )
ZijElg Wij
llg]
where g is a subgraph of the network and [, is its set of links. This
measure takes values in the range |0, 1], 1 corresponding to equilibrium.

alg) = (3.2)
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Figure 3.3: (Left) The overlap of a link is defined as the ratio between
the common neighbours of both nodes and the maximum possible com-
mon neighbours. Here, the overlap is given for the green link. (Right)
The average overlap increases with the cumulative weight in the real
network (blue circles) and is constant in the random reference where
link weights are shuffled (red squares). The overlap also decreases with
the cumulative betweenness centrality Peym (b) (black diamonds). Figure
reproduced from [146].

On average, cliques appear to be more coherent as what would be ex-
pected in the random case, in particular for triangles, which show high
coherence values.

On a related topic, Du et al. [61] focused instead on the propensity
of nodes to participate to cliques, and in particular on the balance of link
weights inside triangles. Their observations differ slightly from Onnela
et al.: on average, the weights of links in triangles can be expressed as
powers of one another. The authors managed to reproduce this singular
situation with a utility-driven model, where users try to maximize their
return from contacts.

Communities The previous analysis of cliques and triangles opens the
way for an analysis of more complex structures, such as communities in
mobile phone networks. The analysis of communities provides infor-
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mation on how communication networks are organized at large scale.
In conjunction with external data, such as age, gender or cultural dif-
ferences, it provides sociological information on how acquaintances are
distributed over the population. From a corporate point of view, the
knowledge of well-connected structures is of primary importance for mar-
keting purposes. In this paragraph, we will only address simple results
on community analysis, but this topic will be addressed again further
in the document, when it relates to geographic dispersal of networks or
dynamical networks.

At small scale, traditional clustering techniques may be applied, see [100]
and [195] for examples of applications on small datasets. However, on
large mobile call graphs involving millions of users, such clustering tech-
niques are outplayed by community detection algorithms.

Uncovering the community structure in a mobile phone network is
highly dependent on the used definition of communities and detection
method. One could argue that there exist as many plausible analyses as
there are community detection methods. Moreover, the particular struc-
ture of mobile call graphs induces some issues for traditional community
detection methods. Tibely et al. [181] show that even though some com-
munity detection methods perform well on benchmark networks, they do
not produce clear community structures on mobile call graphs. Mobile
call graphs contain many small tree-like structures, which are badly han-
dled by most community detection methods. The comparison of three
well-known methods: the Louvain method [31], Infomap [166] and the
Clique Percolation method [148] produce different results on mobile call
graphs. The Louvain method and Infomap both build a partition of the
nodes of the network, so that every node belongs to exactly one com-
munity. In contrast Clique Percolation only keeps as community dense
subparts of the network (see Figure 3.4).

As observed in Tibely et al. the small tree-like structures are often
considered as communities, although their structure is sparse. Such a
result is counter-intuitive given the intrinsic meaning of communities,
is community detection hence unusable on mobile call graphs? The
results have probably to be considered with caution, but as this is al-
ways the case for community detection methods, whatever network is
used, this speciality of communities in mobile call graphs appears rather
as a particularity than a problem. Although they might have singular
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Figure 3.4: Examples of communities detected with the InfoMap method
(IM, red), Louvain method (LV, blue) and Clique percolation method
(CP, green). For each method, four examples are shown, with 5, 10, 20
and 30 nodes. The coloured links are part of the community, the grey
nodes are the neighbours of the represented community. While IM and
LV find almost tree-like structures, CP finds dense communities. Figure
reproduced from [181].

shapes, communities can provide significant information, when usefully
combined with external information. Proof is made by the study of the
linguistic distribution of communities in a Belgian mobile call graph [31],
where the communities returned by the Louvain method strikingly show
a well-known linguistic split.

The notion of communities in social networks, such as rendered by
mobile phone networks, has raised a debate on the exact vision one has
of what a community is and what it is not. In particular, several au-
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Figure 3.5: (a) The communities of the Belgian network are coloured
based on their linguistic composition: green for Flemish, red for French.
Communities having a mixed composition are coloured with a mixed
color, based on the proportion of each language. (b) Most communities
are almost monolingual. Figures reproduced from [31].

thors have favoured the idea of overlapping communities, such that one
node may belong to several communities, in opposition with the classical
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vision that communities are a partition of the nodes of a network. An
argument in favour of this vision is that one mostly makes part of sev-
eral groups of acquaintances who do not share common interests, such
as family, work, sports activities. In [3], Ahn et al. show how over-
lapping communities can be detected by partitioning edges rather than
nodes, and illustrated their methods with a mobile phone dataset. For
each node, they had an additional information about its center of ac-
tivities, with which they showed that communities were geographically
consistent.

Social analysis The use of mobile call data in the purpose of analysis
of social relationships raises two questions. First, how faithful is such a
dataset of real interactions? Second, can we extract information on the
users themselves from their calling behaviour?

It has often been claimed that mobile phone data analysis is a signifi-
cant advance for social sciences, since it allowed scientists to use massive
datasets containing the activity of entire populations. The study of mo-
bile phone datasets is part of an emerging field known as computational
social science [120]. These massive datasets, it is said, are free from the
bias of self-reporting, which is that the answers to a survey are usu-
ally biased by the own perception of the subject, which is not objective.
Still, the question remains: how much does self-reporting differ from our
real behaviour, what is the exact added value of having location data?
This has been studied by Eagle et al. [66] in the well-known Reality
Mining project. By studying the behaviour of about 100 persons both
by recording their movements and encounters using GSM and Bluetooth
technology and with the use of surveys, they managed to quantify the
difference between self-reported behaviour and what could be observed.
It appears that observed behaviour differs strongly from what has been
self-reported, confirming that the subjectivity of the subjects own per-
ception produces a significant bias in surveys. In contrast, collected data
allows to reduce this bias significantly. While most studies use external
data as validation tool to confirm the validity of results, Blumenstock et
al. shortly addressed a different question, namely if it was possible to
infer information on people’s social class based on their communication
behaviour. Apparently, this task is hard to perform, even if significant
differences appear in calling behaviour between different classes of the
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population [33].

3.3 Adding space — Geographical networks

Besides basic CDR data, it happens that geographic information is avail-
able about the nodes, such as the home location (available for billing
purposes) or the most often used antenna. This allows then to assign
each node to one geographic point, and to study the interplay between
geography and mobile phone usage. Studies on geographical networks
have already been performed on a range of different types of networks
[19].

Relationship space-communication This idea has been followed by
Lambiotte et al. [115], who assigned each of the 2.5 million users from
a Belgian mobile phone operator to the ZIP code location where they
were billed. By approximating the position of the users to the centre
of each ZIP code area, they showed that the probability of two users to
be connected decreases with the distance r separating them, following
a power law of exponent —2. The probability of a link to be part of
a triangle decreases with distance, until a threshold distance of 40 km,
after which the probability is constant. Interestingly, this threshold of
40 km is also a saturation point for the average duration of a call (see
Figure 3.6). A different study on the same dataset also showed that total
communication duration between communes in Belgium was well fitted
by a gravity law, showing positive linear contribution of the number
of users in each commune and negative quadratic influence of distance

[108, 107]:
lap = 2 (3.3)

Tab

where [, represents the total communication between communes a and
b, ¢, and ¢, the number of customers in each commune and rg, the dis-
tance that separates them.

While it seems sure that distance has a negative impact on communi-
cation, its exact influence is not unique. Onnela et al. [144] observed in
a different dataset a probability of connection decreasing as !5 rather
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Figure 3.6: The average duration of a call in function of distance between
the callers. A saturation point is observed at 40 km. Figure reproduced
from [115].

than the gravity model observed by Lambiotte et al. However, these dif-
ferences might be explained by the differences that exist between both
countries, such as the distribution of the population density. A different
study on mobility data from the location-based service Foursquare [143]
levelled those variations using a rank-based distance [124], which could
also be helpful in this case.

Further, Onnela et al. also studied the geographic structure of com-
munities, and showed on the one hand that nodes that are topologically
central inside a community may not be central from a geographical point
of view, and on the other hand that the geographical shape of communi-
ties varies with their size. Communities smaller than 30 individuals show
a smooth increase of geographical span with size, but bounces suddenly
at the size of 30, which could not be clearly explained by the authors.

While communities appear to be geographically tightly bound, Ea-
gle et al. investigated if some relationship could be found between the
structure of a user’s social network and the type of environment in which
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Figure 3.7: Average geographic span (red) for communities and average
geographic span for the null model (blue). A bump is observed for
communities of size 30 and more, which could not be reproduced by the
different null models. Figure reproduced from [144].

he lives [64]. Using both CDRs of fixed landline (99% coverage) and
mobile phones (90% coverage), they showed that the social and geo-
graphical diversity of nodes’ contacts, measured using the entropy of
contact frequencies, correlates positively with a socio-economic factor of
the neighbourhood. Given a node 4, calling each of his d; neighbours j
at frequency p;;, and calling each of the A locations a at frequency pjq,
his social and spatial diversity is given by

— 2_pijlog pij — > Pia 10 Dia
N N a
Dsocial@) = 3 5 Dspatial(2> - IOgA ’

3.4
logd (34)
which is 1 if the node has diversified contacts. On Figure 3.3, the authors
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Figure 3.8: Average social wealth as a function of social and geographic
diversity. Figure reproduced from [64].

compare a composite measure of both diversities with the socio-economic
factor of the neighbourhood.

Geographic partitioning The availability to place customers in higher
level entities, such as communes or counties, gave researchers the idea
of drawing the “social borders” inside a country based on the interac-
tions between those entities [79]. Individual call patterns of users are
aggregated at a higher level to a network of entities, which can in turn
be partitioned into a set of communities based on the intensities of calls
between the nodes of this macroscopic network. It is important to notice
that, in contrast with the microscopic network (the network of users),
the macroscopic network is not a sparse network at all. Since the nodes
represent the aggregated behaviour of many users, there is a high chance
of having a link between most pairs of communes or counties. Hence,
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the weights on the links of the macroscopic network are of crucial im-
portance, since they define the complete structure of the network. To
our knowledge, such a partition exercise using CDR datasets has been
applied on three countries: in Belgium, France and Great Britain [30].
An initial study of the communities in Belgium [32] used the Louvain
method optimizing modularity for weighted directed networks to parti-
tion the Belgian communes based on two link weights: the frequency of
calls between two communes and the average duration of a call. The
obtained partitions were geographically connected, with the influence of
distance, of influential cities, and the cultural barrier of language being
observable in the optimal partitions.

Given that the intensity of communication between two cities can be
well-modelled by a gravity law, Expert et al. [69] proposed to replace
Newman’s modularity by a more appropriate null model, given that ge-
ographic information was available. The spatial modularity (SPA) com-
pares the intensity between communes to a null model influenced both
by the sizes ¢, and ¢, of the communes and the distance that separates
them

PP = cocpf (Tap)- (3.5)

The influence of distance is estimated from the data by a function f,
which is calculated for distance bins [r — €, 7 + €] as

Z Aab

C’ﬂblT.abE [7‘_67T+€]

Z CaCh '

a,b|rapE[r—e,r+e]

fr) = (3.6)

Using their null model, the authors obtained an almost perfect biparti-
tion of the Belgian communes which renders the Belgian linguistic bor-
der. Moreover, they showed with a simple example that such a null
model allows to remove the influence of geography and obtain commu-
nities showing geography-independent features.

On an identical topic, Ratti et al. used an algorithm of spectral
modularity optimization, to partition the map of Great Britain [156]
based on phone calls between geographic locations. Similarly to results
obtained on Belgium, they obtained spatially connected communities
after a fine-grain tuning of their algorithm, which correspond to mean-
ingful areas, such as Scotland or Greater London. A stability analysis of
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Glasgow Edinburgh

Figure 3.9: (a) Communities in Belgium, with modularity optimization.
Communities are geographically well-balanced and are centred around
important cities (gray dots). Figure reproduced from [32]. (b) Commu-
nication network in Great Britain (80% of strongest links). The colors
correspond to the communities found by spectral modularity optimiza-
tion. Figure reproduced from [156].

the obtained partition showed that while some variation appears on the
boundary of communities, the obtained communities are geographically
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centred at the same place. The intersections between several results of
the same algorithm showed 11 spatially well-defined “cores” correspond-
ing to densely populated areas of Great Britain. Interestingly, the map
of the cores loosely corresponds to the historical British regions.

3.4 Adding time — Dynamical networks

A particularity of a mobile call graph is that the links are very precisely
located in time. Although each call has a precise time stamp and du-
ration, the previously presented studies consider mobile call graphs as
static networks, where edges are aggregated over time. This aggregation
leads on the one hand to a loss of information on the dynamics of the
links (some may appear or disappear during the collection period) but on
the other hand about the dynamics on the links. Recently, some authors
have attempted to avoid this issue by taking the dynamical component
of links into account in the definition of such networks. The topic of dy-
namical — or temporal— networks is quite new, but given their inherent
dynamical nature, mobile call graphs are excellent sources of information
for such studies.

Dynamics of structural properties One such question regards the
persistence of links in a mobile phone network. How long does a link last
in a network? By analysing slices of 2 weeks of a mobile phone network,
Hidalgo and Rodriguez-Sickert observed that the frequency of presence
of links in the different slices, the persistence, followed a bimodal distri-

bution [82].
- Z_F:Aij(T)

bij = M
where A;;(T') is 1 if the link (¢, j) is in slice 7" and 0 otherwise, M being
the number of slices. Most links in the network are only present in one
window, and the probability of a link to be observed in several windows
decreases with the number of windows, but there is an unexpectedly
large number of links that are present in all windows. These highly re-
current links represent thus strong temporally consistent relationships,
in contrast with the large number of volatile connections appearing only
once in the slices. A deeper analysis of correlations between the persis-
tence and static measures show moreover that clustering, reciprocity and

(3.7)
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Figure 3.10: Left: the distribution of the persistence of links. Right: the
fraction of surviving links as a function of time follow a power-law like
decrease. Figures reproduced from [82]

high topological overlap are usually associated with a strong persistence.

Reader et al. [158] dig a bit deeper into that last topic, by attempting
to predict which link will decay and which will persist, based on several
local indicators. They quantify the information provided by each indica-
tor with the decrease of entropy on the probability of an edge to persist,
and obtain that the most informative indicators are the number of calls
passed between both nodes as well as its scaled version. By trying both
a decision-tree classifier and a logistic regression classifier, they manage
to predict correctly about 70% of the persistent edges and decays.

From an evolving network perspective, the question of stability and
survival of communities is closely linked to the previous questions. Palla
et al. studied the temporal stability of a mobile phone network [148],
analyzing communities detected on slices of two weeks. They observed
that communities have different conditions to survive, depending on their
size; small communities require to be stable, while large groups require
to be highly dynamic and often change their composition.

The availability of timestamps in datasets allow to segment the calls
between office hours and home hours. By supposing that calls made
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during office hours are for a purpose of business, while private calls are
made early morning, in the evening or over the weekend, Cebrian et
al. managed to build two separate networks based on a mobile and
landline dataset from the UK [45]. The degree and clustering coefficient
distributions of both networks are mostly similar, but a deeper analysis
of the network structure shows that some important differences exist
between them. By decomposing the network into k-cores and monitoring
the speed of information diffusion, they observe that the work network
is much more connected than the leisure network, and that information
diffuses almost twice as fast.

Burstiness The dynamics of many random systems are modelled by
a Poisson process, where the average interval between two events is
distributed following an exponential, well-characterized by its average.
However, it has appeared that human interactions show a different tem-
poral pattern, with many interactions happening in very short times,
separated by less frequent long waiting times [12].

The same holds for mobile phone calls. Karsai et al. studied the
implications the bursty patterns on the links of a mobile call graph [96].
They observed that indeed, the inter-event time ranges over a multiple
orders of magnitude, and in particular, coupled with the network topol-
ogy, the burstiness of human communication slows down the spreading
of information over the network. Most bursts of activity are located in-
side communities, which leads them to stay trapped inside them, taking
a long time to move to other parts of the network.

It is interesting to note that in the previous paper, the authors ob-
served the inter-event time on links, by sorting links by weight. In [43],
Candia et al. perform a similar task but for nodes, and measure the
inter-event time for nodes, by grouping them based on the number of
calls they made. Similarly to Karsai et al.’s observations, the inter-
event times range over several orders of magnitude, and the distribution
is shifted to higher inter-event times for nodes of lower activity. By
rescaling with the average of each distribution, the inter-event time dis-
tributions collapse into a single curve fitted by a power law with exponent
0.9 followed by an exponential cutoff at 48 days.

p(AT) = (AT) “exp(AT/T.). (3.8)

Mobile phone networks are composed of complex patterns and interac-



60 CHAPTER 3. MOBILE PHONE DATASETS

tions, but still only few work has been done yet in order to characterize
these interactions. The temporal arrival and disappearance of edges or
more complex structures and the timescales of human communication
are only two examples of the wide possible research that still need to be
done in this matter.

3.5 Adding space and time — Mobility

Given their portability, mobile phones are trusty devices to record mo-
bility traces of users. The availability of spatio-temporal information of
mobile phone users has led into a large number of potential applications,
which would be too large to review here. In particular, since the mid-
90’s, attempts have been made to monitor car traffic using mobile phone
traces, with evident potential applications in accident management and
traffic jam prevention. Over the last (almost) 20 years, a large number
of attempts have been made to enhance prediction using mobile phone
data. This topic is not addressed here, we will refer the interested reader
to a recent review of the contributions in this field [178].

Individual mobility is far from random A mobility trace is repre-
sented as a sequence of cell phone towers at which a specific user has been
recorded while making a phone call. By studying the traces of 100,000
mobile phone users over 6 months, Gonzélez et al. found that human
trajectories show a high degree of temporal and spatial regularity [78].
This result contrasts with usual approximations of human motions by
random walks or Lévy flights. Their main results showed that all users
show very similar patterns of motion, up to a parameter defining their
radius of gyration. The regularity is mainly due to the fact that users
spend most of their time in a small number of locations. If rescaled and
oriented following its principal axis, the mobility of all users can then
be described by a single function. These findings are supported by an
additional work produced by Song et al. [175], who identify significant
differences between observational data and two typical models of human
displacement: the continuous time random walk and the Lévy flight.
Instead, the authors show that a model mixing the propensity of users
to return to previously visited locations and a drift for exploration man-
ages to reproduce characteristics present in their data but absent from



3.5. ADDING SPACE AND TIME — MOBILITY 61

P max
102

1073

1074

10-5

Pmin

Figure 3.11: Probability density function ®(x,y) of finding a mobile
phone user in location (z,y). The plots, from left to right, were gen-
erated for users having a different radius of gyration. After rescaling
based on the variance of each distribution, the resulting distribution
show approximately the same shape. Figure reproduced from [78].

traditional models. In their model, each time a user decides to change
location, they can either choose a new location with a probability that
decreases with the number of already visited locations (ppew x S77,
where S is the number of visited locations, and 7 a constant), or he can
return to a previously visited location. Despite the simplicity of this
model they manage to explain the temporal growth of the number of
distinct locations, the shape of the probability distribution of presence
in each location, and the slowness of diffusion.

If mobility traces are not random, and if users often return to their
previous visited locations, could one state that human mobility could
be predicted? In a recent study, Song et al. [176] investigate to what
extent one could predict the subsequent location of a user based on the
sequence of his previous visited locations. This predictability is given
by the entropy rate of the sequence of locations at which the user is
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Figure 3.12: (a) Entropy rate of the location of users, for the real, uncor-
related and random data. (b) Maximal predictability of the location of
users, for the real, uncorrelated and random data. Figures reproduced
from [176].

observed. Importantly, one has to point out that not only the frequency
of visit at each location is taken into account, but also the temporal
correlations between those visits. Their results show that the temporal
correlations of the users’ displacements reduces drastically the uncer-
tainty on the presence of a mobile phone user. Using Fano’s inequality,
they deduce that an appropriate algorithm could predict up to 93% of
a user’s location on average. The most surprising finding is that not
only users are highly predictable on average, but this predictability re-
mains constant across the whole population, whatever distance users use
to travel. While one would expect that people travelling often and far
would be less predictable than those who stay in their neighbourhood,
Song’s results seem to point out that there is no variation in predictabil-
ity in the population.

While the aim of the previous work was to show how predictable hu-
man motion could be, the authors did not provide any prediction al-
gorithm, keeping their contribution on the theoretical side. Calabrese
et al. went a step further and proposed in [39] a predictive model for
the location of people. Their algorithm is both based on the past tra-
jectory of the targeted user and on a general drift of the collectivity,
imposed by geographical features and points of interest. The prediction
is then a weighted average between an individual behaviour and a col-
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lective behaviour. The individual behaviour is modelled as a first-order
approximation of the concept proposed by Song [176], building a Markov
chain where states are locations visited by the user and the probability
of moving from state i to state j is proportional to the number of times
it has been observed in the data. The collective behaviour is then mod-
elled as a weighted average between the influence of distance, points of
interest and land use. The predictions of their model on a sample of a
dataset containing the records of 1 million people on 4 months shows
that in 60% of their predictions, they manage to predict correctly the
next location of a user.

The Markov chain approach used by Calabrese et al. for modelling
the individual behaviour is also at the base of the study proposed by
Park et al. [150]. They showed how the temporal evolution of the radius
of gyration of a user can be explained by the eigenmode analysis of the
transition matrix of the Markov chain. More precisely, the eigenvectors
of the transition matrix provide fine-grain information on the traces of
individuals.

As it appears, the massive amount of mobility data, which would
on first view be considered as random motion, respects a strict routine.
Mathematical models, prediction algorithms and visualisation tools (see
for example Martino’s work [131]) have recently shed light on this rou-
tine, allowing to construct better human displacement models which can
be used to predict epidemics outbreaks. At individual level, this routine
appears to be strictly ruling our daily behaviour, as Eagle and Pentland
[65] show that six eigenvectors of the mobility patterns of users are suf-
ficient to reconstruct 90% of the variance observed. They also observed
that individuals tend to have synchronized behaviours, which will be
described in the next paragraph.

Aggregate mobility reveal synchronized behaviour of popula-
tions At a higher level, those datasets allow to consider whole popula-
tions from a God-eye point of view. More practically, the availability of
such massive data allows us first to observe and quantify the interaction
of people with their environment, and second to quantify the synchronic-
ity of those interactions.

Initial projects, such as the Mobile Landscapes [157] project and Real
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Figure 3.13: Four principal eigenvectors of the Erlang signature for a
weekday of 7 places in Rome. While most of the variance is dominated
by the principal eigenvector, representing the normal daily activity, the
differences between other eigenvectors indicate differences in space usage.
Figure reproduced from [159].

Time Rome [38] have shed light on the potential of such an approach,
contributions being essentially visual. However, the next step has been
made by Reades et al. [160], who used tower signals as a digital signa-
ture of the neighbourhood. They showed how similar locations presented
similar signatures, which implies that a clustering of the urban space is
possible, based on the phone usage recorded by its antennas. In particu-
lar, the obtained clusters reveal known segmentations of the town, such
as residential areas, commercial areas, bars or parks. In short, such a
technique may be used as a cheap census method on area usage, which
could be of great interest to local authorities. Going a bit further, the
same team showed how using an eigendecomposition [159] of the signa-
tures of different locations in town it is possible to extract significant
information on differences and similarities in space usage.
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Beyond the analysis of a single city, Isaacman et al. explored be-
havioural differences between inhabitants of different cities [91]. By
analysing the mobility of hundreds of thousands of inhabitants of Los
Angeles and New York City, they showed that Angelenos travel on av-
erage twice as far as New Yorkers. Finding an explanation for such a
significant difference seems possible, if the inhomogeneities of population
density and city surfaces are taken into account. See, for example the
work of Noulas et al. [143], who show using Foursquare location data
that using a rank-based distance, the differences between cities are lev-
elled. A rank-based distance measures the distance between two places
i and j as the number of potential opportunities (people, places of in-
terest) being closer to ¢ than j. Given the geographic distance r;; and
the density of opportunities expressed in radial coordinates and centred
in i, p;(r,0), such a distance reads

2 T4
rank(i,j) = / / ’ pi(r, 0)rdrdd (3.9)
0 0

In a city of large population density, there will be more opportunities at
short geographical distance than in a city with low population density.
Hence, users are likely to travel over shorter distances in city of large
population density. These distortions of the use of geographical distance
are here levelled by the rank-based distance.

Extreme situation monitoring If the availability of data containing
the time-stamped activity of a large population allows to perform mon-
itoring of routine in population activities, it also enables to observe the
population’s collective response to emergencies. Two papers addressed
this interesting question. Candia et al., for first, focused on the temporal
activity of users at antennas [43]. They propose a method that is based
on the study of the statistical fluctuations of individual users behaviours
with respect to their average behaviour. As shown on Figure 3.14, in an
anomalous case, users show many high fluctuations from their average,
while the overall average is close to that of a normal activity.

1 & )
o(a,t,T) = N1 (ni(a,t,T) — (n(a,t,T))) (3.10)
i=1
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normal event: activity anomalous event: activity

Figure 3.14: activity (top) and fluctuations (bottom) for a normal day
(left) and an anomalous event (right). Note that even if no difference
is observed on activity, fluctuations are significantly different. Figure
reproduced from [43].

The variance is computed for each place a, for the time interval
[t,t + T] between the different individual behaviours n;(a,t,T) and the
average expected behaviour. Comparing this variance with the normally
expected variance allows to identify locations where users are acting
abnormally, and that such locations are, in case of emergencies, spatially
clustered. In cases of extreme emergencies, the response of populations
can even be monitored as geographically and temporally located spikes
of activity. In a recent paper, Bagrow et al. [10] analyzed the reaction
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Figure 3.15: Spikes of activity during emergency situations. The activ-
ity has been recorded for users close to the center of activity of several
emergency situations, relatively to the normal activity. Figure repro-
duced from [10].

of populations on different emergency situations, such as a bombing, a
plane crash or an earthquake (Figure 3.15). They observed such spikes
of information when eye witnesses and their neighbours reacted almost
directly after the event. The reaction was mostly driven by calls made
by nodes who don’t call usually at that time, rather than an increase of
call rate of active nodes. A detailed study of the paths followed by the
information during its propagation shows the efficiency of the collective
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response, with 3 to 4 degrees from eye witnesses being contacted within
minutes from the situation.

Mobility and social ties The common availability of mobility traces
and social interactions in the same dataset allows to address causality
questions on the creation of social links. From the work of Calabrese et
al., it appears that users who call each other have almost always physi-
cally met at least once in one year[41]. Users call each other mostly right
before or after physical co-location, and interestingly, the frequency of
meetings between users is highly correlated with their frequency of calls
as well as the distance separating them.

Going a step further, one may wonder if social ties could be pre-
dicted using mobility data. Wang et al. showed [187] that indeed, nodes
that are not connected in the network, but topologically close, and who
show similar mobility patterns are likely to create a link. By combining
the mobility similarity and the topological distances in a decision-tree
classifier, they manage to improve significantly classical link prediction
algorithms, yielding in an average precision of 75% and a recall of 66%.
Closely related, Eagle et al. showed on 4 years of data how the social net-
work of people changes drastically when moving from one environment
to another [63].

Side-questions: what should one do with this data? As showed
in each previous paragraphs, mobility data allows to observe and quan-
tify human behaviour as never before. Besides purely sociological ques-
tions, this data also opens a number of potential applications, which pro-
vides to this data an intrinsic economical value, thinking of geo-localized
advertising applications [8].

We have previously addressed the possibility of using mobile phone sig-
natures as a cheap census technique, while Isaacman et al. show how
one can derive the home and workplace of people based on their mobile
phone activity, and from there derive their carbon footprint emissions
[90].

By monitoring the movements of people towards special planned events,
Calabrese et al. [40] show that the type of events highly correlates to
the neighbourhood of origin of the users. Such a cartography of taste
can be used by authorities when planning the congestion effects of large
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events, or for targeted advertising of events (see Quercia et al. [155]).

Finally, mobility traces can also be used to monitor temporal popu-
lations [128], such as tourists. Kuusik et al. [112] studied the mobility of
roaming numbers in Estonia for 5 consecutive years, showing the poten-
tial for authorities to understand and efficiently target visiting tourists.

3.6 Dynamics on mobile phone networks

Many networks represent a transport between nodes via their links.
In mobile phone networks, the links transport either information (ex-
changed during phone calls or contained in messages) or non-voice ex-
changes (SMS, MMS). Information diffusion has opened questions on the
speed of the diffusion or on the presence of super-spreaders, with appli-
cations in viral marketing or crowd management. The transmission of
data has been at the centre of attention only recently, with the raise of
new types of computer viruses running on smartphones.

Information diffusion A phone call is associated to the transfer of
information between caller and callee. However, as paradoxical as it may
sound, mobile phone datasets are not appropriate to observe real prop-
agations of information. The content of phone calls or text messages is,
for evident privacy reasons, unknown. Yet, without having access to the
content, it is impossible to decide if an observed pattern of calls reflects
the transmission of information or if it happens by chance. One can
imagine a network with a number of indistinguishable balls circulating
between the nodes. Each time a node receives a ball from one of his
neighbours, he decides to keep it for a random time interval and after
that to transmit it to one of his neighbours. Suppose now that one de-
cides to track the movement of one specific ball. If the number of balls is
small compared to the number of nodes, this can still be doable, as long
as each node has maximum one ball in his possession. However, if the
number of balls increases to become equivalent to the number of nodes,
there is a high chance to confuse the paths of several balls. Add to this
that balls might be added, removed or duplicated during the process,
and one gets a similar situation as trying to track a piece of information
in a mobile phone network.
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This artificial example reflects well the issue of tracking information.
Peruani and Tabourier addressed this issue and showed that cascades of
information, such as observed in mobile call graphs are statistically ir-
relevant, and correspond thus probably not to real propagations (paper
still under submission).

In a small number of cases, however, the actual observation of diffu-
sion of information might be possible. Studying the case of emergencies,
such as a plane crash or a bombing, Bagrow et al. [10] observed an
unusual activity in the geographical neighbourhood of the catastrophe.
In this case, the knowledge of both the temporal and spatial localization
of an unexpected event that is likely to generate a cascade of informa-
tion allows to assume that the observed sequences of calls are correlated.

If in most cases the observation of real propagations seems an un-
reachable objective, a more complete research has been driven in the
simulation of propagation of information on complex networks, which
results have been extended to questions related to mobile phone net-
works. There are several ways of modelling information diffusion on
networks. A simple way is used in [146] with an SI or SIR model where
at each time step, infectious nodes try to infect their neighbours with
a probability proportional to the link weight, which correspond to a se-
quence of percolation processes on the network. However, mobile phone
networks are known to have very particular dynamics (recall Section
3.4), which are not taken into account here. Miritello et al. [133] used a
formalism similar to the one presented by Newman [137] for epidemics,
to characterize the dynamical strength of a link, which can be used as
link weight to map the dynamical process onto a static percolation prob-
lem. The dynamical strength, given an SIR model of recovery time T
and probability of transmission A, is given by

Tij N T] = iP(wij =n;T)[1—(1—=X)"], (3.11)

n=0

which is the expected probability of having n calls between ¢ and j in a
time range of 7" multiplied by the probability of propagation given these
n calls, summed over all possible values for n. Using an approximation
of this expression, they manage to link the observed outbreaks to clas-
sical percolation theory tools.
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Figure 3.16: (left) Fraction of infected nodes as a function of time for
the real (red) data and different randomization schemes. (right) Average
prevalence time distribution for nodes. Figure reproduced from [96].

However, such a formalism still neglects the impact of temporal correla-
tions between calls, which, together with network topology, slow signif-
icantly down the transmission of information over a network. This has
been observed by Karsai et al. [96] who used different randomization
schemes to show that social networks might be small-world networks,
but also much slower as the simulated diffusions.

From a more theoretical point of view, diffusion processes can be seen as
particular cases of dynamical systems. Liu et al. [125] questioned in this
framework the controllability of complex networks. The problem was
stated as follows; given a linear dynamical system with time-invariant
dynamics

dx(t)
dt

where x(t) = (z1(t),...,zn(t))” defines the state of the nodes of the
network at time ¢, A is the (possibly weighted) adjacency matrix of the
network, and B an input matrix, what is the minimal number of nodes
needed for the input such that the state of each node is controllable,

= Ax(t) + Bu(t), (3.12)
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i.e. the system is entirely controllable? From control theory, one knows
that a sufficient and necessary condition is that the reachability matriz
C = (B,AB,A?B,...,AN71B) is of full rank. From previous work, it
is known that the minimal number of nodes required is related to the
maximal matching in the network, which can be computed with a rea-
sonable complexity. For example, the authors show that in a mobile
phone network, one needs to control about 20% of the nodes in order
to achieve full controllability of the system. Surprisingly, most nodes
needed for controlling the network are low-degree networks, while hubs,
which are commonly used as efficient spreaders, are under-represented
in the set of input nodes. While the practical interest of this research
still needs to be defined, this first result on controllability of networks
might open new ideas in the domain of information propagation.

Finally, one may wonder if the patterns of phone usage are efficient
in a collaborative scheme. Cebrian et al. [44] studied this with a small
model, where each node of a mobile phone graph is represented as an
agent assorted with a state represented by a binary string. The agents
are all given the same function f, that takes their binary string as input
and which is hard to optimize, and which computes their personal score.
At each communication, the two communicating agents can modify their
state in order to increase their personal score. This modification is done
with a simple genetic algorithm, which simulates a cross-over of the

states of both agents.
(®)

Practically, suppose that two agents 7 and j are respectively in state x;

gt) at time ¢. These states are both binary strings of length 7. The
agents choose a random integer ¢ in the interval [1, 7] and both update

their state as

and x

xEtH) =arg max f(x) (3.13)
xe{xgt),yhyz}
x\) = arg max  f(z) (3.14)

J
xe{x§t>7)’1»)’2}

where y1 is the vector with the ¢ first entries of xgt) and the T' — c last
®) and y2 is the vector with the c first entries of X§t) and the

J
T — ¢ last entries of XZ(-t)

The authors observe with this model that the average score on all agents

entries of x
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obtained in the real dataset is smaller than for a random topology, which
is in line with similar known results from population genetics. Also,
perturbation of the time sequence of calls produces a small enhancing of
the global fitness.

Viral marketing In 1955, Katz and Lazarsfeld introduced the break-
through idea that, more than mass media, the neighbourhood of an
individual is influencing their decisions [97]. This idea has induced the
concept of opinion leaders —persons who have a high influence on their
neighbourhood—, although some debate exists on the exact role played
by opinion leaders [191], and introduced the concept of viral marketing.
In opposition to direct marketing, the principle of viral marketing is that
consumers respond better to an information accessed from a friend than
to information provided through direct means of communication. Viral
marketing searches thus for means of making people communicate about
a brand, in order to push friends of an early adopter to adopt the product
in turn. In particular, mobile viral marketing has proved to be an effec-
tive mean of propagation of such marketing campaigns. The influence
of one’s neighbours can be observed using CDR data coupled to data
on product adoption. In a study of the adoption of 4 mobile services,
Szabé and Barabési [180] showed that the adoption of a product by a
user was highly correlated to the adoption of their neighbours for some
services only, while other services were not showing any viral attribute.
A similar study by Hill et al. [83] on the adoption of an undisclosed
technological service showed again that neighbours of nodes who had
adopted the service where 3 to 5 times more likely to adopt the service
than the best-practice selection of the company’s marketing service. A
related result was also obtained in the FunF project by Aharony et al.
[2], who showed that the number of common installed applications was
significantly larger for pairs of users having often physical encounters.

The identification of “good” spreaders for a viral marketing campaign
is a tough work, especially given large datasets, where it is hard to
extract informational data in a small time frame. Having this in mind,
the authors of [29] proposed a local definition of social leaders, nodes
which are expected to play an influential role on their neighbourhood.
They defined the social degree of a node as the number of triangles in
which the node participates, and social leaders as nodes that have a
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higher social degree than their neighbours. This definition has its use
in marketing campaigns, to identify the customers where to start the
campaign, which proved to be efficient [55]. Moreover, social leaders can
also be used to reduce the complexity of a network, by only considering
the network of social leaders, with possible uses in visualisation and
community detection.

Mobile viruses The study of virus propagations has a long history,
may it be biological viruses or more recently computer viruses. Wang et
al. [188] studied recently a new kind of virus, which spreads over mobile
phone networks. Their work is motivated by the increase of smartphones,
which have high-level operating systems like computers, which leads to
a higher risk of an outbreak. For now on, despite the large number
of known mobile viruses, no real outbreak has been noticed yet. The
reason for this is that mobile viruses function only on the operating sys-
tem for which they are designed for. An infected phone can hence only
transfer the virus to his contacts running on the same operating system.
As exposed by Wang et al., this situation corresponds to a site perco-
lation procedure on the network of possible contacts. Given the actual
market shares of the main operating systems, the authors showed that
those were below the percolation transition of the contact network. The
study concerns two types of spread available for viruses: the diffusion
via Bluetooth and via Multimedia Messaging System (MMS). Both dif-
fusions show major differences of spreading patterns; Bluetooth viruses
spread relatively slow and depend on user mobility. In contrast, MMS
epidemics spread extremely fast and can potentially reach the whole net-
work in short times, but currently they are contained in small parts of
the network, due to the different operating systems. As a conclusion, the
authors deduce thus that if no outbreak has taken place so far, it is not
due to the lack of efficient viruses, but it is rooted in the fragmentation
of the call graph. However, the current evolution of the market leads
to a situation where some operating systems are gaining a large market
share, which could lead to a risky situation.

In a subsequent study, Wang et al. [189] show how the scanning tech-
nique, where MMS malware generate random phone numbers to which
they try to propagate instead of using the address book of their host,
increase the probability of a major outbreak, even when the market
share of operating systems are too low for having a giant component.
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Figure 3.17: Propagation of a mobile virus, either via MMS or Bluetooth
service, over the observed area. Figure reproduced from [188].
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Operators can detect such outbreaks by monitoring the MMS traffic
of their network and observe suspicious increases of volume. However,
given enough time, viruses can infect a large fraction of the network
without being detected by operators. Smart anomaly detection schemes
may prevent such outbreaks, as well as a reduction of market shares of
operating systems.

3.7 Privacy issues

The collection and availability of personal behavioural data such as
phone calls or mobility patterns raises evident questions on the secu-
rity of users’ privacy. The content of phone calls or text messages is
not recorded, but even the simple knowledge of communication patterns
between individuals or their mobility traces contains highly personal
information that one typically does not want to be disclosed. The re-
cent raise of amount of personal data made available to researchers, via
among other CDR datasets has carried on a number of research on the
threads of such availability and their possible countermeasures.

The procedure often used when a company shares private data with
a third party such as a research group is the following: the company
keeps on secured machines the exact private information such as names,
addresses or phone numbers on their customers, as well as the CDRs,
which contain the phone number of the caller, the callee, the time stamp
of the call, the tower at which the caller was connected, idem for the
callee, and additional information such as special service usage and so
on. The anonymisation procedure consists then to identify each user
by a randomly generated number, such that each user has a unique
random ID, from which it is impossible to retrieve the original phone
number by reverse engineering procedures. The CDRs are then mod-
ified such that phone numbers are replaced by the corresponding ID.
After this procedure, the CDRs are anonymised, and can be transferred
to a third party. Standard procedure then imply that the third party
signs a non-disclosure agreement, stipulating that it cannot make the
CDR data available, and usually also restricts the range of potential re-
search questions to be dealt with the data. The safety of users privacy is
then guaranteed both by the removal of information allowing to identify
users and by the assumption that the third party doesn’t make use of
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the data for any malicious intent.

De-anonymisation attacks Some research has been produced on
mobile phone datasets to challenge this apparent feeling of security,
however, recent results are opening new ways of considering the pri-
vacy problem. Using CDR data containing mobility traces, Zang and
Bolot [194] show how it is possible to uniquely identify a large fraction
of users with a small number of preferred locations. Their methodology
goes as follows: for each user, it is possible to list the top N locations at
which calls have been recorded. The authors show then that depending
on the granularity of the locations, a non-negligible fraction of users may
be uniquely identified by only 2 locations. For example, if locations are
taken at cell level, up to 35% of the users of a 25 million communica-
tion network can be uniquely identified with 2 locations, which will be
likely to correspond to home and work. Thus, while the anonymisation
procedure is intended to impeach any linkage between the dataset and
individuals, using this procedure allows to potentially retrieve the mo-
bility and calling pattern of targeted users given the access to as little
information as home and work addresses. If additional data, such as
year of birth or gender of users would be available — which is common
in most datasets — it would be possible to identify large fractions of the
network. In the previous attack schemes, the exact timing of calls has
not been taken into account. Again, using the timing of each call to
reconstruct the path followed by a user would produce even a higher
risk of de-anonymisation, since it would be easy to recognize significant
locations, such as home location (mostly spent at early morning, in the
evening and at night) or work.

Other possible attacks have also been considered on anonymised on-
line social networks. Although those attacks are not likely to be applied
in the case of mobile phone data, we quickly mention some of them, as
it is likely that breaches found in different applications might be similar
to potential breaches in mobile phone datasets.

For example, Backstrom et al. [9] describe a family of local attacks,
which enable to retrieve the position of some targets in the network, and
hence to uncover the connections between those patterns. The authors
showed that on a network of 4.4 million nodes, by controlling the links of
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7 dummy nodes they manage to uncover the presence or absence of 2,400
links between 70 target nodes, without being detected by the database
manager. On a wider scale, Narayannan and Shmatikov [136] show that
it is possible to retrieve the identity of a large part of a social network
by combining it with an auxiliary network. Such a situation happens
when users are present in two separate datasets. The authors show then
that even if this overlap is available for only a fraction of the users, it
is still possible to retrieve the information for a large part of the network.

Against these possible threats of privacy breach, one may wonder if

solutions are proposed to counter such attacks. If research on mobile
datasets only consider average behaviours, rather than exact patterns, a
simple countermeasure is to perform small modifications of the dataset,
that would not alter the general aspect of it but that would have dra-
matic consequences on the algorithms used by attackers, who search for
exact matchings between statistics on the network and a priori known
properties of the targets.
Another protection against such attacks, and particularly when mobility
data is involved, is to produce new random identifiers for each user at
regular time intervals. By regenerating random identifiers, it makes it
impossible to use longitudinal information in order to assess the preferred
locations of a user. As shown by Zang and Bolot [194], by changing ev-
ery day the ID of each user, only 3% of the nodes can still be identified
using their top 2 locations. While this method seems efficient to protect
the privacy of users, it reduces substantially the possible information to
retrieve from such a dataset for research purpose.

Personal data: ownership, usage, privacy Phone companies col-
lect data about their users, about their habits, their mobility, their ac-
quaintances. Still, the actual legislation on the ownership and usage
possibilities is fuzzy [127], chilling companies to share such data for re-
search and making customers feeling as if George Orwell’s predictions
come true.

Such data represents an enormous added value, both to companies for
marketing purposes and client screening, as to authorities for traffic man-
agement or epidemic outbreak prevention. It is often forgotten, but the
use of mobile phone datasets also has a huge positive potential in the
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developing world, may it be for supervising the health status of popu-
lations, generating census data or tracking the dynamical evolution of
slums!.

Such opportunities, both for corporates and authorities need to develop
standardized procedures for the acquisition, conservation and usage of
personal data, which is not the case here. The communication about
these procedures to customers hasn’t been clear, as are the possibilities
for a user to “opt-out” if they don’t want to have their personal data
released.

With this intent, several voices have recently been raised in order to urge
authorities to develop a “New Deal” [152] on data ownership, in which
users would own their personal data as well as the decisions to provide
it —in exchange of payment— to companies interested in their usage. A
transparent system armed with the necessary protocols and regulation
for a transparent use of personal data would also facilitate the access to
data for researchers [62], and could so benefit to the entire society.

3.8 Conclusion and research questions

The first analyses of mobile phone datasets appeared in the late 90’s, and
the result of this decade of research contains a large number of surprises
and several promising directions for the future. In this chapter, we have
reviewed the most prominent results obtained so far, in particular in the
analysis of the structure of our social networks, and human mobility.
We decided not to cover some closely related questions, such as churn
prediction (see [88, 51, 164, 58]) or dynamic pricing [70, 101], which are
rather business-related topics, and for which a vast literature is available.

The recent availability of mobile phone datasets have led to many
discoveries on human behaviour. We are not all similar in our ways
of communicating, and differences between users can range to several
orders of magnitudes. Our networks are clustered in well-structured
groups, which are spatially well-located. With the raise of communica-
tion technology, some have predicted that the barrier of distance would
fall, shrinking the world into a small village. However, mobile phone
data suggests instead that distance still plays a role, but that its impact

1See examples of projects on http://AI-D.org
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is nuanced by the varying population density. Regarding our mobil-
ity behaviour, individuals appear to have highly predictable movements
[14], while as populations we act and react in a remarkable synchronized
way. In this context, the availability of mobile phone data has for first
allowed to observe populations from a God-eye point of view, monitoring
the pace of daily life or the response to catastrophes.

The ubiquity of mobile phones — there are nowadays more mobile phones
than personal computers in use — which allows us to obtain such pre-
cise results raises also the thread of viral outbreaks, from which mobile
phones have been safe until now. Mobile viruses could be a potential
risk for users’ privacy, as it is also the case that the anomymised datasets
provided by operators to third parties for research could potentially be
deanonymised too.

The availability of such enormous datasets creates a huge potential
that could benefit to society. The research that has been conducted so far
only represents the tip of the iceberg of what could potentially be done,
when adequately exploited. However, it is the necessity of authorities to
ensure that such datasets could not be misused.

Further research The number of possible research questions on mo-
bile phone datasets is gigantic. In this last part, we will present one
research direction that we believe to be highly important and still not
addressed in its most general form.

A large number of research has been conducted on the analysis of
social networks, based on CDRs. As it appears from the different publi-
cations on this topic, there exist some common features but also many
differences in the structure of the constructed network. Recall as sim-
plest example the degree distributions, which show different functional
forms for most datasets.

These differences may, of course, be linked to cultural differences be-
tween the different countries of interest, but there are probably other,
quantifiable, reasons. The datasets differ greatly in the market shares
of the operators, in the time span of the data collection period, in the
size of the network and in the geographical span of the considered coun-
try. The method of network construction is also always different and
has a tangible impact on the network structure. The use of directed or
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undirected links, weights and thresholds for removing low-intensity or
non-mutual links all greatly impact the structure and hence the statis-
tical features of the obtained network.

Hence, we believe that a serious analysis, both on theoretical and on

empirical side of the influence of these factors on the general structure
of mobile phone networks may lead to a general framework, allowing to
interpret differences between results obtained on several datasets with
the knowledge of potential side-effects.
This question is closely related to the even more general question of the
significance of information provided by CDR data. Recalling what was
said in Section 3.2, CDR datasets are noisy data, some links appear
there by chance, while other have not been captured in the dataset.
It would thus be interesting to question the stability of the obtained
results, provided that the real network is different from what has been
observed in the data. This links with the recent work of Gourab [75], who
analyzed the stability of PageRank under random noise on the network
structure. Again, in this framework, no real theoretical result has been
achieved, allowing to characterize which result is significant, and which
is not.
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Chapter 4

Geographic distribution of
networks

In this chapter, we study the geographical distribution of a large mo-
bile phone network. This research results from a collaboration with
a Belgian mobile operator, and treats two aspects of the relationship
between space and mobile phone networks. First, the communication
between cities is modelled. Second, the way internal communications,
i.e. communication between people of the same city, scales with city size
is in turn analysed. Finally, the influence of external factors, that create
small deviations from these general laws will be illustrated.

4.1 Introduction

Motivation There are two positioning data that can be used with mo-
bile phone datasets: real-time location and centralized location.
Real-time location data consists either of GPS traces of mobile users, or
of the sequence of antennas at which the user has made or received its
calls. Such datasets allow to infer laws on the displacement of users [78],
to estimate the predictability of their displacement [176] or to detect
special events happening in a city and the origin of their participants
[40].

Centralized location data assigns one fixed location to every customer,
typically its home or office location. This data is extracted from billing
information, where the ZIP code of the billing address is sometimes

83
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available. The idea behind the use of such data is that the activity of a
customer is centralized in the given location, and allows then to perform
different studies, such as the geographical dispersal of social ties [115].
Datasets — other than mobile phones — using centralized locations have
been used in various applications, such as for modelling epidemics propa-
gations [11, 47], studying the dispersal of internet or airline traffic [73, 18]
or inferring laws on commuting traffic [94, 11]. However, in the purpose
of mobile phone analysis, these datasets have been a bit underused, es-
sentially due to the lack of available data.

In this chapter, we analyse a large dataset with centralized location
data and explore subsequently the influence of geography on the com-
munication between Belgian communes, then the communication inside
those communes. Finally, we show how the influence of geography and
other external parameters may be visualized with an analysis of the
commumnities of Belgian communes.

Notations We consider two directed weighted networks G and G'.
The microscopic network G = (N, L) is the network of customers. The
macroscopic network G’ = (N’, L) is the network of communes. In both
networks, links may be weighted in different ways (in the following, =
and y denote either customers or communes):

lgy is the number of links going from node x to node y. In the micro-
scopic network, this variable is binary. In the macroscopic network,
it is the number of links in the microscopic network for which the
originating node is associated to commune z and the destination
node associated to commune y.

Ngy is the number of calls passed from node  to node y. In the macro-
scopic network, it is the total number of calls passed from cus-
tomers associated to commune x to customers associated to com-
mune y.

tzy is the total duration of calls from node = to node y. In the macro-
scopic network, it is the sum of the length of all the calls from
a customer associated to commune x to a customer associated to
commune y.



4.2. PRESENTATION OF THE DATA 85

wgy is the average length of a call from node x to node y. In the macro-
scopic network, it is the average length of all calls from a customer
associated to commune 7 to a customer associated to commune j.
The average is taken over the total number of calls.

In addition, we have the following data available:

Tqp 18 the distance (in kilometers) between the center of commune a and
the center of commune b.

¢q is the number of customers associated to the commune a, which we
will refer to as the population of the commune.

4.2 Presentation of the data

The data that we consider consists of the communications made by more
than 2.5 million customers of a Belgian mobile phone operator over a
period of 6 months in 2006 [115]. Every customer is identified by a sur-
rogate key and to every customer we associate its corresponding billing
address zip code. In order to construct the communication network, we
have filtered out calls involving other operators (there are three main op-
erators in Belgium), incoming or outgoing, and we have kept only those
transactions in which both the caller and the callee are customers of the
mobile phone company. In order to eliminate “accidental calls”, we have
kept links between two customers ¢ and j only if they have made at least
six calls during the six months time interval and that there has been
at least one call in each direction. The resulting microscopic network is
composed of 2.5 million nodes and 38 million links.
In order to analyze the relationship between this social network and
geographical positioning, we associate customers to communes based on
their billing address zip code. Belgium is a country of approximately 10.5
million inhabitants, with a high population density of 344 inhab./km?.
The Belgian National Institute of Statistics (NIS) [21] divides this popu-
lation into 589 communes, whose sizes show an overall lognormal popula-
tion distribution with approximate parameters p = 4.05 and o = 0.37".
The analysed communication network provides information for the op-
erator’s customers rather than for the entire population. However, the

!The lognormal distribution of city size is consistent with similar data on US cities
[67].
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Figure 4.1: (left) The fraction of customers (black dots) is stable in all
communes. The black line shows a linear increase, and is intended as a
guide to the eye. (right) The Belgian network, colors represent the total
time of communication between communes. Only the 20% strongest
edges are shown.

average market share of the operator in the Belgian communes is stable
(see Fig. 4.1, left) and so this suggests that our dataset is not structurally
biased by particular user-groups and market shares. In the following, we
always compare the intensities of calls made between two communes to
the number of customers that are associated to them rather than their
population. In this way, the possible bias induced by the market shares
of the operator have no impact on the results observed in this study.
To avoid confusions in the rest of this chapter, when we use the term
population of a commune, we are referring to the number of customers
associated to it, even if they are not connected to any other customer
in the microscopic network of human-to-human communications defined
above. These customers are still taken into account for the population
size, since their presence is of interest for the normalization of the com-
munication data.

The distance between each municipality was inferred from the geo-
graphical coordinates of their centres.
This results in a network of 589 nodes and 167,646 weighted directed
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links. Each node corresponds to a commune of Belgium, identified by
its code (as given by the NIS), the weights of each link can be weighted
following the weights presented in the previous section.

4.3 Gravitational law for inter-city communica-
tion

Many studies have been made on human-to-human communications but
few analyses are available on how these communications, once aggre-
gated at the city level, are related to the properties of that city. In
the following, we model the communication intensity between cities as
a function of the population sizes and of the distance between them.
First, we analyse how communication flowing into and out of cities, scale
with population size. For doing this, for each of the 589 cities we compare
the total incoming (t.,) and outgoing (f,«) communication intensities,
as defined below, to the population sizes of these cities.

T Z tii, T Z tis. (4.1)

i ¢a,j€a i€a,j¢a

As shown on Figure 4.2(a), both incoming and outgoing inter-city com-
munication intensities scale linearly with city size (tgx, 4xq = kcl , B =
0.96, confidence interval: [0.93 0.99], R? = 0.87). Also, incoming and
outgoing communications are strongly symmetric (tgx & tiq, Va), that
is, calls in one direction usually find a match in the opposite direction.

Another parameter that influences communication intensity between
cities is distance. It seems reasonable to expect that the intensity of
communication between two cities will decay when distance increases
and other parameters are kept unchanged. This idea is supported by
several studies that suggest gravity-like models for car traffic [94], trade
[24] or economic activity [182]. In all these cases, the intensity at dis-
tance r is proportional to 2. For the case of communication, a similar
model has been presented in [196], but with an intensity evolving like
r~1, though the authors acknowledge that their model does not seem to
fit well with the data. Explanations for such a power-law decrease of the
communication intensity with respect to distance have been proposed, in
particular, Hu et al. [87] propose a network model where each node has
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Figure 4.2: (a) Relation between the outgoing intensity ¢4, (blue), the
incoming intensity t., (green) and the number of customers in the com-
mune ¢,. The red line shows the best least squares fit. (b) Dependence
of the average communication intensity between pairs of communes and
the average distance separating them. The red line is intended as a guide
to the eye, and shows a 2 decrease.

a limited amount of resources, and where each link costs an amount of
resources proportional to the geographic distance between both nodes.
If nodes connect to their neighbourhood so as to maximize the informa-
tion they can collect from their neighbours, the optimal network shows
the same power-law decrease as observed in real networks.

To test the influence of distance on the Belgian network, we measure
it as the distance between the centroids of each communes area. The
communication intensity between two communes is then compared with
the distance between them, where a power law decrease, with an expo-
nent close to —2 is shown (see Figure 4.2(b)). The power law fits very
well for inter-city distances larger than 10 km.

These results suggest that the communication between communes is
ruled by a gravity model, which is symmetric, scales linearly with the
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population sizes and decreases with r, with an exponent close to —2:

B1p, 51
Cqtey
tap = K—2—"— 5 (4.2)
Tab

there, the scaling constant K is the gravity constant for a timespan of 6
months of calling activity, 51 and 9 are the exponents of respectively the
size of the commune and the distance that separates them. To retrieve
the parameters K, 81 and (2, we take the logarithm of all considered
quantities. By writing 5y = log K, it reads

logtq, = Po + B1(log e, + logcy) — Balograp (4.3)

The parameters are then easily calculated with a least squares regres-
sion. It provides the following results: 5y = 0.01, 81 = 0.96, B2 = 1.67.
The value of B2 diverges from 2, due to the deviation of the gravity law
at low distance. This issue will be further developed in the next section.
If the extreme values of distances are neglected (10 km < r < 100 km),
the fit to the gravity law is better (8y = —0.01, 51 = 1.00, B2 = 1.87).

To ensure the validity of our results, we plotted the estimated inten-
sity given by the gravity model versus the observed intensity. As shown
on Figure 4.3, the model fits well to the dataset above a certain thresh-
old. It is possible to provide explanations for prediction errors for low
intensities. First, those correspond to a very small sample of the dataset
(the first 4 points correspond to respectively 2, 4, 163 and 1,745 pairs
out of the 167,045 pairs that are used to build the model). Secondly, this
overestimation corresponds to pairs of communes for which the predicted
amount of communication is lower than 1000s in 6 months. For those
low values (where the model predicts the communication to be from 10s
to 1000s) one may expect the errors to correspond to a “discretization
error”, in the way that there is a lower bound on the intensity of com-
munication between people — if a communication occurs between two
customers, it will last at least a certain amount of time.

For the general case (which accounts for about 99% of the dataset) the
gravity law fits well to the observed average trend.
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Figure 4.3: Predicted and observed communication intensity (in sec-
onds). (a) Fit on the complete dataset. (b) Fit on data for intermediate
distances (10 km < r < 100 km). The red line shows the fitted predic-
tion, the vertical lines show the standard error.

4.4 Scaling properties in communication net-
works

In the previous section, we have focused on the communication between
communes. Now, we will consider the communication inside those com-
munes. In a recent study, researchers have shown that several indicators
of wealth, energy consumption, or productivity scale with the size of
cities [23]. Scaling properties have been widely studied in the context
of living entities, the first discovery being that the metabolic rates of
mammals scale with masses with an exponent of 3/4 [102]. In the case
of cities, the scaling exponent depends on the nature of the indicator;
energy consumption indicators scale sublinearly (o < 1) which reflect
economies of scale, while indicators of productivity scale superlinearly
(a > 1). In a larger city, there will be a larger productivity per capita.

Similar results are obtained with cell phone data using centralized loca-
tion data (Figure 4.4). The total number of edges, calls or the total time
of communication inside a commune a (so, between two customers be-
longing to the same commune) can be expressed as a power of its number
of customers ¢,. The explanation of these exponents is not immediately
trivial. In the following, we use a simple model of a geographical network
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Figure 4.4: Three different weights scale with the number of customers
inside the commune with the relationship y = bc,“

to explore under which conditions such a scaling can occur.

Geographical network model Let us consider a network where nodes
(customers) are distributed over space at random according to a given
population density function h(x,y). The plane is partitioned into a set
of connected tiles (by connected we mean that one tile cannot be made
of two disconnected parts), representing the communes. In the follow-
ing, we will abuse notations by denoting by h(r, 6) the function h(z,y),
written in radial coordinates and centred around the center of commune
a. Finally, the network is constructed by placing links randomly between
nodes following a given probability function p®""(r), which should de-
pend on the distance separating the customers, and their respective com-
munes.

We intend to calculate the expected number of edges inside a commune,
given by the sum of the expected degrees of the customers in the com-
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mune
loa =Y di = ca (d),
i€a
The average degree of a node inside a commune (d), is obtained us-
ing the probability p®™"(r) of making a contact at distance r and the
density of population h(r,6). Here, we suppose that the probability of
making a contact solely depends on distance, and is not influenced by
the orientation 6. By approximating the position of the average user at
the centre of the commune, the average degree reads

2 o)
<d>a:/0 /0 ha(r,0) fo(r,0)p (r)rdrdf (4.4)

The function f, is, like h,, centred at the centre of commune a and
defines the shape of the commune:

1 if the point (7,0) is in commune a
0 otherwise

() = {

In this framework, the population of a commune is completely defined
by its shape f,(r,0) and its population density h4(r,0).

Influence of shape and population density The variety of avail-
able functions for f, and h, makes it impossible to test out all cases.
In the following, we will focus on two realistic test cases. First, we will
simplify the equation by supposing that the communes have a circular
shape of radius R,, that may depend on the commune. Second, we will
assume that population density follows the same radial profile for each
commune, up to a multiplicative constant. This is, hy(r,6) = heg(r,0),
where ¢ can be any function and h, is a constant that may depend on
the commune. Let us now see how those two parameters influence the
scaling of the average degree with respect to population.

Supposing that the radius of each commune is constant (R, =

R Va), the population of a commune is proportional to its density
(cq ¢ hg). In such a case, equation (4.4) simplifies to

R
(d), = ha27r/0 g(r)p™" (r)rdrdf. (4.5)



4.4. SCALING PROPERTIES 93

The integral is constant for all communes, thus the average degree scales
linearly with population size, and the number of internal edges scales
quadratically with c,.

The opposite case happens when the population density is iden-
tical in each commune (h,(r,0) = hg(r,0) Va), while the radius of
communes varies. The exact relationship between R, and c, depends on
the nature of g, but given the assumption that the connection probabil-
ity p°"™(r) is a non-increasing function of r, one can derive a general
idea of the scaling of the average degree with ¢,.

The average degree reads in this case

2 R,
(d), = h/o /0 g(r)p"" (r)rdrdo. (4.6)

Its dependence on R, is then given by

9 (d)
a _ conn 4.
T 21hg(Ra)p™™™ (Ra) Ra, (4.7)
Ocg
_ conn . 4.
—8Rap (Rq) (4.8)
a<d> Oca

Thus, the ratio between DR and RIh decreases with R,, as long as
the probability of connection decreases with distance. In this case, the
average degree of a commune scales sublinearly with population, and
the scaling exponent of l,, ranges between 1 and 2, depending on the
shape of p(r) (the exponent is equal to 2 if p(r) is a constant function
and equal to 1 if all nodes make a fixed number of contacts in their
commune, independently of population).

These two cases suggest that one should observe a situation close
to the second case for the Belgian communes. Communes with a large
population should cover a wider area than smaller ones. However, one
can see on Figure 4.5(a) that the area of communes is almost constant
(a = 0.2) with population size (data provided by the NIS), hence the
population density increases almost linearly with population size. The
model proposed here is thus not sufficient to explain the scaling expo-
nents observed in Figure 4.4. In the following, we show how a small
modification of the model is sufficient to bridge the gap.
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Figure 4.5: (a) Area of Belgian communes versus their population. There
is almost no correlation between both variables (a = 0.1, R? = 0.1). (b)
Connection probability for two customers versus of the distance sepa-
rating them (reproduced from Lambiotte et al. [115]). The distribution
is close to a power law with exponent 2.

In the model, we have supposed that the probability of two customers
to connect solely depends on the distance that separates them. This
assumption is supported by the previous analysis by Lambiotte et al [115]
who have shown on the same dataset that the probability of two users to
connect is well fitted by a gravitational law (p™(r) o r~2, see Figure
4.5(b)). However, we obtain a different picture by segmenting customers
based on the population size of the commune they are associated to. We
divide customers in different classes based on the population size of their
commune, and for each class, we compute the probability that customers
from that class connect to any other customer located at distance r. If
customers of different classes behave on the same way, these probabilities
should be identical for each class, and correspond to the curve shown in
Figure 4.5(b). Instead, as is shown on Figure 4.6, we see a clear shift in
the connection probability; customers associated to communes of small
sizes have a larger connection probability than customers associated to
communes with a high population. This is particularly noticeable at
short distance, which we highlight in the the inset of Figure 4.6, where
we show that the probability to connect with a customer located at less
than 5 km (y-axis) decreases with the population size of the commune
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Figure 4.6: The main figure shows the probability for a customer to
connect with a customer located at distance r. The customers have
been segmented based on the size of the commune to which they are
associated. Hence, the darkest line shows the probability for customers
associated to communes of small size to connect to any other customer
located at distance r. The brightest line shows the same probability for
customers associated to communes of large size. Inset: Probability for
a customer to make a link with a customer within a range of 5km, as a
function of the size of the commune of origin. The black line shows a
slope of -2/3, and is intended as a guide to the eye.

of the caller (x-axis).

This deviation of the connection probability at short distance can be
explained in terms of number of intervening opportunities. Let us com-
pare two customers, associated to two different communes, such that one
commune has a ten times larger population than the other. Then, the
customer associated to the large commune has ten times more possible
connections at short distance than the other customer. If both cus-
tomers make their connections following the same gravity law, the cus-
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tomer from the large commune would have ten times more connections
in his commune than the customer associated to the smaller commune.
It is clear that this situation cannot hold in a real situation. Hence, the
customer associated to the smaller commune has a larger probability
to connect at short distance than the customer associated to the larger
commune. We write this dependency of connection probability on size
as p®"(r < 5 km) o< ¢; . The value of § determines then how different
both customers from the example behave. If § = 0, the gravity law is
the same for both customers, and the customer associated to the larger
commune has ten times more connections in his commune than the cus-
tomer in the smaller commune. If § = 1, both customers make the same
number of connections in their respective commune. In the inset of Fig-
ure 4.6, we see that from the data J is close to 2/3.

In the following, we show how, by taking the deviation of the con-
nection probability into account in the model, we manage to explain the
scaling exponents observed in Figure 4.4.

Influence of a modified connection probability If we change the
connection probability so as to make it depend on the population size of
the commune p&°™™(r) = K,p®™(r), where K, decreases with c, as ¢;?,

and retain again the hypothesis of constant radius, equation 4.4 becomes

27 rR
(d), = daKa/O /0 g(r)p="™" (r)rdrdd, (4.9)

and thus [,, scales with ¢, as CZ_‘S. Here, 0 is the exponent that is em-
pirically observed in the inset of Figure 4.6 (in this case, 2/3).

The deviation of the probability of connection explains well the scal-
ing exponent. In particular, let us point out that the connection prob-
ability only deviates for small distances, at which the local population
density plays an important role. At longer distances, the population den-
sity becomes independent of the commune of origin, which is why the
connection probabilities become identical for different commune sizes.

To conclude, let us notice that the deviation on of the classical grav-
ity law due to population density has already been observed in different
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datasets, and is a long-standing subject of debate in geographical sci-
ences. In studies on human mobility, two diverging viewpoints on how
distance should be considered have emerged. One camp argues that
mobility is driven by costs, hence by geographical distance, while the
other camp considers instead that the distance does not play any role in
mobility, but instead the number of intervening opportunities [179] that
separates them. This has led to the rank-based distance (see [124, 143]
and references therein) that measures the distance between two nodes 4
and j as the number of people that are closer from ¢ than j. The usage
of a rank-based distance instead of a gravity law would make sense in
the case under study, however, due to a lack of fine-grain data, it is hard
to be applied on the dataset under study.

4.5 External factors influencing geographical net-
works

The general laws described in the two preceding sections fit well to the
average behaviour of the network. However, the underlying process,
namely people making calls, is driven by many external factors other
than distance and population density that may influence locally the
structure of the network. For example, the presence of a river or a
mountain range might create a physical —and thus sociological— barrier
between two towns, that is not taken into account by the geographical
distance. For this particular issue, researchers have attempted to tackle
it by using the commute distance (the time to e.g. drive from one city
to the other) rather than geographical distance.

Another factor of crucial importance is the cultural difference be-
tween populations. This factor has not been studied so far using mobile
phone datasets, since those datasets are usually only available for one
single country, and that cultural difference is not easily measurable. For
such a case, Belgium is an interesting country, given its particular socio-
demographical configuration.

Belgium is geographically divided in three linguistic communities: a
Flemish-speaking part in the north, a French-speaking part in the south
and a small German-speaking part in the east. The only exception
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Figure 4.7: Influence of language on communication. (a) Partition of
the Belgian communes in two communities, based on the average com-
munication length. (b) Deviation from the gravity law for communes
of different linguistic groups. The blue circles and the red line show
the same information as in Figure 4.3(a), while the green triangles show
the average communication intensity for links that go from the dark
community to the bright community and vice-versa.

is Brussels, which is bilingual and located inside the Flemish-speaking
part, close to the linguistic border with the French-speaking part. We
can thus easily quantify the cultural difference by associating to each
commune the language of its inhabitants, and observe how the commu-
nication varies inside or between cultural groups.

In Figure 4.7(a), we visualize the influence of language by showing
a partition in communities of the network of communes when the links
are weighted by the average duration of a call. The communities have
been obtained with the Louvain method, which is a heuristic method for
approximating the partition of largest modularity [32]. The partition
shown here is a very strong one: it is independent of the node ordering,
and has also been obtained with different community detection methods.

Strikingly, the optimal partition separates the country in two commu-
nities, and the separation follows almost perfectly the linguistic border.
In this partition, Brussels is part of the southern community as well as
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8 Flemish-speaking communes, which are known to have large French-
speaking populations.

This result is not a surprise, since language difference is known to
be a strong barrier to communication. With this partition, 98% of the
links in the network are located within the communities, and only 2%
go from one community to the other. A similar separation has already
been observed at the level of the customers by Blondel et al [31].

The impact of language on communication is important: on Figure
4.7(b) the gravity law, as presented in Section 4.3 is shown, where the
green triangles represent the average communication intensity of the
edges going from one community to the other. On average, the intensity
of communication is significantly lower than what predicts the gravity
law based on distance and population.

4.6 Conclusions

There is a complex interplay between the way we communicate and the
surrounding geography. Some general trends can be well described by
simple statistical laws, but those laws are valid only for large average
behaviours of populations.

Results In this chapter, we have shown with a wide-scale dataset how
interpersonal communication is influenced by the surrounding geogra-
phy, and how, once aggregated to commune level, the intensity of com-
munication can be well-described by a gravity-like law. This law is
valid for the average behaviour of communes that are expected to com-
municate at least 15 minutes in 6 months, which makes the model valid
on average for about 99% of the observed pairs of communes.

By zooming inside each commune, we observed that intra-communal
communication scales with population with a non-trivial exponent that
can be explained by a deviation of the connection probability at
small distance. Customers from small communes appear to have a higher
probability to connect at small distance than customers from large com-
munes, which indicates that a rank-based distance would fit better than
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a geography-based distance.

Finally, the particularity that Belgium is a bilingual country, with
two communities of different cultural background, allows to show the
influence of the cultural differences on communications. To our
knowledge, there are no other datasets that cover populations having
such a cultural diversity, and where the cultural difference may be easily
quantified. In the last section we have shown the influence of language,
both by showing that a partition in communities separates the country
in two communities based on language usage, and by showing that the
intensities of communication between communes of different language
are significantly lower than predicted by the gravity law.

Further work The variation of the connection probability with re-
spect to the gravity law, observed in Section 4.4, indicates that the
geographical distance is not an appropriate distance measure as soon as
the country has a heterogeneous population density. When such a case
is encountered, a rank-based distance is likely to be more appropriate.
A rank-based distance measures the distance between two nodes ¢ and j
as the number of nodes that are geographically closer from ¢ than j. In
regions of high population density, the rank-based distance grows faster
with geographical distance than in low-density regions.

Such a distance has already been proposed by Liben-Nowell et al. [124],
but cannot be easily implemented with the data available, which is too
coarse-grained. Given some simple assumptions on the geographical
shape of the communes and on their population density function, one
should be able to obtain an analytical model of connection probability,
and its link with the gravity model seems to be an interesting research
topic.

In the last section, the influence of external factors, such as cultural
differences has been shown. However, no proper analysis has yet been
performed in this scope. Since the influence of external factors might be
non-trivial, a simple way to visualize this is with the geographical dis-
persal of communities. Some early work has already been done, Brock-
mann et al. [37] noticed that mountain ranges appeared as the border of
communities in a money circulation network. Sociological separations,
as well as the influence of cities playing as economical attractors have
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also been shown in Belgium [32], while Expert et al. have proposed
models for community detection decorrelated from the influence of pop-
ulation and distance, which allows to highlight such external influences
[69]. Finally, issues related to the sampling of the dataset should also
be addressed. Given that any dataset represents only a fraction of the
population behaviour, one should ensure that the results are not biased
by a population structure that differs from the total population of the
country under consideration.
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Chapter 5

Time scales of dynamical
networks

In this chapter, we address the issue of time scales in evolving networks.
We first show evidence for the role played by time scales in the process of
network growth, and illustrate the effect of time scales with a dataset of
mobile phone communications. Secondly, we characterize the growth of
the network with time, i.e. we propose an analytical form as well as a
stochastic model that fit the observed number of links in the network
versus the number of events used to build it. Finally, we present some
exploratory work on how it is possible to quantify the information
provided by additional events using the entropy of a growing network

5.1 Introduction

In this chapter, we study networks where links have a dynamical com-
ponent. In practice, a large quantity of the available data on real-world
networks intrinsically contains a dynamical component, let us cite the
internet, the world wide web, social networks, phone call networks, ci-
tation and scientific collaboration networks, or airline networks. Most
studies have addressed these networks as static entities, while in the re-
cent years some research has been pursued to study the dynamics of such
datasets, such as the evolution of communities [148], the persistence of
ties [82] or the microdynamics of apparently stationary networks [74].
These studies have in common that they split their dataset into a series
103
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of time windows, which are used to construct a sequence of networks.
The dynamical component is then extracted from similarities and differ-
ences between consecutive networks.

Another common feature of these studies is that the length of the
time windows used in the studies have been fixed in advance, often under
technical constraints such as the temporal granularity of the collected
data. One may question if the results obtained in these studies would
have been similar if different time window lengths had been used. For
many real-world complex networks, there are a number of mechanisms
that are expected to contribute to the emergence of the network struc-
ture as a function of aggregation time, which don’t all function follow-
ing the same time scales. First, the distribution of link weights is often
broad [146, 145]. Thus there are high-weight links that should on aver-
age be observed earlier on in the aggregation process, and many links of
low weight that take a long time to be observed. Second, link weights are
correlated with network topology, such that high-weight links are associ-
ated with denser network neighbourhoods [146]. Third, for links of any
weight, it is known that for some datasets the distributions of inter-event
times are also broad, i.e. event sequences are bursty [43, 96|, giving rise
to longer-than-Poissonian waiting times between events. Fourth, there
are circadian patterns [93], where the overall level of human activity
varies by hour, as well as weekly patterns where human behaviour de-
pends on the day of the week. Fifth, there are naturally changes in the
network itself too — connections grow and wane in strength, new links
appear, and old ones are terminated. The aggregated network structure
then reflects the joint effect of these properties that are associated with
time scales of varying length.

In this chapter, we show this complex interweaving of time scales
with a detailed study of a dynamical network of 6 months of mobile
phone calls. We show that at different time scales, different structural
features of the network emerge, leading to a strong variation of the
network structure depending on the aggregation interval. Next, we show
that the size of the network grows as a power of the number of events
used to build the network, such growth being easily reproducible with a
simple network growth model. Finally, we end this chapter with some
exploratory work on how information theoretical concepts can be used
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to quantify the information contained in dynamical networks.

Data Our data consist of the mobile telephone call records of the cus-
tomers of a Belgian mobile operator from October 1, 2006 to March 31,
2007. Each customer is uniquely identified, and every call is associated
with a time stamp and a duration. This data set has already been stud-
ied from a static perspective in several papers [115, 108, 32]. Since our
focus is on link dynamics, we filter out all customers who have modified
their subscription plan during the data collection period. This removes
new customers, and customers who have cancelled their subscription
during the period and are no longer customers. This leaves us with a
network of 2.1 millions customers, making over 170 millions calls during
the collection period.

For reference, we also construct two randomized ensembles, based
on two randomization techniques of the time stamps. Thus for both
cases the resulting randomized reference sequences contain the same
number of calls between the same individuals as the original data. In the
first ensemble, the time stamps have been generated uniformly over the
complete time range, in order to remove the system-level call frequency
pattern. The second ensemble has the time stamps of the original calls
but randomly reshuffled, hence the system-level call frequency pattern
(daily and weekly patterns) is retained. When aggregating over the
entire observation period, such reference call sequences produce networks
that are equal to the network from aggregating the original data. In the
remaining, we will refer to these references as respectively the “uniform”
and the “shuffled” references.

Notations and definitions Contrary to static networks, there is no
clear consensus for standard notations for dynamical networks. This
chapter focuses on growing networks, i.e. networks that are defined by
the aggregation, or integration, of a growing set of events.

Definition 3. An event is a triplet (4, j,t), such that there is a connec-
tion between nodes ¢ and j at time ¢, ¢ being here a discrete time stamp,
representing the start of the call.

In the aggregated network G(t), a link is established between i and j
if at least one event between them is observed during the time interval
(0,t), i.e. given the collection of events £(t) = {(i,7,5) : 0 < s < t},
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G(t) = (N(t), L(t)) is the network composed of the set of links L(t) =
{(i,7) : (4,4,-) € E(t)} and N(t) is the set of nodes supporting those
links. The dependence of N(t) on ¢ will be used in the first section. We
define in the same way G(x) = (N(x), L(x)), where z is the size of £(x),
to define the network constructed with = events. This notation will be
used in the second section, where time is removed from the analysis.
Similarly to static network notations, n(t) and m(t) define respectively
the number of nodes |N(¢)| and links |L(t)|, and n(z) and m(x) define
the same quantities depending on z. The weight w;; of a link is defined
as the total number of events between ¢ and j during the aggregation
period. The strength s; of node i is then defined [17] as the total number
of events where i participates, and the degree d; is the number of links
from node 1.

5.2 Influence of time scales on network struc-
ture

Consider a network constructed with all calls between users during one
single day. Is its structure expected to be similar to a network con-
structed with all calls of one week? The answer is probably no. In-
teractions of different kinds happen at different time scales, and some
structural properties emerging after a week might not be noticeable in
a single day. This section covers a study of the influence of time scales
on the structure of dynamical networks, the text being for a large part
a reproduction of the text of the original article, which is submitted to
EPJ Data Science [109].

Structural and temporal inhomogeneities We begin our investi-
gations by addressing the inhomogeneities that are expected to play an
important role in the evolution of the structural properties of networks
aggregated over growing time intervals. The fundamental structural in-
homogeneities are reflected in the standard statistical distributions for
the call network, aggregated over the entire 6-month period of obser-
vation. In the aggregated network G(t), a link is established between
nodes i and j if a call is observed between them at any point during the
interval (0,¢) As expected on the basis of earlier results [146, 145, 115],
the probability density distributions of degree, strength, and link weights
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Figure 5.1: The degree (a), strength (b) and weight (c) distributions of
the aggregated network when the aggregation period covers the whole 6
months of data.

are all broad (see Figure 5.1). Thus there is a large number of nodes that
make only infrequent calls, and a large number of links that carry only a
few calls. When aggregating the network over shorter time intervals, one
thus expects to first discover the high-strength nodes and high-weight
links that are associated with the tails of these distributions.

In the time domain, the two main inhomogeneities are related to
burstiness of calls forming the links, and the overall circadian pattern
of the system-wide call frequency. Burstiness of the calls is reflected
in the probability distribution p(7) of the times 7 between consecutive
calls on individual links. In Fig. 5.2a), we see that in line with earlier
observations [43, 96, 133], the distribution p(7) in our empirical data has
a broader-than-Poissonian tail, a signature of burstiness. Such an inter-
call time distribution gives rise to longer waiting times than expected if
the calls were placed uniformly in time. Because of this, we expect to
see slower network growth than for the uniform case. Further, as seen in
Fig. 5.2, the network-level call frequency clearly displays the usual daily
and weekly pattern [96, 93], where the frequency shows two daily peaks
followed by a decrease during nights. In addition, weekend activity is
lower, especially for Sundays.

Evolution of network structure All of the above features are ex-
pected to have an effect on the properties of networks aggregated over
growing time intervals. Let us first monitor the growth of the aggregated
network in terms of the numbers of nodes and links and the average de-
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Figure 5.2: Temporal inhomogeneities affecting network growth. a) The
scaled inter-event time distribution of links p(7), divided into bins of
different numbers of calls and scaled by the average inter-event time
(1) of each bin, following [43]. b) Total call rate in the network as
a function of time, for the first 30 days, displaying the circadian and
weekly patterns.

gree, when the network G(t) is aggregated up to a time ¢. As seen in
Fig. 5.3 a), the number of observed nodes N (t) displays a rapid increase
in the beginning of the aggregation process, such that the aggregated
network contains 90% of the nodes after ¢ ~ 30 days. This rapid in-
crease is followed by slower growth as nodes with low call activity are
gradually observed to make calls, joining them to the aggregated net-
work. When compared to the uniform reference, where the time stamps
of all calls are drawn uniformly at random from the entire 6-month in-
terval, it is seen that the growth of N(t) is slightly slower; however, for
longer aggregation times, the difference can be considered negligible and
thus the time-domain heterogeneities have a visible effect only for short
time windows. For short time windows, in addition to the slowing-down
effect of burstiness, the daily pattern is seen to give rise to a stepped
shape of the N(t) curve (see the inset of Fig. 5.3 a).

In contrast, the growth in the number of links L(¢) is much more
gradual, as seen in Fig. 5.3 b). Here, an aggregation time of ¢ ~ 149 days
is required for catching 90% of the links of the final 6-month aggregated
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Figure 5.3: Total numbers of (a) nodes and (b) links (c) average degree
and (d) average link weight in the aggregated network as a function of
aggregation time. The solid (blue) line denotes original empirical data,
while the dashed (red) line denotes the uniform reference. The inset in
panel (a) displays the number of nodes for the first 7 days.

network. In addition, unlike for the number of nodes, the number of links
keeps on growing steadily and no saturation in growth is observed. This
is also reflected in the growth of the average degree (Fig. 5.3 ¢). Hence,
even though the number of nodes becomes fairly stable in an aggregation
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period of 6 months, one cannot claim to have captured all the links in the
“underlying” network, and for longer windows, the average degree would
still increase. This reflects the joint effect of several factors: first, as the
link weight distribution is broad, there are large numbers of links with
very low call frequencies, and observing those evidently takes a long
time; there may be many links where calls take place less frequently
than once in six months. In addition, the ubiquitous burstiness that
results in longer waiting times between calls slows down the growth in
the number of links especially for the low-weight links — this effect is
visible in Fig. 5.3 b), although it is not very strong. Second, for such
long observation periods, one can argue that the changes in the network
structure should already have a visible effect: new social ties are formed
while older ties wane in strength and may even cease to exist. Third,
as the data contains all the calls made by the subscribers, many of the
calls may be “random” in the sense that they do not represent real
social interactions; as there is no background information on the nature
of the calls, a random call to one’s dentist or a call in response to an
advertisement on used car sales are counted as links, just as calls to one’s
friends or relatives. This third mechanism would naturally result in an
ever-growing number of links.

As a result of the interplay of the above mechanisms, the network
itself keeps changing while it is being aggregated, and while some of its
links are stable in the sense that they remain active for prolonged periods
of time, others come and go. One way of estimating the related time
scales is to compare the similarity of networks aggregated for different
periods of time, when the observation period is divided into multiple
consecutive aggregation windows. We calculate the similarity o of two
networks G7 = (N1, Eq) and G = (Ng, Es) as

. |E1 N EQ‘

U(Gl,GQ) = ma

(5.1)
such that o = 1 if the networks are the same, and ¢ = 0 if they share no
links. Fig. 5.4 displays the average similarity o of networks in consecutive
windows of different durations W. When the windows are very short,
the networks are very sparse and the number of common links is low.
Then, the similarity increases with increasing window duration, reaching
a maximum at ~ 30 days; then, the similarity begins slowly decreasing
as the aggregation process captures more and more of the ”random”,
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Figure 5.4: The average fraction of links f common to consecutive ag-
gregation windows of duration W.

one-off links.

As the growth of the number of links does not saturate, it is of im-
portance to understand the characteristics of links that emerge early
on in the process. It is known from previous investigations [146] that
link weights correlate with the network topology such that high-weight
links are associated with dense network neighbourhoods, whereas low-
weight links connect such neighbourhoods, in line with the Granovetter
hypothesis [80]. This is directly related to the presence of community
structure [71] in social networks; links within communities are stronger
and have higher-than-average weights [181]. For the network aggrega-
tion, this means that clusters and communities containing high-weight
links are likely to appear early on in the process. In order to investigate
this effect, we measure the evolution of the network-level clustering coef-
ficient C'(t), given by 3 x the number of triangles divided by the number
of connected triplets in the network. As seen in Fig. 5.5 a), the clus-
tering coefficient does indeed show a rapid increase as a function of the
aggregation interval length, and then decreases after a peak at around
t = 9 days. This decrease can be attributed to the weak links observed
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Figure 5.5: a) Global clustering coefficient of the network and b) average
final overlap of added links as a function of aggregation time, for the first
2 months. The global clustering coeflicient is computed as the number of
triangles divided by the number of connected triplets. For the overlap,
we calculate the final overlap of links in the 6-month aggregated network,
and average over the final overlap values of newly added links at each
time point.

later in the process; newly observed links do not contribute to triangles.
Hence, for detecting nodes and links associated with dense clusters of
strong links, even fairly short aggregation periods appear sufficient.

The fact that the links observed early on in the aggregation process
are related to the community structure is also visible when monitoring
the overlap [146] of the added links. The overlap of a link connecting
nodes ¢ and j is defined as O;; = ny;/ [(di — 1) + (dj — 1) — njj;], where
n;j is the number of common neighbours of ¢ and j, and d; and d; are
their degrees. Thus the overlap measures the fraction of common neigh-
bours out of all neighbours of the two connected nodes. Fig. 5.5 b)
displays the average overlap of the added links as a function of aggrega-
tion time. Here we have calculated the overlap of each link in the final
6-month aggregated network, and averaged over these values for links
that are added to the network at time ¢. It is seen that the links that
are added early on in the aggregation process have on average a higher
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overlap than those added later. Hence, even when the aggregation times
are short, the networks capture much of the community structure of the
final aggregated networks. Interestingly, the overlap also shows a strong
circadian and weekly pattern — its highest peaks correspond to the early
morning when the overall call rate is very low. Thus, if calls are made
during these hours, they are likely to be targeted towards people in the
strongest clusters of friends and family.

In order to illustrate the network growth, we have visualized small
subnetworks corresponding to different aggregation times t (Fig. 5.6).
Here, the subnetwork has been obtained by selecting all individuals
whose subscriptions are associated with a certain postal code — this
method of sampling yields better results than e.g. snowball sampling.
Panels a) to d) of Fig. 5.6 show the growth of the network, such that
links that participate in triangles in the final 6-month aggregated net-
work are coloured red. For the shortest aggregation periods (panels a
and b), most of the added links are in this set, reflecting the above obser-
vations on the early appearance of links connected to communities and
clusters. It should be noted that not all community-internal links are
discovered early on; rather, those links that appear early are associated
with communities with a high probability.

Behaviour of statistical distributions

Above, it was seen that even for fairly long aggregation intervals, the
average degree of the aggregated networks still keeps increasing as a
function of the interval length. Likewise, because of how the aggrega-
tion process is defined, the average weight necessarily keeps on growing
as well. Next, we turn to the statistical distributions of these quanti-
ties, and ask when they become descriptive of the underlying network.
Evidently, as the averages keep increasing with the aggregation inter-
val length, the probability density distributions of degrees and weights
also change and shift towards higher degrees/weights (see Figure 5.7).
However, for such distributions to be meaningful descriptors of network
structure, their underlying forms should for long enough intervals be-
come stationary and depend only on their average values. In order
to study the stationarity of the underlying dynamics one can compare
such distributions by rescaling them as p (z, (x)) ~ (z) p (z/ (x)), where
(x) = xp(x). We show the rescaled versions of the degree and weight
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Figure 5.6: Series of aggregated networks with a growing aggregation
interval. The network aggregated here represents a small subnetwork,
obtained by picking individuals from a single postal code. Links that
participate in triangle(s) in the final 6-month aggregated network are
colored red, while the rest are black.

distributions on Figure 5.8, where the distributions have been rescaled
with respect to their averages.

For degrees, one sees that the rescaled distributions collapse onto a sin-
gle curve, surprisingly already for aggregation intervals over a few days,
while for the weights, the distributions converge slightly slower but even-
tually also collapse for window sizes of the order of weeks.
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Figure 5.8: After rescaling the distributions with respect to their av-
erages, the statistical distributions all collapse on the same functional
form, after a sufficient long time. For (a) degrees, a week is sufficient for
distributions to rescale, while for (b) weights, the subsequent distribu-
tions converge more slowly to one functional form.

The convergence of the rescaled degree distributions onto a single
curve suggests that the underlying dynamics that is being aggregated
has some stationary properties. A similar observation was made in [74]
for different aggregation windows of the same length, with the conclusion
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Figure 5.9: The L? distance between the degree (a) and weight (b)
distributions of the networks aggregated over a time interval of length
t and 2t. That is, the first point is the distance between the rescaled
distributions of the network built with the first day and the network
built with the two first days. The second point is the distance between
the rescaled distributions of the two first days and the four first days, etc.
The last point is the distance between the distributions of the network
built with the 91 first days and the network built with the 182 first days.

that the underlying process is stationary.

To quantify the convergence of the rescaled distributions to a single
curve, we measure this convergence with the help of the L? distance
between two distributions. The L? distance between two scalar functions
f and g defined over the same domain D C R is computed as

1

2
.9 = ([ 1) - st as)” (5.2
To measure the convergence, we have successively calculated the dis-
tance between the rescaled degree (weight) distributions of networks
aggregated over an interval of length ¢ and networks aggregated over
twice longer intervals of length 2¢.

In Figure 5.9, it is seen that the L? distance between the degree dis-
tributions decreases and converges to a roughly constant value already
for aggregation intervals longer than a few days. Hence, already after a
short period, a sufficient amount of data has been collected to correctly
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estimate the stationary degree distribution of the network, and the shape
of the degree remains similar for longer intervals. The weight distribu-
tion displays a slightly slower convergence, and is still slowly changing
even for aggregation intervals of around 3 months; this is also related
to the curvature seen in the evolution of the average link weight (Fig.
3 d).There are several possible explanations for this slower convergence:
first, the number of links is increasing and each newly added link brings
in a unit of weight. Second, the weights of existing links may display very
different time dynamics, and third, the growth of link weights is affected
by the burstiness of the call sequences and the resulting long inter-call
times. Nevertheless, even the weight distributions do not change much,
and care is needed only when interpreting the weight distributions of
call networks aggregated over very short periods of time.

On the effects of aggregation window placement

In all analysis so far, we have assumed that the exact placement of the
aggregation window, i.e. the time point of its beginning, plays no role
in the results. However, as the characteristic daily and weekly patterns
of Fig. 5.2 b) indicate, the overall level of call activity in the network
displays large variations by hour and day, and this is expected to have an
effect on the aggregated networks, at least on shorter time scales. In ad-
dition, there may be less trivial effects if the actual behavioural patterns
of individuals — affecting who they call — are also time-dependent.

Let us first focus on short time scales, and illustrate the growth of
the network with a 2D heat map plot, displaying the number of nodes
in aggregated networks as a function of the aggregation time and the
beginning point of the aggregation window 5.10. The daily and weekly
pattern is clearly visible in the plot — the network grows fastest during
weekdays, especially Fridays. The growth is slowest when the aggrega-
tion begins on Saturdays and especially Sundays; the difference between
Saturdays and Sundays is fairly large. However, this observation might
be explained by the network-wide variation in the call frequency alone.

In order to have a closer look at the actual call patterns of individuals,
we monitor the growth of the giant connected component of the network.

As seen above, the links that emerge early on in the aggregation pro-
cess typically have high overlap, i.e. are associated with dense network
neighbourhoods; however, the overlap also displays a time-dependent
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Figure 5.10: The number of nodes in the aggregated networks as a func-
tion of the aggregation time (horizontal axis) and the beginning point of
aggregation (vertical axis). Day 0 on the vertical axis is a Sunday, and
the first time point is midnight.

pattern. Roughly speaking, if the majority of calls in a given window
is directed towards high-overlap individuals that are part of the same
neighbourhood or cluster, the giant component should grow more slowly
than if the calls are directed towards far-away nodes. We measure this
effect by monitoring the average size of the emerging largest components;
for reference, we also calculate their size relative to those in the time-
shuffled reference ensemble that only contains the daily/weekly pattern
at the system level, but where the timings of calls do not correlate with
topology. Figure 5.11 displays the absolute and relative size of the giant
component similarly to the 2D heat map plot for nodes. The absolute
size displays a clear daily and weekly pattern much akin to that seen
for the number of nodes in Fig. 5.10. However, the behaviour of the
average giant component size relative to the time-shuffled reference en-
semble reveals an interesting feature: when the aggregation begins in the
weekends, especially Sundays, the giant component grows more slowly
than it does in the reference. Likewise, for weekdays, it grows far faster
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Figure 5.11: The absolute (left) and relative (right) size of the largest
connected component as a function of the aggregation time (horizon-
tal axis) and the beginning point of aggregation (vertical axis). The
relative values of the bottom panel are calculated with respect to the
shuflled reference model, where call times do not correlate with network
structure.

than it does in the reference. This points towards different behavioural
modes — weekday calls are frequently related to links joining nodes that
would otherwise remain disconnected within the aggregation window,
whereas weekend calls appear to relate to high-overlap links and dense
clusters and thus contribute less to the growth of the largest connected
components. In other words, friends and relatives with shared social
circles are called more frequently in the weekends.

Changes in behaviour very similar to the daily and weekly patterns
also appear on longer time scales, as human communication patterns are
affected by e.g. holiday periods. In order to observe such changes, we di-
vide the data into non-overlapping time windows of 1 day, 1 week, and 2
weeks. We then aggregate networks corresponding to each time window,
and monitor the similarity of the networks in two consecutive windows
as a function of time. For this, we employ a weighted generalization of
the Jaccard index of Eq. 5.1:

: 1 2
 Xig)en min(wg;, wy
- 1 2\
2 (i, )ep max(wg, wj;

(5.3)

Ow

~ | ~—

where wl-lj and w?j are the weights of links between nodes ¢ and j in
the consecutive windows (w;; = 0 if there is no link). Fig. 5.12 displays
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Figure 5.12: Similarity between networks corresponding to two consec-
utive aggregation windows of 1 day, 1 week, and 2 weeks. The shaded
areas correspond to national holiday periods: the autumn holiday (left),
and holidays around Christmas and New Year (right).

the weighted network similarities for the three different window sizes as a
function of time. On average, the similarities remain level and no general
trends can be observed. The 1-day similarity displays a clear daily and
weekly pattern, in line with our observations on the connected compo-
nent sizes. Here, for each week, the consecutive windows corresponding
to Monday to Thursday have highest similarities, while similarities are
far smaller between the 1-day networks for Friday, Saturday and Sunday.
Some larger changes can be seen already for the 1-day measure during
the holiday periods (autumn holiday, Christmas season) indicated by
the grey shaded areas. The differences corresponding to holiday periods
become much more apparent when aggregation window sizes of 1 week
and especially 2 weeks are used.
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5.3 A model of growing networks

In the previous section, we focused on the impact of external factors
such as daily/weekly activity on the growing network structure.

In the following, we will approach growing networks from a different an-
gle in order to quantify their growth. Keeping in mind that we consider
data-driven evolving networks, they are generated by a list of events,
further denoted &, of size x = |€|, where each event is an observation of
a link at a precise time stamp.

Quantifying the growth process of a network consists then in char-
acterizing the relationship between the size of £, when additional events
are added to the list and the size m of the corresponding set of links L.
Formally, L and &£ are related as

L:{(i,j)i(i,j,-)Eg}, ’L|:m'

In the following, the time stamp of each event is dropped, which reduces
£ to a list of links, with possibility of having multiple occurrences of the
same link in £. The growth of the network is then characterized by the
function m(x), which is the size of L growing with the size of £. For
example, given the following list of events

{(1,2),(2,3),(1,4),(1,2),(3,1),(2,3), (1,4), (4,5)}.

is the size of L generated by the z first events is given by the function
m(x):

4, |
=
g 21 i
0, .
| | | | |
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The exact nature of events depends on the nature of the observed net-
work; they may be phone calls, emails, flights, ... When being added to
the network, an event has two possible effects: it can add a new link to
the network, or it can increase the weight of the link, if this was already
existing. In the general case, events could have varying weights, but in
this framework we will consider equally unit-weighted events.

The function m(z) characterizes the growth of the network, its shape
can vary depending on the type of process generating the network. A
citation network, for example, where each event is the citation of a pa-
per by another, shows a linear growth of the network (m(x) = z), since
no paper cites twice the same source. Conversely, a network of train
transportation, where each event is a train connection between two sta-
tions, grows until reaching a constant size after typically one week, since
each connection has a frequency of at most once per week. Notice that
we don’t consider the deletion of links in this framework, so m can
be any positive non-decreasing function of x, having as constraint that
0< w < 1,VI‘1,.’L’2.

To—x1

Authors studying the growth of networks have already considered
the speed of growth of networks by comparing the speed of growth of
the number of nodes and links, leading to the notion of accelerating
networks [60, 172], i.e. networks which are densifying over time [123],
for which each event is associated to the creation of a new link. The
present analysis comes in addition to these results, for networks where
events may not contribute to the growth of the network because they
represent a link that already exists in the network. For these, the study
of the growth of the network in function of events (phone calls, emails,
tweets, ...) provide useful insights into the dynamics of social contacts,
which we will illustrate with the mobile phone dataset.

The mobile phone network shows a continuous growth (Figure 5.13),
links being uninterruptedly added to the network. For this particular
dataset, the curve shows two distinct phases in the growth: a first phase
that we will call a sharp start followed by a second phase that we will
call the steady tail, which can be well-approximated by a power-law
(m(z) = Kz®) with exponent close to 0.5. As an illustration, we show
that it is possible to predict the shape of the curve based on a small
portion after the sharp increase (see Figure 5.13).
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Figure 5.13: Prediction of the size of the network. The exponent has
been fitted with the black portions, which corresponds to the data from
day 22 to 28. The prediction fails when the prediction is made on an
early portion of the dataset.

The previous notion of “sharp start” and “steady tail” are rather
informal but one can characterize the transition between those phases
as the moment where the derivative of m (approximated with finite
differences, Figure 5.14) reaches a shape close to the derivative of a
power-law. We introduce for this the growth rate r(x), defined as follows:

x  dm(x)

T(fv)zm(x) o (5.4)

If m(z) grows as a power-law, this quantity is expected to be constant
and equal to the exponent. The growth rate r(x) does indeed stabilize on
average (Figure 5.14), the variations around the average are explained
in detail at the end of this section.
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Figure 5.14: (a) Derivative of the network size function. The derivative
has been approximated using first-order finite differences, with a step of
10,000 events.(b) The growth rate of the network decreases and reaches
an average stable value around 0.5.

The power-law shape of the network growth is not a trivial behaviour.
A similar growth curve has been observed in the growth of the number
of words in text books and have been described by the Heaps’ law [81],
an empirical law that has to date been explained in a limited number of
theoretical situations [184, 126]. The observed shape of m(z) raises two
questions: first, which sort of process generates a power-law growth of
a network, and second, how can the transition between the sharp start
and steady growth been explained?

In the following, we first propose a simple model of network growth
that reproduces a power-law growth, and we show how a modified ver-
sion of the model, that mimics what is expected to happen in real data
collection procedures, explains as well the initial sharp increase followed
by a steady growth.

A simple model of network growth: PU (Preferential Usage)
There exists a wide literature about models of network growth, such as
preferential attachment models, node copying models or triangle closure
(see Chapter 14 of [141] for a review), but these models aim at reproduc-
ing structural features of existing networks such as degree distribution
or clustering and don’t focus on growth speed.
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We bridge this gap by suggesting a model that solely focuses on the
speed of growth of the networks, without suggesting a network structure.
In order to keep our model tractable, we will state some simplifying as-
sumptions on how the network exactly grows, and how the weights of
links are dynamically updated by the model. In this model, we assume
that each event is independent of the preceding events, hence bursts and
temporal correlations of events are not handled in this model. Since no
network structure is given alongside this model, the link weights are also
independent of each other. At each step, the model decides, based on
link weights of the network and a single parameter, either to create a
new link or to increase the weight of an already existing link, without
determining to which nodes each link is connected. This leaves some
freedom to the user to couple this network growth model with any other
model, such as preferential attachment or triangle closure.

The dynamical model takes as input a non-empty set of links L and
a corresponding non-empty set of events £. Each link [ of L has a non-
zero weight w; such that >, w; = |£|. Initially, the network is hence
composed of my = |L| link and xo = |€] events. We set z = x.
The model takes then as parameter K € [0, 1] and repeats the following
steps (each iteration of those 3 steps represents one event):

1. choose a link [ € L proportionally to its weight w;: the probability
of a link I to be chosen is %*;

2. with probability %, create a new link {"*" of unit weight, and add

it to £ and L, otherwise, add [ to £ and increase w; by one unit;

3. increase x by one unit.

The model is explained as follows: given a previous sequence of
events, the next event is chosen in the already known set of links such
that links that are more frequent are more likely to be used again. In
reference to preferential attachment, which uses a similar concept, we
call this preferential usage. However, instead of using the chosen link it
is possible to create a new link, with a probability that decreases with
its weight. This can be seen as a “price of treason”: if two nodes have
a strong connection, they are likely to be eager to connect again, while
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if two nodes have a weak connection, one of them might be tempted to
contact another node instead. Hence, the higher the link weight, the
lower the probability to create a new link.

Each iteration representing the addition of an event to £, what is the
expected growth of L? The probability of a link to be chosen is given
by “L. The probability of creating a new link, knowing that link / has
been chosen is w% Then, the expectation of the probability of creating
a new link is given by

w K m(z)K

E new| — .
Xplpnen] = 3 2 = T (55)
leL
As this probability is also the average derivative of m(z), we have
= 5.6
T a— (5.6)
and we deduce
m(e) = mz’. (5.7)

From the initial condition m(zg) = mg, we have m; = moz, K and the
expression becomes:
T

m(z) = mo ()K (5.5)

Zo

The tuning of parameter K allows to simulate different speeds of
growth, from a constant network size (K = 0) to a linear growth (K =
1). In particular, if my = x9 and K = 1, we obtain the growth of a
citation-like network (m(z) = z).

The average result of 102 realizations of PU with parameters mo = xg =
10% and K = 0.2 is illustrated at Figure 5.15. The results show a clear
power-law growth, with the same parameters as expected by the model.

DPU (Discovery and Preferential Usage) Model The previous
model manages to simulate the growth of a network, but needs a non-
empty set of events and links to initiate the growth. However, this
situation differs from the exact situation in which a network is aggregated
“from scratch”, which is what happens when analysing data. This can
be simulated by modifying slightly the previous algorithm: instead of
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Figure 5.15: Average result of 102 realizations of PU with mg = 2y =
10% and K = 0.2. (left) Size of the network versus x (blue). The growth
fits well to the predicted power-law (red) with exponent 0.2. (right)
r(z) versus x. The blue curve shows the observed value (as given by eq.
(5.4)), the red curve is the predicted value when using d";ig(f) =K @
instead of finite differences approximations.

initiating the algorithm with non-empty sets £ and L, the dynamics
are simulated by non-empty “hidden” sets of events and links £* and
L". Such a “hidden” network represents then the set of connections
that are already existing at the start of the data collection, while the
new links, that are created later during the dynamical process represent
new connections. The events generated by PU using £" and L" are
then added to an empty list of events £ and links L. The difference
lies here between the observed network size m = |L| and the unknown
hidden network size m" = |L"|. This separates the growth process of
the network in two parts: first, a discovery phase, during which the
growth mostly discovers L", followed by a steady phase, where L" has
been (almost totally) unveiled and new links are only created by the
dynamical model. Depending on the parameter K and on the initial
weights wlh of the links in the hidden network, the discovery phase can
be unexistant, short or long.

The model is described hereafter:

We start from a non-empty hidden set of events £ and links L" (these
sets will grow at each iteration, in the following, we will refer the exact
initial sets as & and L}). Each link I of L" has a non-zero weight
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wjy. Initially, this hidden network is then composed of my = \L6‘| links
and zg = |E}| events. The observed network is initiated as an emty set
L=&=10,and 2" = 2y and z = 0.

Then, we repeat the following steps:

1. choose a link I in L proportionally to its weight w;, the probability
of a link [ to be chosen is then %;

2. with probability %’ create a new link of unit weight, and add it

to L, €" L and to £, otherwise, increase w; by one unit, add [ to
E"and £ and if I ¢ L add [ to L;

3. increase = and z by one unit.

At the initiation of the algorithm, the first observed links are either
from the hidden network, or newly created links. This mixed situation
persists until no more links of the hidden network are discovered after
which the network grows as a power-law. This bimodal situation explains
the phenomenon of sharp start (discovery) and steady tail (preferential
usage), described at the start of this section.

The average result of 102 realizations of DPU with parameters m(})‘ =
zh =103 and K = 0.2 is illustrated at Figure 5.16. The initial fast
growth of L is the conjunction of the discovery of L" and the creation of
new links. Once L has been uncovered, the growth follows a power-law.

Transition from discovery to steady phase The goal of this model
is to reproduce the dynamics observed in real data, and in particular the
transition between the sharp start and the steady tail where the growth
can be modelled as a power law. Intuitively, one can expect that the
model will eventually transit from a sharp start to a steady growth,
however the time needed before the transition occurs varies in function
of the parameters. We show in the following how the different parame-
ters influence the speed at which the transition from discovery phase to
steady state occurs.

In two particular cases, the transition never happens. First if .Tg =
m{ (hence w; = 1 VI) and K = 1, in which case each new event adds
a new link to the network. This simulates the dynamics of a citation



5.3. A MODEL OF GROWING NETWORKS 129

— —— Observed i ]_

Power-law growth

2,000 |
= s
g

1,000 |

Figure 5.16: Average result of 10? realizations of DPU with parameters
mb = 2l = 103 and K = 0.2. (a) size of the network as a function
of x (blue). The first sharp increase results from the discovery of both
new links and links from the hidden network. The black curve indicates
the number of links from the hidden network that have been observed.
Once that value has stabilized, the remaining growth is a power-law of
exponent 0.2. (b) r(x) as a function of the number of events. A first
sharp decrease is followed by a stabilized value (blue), close to the one

predicted by the power-law growth model (as given by eq. 5.4) (red).

network, for example, where each new citation creates a new link in the
network. Second, less practical, if 1:8 = 00, either lg < o0, and some
links have infinite weight, hence new links never appear, or lg = o0 and
links from the hidden network are continuously discovered.

Excepted for those two cases, a transition always occurs, with each
parameter playing a different role in this transition. To convince our-
selves that this will effectively happen, let us remark that the derivative
of m is composed of two parts

dm(z)

. — dgrowth(x) _{_ddisc(x)7 (5.9)

where d97°"*" () is the result from the dynamical creation of links and
d%5¢(z) gives the number of links from L? that are detected at z. The
transition occurs then when d%¢(z) — 0. The average expected number
of links of Lg that are discovered after x steps is modelled by a non-

homogeneous Poisson process of rate w—K , which can be approximated
x+x0
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in continuous time by

(Ldioe(@)) = 301 - TN (5.10)
leL}
o w;—K
=> 1- <x+x0) . (5.11)
leL}

dm(z)

Its contribution to =7 is hence given by

) To 14w — K
d¥(z) = > (w - K) ( ) , (5.12)

T+ o
leLh

which indeed tends to 0 when x increases. The exact dynamics depend
on the weight distribution wy, but if one considers the average case where
each link has the same weight w, the role of each parameter is clearly
shown in (5.12). If we fix the number of links, the exponent K slows
down the discovery period in the exponent of (5.12), while increasing x
accelerates the discovery period (since an increase of xg also implies an
increase of w).

To sum up, the DPU model allows to simulate different dynamics
of network growth, which can be modified by tuning the growth rate
K, which slows down the dynamics. The hidden network size mg and
the generating events 3:8 also influence the speed at which the transition
occurs, in particular, if the network is composed of links of high weights,
the discovery period is short. Finally, let us also notice that the weight
distributions produced by the model are observed to be broad, which is
also in accordance with what is usually observed in real data. However,
this observation is only empirical, we do not provide a functional form
for the weight distribution.

Anomalies in real data The DPU model succeeds in reproducing
a similar average growth as observed in mobile phone networks. The
knowledge of the growth factor K allows then also to predict the fu-
ture growth of a network, under normal circumstances. However, in
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Figure 5.17: (left) The network growth for different starting days. The
similar shages suggest that network growth is a stationary process.
(right) % for the first four weeks of data. Drops are observed, which
correspond to calls made late at night and early morning.

some cases, divergences are observed between the average predicted be-
haviour and the real dataset, which turn out to be a significant source
of side-information on collective human behaviour, with interesting (and
even amusing) conclusions. We will show here three examples of these
side-questions.

The derivative of m(z), for which a zoom on the first 4 weeks of data
is shown in Figure 5.17 (right), shows deep drops at a regular frequency.
Those drops correspond to events happening late at night or early in the
morning. Recall that here, m(z) is decorrelated from circadian patterns,
the drop of its derivative shows that all calls passed early morning and
late at night produce between 40% to 60% fewer new links than on
average. The explanation is simple, and has already been stated in
the first section; early morning and late at night, people only dare to
call close relationships, hence it is likely that the events produced early
morning and late at night contain links that have already been seen
before in the data. Besides these deep drops, smaller drops are also
observed at two other significant periods of the day: noon (lunch time)
and 4PM (school closures).

In Figure 5.13, we showed that it is possible to predict the growth
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Figure 5.18: (left) The prediction using a power-law fails when the fitting
is made on a holiday week (right) Peaks appear in r(x) during Christmas
night and New Year’s Eve. During these evenings, phone calls made by
people are anomalously more directed to people who are not in their
contacts.

of the network by using a power-law fit. However, for some particular
periods in the dataset, this prediction is not possible, in particular for the
fifth week of the dataset, in which the size of the network is overestimated
(see Figure 5.18, left). The reason for this is that the fifth week in the
dataset corresponds to a holiday week, more particularly the autumn
holiday. During that week, the rate of creation of new links is larger
than an average week. We deduce from this that people tend to call
different acquaintances during holidays than during normal weeks.
Finally, and more surprising, the growth rate r(x) allows to detect
anomalous events, when a collective inhabitual behaviour is observed in
the population. For example, r(z) shows two large peaks in the dataset
(see Figure 5.18, right), indicating two moments where the creation of
new links is much larger than expected. Those two peaks correspond
to December 24, at 10:30PM and December 31 at 11:50PM. This is the
moment at which most people call each other to wish a Merry Christmas
or a Happy New Year. Hence, it appears that most “Merry Christmas”
and “Happy New Year” wished by people over the phone are sent to
acquaintances they didn’t call to in the three previous months.

In conclusion, modelling the growth of a mobile allows to grasp an un-
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derstanding on basic principles that could influence the creation of new
links, but also helps at the detection of global anomalous behaviours.
Research has already been conducted in detecting global collective re-
sponses from populations to anomalous events [10] or to detect unnatural
behaviours from users [43], both results working on local scales both in
temporal and geographical space. In this work, however, we show that
it is also possible to detect behaviours diverging from the usual routine,
even if the diverging behaviour happens on the long run (such as a whole
week ).

5.4 Information contained in growing networks

In the previous section, we showed that it is possible to predict how
many links will be contained in a network after a precise time. Pushing
the reasoning a bit further, we are tempted to ask: could one know which
link will appear at the next event? In most cases, the answer to that
question is certainly no. While transport networks are highly regulated
with precise schedules to follow, social networks, instead, behave much
more in a random-like way. However, we show in this section that some
structure can be extracted from this apparently random growth.

In this section, we consider a growing network as a growing sequence
of symbols, each symbol representing a different link. The prediction of
the next link in the network is then rephrased as; given the ordered se-
quence of symbols produced by the x first events, how much uncertainty
do we have on the next event? We define the ordered sequence of events
of the whole network as Sg¢ = X1,Xs... X; € L Vi, and the ordered
sequence of events generated by a single node (in a directed network, this
contains only the outlinks of the node) S;. We use notations similar to
those used in the previous section, the links of G observed after x events
is L(x), and the weight w;(x) is the number of times that [ appears in
Sq after x events. We then have the following assumption on Sg:

Assumption A. The events of Sg are independent.

In a social network, this assumption holds if the number of nodes is
large. In each individual sequence S;, the events are mostly correlated,
but S¢g is composed of a large number of such sequences, all mixed into
one large sequence. In S, two consecutive events are very likely to be
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uncorrelated, from which the independence assumption results.

A naive way of quantifying the uncertainty on the next event would
be to approximate it by the uncertainty on a random choice of an el-
ement of Sg, which is given by the Shannon entropy of the frequency
distribution of elements of Si. We write this frequency distribution as
P(x) = {p(@) hien@y  mlx) = U2 where o = |Sg| = |€] is defined as
in the previous section. The Shannon entropy of P is given by

== pi(x)logpi(x). (5.13)

leL

Let us note that in this document, we always consider logarithms in
base 2, hence the results are expressed in bits. We consider only fi-
nite networks, hence P(x) is a finite set. Moreover p;(x) > 0 VI, and
> pi(x) = 1. P(x) is thus a finite discrete probability distribution, over
which the Shannon entropy is well defined.

Approximating in this way the uncertainty of the next event to be
added to Sg works well in non-growing networks, i.e. networks where
additional events do not produce new links. In the case of growing
networks, approximating the uncertainty on the next event by (5.13)
does not work. The Shannon entropy is defined on probability distri-
butions on the outcome of a complete random variable, i.e. the prob-
ability on the total set of possible outcomes (here L(z)) is 1. How-
ever, in growing networks, the probability that the next outcome is in

L(z) is rather given by 1 — m(x) , where d%(f) is the average growth
of L(x). The remaining probablhty is d";g(f), and represents the case

where the next event is a new link. We take this into account by us-

ing a modified version of P(x), the generalized probability distribution

O(z) = {a(®) herw) @lx) = pu(x)(1 — “42). The entropy on a dis-

tribution of an incomplete random variable has been defined by Rényi

[163] as

> —qlogq
Zl qi

which satisfies the same properties as the Shannon entropy, such as sym-
metry with respect to the elements of Q. This entropy can be interpreted
in the topic of this work as follows: an incomplete random variable is a

H(Q) = (5.14)
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variable where the probability on its entire space of possible outcomes
can be less than one. In such a case, the remaining probability represents
an outcome that is not part of the space of possible outcomes (i.e. an
event creates a new link rather than increasing the weight of an already
known link), on which there is an infinite uncertainty (since it can be
anything). Developing (5.14) with the expression of Q(x) leads to

dm(x)
dz

H(Q(z)) = H(P(x)) — log(1 — ). (5.15)

The entropy for this generalized distribution is composed of two parts,
one representing the uncertainty on the set of known events, and one
on the uncertainty due to the growth of the network. Note that if the
network is of constant size (d";xx) =0), (5.14) reduces to H(P(z)), and
if instead d’zg(f) =1, H(Q(z)) = oo, since the next event could be any-
thing with probability 1.

To understand the expected behaviour of this measure on a dynam-
ical network, let us consider a finite network composed of a set of links
L, where every link appears in the sequence of events Sg with frequency
A; following a homogeneous Poisson process. To facilitate calculations,
the process is approximated in continuous time ¢t. We search for the ex-
pressions of p;(t) and dm(t)/dt, needed in (5.14) and (5.15). We suppose
that )., Ay = 1, which can always been achieved with an appropriate
scaling of time. We define m®(t) as the size of the set L(t) of distinct
links that have appeared in the time interval [0,¢]. This value is given
by

m(t) =) (1 —e M. (5.16)

leL

The expected number of events generated by link { in the interval [0, ¢]
corresponds to A\jt. The expected frequency at which [ is then observed
in the generated set of events is given by

Nt

P (1) = .
Dy ( ) (1 — e—Alt) ZkeL At

(5.17)
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The entropy of P(t) then reads

H(P(t)) = =) Probll € L(t)lp;"" (t) log p;"" (¢),
leL

_ At At
— E 1 —e Nt 1
) e v S WS rpa S S W

leL kel kel
== Nlogh+log Y A+ Nlog(l—e M), (5.18)
leL leL leL
———
Hstat 0 —Hyar(t)

H(P(t)) decomposes thus into the difference between a stationary part
H a1, which corresponds to the entropy of the stationary frequency dis-
tribution and a variable part H,q,(t) which reflects the loss of entropy
due to the fact that all links are not observed in the early stages of the
process.

To complete the characterization of H(Q(t)), one finally needs to quan-
tify dm®*(t)/dt, which is straightforward given its expression, to obtain
the second term of (5.14).

ngowth(t) = - 10g(1 - Z )\le_klt), (519)
lel
and we obtain
H(Q(t)) = Hytab — Huar (t) + Hgrowtn (t)- (5.20)

The forms of Hyar(t) and Hypouen(t) are very similar, since they are re-
spectively equal to —Exp[log (1 — 6_/\t)] and — log (1 - Exp[e_M]), where
the expectations are taken over the probability distribution P. They can
be interpreted as follows: the total uncertainty on the outcome of the
next event is the stationary uncertainty Hgp of the final distribution P,
from which a part is removed given that all links from L haven’t been
uncovered yet and a part is added due to the growth of the set L(t).
We illustrate this with the example shown at Figure 5.19, which is
simulated with a network of 10,000 links whose weights are distributed
following a power-law of exponent 2 (P(w; = w) o< w™2). The entropy
grows quickly as more and more links are discovered. However, the en-
tropy stabilizes after 250,000 events, even though a large number of links
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Figure 5.19: Simulation (blue) and prediction (red, with (5.18) and
(5.16)) of the entropy of a growing network and the derivative of its
size. The weight distribution follows a power law with exponent -2.

haven’t been uncovered yet. Even though many links are added to the
system, the entropy does not grow in consequence, as if the uncertainty
brought by these new links does not weigh much in comparison with the
contribution of more frequent links.

A similar behaviour is observed in the real dataset (Figure 5.20);
although the number of links in the network is constantly increasing, the
quantity of information contained in the sequence S¢ is almost constant
after one week of data (~7 million events, 98.5% of the final entropy).
For comparison, the Shannon entropy is shown, as well as the entropy if
each link has the same weight. After two days of data (15 - 10° events),
3.5% of the links made in one month are uncovered, taking into account
for more than 90% of the final entropy.

The stabilisation of the entropy after a small time confirms the ob-
servations from the first section. Keeping in mind that the contribution
of every link to the total entropy is given by —p;logp;, which is an in-
creasing function of p; in the interval [O,% ~ 0.37], the contribution of
high weight links (having thus a high frequency) is much larger than the
contribution of low weight links (low frequency). Recalling the results
from Section 5.2, links discovered at the start of the aggregation period
are located in dense parts of the network, and have large weights. Later
on, instead, links that emerge are rather bridges between those dense



138 CHAPTER 5. DYNAMICAL NETWORKS

227 N [ 708
s - 0.6
= 20 . =
Q - 104 %
T 18 : s
| - 10.2
|
167\ | | | el | | =40
0 1 2 3 0 1 2 3
t 107 t 107

Figure 5.20: (left) The generalized entropy (blue), the Shannon entropy
(green) and the entropy of a uniform distribution over all the links of the
network (red). (right) dn;g(f), for the same data. Although the network
continuously increases, most of the information is gathered during the
initial phase of the growth. After about two weeks of data (half of the
shown period), the generalized entropy has stabilized; additional links

don’t bring significant information to the system.

parts, and are lesser frequently used. Their contribution in the total
network entropy is therefore smaller than the strong links, which is ob-
served in the flat part of the entropy.

The apparent randomness in the growth of social networks shows
hence some well-defined structure: the contribution of each link to the
complexity of the growing network is not equal among the links, some
contribute more than others, and most of these strong contributors ap-
pear early in the aggregation process. This idea is not new, we have
already shown evidence of this fact in the two previous sections of this
chapter, this analysis complements it as a consolidation of the findings.

To conclude this section, we go a step further in the analysis of se-
quences of events, and study instead the individual sequences S;, the
sequences of calls initiated by one single node. This is similar to the
study performed in [176], but instead of observing sequences of localiza-
tions of nodes, we observe sequences of contacts.
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When we focus on the sequence of calls of one single node, the as-
sumption of independence of the calls doesn’t remain valid, since two
consecutive calls of one single user have a high probability to be cor-
related. This induces temporal correlations in the sequence of events,
which need to be taken into account in the entropy measure. The Shan-
non entropy, as well as the extension to incomplete random variables,
don’t take these temporal correlations into account, since they solely
rely on the average frequency of each link to compute the expected un-
certainty. To take these temporal correlations into account, we use the
entropy rate!

Hy(X) = lim “H(Xy, Xo, Xy, ... X), (5.21)
n—o0 N
when the limit exists, where H (X1, X9, X3,...,X,,) is the joint entropy
of the sequence Xi,...,X,. If events are correlated over time, the en-
tropy rate will be lower than the Shannon entropy of the same sequence,
since the temporal correlations remove a part of uncertainty on the out-
come of the next event.

Calculating the exact value of the entropy rate is not possible, we
will estimate it using an estimator based on the Lempel-Ziv compression
algorithm [104], which shows a rapid convergence to the entropy rate of
the sequence. For n timesteps, the entropy rate is estimated by

n -1
H(X) ~ <iZA§> logn, (5.22)
=2

with Aﬁ being the length of the shortest substring starting at position ¢
that has not appeared yet in the ¢ previous steps.

We show the entropy rate over the 6 months of data averaged over
the call sequences of 719 users in the network. The users were selected
such that they have initiated at least one call in the first week of data
(to ensure activity from the start of the dataset) and such that they
made at least one call every two hours on average over the 6 months of
data (which ensures that they made on average 3000 calls in 6 months).

'In most textbooks, the entropy rate is notated H, but to avoid confusion with
the Shannon entropy, we added the index r.
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Figure 5.21: The average entropy rate H, (blue), the average Shannon
entropy (red) and the average degree-based entropy (green) of 719 nodes
in the network.

The first week of the data is not taken into consideration, since it is
used to detect active users. For comparison, we also show the Shannon
entropy of the sequences (the entropy of the frequency distribution of the
calls in each sequence, which would be the entropy rate if no temporal
correlations exist in the data) as well as the average of the logarithm of
the degree of the nodes, which would be the entropy if the nodes call
each of their neighbours at the same frequency (that we will further call
the degree-based entropy).

The average results (Figure 5.21) show that all entropies increase
strongly during the first week of data, and after about 7 days only the
degree-based entropy continues its increase. The sharp increase at the
start reflects that the number of distinct neighbours increases, lead-
ing to a more complex landscape of calling partners. After one week,
however, the entropy rate and the Shannon entropy stabilize, while the
degree-based entropy continues its increase. This is only possible if the
additional links are weak contributors to the entropy, understand that
those links are not frequently used by nodes. As an illustration, after
one week of data, on average 25% of the neighbours of a node are dis-
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covered, as well as 90% of its entropy rate. The 75% remaining contacts
are responsible for at most 10% of the information contained in the total
time series.

5.5 Further work

The proposed models, PU and DPU generate a growing sequence of
links, but also of their corresponding weights. Empirically, one can ver-
ify that after a sufficiently long time, the weight distribution produced
by the model corresponds to a power law, independently of the initial
weight distribution. Still, a formal proof that in all cases the weight
distribution will converge to a power-law distribution is not straightfor-
ward and still missing. In this work, we did not manage to provide such
a proof, however we give here the first steps of what we believe to be a
promising start of the proof.

The weight distribution produced by PU can be modelled by a dy-
namical system, let us call gy, the number of links having weight k
(k > 1). At each timestep, a link is chosen to either increase its weight,
or to create a new link with unit weight. The probability to choose a
link of weight k is then given by Ziylfyk‘ The probability that a link

increases its weight is given by 1 — % Finally, supposing that one starts
the model with an initial graph of weight mg, the total weight of the
graph at time ¢ (¢ = 0 at initialisation) is given by mq + ¢.

The expected dynamics of these variables can then be described with
the following dynamical system

_— iy K Y1 _
yl—Z[ijyji] 15 (1K) (5.23)

i

(1-=) VE>1 (5.24)
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which directly simplifies to

U1 = " +1m0 (szz -(1- K)?J%) (5.25)

1

= e (B 1= Kyiy = (k= K)i) VE>1  (5:26)

Uk

we can get rid of the time-dependent component by scaling the time
on a logarithmic scale: s = In(t 4+ myg), leading to

O =K yi— (1- Ky (5.27)
Osyp = (k—1-K)yi | —(k—K)y; Vk>1 (5.28)

Let us notice that this system increases continuously; the derivatives
annihilate each other, such that in the end, only the first term of the
derivative of y; remains. Let us call Y = ) yg, the number of links in
the graph, its size grows as 9,Y = KY, so Y = e5. We recover the
expected growth given earlier.

The weight distribution produced by the PU model after s steps is
given by 6%5. However, it is unclear whether this distribution reaches a
stationary state, or if the average weight constantly increases. A tenta-
tive approach of this problem would be to concentrate on the dynamics
of y1 in order to search for a closed form solution. If y; reaches a sta-

tionary state, it is likely that the consecutive variables will do the same.

5.6 Conclusions

Network theory has been at the centre of the attention for the last
decade, and has provided tools for understanding and modelling complex
interactions in a well-defined environment. However, while most studied
processes are dynamical, research has until recently been mostly con-
ducted by modelling these systems by static networks. Recent advances
in dynamical network studies have shown the usefulness of such an ap-
proach, may it be to observe the evolution of communities [148, 134],
to understand why some links persist over time and others not [82, 74],
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or to understand how the dynamics of social interactions influence the
transmission of information. In this chapter, we complemented these
previous research by showing how timescales play a crucial role in the
structure of networks.

Most research conducted on data-driven dynamical networks base
their construction method on time windows of a predefined length, from
which they extract a sequence of networks. The differences and similar-
ities between these networks are then expected to illustrate dynamical
properties of the network under study. In this chapter, we show that
such results are highly dependent on the length of these window sizes,
and that at different time scales, different structural properties of the
network emerge. Illustrating our findings with a mobile phone dataset
of 6 months of data, we show that the network grows continuously, and
that the average degree and the average strength of links never stabilize.
After nine days, the global clustering coefficient of the network reaches a
maximum, moment at which the dense parts (likely to be close to com-
munities) of the network are completely unveiled. For studies aiming at
studying communities, such a time scale is likely to be sufficient to un-
veil meaningful structures. In the meanwhile, it appears that one week
of data is sufficient to estimate correctly the degree distribution, which
rescales perfectly with distributions of longer time windows. Hence after
one week some statistical properties seem to reach a stationary state, but
not all, as for the weight distributions, which appear to converge more
slowly to a stationary distribution. Another time scale is of high impor-
tance in this dataset: the networks built with windows of one month of
data show the highest network similarity between two consecutive win-
dows. Such an information would be of great interest for someone who
wants to extract the “stable backbone” of the network. For smaller win-
dows, the similarity is lower because some stable links have not been
unveiled yet, while for longer windows, random links are added to the
network, which leads to a lower similarity.

Besides the importance of time scales, we also show that the exact
placement of time windows is of high importance. We show that net-
works constructed on different days of the week are likely to show very
different properties, and that even holidays have a high impact on the
structure of the obtained networks. Given that some studies have been
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conducted on datasets as small as one day of data [4], this information
needs to be taken into account when designing the study of a dataset.

In the second part of this chapter, we show that the size of such a dy-
namical network can be well-approximated by a power law, and provide
a model that reproduces such a growth. The aim of the proposed model
is not to provide a realistic explanation of the power-law growth of the
network, but rather to show that with some very simple assumptions,
such a growth can be obtained. By modifying slightly the proposed
model, we also manage to reproduce the growth pattern that is often
obtained when studying data-driven dynamic networks. In a first phase,
one observes a sharp start, followed by a steady growth that can be
represented by a power-law growth. We suggest that the initial strong
increase is due to a large number of links that are present in the network
before the start of the data collection period. These connections are all
likely to be uncovered quickly after the start of the data collection pe-
riod, at the same time as newly created connections also appear. After
this discovery period, these “hidden” links are all uncovered, and only
newly created links contribute then to the growth of the network, which
is then characterized by a power-law growth of the network. Using this
model, it is then possible to predict the future growth of the network,
but also to detect exceptional events and uncover temporal regularities
in the creation of new connections.

Even though a dynamical network is constantly growing, most infor-
mation is gathered in the early steps of the aggregation. The last part
of this chapter is strongly related to the finding that the most frequent
links appear early in the aggregation process. We quantify the amount
of information gathered in this aggregation process with a variant of
the classical Shannon entropy of the link weight distribution that takes
the dynamical component into account. Applied on the mobile phone
dataset, this measure shows that after a week, 98.5% of the information
contained in the network constructed in one month. Going a step fur-
ther, we show that if one focuses on the series of calls made by single
nodes over 6 months of data, 25% of their contacts are gathered in one
week, which account for 90% of the information contained in their se-
quence of calls. Hence after one week, the most significant neighbours
of each node are already uncovered, and the remaining 75% can be con-
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sidered as of less importance.

The initial aim to study dynamical networks was to find the right
time scale to study real-world datasets. Clearly, a dynamical network is
not constructed around one time scale, and there is not one correct time
window to study such networks. Instead, dynamical networks are con-
structed around a complex interweaving of different processes, which lead
to a set of different time scales which each uncover different properties of
the underlying network. For one who wishes to uncover communities or
to study the statistical distributions, a firs study of the time scales of the
dataset is necessary to ensure that the correct time windows are used for
the purpose of the analysis. As a final point, let us note that the present
study has been limited to the study of one dataset, and evidently calls
for further work. Although one may expect to observe similarly differ-
ent time scales in other types of data, it is less evident to predict which
results achieved on this dataset will be reproduced in other datasets.
In particular, order of appearance of the different time scales (rescaling
distributions, communities, similar time windows) might change.
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Chapter 6

Multiscale community
detection

In this chapter, we address the issue of multi-level community de-
tection, more precisely the detection of communities by using a scale
parameter. It presents two important issues, one concerning the quality
of the results, and one on the computational effort needed to obtain
informative results. We address the first point by showing that in ad-
dition to the well-known resolution limit a modularity-based method
suffers of an additional bound on the size of communities. We also
propose a way to reduce the computational effort by proposing a fast
multi-level algorithm, that also provides information on the signifi-
cance of the different levels of communities.

6.1 Introduction

Motivation Community detection in graphs has for long time been
identified as a multi-level problem, meaning that different levels of
organization can be represented by different levels of communities. The
lowest levels correspond thus to small and tightly bound communities,
while the highest levels correspond to large groups of nodes that are
weakly connected - but still more than expected in a random network.
Methods have been developed since the beginnings of community detec-
tion to uncover this multi-level structure, such as agglomerative or divi-
sive algorithms [76] which produce a dendogram of partitions. Other
147
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methods use successive optimizations to produce a hierarchical tree,
where the results of a level are used as input for the subsequent level
[31]. Those methods implicitly constrain the results to be hierarchi-
cally organized, meaning that there is a strict relationship of inclusion
between different levels.

More recently, methods that were developed to detect communities
at one single level have been revisited by adding a scale parameter into
the quality function to optimize. It is for example the case of modularity
[140]. In this case, the scale parameter has been added in order to tune
the resolution at which the communities are detected, and to handle in
this way the issue of the so-called resolution limit [72]. There are many
similar quality optimization methods, most are particular cases of the
very general Potts model [162].

So, while fast algorithms have already been developed to detect com-
munities given a precise scale parameter, there doesn’t exist a way to
know in advance what scale parameter to use. This has pushed re-
searchers to test a large number of scale parameters, and to decide a
posteriori which of them are significant, based on a quality criterion.
Given the large number of possible parameters, the computational effort
is extremely large only because a large number of detections are needed
to test the whole range of parameters. In this chapter, we address this
issue and propose a multi-level algorithm that uses the results produced
at intermediate levels to accelerate the search. The resulting algorithm
is particularly efficient if the network has a multi-level structure.

Since the introduction of the scale parameter was made in order to
handle the issue of resolution limit, we will address this issue shortly in
the next section. In particular, we will show how the introduction of the
scaling parameter leads to an additional bound on the size of the optimal
communities. However, the intent of this chapter is not to give an advice
on which method is appropriate for research and which is not. In some
applications, the resolution limit may not be a problem, thus methods
suffering from a resolution limit may be totally appropriate in some
cases. The fact that a method suffers from a resolution limit should not
be seen as a red flag for using the method, but indicates that the results
have to be considered with caution. In the practical application that



6.1. INTRODUCTION 149

we will present at the end of the chapter, we use a resolution limit-free
method, for reasons linked to the application itself.

Notations In this chapter, we consider a community detection method
that treats communities as partitions of the nodes N of the network. A
partition P of N is a set of non-overlapping groups of nodes, such that

|J @ = N, hence each node of N belongs to one and only one group.
meP
Each group 7 is a community.

The multi-level methods addressed in this chapter uses a scaling
parameter, denoted ~ hereafter. Its interpretation varies from author to
author, here we will use the most common interpretation: if v = 0, large
communities with weak density conditions are favoured (usually each
connected component of the network is one community), if v >> 0, high
density conditions are favoured, usually each community is a clique or a
single node. The scale parameter can be used in conjunction with various
quality functions. In this chapter, we will mainly address the scaled
version of modularity and the Constant Potts Model (CPM), introduced
in [183]. The scaled version of modularity will be written @), (abusively,
@ is used for traditional modularity, when v = 1), while CPM will be
defined by H,.

Structure of the chapter The chapter is structured as follows. In
the first section we explain the origins of multi-level community detec-
tion, especially in the case of scaled modularity, and we show how the
resolution limit problem is not completely solved by the scale parameter.
In the second section, we propose a fast algorithm for multi-level com-
munity detection. We provide proofs of the correctness of the algorithm,
and show how the results of the algorithm indicate the presence or ab-
sence of communities. Finally, in the third section we show a practical
application of the algorithm on a network of criminal offenders, made
in collaboration with the Belgian Federal Police. Since community de-
tection has still many open questions, we conclude and suggest further
work in the last section.
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6.2 Multi-level community detection

Many popular methods for detecting communities in networks are based
on the optimization of the modularity function, which is a measure of
the quality of a network partition into communities. The modularity
of a partition compares the density of links inside communities to the
corresponding density expected in a null model [140]. It has been shown
by Fortunato and Barthélemy [72] that modularity suffers from a so-
called resolution limit: modularity optimization methods often fail to
identify small communities.

Several authors have proposed objective functions for community
detection that incorporate a tunable resolution parameter so as to allow
community detection at different scales. One such function introduced
by Reichardt and Bornholdt in 2006 [161], can be written in the following

form:
3 Lr dr \?

™

In this expression, the sum is over the communities m, l; is the num-
ber of links inside community 7, d; is the sum of the degrees of the
nodes in m and m is the total number of links in the network. The case
v = 1 corresponds to modularity for the configuration model as defined
by Newman [140]. Higher resolutions are obtained by choosing higher
values for the resolution parameter v in Equation 6.1. Objective func-
tions that are mathematically equivalent to (), have been proposed in
a number of other contexts. In particular, Delvenne et al. have shown
[56] that the function @~ corresponds to the first-order approximation
of a dynamical process driven by the Laplacian of the graph where the
resolution parameter plays the role of a timescale (see also [116]). The
function @), is also a special case (for w = 0) of the function used by
Mucha et al. [134] to study so-called multislice networks. It has been
shown by Kumpula et al. [111] that methods based on the optimization
of @ suffer from a resolution limit similar to the one reported [72] for

v =1

An upper bound on scalable community detection While it is
known that an increase of the resolution parameter v lowers the reso-
lution limit of the method, we can show that any resolution parameter
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value v > 1 imposes a non-trivial upper bound on the size of commu-
nities. To establish this bound, consider two communities whose node
degrees sum to, respectively, di and dy and contain, respectively, [y
and [y internal links. Let also e be the number of links connecting the
two communities. Compare now the situation where the communities
are separate with the one where the two communities are merged into
one. In the latter case, the total degree of the community is given by
d = di + dy and the total number of links is equal to 1 +Ils + e. An el-
ementary calculation shows that the difference in the objective function
between these two situations is given by

AQy = (e - vdld2> (6.2)

2m

with separate communities leading to a larger value of the objective
function when AQ, < 0.
Since e < di, we have

1 d1d2 dl d2
< — -] = — —y— .
AQ’Y m <d1 2m ) <1 K > (6 3)

m 2m

and so AQ, < 0 when dp/(2m) > 1/v. Thus, if one can find a set of
nodes in a community whose total node degrees exceed 1/ of the total
node degrees in the network, then the value of the objective function
increases when making this set of nodes a separate community. This
imposes a non-trivial upper bound on community sizes as soon as y > 1.
In particular, a community of n nodes may not contain a fraction of the
total degree (or of the total number of links) larger than n/((n —1)y).
Let us now show with an example that the use of a resolution param-
eter may disaggregate large and densely connected communities. Con-
sider the network consisting of a clique of 16 nodes and of four cliques of
4 nodes each. There is one edge between the clique of 16 nodes and each
of the cliques of 4 nodes. All pairs of cliques of 4 nodes are connected to
each others with 2 links (Figure 6.1). The partition of optimal modular-
ity (v = 1) consists of two communities of 16 nodes each, as shown on
the left of Figure 6.1. This is a typical illustration of the resolution limit
where modularity optimization fails to detect the four small cliques of 4
nodes. When = is increased to enable the detection of the smaller cliques,
the larger clique of 16 nodes splits into 16 distinct communities of one
node each (middle of Figure 6.1, v = 1.5). As « is further increased,
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Figure 6.1: Community partitioning of the same network for different
values of the tunable resolution parameter v . On the left, the partition
obtained for v = 1 consists of two communities of 16 nodes each ; this is a
typical example of the resolution limit of modularity where modularity
optimization fails to detect the four small cliques of 4 nodes. As the
resolution parameter is increased to v = 1.5, the method still fails to
detect the four small cliques but the nodes in the large clique now form
sixteen distinct one-node communities. When v = 2 (right) the four
small cliques are finally separated.

the second community finally splits into 4 cliques (right of Figure 6.1,
v =2).

As this simple example shows, when optimizing the objective func-
tion @4 for v > 1 one should be aware of the tendency of the resulting
optimum to disagregate large and dense communities and be cautious
when interpreting the partitions obtained.

Issues on the resolution limit The preceding example could be re-
produced for other quality functions, many global quality functions suffer
from a resolution limit, even when a scale parameter is introduced. In
fact, even the definition of a resolution limit-free method is not trivial.
While it is easy to show, with some appropriate examples, that a method
suffers from a resolution limit, there has not been, until recently, a proper
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definition of the conditions for being free of any resolution limit. In a
recent paper, Traag et al. [183] propose a mathematical formulation of
conditions for resolution limit-free methods, and show that only a few
methods fulfil those conditions. They also propose a quality function,
the Constant Potts Model (CPM), that is resolution limit-free following
their definition.

This model is striking of simplicity, but shows excellent performances
on traditional benchmark graphs. It is built in the same philosophy as
scaled modularity, but instead of comparing the density of a community
to the configuration model, it compares it to a constant value

Hy = Z lr — *yz Ny’ (6.4)

Note that in expression, the normalization % has disappeared. The
quantity n,? is the square of the number of nodes of community 7,
corresponding to the maximal possible number of links in the community.
Note also that this expression is very similar to a measure proposed by
Reichardt and Bornholdt [161], in which ~ is multiplied by a parameter
p, which represents the average probability of two nodes to be connected
in the whole network.

The algorithm that we will present in Section 6.3 may be applied to a
large variety of quality functions, but we will apply it with CPM in the
case of the examples.

Computational challenges in multi-level community detection
Besides the qualitative issue of the influence of a resolution limit on
the solutions, the introduction of the scale parameter provides an ad-
ditional computational difficulty. The scaling parameter v represents
one degree of freedom of the detection method, and optimal partitions
are detected independently for different values of ~ by using the user’s
favourite optimization method. This procedure leads to a sequence of
“optimal” partitions associated to a sequence of corresponding values of
~v. However, it is clear that not all values of v represent a significant
level of organization of the network. Thus, the question of the choice of
the “right” scale parameter has become a central question in multi-level
community detection. Let us illustrate this with an example.
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() (d)

Figure 6.2: Communities at several levels. (a) partition for a low value
of v. (b) partition for a high value of 7. (c) and (d) two equivalent
partitions for an intermediate value of ~.

The network shown on Figure 6.2 is composed of 8 cliques of 4 nodes,
which are disposed in two groups of 4 cliques (left and right). Inside the
two groups, each clique has two links to its two adjacent cliques, and
there are only two links between the two groups. For a low value of ~,
the only optimal partition is the left-right partition showed on Figure
6.2(a). For a high value of 7 instead, the optimal partitions will be the
cliques (Figure 6.2(b)). In those two cases, there is no alternative for the
optimal partition, essentially because those partitions correspond to a
real structural organization of the network. For an intermediate value of
7, however, there is no such structural organization, and the partitions
shown on Figure 6.2(c) and 6.2(d) are completely equivalent from the
perspective of the quality function (this holds for any quality function).
This intermediate level is then possibly less representative of a strong
structural organization than the two other levels. It is important to note
that there is no actual consensus on whether degeneracy can be used as
an actual proxy for badness of the partition. In some cases, there might
exist two perpendicular segmentations of the nodes of a network, that
both represent a significant partitioning, but that are equivalent. Several
attempts have been made to provide a robust method that determines
of the significance of . The main idea behind most proposed solutions
is that for being significant, the partition at a given + needs to be ro-



6.2. MULTI-LEVEL COMMUNITY DETECTION 155

bust to perturbations on the problem. If the optimal solution of the
perturbed problem is close to the optimal solution of the original prob-
lem, the original solution is said to be significant. There exist several
ways to introduce perturbations in the community detection problem:
by making small random modifications of the structure of the network
[95], by modifying slightly the scale parameter [6], or by modifying the
optimization algorithm used for detection communities. A more exten-
sive list of proposed modifications is available in [114]. This method will
be used in the remainder of this work, let us note, however, that this is
not the only available way. Seen for example, Lancichinetti et al. [118]
who propose instead to determine the significance of communities with
the probability that the same group of nodes would be detected in a
random network and references herein.

While the nature of the perturbation differs between the methods,
they all follow the same procedure: given a range of possible values for
v, they detect the optimal communities for a sequence of values of =,
each v being tested one or several times, depending on the type of per-
turbation. Then, based on a robustness criterion, some values of v are
said to be robust and others not. In such a situation, the researcher
needs to make a choice between testing a large number of samples for
and working fast. Knowing that for large networks, the possible values
for v may range over 10 or more orders of magnitude, the desired preci-
sion on v has a high impact on the total computation time. This might
sound like a never-ending story; a few years ago, it was hard to find
good communities in a reasonable time on a large network. Nowadays,
fast algorithms producing results of good quality are available (see for
example [31]), but a large number of detections are needed, which leads
again to an excessive computational time.

We propose a solution to this problem in the next section with an
algorithm that allows to significantly reduce the number of scale pa-
rameters to test when the network has a real community structure at
multiple levels.
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Quality function Lp Dp
CPM Yl o Xng
Scaled modularity > %’r > (g—;;)z

Reichardt and Bornholdt (RB) | 3 &= > Dn
Ronhovde and Nussinov (RN) | Y0, Y. n.2—1I,

Label propagation Sile 0

Table 6.1: Expression taken for Lp and Dp for different quality functions
that apply to the form (6.5). The RB model has been introduced in [162]
where p, stands for the expected number of links inside community 7
given a null model. The RN model has been introduced in [165]. For the
sake of simplicity, only the unweighted versions of the quality functions
are given here, the extension to weighted networks is straightforward.

6.3 Fast multilevel community detection

The present algorithm has been initially designed using CPM as quality
function, but it can be applied to a range of quality functions, that all
take a similar functional form, namely

H.,=Lp—~Dp (6.5)

where Lp and Dp are constants determined by the partition in commu-
nities P. The significance of Lp and Dp varies depending on the quality
function, the most notable of them are given in Table 6.1. The quality
of a partition thus depends only of those two values, and on . The
following proposition is then straightforward:

Proposition 1. Given P, P’ two partitions on the same network, and
v, 7 two scale parameters such that

v <7 (6.6)
H(P) > H'y(P,); (6.7)
Ho(P) < Hop(P), (6.8)

Then, Dp > Dp/.
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The three inequalities imply that P is a better partition than P’ for
~ and P’ is a better partition than P for +/.
The proof is immediate, considering two linear functions, it is a simple
condition on their derivatives.

Proof: Let us write ¥/ =~ +¢€, € > 0.
We have then

1/(P) = H,(P) — eDp (6.9)
H,YI(P/) = ’H»Y(P/) - EDPI (610)

Supposing that Dp < Dp/, we have immediately a contradiction with
6.7 and 6.8. |

Since this is true for any pair of partitions respecting the 3 conditions,
it is also true for two optimal partitions for two different levels of v. We
can thus deduce the profile of Dp for a sequence of optimal partitions:

Lemma 1. Given a set P of partitions on the same network and an
ordered sequence of scale parameters I' = {vy < vy < ...}. Let the
sequence {Py, P1,...} be a sequence of the best partitions of P for the
scale parameters of I'. Then, the corresponding sequence {Dp,, Dp,, ...}
1s monotonically decreasing.

Also, in the case of two partitions having the same value of D¢, it is
always possible to rule out one partition.

Lemma 2. If two partitions P and P’ are such that Dp = Dp:, they
are either equivalent (Lp = Lp:), or one is always dominating the other

(H,(P) > Hy(P') Y~ or Hy(P') > Hy(P) V).

Let us finally remark that if a partition P is optimal for v and +/
(v <7/), it is also optimal for the interval [y,~']. If this wasn’t the case,
if there existed 7" and P’ such that H.»(P") > H.»(P), by applying
twice Proposition 1 we would obtain Dp > Dpr > Dp, which is impos-
sible.

Given that the number of partitions on a finite set of nodes is fi-
nite, the sequence of optimal partitions for v in the continuous interval
[Ymins Ymaz) 18 also finite. We can thus completely characterize the profile
of DP.
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Theorem 1. Given the finite set Pop of partitions such that Vy €
[Ymin, Ymaz), the partition P which mazimizes H(P) is in Pop. Then,
we can order the partitions of Popt as { Py, P1, ..., Py} such that {Dp,,Dp,,...,Dp,}
is a decreasing sequence and 3 a sequence {Ymin = Y0, Vis---sVhtl =
Ymaz Such that P; is the optimal partition for the closed interval [y, Yit+1]-

Proof: Since there are an infinite number of possible values for v, and only
a finite number of partitions in Py, there exists at least one partition
P in P,y that is optimal for more than one value of 7. Let us take
the minimum and maximum values, Yp min and ypmaqq for which P is
optimal.

P is then optimal for the interval [yp min, YP,maz)- We can then remove
P from P, and the open interval |Ypmin, YPmaz| from [0, ¥mas], and
start again the same reasoning. Since P,y is finite and Vy € [0, Ymaz),
the partition C which maximises #. (P) is in Pope, in a finite number of
steps, we will have built the desired sequence. From Proposition 1, we
know that the sequence {Dp,, Dp,,...,Dp,} is a decreasing sequence.
Finally, we need to prove what happens at the border of the intervals.
Let us suppose that P is optimal for v and that P’ is optimal for all o'
such that 7" < 7. We also know that Dps > Dp and H. (P') > H. (P).
Let us write then v =" + €.

We can rewrite H~(P) = "/ (P)+eDp and H(P') = H (P')+€eDp:.
Since € can be as small as we want, and that we always need to have
H.(P') > H.(P), the only possibility is that H.,(P) = H,(P'), and
thus both partitions are optimal for 7. As a consequence, both parti-
tions are optimal at the intersections of the intervals. |

This result provides the profile of the optimal partitions: for a given
interval [Yimin, Ymaz] Of possible values for 7, the optimal partitions are
a finite sequence of partitions for which the sequence of Dp(7y) is a de-
creasing function in the shape of stairs. Each plateau Dp(7) corresponds
to an optimal partition. The profile of H, is then a convex piecewise
linear monotonically decreasing function of ~.

We can exploit this result to reduce the number of detections needed.
Suppose there exists an algorithm that finds the partition that maxi-
mizes H., in polynomial time. If, for two different values v and +/, this
algorithm returns optimal partitions with identical Dp, one knows that
these partitions are also optimal for the intermediate values between -~y
and 7/. It is thus not necessary to detect communities for any value
inside the interval, since an optimal partition is already known.



6.3. FAST MULTILEVEL COMMUNITY DETECTION 159

Such an algorithm capable of returning the exact optimal partition
in polynomial time is not known to date. The best available algorithms
are heuristics that produce in a short time partitions of good quality.
The algorithm given hereunder takes this into account in order to detect
as well as possible the plateaus of the function Dp(7y).

Algorithm 1 Multi-Level Community Detection (MLCD)
Require: Gy, Vmazs €4:€D
Partitions < []
ToDoList < Pile()
Py < BestPartition(G,7)
Ppaz < BestPartition(G,Yimaz)
ToDoList.push ([0, Ymaz))
Partitions.insert(( Py, v0))
Partitions.insert(( Pmaz, Ymaz))
while length(ToDoList) > 0 do
next < ToDoList.pop()
ToDoList.push(OLCD(next))
end while
return Partitions

MLCD is a recursive algorithm, which calls a sub-routine. This sub-
routine (OLCD, described below) takes as parameter an interval and the
best known solution on its borders.

OLCD may encounter three different cases. The first case is that
one solution on one side of the interval dominates (with respect to H)
the solution on the other side. This may happen since the community
detection algorithm BestPartition is a heuristic and does not return the
optimal solution. In that case, the dominated solution is replaced by the
dominating solution, and the interval adjacent to the dominated solution
is returned for check. This step is called propagation.

The second case, if no propagation occured, is that either both par-
titions are similar (their values of Dp do not differ by more than ep) or
that the width of the interval is smaller than e, (the width is calculated
on a logarithmic scale). In this case, the algorithm stops for this interval.
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Finally, if none of the two previous cases happen, OLCD uses the
community detection method to find the best partition for + at the
geometric centre of the interval, and returns as next intervals to check
the first and second half of the original interval. This case is called
exploration.

Algorithm 2 One Level Community Detection (OLCD)
Require: G, [vi,7Vit1), Pi, Pit1, €y,€p, Partitions

Case 1: Propagation

if H“{i+1(13i) > H%+1 (Pi-i-l) then

Piy1 < P
return [v;;1,vii2]
end if
if 'H%(Pprl) > ’H%(Pz) then
P < P
return [y;_1, 7]
end if

Case 2: End of algorithm

if Dp, — Dp,,, < ep then
return ()

end if

if logy;4+1 —logv; < ey then
return ()

end if

Case 3: Exploration

Ynew < \/m

Ppew < BestPartition(G,vpew)

Partitions.insert( Prew,Ynew)

return [[vi, Ynew|, [Ynew, Vi+1]]

To sum up, the MLCD algorithm functions as a dichotomical search
for plateaus in the interval [yo,Vmaz|.- It starts by detecting the com-
munities on its borders 79 and Y42, and if both solutions differ (if the
difference between their values of Dp is larger than ep), it searches for
the best partition at the centre of the interval, and recursively runs again
on the two halves. The dichotomical search is made on a logarithmic
axis.
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The advantage of the algorithm is that it avoids searching for com-
munities in the middle of plateaus. If the solutions left and right of an
interval are similar, there is no need to search for an optimal solution in-
side it, which saves a large number of unnecessary trials. Moreover, the
obtained plateaus provide in turn important information on the stability
of their partitions. If a plateau is large, the corresponding partition is
robust to a small perturbation on . Finally, one needs to determine
which of the plateaus are significant and which are not. In practice, one
expects that the whole range of possible values of v is composed of a
small number of intervals over which the partitions are stable, separated
by “transitive” values of « for which the obtained partitions are less sta-
ble. The stable intervals are then expected to appear as intervals where
the degeneracy of the solutions is — relatively speaking — lower than the
degeneracy of their surrounding transitive partition levels. We explain
in the following how the degeneracy of solutions can be quantified using
a measure coming from information theory.

Normalized variation of information to compare partitions To
detect partitions that are likely to be degenerated, we apply several
times the MLCD algorithm, and compare for each ~ the optimal parti-
tions given by the different runs. To compare the different partitions, we
use a metric called the normalized variation of information (NVI), an
information-theoretic based measure introduced by Meila [132]. Each
partition can be associated to a random variable that gives the prob-
ability that a randomly chosen node will be in each community. We
associate partitions to P and P’ the probability distributions of two
random discrete variables X and Y. The probability p(X = x) is the
probability that a randomly chosen node belongs to community  of P,
and p(Y = y) represents the same for communities y of P’. If n, is the
size of community z, p(X = z)"=.

If both partitions are identical, the outcome of X provides us a complete
information on the outcome of Y, i.e. if one knows the outcome of X for
one particular node, one also knows the outcome of Y for that node and
vice-versa, while instead if both partitions are uncorrelated, the outcome
of one variable does not give any information about the other variable.
This is captured in the NVI, which measures the difference between the
uncertainty on the outcome of each variable and how much information
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they share.

The variation of information (VI) measures the uncertainty on the
outcome of one variable knowing the outcome of the other.

VI(X,Y)=H(X)+H®Y)-2[(X,Y) (6.11)

where H(-) is the Shannon entropy of a probability distribution and the
information I is given by

B eV — o p(X =zY =y)
I(X,Y) —g;(g;p(X— Y =y)los P = )

(6.12)

where p(X = z,Y = y) is the joint probability of having a node being in
community z of P and at the same time in community y of P’. If both
partitions are uncorrelated, this probability is p(X = x)p(Y = y), and
hence the information is 0. The NVI is then the normalized version of
(6.11), which allows the results to be robust to a change of the entropy
of both distributions

I(X,Y)

NVI(X,Y)=1- BT

(6.13)
With the use of this tool, we compare partitions in the same way as what
is done in [114] by taking the average NVI over all pairs of partitions
returned by the different runs of MLCD for the same parameter +.

Zachary’s karate club network In order to help the reader to un-
derstand how the results of the algorithm need to be decoded, we show
here a first small example, after which we will show the performance
of the algorithm on graphs that are either known to show community
structure, or on the contrary that do not have any community struc-
ture. In what follows, we have used as community detection method
the algorithm proposed by Traag et al. [183], which optimizes CPM
with a heuristic routine very similar to the Louvain method [31]. The
original code of the method has been provided by Vincent Traag, who
implemented the Louvain method to detect partitions using the CPM
on unipartite networks. We modified this method to allow detection on
bipartite networks (see the application in the next section) and imple-
mented the multi-level algorithm around this one-level method.
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Figure 6.3: NVI and Dp profile for Zachary’s karate club network, for
100 runs of MLCD, with parameters ep = 1 and €, = 1073, The most
stable plateaus are shown in red. The dashed lines are intended as a
guide to the eye.

We show the results on the well known Zachary’s Karate club network
[193] (see Figure 6.3). The MLCD algorithm has been applied 100 times
on the network, and for each possible value of v, the NVI between the
100 optimal partitions has been computed.

In order to consider a partition as stable, one needs to have a large
plateau for Dp, and a low NVI. On Figure 6.3, the most stable parti-
tions — except for the trivial partition where all nodes are in the same
community — are shown in red in the graph of Dp. The partition des-
ignated by number 2 shows both a large plateau and a NVI of 0 value,
which means that the 100 runs have returned the same partition for the
corresponding values of . This partition, shown on Figure 6.4(b), corre-
sponds to the historical separation of the club. Partitions 1 and 3 show
intermediate situations; both partitions are also returned by each run
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(c) Partition # 3 (d) Partition # 4

Figure 6.4: Partitions on the Zachary’s karate club network, correspond-
ing to the plateaus shown in Figure 6.3. Partition (b) corresponds to
the historical separation of the club.
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(NVI is 0), but their plateaus are narrower than partition 2, meaning
less stability with respect to a perturbation on . Finally, partition 4
has a large plateau, but corresponds to a situation where several optimal
partitions exist (degeneracy of solutions), as is shown by the non-zero
NVI.

The results on the karate club network illustrate the ambiguity of
the obtained solutions: two different indicators are taken into account
to quantify the quality of a partition, hence it is not always possible to
give a clear ranking between the candidate plateaus. Is it better to have
a larger plateau or a lower NVI? In this example, is partition 2 better
than partition 47 So far, we cannot propose a clear solution to this issue.

Results on Lancichinetti-Fortunato benchmark networks The
algorithm has been tested on several instances of the benchmark net-
works introduced by Lancichinetti and Fortunato [117]. These bench-
marks are constructed based on an a priori known community structure.
The size n, of the communities is decided such as to fit a power law
(p(ny = n) x n~"2). The degrees of the nodes are also decided such that
they fit a power law (p(d; = d) o< d~™). Finally, the stubs are connected
randomly, with probability 1 — p inside communities and with proba-
bility p between communities. The tuning of the topological mixing u
allows then to produce networks of different configurations. The interest
of these benchmarks is that they have a community structure at only one
level; since links are drawn randomly, so as to match a certain density
inside the communities, there is no additional hierarchical structure in
the communities. On Figure 6.5, we show the results produced by the
algorithm for 100 runs. Strikingly, the only stable partition corresponds
indeed to the partition a priori decided. Besides this partition, no other
partition is found by the algorithm. The method also shows the range of
scale parameter values for which the correct communities are detected.

In the absence of communities... A good community detection
method finds communities when communities are present in the network,
and does not find any when the network has no community structure. We
show this by applying MLCD on Erd&s-Rényi random networks, which
are known not to have any community structure. Indeed, MLCD shows
no stable partition on the Erdos-Renyi network, as expected. Some small
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Figure 6.5: NVI and Dp profile for two instances of the Lancichinetti-
Fortunato benchmark. Both networks have been generated with 1000
nodes, an average degree of 20 and a maximum degree of 50. Degrees fit
a power-law distribution with exponent -2, and community sizes range
from 10 nodes to 50 nodes, and fit also a power-law distribution with
exponent -1. The network in (a) has a topological mixing of 0.1 (for
each node, 90% of its links are within its community) and in (b) has a
topological mixing of 0.5. In both cases, the NVI and Dp profile have
been computed over 100 runs, with parameters ep = 1 and e, = 1073,

locally stable partitions are observed, which comes from the fact that the
network are not purely random, and some locally dense substructures
appear in the generated networks.

Computational advantages of the algorithm The advantage of
MLCD over classical multilevel methods, such as presented in [114] is
that MLCD detects only communities at the boundaries of plateaus of
Dp, which reduces the number of calls to the community detection
method. However, it is not possible to quantify exactly what gain in
computational time is achieved by this approach, since the number and
width of plateaus depends on the community structure of the network.
If the network is well-organized in multi-level community structures, Dp
is composed of a few large plateaus, and hence MLCD needs only a few
exploration steps to detect the transitions. If the network does not con-
tain any community structure, such as an Erdos-Renyi network, Dp is
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Figure 6.6: NVI and Dp profile for two instances of the Erdos-Renyi
random network. In (a), the network is composed of 100 nodes, in (b),
the network is composed of 1000 nodes. Both networks have an average
degree of 10. In both cases, the NVI and Dp profile have been computed
over 100 runs, with parameters ep = 1 and ey = 1073,

composed of a large number of very short plateaus, and MLCD takes
approximately the same time as methods that detect communities by
sampling a large number of values of . To illustrate this, we applied
MLCD on a sequence of networks showing an increasing level of ran-
domness. The initial network is shown at Figure 6.7(a), it is composed
of 256 nodes, organized in 3 levels of communities. The first level of
communities are cliques of size 4. The second level of communities are
groups of 4 communities of level 1, and the communities at level 3 are
groups of 4 communities at level 2. To ensure connectedness between the
communities at level ¢ — 1 inside the level ¢, each pair of communities of
level i — 1 belonging to the same community of level ¢ are connected by
two randomly placed links. In the following, we call this network 3C' Ky,
in reference to the 3 levels of communities based on 4-cliques.

This hierarchically structured network is expected to perform very
well using MLCD and to show three large plateaus. To increase the
randomness of the network, we rewire randomly a fraction p of the links
of the network, chosen at random. Increasing p leads then to a deterio-
ration of the community structure, p = 1 producing a random network.
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An example for p = 0,0.3 and 1 is shown at Figure 6.7.
The shape of Dp and the NVI for increasing value of p changes from

Figure 6.7: Example of a 3C' K, network with (a) p =0, (b) p = 0.3, (c)
p = 1. All networks are composed of 256 nodes and 636 links.

the three large plateaus, corresponding to the three levels of hierarchy
(p = 0) to a shape similar to what has been obtained for Erdos-Renyi
networks (p = 1). Figure 6.8 shows the increase of computational time
for p varying from 0 to 1.

6.4 Results on a network of criminal offenders

MLCD was developed in a joint project with the Belgian Federal Police.
The project’s objective was to detect communities in a network of crim-
inal offenders. Several criminal activities, such as burglary or drug traf-
fic require the association of several people with different competences.
Each time a group of people are caught for an illegal activity, their col-
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Figure 6.8: Average runtime for 100 runs of MLCD and computation of
the NVI on 3CK, networks with varying p. The point at p = 1073
represents the situation when no links are rewired from the original
network.

laboration is recorded, which leads to a network of criminal offenders.
A natural question then is if this network is organized in communities,
which would reveal organized structures.

A dataset of criminal facts The studied dataset consists of the
records of 5 years — from 2006 until 2010 included — of criminal facts
known to the Belgian Federal Police. A criminal fact is an offence or
attempt of offence against a law of the penal code or to a special law
as defined by the ministry of interior, that is located in time and space
and for which at least one person is known to be responsible for. Such
persons are further called actors, criminal facts will be simply denoted
by facts.

The dataset contains 1.4 million facts and 755,000 actors, every actor
is involved in at least one fact. Every fact is identified by a unique
identification number, and has a list of descriptors:

Time interval: The precise moment at which a fact has happened is
often not known, most facts are therefore associated to a time
interval in which it has certainly happened. The width of such a
time interval may vary from a couple of minutes to several years.
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Fact type: Every fact is designated by a numerical code coming from
a dictionary of 287 different codes that describe the type of fact.
These types are general descriptions.

Fact qualification: Every fact is designated by a numerical code from
a dictionary of 1323 different codes that describe the qualification
of the fact. These qualifications are more descriptive than types.
For example, the fact type 52 is used for all facts that concern
selling drugs, can relate to several different qualifications, such
as unauthorised selling of drugs to a child under 12 years old,
unauthorised selling of drugs to a child between 12 and 16 years
old, unauthorised selling of drugs to a child above 16 years old,
unauthorised selling of drugs to an adult. ..

NIS code: The commune code of the area where the fact has happened.

Fact environment description: Every fact has a numerical code that
describes the place where the fact happened. The code comes from
a dictionary of 717 different standard descriptions of places, with
varying precisions. These descriptions can be anything: “a house”,
“a castle”, “a kitchen”, “a bakery”, “a church”, ...

It is important to note that every fact is completely described and that
the descriptions are reliable, which will be useful for validation purposes.

Every actor is also identified with a unique identification number,
and, in some cases, additional information about the actor is known.
This information is in most cases incomplete, and its veracity is not
always ensured, since the actors might provide false information about
their identity. In some cases, it happens that the same actor has given
several distinct dates of birth, several nationalities, several home ad-
dresses, etc. This is why most actor description fields contain more than
one entry:

Gender: For most actors, their gender is specified. This information is
encoded for 98.5% of the actors.

Nationalities: For some actors, one or several nationalities are known.
Five fields are available, in which the five first known nationalities
are recorded under a numerical code. The information for the first
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to fifth nationality is encoded for respectively 96.5%, 0.6%, 0.04%,
0.005% and 0.001% of the actors.

NIS codes: Two fields are available for the official home address of the
actor, and two other fields are available for the known address in
use of the actor (if they do not live at their official address). The
addresses of the two official and two known addresses are encoded
for respectively 77.9%, 0.06%, 12.8% and 0.002% of the actors.

Years of birth: Five fields are available for the years of birth given by
the actor, available for respectively 99.9%, 1.2%, 0.3%, 0.1% and
0.07% of the actors.

Specialities: Two fields are available for numerically-coded speciali-
ties coming from a dictionary of 43 different descriptions. This
descriptor is used if the actor is known to be principally active in
one particular activity, for instance strawpersons in financial crimi-
nal organizations, chemists or sellers in drug organizations. .. This
information is available for respectively 6.0% and 0.003% of the
actors.

Finally, each fact has a list of actors that are known to have partici-
pated to the fact, which will generate the network structure.

It is important to note that the available dataset represents only a
small fraction of the reality. In this particular dataset, even more than
any other, the nodes avoid to be seen. On average, the Police estimates
that only 15% of the facts that are happening are finally assigned to
at least one known offender in their database. This might have a high
influence on the structure of the resulting network.

From the dataset, we build a bipartite network of actors and facts,
where each actor is connected by a link with the facts in which he/she is
involved. This results into a network of 591,707 connected components
with sizes ranging from 2 to 270,615.

The high sparsity and disconnectedness of the network might be due
to two particular reasons: either the available data is too poor, and
the many missing links have disconnected the network, or some facts do
not result from a networked organization. By grouping the connected
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Figure 6.9: Distribution of the number of actors per connected compo-
nent. 70% of the actors are the only actor of their component, only 7%
are in the largest connected component.

components by their number of actors, and analysing the types of facts
they contain, we see that the composition of the connected components
varies following the number of actors they contain (see Figure 6.10).
Connected components with one actor are dominated by facts such as
driving license removal, or identification control. Those facts are indeed
not related to any group activity, but rather to single persons. Larger
connected components, instead, contain mostly facts related to theft,
which is more related to a networked activity.

The sparsity of the network is probably due to both reasons, but the
distribution of the fact types suggests that small connected components
contain mostly facts that are not targeted by this study. In the remaining
of the study, we have focused on the connected components that contain
at least 5 actors. After this filtering, the network is composed of 4,856
connected components and contains 91,400 actors and 303,464 facts.

Structure of the network One of the reasons why complex networks
have attracted the interest of researchers recently is that they all share a
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Figure 6.10: Frequency of each type of fact in the different kinds of
connected components, sorted based on their number of actors. The
connected components with one single actor are dominated by losses of
driving license and the special law on identification cards, the compo-
nents of 2 to 4 actors by assault and battery facts and the components
of 5 and more actors by simple and qualified theft.

set of non-trivial characteristics, such as broad degree distributions and
high clustering, that random networks are unable to reproduce. These
features also characterize the network of criminal offenders. Since the
network has a bipartite structure, the measures have been separated for
both classes of nodes, such that any difference between classes can be
detected. The degree distribution of actors and facts (see Figure 6.11)
ranges over several orders of magnitude, there is a wide variety in the
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Figure 6.11: Degree distribution of (a) actors and (b) facts. Both distri-
bution range over several orders of magnitude, some actors are involved
in 300 different facts, and some facts involve up to 100 actors.

level of activity of actors and facts. However, it is important to note
that contrarily to classical complex networks, such as social networks,
the high-degree nodes might be of low importance. Since this network
deals with criminal offenders, the most connected node is not necessary
the most active node, but one that has often been caught. This can be
viewed as a godfather effect: the most important nodes might be very
weakly connected.

While the degree of an actor shows how many facts he/she is involved

in, the distance 2 degree says how many collaborators he/she has.
For facts, it represents the number of other facts in which its actors are
involved in.
We compare the distance 2 degree distribution of actors and facts in the
network to the same measure in a network in which the links have been
randomly rewired so as to keep the same degree distribution than in the
original network (i.e. the configuration model for bipartite networks).

As shown on Figure 6.12, the distance 2 degree is higher in the ran-
domized network than in the original network. Knowing that the degree
distributions of both networks are identical, this suggests that the net-
work should be locally dense.

The clustering coeflicient is a usual measure of the local density of
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Figure 6.12: Distribution of distance 2 degree in the real network (blue)
and randomized (red) for actors (a) and facts (b).

the network. In a classical unipartite network, it measures the transitiv-
ity of the network by counting the density of triangles around a node. In
a bipartite network, however, triangles do not exist, and the clustering
coefficient needs to be redefined. Borgatti and Everett have suggested
an extension where the clustering coefficient is defined for pairs of nodes
based on their number of common neighbours [35] and Latapy et al. have
proposed to average the previous result on all distance 2 neighbours of a
node to obtain a measure related to a single node [119]. However, none
of these definitions have the same philosophy as the original clustering
coeflicient, which is why we introduce here a measure of clustering that
captures properties similar to that of the usual clustering coefficient.

We define the clustering coefficient in a bipartite graph as the density
of the network between the neighbours at distance 1 and 2 of the node.
If a node has d; neighbours at distance 1 and d; 2 neighbours at distance
2, the minimal number of links between those two levels is d; 2 (since
each node at distance 2 needs to be connected to a node at distance 1).
The maximal density is d;d; 2, in which case each node at distance 2 is
connected to each node at distance 1. The clustering coefficient reads
then
_ z—di»

didio — d; 2’

where z is the number of observed links between the neighbours at dis-

(i) (6.14)
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(a) (b) (c)

Figure 6.13: Example of clustering coefficient of the black node. It
has 3 neighbours at distance 1 (grey) and 4 neighbours at distance 2
(white). The clustering coefficient is then computed by counting the
number of thick links, between those two levels. In (a) the density is
minimal C' = =4 = 0. In (b), the clustering is % = 0.375. In (c),

12—4
the network is as dense as possible C = % =1.

tance 1 and distance 2 (see Figure 6.13 for an example)

We show in Figure 6.14 the distribution of the clustering coefficient in
the network (blue) and in a network where the links have been randomly
rewired so as to keep the degree distribution identical to the original net-
work (red). We see that most nodes have a low clustering coefficient,
but that in the real network, a significant number of nodes have a higher
than expected clustering coefficient, which indicates that the network is
locally dense. This is a good indicator of the presence of communities.

Bipartite communities Many unipartite networks are based on bi-
partite datasets, from which a projection is made in the space of one par-
ticular class of nodes. For example, a mobile phone network is originally
a bipartite network of customers and phone calls, where each customer is
connected to the phone calls in which he/she participates. While in that
particular case the projection from a bipartite network to a unipartite
network is not an issue because each call only involves exactly two cus-
tomers, the projection process usually destroys some information on the
network structure. This has led researchers to advocate the use of the
bipartite structure of networks, instead of using one of their projections
[122]. However, the difference between the community structure one
would obtain in a bipartite network and in one of its projections is not
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Figure 6.14: Distribution of the clustering coefficients in the real network
(blue) and randomized (red) of the actors (a) and facts (b).

trivial. In this paragraph, we address this question and show how the
result of CPM provide local information when detecting communities in
a bipartite network and global information in one of its projections.

On a bipartite network, CPM has to be slightly modified. The second
term, v > n.2, represents the number of possible links inside the com-
munity 7. In a bipartite network, where nodes are divided in two classes,
the number of possible links between them is given by the product of
their sizes, hence CPM reads

Hy = Z lp —7 Z Nl (6.15)

where n, and n/. are the number of nodes of both classes in the commu-
nity .

Consider a bipartite network with two classes of nodes A and I'. This
network is defined by its adjacency matrix A € R™*™T in which each
row correspond to a node from A and each column to a node from I'.
The projection on A is given by A2 = AAT and its projection on I' by
Al = AT A.

Let us remark that if a node in A is connected to k nodes in I, they
will form a clique in the projection on I', hence a node of degree d creates
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d? links in its projection.

A community 7 in the bipartite network is constituted of a group of

nodes of A, called wa of size n,; and a group of nodes of I', called 7 of
: !/

size n._.

For a given -y, the detection of communities corresponds to the following

optimization problem

max Z Z (Aij — 7n7rn;) (6.16)

TEP i€TA
Jjemr

There exists a wide literature on clustering methods on bipartite net-
work, given the large number of possible applications e.g. in text mining
or bioinformatics. Most methods developed in this area are known under
the generic term of co-clustering, or bi-clustering. These methods have
the same goal as community detection on a bipartite network, 7.e. find-
ing groups of nodes in a network that can be represented by a bipartite
structure such that nodes of the same group share similar properties.
However, the method proposed here differs from classical co-clustering
methods in the same way as classical community detection methods dif-
fer from classical clustering methods: community detection methods use
the network structure to detect dense parts of the network, while clus-
tering methods often rely on distance measures between items to define
the optimal groups.

On can rewrite the objective function (6.16), by writing Ny, (j) for
the number of neighbours of j in wa, as

max Z Z (N7rA (j) — ﬂynwn;) (6.17)

weP jenmr

In the projection on A, this corresponds to
2 2
m}gxz Z (NTr ()7 — yngnl. ) (6.18)

Let us notice that here, we simply rewrite the significance of the function
optimized in the bipartite network in the projection on A.
If one aims to detect communities directly in the projection on A without
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taking into account the bipartite network, the maximization problem

reads as
max Z Z <AiAj - ’ynfr> (6.19)

TEPA 1€ET
jem

where Pa is a partition on the nodes of A.

Knowing that AiAj = > AjpAjj, one obtains
kel

HIIDiX Z Z Z <AikAjk — 'yngr) (6.20)

TEPA kel e
jem

which is equivalent to

IIIIDiX Z Z (Nﬂ(k:)2 - vnfr) (6.21)

wEPA kel
By writing ya = %, one finally obtains a form similar to (6.18):
2 2
max Z Z (Nﬂ(k) ’)/Anrnﬂ.) (6.22)
wEPA kel

The maximization problems (6.18) and (6.22) correspond to the detec-
tion of communities, on a bipartite network (Eq. (6.18)) and on its
projection (Eq. (6.22)). Both problems can be transposed a posteriori
to a community detection problem in the projection network, but with
different link weights. In problem (6.22), the link weight between two
nodes is given by the number of common neighbours they have in the
bipartite network. In problem (6.18), instead, the link weight between
two nodes is given by the number of common neighbours from their own
community they have in the bipartite network. In this sense, one could
say that a community detection method on a bipartite network provides
information on the local connectivity of nodes, while its equivalent in
one projection provides information on their global connectivity.

Communities of criminal offenders We apply 5 times MLCD on
the bipartite network of criminal offenders presented above, for which
the algorithm finds about 10 large plateaus (see Figure 6.15) separated
by large steps with tiny steps inside the plateaus. We recall that the
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Figure 6.15: Dp and NV I for the network of criminal offenders. The
plateau corresponding to the lowest NVI is centred around v = 0.1.

profile of Dp is the profile of the optimal partition out of the 5 parti-
tions returned by the 5 runs of MLCD. The jumps in the NVI are shifted
with respect to the transitions between the plateaus. It is hard to give
an exact ranking of which plateau corresponds to the most stable parti-
tion. Given that their width is approximately identical, we focus in the

following on the plateau centred around v = 0.1, which has the lowest
NVI.

For that specific plateau, MLCD returns 46,077 different communi-
ties, containing between 1 and 53 actors and between 1 and 217 facts. A
closer analysis of the communities shows that they correspond to signif-
icant communities. We illustrate this by computing for each community
its most frequent fact type, i.e. the type of fact that is the most observed
in the facts of the community. We show then the probability distribu-
tion p; of the most frequent fact type frequency, i.e. the fraction of
nodes that belong to a community that has as most frequent fact type
frequency f. In Figure 6.16, we show the distribution for all commu-
nities that have at least two facts (e), as well as the cumulative of this
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Figure 6.16: Probability density function (dots, left axis) and cumulative
density function (straight lines, right axis) of the maximal fact type
frequency for all communities in the network of at least two facts (e),
and for all communities of at least two facts and at least 50 nodes (e).

distribution (——), and the same for communities that have at least two
facts and 50 nodes in total (facts and actors undistinguished, () and
(—)).

For all community sizes, the probability peaks between 20% and 40%,
and a particularly high peak is noticeable for 100%. We observe that
if small communities are removed, the distribution tends to be close to
a uniform probability. From the cumulative, we notice that half of the
large communities have a maximal fact type frequency higher than 60%,
for the small communities, this fraction is only 20%. Let us notice that
these low values can partly be due to the variety of possible fact types.
Remember that the fact types are numerical codes from a dictionnary of
287 types, some of which concern similar activities. For instance there
exist at least 7 different fact types related to drugs: import/export,
manufacturing, sale, consumption, help to consumption, possession and
other. Hence, if all these types were set under one single description,
it is likely that for many communities, the maximal fact type frequency
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Figure 6.17: Probability density function (dots, left axis) and cumulative
density function (straight lines, right axis) of the maximal commune
frequency for all communities in the network of at least two facts (e),
and for all communities of at least two facts and at least 50 nodes (e).

would be higher than what is actually observed. The same situation
happens for other types of facts, which are subdivided into a number of
sub-classes in the data.

Instead of using fact types, one can also measure the cohesion of com-
munities based on the locality where the facts composing the community
happen. We perform the same analysis as above, but using instead the
commune code of the place where each fact happens. Hence, instead
to have a maximal fact type frequency, we observe now the maximal
commune frequency, which is the fraction of facts that happened in the
most frequent commune. Again, we plot the probability density func-
tion of the maximal commune frequency py, where p; is the fraction
of nodes that belong to a community of maximal commune frequency
f. This is shown on Figure 6.17, for all communities with at least two
facts (®) and for all communities with at least two facts and 50 nodes
(e), as well as their cumulatives. We observe that many communities are
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geographically consistent: 60% of the communities have a maximal fact
commune frequency higher than 60%. Again, when small communities
are removed, the distribution evolves to a uniform distribution.

This network is too large for being displayed. We show instead a
higher-level partition, corresponding to v = 1073, which contains fewer
communities and can be displayed (Figure 6.18). Only the communities
belonging to the giant component, which is composed of 270,000 nodes
(50,000 actors and 220,000 facts) are shown. The nodes in the network
represent communities, their size is proportional to the number of nodes
(facts and actors) that are part of the community, and their colour ren-
ders the fraction of those nodes that are facts (red for 0% and green for
100%). Since there are more facts than actors, it is expected to observe
that communities are mostly composed of facts.

To show the potential use of these results, let us show how the struc-
ture of the obtained communities allow to uncover significant structures
from this large database. A visual analysis of the obtained communities
shows highlights the singularity of the brown-red structure that can be
observed in the top-right corner of Figure 6.18. This group of communi-
ties seems to be well-structured but poorly connected to the remainder
of the network (only one link connects it to the rest of the network).
We show a zoom on these communities in Figure 6.19, notice that only
links inside and between these communities have been kept, links to the
rest of the network have been removed. A close analysis shows that this
network corresponds to a chain of human trafficking, with all facts hap-
pening close to the Belgian coast — where trucks often cross the Channel
to reach the British coasts — and all actors being foreigners coming from
one Asian country. Although most of the actors in this subnetwork have
nothing in common, the use of a community detection algorithm has
allowed in this case to highlight their similarity.

While the structure of groups of communities allows to uncover some
surprising similarities between actors, the study of single communities
also show some significant structures, that would be hard to detect with-
out these analysis tools. In Figure 6.20 we show a zoom on an other
community, taken from Figure 6.18, again, notice that only the links
inside the community have been kept for visualisation purposes. In this
community, the actors are all connected by 6 facts in the centre of the
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Figure 6.18: Network of communities of the giant connected component
of the network for v = 1073, The size of the nodes is proportional to the
number of actors and facts that are part of the community. The colour
of each node is given by the fraction of nodes in the community that are
facts. Light green indicates that 100% of the nodes in the community
are facts, light red indicates that 100% of the nodes in the community
are actors. Of course, none of those two extreme cases happen.
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Figure 6.19: Zoom on the 51 communities composing the brown-red-
coloured structure on the top right part of Figure 6.18. Large nodes
correspond to actors, small nodes to facts, the colors represent the com-
munities. This subnetwork is composed of 2109 actors and 1935 facts.

image, which are all related to a prisoners escape. Strikingly, a large
majority of the other facts in this community take place in the same
city, showing a remarkable geographical coherence of the community.

To give a grasp of the internal structure of those communities, we
show on Figure 6.21 the partition of the second largest connected com-
ponent for the plateaus corresponding to v = 1072 and v = 1071
Given that the communities have been detected using CPM, which is
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Figure 6.20: Zoom on one large community from Figure 6.18. Large
nodes correspond to actors, small nodes to facts, the colors represent
the communities. This community is composed of 80 actors and 459
facts. The 6 facts in the centre are all connected to the same 49 actors,
and are related to prisoners escape.

a resolution-limit free method, the aspect of the communities in the gi-
ant component are expected to be similar to the ones observed in this
component. In this figure, we see that communities can be constructed
with diverse kinds of structures. In 6.21(a), the top blue community is
composed of a sequence of actors connected in a linear-like structure,
each pair of actors in this linear structure being connected by one single
fact. The green community, instead, is composed of a small number of
actors all sharing many common facts. By diving inside the descriptive
data about these communities, one can see that the types of facts that
compose both communities are also very different, reflecting different
types of collaborations between actors depending on the type of fact
they are involved in. The communities also show a strong homogeneity
in the type of facts they contain, in the nationality of origin of its actors,
and on the communes in which the facts happen.

In conclusion, it is worth to highlight that this work has allowed to
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Figure 6.21: Partition in communities of the second largest connected
component, for (a) ¥ = 1073 and (b) v = 107!, Large nodes represent
actors and small nodes represent facts. The network is composed of
~100 actors and ~500 facts.

show for the first time to draw a global picture of the criminal landscape
in one complete country (which is materialized in Figure 6.18). The
usage of this method by the Federal Police allows to handle large datasets
in a very short time, and to integrate a large amount of descriptive data
to understand the structure of organized crime, in a fashion that was
not accessible so far.

6.5 Conclusions

The interest for community detection has boomed in the recent years,
boosted by the availability of fast community detection algorithms that
produce meaningful results on very large networks in a reasonable time.
Although, no consensus exists on which algorithm performs best, in
particular because there is no consensus on the clear definition of a com-
munity.

The recent finding that several quality function based methods suffer
from a resolution limit, which introduces a non-trivial lower bound on
the size of the optimal communities, has stimulated research in the de-
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velopment of scaled versions of these quality functions.

The addition of a scaling parameter effectively allows to lower the resolu-
tion limit of the quality functions, but it introduces instead a non-trivial
higher bound on the size of the optimal partitions. Thus, the addition
of the scale parameter creates an interval of acceptable community sizes
bounded below by the (lowered) resolution limit and above by this new
bound. Each community falling out of that interval is then automati-
cally split into smaller pieces or merged to another community.

In this chapter, we have focused our interest on the computational
difficulty of detecting communities at multiple scales. We have proposed
an algorithm that performs a binary search on the space of the possible
scale parameters in order to detect intervals in which a given partition
is optimal. The detection of such intervals allows to disregard the scale
parameters inside these intervals, which represent an unnecessary com-
putational load. We show that the methods performs well at detecting
stable partitions, in particular when the network is well-structured in
communities at several scales. The results provided by the algorithm
allow to quantify how meaningful the results are, but the interpretation
is lacking a strict definition of which partition is the most meaningful.
Instead, it provides a landscape of the possible partitions, which allows
the user to decide on his own which partitions is most appropriate.

This method has been applied in a joint project with the Federal
Belgian Police, in an analysis of a network of criminal offenders. We took
this opportunity to present this particular dataset and its characteristics.
The application of the multi-level detection method on this dataset has
allowed to draw for the first time a large-scale map of organized crime
in one whole country, integrating at once five years of data with no
restrictions on the type of crime under study, as it is often the case
in such studies. The obtained communities appear to be significant in
the sense that they contain facts of similar kind and happening in the
same neighbourhoods. A closer analysis of some communities returned
by the method show indeed that the obtained structures show extremely
relevant information about the internal structure and collaborations of
the actors.
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Further work The problem of community detection in complex net-
works is far from being solved. Out of the numerous possible directions
of future research, we point out here one topic that has been, to our
knowledge, not properly considered. The detection of communities in
bipartite networks has never been addressed as a problem on its own.
Most community detection methods designed for bipartite networks are
adaptations of methods from unipartite networks (as is the method de-
veloped in this chapter). However, the meaning of communities may
differ strongly in bipartite networks compared to their unipartite coun-
terpart. The development of community detection methods for bipartite
networks is an interesting future direction of research.
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Chapter 7

(General Conclusions

We conclude this thesis with a short summary of the contributions con-
tained in each chapter of this thesis. We show current and potential
applications of the results of this thesis, and conclude with some ideas
for further research directions.

This thesis
The study of networks has started 350 years ago with Euler’s solution
to the problem of Konigsberg, which was the first known result in graph
theory. However, it is only recently that the study of large networks has
attracted the attention of a large scientific community, given the wide
availability of large-scale databases of real networks. The insights pro-
vided by recent findings suggest that the structure of complex networks
presents some non-trivial characteristics, and that a better understand-
ing of these structural properties of networks has a large potential impact
in many applications. In this thesis, we proposed several contributions
in the analysis of geographic networks, dynamic networks and commu-
nity detection.
In Chapter 3, we give a survey of the contributions made so far in the
analysis of mobile phone datasets. Mobile phone datasets are excellent
proxys for social networks, and have been studied in the recent years
for their particular structure, for the geographical information that they
contain and for the dynamics of human contacts. This survey is the
first attempt to structure the contributions in this emerging field and to
provide a global overview of the topics related to these datasets.
The addition of geographic information to a network provides valuable
191
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information for the prediction and the analysis of networks. In Chapter
4, we have shown that the communication network of cities can well be
predicted by a gravity model, where the size of cities play the role of
masses. The knowledge of this average behaviour may reveal itself as
a useful tool to detect particular features in the network. For instance,
the gravity model proposed in Chapter 4 has been used by other authors
as null model for community detection in geographic networks [69].

In Chapter 5, we contribute to the study of dynamical networks. The
originality of our approach has been to challenge a simple principle in the
network construction that has not been addressed in the previous contri-
butions in this direction, namely that the length of time windows used
in dynamic network analysis might significantly influence the results of
such analyses. From the study of a mobile phone network, we observe
that depending on the length of the time window, networks might have a
different equilibrium between the local and global density, different forms
of statistical distributions, and that the structure of networks might also
be influenced by the position of the time window. Moreover, we obtain
a way of quantifying the growth of the network size by removing the
information about time.

Finally, Chapter 6 contains an improvement of actual community detec-
tion methods and a detailed analysis of a network of criminal offenders.
The most-used methods that detect communities at multiple levels do
not take into account the communities that have already been detected
at different levels to accelerate the search. However, a large number
of unnecessary detections can be avoided by performing the search effi-
ciently, which is done in the method we propose. We provide an in-depth
analysis of the structure of the network of criminal offenders, which has
been studied in the context of a research contract with the Belgian Fed-
eral Police, and on which the community detection method is applied.

Applications

One tool developed in this thesis is a product of a research contract, and
is used in as an analysis tool by the Federal Police. Besides this, other
results from this thesis may also be applied in practical situations.

The gravity model presented in Chapter 4 is now in use as null model
for geographic networks. A deviation from the model of link weights
observed in real data indicate that external factors not taken into ac-
count by the gravity model may influence the strength of ties between
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cities. In [69], the authors show that by using a modification of the
modularity with the gravity law as null model, they manage to uncover
the well-known linguistic border in Belgium, similarly to what we show
in Section 4.5 with a different measure for link weight.

A detailed study of the dynamics of mobile phone calls may have a sig-
nificant potential for marketing and dynamic pricing. In Chapter 5, we
show that different types of calls are made at different times of the day.
In particular early morning, late night, lunch time and school ends are
typical times in Belgium when people call close relatives. This infor-
mation can be leveraged by dynamic pricing strategies and marketing
campaigns.

Finally, the community detection method described in Chapter 6 is an
implemented tool used for longitudinal analysis of the evolution of crimi-
nal activities in Belgium, and is currently being applied in other practical
applications too, such as the detection of well-connected coral reefs in the
Great Barrier Reef in Australia, which could be served as information
source for environment protection agencies.

Further directions

We end this thesis with some directions for future research that we esti-
mate to be worth of interest.

Recalling results from five independent studies of mobile phone datasets
[4, 135, 145, 169, 115], we observe that the results of these studies vary
strongly. As an illustration, the degree distribution of the five stud-
ied networks have almost all different shapes. However, it is unclear if
the observed differences emerge from cultural differences or from techni-
cal reasons, given that the datasets under study provide from different
countries, that they are aggregated over different time periods, that they
represent operators having different market shares, and finally that the
networks are constructed using different construction schemes. A de-
tailed study of these influences would provide a general framework for
the analysis of mobile phone networks, which lacks nowadays.

In Chapter 5, we present initial results on the analysis of the influence of
time scales on the structure of networks, however more complex analyses
can be done in this direction. In a similar fashion as what was done in
this thesis, one can detect communities over windows of growing length,
which could provide useful information on how communities are created.
This information could then in turn be used to develop efficient commu-
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nity detection methods on growing networks.

Finally, the study of dynamical networks opens up the idea of studying
the stability of nodes and links over time. This question was one of
the initial questions that motivated this thesis, but that has not been
answered since other questions popped out under way. In particular, a
dynamic link is represented in a static network by its average frequency,
although other measures may exist to take into account the burstiness
of its activity. A first attempt can be found in [133], however there is
still plenty of room for improvement in this direction. A clear definition
of stable nodes or links in the network may then open new possibilities
for definitions of opinion leaders in dynamical networks. Static defi-
nitions of leaders, with applications in mobile phone networks can be
found in Cristobald de Kerchove’s thesis [55], the extension to dynam-
ical networks should take into account the stability of a node and its
connections.
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Appendix A

Identification of optimal
parameters for DPU

The identification problem is the following: given a set of data points
{(z;, m;)} which are observations of x and m(x) for a part of the growth
curve, can we identify the parameters xg, mg and K that generate this
curve?

A.1 Identification based on m(z)

The expression of the size of the network, once the steady growth phase
is reached, is given by

m(z) = mo <x+IO>K_merra (A1)

where me, is the number of links of the hidden network that have not
been discovered. Those links are e.g. inactive links, and are estimated
as constant. The identification problem consists thus to determine the
value of the unknown parameters K, xg, mg and me,., in order to fit as
best as possible the observed growth of the network.
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The optimization problem reads then as follows:

min Y R (A.2)

~ (2
w,mo, K, merr

S.t.
z; 4+ wmo \ &
Ri = m; — MMy (ZAO> — Mery Vi (A3)
wmo
w € [1,00) (A.4)
mo € [1,00) (A.5)
K e [0, 1] (A.G)
Merr € [0; OO) (A?)

Where the constraint my < zg has been handled by writing z¢g =
wmg,w > 1. This problem is solved using the Nelder-Mead simplex
method (NM). The initial iterate of the method is estimated as follows:

——, hence the esti-

since r has stabilized, it should stabilized around K

mate K of K is given by <n%> , where r; are the observations of r(x)
i/

over the same data points as (x;, m;). The estimate for mg is obtained
by fitting a power-law with exponent K to the data, my being the inter-
cept of this power-law and w and m.,, are set to 1 and 0 respectively.
The optimal parameters are then calculated by applying iteratively NM
and by feeding the next NM run by the optimal solution of the previ-
ous run, until the difference between two consecutive optimal costs are
smaller than a predefined tolerance.

To analyse the stability of the detection procedure, we used a sliding
window and detected the optimal parameters for different positions of
the window on the data generated by the DPU model using two different
sets of parameters and on the real data.

The first sets of parameters of DPU is the same as presented in Figure
5.16, the parameters are @ = 1, mg = 103 and K = 0.2. The result has
been averaged over 100 realizations to remove partly the noise, the final
results are showed on Figure A.1.

We detect the optimal solution of the optimization problem for win-
dows of varying lengths. In total, the data contains 100,000 events,
the sliding windows used for the detection have respectively a width of
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Figure A.1: Average result of 102 realizations of DPU with parameters
mp = 2l = 103 and K = 0.2. (a) size of the network as a function
of x (blue). The first sharp increase results from the discovery of both
new links and links from the hidden network. The red curve indicates
the number of links from the hidden network that have been observed.
Once that value has stabilized, the remaining growth is a power-law of
exponent 0.2. (b) r(x) as a function of the number of events. A first
sharp decrease is followed by a stabilized value (blue), close to the one

predicted by the power-law growth model (as given by eq. 5.4) (red).

20,000, 40,000 and 60,000 events. The results, shown for different posi-
tions of the sliding window, are shown at Figure A.2. We observe that
windows at the start of the data systematically overestimate K, which is
expected, since r(z) has not stabilized yet, hence the growth is composed
of a mix between links from the hidden network and new links. Towards
the last windows, the exponent is still higher than the real exponent,
which is due to the fact that mg is underestimated, since some links of
the initial hidden network are never observed.

As expected, longer time windows lead to a more stable solution.
In this first example, we observe that the prediction is of good quality:
the optimal solutions are close to the real parameters and the solution
is stable once r(z) has stabilized. We try now the same analysis on a
more complex example that induces a different dynamic in the growth
process. Remember that in the previous example, r(z) has stabilized
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Figure A.2: Parameters obtained using the NM algorithm with windows
of varying lengths and positions. The points show the value of the pa-
rameters for the window centred in x, with length 20,000 (), 40,000 (e)
and 60,000 (®) out of the 100,000 events of the simulation

once the number of discovered links from the hidden network became
constant. In the following example, we show an instance of DPU where
the influence of z is larger and impacts on the shape of r(z) (Figure
A3).

The shape of r(z) is here different to what was predicted by (?77),
since it decreases below the actual growth rate (0.2) and increases then
and eventually stabilizes around that value. The reason why r(x) de-
creases is related to the way it is estimated. The exact value for the
growth rate is

(A.8)
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Figure A.3: Average result of 102 realizations of DPU with parameters
zh = 10*, ml = 10% and K = 0.2. (a) size of the network as a function
of x (blue). The first sharp increase results from the discovery of both
new links and links from the hidden network. The red curve indicates
the number of links from the hidden network that have been observed.
(b) r(z) as a function of the number of events. The shape differs from
the what is observed for in Figure 5.16, here r(z) decreases further than
0.2, due to the influence of yvg.

which is expected to be equal to K. However, since 2" and m”(x)
are unknown, they are estimated by x and m(xz). However, since in
this example, each link in the hidden network has a high weight (since
ah = 10mh), all m converges quickly to m” while the difference between
x and 2" stays constant. Hence, the estimation of r(x)

(A.9)

m(z) dr

underestimates (), and only stabilizes when x > .
In this case, the stabilization of r(z) is hence not a necessary condition
for having a power-law growth.

Again, we observe that the small windows are much more unstable
than the large windows, however here the overall instability of the re-
sults is much larger than in the first example. The largest window shows
acceptable results for low z (i.e. the window is located at the start of the
aggregation process), while for high values of z, the optimal parameters
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Figure A.4: Parameters obtained using the NM algorithm with windows
of varying lengths and positions. The points show the value of the pa-
rameters for the window centred in z, with length 40,000 (e), 60,000 (e),
100,000 (e) and 250,000 (e) out of the 500,000 events of the simulation

found by the identification procedure are far from the exact parameters,
because the fitted curve is very flat, and hence can be fitted by several
different sets of parameters.

We finally apply the same procedure on the first three months of the
real data, for windows of one and two weeks. Given the weekly patterns
present in the data, we avoid to use windows having a length that is
not a multiple of one week. It appears that for windows of two weeks,
the results show a good stability over time, however there is a slight
increase of the fitted hidden network size and a decreasing exponent.
This non-constant behaviour seem to suggest that the parameters of the
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Figure A.5: Parameters identified on the 3 first months of data, for the
Belgian mobile phone network, for windows of 1 week (®) and 3 weeks

(¢)-

model are changing over the long term, hence the prediction from the
DPU model can mostly be used for short-term prediction.
Interestingly, the parameters fitted on the two-week window are strongly
divergent for the windows centred around the days 26 to 35 (the effect is
particularly visible on the result of mg and K'). That period corresponds
exactly to the autumn holiday week, during which other measures also
confirm that the behaviour of people is different to normal weeks.



