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Abstract

Detecting packer programs is a key step in the defense against malicious programs and plays a key role

in cyber security defenses. One challenge with packer classification is that many features have been

used and their individual significance is unknown. An effective approach for building classifiers without

requiring prior knowledge of feature significance is to use associative classification (AC) algorithms,

which combine association rules and classification. This work considers many different AC algorithms

for the challenge of packer detection. Novel variations of many of these algorithms are also developed to

address challenges related to having many features of varying types. The effectiveness of the classifiers

produced by these algorithms is evaluated, including over time as packers and malware evolve.
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1. Introduction

Detecting packer programs is a key step in the defense against malicious programs and plays a key

role in cyber security defenses. Many malicious programs use packing to hide their malicious behavior

and intent from analysis and to evade detection [38, 39]. Thus being able to detect packed programs

and identify the packer is a key step in identifying threats and potentially malicious programs [11, 13].5

One challenge with packer classification is that there are many features that have been used and

their individual significance is unknown [11, 12, 13, 17, 24, 26, 28, 36, 42, 44, 46, 50, 51, 57]. This

makes the construction of effective detection and classification algorithms complex and unclear. In

particular many works approach the challenge with an a priori assumption about which features may

be useful in detection or classification. Some recent work has explored up to 119 different features and10

many different machine learning approaches [13], but is still limited to only considering course grained

feature selection.

An effective approach for building classifiers from heterogeneous high-dimensional data without

requiring prior knowledge of feature significance is to use association rules. This work considers
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different associative classification (AC) techniques [2, 33, 40] to build effective multi-class classifiers15

for the challenge of packer detection. The AC techniques combine association rule mining [35] and

classification to yield highly interpretable and accurate classifiers [2, 40]. Essentially, the output of an

AC algorithm is a set of if-then rules, which are easy to understand and interpret. The rules, called

class association rules (CARs), represent the correlations among different attributes and the class

attribute simultaneously. Further, this approach also provides a confidence probability for each rule20

that can be used in the classification [15]. For these reasons, AC algorithms usually produce higher

accuracy than decision trees and other rule-based classifiers [2, 15, 48]. Moreover, generally these have

the advantage that they do not need to consider properties of the features, and can build rules without

detailed expert knowledge and assumptions about the relative significance or value of features.

In contrast to global approaches, such as feature selection or data space transformations, AC25

proposals offer a way of selecting all (and only) relevant subspaces to address the curse of high-

dimensionality [22]. Thus, AC algorithms decrease the over-fitting risk by not including irrelevant

subspaces and decrease the under-fitting risk by selecting all relevant subspaces [22].

There are a variety of different AC algorithms that take different approaches to rule generation and

rule selection (classifier building) [40]. This work explores three well-known AC algorithms, CBA [33],30

CMAR [30] and PAM [15], for packer classification. Both CBA and CMAR prioritize more general

rules, while PAM prioritizes more specific rules. CBA and PAM tend to select fewer rules for the

classifier, while CMAR tends to select more rules. All of them use a heuristic based on sample coverage

in the classifier building stage.

Novel variations of these AC algorithms are also developed to address challenges related to packer35

classification, such as having many features, mixed data types, and very unbalanced data sets. First of

all, we explore a novel pattern mining algorithm, called RIn-Close CVC [54, 55], in the rule generation

stage of PAM. RIn-Close CVC can directly handle data sets with attributes characterized by distinct

distributions or even mixed data types, i.e., without transforming the original relation between the

rows and columns of a data set into binary relations. The numerical attributes are handled with online40

partitioning instead of a priori partitioning, which is commonly used in traditional pattern mining

algorithms [35]. We also propose variations related to the classifier builders of these proposals. One of

these variations is a simplification of the PAM’s classifier builder stage. The other is the addition of a

rule to the classifiers built by CMAR, which assigns a default class label for samples that do not match

any rule of the classifier. Lastly, we propose a novel algorithm, called best rule (BR), that adopts a45

simple and efficient strategy to build the classifier using the metric principality proposed in [15].

The effectiveness of the classifiers produced by these AC algorithms is evaluated on a large data

set of ∼ 240, 000 samples. The effectiveness is considered when exploiting different parameters in
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rule generation, and over eight different data sets each of approximately 30, 000 samples. The overall

accuracy, and weighted class accuracy is considered, to explore which algorithms are better in practice,50

and which are better when the data set labels are less representative. Further, the effectiveness is

considered over time, exploring how the classifiers lose effectiveness as the packers and samples evolve

over time.

The main contributions of the paper are as follows.

• Four new variations of existing CMAR and PAM-based AC algorithms.55

• The novel best rule (BR) algorithm.

• The evaluation of these three original and six new algorithms on eight data sets of representative

samples of packer malicious software.

• Demonstrating that BR (and variation) are highly effective on representative data sets, improving

over existing algorithms.60

The structure of the paper is as follows. Section 2 recalls common background useful for under-

standing this work. Section 3 presents the related works. Section 4 presents the proposed methods.

Section 4.1 presents the best rule algorithm (BR). Section 4.2 introduces new variations to algorithms

including CBA, CMAR, PAM and BR. Section 5 overviews the data sets used in this work. Section 6

details the evaluation methodology. Section 7 presents the results. Section 8 discusses the results65

and lessons learned. Section 9 concludes and discusses future work. Appendix A presents didactic

examples of all main concepts used in this work.

2. Common Background

Liu et al. [33] connected association rule mining (ARM) and classification to form a field known as

associative classification (AC). The unseen instances are classified based on association rules (ARs)70

whose consequent parts describe the class attribute, named class association rules (CARs). Usually, in

order to obtain this kind of classifiers, the complete set of CARs should be first discovered from the

training data set and then a subset of such rules is selected to form the classifier [53]. The first stage

is called rule generator and the second one is called classifier builder.

Let I = {x1, x2, · · · , xm} be a set of elements called items. A set X ⊆ I is called an itemset.75

Let T = {t1, t2, . . . , tn} be another set of elements called transaction identifiers (tids). A set T ⊆ T

is called a tidset. Let D be a binary relation on the set of tids and items, i.e., D ⊆ T × I. Thus,

(t, x) ∈ D if the transaction t contains the item x.
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Traditional pattern mining algorithms handle only binary relations on the set of tids and items.

Thus, when dealing with a non-binary data set, each item is usually given by an attribute-value pair80

(Ai, v), where Ai is an attribute taking a value v. For a discrete attribute, all the possible values will

give rise to an item. For a continuous attribute, its value range is first partitioned and, subsequently,

all the possible values will give rise to an item.

Let i : 2T → 2I be a function defined as follows:

i(T ) = {x|∀t ∈ T, (t, x) ∈ D}, (1)

i.e., i(T ) is the set of items that are common to all the transactions in the tidset T . Let t : 2I → 2T

be a function defined as follows:

t(X) = {t|∀x ∈ X, (t, x) ∈ D}, (2)

i.e., t(X) is the set of tids that contain all the items in the itemset X.

The support of an itemset X, denoted sup(X), is the number of transactions that contain X, i.e.,85

sup(X) = |t(X)|.

An itemset X is said to be frequent if sup(X) ≥ minsup, where minsup is a user-defined threshold.

The problem of mining all frequent itemsets can be described as follows: determine all subsets X ⊆ I

such that sup(X) ≥ minsup.

Sets X ⊆ I and T ⊆ T , such that X = i(t(X)) and T = t(i(T )), are said to be closed. Thus, an90

itemset X is a closed itemset if X = i(t(X)).

Let X be a closed itemset, then all subsets Y ⊆ X such that t(Y ) = t(X) are called generators of

X. The set of all generators of X is called the equivalence class of X, denoted by Equiv(X) = {Y |Y ⊆

X and t(Y ) = t(X)}. An itemset Y ∈ Equiv(X) is called a minimal generator (MG) or key of X if

@Z ∈ Equiv(X) such that Z ⊂ Y . In an equivalence class there can be several minimal generators,95

but only one closed itemset, which is the maximal element in this equivalence class. An equivalence

class is called trivial if it consists only of a closed itemset [37].

Proposition 1. Each itemset Y ⊆ I belongs to only one equivalence class, which is given by Y ∈

Equiv(i(t(Y ))).

The (worst-case) complexity of pattern mining algorithms, such as Apriori [6], depends on the100

number of frequent itemsets in the input data set. The worst-case scenario is when the number of

frequent itemsets is 2|I| − 1. However, the number of frequent itemsets is much smaller than that in

practice. Also, all equivalence classes are trivial in the worst-case scenario, so the number of closed

itemsets would be equal to the number of itemsets. However, in practice, the set of all closed frequent
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itemsets (CFIs) can be orders of magnitude smaller than the set of all frequent itemsets [58].105

For mining closed itemsets, we have algorithms with a polynomial complexity of O(|T ||I|2) [29] (or

in O(|T |2|I|)). This means that the total time complexity of the algorithm is O(c|T ||I|2), where c is

the number of closed itemsets in the input data set. This is the case, for instance, of the well-known

LCM [52, 25] and In-Close5 [8] algorithms.

An association rule (AR) is an expression of the form X → Y , where X and Y are itemsets and110

X∩Y = ∅. X is called antecedent and Y is called consequent of the rule. The support of an association

rule X → Y is the number of transactions that contain the itemset X ∪Y : sup(X → Y ) = sup(X ∪Y ).

The confidence of an association rule X → Y measures its predictive accuracy and is given by

conf(X → Y ) = sup(X ∪ Y )/sup(X). A rule is considered a strong rule if conf(X → Y ) ≥ minconf ,

where minconf is a user-defined threshold. The completeness (or recall) of an association rule X → Y115

denotes the percentage of data records containing Y that contains X and Y at the same time, and is

is given by comp(X → Y ) = sup(X ∪ Y )/sup(Y ).

It is sometimes desirable to extract co-occurrences between a set of items and a specific target

attribute of interest. These rules are known as class association rules (CARs) and are expressed in the

form X → (y, c), where X is an itemset, y is the target attribute (class attribute) and c is a class label.120

For convenience, we write X → c. For CARs, the antecedent part of the rule is also called condition.

Let X be a closed itemset. For all CARs Y → c with Y ∈ Equiv(X): sup(Y → c) = sup(X → c),

conf(Y → c) = conf(X → c) and comp(Y → c) = comp(X → c) since t(Y ) = t(X). Among these

CARs, the one with the closed itemset in the antecedent part of the rule is the most specific one, and

those with a minimal generator in the antecedent part of the rule are the most general ones.125

3. Related Work

This section considers some related works. These are divided into two areas, the first is on the

challenge of multi-class packer classification. The second is on the algorithms and associative classifiers,

with an emphasis on the algorithms that will be used as competitors of our proposals.

3.1. Multi-Class Packer Classification130

Entropy based approaches to detecting (but not classifying) packers started with Lyda and Hamrock

[36]. Successive works also used entropy to detect packed or unpacked samples [17, 26, 44, 50, 51].

Later Hubballi and Dogra [24] extended this to packer classification as is done here with their accuracy

close to 96% on a data set of ∼ 5500 samples.

Perdisci et al. [42] and Zakeri et al. [57] applied machine learning techniques on a variety of features135

for packer detection (again not classification). Sun et al. [46] considered the challenge of packer
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classification and since then other works have since also considered classification [12, 28]. More recently

Bat-Erdene et al. [11] also considered if multiple packers had been used on the same program. The

best results of these works achieved ∼ 98% accuracy on a data set of ∼ 700 samples.

Biondi et al. [13] observed that many features had been considered and so experimented on all140

119 features in the literature; the same features considered in this work. Biondi et al.’s approach

was to consider many machine learning techniques on different subsets of features and a data set of

around 280, 000 samples collected in the same manner as those used in this work. Their F-scores for

the best classifiers comparable to the results here range from 0.968 to 0.997 and with similar drop

off in effectiveness on later data than the training period. Regarding this drop off in accuracy, this145

work considers five months whereas Biondi et al. only consider three, with this work indicating a

more significant decrease after the first three months (it is unknown if the same holds for Biondi et

al. since they did not consider a longer time frame). One main challenge Biondi et al. identify is the

selection of features and the cost of picking the right ones, something addressed here naturally by the

rule generation that explicitly states the features of significance.150

3.2. Associative Classification Algorithms

There are many different AC proposals, and most of them share a two-step process: rule generator

and classifier builder stages [40].

In the first stage, rules are obtained using ARM. Remark that a CAR is a special case of an AR, in

which only the class attribute is considered in the consequent part of the rule. As the problem to be155

solved is simpler, some adaptations to the ARM algorithms are usually proposed. These adaptations

are commonly related to some rules’ precision threshold, such as minimum confidence. Thus, in the

rule generator stage, many proposals share the same idea with small differences [40]. For instance,

CBA and PAM use an Apriori-like [6] algorithm, while CMAR uses a FP-Growth-like algorithm [21].

But both, Apriori and FP-Growth, have the same goal: to mine all frequent itemsets. In any case,160

the complexity of generating the rules depends upon the pattern mining algorithm, as explained in

Section 2.

In the second stage, there are many more differences among the AC proposals since each one uses a

different strategy to perform the post-processing of the rules obtained in the first stage [40]. Alwidian

et al. [7] clustered these differences in the following aspects: rule ranking, rule pruning and prediction165

method.

Three usual factors in the rule ranking are: confidence, support and generality/specificity of the

rule. As far as we know, most of the AC algorithms prioritizes general rules. Some examples are

CBA, CMAR, CBA2 [34], WCBA [7], MCAR [47] and FACA [19]. However PAM and ACCF [31] are

6



examples that prioritize specific rules. In L3 [10], the selection between general and specific rules is a170

tuning option, with the specific rules being the default option.

It is known that the most general rules are those built on minimal generators [43], while the most

specific rules are those built on closed itemsets. But, interestingly, this information is not well explored

by the AC proposals. An exception is ACCF [31] that uses a Charm-like algorithm (Charm [58] is a

pattern mining algorithm that enumerates all closed frequent itemsets).175

The data set coverage is adopted in the rule pruning of many AC proposals, such as CBA, CMAR,

PAM, CBA2, WCBA, MCAR and FACA. Diversely, L3 performs a lazy pruning, where only rules that

exclusively misclassify training data are discarded.

There are also several prediction methods used in AC algorithms. With their specifics, some AC

methods employ the highest ranked rule in the classifier and others use multiple rules [2], which is180

called rule lists and rule sets, respectively [9]. Some examples of the first group are CBA, PAM, CBA2,

MCAR and ACCF, while some examples of the second group are CMAR, WCBA and FACA.

Although not the majority of the AC proposals, we have some proposals that are oriented to

a specific domain application. Some examples where AC algorithms were successfully applied are:

malware detection [56], text classification [4], phishing websites detection [3, 5, 19], and breast cancer185

prediction [7]. In [56], where AC was used for malware detection, the analyzed data set represents

Windows portable executable files, having two class labels: benign or malicious executables. The

authors extracted the API (Application Program Interface) calls as the features of the file samples.

3.2.1. Classification Based on Associations (CBA)

For the rule generator stage, Classification based on associations (CBA) [33] uses a modified version190

of Apriori [6], in which each itemset is evaluated with an associated target value (the class attribute).

In this stage, minimum support (minsup) and confidence (minconf) thresholds are considered, so the

mined CARs are both frequent and strong. For all the rules that have the same condition, only the

rule with the highest confidence is chosen. For instance: let R1 : {x1, x2} → c1, R2 : {x1, x2} → c2,

conf(R1) = 55% and conf(R2) = 45%, then only R1 would be selected to the next stage. If there are195

more than one rule with the same highest confidence, CBA randomly selects one rule.

For the classifier builder, first of all, CBA ranks the rules as follows. Given two rules Ri and Rj ,

Ri is prior to Rj if:

1. conf(Ri) > conf(Rj), or

2. conf(Ri) = conf(Rj) and sup(Ri) > sup(Rj), or200

3. conf(Ri) = conf(Rj), sup(Ri) = sup(Rj) and Ri is generated earlier than Rj .
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The time complexity to rank the rules depends on the sorting algorithm. For typical serial sorting

algorithms, a good worst-case complexity would be O(κ log κ), where κ is the number of rules mined

from the training data set.

Each rule is analyzed according to its ranking. If a rule can correctly classify at least one data205

record, it will be added to the classifier. Those data records that are covered by the selected rule are

removed from the training data set. Finally, the procedure ends by discarding those rules that do not

improve the final accuracy of the resulting classifier. Thus, the time complexity to build the classifier

is O(κ|T ||I|).

Lemma 1. The condition of a CAR selected to the CBA’s classifier is a minimal generator of minimum210

size.

Proof. Remark that each itemset Y ⊆ I belongs to only one equivalence class. Let X be a closed

itemset, only one itemset Y ∈ Equiv(X) can be the condition of a selected CAR Y → c since the

classifier builder removes all data records that are covered by the rule and a selected rule must correctly

classify at least one data record. Suppose Y is not a minimal generator of minimum size. It contradicts215

the rule rank since among the rules with the same confidence and support, it selects the one generated

earlier by an Apriori-based algorithm.

After the selection of the rules, the classifier has the form: 〈R1, R2, · · · , default class〉, where

default class is the default class (usually the dominant class label in the training data set). In

classifying an unseen case, the first rule that satisfies the case will classify it. If no rules are matching220

the unseen case, the default class is assigned. Thus, CBA provides a simple rule list where a new

instance is predicted in O(η|I|), where η is the number of rules in the classifier.

3.2.2. Classification Based on Multiple Association Rules (CMAR)

Classification based on Multiple Association Rules (CMAR) [30] extends the FP-Growth [21] for

the rule generator stage in such a way that the mined CARs are also both frequent and strong.225

For the classifier builder, CMAR ranks the rules as follows. Given two rules Ri and Rj , Ri is prior

to Rj if:

1. conf(Ri) > conf(Rj), or

2. conf(Ri) = conf(Rj) and sup(Ri) > sup(Rj), or

3. conf(Ri) = conf(Rj), sup(Ri) = sup(Rj) and len(Ri) < len(Rj),230

where len(R) denotes the number of items in rule R.

After the rule ranking, CMAR employs the following two methods for rule pruning. First, given

two rules Ri and Rj , where Ri is a general rule w.r.t. Rj , CMAR prunes Rj if Ri has higher rank than
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Rj and conf(Ri) > conf(Rj). Second, for each rule R : X → c, CMAR tests whether X is positively

correlated with c by χ2 testing. Those rules with χ2 not passing a significance level threshold γ are235

pruned. The CR-Tree, a prefix tree structure used by CMAR, speeds up these two pruning methods.

CMAR also uses a heuristic based on the data set coverage to select the rules for the classifier. The

data set coverage heuristic used in CMAR is similar to the one used in CBA. The major difference is

that, instead of removing one data object from the training data set immediately after it is covered

by some selected rule, CMAR lets it stay there until it is covered by at least δ rules. Let κ∗ be the240

number of rules after the rule pruning, so the complexity of this heuristic would be O(δκ∗|T ||I|).

To classify a new data object, CMAR collects the subset of rules matching the new object from the

set of selected rules for classification. Trivially, if all the rules matching the new object have the same

class label, CMAR just simply assigns that label to the new object. If the rules are not consistent in

their class labels, CMAR divides the rules into groups according to class labels. CMAR compares the245

effects of the groups and yields to the strongest group. CMAR uses a weighted χ2 metric to measure

the strength of each group. Thus, CMAR provides a rule set whose prediction of a new instance is

slightly more complex (and consequently slower) than using a rule list like CBA. Although the CMAR

classifier is slower to make a prediction than the CBA classifier (considering the same number of rules

in both classifiers), its worst-case time complexity is the same, i.e., O(η|I|).250

3.2.3. Principal Association Mining (PAM)

Principal Association Mining (PAM) [15] also uses a modified version of Apriori [6] for the rule

generation stage and all mined CARs are both frequent and strong. But contrary to what is done in

CBA, PAM keeps all the conflicting rules, i.e, rules with the same condition but with different class

labels are retained as candidate rules for the next stage. This feature differentiates PAM from more255

conventional ACs, which retain only the optimal rule for each condition. Note that to have conflicting

rules, we must set minconf ≤ 50%.

For the classifier builder, PAM ranks the rules as follows. Given two rules Ri and Rj , Ri is prior

to Rj if:

1. conf(Ri) > conf(Rj), or260

2. conf(Ri) = conf(Rj) and sup(Ri) > sup(Rj), or

3. conf(Ri) = conf(Rj), sup(Ri) = sup(Rj) and len(Ri) > len(Rj), or

4. conf(Ri) = conf(Rj), sup(Ri) = sup(Rj), len(Ri) = len(Rj) and lex(Ri) < lex(Rj),

where len(R) denotes the number of items in rule R, and lex(R) denotes the position of R in the

lexicographic order on items, respectively.265

Next, PAM applies the following rule pruning. All rules are categorized into groups according to

their class labels. Subsequently, the rules with lower confidence subsumed by more specific rules
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with higher confidence will be pruned. Each group performs the pruning step independently so that

conflicting rules can be kept. This rule pruning can be computationally expensive: O(κ2). The authors

did not explain how to implement this rule pruning efficiently.270

Thereafter, PAM also uses a heuristic based on the data set coverage to select the rules for the

classifier, as shown in Algorithm 1. PAM uses a metric called principality, which is a convex combination

between confidence and completeness: princ(X → c) = λ · conf(X → c) + (1 − λ) · comp(X → c).

Different from other AC algorithms, PAM combines removal of training objects with the recursive

recalculation of the quality (principality) of the remaining rules. For this reason, the heuristic used275

by PAM is computationally more expensive than the ones used by CBA and CMAR. Due to this

recalculation, the time complexity of this heuristic is O(κ2∗|T ||I|).

Algorithm 1 PAM Classifier construction

Input: a set of rules R and the training data set T
Output: associative classifier AC

1: while R is not empty and T is not empty do
2: Calculate the Principality for each rule in R;
3: Select the rule with the highest Principality R∗

4: if R∗ classifies at least one object correctly then
5: Add R∗ into AC
6: Delete R∗ from R
7: Delete all objects covered by R∗ from T

Lemma 2. The condition of a CAR selected to the PAM’s classifier is a closed itemset.

Proof. Remark that each itemset Y ⊆ I belongs to only one equivalence class. Let X be a closed

itemset, only one itemset Y ∈ Equiv(X) can be the condition of a selected CAR Y → c since the280

classifier builder removes all data records that are covered by the rule and a selected rule must correctly

classify at least one data record. Among all possible CAR Y → c with Y ∈ Equiv(X), the CAR

X → c has the higher rank.

The classifier of PAM is also a rule list with the form 〈R1, R2, · · · , default class〉.

4. Proposed methods285

4.1. Best Rule (BR)

For the rule generator stage, the Best Rule (BR) can use any pattern mining algorithm that

enumerates all closed frequent itemsets. For convenience, we adapted the RIn-Close CVCP algorithm

[55, 54] to mine frequent and strong CARs. RIn-Close CVCP has time complexity O(c|T |m(log |T |+

m)), where m is the number of attributes in the data set. It is an adaptation of the In-Close5 algorithm.290

RIn-Close CVCP handles the discretized data directly, i.e., there is no need to binarize the data.
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For the classifier builder, the (BR) classifier also uses the metric principality. It ranks the rules as

follows. Given two rules Ri and Rj , Ri is prior to Rj if:

1. princ(Ri) > princ(Rj), or

2. princ(Ri) = princ(Rj) and conf(Ri) > conf(Rj), or295

3. princ(Ri) = princ(Rj) and conf(Ri) = conf(Rj) and sup(Ri) > sup(Rj), or

4. princ(Ri) = princ(Rj) and conf(Ri) = conf(Rj), sup(Ri) = sup(Rj) and len(Ri) > len(Rj),

or

5. princ(Ri) = princ(Rj) and conf(Ri) = conf(Rj), sup(Ri) = sup(Rj), len(Ri) = len(Rj) and

lex(Ri) < lex(Rj).300

To select the rules for the classifier, BR naively chooses the best rule for each class label. Thus, the

computation cost to build the classifier is very low, and results in very few rules. Further, with very

few rules, the time required to classify a new sample is also very low.

BR also uses a default class label in the classifier. So, after the selection of the rules, the classifier

has the form: 〈R1, R2, · · · , Rk−1, default class〉, where k is the number of class labels in the data set.305

Thus, the classifiers provided by CBA, PAM and BR are rule lists with time complexity O(η|I|) for

predicting an unseen instance. In this case η = k.

4.2. New Variations

This section presents several variations of the algorithms presented in Sections 3.2.2, 3.2.3, and 4.1.

4.2.1. Adding Default Class Label to CMAR (CMAR∗)310

CMAR does not assign any class label to a test sample that does not match its rules. In order to

address this limitation of CMAR, especially when it is applied to very unbalanced data sets, CMAR∗

is a variant of CMAR that assigns the default label to a test sample that does not match its rules. So,

CMAR∗’s classifier has the form: 〈R1, R2, · · · , default class〉.

4.2.2. Without Rule Pruning in PAM (-woG)315

Recall that PAM performs a rule pruning where all rules are categorized into groups according to

their class labels and, subsequently, the rules with lower confidence subsumed by more specific rules

with higher confidence are pruned. Due to the computation time taken to perform this pruning, we

propose a variation that forgoes it. The suffix -woG is used to indicate a variation of a PAM-based

algorithm that does not perform this pruning.320
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4.2.3. RIn-Close in PAM and BR (-R)

The PAM and BR algorithms have a variation that consists of using RIn-Close CVC [54, 55]

(denoted with the suffix -R) in the rule generator stage. RIn-Close CVC generalizes a traditional

algorithm called In-Close5 [8] that can enumerate all closed frequent itemsets efficiently.

Note that CBA and CMAR cannot take advantage of RIn-Close CVC since they prioritizes general325

rules, unlike PAM-based and BR-based that prioritizes specific rules (see Lemmas 1 and 2).

Unlike traditional pattern mining algorithms, the RIn-Close CVC algorithm handles directly non-

binary attributes. Also, for the continuous attributes, RIn-Close CVC performs an online partitioning

instead of an a priori partitioning. Any a priori and feasible partitioning involves loss of information

and guides to sub-optimal solutions when compared to online partitioning. Working directly on the330

numerical attributes, proposals such as RIn-Close CVC perform an online checking for correctness at

the time the patterns are being built [54].

When dealing with data sets that have only discrete attributes, the results of RIn-Close CVC and

a traditional algorithm are equivalent [54]. Thus, the differences among PAM, BR and their variants

using RIn-Close CVC are given by the a priori or online partitioning of the continuous attributes.335

While the time complexity of In-Close5 is O(c|T ||I|2), the time complexity of RIn-Close is

O(c|T |3|m2), where m is the number of attributes in the data set.

5. Data Sets

This section considers the data sets used in this work. These are divided into two groups, the

training data sets and the validation data sets.340

All the data sets used in this work have the same features. Each of these data sets contains

the label (file hash) of the program considered, the 119 features extracted from this program, and

the class label. The selection of features that are in the data sets is those that have been used

to detect and/or classify packers in prior work. Collectively these features have been shown to

be effective and accurate, however there is no consensus on which features or approaches are best345

[11, 12, 13, 17, 24, 26, 28, 36, 42, 44, 46, 50, 51, 57] Thus these features, and consequently data sets,

are interesting for rule mining which may identify effective approaches and features.

Note that the data sets with complete feature information cannot be released for non-disclosure

reasons. However, the meta-data of the data sets (file hashes and packer labels) for all the data sets

used in this work are available at https://github.com/dtgw/packing-data-sets/tree/master/350

association-rule-mining.

The features are diverse in their type and their range. A brief overview of the features is provided

in Table 1 (a full description is provided in Appendix B). Observe that many of the 119 attributes are
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# Features Kind Type Range
64 byte Integer 0− 255
28 naturals Integer 0−
16 boolean Boolean 0, 1
6 entropy Float 0− 8
5 ratios Float 0−

Table 1: Features Overview.

continuous, although not all are treated so as here. For example, some of the natural values are based

on checksum or file location addresses, which do not have a clear relation. However, 18 attributes are355

continuous and have a partition-width ε > 0 associated with them, e.g. entropy values and counting

of dangerous functions included. It is important information because these continuous attributes are

responsible for the difference between the AC’s results with/without RIn-Close algorithm in the rule

generator stage (online or a priori partitioning of the continuous attributes).

The class label is obtained by using three YARA rules to obtain packer information. This is the360

standard approach and was here based upon a synthesis of multiple YARA rules [13].

The sample programs are taken from a daily feed that supplied curated malicious programs for

research and experimentation [49]. The samples are available at a rate of 1000 samples per day, and

were obtained at this rate here.

5.1. Data Preparation365

In this work, for the usage of traditional frequent pattern mining algorithms in the rule generator

stage, each item is given by an attribute-value pair in the way described in Section 2. To perform

the a priori partitioning of the continuous attributes, we used equal-width bins. The bin size εj for

each continuous attribute j was defined by the expert and the same values were used in the online

partitioning of RIn-Close CVC. Full details of the bin size for each continuous attribute are shown in370

Table 2. The values for the bin sizes (i.e. the εj) were chosen by an expert after analysis of the attributes

and their distributions. Note that attributes that do not appear in Table 2 were not partitioned.

5.2. Training Data Sets

The training data sets are constructed to be used for training the rule mining algorithms. Since

all the algorithms consider how many rows (or sample programs) are used for the rule construction,375

the training data sets should be balanced (i.e. all class labels equally represented). To achieve this a

large common training data set was created that contained all the sample programs available from

2019-08-01 until 2019-12-31. The data set was analyzed to find how often each class label appeared.

Then training data sets were constructed by picking a minimum number n of rows to have. Once this
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# Feature εj
13 OS Minor version number 2.00

22 Number of standards sections PE holds 2.00

23 Number of non-standards sections PE holds 1.00

24 Ratio between number of standards sections found and number of all sections found
in PE under analysis

0.10

29 Number of readable and writable sections 1.00

37 Ratio between raw data and virtual size for section of entry point 0.10

39 Number of sections having their virtual size greater than their raw data size 1.00

40 Maximum ratio raw data per virtual size among all sections 20.00

41 Minimum ratio raw data per virtual size among all sections 0.10

43 Entropy of Code/text sections 0.25

44 Entropy of data section 0.25

45 Entropy of resource section 0.50

46 Entropy of PE header 0.25

47 Entropy of entire PE file 0.50

48 Entropy of section holding Entry point (EP) of PE under analysis 0.50

114 Number of functions imported found in import table directory (IDT) 1.00

115 Number of malicious APIs imported 2.00

116 Ratio between number of malicious APIs imported to number of all functions imported
by PE

0.20

Table 2: Bin sizes for continuous attributes.

number was chosen, for each label that appeared at least n times, n randomly selected samples with380

the label were taken from the common training data set. These were then used as the training set

with that number n.

For example, to construct the balanced-75 training data set, 75 randomly selected samples were

taken from the common training data set for each label that had at least 75 samples.

Aside: There are proposals in the literature that can handle minimum supports on a per label385

basis [15]. However, since not all algorithms considered here can, it is easier to compare by fixing the

support and using balanced data sets.

5.3. Classification Data Sets

The classification data sets are constructed only for validation and testing of the classifiers that

have been trained. These data sets do not need to be balanced, and can also include labels that do not390

appear in the training data sets (due to these labels being infrequent in the common training data set).

Each classification training data set is simply created by taking all the samples available during the

specified time period.

For example, to construct the classification-2019-12 data set, all the samples taken from 2019-12-01

to 2019-12-31 (inclusive) were added to this data set.395

Observe that the test data sets can include labels that do not appear in the training data sets and

so the classifier is not prepared for these unknown labels. To handle this, these unknown labels are not

14



considered in the evaluation of the algorithms (see Section 6).

6. Methodology

This section overviews the methodology used to evaluate the algorithms presented in Section 6.1400

using the data sets presented in Section 5.

The methodology is applied in the same manner for each of the training data sets presented in

Section 5.2. Observe that all the algorithms have two common parameters in the minimum confidence

(minconf) and minimum support (minsup) to consider a rule. The parameter minsup is instantiated

to the values shown in Table 3. We set minconf = 85%. For CMAR, we used γ = 3.8415 and δ = 3,405

which are the default options in the implementation used. Lastly, based on the PAM results[15], we

set λ = 0.8.

Then for each data set and parameter value, each algorithm is run and a classifier is constructed

using the rules mined by that algorithm. These classifiers are then applied to each of the classification

data sets described in 5.3.410

Note that some training data sets have different class labels to the classification data sets (as

discussed in Section 5.3).

The results of the classification are evaluated using accuracy (ac) that is calculated as follows

ac(y, ŷ) =
1

nsamples

nsamples∑
i=1

1(ŷi = yi), (3)

where nsamples is the number of samples, 1(x) is the indicator function, ŷi is the predicted value of

the i-th sample and yi is the corresponding true value. Observe that this choice of equation does not

consider the balance of the data set and uses the raw numbers for calculation.415

An alternative balanced accuracy (ba) is also considered as follows

ba(y, ŷ, w) =
1∑
ŵi

nsamples∑
i=1

1(ŷi = yi)ŵi, (4)

where ŵi is the adjusted sample weight:

ŵi =
1∑

j 1(yj = yi)
. (5)

Observe that the balanced accuracy modulates the weight of each result by the number of instances in

the data set that has that label.

The accuracy calculation (Equation 3) therefore is used to indicate how effective the classifier is on

a typical data set, while the balanced accuracy (Equation 4) indicates how well the classifier performs
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when accounting for the frequency of the labels, and gives more emphasis on consistency over all labels420

(and not just common labels).

We also present a statistical significance test of the accuracy and balanced accuracy results. We

use the nonparametric Wilcoxon rank sum test [23]. It tests if two independent samples x and y

come from identical continuous (not necessarily normal) distributions with equal medians, against the

alternative that they do not have equal medians. In fact, we used the right-tailed hypothesis test,425

where the alternative hypothesis states that the median of x is greater than the median of y.

The experiments here used the implementations of CBA and CMAR available at the LUCS-KDD

software library1. The CMAR∗ variation was a slight modification of the LUCS-KDD implementation.

For the PAM-based algorithms (PAM, PAM-woG, PAM-R, and PAM-woG) and BR-based algorithms

(BR, and BR-R) our own implementation written in Python was used. For RIn-Close, we used the430

implementation available at github repository2. Note that since the implementations are of different

quality and from different sources, this makes runtime comparison unreasonable and so this has not

been included in the analysis. However, commentary on computational complexity and required aspects

that would impact the outcomes regardless of implementation are still discussed (see Section 8)

Lastly, in the Discussion section (Section 8), we compared the performance of the best AC algorithms435

presented in Section 6.1 against two other interpretable techniques, Decision Tree and RIPPER [18],

and a non-interpretable technique, XGBoost [16]. This comparison intends to illustrate better the

effectiveness of the associative classification algorithms in the problem of packer classification. For the

Decision Tree, we used the scikit-learn implementation [41] and set max leaf nodes = 14 corresponding

to the 14 label classes in the training set. For RIPPER, we use the R package arulesCBA [20] with the440

default setting. For XGBoost, we use the Python package XGBoost [1] with the following parameters:

max depth = 2, eta = 1, objective = multi : softmax, num class = 14, eval metric = merror,

nthread = 4, and num round = 10. The objective and eval metric parameters were set for multi-class

classification. The num round parameter was set based on the stability of the training error, i.e.,

merror = 0.000952 from round 6 until 10.445

6.1. Algorithms Summary

The algorithms used in this work are as follows with novel algorithms in bold.

1https://cgi.csc.liv.ac.uk/~frans/KDD/Software/
2https://github.com/rveroneze/rinclose
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CBA Classification based on associations from [33].

CMAR Classification based on multiple association rules from [30].

CMAR∗ Classification based on multiple association rules with a default class label as

defined in Section 4.2.1.

PAM Principal association mining as defined in [15].

PAM-woG PAM extended without rule pruning as defined in Section 4.2.2.

PAM-R PAM extended with RIn-Close as defined in Section 4.2.3.

PAM-R-woG PAM extended without rule pruning and with RIn-Close as defined in Sec-

tions 4.2.2 and 4.2.3.

BR Best rule algorithm as defined in Section 4.1.

BR-R BR extended with RIn-Close as defined in Section 4.2.3.

7. Results450

In this section, we first present the results of experimenting with all the algorithms and as described

using the method from Section 6. Then, we present a statistical significance test of our results.

7.1. Experimental results

An overview of the results for the algorithms with three different minimum supports (30, 45, and

60) on eight different testing and validation sets (listed according to the month from which the samples455

were collected in) and considering the accuracy can be seen in Table 3 and also Figures 1(a), 1(c) and

1(e). Note that in Table 3 the best result for a fixed minsup is indicated in bold and the best regardless

of minsup in bold and italic. Observe that the BR-R algorithm performs the best overall (best for

13 of the 24 combinations), closely followed by the BR algorithm (best for 9 of 24 combinations). The

PAM-R algorithm also performs well, albeit with only a single best result for all the combinations.460

PAM also performs well, but the other variants of PAM (PAM-woG and PAM-R-woG) do not. Finally,

the CMAR and CMAR∗ algorithms perform terribly in all combinations.

Of the eight data sets the best results were consistently achieved by the BR and BR-R algorithms

(3 best results each, regardless of the minsup parameter). Interestingly the BR and BR-R algorithms

appear to have no sensitivity to the minsup parameter and always achieved the same accuracy.465

One interesting observation is that the accuracy drops off over time. This is a known challenge

in the area of malware and packers since new variations and versions of programs appear over time

and old ones (that can be effectively countered) become rarer. The results here indicate that all the

algorithms except CBA with minsup=60 suffer from a reduction in accuracy over time, particularly
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Accuracy (%)
minsup Algorithm 2019-10 2019-11 2019-12 2020-01 2020-02 2020-03 2020-04 2020-05

30 CBA 93.14 94.01 93.68 94.10 90.93 91.60 92.07 92.21
CMAR 12.35 16.84 18.66 14.27 10.43 10.77 14.26 18.21
CMAR∗ 34.22 32.81 31.62 28.45 27.95 28.74 28.10 31.08
PAM 96.64 97.72 97.55 97.08 96.06 97.79 97.06 94.31
PAM-woG 90.76 89.75 92.06 92.18 91.95 91.16 91.31 87.91
PAM-R 98.65 99.08 98.79 98.74 97.39 98.42 98.12 95.48
PAM-R-woG 95.41 95.66 95.95 96.66 95.39 96.03 94.61 91.83
BR 98.50 98.86 99.08 99.23 98.63 99.03 98.70 95.29
BR-R 98.79 99.02 99.23 99.14 98.46 99.15 98.31 96.03

45 CBA 93.14 94.01 93.68 94.10 90.93 91.60 92.07 92.21
CMAR 12.35 16.84 18.66 14.27 10.43 10.77 14.26 18.21
CMAR∗ 34.73 33.47 31.90 29.11 27.92 29.07 27.34 33.08
PAM 97.91 98.59 98.48 98.30 97.39 97.95 97.55 94.47
PAM-woG 90.76 89.75 92.06 92.18 91.95 91.16 91.31 87.91
PAM-R 98.51 99.00 98.90 98.89 97.61 98.71 98.46 95.99
PAM-R-woG 95.41 95.66 95.95 96.66 95.39 96.03 94.61 91.83
BR 98.50 98.86 99.08 99.23 98.63 99.03 98.70 95.29
BR-R 98.79 99.02 99.23 99.14 98.46 99.15 98.31 96.03

60 CBA 96.80 97.24 96.94 96.71 94.89 95.97 96.49 96.29
CMAR 12.28 16.81 18.65 14.26 10.36 10.74 14.25 18.20
CMAR∗ 31.83 37.38 36.38 32.44 33.52 31.91 25.33 22.92
PAM 91.76 93.49 94.82 94.92 93.65 94.30 92.45 87.93
PAM-woG 89.34 88.56 90.96 91.19 90.92 90.24 89.37 86.68
PAM-R 96.37 96.90 97.03 97.29 95.82 96.57 95.38 92.49
PAM-R-woG 95.41 95.66 95.95 96.66 95.39 96.03 94.61 91.83
BR 98.50 98.86 99.08 99.23 98.63 99.03 98.70 95.29
BR-R 98.79 99.02 99.23 99.14 98.46 99.15 98.31 96.03

Table 3: Accuracy Results.

five months after the end of the training data. This indicates that an effective classifier should be470

retrained within this time period.

An overview of the results for the algorithms with different supports on eight testing and validation

sets (again listed according to the month from which the samples were collected in) and considering

the balanced accuracy can be seen in Table 4 and Figures 1(b), 1(d) and 1(f). Observe that here

the balanced accuracy is more consistent between all the algorithms, with even CMAR and CMAR∗475

performing reasonably. The best results appear to be from PAM-based algorithms, with: PAM

being best for 4 combinations; PAM-woG being best for 6 combinations; PAM-R being best for 3

combinations; and PAM-R-woG being best for 4 combinations. For all the PAM-based algorithms

being best for 17 of the 24 combinations. The remaining 7 best results were all achieved by the CBA

algorithm. Observe that the BR, BR-R, CMAR, and CMAR∗ algorithms all perform consistently worse480

than the CBA and PAM-based algorithms. Finally, observe that all algorithms degrade in performance

three months after the conclusion of the training sets (i.e. for 2020-04 and 2020-05).

Of the eight data sets the best results overall were distributed as follows: CBA scored best for
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Balanced Accuracy (%)
minsup Algorithm 2019-10 2019-11 2019-12 2020-01 2020-02 2020-03 2020-04 2020-05

30 CBA 97.40 95.43 97.66 95.65 97.75 96.12 89.58 88.41
CMAR 90.94 88.80 91.07 89.00 91.32 89.18 83.15 82.32
CMAR∗ 92.72 90.17 92.21 90.18 92.72 90.72 84.31 83.53
PAM 97.16 94.80 95.03 96.25 91.92 98.67 89.48 83.47
PAM-woG 97.75 97.36 95.98 96.86 97.11 98.10 92.57 86.28
PAM-R 96.65 96.31 91.14 89.09 91.99 87.28 82.72 79.81
PAM-R-woG 98.17 98.25 96.25 93.11 93.02 87.07 82.43 81.18
BR 95.59 92.14 95.03 95.96 91.68 90.47 86.36 80.47
BR-R 93.93 91.11 91.05 87.64 91.62 79.07 79.48 78.67

45 CBA 97.40 95.43 97.66 95.65 97.75 96.12 89.58 88.41
CMAR 90.94 88.80 91.07 89.00 91.32 89.18 83.15 82.32
CMAR∗ 92.76 90.23 92.23 90.24 92.71 90.75 84.24 83.72
PAM 96.55 94.88 95.11 96.35 92.03 98.69 89.52 83.48
PAM-woG 97.75 97.36 95.98 96.86 97.11 98.10 92.57 86.28
PAM-R 95.21 93.71 91.15 88.08 92.00 87.30 82.75 79.86
PAM-R-woG 98.17 98.25 96.25 93.11 93.02 87.07 82.43 81.18
BR 95.59 92.14 95.03 95.96 91.68 90.47 86.36 80.47
BR-R 93.93 91.11 91.05 87.64 91.62 79.07 79.48 78.67

60 CBA 91.42 91.81 90.80 91.79 91.25 88.81 86.37 87.51
CMAR 84.49 84.10 83.93 84.92 84.51 81.40 79.58 80.16
CMAR∗ 86.08 85.86 85.48 86.44 86.35 83.23 80.50 80.60
PAM 97.83 97.68 96.22 97.09 93.68 98.37 89.10 84.15
PAM-woG 97.64 97.26 95.88 96.78 97.03 98.02 92.41 86.17
PAM-R 98.25 98.36 96.34 93.16 93.05 87.12 82.49 81.24
PAM-R-woG 98.17 98.25 96.25 93.11 93.02 87.07 82.43 81.18
BR 95.59 92.14 95.03 95.96 91.68 90.47 86.36 80.47
BR-R 93.93 91.11 91.05 87.64 91.62 79.07 79.48 78.67

Table 4: Balanced Accuracy Results.

3 data sets; PAM best for 2 data sets; PAM-woG best for 1 data set; and PAM-R best for 2 data

sets. Interestingly for CBA when considering the balanced accuracy, the minsup acts conversely to485

when considering accuracy: lower minsup is better for balanced accuracy. For PAM-based algorithms,

there is a minor impact from variations of the minsup parameter (except for PAM-R-woG which is

unaffected). The CMAR and CMAR∗ algorithms performed slightly better on balanced accuracy

when the minsup was lower. Finally, the BR and BR-R algorithms remain unaffected by the minsup

parameter as before.490

As for the accuracy, the balanced accuracy also drops off over time. This is as expected, but also

much more significant in the results here (as best illustrated in Figures 1).

An overview of the number of rules and number of attributes used in the classifier for each algorithm

and support is shown in Table 5, with detailed discussion in Section 8.

7.2. Statistical significance test of the results495

Table 6 shows the p-values of the right-tailed Wilcoxon rank sum hypothesis test for the comparison

of the accuracy results considering the different values of the parameter minsup used in our experiments.
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Figure 1: Accuracy and Balanced Accuracy Graphs.

CBA with minsup = 60 was superior than CBA with minsup = 30 or minsup = 45. PAM with

minsup = 45 was superior than PAM with minsup = 30 or minsup = 60. PAM-woG with minsup = 60
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minsup Algorithm #Rules #Attributes

30 CBA 22 27
CMAR 361 106
CMAR∗ 361 106
PAM 21 116
PAM-woG 27 117
PAM-R 24 117
PAM-R-woG 24 115
BR 13 116
BR-R 13 115

45 CBA 22 27
CMAR 358 105
CMAR∗ 358 105
PAM 19 116
PAM-woG 27 117
PAM-R 20 117
PAM-R-woG 24 115
BR 13 116
BR-R 13 115

60 CBA 15 18
CMAR 508 107
CMAR∗ 508 107
PAM 23 116
PAM-woG 27 116
PAM-R 25 115
PAM-R-woG 24 115
BR 13 116
BR-R 13 115

Table 5: Number of rules and attributes used in the classifiers.

was inferior than PAM-woG with minsup = 30 or minsup = 45 (the same for PAM-R). Finally, CMAR,500

CMAR∗, PAM-R-woG, BR and BR-R had negligible sensitivity to minsup.

Considering these results, our further statistical significance tests for accuracy considersminsup = 60

for CBA and minsup = 45 for the other algorithms. Table 7 shows the p-values of the right-tailed

Wilcoxon rank sum hypothesis test for the comparison of the accuracy results considering the different

algorithms used in our experiments. Table 8 summarizes the results of Table 7.505

PAM-R, BR and BR-R were significantly better than 6 algorithms (CBA, CMAR, CMAR∗, PAM,

PAM-woG and PAM-R-woG) and were not significantly worse than any algorithm. Thus, besides the

fact that the PAM-R algorithm had the best accuracy just once, its performance in terms of accuracy

was statistically equivalent to the performance of the BR and BR-R algorithms. PAM was inferior only

to these 3 algorithms (PAM-R, BR and BR-R) and superior to the other 5 (CBA, CMAR, CMAR∗,510

PAM-woG and PAM-R-woG).

Table 9 shows the p-values of the right-tailed Wilcoxon rank sum hypothesis test for the comparison

of the balanced accuracy results considering the different values of the parameter minsup used in our

experiments. CBA with minsup = 60 was inferior than CBA with minsup = 30 or minsup = 45 (the
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30 > 45 30 > 60 45 > 30 45 > 60 60 > 30 60 > 45

CBA 0.5413 1.0000 0.5413 1.0000 0.0001 0.0001
CMAR 0.5413 0.3329 0.5413 0.3329 0.6875 0.6875
CMAR∗ 0.6773 0.8359 0.3605 0.7131 0.1911 0.3227
PAM 0.9824 0.0003 0.0204 0.0003 0.9998 0.9998
PAM-woG 0.5413 0.0415 0.5413 0.0415 0.9675 0.9675
PAM-R 0.7131 0.0023 0.3227 0.0015 0.9985 0.9991
PAM-R-woG 0.5413 0.5413 0.5413 0.5413 0.5413 0.5413
BR 0.5413 0.5413 0.5413 0.5413 0.5413 0.5413
BR-R 0.5413 0.5413 0.5413 0.5413 0.5413 0.5413

Table 6: p-values of the right-tailed Wilcoxon rank sum hypothesis test for the comparison of the accuracy results
considering the different values of the parameter minsup used in our experiments. 30 > 45 stands for the alternative
hypothesis that the median of the accuracy for minsup = 30 is greater than the median of the accuracy for minsup = 45.
Equivalently for the other columns of the table.

CBA CMAR CMAR∗ PAM PAM-R-woG PAM-R PAM-R-woG BR BR-R

CBA 0.5413 0.0001 0.0001 0.9965 0.0001 0.9985 0.0103 0.9977 0.9985
CMAR 1.0000 0.5413 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
CMAR∗ 1.0000 0.0001 0.5413 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
PAM 0.0052 0.0001 0.0001 0.5413 0.0001 0.9675 0.0035 0.9965 0.9897
PAM-woG 1.0000 0.0001 0.0001 1.0000 0.5413 1.0000 0.9997 1.0000 1.0000
PAM-R 0.0023 0.0001 0.0001 0.0415 0.0001 0.5413 0.0003 0.8089 0.8670
PAM-R-woG 0.9926 0.0001 0.0001 0.9977 0.0005 0.9998 0.5413 0.9985 0.9999
BR 0.0035 0.0001 0.0001 0.0052 0.0001 0.2209 0.0023 0.5413 0.5737
BR-R 0.0023 0.0001 0.0001 0.0141 0.0001 0.1456 0.0002 0.4521 0.5413

Table 7: p-values of the right-tailed Wilcoxon rank sum hypothesis test for the comparison of the accuracy results
considering the different algorithms used in our experiments. It considers minsup = 60 for CBA and minsup = 45 for
the other algorithms. Each cell in the table indicates whether the accuracy median of the algorithm in line i is greater
than the accuracy median of the algorithm in column j.

Better than Worse than

CBA 4 4
CMAR 0 8
CMAR∗ 1 7
PAM 5 3
PAM-woG 2 6
PAM-R 6 0
PAM-R-woG 3 5
BR 6 0
BR-R 6 0

Table 8: Summary of the right-tailed Wilcoxon rank sum hypothesis test for the comparison of the accuracy results
considering the different algorithms used in our experiments.

same for CMAR and CMAR∗). There is no statistically significant difference among the values of515

minsup for the other algorithms. Thus, we chose minsup = 45 for our further statistical significance

tests considering the balanced accuracy. Table 10 shows the p-values of the right-tailed Wilcoxon

rank sum hypothesis test for the comparison of the balanced accuracy results considering the different

algorithms used in our experiments. Table 11 summarizes the results of Table 10.

CBA and PAM-woG were significantly better than 5 algorithms (CMAR, CMAR∗, PAM-R, BR520

and BR-R) and were not significantly worse than any algorithm. Also, PAM and PAM-R-woG were not
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significantly worse than any algorithms, with PAM being better than 3 algorithms (CMAR, PAM-R and

BR-R). PAM-R were significantly worse than CBA and its variants PAM and PAM-woG. CMAR and

BR-R were also significantly worse than CBA, PAM and PAM-woG. CMAR∗ and BR were significantly

worse than CBA and PAM-woG.525

30 > 45 30 > 60 45 > 30 45 > 60 60 > 30 60 > 45

CBA 0.5413 0.0141 0.5413 0.0141 0.9897 0.9897
CMAR 0.5413 0.0103 0.5413 0.0103 0.9926 0.9926
CMAR∗ 0.6282 0.0101 0.3875 0.0103 0.9925 0.9926
PAM 0.6395 0.7131 0.3992 0.7473 0.3227 0.2869
PAM-woG 0.5413 0.3605 0.5413 0.3605 0.6773 0.6773
PAM-R 0.5204 0.7791 0.5204 0.8089 0.2527 0.2209
PAM-R-woG 0.5413 0.5413 0.5413 0.5413 0.5413 0.5413
BR 0.5413 0.5413 0.5413 0.5413 0.5413 0.5413
BR-R 0.5413 0.5413 0.5413 0.5413 0.5413 0.5413

Table 9: p-values of the right-tailed Wilcoxon rank sum hypothesis test for the comparison of the balanced accuracy
results considering the different values of the parameter minsup used in our experiments. 30 > 45 stands for the
alternative hypothesis that the median of the balanced accuracy for minsup = 30 is greater than the median of the
balanced accuracy for minsup = 45. Equivalently for the other columns of the table.

CBA CMAR CMAR∗ PAM PAM-R-woG PAM-R PAM-R-woG BR BR-R

CBA 0.5413 0.0074 0.0190 0.2527 0.6882 0.0052 0.2527 0.0415 0.0052
CMAR 0.9948 0.5413 0.8828 0.9948 0.9985 0.6773 0.8828 0.9476 0.4796
CMAR∗ 0.9859 0.1393 0.5413 0.9476 0.9965 0.4392 0.8607 0.8089 0.2527
PAM 0.7791 0.0074 0.0652 0.5413 0.9026 0.0325 0.2869 0.1641 0.0103
PAM-woG 0.3336 0.0023 0.0052 0.1172 0.5413 0.0052 0.2209 0.0103 0.0023
PAM-R 0.9965 0.3605 0.6008 0.9751 0.9965 0.5413 0.8089 0.8359 0.1911
PAM-R-woG 0.7791 0.1393 0.1641 0.7473 0.8089 0.2209 0.5413 0.2869 0.0652
BR 0.9675 0.0652 0.2209 0.8607 0.9926 0.1911 0.7473 0.5413 0.0524
BR-R 0.9965 0.5608 0.7791 0.9926 0.9985 0.8359 0.9476 0.9585 0.5413

Table 10: p-values of the right-tailed Wilcoxon rank sum hypothesis test for the comparison of the balanced accuracy
results considering the different algorithms used in our experiments. It considers minsup = 45 for all algorithms. Each
cell in the table indicates whether the balanced accuracy median of the algorithm in line i is greater than the balanced
accuracy median of the algorithm in column j.

Better than Worse than

CBA 5 0
CMAR 0 3
CMAR* 0 2
PAM 3 0
PAM-woG 5 0
PAM-R 0 3
PAM-R-woG 0 0
BR 0 2
BR-R 0 3

Table 11: Summary of the right-tailed Wilcoxon rank sum hypothesis test for the comparison of the balanced accuracy
results considering the different algorithms used in our experiments.
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8. Discussion

This section discusses how the algorithms compare in practicalities and some broader considerations

from this work. This is focused on three aspects: the number of rules created for a classifier, the

number of attributes used, and the classifier performance. The most suitable algorithms for packer

classification considering performance, interpretability and computational cost are identified. We also530

comment on how to handle malware evolving.

8.1. Number of Classifier Rules

The BR and BR-R algorithms used fewer rules in their classifiers because they use only one rule

per class label. This leads to them having no sensitivity to the parameter minsup as shown in the

results. However, note that if we use a very high minsup it may not be possible to find rules with the535

desired confidence. By contrast, the other algorithms use a heuristic based on the training sample

coverage to select the rules to the classifier.

The CMAR and CMAR∗ algorithms stand out for using many more rules than the other methods.

This happens because each training sample has to be satisfied (covered) by at least δ rules before it is

ignored in the classifier builder. With minsup = 60, CMAR and CMAR∗ select significantly more540

rules in an attempt to cover the training samples δ times.

The CBA algorithm is comparable with the PAM-based algorithms, but selects fewer rules with

minsup = 60 compared to minsup ∈ {30, 45}. The rules selected by the classifier builder with

minsup = 60 are a subset of the selected rules with minsup = 30 and minsup = 45 (which are exactly

the same). This indicates that some of the rules selected with minsup = 30 and minsup = 45 are not545

available to the classifier builder when using minsup = 60, and there are no other rules capable of

replacing them. However, note that the LUCKS KDD implementation of CBA and CMAR used here

has thresholds to limit the search from exploring every possible rule. Thus it may be possible to find

suitable rules with minsup = 60, but these may take significant time and computation to discover.

For PAM-woG and PAM-R-woG, the number of selected rules are the same for all minsup values,550

but this does not hold for PAM and PAM-R. From the pattern mining literature, we know that if

an itemset X is frequent, all its subsets are also frequent and have support greater than or equal to

sup(X). So, without the pruning of the more general rules, we are more likely to select rules that

cover samples not yet covered by their more specific versions. This makes the variants of PAM without

the rule pruning less sensitive to the minsup.555

8.2. Number of Attributes Used in Rules

Due to the algorithmic designs, it is expected that all of PAM, PAM-woG, PAM-R, PAM-R-woG,

BR and BR-R used many attributes in their classifiers since they select rules whose conditions are

24



closed itemsets. For similar algorithmic reasons CBA selects minimal generators and hence used much

fewer attributes in its classifiers. Despite CMAR and CMAR∗ prioritize rules with few attributes, they560

use many rules, and so they used many attributes as well. Therefore, among the analyzed methods,

CBA generated the most interpretable classifiers.

8.3. Classifier Performance

An important feature of the malware data sets is that they are very unbalanced. The not packed

class label comprises about 81% to 90% of the samples in the test data sets used in this work. Thus,565

by assigning not packed to all samples of a test data set, it is possible to reach 90% accuracy (but not

balanced accuracy). Also, an effective strategy in terms of accuracy would be to assign a class label

other than not packed only when you are very confident of it.

Thus, by selecting only the best rule per class label, BR and BR-R benefit from this feature of the

malware data sets, promoting very good accuracies. Note also that the best accuracies produced by570

CBA is when it uses few rules (with minsup = 60). On the other hand, this feature is destructive to

the CMAR and CMAR∗ poor accuracies.

The classifier builder computational costs of PAM and PAM-R are considerably higher than,

respectively, the ones of PAM-woG and PAM-R-woG, but at least they produced significantly better

accuracies than its -woG variants. With the pruning, PAM and PAM-R were able to select rules575

with less recall, but higher confidence (precision), which had a positive effect on accuracy. However,

PAM and PAM-R performed numerically worse (not significantly statistically worse) than, respectively,

PAM-woG and PAM-R-woG in terms of balanced accuracy. It indicates that, when all samples have

the same weight to the performance computation, the more precise rules of PAM and PAM-R could

have lower generalizability than the rules of PAM-woG and PAM-R-woG.580

The usage of online partitioning of the numerical attributes can produce more specific rules than the

a priori partitioning. The significantly better accuracies of PAM-R and PAM-R-woG when compared

to, respectively, PAM and PAM-woG indicate that this was also beneficial for the accuracy. Although

this effect was less and not statistically significant, BR-R had also slightly better accuracies than

BR. But again we do not observe the same tendency for balanced accuracy. Indeed, PAM performed585

statistically significantly better than PAM-R.

This contrast between the results for accuracy and balanced accuracy is also observed in the results

for CBA (which uses few attributes) with minsup = 30 and minsup = 45. While CBA’s accuracy is

easily outperformed by the methods that select closed itemsets, such as BR-R and BR, CBA’s balanced

accuracy is among the best results.590
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8.4. Overall

Considering the statistical significance test of our results regarding accuracy, PAM-R, BR and

BR-R using minsup = 45 were the best options. The rule mining stage of these three algorithms is

based on closed itemsets. But the rule mining stage of PAM-R and BR-R uses RIn-Close with online

partitioning of the continuous features. Thus, the rule mining stage of PAM-R and BR-R is slower595

than that of BR. The classifier build stage of BR and BR-R is the same, and it is much simpler and

faster than that of PAM-R. For these reasons, BR is faster than BR-R and PAM-R.

These three algorithms are equivalent in terms of the number of conditions in each rule. However,

in BR and BR-R, the number of rules in the classifier is bounded by the number of class labels.

Hence, PAM-R will usually produce a classifier with more rules than BR and BR-R. Consequently,600

the classifiers produced by BR and BR-R will usually be faster in making a prediction and more

interpretable than that of PAM-R.

Regarding balanced accuracy, CBA and PAM-woG using minsup = 45 were the best options. The

rule mining of PAM-woG can be done with algorithms for mining closed itemsets. This is an advantage

in terms of computational cost. To avoid impractical runtimes, the CBA implementation stops the605

mining process after the number of frequent itemsets exceeds a defined threshold. It could be done

for PAM-woG, but the number of closed frequent itemsets in the packer training dataset is tractable.

To illustrate this information, using minsup = 45, the number of frequent itemsets with length up

to 3 (remark that the datasets have 119 features and more than 40,000 items after binarization) is

equal to 1,499,915, while the number of all closed frequent itemsets is equal to 1,061,017. On the other610

hand, the classifier build stage of PAM-woG is slower than that of CBA due to the recalculation of the

principality metric. Thus, the conclusion is that CBA will run faster than PAM-woG as long as the

rule mining stage is stopped after exceeding a limit threshold for the number of frequent itemsets (our

current evidence points out that short rules are effective for balanced accuracy). Besides, the more

general rules used by CBA are more easily interpreted. Since the number of rules in the classifiers615

produced by CBA and PAM-woG are equivalent, CBA is definitely the best option when considering

interpretability.

To better illustrate the effectiveness of these AC algorithms in the problem of packer classification,

we make a comparison with other two rule-based techniques, i.e., Decision Tree (DT) and RIPPER [20],

and a non-interpretable technique, i.e., XGBoost [1]. XGBoost is intended to provide performance620

baselines on what black-box models can achieve on these datasets. The results are reported in Tables 12

and 13 for accuracy and balanced accuracy, respectively. The best results among the interpretable

classifiers are indicated in bold, and the best results overall are indicated in italic. The models produced

by the DT and RIPPER algorithms are presented in Appendix C.
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Observe that the accuracy of the algorithms considered here outperformed the other two interpretable625

classifiers, and even XGBoost, for all test data sets. For balanced accuracy, XGBoost is the best one

for 5 of the 8 test data sets. However, the interpretable classifiers were able to achieve good balanced

accuracies compared to XGBoost. Among the interpretable classifiers, the AC algorithms produced the

best balanced accuracies for 5 data sets (4 for PAM-woG and 1 for CBA), while RIPPER produced

the best balanced accuracies for the other 3 data sets.630

Since BR, BR-R, and CBA using minsup = 45 are the best AC algorithms in terms of performance

and interpretability, we also present the models produced by them in Appendix C. The main observation

from these is that BR and BR-R build complex rules that consider many features, while CBA builds

very simple rules. Despite this superficial observation, the detail of the rules and the common features

can be used to identify which features are most significant in identifying the packer. Further, by635

identifying feature values that are related to packing (and not unpacked samples) can be used for

detection [13]. This information can in turn help with further detection and classification algorithms,

analysis, and research, as well as be applied to reverse engineering or generic systems.

Accuracy (%)
Algorithm 2019-10 2019-11 2019-12 2020-01 2020-02 2020-03 2020-04 2020-05

PAM-R 98.51 99.00 98.90 98.89 97.61 98.71 98.46 95.99
BR 98.50 98.86 99.08 99.23 98.63 99.03 98.70 95.29
BR-R 98.79 99.02 99.23 99.14 98.46 99.15 98.31 96.03
DT3 60.40 65.63 70.28 71.14 72.77 73.81 59.04 54.50
RIPPER4 77.56 82.41 86.68 85.39 83.48 84.11 81.17 75.99

XGBoost5 82.49 89.20 92.31 92.79 91.07 91.98 85.38 81.83

Table 12: Accuracy results of other algorithms vs. PAM-R, BR and BR-R.

Balanced Accuracy (%)
Algorithm 2019-10 2019-11 2019-12 2020-01 2020-02 2020-03 2020-04 2020-05

CBA 97.40 95.43 97.66 95.65 97.75 96.12 89.58 88.41
PAM-woG 97.75 97.36 95.98 96.86 97.11 98.10 92.57 86.28
DT 91.87 91.19 94.22 92.77 90.77 85.70 80.43 79.54
RIPPER 97.65 98.01 98.82 96.70 97.05 95.39 88.04 90.91

XGBoost 98.08 98.79 99.25 97.25 95.10 99.08 92.50 90.58

Table 13: Balanced accuracy results of other algorithms vs. CBA and PAM-woG.

8.5. Malware evolving

One area to consider in the domain of packer (and malware) detection and classification is the640

adversarial and evolving environment. Packers that are effectively detected and unpacked (or reverse

engineered) then become ineffective for malware delivery and new packers are created to replace them.

This in turn means that creating packer classifiers is not a one off exercise, instead the classifier must

be retrained and updated regularly to meet the challenges of new packer varieties.
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This then favors classifiers with a low cost to be built, which is the case of BR and BR-R. Actually,645

BR is the fastest AC algorithm studied here, followed by BR-R. Conveniently, these two algorithms

also achieved the best performance in terms of accuracy. Besides their apparent degradation in the

last month (2020-05), their results are still among the best. Thus, considering the cost to create the

classifier modulated by the time it is effective, BR and BR-R (especially BR) are the best options in

terms of accuracy.650

For balanced accuracy, all algorithms’ degradation over time is evident one month before (since

2020-04). Thus, if the main goal is to perform well when accounting for the frequency of the labels,

then the classifiers must be retrained more frequently. In this case, CBA is yet the best choice as long

as the threshold in the number of patterns does not affect the performance.

Instead of retraining the associative classifier from scratch, an option to be investigated is the655

incremental update of the rules. There are already several works in the literature for incremental/stream

pattern mining [27, 32]. In addition, some works tackle the problem of associative classification over

data streams [45].

9. Conclusions

Detecting packer programs is a significant challenge in cyber security and one that has seen many660

possible approaches used. Here we explore the effectiveness of nine variations of association-rule-based

algorithms for packer classification on eight data sets consisting of ∼ 240, 000 real-world samples.

The results here indicate that PAM-based algorithms perform well on data sets when accounting for

both absolute and balanced accuracy. For absolute accuracy, the novel algorithms presented here BR

and BR-R perform best overall. For balanced accuracy, CBA and the proposed PAM-woG were the665

best ones, followed by PAM. Also, the proposed PAM-R-woG was not statistically inferior to any

competitor. The results also indicate that accuracy in all scenarios and for all algorithms degrades

over time, indicating the regular updating of the classifier is vital to maintaining high accuracy.

Overall the novel algorithms and variations here show improvements in the classification of packers

over the original algorithms. These improvements may also be suited to other applications where there670

are many features with different types, or when classification is significant.

Future work can build on this paper in many directions relating to algorithms, data sets, and

related approaches.

Regarding algorithmic future work, one direction would be to explore further novel algorithms

and improvements that may perform better on packing classification and similar data sets. Another675

direction would be to extend the algorithms, and, in particular, the rule and feature choices, to
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consider more information such as feature extraction cost since not all features need to be extracted in

applications like packer detection.

Regarding the data sets, one direction would be to explore the features used in more detail and

examine which are most significant for classification, and also which can be omitted while maintaining680

good outcomes. Another would be to consider different approaches to training, e.g. using larger sets

with smaller or larger numbers of samples in the training phase, and considering options like unbalanced

training data sets. Yet another direction would be to consider longer-term longitudinal studies to

evaluate the economics and evolution over a great period, including to validate economical predictions

[13].685

Finally, there are also related works that attempt to address the same challenges in a different

approach such as machine learning algorithms like decision trees and PRISM [14]. A detailed comparison

of the efficacy and comprehensibility of these approaches would also be of interest.
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a b c d l

1 1.5 0.2 0.1 0.3 1
2 1.5 0.0 0.4 0.4 1
3 1.4 0.9 0.8 0.4 1
4 0.9 1.2 1.4 0.2 1
5 0.9 1.3 1.4 0.3 0
6 0.6 1.4 0.2 0.3 0
7 0.3 1.4 1.3 0.7 0

Table A.14: An example data set with four continuous attributes ranging from 0 to 1.5 and labels 0 or 1.

a b c d l

1 3 1 1 1 1
2 3 1 1 1 1
3 3 2 2 1 1
4 2 3 3 1 1
5 2 3 3 1 0
6 2 3 1 1 0
7 1 3 3 2 0

Table A.15: Result of the partitioning of the data in Table A.14 using equal-width bins of size 0.5.

Appendix A. Example

This section provides an example to illustrate the main concepts and algorithms used in this work.

Table A.14 shows a data set with four continuous attributes (a, b, c, d) ranging from 0 to 1.5 and

label (l) either 0 or 1. The intuition is that this data set has 7 samples, 4 attributes, and 2 labels. This695

will be used to demonstrate the concepts in this work. Note that due to only having 2 labels in practice

this data set supports only binary classification, while this work considers multi-class classification

with unbounded numbers of classes.

Many algorithms and concepts in the literature rely upon the data set being based on discrete rather

than continuous values. In practice, data sets are binned to support this. For the data set presented700

in Table A.14, the attributes can be partitioned using equal-width bins of size 0.5, as presented in

Table A.15.

Remark that when dealing with a non-binary data set, each item is usually given by an attribute-

value pair. Thus, each attribute-value pair of Table A.15 is an item in our example, such as (a, 1).

Table A.16 shows the set of tids, the set of items and the binary relation between them derived from705

Table A.15. Observe that each column represents an attribute-value pair and an × indicates in this

row this attribute has this value.

Table A.17 shows the frequent itemsets from the data set exhibited in Table A.16 for minsup = 2.

Note that, for instance, t({(c, 3)}) = {4, 5, 7} and t({(c, 3), (d, 1)}) = {4, 5}. Therefore, sup({(c, 3)}) =

3 and sup({(c, 3), (d, 1)}) = 2.710

The CFIs from Table A.17 are marked with an × in the column ‘CFI’. Note that we have 29 frequent
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(a, 1) (a, 2) (a, 3) (b, 1) (b, 2) (b, 3) (c, 1) (c, 2) (c, 3) (d, 1) (d, 2) (l, 0) (l, 1)

1 × × × × ×
2 × × × × ×
3 × × × × ×
4 × × × × ×
5 × × × × ×
6 × × × × ×
7 × × × × ×

Table A.16: Data of Table A.15 presented using a binary relation between its columns and rows.

# Itemset sup Equiv MG CFI

1 {(a, 2)} 3 1 ×
2 {(a, 3)} 3 2 ×
3 {(b, 1)} 2 3 ×
4 {(b, 3)} 4 4 × ×
5 {(c, 1)} 3 5 ×
6 {(c, 3)} 3 6 ×
7 {(d, 1)} 6 7 × ×
8 {(a, 2), (b, 3)} 3 1
9 {(a, 2), (c, 3)} 2 8 ×

10 {(a, 2), (d, 1)} 3 1
11 {(a, 3), (b, 1)} 2 3
12 {(a, 3), (c, 1)} 2 3 ×
13 {(a, 3), (d, 1)} 3 2 ×
14 {(b, 1), (c, 1)} 2 3
15 {(b, 1), (d, 1)} 2 3
16 {(b, 3), (c, 3)} 3 6 ×
17 {(b, 3), (d, 1)} 3 1 ×
18 {(c, 1), (d, 1)} 3 5 ×
19 {(c, 3), (d, 1)} 2 8 ×
20 {(a, 2), (b, 3), (c, 3)} 2 8
21 {(a, 2), (b, 3), (d, 1)} 3 1 ×
22 {(a, 2), (c, 3), (d, 1)} 2 8
23 {(a, 3), (b, 1), (c, 1)} 2 3
24 {(a, 3), (b, 1), (d, 1)} 2 3
25 {(a, 3), (c, 1), (d, 1)} 2 3
26 {(b, 1), (c, 1), (d, 1), } 2 3
27 {(b, 3), (c, 3), (d, 1)} 2 8
28 {(a, 2), (b, 3), (c, 3), (d, 1)} 2 8 ×
29 {(a, 3), (b, 1), (c, 1), (d, 1)} 2 3 ×

Table A.17: Frequent itemsets mined from the data set exhibited in Table A.16 using minsup = 2.

itemsets, while we have only 8 CFIs. The column ‘Equiv’ of Table A.17 indicates the equivalence class

of each of the 29 frequent itemsets. The MGs are marked with an × in the column ‘MG’. We have 8

different equivalence classes, with 2 being trivial from these.

Table A.18 shows the CARs mined from the data set exhibited in Table A.16 using minsup = 2 and715

minconf = 60%. The number (#) of each CAR is linked to the corresponding itemset in Table A.17.

The rules are grouped according to their equivalence class. For convenience, the curly brackets are

omitted in the presentation of the rules. For instance, the itemset {(d, 1)} has support = 6, i.e., it

31



# CAR sup conf(%) comp(%) princ(%)

1 (a, 2)→ 0 2 66.67 66.67 66.67
8 (a, 2), (b, 3)→ 0 2 66.67 66.67 66.67

10 (a, 2), (d, 1)→ 0 2 66.67 66.67 66.67
17 (b, 3), (d, 1)→ 0 2 66.67 66.67 66.67
21 (a, 2), (b, 3), (d, 1)→ 0 2 66.67 66.67 66.67
2 (a, 3)→ 1 3 100.00 75.00 95.00

13 (a, 3), (d, 1)→ 1 3 100.00 75.00 95.00
3 (b, 1)→ 1 2 100.00 50.00 90.00

11 (a, 3), (b, 1)→ 1 2 100.00 50.00 90.00
12 (a, 3), (c, 1)→ 1 2 100.00 50.00 90.00
14 (b, 1), (c, 1)→ 1 2 100.00 50.00 90.00
15 (b, 1), (d, 1)→ 1 2 100.00 50.00 90.00
23 (a, 3), (b, 1), (c, 1)→ 1 2 100.00 50.00 90.00
24 (a, 3), (b, 1), (d, 1)→ 1 2 100.00 50.00 90.00
25 (a, 3), (c, 1), (d, 1)→ 1 2 100.00 50.00 90.00
26 (b, 1), (c, 1), (d, 1)→ 1 2 100.00 50.00 90.00
29 (a, 3), (b, 1), (c, 1), (d, 1)→ 1 2 100.00 50.00 90.00
4 (b, 3)→ 0 3 75.00 100.00 80.00
5 (c, 1)→ 1 2 66.67 50.00 63.33

18 (c, 1), (d, 1)→ 1 2 66.67 50.00 63.33
6 (c, 3)→ 0 2 66.67 66.67 66.67

16 (b, 3), (c, 3)→ 0 2 66.67 66.67 66.67
7 (d, 1)→ 1 4 66.67 100.00 73.33

Table A.18: CARs mined from the data set exhibited in Table A.16 using minsup = 2 and minconf = 60%. The
principality metric was computed using λ = 0.8.

appears in 6 from the 7 transactions of Table A.16. From these 6 transactions, 4 transactions belong

to class label 1. So, the rule R : (d, 1)→ 1 has support = 4, confidence = 66.67% and completeness =720

100%.

The itemset {(a, 3), (b, 1), (c, 1), (d, 1)} is closed. Its equivalence class and MGs are presented in

Table A.17. This equivalence class has 10 itemsets. As we have two class labels in our example, there

are two possible rules for each condition. So, we can write 20 different rules with the itemsets in

this equivalence class. The rules have support = 2, confidence = 100% and completeness = 50% for725

class label 1 in the consequent part of the rule (as we can see in Table A.18), the rules have support

= 0, confidence = 0%, and completeness = 0% for class label 0 in the consequent part of the rule.

Therefore, the best rules that we can write with the itemsets in this equivalence class is for class label

1. Further, among the best rules, (a, 3), (b, 1), (c, 1), (d, 1)→ 1 is the most specific rule, while (b, 1)→ 1

and (a, 3), (c, 1)→ 1 are the most general rules.730

Appendix A.1. Classification Based on Associations (CBA)

Note that (a, 3)→ 1 is the best rule according to the CBA’s ranking (see Table A.18). This rule

covers 3 from the 4 samples of class label 1. As there is not any other rule that can cover the remaining

sample of class label 1, this is the only rule selected for class label 1. Considering class label 0 in the
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default rule, this would be the only rule selected to the classifier, yielding:

(a, 3) → 1 ,

∅ → 0 .

We are using ∅ to indicate the default rule. Thus, this classifier could be read as:

if (a, 3) then (l, 1) else (l, 0). Note that {(a, 3)} is a minimal generator of minimum size.

Appendix A.2. Classification Based on Multiple Association Rules (CMAR)

Considering γ = 3.8415 and δ = 3, CMAR would selected the following three rules from Table A.18

to create the classifier:

(a, 3) → 1 ,

(a, 3), (d, 1) → 1 ,

(b, 3) → 0 .

Observe that this differs from CBA in the choice of rules, since CBA (a) selects only rules whose735

conditions are minimal generators, and (b) CBA attempts to cover a sample only once.

Appendix A.3. Principal Association Mining (PAM)

To exemplify the label-based pruning of PAM, let us consider the rules R1 : (d, 1) → 1 and

R2 : (a, 3), (d, 1)→ 1. R2 is a more specific rule than R1, and conf(R2) = 100% > conf(R1) = 66.67%,

so R1 is pruned.740

Letting λ = 0.8, note that (a, 3), (d, 1)→ 1 is the best rule according to the PAM’s criteria (see

Table A.18). For the same reasons as in CBA and considering class label 0 in the default rule, this

would be the only rule selected to the classifier, yielding:

(a, 3), (d, 1) → 1 ,

∅ → 0 .

The resulting classifiers of CBA and PAM are very similar in this example. The difference between

them is that CBA selected a general version of the rule selected by PAM.

Appendix A.4. Best Rule (BR)

As our example data set has only two class labels, BR classifier must have two rules. As one of

them can be the default rule, we need to select just one rule. Thus, in this example, BR and PAM745

would provide the same classifier.
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# CAR sup conf(%) comp(%)

R1o a[0.3, 0.6], b[1.4, 1.4], d[0.3, 0.7]→ 0 2 100.00 66.67
R2o a[0.6, 0.9], b[1.2, 1.4], d[0.2, 0.3]→ 0 2 66.67 66.67
R3o a[0.9, 1.4], b[0.9, 1.3], d[0.2, 0.4]→ 1 2 66.67 50.00
R4o a[1.4, 1.5], d[0.3, 0.4]→ 1 3 100.00 75.00
R5o a[1.5, 1.5], b[0.0, 0.2], c[0.1, 0.4], d[0.3, 0.4]→ 1 2 100.00 50.00
R6o a[1.4, 1.5], c[0.4, 0.8], d[0.4, 0.4]→ 1 2 100.00 50.00
R7o b[0.9, 1.4], d[0.2, 0.7]→ 0 3 60.00 100.00
R8o b[1.2, 1.4], c[1.3, 1.4], d[0.2, 0.7]→ 0 2 66.67 66.67
R9o c[0.1, 0.4], d[0.3, 0.4]→ 1 2 66.67 50.00

Table A.19: CARs mined from the data set exhibited in Table A.14 using minsup = 2, minconf = 60% and online
partitioning with bin size = 0.5. Rules’ conditions are closed frequent itemsets. For convenience, we are omitting the
symbol ∈ in the intervals.

Appendix A.5. A priori versus online partitioning

Let us compare the mining results of CARs, using a priori and online partitioning, from our example

data set. The parameters used in the pattern mining were minsup = 2 and minconf = 60%. The

binning size for the online partitioning was the same as that used for the a priori partitioning, which is750

0.5. Table A.18 and Table A.19 show the results for a priori and online partitioning, respectively. For

convenience, the comparison is restricted to rules whose conditions are CFIs.

It is know that a priori partitioning leads to incomplete solutions when compared to online

partitioning [54]. This explains why there are rules in Table A.19 that do not have a correspondent rule

in Table A.18, and vice versa. Rules R1o, R3o and R6o from Table A.19 do not have a correspondent755

rule in Table A.18. Note that they have attributes in intervals that can not be detected due to the

a priori partitioning, such as a ∈ [0.3, 0.6] in rule R1o. Rule R7 from Table A.18 does not have a

correspondent rule in Table A.19. It happens because the online partitioning would find the itemset

{d[0.2, 0.7]} and the rule d[0.2, 0.7]→ 1 has confidence = 57.14%, which is less than the user-defined

parameter minconf .760

The correspondent rules are: R21 ≡ R2o, R13 ≡ R4o, R29 ≡ R5o, R16 ≡ R8o, and R18 ≡ R9o. Note

that the rules with online partitioning tend to be more specific than the rules with a priori partitioning.

For instance, the rule R13 could be rewrite as a(1.00, 1.50], d[0.00, 0.50]→ 1, being more general than

the rule R4o. Moreover, rule R8o has also an attribute more than rule R16. Rules R4 from Table A.18

and R7o from Table A.19 have also some correspondence, but they have different confidences.765

Appendix B. Features

The full list of features can be found in Table B.20.

ID Type Description

1 Boolean DLL can be relocated at load time. Extracted from DLLs characteristics
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2 Boolean Code Integrity checks are enforced. Extracted from DLLs characteristics

3 Boolean Image is NX compatible. Extracted from DLLs characteristics

4 Boolean Isolation aware, but do not isolate the image. Extracted from DLLs characteris-

tics

5 Boolean Does not use structured exception (SE) handling. No SE handler may be called

in this image. Extracted from DLLs characteristics

6 Boolean Do not bind the image. Extracted from DLLs characteristics

7 Boolean A WDM driver. Extracted from DLLs characteristics

8 Boolean Terminal Server aware. Extracted from DLLs characteristics

9 Integer The image file checksum.

10 Integer The preferred address of the first byte of image when loaded into memory

11 Integer The address that is relative to the image base of the beginning-of-code section

when it is loaded into memory.

12 Integer The major version number of the required operating system.

13 Integer The minor version number of the required operating system.

14 Integer The size (in bytes) of the image, including all headers, as the image is loaded in

memory.

15 Integer The size of the code (.text) section, or the sum of all code sections if there are

multiple sections.

16 Integer The combined size of an MS DOS stub, PE header, and section headers rounded

up to a multiple of FileAlignment.

17 Integer The size of the initialized data section, or the sum of all such sections if there

are multiple data sections.

18 Integer The size of the uninitialized data section (BSS), or the sum of all such sections

if there are multiple BSS sections

19 Integer The size of the stack to reserve.

20 Integer The size of the stack to commit.

21 Integer The alignment (in bytes) of sections when they are loaded into memory.

22 Integer The number of standard sections the PE holds

23 Integer The number of non-standard sections the PE holds

24 Float The ratio between the number of standard sections found and the number of

all sections found in the PE under analysis

25 Integer The number of Executable sections the PE holds
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26 Integer The number of Writable sections the PE holds

27 Integer The number of Writable and Executable sections the PE holds

28 Integer The number of readable and executable sections

29 Integer The number of readable and writable sections

30 Integer The number of Writable and Readable and Executable sections the PE holds

31 Boolean The code section is not executable

32 Boolean The executable section is not a code section

33 Boolean The code section is not present in the PE under analysis

34 Boolean The entry point is not in the code section

35 Boolean The entry point is not in a standard section

36 Boolean The entry point is not in an executable section

37 Float The ratio between raw data and virtual size for the section of the entry point

38 Integer The number of section having their raw data size zero

39 Integer The number of sections having their virtual size greater than their raw data

size.

40 Float The maximum ratio raw data to virtual size among all sections

41 Float the minimum ratio raw data to virtual size among all sections

42 Boolean The address pointing to raw data on disk is not conforming with the file

alignement

43 Float ∈ [0; 8] The byte entropy of code (.text) sections

44 Float ∈ [0; 8] The byte entropy of data section

45 Float ∈ [0; 8] The byte entropy of resource section

46 Float ∈ [0; 8] The byte entropy of PE header

47 Float ∈ [0; 8] The byte entropy of the entire PE file

48 Float ∈ [0; 8] The byte entropy of the section holding the entry point of the PE under analysis

49 - 112 Integer ∈ [0; 255] Values of 64 bytes following the entry point, each byte correspond to 1 feature

position

113 Integer The number of DLLs imported

114 Integer The number of functions imported found in the import table directory (IDT)
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115 Integer The number of malicious APIs imported (malicious as defined in [57]). This list

includes: ”GetProcAddress”, ”LoadLibraryA”, ”LoadLibrary”, ”ExitProcess”,

”GetModuleHandleA”, ”VirtualAlloc”, ”VirtualFree”, ”GetModuleFileNameA”,

”CreateFileA”, ”RegQueryValueExA”, ”MessageBoxA”, ”GetCommandLineA”,

”VirtualProtect”, ”GetStartupInfoA”, ”GetStdHandle”, ”RegOpenKeyExA”.

116 Float The ratio between the number of malicious APIs imported to the number of all

functions imported by the PE

117 Integer the number of addresses (corresponds to functions) found in the import address

table (IAT)

118 Boolean The debug directory is present or not

119 Integer The number of resources the PE holds

Table B.20: Full list of all features descriptions.

Appendix C. Classifiers

Appendix C.1. BR

if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f8 = 0 and f9 =770

4128768andf10 = 4096andf11 = 4andf12 = 1andf13 = 6115328andf14 = 8192andf15 = 4096andf16 =
126464 and f17 = 0 and f18 = 1048576 and f19 = 4096 and f20 = 4096 and f21 = 1 and f22 = 2 and f23 =
1 and f24 = 1 and f25 = 1 and f26 = 1 and f27 = 1 and f28 = 2 and f29 = 1 and f30 = 0 and f31 =
1 and f32 = 1 and f33 = 1 and f34 = 1 and f35 = 0 and f36 = 1 and f37 = 0 and f38 = 2 and f39 =
1 and f40 = 1 and f41 = 0 and f45 = 10 and f46 = 1 and f47 = 16 and f48 = 189 and f49 = 44 and f50 =775

78 and f51 = 66 and f52 = 0 and f53 = 199 and f54 = 69 and f55 = 0 and f56 = 212 and f57 = 0 and f58 =
63andf59 = 0andf60 = 184andf61 = 212andf62 = 235andf63 = 63andf64 = 0andf65 = 137andf66 =
69andf67 = 4andf68 = 137andf69 = 69andf70 = 84andf71 = 80andf72 = 199andf73 = 69andf74 =
16and f75 = 178and f76 = 59and f77 = 2and f78 = 0and f79 = 255and f80 = 77and f81 = 12and f82 =
255 and f83 = 69 and f84 = 20 and f85 = 255 and f86 = 69 and f87 = 88 and f88 = 198 and f89 =780

69 and f90 = 28 and f91 = 8 and f92 = 184 and f93 = 0 and f94 = 8 and f95 = 0 and f96 = 0 and f97 =
141 and f98 = 125 and f99 = 48 and f100 = 171 and f101 = 171 and f102 = 171 and f103 = 171 and f104 =
187 and f105 = 0 and f106 = 0 and f107 = 216 and f108 = 0 and f109 = 191 and f110 = 120 and f111 =
87 and f112 = 1 and f113 = 2 and f114 = 2 and f115 = 11 and f117 = 1 then class =kkrunchy

else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f9 = 4194304 and f10 =785

4096 and f12 = 1 and f14 = 0 and f17 = 0 and f18 = 1048576 and f20 = 4096 and f24 = 0 and f26 =
0 and f27 = 0 and f29 = 0 and f31 = 0 and f33 = 1 and f34 = 1 and f35 = 1 and f39 = 1 and f41 =
0andf48 = 233andf49 = 37andf50 = 228andf51 = 255andf52 = 255andf53 = 0andf54 = 0andf55 =
0 and f60 = 30 and f63 = 0 and f64 = 0 and f65 = 0 and f66 = 0 and f67 = 0 and f68 = 0 and f69 =
0 and f70 = 0 and f71 = 0 and f72 = 62 and f75 = 0 and f76 = 46 and f79 = 0 and f80 = 38 and f83 =790

0 and f84 = 0 and f85 = 0 and f86 = 0 and f87 = 0 and f88 = 0 and f89 = 0 and f90 = 0 and f91 =
0 and f92 = 75 and f95 = 0 and f96 = 54 and f99 = 0 and f100 = 0 and f101 = 0 and f102 = 0 and f103 =
0 and f104 = 0 and f105 = 0 and f106 = 0 and f107 = 0 and f108 = 0 and f109 = 0 and f110 = 0 and f111 =
0 and f112 = 2 and f113 = 2 and f114 = 2 and f115 = 11 and f117 = 1 then class =telock

else if f1 = 0 and f3 = 0 and f5 = 0 and f6 = 0 and f8 = 0 and f9 = 4194304 and f12 = 1 and f18 =795

1048576andf20 = 4096andf24 = 1andf26 = 1andf27 = 1andf29 = 1andf31 = 1andf33 = 1andf34 =
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1 and f35 = 0 and f39 = 1 and f41 = 0 and f47 = 13 and f48 = 233 and f49 = 166 and f50 = 0 and f51 =
0 and f52 = 0 and f56 = 0 and f60 = 0 and f64 = 0 and f65 = 0 and f66 = 0 and f67 = 0 and f68 =
0 and f71 = 0 and f72 = 0 and f76 = 0 and f77 = 78 and f78 = 101 and f79 = 111 and f80 = 76 and f81 =
105 and f82 = 116 and f83 = 101 and f84 = 32 and f85 = 69 and f86 = 120 and f87 = 101 and f88 =800

99 and f89 = 117 and f90 = 116 and f91 = 97 and f92 = 98 and f93 = 108 and f94 = 101 and f95 =
32 and f96 = 70 and f97 = 105 and f98 = 108 and f99 = 101 and f100 = 32 and f101 = 67 and f102 =
111andf103 = 109andf104 = 112andf105 = 114andf106 = 101andf107 = 115andf108 = 115andf109 =
111 and f110 = 114 and f111 = 13 and f117 = 1 then class =neolite

else if f0 = 0and f1 = 0and f5 = 0and f6 = 0and f12 = 1and f20 = 4096and f21 = 1and f24 = 2and f26 =805

2 and f27 = 2 and f29 = 2 and f30 = 0 and f31 = 1 and f32 = 1 and f33 = 1 and f34 = 1 and f35 =
0 and f37 = 0 and f38 = 2 and f41 = 0 and f48 = 96 and f49 = 232 and f50 = 0 and f51 = 0 and f52 =
0 and f53 = 0 and f54 = 88 and f55 = 5 and f58 = 0 and f59 = 0 and f60 = 139 and f61 = 48 and f62 =
3 and f63 = 240 and f64 = 43 and f65 = 192 and f66 = 139 and f67 = 254 and f68 = 102 and f69 =
173 and f70 = 193 and f71 = 224 and f72 = 12 and f73 = 139 and f74 = 200 and f75 = 80 and f76 =810

173 and f77 = 43 and f78 = 200 and f79 = 3 and f80 = 241 and f81 = 139 and f82 = 200 and f83 =
87andf84 = 81andf85 = 73andf86 = 138andf87 = 68andf88 = 57andf89 = 6andf90 = 136andf91 =
4 and f92 = 49 and f93 = 117 and f94 = 246 and f114 = 2 and f116 = 2 and f117 = 1 then class =mpress

else if f1 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f9 = 4194304 and f10 = 4096 and f11 =
5 and f12 = 1 and f17 = 0 and f18 = 1048576 and f20 = 4096 and f30 = 0 and f31 = 1 and f33 =815

1 and f34 = 1 and f35 = 0 and f39 = 1 and f41 = 0 and f48 = 96 and f49 = 232 and f50 = 0 and f51 =
0 and f52 = 0 and f53 = 0 and f54 = 91 and f55 = 141 and f56 = 91 and f57 = 198 and f58 = 1 and f59 =
27 and f60 = 139 and f61 = 19 and f62 = 141 and f63 = 115 and f64 = 20 and f65 = 106 and f66 =
8andf67 = 89andf68 = 1andf69 = 22andf70 = 173andf71 = 73andf72 = 117andf73 = 250andf74 =
139 and f75 = 232 and f76 = 198 and f77 = 6 and f78 = 233 and f79 = 139 and f80 = 67 and f81 =820

12 and f82 = 137 and f83 = 70 and f84 = 1 and f114 = 3 and f117 = 1 then class =pacman
else if f1 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f9 = 4194304 and f12 = 1 and f20 =

4096 and f24 = 2 and f26 = 2 and f27 = 2 and f29 = 2 and f30 = 0 and f31 = 1 and f39 = 1 and f41 =
0and f48 = 184and f52 = 0and f53 = 80and f54 = 100and f55 = 255and f56 = 53and f57 = 0and f58 =
0 and f59 = 0 and f60 = 0 and f61 = 100 and f62 = 137 and f63 = 37 and f64 = 0 and f65 = 0 and f66 =825

0 and f67 = 0 and f68 = 51 and f69 = 192 and f70 = 137 and f71 = 8 and f72 = 80 and f73 = 69 and f74 =
67 and f75 = 111 and f76 = 109 and f77 = 112 and f78 = 97 and f79 = 99 and f80 = 116 and f81 =
50 and f82 = 0 and f114 = 3 then class =pecompact

else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f9 =
4194304andf11 = 4andf12 = 1andf20 = 4096andf30 = 0andf31 = 1andf32 = 1andf33 = 1andf34 =830

1 and f35 = 0 and f40 = 1 and f41 = 0 and f47 = 16 and f48 = 85 and f49 = 139 and f50 = 236 and f51 =
131andf52 = 196andf53 = 240andf54 = 184andf55 = 0andf56 = 16andf57 = 64andf58 = 0andf59 =
232and f60 = 1and f61 = 0and f62 = 0and f63 = 0and f64 = 154and f65 = 131and f66 = 196and f67 =
16 and f68 = 139 and f69 = 229 and f70 = 93 and f71 = 233 and f75 = 0 and f117 = 1 then class =enigma

else if f1 = 0and f3 = 0and f5 = 0and f6 = 0and f12 = 1and f20 = 4096and f21 = 1and f30 = 0and f31 =835

1andf32 = 1andf33 = 1andf34 = 1andf35 = 0andf37 = 1andf39 = 1andf40 = 1andf41 = 0andf48 =
96 and f49 = 190 and f53 = 0 and f54 = 141 and f55 = 190 and f59 = 255 and f117 = 1 then class =upx

else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f9 =
4194304 and f12 = 1 and f20 = 4096 and f41 = 0 and f48 = 104 and f53 = 232 then class =vmprotect

else if f1 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f10 = 4096 and f12 = 1 and f17 = 0 and f20 =840

4096 and f22 = 1 and f23 = 11 and f26 = 0 and f29 = 0 and f31 = 0 and f32 = 0 and f33 = 0 and f34 =
0 and f37 = 0 and f39 = 1 and f41 = 0 and f53 = 186 and f57 = 0 then class =stealth

else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f9 =
4194304 and f10 = 4096 and f12 = 1 and f17 = 0 and f18 = 1048576 and f20 = 4096 and f24 = 0 and f26 =
0 and f27 = 0 and f29 = 0 and f31 = 0 and f33 = 1 and f34 = 1 and f35 = 1 and f39 = 1 and f41 =845

0 and f48 = 96 and f52 = 0 and f53 = 0 and f117 = 1 then class =aspack
else if f1 = 0andf3 = 0andf4 = 0andf5 = 0andf6 = 0andf12 = 1andf17 = 0andf18 = 1048576andf19 =

4096 and f20 = 4096 and f21 = 3 and f26 = 0 and f29 = 0 and f30 = 0 and f32 = 0 and f35 = 0 and f39 =
1 and f41 = 0 and f68 = 0 and f73 = 0 and f91 = 0 and f101 = 0 and f115 = 1 then class =armadillo

else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f8 =850

0 and f9 = 4194304 and f10 = 4096 and f11 = 4 and f12 = 1 and f14 = 13824 and f15 = 1024 and f16 =
43008andf17 = 65536andf18 = 1048576andf19 = 4096andf20 = 4096andf21 = 2andf30 = 0andf32 =
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0 and f33 = 0 and f34 = 0 and f35 = 0 and f36 = 11 and f37 = 1 and f39 = 1 and f40 = 1 and f41 =
0 and f43 = 32 and f112 = 1 and f115 = 1 and f117 = 1 then class =nspack

else class =not packed855

Appendix C.2. BR-R

if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f8 = 0 and f9 =
4128768andf10 = 4096andf11 = 4andf12 = 0andf13 = 6115328andf14 = 8192andf15 = 4096andf16 =
126464 and f17 = 0 and f18 = 1048576 and f19 = 4096 and f20 = 4096 and f21 = 0 and f22 = 1 and f23 =
0 and f24 = 1 and f25 = 1 and f26 = 1 and f27 = 1 and f28 = 1 and f29 = 1 and f30 = 0 and f31 =860

1 and f32 = 1 and f33 = 1 and f34 = 1 and f35 = 0 and f36 = 0 and f37 = 0 and f38 = 1 and f39 =
0andf40 = 0andf41 = 0andf45 = 2andf46 ∈ [0.1, 0.1]andf47 = 7andf48 = 189andf49 = 44andf50 =
78 and f51 = 66 and f52 = 0 and f53 = 199 and f54 = 69 and f55 = 0 and f56 = 212 and f57 = 0 and f58 =
63andf59 = 0andf60 = 184andf61 = 212andf62 = 235andf63 = 63andf64 = 0andf65 = 137andf66 =
69andf67 = 4andf68 = 137andf69 = 69andf70 = 84andf71 = 80andf72 = 199andf73 = 69andf74 =865

16and f75 = 178and f76 = 59and f77 = 2and f78 = 0and f79 = 255and f80 = 77and f81 = 12and f82 =
255 and f83 = 69 and f84 = 20 and f85 = 255 and f86 = 69 and f87 = 88 and f88 = 198 and f89 =
69 and f90 = 28 and f91 = 8 and f92 = 184 and f93 = 0 and f94 = 8 and f95 = 0 and f96 = 0 and f97 =
141 and f98 = 125 and f99 = 48 and f100 = 171 and f101 = 171 and f102 = 171 and f103 = 171 and f104 =
187 and f105 = 0 and f106 = 0 and f107 = 216 and f108 = 0 and f109 = 191 and f110 = 120 and f111 =870

87 and f112 = 1 and f113 = 1 and f114 = 2 and f115 = 2 and f117 = 1 then class =kkrunchy
else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f9 = 4194304 and f10 =

4096 and f12 = 0 and f14 = 0 and f17 = 0 and f18 = 1048576 and f20 = 4096 and f24 = 0 and f26 =
0 and f27 = 0 and f29 = 0 and f31 = 0 and f33 = 1 and f34 = 1 and f35 = 1 and f39 ∈ [0.7, 1.2] and f41 =
0andf48 = 233andf49 = 37andf50 = 228andf51 = 255andf52 = 255andf53 = 0andf54 = 0andf55 =875

0 and f60 = 30 and f63 = 0 and f64 = 0 and f65 = 0 and f66 = 0 and f67 = 0 and f68 = 0 and f69 =
0 and f70 = 0 and f71 = 0 and f72 = 62 and f75 = 0 and f76 = 46 and f79 = 0 and f80 = 38 and f83 =
0 and f84 = 0 and f85 = 0 and f86 = 0 and f87 = 0 and f88 = 0 and f89 = 0 and f90 = 0 and f91 =
0 and f92 = 75 and f95 = 0 and f96 = 54 and f99 = 0 and f100 = 0 and f101 = 0 and f102 = 0 and f103 =
0 and f104 = 0 and f105 = 0 and f106 = 0 and f107 = 0 and f108 = 0 and f109 = 0 and f110 = 0 and f111 =880

0 and f112 = 2 and f113 = 1 and f114 = 2 and f115 = 2 and f117 = 1 then class =telock
else if f1 = 0 and f3 = 0 and f5 = 0 and f6 = 0 and f8 = 0 and f9 = 4194304 and f12 ∈ [0.0, 1.0] and f18 =

1048576 and f20 = 4096 and f21 ∈ [3.0, 5.0] and f24 = 1 and f26 = 1 and f27 = 1 and f29 = 1 and f31 =
1 and f33 = 1 and f34 = 1 and f35 = 0 and f39 ∈ [1.0, 2.3] and f41 = 0 and f47 ∈ [6.2, 6.5] and f48 =
233 and f49 = 166 and f50 = 0 and f51 = 0 and f52 = 0 and f56 = 0 and f60 = 0 and f64 = 0 and f65 =885

0 and f66 = 0 and f67 = 0 and f68 = 0 and f71 = 0 and f72 = 0 and f76 = 0 and f77 = 78 and f78 =
101andf79 = 111andf80 = 76andf81 = 105andf82 = 116andf83 = 101andf84 = 32andf85 = 69andf86 =
120andf87 = 101andf88 = 99andf89 = 117andf90 = 116andf91 = 97andf92 = 98andf93 = 108andf94 =
101 and f95 = 32 and f96 = 70 and f97 = 105 and f98 = 108 and f99 = 101 and f100 = 32 and f101 =
67and f102 = 111and f103 = 109and f104 = 112and f105 = 114and f106 = 101and f107 = 115and f108 =890

115 and f109 = 111 and f110 = 114 and f111 = 13 and f114 ∈ [2.0, 4.0] and f117 = 1 then class =neolite
else if f0 = 0andf1 = 0andf5 = 0andf6 = 0andf12 ∈ [0.0, 1.0]andf20 = 4096andf21 ∈ [0.0, 1.0]andf24 =

2 and f26 = 2 and f27 = 2 and f28 ∈ [2.0, 3.0] and f29 = 2 and f30 = 0 and f31 = 1 and f32 = 1 and f33 =
1 and f34 = 1 and f35 = 0 and f37 = 0 and f38 = 1 and f41 = 0 and f48 = 96 and f49 = 232 and f50 =
0 and f51 = 0 and f52 = 0 and f53 = 0 and f54 = 88 and f55 = 5 and f58 = 0 and f59 = 0 and f60 =895

139andf61 = 48andf62 = 3andf63 = 240andf64 = 43andf65 = 192andf66 = 139andf67 = 254andf68 =
102 and f69 = 173 and f70 = 193 and f71 = 224 and f72 = 12 and f73 = 139 and f74 = 200 and f75 =
80andf76 = 173andf77 = 43andf78 = 200andf79 = 3andf80 = 241andf81 = 139andf82 = 200andf83 =
87andf84 = 81andf85 = 73andf86 = 138andf87 = 68andf88 = 57andf89 = 6andf90 = 136andf91 =
4 and f92 = 49 and f93 = 117 and f94 = 246 and f114 = 2 and f116 = 2 and f117 = 1 then class =mpress900

else if f1 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f9 = 4194304 and f10 = 4096 and f11 =
5 and f12 ∈ [0.0, 1.0] and f17 = 0 and f18 = 1048576 and f20 = 4096 and f30 = 0 and f31 = 1 and f33 =
1andf34 = 1andf35 = 0andf39 ∈ [0.5, 1.0]andf41 = 0andf48 = 96andf49 = 232andf50 = 0andf51 =
0 and f52 = 0 and f53 = 0 and f54 = 91 and f55 = 141 and f56 = 91 and f57 = 198 and f58 = 1 and f59 =
27 and f60 = 139 and f61 = 19 and f62 = 141 and f63 = 115 and f64 = 20 and f65 = 106 and f66 =905

8andf67 = 89andf68 = 1andf69 = 22andf70 = 173andf71 = 73andf72 = 117andf73 = 250andf74 =
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139 and f75 = 232 and f76 = 198 and f77 = 6 and f78 = 233 and f79 = 139 and f80 = 67 and f81 =
12 and f82 = 137 and f83 = 70 and f84 = 1 and f114 = 5 and f117 = 1 then class =pacman

else if f1 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f9 = 4194304 and f12 = 0 and f20 =
4096andf24 = 2andf26 = 2andf27 = 2andf28 ∈ [2.0, 3.0]andf29 = 2andf30 = 0andf31 = 1andf39 ∈910

[0.7, 1.0] and f41 = 0 and f48 = 184 and f52 = 0 and f53 = 80 and f54 = 100 and f55 = 255 and f56 =
53 and f57 = 0 and f58 = 0 and f59 = 0 and f60 = 0 and f61 = 100 and f62 = 137 and f63 = 37 and f64 =
0 and f65 = 0 and f66 = 0 and f67 = 0 and f68 = 51 and f69 = 192 and f70 = 137 and f71 = 8 and f72 =
80 and f73 = 69 and f74 = 67 and f75 = 111 and f76 = 109 and f77 = 112 and f78 = 97 and f79 =
99 and f80 = 116 and f81 = 50 and f82 = 0 and f114 ∈ [4.0, 5.0] then class =pecompact915

else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f9 =
4194304 and f11 = 4 and f12 = 0 and f20 = 4096 and f21 ∈ [1.0, 2.0] and f30 = 0 and f31 = 1 and f32 =
1 and f33 = 1 and f34 = 1 and f35 = 0 and f40 = 0 and f41 = 0 and f47 ∈ [7.9, 8.0] and f48 = 85 and f49 =
139 and f50 = 236 and f51 = 131 and f52 = 196 and f53 = 240 and f54 = 184 and f55 = 0 and f56 =
16 and f57 = 64 and f58 = 0 and f59 = 232 and f60 = 1 and f61 = 0 and f62 = 0 and f63 = 0 and f64 =920

154 and f65 = 131 and f66 = 196 and f67 = 16 and f68 = 139 and f69 = 229 and f70 = 93 and f71 =
233 and f75 = 0 and f117 = 1 then class =enigma

else if f1 = 0andf3 = 0andf5 = 0andf6 = 0andf12 ∈ [0.0, 1.0]andf20 = 4096andf21 ∈ [0.0, 1.0]andf28 ∈
[2.0, 3.0] and f30 = 0 and f31 = 1 and f32 = 1 and f33 = 1 and f34 = 1 and f35 = 0 and f37 = 1 and f39 ∈
[0.6, 1.1] and f40 = 0 and f41 = 0 and f48 = 96 and f49 = 190 and f53 = 0 and f54 = 141 and f55 =925

190 and f59 = 255 and f117 = 1 then class =upx
else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f9 =

4194304 and f12 = 0 and f20 = 4096 and f41 = 0 and f48 = 104 and f53 = 232 then class =vmprotect
else if f1 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f10 = 4096 and f12 ∈ [0.0, 1.0] and f17 =

0andf20 = 4096andf22 = 0andf23 = 1andf26 = 0andf28 ∈ [1.0, 2.0]andf29 = 0andf31 = 0andf32 =930

0 and f33 = 0 and f34 = 0 and f36 ∈ [1.0, 1.0] and f37 = 0 and f39 ∈ [1.0, 1.0] and f41 = 0 and f53 =
186 and f57 = 0 then class =stealth

else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f9 =
4194304 and f10 = 4096 and f12 = 0 and f17 = 0 and f18 = 1048576 and f20 = 4096 and f35 = 1 and f39 ∈
[0.7, 1.0] and f41 = 0 and f114 ∈ [3.0, 5.0] and f117 = 1 then class =aspack935

else if f1 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f12 = 0 and f17 = 0 and f19 = 4096 and f20 =
4096 and f21 ∈ [4.0, 5.0] and f30 = 0 and f32 = 0 and f35 = 0 and f39 ∈ [1.0, 7.8] and f41 = 0 and f115 ∈
[−0.0, 0.1] and f116 = 10 then class =armadillo

else if f0 = 0 and f1 = 0 and f2 = 0 and f3 = 0 and f4 = 0 and f5 = 0 and f6 = 0 and f7 = 0 and f9 =
4194304 and f10 = 4096 and f12 = 0 and f15 = 1024 and f19 = 4096 and f20 = 4096 and f30 = 0 and f32 =940

0 and f33 = 0 and f34 = 0 and f35 = 0 and f36 ∈ [1.0, 1.1] and f41 = 0 and f115 ∈ [0.0, 0.2] and f117 =
1 then class =nspack

else class =not packed

Appendix C.3. CBA

if f53 = 232 and f48 = 104 then class =vmprotect945

else if f64 = 154 then class =enigma
else if f36 = 1 then class =kkrunchy
else if f65 = 192 then class =mpress
else if f49 = 166 then class =neolite
else if f57 = 198 then class =pacman950

else if f61 = 100 then class =pecompact
else if f60 = 30 then class =telock
else if f55 = 190 then class =upx
else if f32 = 0 and f53 = 186 then class =stealth
else if f26 = 0 and f48 = 96 then class =aspack955

else if f33 = 1 and f54 = 233 then class =aspack
else if f17 = 0 and f116 = 10 then class =armadillo
else if f40 = 1 and f114 = 7 then class =armadillo
else if f112 = 3 and f102 = 139 then class =armadillo
else if f36 = 11 and f38 = 6 then class =nspack960
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else if f25 = 6 and f35 = 1 then class =aspack
else if f53 = 186 then class =stealth
else if f21 = 3 and f114 = 7 then class =armadillo
else if f14 = 13824 then class =nspack
else if f42 = 27 then class =nspack965

else if f21 = 3 and f81 = 86 then class =armadillo
else class =not packed

Appendix C.4. Decision Trees

if f40 > 0.276 and f52 <= 254.5 and f68 <= 252.0 and f93 <= 254.5 and f56 <= 254.5 and f49 <=
232.5 and f54 <= 237.5 and f115 <= 10.5 and f60 > 254.5 then class =upx970

else if f40 > 0.276andf52 <= 254.5andf68 <= 252.0andf93 <= 254.5andf56 <= 254.5andf49 <=
232.5 and f54 > 237.5 then class =enigma

else if f40 > 0.276 and f52 <= 254.5 and f68 <= 252.0 and f93 <= 254.5 and f56 <= 254.5 and f49 >
232.5 then class =neolite

else if f40 > 0.276andf52 <= 254.5andf68 <= 252.0andf93 <= 254.5andf56 <= 254.5andf49 <=975

232.5 and f54 <= 237.5 and f115 > 10.5 then class =armadillo
else if f40 > 0.276 and f52 <= 254.5 and f68 > 252.0 then class =mpress
else if f40 > 0.276 and f52 <= 254.5 and f68 <= 252.0 and f93 <= 254.5 and f56 > 254.5 and f116 <=

0.163 then class =vmprotect
else if f40 > 0.276 and f52 > 254.5 then class =telock980

else if f40 > 0.276 and f52 <= 254.5 and f68 <= 252.0 and f93 <= 254.5 and f56 > 254.5 and f116 >
0.163 then class =pecompact

else if f40 <= 0.276 then class =kkrunchy
else if f40 > 0.276 and f52 <= 254.5 and f68 <= 252.0 and f93 > 254.5 then class =pacman
else if f40 > 0.276andf52 <= 254.5andf68 <= 252.0andf93 <= 254.5andf56 <= 254.5andf49 <=985

232.5 and f54 <= 237.5 and f115 <= 10.5 and f60 <= 254.5 and f47 > 7.605 then class =stealth
else if f40 > 0.276andf52 <= 254.5andf68 <= 252.0andf93 <= 254.5andf56 <= 254.5andf49 <=

232.5 and f54 <= 237.5 and f115 <= 10.5 and f60 <= 254.5 and f47 <= 7.605 and f36 >
0.5 then class =aspack

else if f40 > 0.276andf52 <= 254.5andf68 <= 252.0andf93 <= 254.5andf56 <= 254.5andf49 <=990

232.5 and f54 <= 237.5 and f115 <= 10.5 and f60 <= 254.5 and f47 <= 7.605 and f36 <=
0.5 and f44 <= 7.899 then class =not packed

else if f40 > 0.276andf52 <= 254.5andf68 <= 252.0andf93 <= 254.5andf56 <= 254.5andf49 <=
232.5 and f54 <= 237.5 and f115 <= 10.5 and f60 <= 254.5 and f47 <= 7.605 and f36 <=
0.5 and f44 > 7.899 then class =nspack995

Appendix C.5. RIPPER

if f49 >= 103 and f49 < 110 then class =vmprotect
else if f16 >= 768 and f16 < 1.28e+ 03 and f37 >= 1.024 and f37 < 1.036 then class =nspack
else if f101 >= 245.5 then class =nspack
else if f9 >= 602 and f9 < 7.2e+ 04 and f81 >= 83.5 and f81 < 95.5then class =nspack1000

else if f87 >= 254.5 and f113 => 1.5 and f113 < 2.5 then class =nspack
else if f14 >= 6.01e+ 06 and f14 < 6.8e+ 06 then class =kkrunchy
else if f54 >= 78 and f54 < 82.5 then class =pecompact
else if f54 >= 182 and f54 < 190 then class =stealth
else if f25 < 0.5 and f110 >= 76.5 and f110 < 99.5 then class =aspack1005

else if f16 >= 768 and f16 < 1.28e+ 03 and f81 > 0.5 then class =aspack
else if f115 >= 10.5 and f115 < 15.5 then class =armadillo
else if f50 >= 187 and f50 < 191 then class =upx
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else if f55 >= 86.5 and f55 < 89 then class =mpress
else if f57 >= 15.5 and f57 < 16.5 then class =enigma1010

else if f55 >= 89 and f55 < 92 then class =pacman
else if f50 >= 165.5 and f50 < 167 then class =neolite
else if f36 < 0.5 then class =not packed
else class =ntelock
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