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n the evolving landscape of Earth observation (EO), the
fusion of artificial intelligence (AI) with EO holds tre-
mendous promise for unlocking insights into our planet’s
dynamics [1]. Specifically, the integration of Al techniques
for EO (AI4EO) significantly enhances our capacity to dis-
till meaningful information from remotely sensed data
[2], which has undergone a substantial surge since 2020,
as shown in Figure 1. Nonetheless, the complex nature of
Earth systems requires a thorough understanding of Al's
inherent limitations and potential consequences, which
necessitates the implementation of responsible Al practices
in EO. This shapes the particular focus of this article.
Figure 2 shows an overview of the development of Al al-
gorithms over the last decades. The birth of Al as a distinct
field is often attributed to a workshop held at Dartmouth
College in the summer of 1956. The concept of responsible
Al gained significant attention in the late 2010s and early
2020s, with generative adversarial approaches as one of
the catalysts. During this period, concerns about Al biases,

Digital Object Identifier 10.1109/MGRS.2025.3529726
Date of publication 21 February 2025; date of current version 19 September 2025.

This work is licensed under a Creative Commons Attribution 4.0 License.
For more information, see https://creativecommons.org/licenses/by/4.0/

©SHUTTERSTOCK.COM/P.SIRIPAK

fairness, transparency, and accountability began to gain
prominence, with early influential works, such as “Gender
Shades” (2018) [16], highlighting biases in facial recogni-
tion technologies. This era also saw the release of ethical
guidelines, like IEEE's “Ethically Aligned Design” (2016)
[17] and the Association for Computing Machinery’s updat-
ed Code of Ethics (2018) [18]. In the early 2020s, regulatory
efforts intensified with the European Commission’s” Ethics
Guidelines for Trustworthy AI” (2019) [19] and the OECD’s
Al Principles (2019) [20]. Major tech companies like Google
and Microsoft established dedicated responsible Al teams
and initiatives. The concept of responsible Al continued to
evolve, integrating into Al development pipelines and em-
phasizing both data quality and model innovation. Stan-
dardization efforts by organizations like the International
Organization for Standardization and educational initia-
tives further promoted responsible Al practices, addressing
ethical considerations, such as fairness, transparency, and
bias mitigation. In our opinion, and as indicated by the
light orange color in Figure 2, we have transitioned from
an era of singular focus on either model-centric or data-
centric approaches to a new era characterized by balanced
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data-model approaches. This paradigm emphasizes both
model innovation and data equally, exemplified by the rise
of foundation models [21], [22]. Despite this shift, we be-
lieve responsible AI continues to play an increasingly im-
portant role in guiding the development and deployment
of Al technologies.

From a technical perspective, the ambition of respon-
sible AI goes beyond theoretical discussions and becomes
a vital aspect of both research and application [23], [24].
Therefore, this article articulates the use of AI4EO with a
particular focus on responsible practices, providing a com-
prehensive guide for the ethical design and deployment of
Al in geospatial and environmental contexts. It underscores
that responsible Al is not merely a theoretical construct,
but an imperative for advancing EO and geosciences. By
aligning technological advances with considerations for re-
sponsible AI4EQ, this discourse aims to contribute to the
ongoing dialog surrounding the responsible and sustain-
able deployment of Al in the fields of EO and geosciences.
Considering the centrality of human decisions in shaping
Al applications, we emphasize the incorporation of do-
main-specific values at every decision point. As discussed
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in this article, responsible AI requires a systematic process
to ensure that ethical considerations are incorporated into
the body of AI4EO projects, from data collection to the in-
terpretation of geospatial intuitions.

Figure 3 shows the main considerations of responsible
Al 'in EO, comprising the following five important aspects:

) Mitigating unfair bias (in the next section) involves address-
ing and minimizing biases present in the algorithms
and models used in AI4EO applications. Unfair bias can
arise during many stages of the machine learning (ML)
workflow, such as when the Al systems are trained on
data that are not representative or when the data used for
training contain inherent biases.

b Al security in EO (in the section “Secure Al in EO: Focusing
on Defense Mechanisms, Uncertainty Modeling, and Explain-
ability”) focuses on implementing measures to increase
the robustness, control of uncertainty, and explainabil-
ity of the Al systems and the data they process in the
context of EO missions.

b Geoprivacy and privacy-preserving issues (in the section “Geo-
privacy and Privacy-Preserving Measures”) aims to find a
balance between leveraging the benefits of geospatial
data for various EO applications while respecting and
safeguarding individuals’ privacy rights.

b Ethical principles in AI4EO (in the section “Maintaining
Scientific Excellence, Open Data, and Guiding Al Usage
Based on Ethical Principles in EO”) introduces the guide-
lines and standards that govern the maintenance of
scientific excellence, data availability, and the guid-
ance of Al usage in the context of EO research and
applications.

b AI4EO for Social Good (in the section "Al and EO for Social
Good") refers to applying cutting-edge Al techniques to
address and contribute positively to societal challenges
and global issues. It aims to leverage advanced AI4EO
technologies to find innovative solutions to pressing
problems, promote sustainability, and enhance the
overall well-being of communities.

This article presents key considerations for responsible
AI4EO for the Geoscience and Remote Sensing Society.
The next four sections outline the considerations neces-
sary for implementing responsible AI methodologies
within the fields of EO, the section “Al and EO for Social
Good” presents the opportunities and goals relating to
how a responsible Al system can be effectively utilized for
social good, and the section “Responsible Al Integration
in Business Innovation and Sustainability” introduces the
topic of responsible AI4EO integration in business innova-
tion and sustainability. Furthermore, we offer key remarks
and actionable guidelines for researchers and practitioners
to advance responsible Al practices in EO missions, as il-
lustrated in the section “Conclusions, Remarks, and Future
Directions.” This review is conducted from the perspec-
tives of both academia and industry as well as from both
theoretical and practical points of view, to ensure a holistic
view of the subject.
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FIGURE 1. Number of Al4EO-related studies published in several
GRS journals from 2014 to 2023. Data are collected from Google
Scholar advanced search: keywords: (“machine learning” or
“deep learning”) and “remote sensing.” GRS: geoscience and
remote sensing; ISPRS: International Society for Photogrammetry
and Remote Sensing; JSTARS: Journal of Selected Topics in Ap-
plied Earth Observations and Remote Sensing; GRSL: Geoscience
and Remote Sensing Letters; TGRS: Transactions on Geoscience
and Remote Sensing.

Birth of Al

Rise of Big Data

Deep Learning Era

Table 1 provides the main abbreviations used in this
article. This article aims to encompass a wide range of
multimodal EO data, including spaceborne and airborne
platforms, as well as multispectral, hyperspectral, light
detection and ranging (LiDAR), synthetic aperture radar,
and optical modalities. However, the primary focus is on
optical data, which serve as the main source for illustrating
AI4EO applications, while examples for some other mo-
dalities may not always be included.

MITIGATING UNFAIR BIAS

Biases are inherent in all ML algorithms. Indeed, courses
on ML often start with the bias-variance tradeoff, where
biases occur when a model is underfitting and are re-
duced as the model complexity increases. This reduction
of model bias is paired with an increase in variance er-
rors as the complexity of the model overfits on variances
in training data that are not representative of the target
class in general. “Bias” is also a term linked to the sys-
tematic errors of an algorithm or a dataset. Despite the
concept of bias being inherent in ML, today there is much
concern for biases present in algorithms. Indeed, a review
of responsible Al guidelines and recommendations con-
cluded that the principles of fairness and nondiscrimi-
nation should be included in all AI guidance documents

f Data—Model '

Centric

Focused on creating
intelligent models
through symbolic

reasoning and logic-

based approaches,
enabling early Al

systems to perform
logical reasoning.

Prioritized algorithm and
model development,
constrained by limited

data and computational

resources. Key
advancements included
statistical models, like
linear regression and
SVMs, and early neural
networks with the
introduction of
backpropagation.

Marked by neural
network optimization,
driven by computational
advancements.
Milestones like AlexNet
and Transformers defined
the era, underpinned by
the belief that “better
models lead to better
performance.”

Shifted focus to
expanding data volume
and quality, emphasizing
preprocessing and
feature engineering to
handle real-world data
noise, enhancing model
robustness.

Emphasized data quality,
consistency, and
representativeness over
purely model
improvements, with the
philosophy “Good data
beats a good model.”
Techniques included data
labeling and augmentation
stressing the value of well-
prepared data.

Balances focus on both
innovative models and
high-quality data (e.g.,
pretrained foundation

models serving as a
base for a wide range of
downstream tasks),
alongside energy-
efficient networks.
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FIGURE 2. The focus of Al algorithms has shifted multiple times between being model centric and data centric. The blue part illustrates
the historical development of Al concerning data and models, while the orange part reflects our beliefs in the EO community regarding
current and future developments. In the 1950s, Al was introduced through early models like the Logic Theorist [3]. In the 1970s, model-
centric approaches gained momentum with the development of expert systems [4] and semantic networks [5]. The 1990s saw the promi-
nence of ML algorithms like SVMs [6], relying on datasets like MNIST [7]. The 2010s ushered in deep learning models, including CNNs and
GANs, driven by large-scale datasets, such as ImageNet [8] and COCO [9]. In the 2020s, large-scale models, such as GPT [10], CLIP [11],
and other transformer-based architectures emerged, underpinned by datasets like OpenAl’s WebText [12] and LAION-400M [13]. Today,
Al is shaped by a combination of data- and model-centric approaches, including foundation models and applications like LLMs, supported
by datasets such as Visual7W [14] and OK-VQA [15]. Since the late 2010s, responsible Al has gained prominence, becoming integral to the
entire pipeline—from data acquisition and model development to outcome interpretation and knowledge discovery. ML: machine learning;
SVM: support vector machine; NIST: National Institute of Standards and Technology; CNN: convolutional neural network; GAN: generative
adversarial network; GPT: generative pretrained transformer; CLIP: contrastive language-image pretraining; LLM: large language model;
VQA: Visual Question Answering.
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[25]. The difference here is that society is particularly
concerned about “unfair” biases captured in ML algo-
rithms. Generally speaking, this arises when the model
systematically produces differing outcomes for specific
subgroups of a class in a way that causes societal concern
that is “unfair.” The unfairness of the model is, therefore,
contextual and closely linked to the values of a society.
Friedman and Nissenbaum [26] refer to biases that cause
unfair and systematic discrimination of individuals or
subgroups of the population. Preventing discriminatory
behavior is also considered to be the responsibility of the
developer and the user of Al algorithms. The United Na-
tions Educational, Scientific and Cultural Organization
(UNESCO) “Recommendations on Ethical AI” adopted
by all member states in 2021 states: “Al actors should
make all reasonable efforts to minimize and avoid rein-
forcing or perpetuating discriminatory or biased applica-
tions and outcomes throughout the life cycle of the Al
system to ensure fairness of such systems” [27]. Similarly,
the European Commission is drafting an Al Act that in-
corporates a requirement to consider and report potential
biases [28]. Understanding how to audit Al workflows for
biases and determining how to mitigate them are expect-
ed to be two key fields of research in the coming years.

Objective

Ethical
Concerns

Considerations

FIGURE 3. Overview of the main building blocks of responsible
Alin EO. Mitigating unfair bias, securing Al (defenses, uncertainty
modeling, and explainability), preserving (geo)privacy, and ad-
dressing ethical concerns outline the considerations necessary for
implementing responsible Al methodologies within the fields of EO.
Social good presents the opportunities and goals related to how a
responsible Al system can effectively be utilized to make a positive
difference in people’s lives.
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BIASES IN ML WORKFLOWS

To understand how to identify and mitigate biases, it is

important to consider how they emerge at various steps in

the ML cycle [29], [30], [31]. Following the framework by

Suresh and Guttag [29], six types of biases that emerge in a

ML workflow are discussed (Figure 4).

1) Historical bias arises because field data capture phenom-
ena that have already occurred in reality. If the state of
the world changes in the future, the model may not
correctly capture those changes. For example, meteoro-
logical models trained on historical data may not per-
form well in the future if extreme events become more
prominent [32].

2) Representation bias is perhaps the most well-known type
of bias when considering fairness. It concerns the way
that the real world is sampled to generate the dataset
used to train and evaluate the ML model. Representa-
tion bias occurs when certain parts of the population are
underrepresented in the sampling.

3) Measurement bias is induced as complex phenomena are
defined in simpler concepts during dataset creation. For
example, when predicting poverty through EO, poverty
is often defined narrowly (e.g., as a percentage of the
population below a defined poverty line) rather than by

TABLE 1. MAIN ABBREVIATIONS.

ABBREV. DEFINITION

aav Autonomous aerial vehicle

Al Artificial intelligence

AI4EOQ Artificial intelligence for Earth observation

CAM Class activation mapping

CLIP Contrastive language-image pretraining

CNN Convolutional neural network

DHS Demographic and Health Survey

DNN Deep neural network

EO Earth observation

ESG Environmental, social, and governance

EWS Early warning system

GAN Generative adversarial network

LiDAR Light detection and ranging

LIME Local interpretable model-agnostic explanation

LLM Large language model

ML Machine learning

MoV Mode of variability

NLP Natural language processing

RGB Red, green, blue

RS Remote sensing

SDG Sustainable development goal

UN United Nations

UNESCO United Nations Educational, Scientific and
Cultural Organization

VHR Very high resolution

. VQA Visual Question Answering
L XAl Explainable Al

.......................................................................... PRI
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considering broader aspects, such as access to housing
and sanitation [33].

4) Aggregation bias occurs when subgroups of a population
are aggregated into a single model instead of generating
different models for distinct subgroups.

5) Evaluation bias stems from the evaluation set used to
assess model performance. Unequal representation of
classes in the evaluation set as well as the use of unsuit-
able performance metrics can induce evaluation bias.
For example, overall accuracy as an evaluation metric
may be unsuitable for classification problems with un-
balanced classes in remote sensing.

6) Deployment bias arises from the inappropriate inter-
pretation and usage of the model results for decision
making. This can occur when model results are mis-
interpreted or applied in contexts for which they were
not intended.

AUDITING AND MITIGATION STRATEGIES

Two main streams of research can be considered in address-
ing biases in AI workflows: auditing for biases and imple-
menting mitigation measures.

Auditing a workflow for biases involves identifying cau-
sality, such as determining whether a sensitive attribute
causes changes in the predicted variable, or examining
statistical disparities between accuracy metrics of predic-
tions for subgroups defined by sensitive attributes [34]. For
example, one might investigate whether building detection
algorithms perform equally well in high-income and low-
income neighborhoods of a city [35]. Calculating statistical
disparities involves defining a sensitive attribute and de-
termining which fairness metric is appropriate for the ap-
plication. However, selecting a suitable fairness metric can
be challenging as mathematical definitions of fairness may
conflict [34], [36]. Interested readers are encouraged to ex-
plore resources on similarity-based metrics to understand
the differences between metrics and how to select an ap-
propriate one based on the application.

Bias mitigation can be applied at each step of the workflow
individually. A recent review on data-centric learning in the
field of geoscience and remote sensing (GRS) [37] highlights

the importance of assessing dataset suitability throughout
various stages of ML workflows. The review discusses how
model bias can be addressed at each of these stages.

CHALLENGES AND FUTURE DIRECTIONS
There are several challenges specific to detecting biases in
GRS applications.

INFERENCE OF HIDDEN SENSITIVE ATTRIBUTES IN ML
MODELS

One challenge lies in defining the sensitive attributes.
Societal concerns about which subgroups should be
treated fairly are often connected to demographic and
socioeconomic characteristics of individuals or groups.
The UNESCO Recommendations [27] describe fairness
according to various categories, such as age groups, cul-
tural systems, language groups, persons with disabili-
ties, girls and women, disadvantaged, marginalized, and
vulnerable populations, rural versus urban areas, and
more. Similarly, the European Union (EU) AI Act [28] is
founded on Article 21 of the EU Charter of Fundamen-
tal Rights, which outlines nondiscrimination related to
sex, race, color, ethnic or social origin, genetic features,
language, religion or belief, minority status, age, and
nationality, among others. Most of these characteristics
are not included explicitly in the data utilized for GRS
applications, with the exception perhaps of the urban-
rural attribute mentioned by the UNESCO Recommenda-
tions. However, indirectly, these characteristics are often
inferred. For example, there is extensive research on the
identification of slums in satellite sensor imagery [38],
[39]. Although the image does not contain information
on poverty directly, the characteristics of the built-up en-
vironment have an indirect relation. Similarly, mobility
data obtained through mobile phones may overrepresent
higher income groups [40]. Therefore, despite not explic-
itly listing “sensitive” attributes in the data, geospatial
and EO data are implicitly linked to these attributes. A
significant challenge is to identify which sensitive attri-
butes could be inferred from the data used to train and
evaluate an ML model.
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9@ Historical Bias 3 v (Training + Evaluation)
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TABLE 2. SUMMARY OF THE THREE Al SECURITY CONCERNS INCLUDING ADVERSARIAL EXAMPLES, UNCERTAINTY,

AND EXPLAINABILITY.
SECURITY CONCERN ADVERSARIAL EXAMPLES

Sources Model and data-specific
adversarial attacks
Consequences Significantly reduce the performance

of trained Al models

Defense methods Adversarial training, randomization,
detection, and adversarial purification

methods

SPATIAL CORRELATION BIASES IN GRS

A second challenge is that of spatial autocorrelation,
which is specific to the manipulation of spatial data and
is often overlooked when applying methods developed
in computer vision directly to geospatial data. Karasiak
et al. (2022) demonstrated how the spatial dependence
between training and testing samples causes an overes-
timation of model accuracy [41]. Other studies indicated
how spatial autocorrelation plays a role in estimating the
relations between air pollution and asthma [42] and in
the estimation of ecosystem services [43]. However, au-
diting for spatial correlation biases is underrepresented in
the broader literature on responsible AT in ML. It is expect-
ed that identifying and mitigating unfair biases in models
will be a particularly active direction of research in the
fields of GRS.

SECURE Al IN EO: FOCUSING ON DEFENSE
MECHANISMS, UNCERTAINTY MODELING,

AND EXPLAINABILITY

In the context of EO, ensuring Al security is vital for
upholding responsible AI principles and safeguarding
against potential risks and vulnerabilities. EO systems
rely increasingly on Al technologies for tasks ranging from
image analysis and classification to predictive modeling.
However, the integration of Al introduces security con-
cerns, such as data integrity threats, adversarial attacks
on models, and privacy breaches. Addressing these chal-
lenges requires a comprehensive approach that consid-
ers both the technical aspects of Al
security, such as explainable archi-
tectures and uncertainty modeling
techniques, and ethical dimensions,
including transparency, account-
ability, and the protection of sensi-
tive information. By incorporating
Al security measures into the devel-
opment and deployment of AI4EO

UNCERTAINTY

Error and randomness in the training
and testing data, and model parameters

Inability to control the reliability of
model results

Uncertainty quantification methods

EXPLAINABILITY

of the black-box models

Untrustworthiness and nonassessability
of Al models due to the invisible working
process of the black-box models

XAl approaches

monitoring, disaster response, and sustainable develop-
ment efforts. While aspects such as ethical dimensions,
mitigating unfair biases, and preserving (geo)privacy
are largely explained in the sections “Mitigating Unfair
Bias,” “Geoprivacy and Privacy-Preserving Measures,”
and “Maintaining Scientific Excellence, Open Data, and
Guiding AI Usage Based on Ethical Principles in EO,” we
focus on uncertainty modeling, adversarial defenses, and
explainability in this section.

SECURITY HAZARDS IN Al ALGORITHMS

Table 2 illustrates the primary concerns regarding Al se-
curity in GRS, encompassing adversarial attacks, the
uncertainty of Al predictions, and the explainability of
black-box models. These significant concerns will be ad-
dressed in this section. While this article aims to empha-
size concepts, we employ basic equations in this section to
define Al security concerns.

ADVERSARIAL EXAMPLES

The identification of adversarial examples in AI4EO tasks
[45], [46] has forced research into adversarial attacks on
deep neural networks (DNNs). By introducing impercep-
tible perturbations to the data, these adversarial examples
can deceive well-trained DNNSs, leading to substantial per-
formance degradation, even in state-of-the-art Al approach-
es like image classification and semantic segmentation
[47] (see Figure 5). Since the deep learning-based AI4EO
methods minimize loss functions as an object to train

e+

systems, we can foster trust, reli-
ability, and societal benefit while
mitigating potential harms and
ensuring that Al technologies con-
tribute positively to environmental

“Airplane”
97.38% Confidence

wrong predictions [44].
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“Sparse Residential”
99.74% Confidence

Adversarial
Noise

FIGURE 5. lllustration of adversarial attack: a minor perturbation can fool the classifier into

Complexity arising from intricate structures



the models, adversarial attacks employ the idea of max-
imizing the loss functions to find a perturbation to con-
taminate the clean samples, which can consequently fool
well-trained AI4EO algorithms. As a result, this behavior
severely threatens the responsibility of the current AI4EO
approaches by making them predict incorrect results with
high confidence.

Adversarial attacks can appear virtually and physically
when applying deep learning models. On the one hand, the
attackers can directly modify the applied remote sensing
data before they are forward-
ed to the application models.
For example, Wu et al. [48]

[54]. Regrettably, existing Al approaches struggle to make
accurate predictions with a decision boundary that ac-
counts for data exhibiting domain invariance, often
referred to as domain shift [55]. This poses a significant
threat to model performance, particularly when faced
with data uncertainty in testing samples during the mod-
el deployment stage.

In attempts to mitigate domain shift issues, numerous
studies in GRS have proposed methods to adapt and ex-
tend the decision boundary of classification models to en-
compass unknown data in the testing phase [56], [57]. In
particular, metalearning has been employed to fine-tune
pretrained models, enabling them to generalize across di-

THE INHERENT DATA
UNCERTAINTY DUE TO
DOMAIN VARIANCE

demonstrated that the cur- verse, previously unseen data distributions by minimizing
rent end-to-end autonomous
driving system could be eas-
ily broken by tempering the
data with mild perturbations

generated by white-box at-

domain discrepancy [58], [59]. Additionally, incremental
learning approaches have been introduced to help mod-
els adapt to evolving categories in new, out-of-distribution
data [60], [61]. However, these methods are limited in their
ability to perfectly fine-tune models, and the inherent data

REMAINS A CHALLENGE
THAT CANNOT BE
COMPLETELY ELIMINATED.

tacks. On the other hand,
physical attack methods are
more imperceptible since the
adversarial perturbations are introduced during the remote
sensing imaging process [49]. Zhang et al. [50] explored
physical attacks in real-world AI4EO applications by apply-
ing an adversarial patch attack on multiscale object detec-
tion for autonomous aerial vehicle (AAV) remote sensing
images. As a corollary, responsible Al is required to miti-
gate the potential threats of these adversarial perturbations.
Adversarial defense methods are desired that improve the
reliability and response of the model; they are introduced
in a later paragraph in this section.

UNCERTAINTY OF THE MODEL PREDICTIONS

GRS data, often sourced from varied platforms, exhibit di-
verse domain distributions, introducing uncertainty in Al
model predictions, as described in the section “Mitigating
Unfair Bias.” The stochastic nature of ML models further
amplifies this uncertainty, posing a significant challenge to
prediction reliability [51]. Recognizing and managing un-
certainty is vital for the development of responsible AI4EO
models. The application of Al in GRS data involves distinct
training and testing phases. To this end, uncertainties may
arise in the samples of training and testing datasets as well
as in the model parameters, categorized into data and mod-
el uncertainty [52], [53].

Lack of domain knowledge is a prominent factor con-
tributing to data uncertainty, arising from the disparate
domain distribution observed between the training da-
taset and the testing dataset. In remote sensing imaging,
spectral features of observed data are closely tied to spa-
tial and temporal conditions, such as solar illumination,
season, and weather. Consequently, variations in these
conditions can markedly influence imaging outcomes,
resulting in heterogeneous data with diverse domain dis-
tributions, a phenomenon known as domain invariance

uncertainty due to domain variance remains a challenge
that cannot be completely eliminated.

In addition to data uncertainty, model uncertainty en-
compasses the errors and randomness inherent in the mod-
el parameters, initialized and optimized during the model
design and training processes. As researchers strive to devel-
op advanced Al algorithms with cutting-edge performance
and efficient training, diverse model architectures linked
with optimization strategies have been devised for various
GRS applications [62]. However, determining the optimal
model architecture and training hyperparameters remains
challenging, introducing uncertainty into the trained model
that can subsequently impact predictions, commonly
referred to as model uncertainty [63].

OPACITY OF BLACK-BOX MODELS

As high-performance computing technology advances,
contemporary Al applications in GRS studies explore
models with deeper architectures and more complex pa-
rameters to enhance classification performance. However,
the increased complexity raises challenges in understand-
ing and interpreting the internal operational steps of these
architectures, rendering the models akin to black boxes
[64]. Compared with traditional ML approaches, the opac-
ity of these black-box models hinders the identification of
hidden security hazards that can significantly impact clas-
sification as well as the reasons for “wrong” predictions in
real-world applications [65]. Moreover, the growing em-
phasis on data privacy and high confidentiality in many
GRS tasks underscores the need for trustworthy AI models
aligned with ethical and judicial requirements for both de-
velopers and users.

ROBUST MODELING FOR Al SECURITY

In response to the identified security hazards out-
lined in the preceding section, researchers are work-
ing toward the development of more robust AI models,
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emphasizing enhanced responsibility for Al security.
Several strategies are being employed, including ad-
versarial defense, uncertainty quantification, and ex-
plainable AI (XAI), to address challenges related to
adversarial examples, data and model uncertainty, and
black-box models, respectively.

ADVERSARIAL DEFENSE

Common adversarial defense approaches include adver-
sarial training, randomization, detection, and adversarial
purification methods. Adversarial training methods aim to
bolster the model’s robustness against adversarial examples
by incorporating them directly into the model training stage
alongside normal training samples. For example, Goodfel-
low [66] proposed an empirical adversarial training scheme
involving the inclusion of fast gradient sign method. How-
ever, it is important to note that while adversarial training
methods may enhance the model’s robustness against spe-
cific attack methods, vulnerabilities against adversarial ex-
amples of other types may persist.

Given that adversarial perturbations can be perceived as
additive noise on adversarial examples, randomness meth-
ods introduce random components to enhance the mod-
el’s robustness. For example, Sitawarin et al. developed a
randomized smoothing technique for adversarially robust
classification involving the randomization of the input to
the DNN to eliminate potential adversarial perturbations
in the input samples [67]|. However, it is important to note
that the performance of randomness methods depends
greatly on the quality of the randomization process and can
be affected significantly by both the lack of prior knowl-
edge of attack types and theoretical explanations.

UNCERTAINTY QUANTIFICATION

To better comprehend and manage potential uncertainty,
uncertainty quantification techniques have been proposed
to assess the credibility of predictions. In many GRS ap-
plications, classification results manifest as distributions
of possibilities associated with object classes. These distri-
butions are typically transformed by a softmax function at
the final stage of the network. Grounded in the principles
of Bayesian inference, the data uncertainty of an input
sample can be described as a posterior distribution over
the class label, given a set of model parameters. Similarly,
the model uncertainty can be formalized as a posterior
distribution, given the training dataset.

On this basis, various uncertainty quantification ap-
proaches aim to obtain an uncertainty distribution of
model predictions by marginalizing the model parameters.
These methods fall into two broad categories: determinis-
tic methods and Bayesian inference methods, differing in
subcomponent model structures and error characteristics.
In deterministic methods, the parameters of Al models are
deterministic and remain fixed during the inference step,
aligning with the common behavior of most developed Al
models. By contrast, Bayesian inference methods employ
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the Bayesian learning strategy, leveraging the ability to
seamlessly integrate the scalability, expressiveness, and
predictive performance of neural networks for uncertainty
quantification [68], [69].

XAl

In general, XAl aims to provide an understanding of the
pathways through which output decisions are made based
on the parameters and activations of the trained models.
To this end, many XAI approaches have been proposed for
a comprehensive understanding of the model behavior to
justify the individual feature attributions of a test sample,
which provides a powerful tool to examine incorrect predic-
tions and inspect the potential threats of black-box models,
especially in high-risk GRS applications [70]. For example,
Ribeiro et al. [71] developed a local interpretable model-
agnostic explanation (LIME) method to provide under-
standable representations for the predictions of black-box
classifiers by highlighting attentive contiguous superpixels
of the source image with positive weight toward a class,
which benefits users in learning “how the model thinks”
when classifying a specific image. Furthermore, the deep
features of DNNss can also be processed into visualizations
to observe how the training procedure works on specific
tasks, as shown in Figure 6.

CHALLENGES AND FUTURE PERSPECTIVES
In this section, we discuss the future perspectives of Al se-
curity for EO tasks from three perspectives.

THE GAME BETWEEN ADVERSARIAL ATTACK AND
DEFENSE TOWARD EO APPLICATIONS

While adversarial examples have been identified widely
in several EO applications, research on adversarial at-
tacks and defense algorithms has been developed and
raised debate in game theory. On the one hand, the at-
tackers have proposed more powerful attack algorithms
to affect a wider range of DNNs applied in various EO
missions, including scene classification and semantic
segmentation. On the other hand, the defense group
has also identified the emerging adversarial threats and
tended to secure Al algorithms from more complex ad-
versarial examples with frontier techniques, such as dif-
fusion models [44]. In conclusion, the game between
adversarial attack and defense algorithms has been
started and extended to more subtopics in the AI4EO
research field [73].

PRACTICAL UNCERTAINTY ANALYSIS FOR AI4EO

The uncertainty in both model and data toward AI4EO
missions has been a critical obstacle for developing Al
models with more reliability and responsibility. Although
some uncertainty quantification methods have been seen
in GRS studies, most of them were designed for dedicated
models and are not adaptable to most of the existing AI4EO
approaches. To this end, universal uncertainty analysis



with greater capability to be applied in more typical DNNs
should be developed for AI4EO missions.

XAl SCHEMES WITH MORE UNDERSTANDABLE
INTERPRETATIONS

Explainability is considered to be a significant attribute
of modern AI4EO missions providing the opportunity for
humans to learn the intrinsic process of the AI algorithms,
so that security risks can be largely alleviated. However,
current XAI methods designed for EO missions can only
generate visualization interpretations, which are usually
semantically misaligned and still too abstract to under-
stand directly. Therefore, future XAI studies should focus
on increasing the depth and accuracy of XAI results by
introducing more constraints and optimization problems
to explanations.

GEOPRIVACY AND PRIVACY-PRESERVING

MEASURES

Remotely sensed images and geospatial data offer unprec-
edented opportunities to monitor our planet and support

Ground Truth (Gl) Mask

~ Input Image

FIGURE 6. Heatmaps of UNet decoder block with different CAM-based XAl algorithms for
the class of “buildings” in the semantic segmentation of a remote sensing image. Pixels that
have a brighter color indicate a higher probability of being classified into the target class.

[Source: [72].]

Predicted Mask

spatial planning, management, and decision making. Nev-
ertheless, as remote sensing technologies evolve, the need
to balance the advantages of data-driven decision making
with the protection of individual privacy becomes para-
mount. The increasing resolution and quality of remotely
sensed data, with their ability to capture detailed informa-
tion about Earth’s surface and (directly or indirectly) the
people living in those areas, raise concerns about the poten-
tial misuse of data and the accidental revelation of sensitive
information [74]. Al technologies allow the scale-up of geo-
spatial applications, reducing analysis costs and subjectiv-
ity and, at the same time, magnifying the risk of exposing
sensitive personal information.

Effectively addressing these challenges requires thought-
ful consideration of ethical principles, legal frameworks,
and technological safeguards to ensure that the benefits of
geospatial advances are realized without compromising in-
dividual privacy rights. Earlier research endeavors aimed at
constructing a conceptual privacy framework; for example,
[75] identified seven different concepts of privacy by exam-
ining distinct emerging technologies.

PRIVACY IN AAV IMAGES
In remote sensing, privacy concerns
often arise when the resolution of an
image is sufficiently fine to discern
individuals’ identities and expose
personal details. This scenario com-
monly occurs during the analysis of
images captured by AAVs, potentially
encroaching upon 1) location priva-
cy as individuals can be identified
and tracked within AAV images; 2)
behavior privacy within private set-
tings, free from external surveillance;
3) space privacy, revealing details
about secluded areas like backyards;
4) association privacy, disclosing
group memberships and affiliations;
and 5) data and image privacy, in-
volving individuals’ control over im-
ages featuring their presence.
Gevaert et al. [76] evaluated the
societal impacts of using AAVs for in-
formal settlement mapping through
two case studies in Eastern Africa.
The study stresses the importance of
notifying citizens of the purpose of
data collection, the rights to access,
and data processing and distribu-
tion, especially when flying over
marginalized communities. The
absence of a cohesive policy frame-
work governing such activities shifts
a significant portion of responsibil-
ity onto industry self-regulation,
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potentially falling short of adequately safeguarding mar-
ginalized communities. Nevertheless, the existence of a
“unified” framework is challenged by the specific applica-
tion of AAV image acquisition and the fact that the con-
cept of sensitive information or privacy may vary among
people, groups, and cultures. The study illustrates the
importance of considering the local context regarding pri-
vacy issues. Another example application with potential
privacy-related concerns is the use of AAV images in sup-
port of first responders in emergency situations (e.g., after
an earthquake or other types of disasters). The authors of
[77] developed a deep learning network to detect victims
in AAV images, which is trained to detect humans even in
complex situations where body parts of the victims are par-
tially covered by dust or debris. However, collecting a da-
taset for training such a network is challenging because of
the sensitive nature of the data. Therefore, the authors pro-
posed a framework to generate a harmonious composite
of images for training. The framework first pastes images
of body parts onto a debris background to generate com-
posite victim images and then uses a deep harmonization
network to make the composite images more harmonious.

MAPPING SENSITIVE INFORMATION

Besides decimeter/centimeter-resolution AAV images, pri-
vacy concerns may also arise with satellite sensor images of
various resolutions, especially when applied to map societal
and socioeconomic features. Examples of sensitive applica-
tions include the mapping of informal settlements, slums,
deprived urban areas [78], [79], [80] and refugee camps [81].
The peril associated with disclosing sensitive information
is evident in the “Mass Atrocity Remote Sensing” initiative,
which sought to furnish forensic evidence of crimes against
humanity through the analysis of satellite sensor imagery
and other datasets. Nevertheless, researchers soon recog-
nized that these data could also be exploited to identify and
harm individuals and groups. Publishing sensitive maps
should always be done with care to prevent unintended con-
sequences for local communities. In the case of informal set-
tlements, being classified as living in such a neighborhood
may result in social exclusion or even exposure to eviction
(e.g., see the reports of forced evictions of 30,000 people
from Nairobi’s largest slum, Kibera, in 2018 for building a
new road [82]). Measures for privacy preservation typically
include downgrading map spatial resolution (e.g., to cells of
100 x 100 m), aggregating data at the administrative unit
level, and removing geolocation from datasets.

Another strategy to preserve household privacy is to ap-
ply jitter to geospatial point data (adding random noise to
geocoordinates). The authors of [83] developed a compre-
hensive and openly accessible collection of microestimates
detailing the distribution of relative poverty and wealth
across 135 low- and middle-income countries. They gath-
ered data from Demographic and Health Surveys (DHSs)
through traditional face-to-face surveys conducted with
1,457,315 distinct households residing in 66,819 villages
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spread across 56 different low- and middle-income coun-
tries globally. The DHS data contain approximate GPS co-
ordinates indicating the centroid of each surveyed village
among the 66,819. However, to safeguard privacy, the pre-
cise geocoordinates are obfuscated, with a margin of error
of up to 2 km in urban areas and up to 5 km in rural areas.

CHALLENGES AND FUTURE PERSPECTIVES

A recent challenge is the increasing availability of satellite
sensor images with submeter resolution up to 30 cm (e.g.,
WorldView-3, Pleiades NEO, and SkySat) able to capture
potentially sensitive informa-
tion. The potential of such
data for mapping and object
detection should, therefore,
be counterbalanced with
privacy-preserving measures.

ANOTHER STRATEGY TO
PRESERVE HOUSEHOLD

Moreover, it is worth noting
that privacy requirements
may clash with open science
principles, restricting the pos-
sibility of openly publishing
and benchmarking datasets.

Future investigations should develop strategies to open-
ly share data for scientific advancements while preserving
sensitive personal or group information. Such strategies
are much needed in applications such as the mapping of
deprived urban areas or victim detection, where further ad-
vances in the development of Al-based methods critically
depend on the availability of large benchmark datasets,
which are currently missing.

MAINTAINING SCIENTIFIC EXCELLENCE, OPEN DATA,
AND GUIDING Al USAGE BASED ON ETHICAL
PRINCIPLES IN EO

The real-world character of AI4EO applications with down-
stream political, societal, and environmental impacts of-
fers tremendous opportunities for positive change while
simultaneously bearing the risk of negative impacts when
not carefully designed and implemented [84], [85], [86].
Maintaining the highest scientific standards and making
data and code openly accessible while complying with
ethical principles are essential prerequisites to enhance the
transparency of knowledge production, ensuring the high
reproducibility of scientific work and maximizing the so-
cietal, economic, or environmental benefits of AI4EO re-
search, development, and applications [84]. Compliance
with fundamental ethical principles is, thus, a major duty
of the scientific community.

A series of review articles laid out the relevant definitions
and concepts of ethics in Al For example, Jobin et al. (2019)
[87] identified five broad categories from ethical guidelines
in Al research: transparency, justice and fairness, nonmalefi-
cence, responsibility, and privacy. With a focus on AI4EQ,
Kochupillai et al. (2022) [88] laid out six ethical dimen-
sions: privacy, honesty, integrity, fairness, responsibility, and

PRIVACY IS TO APPLY JITTER

TO GEOSPATIAL POINT DATA
(ADDING RANDOM NOISE
TO GEOCOORDINATES).



sustainability (for an overview on recent Al ethics categori-
zations, see Table 2 in [88]). We here revisit the six catego-
ries proposed in [88], focusing on aspects that transcend the
themes of maintaining scientific excellence, open data, and
guiding Al usage in AI4EO. These include those that directly
or indirectly relate to workflows, defining objectives and re-
search questions, data inputs and analysis outputs, and their
downstream impacts.

PRIVACY

In the context of responsible AI4EO, we situate privacy
concerns arising under the open data paradigm and with
regard to (territorial) stigmatization. Open access to datas-
ets and code is a core element of scientific reproducibility.
Scientific excellence in AI4EO can, thus, only be achieved
when the public dissemina-
tion of essential research data

WE HIGHLIGHT THAT
COOPERATION WITH
REGIONALLY
KNOWLEDGEABLE
PARTNERS IN THE EARLY

PROJECT DESIGN PHASE IS
AN EFFICIENT WAY TO
AVOID THE PITFALLS OF
STIGMATIZATION IN
RESPONSIBLE AI4EO.

and code is made available
to enable full reproducibility
and robustness checks [89].
The scientific community
has pushed for improving the
findability, accessibility, interop-
erability, and reuse of digital
assets, which materialized in
the FAIR principles [90]. In-
creasingly, however, the pub-
lication of geospatial data,

including AAV or fine-to-
very-fine-resolution satellite
sensor imagery, labeled data-
sets, or the outputs of AI4EO workflows, may raise privacy
concerns [91]. The FAIR principles demand data to be free
from use restrictions, fees, or embargos, but legal, moral,
or ethical reasons, such as safeguarding individual privacy
or endangered species, may justify deviation from these
best practices on data accessibility [92]. However, detailed
metadata should be made available enabling the discovery
of such data and describe explicitly the conditions under
which data access can be granted.

Tradeoffs between the benefits of open data and pri-
vacy concerns therefore need to be evaluated case by case
to avoid privacy-violating or other ethically concerning im-
pacts of public data dissemination. Besides the techniques
to obscure geolocation information described previously, a
selective disclosure of data upon requests may be justified
to avoid risks of data misuse. Additionally, purpose-specific
data licensing may provide opportunities to avoid the un-
intended use of datasets. One example of purpose-oriented
data releases is Norway'’s International Climate and Forests

Initiative Satellite Data Program, which provides commer-
cial satellite imagery covering the world’s tropics for non-
commercial sustainability-centered applications (https://
www.planet.com/nicfi/).

Stigmatization may occurin cases where urban neighbor-
hoods are categorized as slums [93], [94], or categorizations

of crime rates or poverty levels adversely affect public per-
ceptions of a community [95]. The resulting territorial stig-
matization may influence decision making and negatively
affect the local population. Similarly, stigmatization ap-
plies to AI4EO applications that fail to consider the reali-
ties on the ground, for example, those designed to expose
illegal activities, such as deforestation, fire use, or mining
activities, without knowledge about potential concessions
to conduct the respective activity. Similarly, stigmatization
may occur when global or broad-scale analyses fail to suf-
ficiently consider local realities. For example, small-scale
farming has been found to be responsible for 97% of defor-
estation on the African continent [96]. However, regional
dynamics, such as the rapid emergence of medium-scale
commercial farming operations [97], [98], the increasing
role of export-oriented commodity crops, such as cocoa,
cashew, and oil palm in deforestation [99], and tradeoffs
among environmental degradation, food production, live-
lihoods, and labor opportunities in semisubsistence agri-
culture [100], [101] allow for a more nuanced perspective of
such dynamics. As such, avoiding stigmatization of people,
communities, or localities requires a high level of aware-
ness of researchers in the design of research questions and
label heuristics as well as embedding scientific findings and
their limitations in the realities of the region under investi-
gation [102]. We highlight that cooperation with regionally
knowledgeable partners in the early project design phase
is an efficient way to avoid the pitfalls of stigmatization in
responsible AI4EO [103].

HONESTY

Truthfulness and trustworthiness are inherent to scientific
inquiry, but the current replication crisis undermines the
credibility of science and, thus, hampers the societal uptake
of scientific outputs. As a community producing knowledge
with real-world impact, responsible AI4EO requires trans-
parency, explainability, and data veracity [84].

In AI4EQ, transparency not only requires thorough doc-
umentation and referencing of the datasets and workflows
used but also the need to understand and clearly communi-
cate ambiguities, potential biases and errors, or conceptual
limitations. In light of the ongoing democratization of EO
data and workflows through cloud platforms and accessible
user interfaces, empowerment through access to EO data
requires a thorough understanding of the limitations of EO
data and workflows. Furthermore, transparency enables
critical reflection of scientific findings. One example is a
recent study linking the observed emerging abilities of large
language models (LLMs) (sudden, unexpected increases in
performance) to study design choices made by researchers
(e.g., evaluation metrics) [104].

Assuring explainability in AI4EO continues to be chal-
lenging, but it is a prerequisite for early diagnostics re-
garding unwanted bias and sources of error. We strongly
encourage the community to conduct research on XAI and
incorporate it, wherever possible. Focusing research on
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explainable AI4EO will contribute to the recognition of EO
data as a distinct modality in the Al community at large
by providing a better understanding of how Al models le-
verage the information contained in EO data [85]. Greater
explainability may also profit the emerging subfield of self-
supervised learning [105] and help to ensure oversight of
(geographic) biases in AI4EO foundation models that claim
high degrees of geographic generalization but are trained in
selected world regions [106]. Such biases are, for example,
present in LLMs [107] and may lead to error propagation to
many downstream applications [108].

Data veracity in EO concerns both the imagery and the
EO data preprocessing workflows used as well as reference
data/labels being in accordance with a (nonstigmatiz-
ing) heuristic defining the objects of interest. Using well-
established and tested processing pipelines to assure the
highest possible quality of EO data, for example, in terms
of atmospheric correction [109], but also regarding qual-
ity assurance flags, including cloud masks for optical data
[110], is recommended to avoid downstream errors related
to poor data quality. Labeling (the process of categorizing
real-world phenomena into distinct classes or groups) is
highly context specific. Therefore, it requires regional ex-
pertise and knowledge, is ideally coordinated with local ex-
perts, and can be considered an iterative process in which
exchange of knowledge from various disciplinary lenses is
an effective means to reduce the risk of false categorizations
or stigmatization [102].

INTEGRITY

Technical robustness and uncertainty reporting are key ele-
ments of integrity in AI4EO. Detailed documentation and
reporting of the employed processing pipelines, including
the respective processor version, will enhance the repro-
ducibility of AI4EO analyses. Detailed reporting of biases,
errors, and uncertainty adds credibility and is helpful in
avoiding erroneous use of datasets in downstream appli-
cations. Given the increasingly close interactions between
the ML and EO communities, the maintenance and use of
well-established evaluation standards particular to the EO
domain, such as in reporting map accuracies and area esti-
mates in categorical settings [111] or for detecting trends in
spatiotemporal data [112], is key.

In AI4EO research, a focus on single aggregate evalu-
ation metrics (e.g., overall accuracy), as discussed in the
section “Mitigating Unfair Bias,” is insufficient as often
the detection of minority classes is most relevant in many
AT4EO applications. Generally, and for imbalanced prob-
lems in particular, reporting area-adjusted class-specific
user and producer accuracies from an independent and
randomized sample must be preferred over simplistic 1D
statistics. Similarly, class area estimates are to be derived
from reference samples rather than pixel counting in maps
with nonrandom error distribution. For continuous targets
(e.g., reflectance, biomass, crop yields, or canopy height),
reporting multiple error metrics and assessing them across
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the entire value range reveals heteroscedasticity and can
inform downstream users of potential pitfalls when using
a product [113].

FAIRNESS
Fairness here refers to avoiding bias and to respecting all as-
pects of diversity and sociocultural differences, ultimately
creating standards based on
principles related to fairness.

Bias may relate to all stages
ASSURING EXPLAINABILITY

IN AI4EO CONTINUES TO BE
CHALLENGING, BUTITIS A

of AI4EO analyses, begin-
ning with defining a research
question, through the work-
flow itself, and ending with

PREREQUISITE FOR EARLY
DIAGNOSTICS REGARDING
UNWANTED BIAS AND
SOURCES OF ERROR.

the manifold downstream
impacts related to interpret-
ing the results—as described
in the section “Mitigating

Unfair Bias.” We will not
delve deeper into the broader
ethical framework discussed elsewhere [88], [114]. Instead,
we focus on core needs before, during, and after setting up
an AI4EO workflow.

Before setting up an AI4EO workflow, we may con-
sider opportunities to invite potential stakeholders of an-
ticipated outcomes to participate in cocreating the research
agenda [115]. Stakeholders typically include different insti-
tutions across all levels, from village heads in an area of
interest to the United Nations or the World Bank. Stake-
holders may also be citizens who are acquainted with the
topic or the area of interest, ideally (but not mandatory) be-
ing engaged in related citizen-science opportunities [116],
such as data sampling or field-based mapping evaluation
[117], [118]. Citizens and institutions acquainted with the
research questions will help to mitigate bias in the project
design phase.

During workflow creation, interpretable Al, as dis-
cussed in the section “Secure Al in EO: Focusing on
Defense Mechanisms, Uncertainty Modeling, and Ex-
plainability,” should support paving the way toward
optimizing workflows and avoiding downstream mis-
interpretations [119], [120]. Interpretable Al also allows
tuning algorithms and workflows based on the expertise
of both scientists and nonscience stakeholders [121].
Nonscientists thereby provide consultancy to EO scien-
tists to overcome the different biases mentioned in the
section “Mitigating Unfair Bias” during the workflow im-
plementation and rollout, including historical, represen-
tation, measurement, aggregation, and evaluation bias
(compare with the section “Biases in ML Workflows").
Next to training data creation, providing sufficient and
independent evaluation data for accuracy assessment is
both of core importance and often one of the most chal-
lenging tasks (see also the section “Integrity”).

Implicitly, avoiding workflow-related bias is also tightly
connected to recognizing deployment bias. Deployment



bias relates to the inappropriate interpretation of results
after the data analysis, which is often related to down-
stream decision makers. This underlines the importance of
cocreation and coproduction to minimize and mitigate de-
ployment bias early on. In other words, confronting stake-
holders with results created in the scientific “ivory tower”
without engaging them in the design and production phase
regularly creates unsatisfactory results for those who are af-
fected or are supposed to build their decision-making pro-
cesses on AI4EO outcomes.

Deployment bias also points directly to the need to re-
spect diversity and sociocultural differences. For example,
we need to recognize different ethnic or religious com-
munities as well as AI4EO
experts compared to nonex-
pert stakeholders to avoid
misinterpretations or disre-
spectful outcomes of AI4EO
workflows. Typical examples
are the mapping of slums or
agricultural practices in the
Global South [93], [122].

b Satellite data are rarely “analysis-ready data” [124]; they
require state-of-the-art preprocessing to represent the
same values for the same features in different images,
i.e., to avoid pseudovariance.

» Spatial autocorrelation according to Tobler’s first law of
geography [125] is rarely used to improve AI4EO, and
even less so newer concepts like partitioned autoregres-
sive time series that consider both spatial and temporal
autocorrelation in a congruent fashion [112].

) Satellite data provide a wide range of spatial resolutions
(from very-fine resolution to pixels of several square
kilometers) and extend across all scales to be observed
(from local, fine-scale objects in urban environments
to global phenomena). Both very diverse spatial detail
and multiscale research ask for adapted solutions.

» Different temporal resolutions, i.e., data densities over
time, represent the same land surface differently. In
other words, change analyses over years or decades are
far from trivial and need contextualization [113], [126].
This is even more important when phenology is consid-
ered, and specific temporal windows across the seasons
are crucial to identify the relevant phenomena, for ex-

THERE IS INDEED A LACK OF
UPSCALING STUDIES
DEMONSTRATING THE

SUITABILITY OF MOST
ALGORITHMS FOR TACKLING
REAL-WORLD PROBLEMS.

Many studies on related re-
search questions need to
integrate stakeholders early
on in AI4EO to include the necessary expertise to create
meaningful results, specifically across large areas of in-
terest, where diverse and multicultural stakeholders are
needed. AI4EO workflows also rarely consider resource
restrictions in the Global South—regarding the “data
desert,” limited processing resources, or limited financial
backup, for example, for implementing cloud computing
or using high-performance computing or supercomputing
facilities [123]. In other words, cooperation at “eye level” is
needed to embed AI4EO in the proper sociocultural con-
text, specifically when solving sustainable development
goals (SDG)-related questions and global change issues
in the Global South [103], [119]. In conclusion, we create
win-win situations when joining the forces of stakehold-
ers “on the ground” (deliberately including stakeholders
across scales, from local dwellers to global institutions,
depending on the research questions to be tackled) with
AI4EQ experts.

RESPONSIBILITY

The need for interdisciplinary and regional collaboration
related to domain knowledge across the entire workflow
of AT4EO and unwanted outcomes or interpretations was
tackled in the section “Fairness.” Therefore, here we focus
on effective handling of the distinctness of EO data [85].

It has been argued that the AI/ML community urgently
needs to recognize the distinct features of satellite-based EO
data and to “move out of the comfort zone” of applying Al
methods established in other domains without improved
adaptation to EO or satellite data ML [85]. The reasons are
manifold. For example:

ample, different crop types, land-use intensities, or tree

species separable only at certain phenological stages

[127], [128], [129].

» Most Al algorithms for image analyses were developed
on three-band red, green, blue (RGB) imagery, often
based on very high resolution (VHR) drone data. To-
day’s multispectral-to-hyperspectral satellite data ask
for more sophisticated approaches to detect not just the
obvious, but the relevant. This is aggravated by more
spectral detail in radiometric data beyond 8-bit resolu-
tion and even more by using virtual constellations [130],
ranging from optical to radar to LiDAR data.

» Sparse labeling problems occur with increasing areas
of interest enabled by AI4EO. More severe problems are
inherited by biased samples across larger regions or non-
trivial features to be sampled from existing data or the
imagery itself [131], [132].

While all of these aspects are relevant for any EO analy-
sis framework, opportunities have increased rapidly with
AI4EO (e.g., regarding the size of areas of interest that can
be handled). However, along with these come related risks
and potential awareness deficits. Many, if not the majority
of, AI4EO studies focused on comparably small use cases
in the past to develop or apply algorithms. However, the
rollout to real-world problems, for example, at the national,
continental, or even global scale, requires ubiquitous algo-
rithms that can handle much more diverse feature spaces
(over time). There is indeed a lack of upscaling studies dem-
onstrating the suitability of most algorithms for tackling
real-world problems [85], [133], [134].

SUSTAINABILITY
Since 2015, the UN has set an ambitious agenda related
to the SDG, aiming to improve social, economic, and
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environmental conditions globally by 2030 [135], [136],
with a wealth of implications for Al and also specifically
for AI4EO [123]. Here, we take the broadest possible stand-
point, including the intrinsic sustainability of AI4EO
workflows and the external impacts for all three SDG di-
mensions. Given that Al at large offers the potential for
both positive and negative impacts across all SDGs, with a
majority on social sustainability [137], AI4EO has a similar
potential for both positive and negative impacts.

Focusing on environmental sustainability, EO is both
data and energy hungry, thereby creating immense CO,
emissions. This footprint relates to the entire lifecycle of
EO engineering, science, and outcomes, including, but not
limited to, building, launching, and running satellite mis-
sions, data creation and curation, data storage, and data
analysis workflows—the data-related aspects being core
for AI4EO [138].

Zooming in on economic and social SDG, the FAIR
principles are highly relevant: we have already thema-
tized avoiding “helicopter research” in the section “Fair-
ness” [103]. Offering inclusiveness is nontrivial to deliver
as many EO scientists and companies, specifically in the
Global South, do not have access to powerful cloud com-
puting or high-performance computing services or to GPU-
equipped high-performance workstations. Even if access to
online services may become available through dedicated
programs or international cooperation, proper education
and training for the next generation of AI4EO scientists is
of utmost importance [123].

The outcomes from AI4EO research may greatly sup-
port improvements along the lines of the UN SDGs [136],
[137], but they may also lead to ill-posed conclusions.
Such conclusions can, in the worst case, create an exis-
tential economic threat (e.g., if loans or insurance are
not provided based on AI4EO-derived indicators [139]).
Also, local stakeholders, including indigenous people,
who may not even be aware of government decision mak-
ing processes, are regularly impacted. Last but not least,
AI4EO may fall into the “wrong hands”; for example, it
may be used by autocrats, dictators, or criminals to sup-
press or threaten specifically environmental and social
SDGs. The most disturbing examples of this are the oc-
currences of ubiquitous AI4EO-supported surveillance
and warfare.

Al AND EO FOR SOCIAL GOOD

In this section, we build upon the discussions in the section
“Maintaining Scientific Excellence, Open Data, and Guid-
ing Al Usage Based on Ethical Principles in EO” regarding
the use of AI4EO for social good, which involves apply-
ing Al technologies to address and solve social, economic,
and environmental challenges, such as health care, edu-
cation, environmental sustainability, poverty alleviation,
and disaster response. By leveraging Al technologies and
the ethical considerations mentioned in the previous sec-
tions, these initiatives seek to improve outcomes and make
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a positive difference in people’s lives, which is the ultimate
goal of responsible Al.

Although the applications of AI4EO for social good
are extensive [136], [141], we focus here primarily on
understanding disaster risks and evaluating their im-
pacts through several key examples crucial for effective
disaster management and financing strategies [142],
[143], [144]. Robust frameworks are necessary for invest-
ing in projects that enhance resilience to climate change
and its associated disasters. Al, leveraging integrated
EO data, can significantly contribute to building these
frameworks by analyzing such data through innovative
computational methods [142], [143], [145]. However, it
is also crucial to implement policies and decisions at the
local level as the impacts of climate change vary over
time and across different regions [142], [146], [147],
[148], [149].

Understanding disaster risks and evaluating their im-
pacts are crucial for effective disaster management and
financing strategies [142], [143], [144|. Robust frameworks
are necessary for investing in projects that enhance resil-
ience to climate change and its associated disasters. Al le-
veraging integrated EO data can contribute significantly to
building these frameworks by analyzing such data through
innovative computational methods [142], [143], [145].
Moreover, it is also crucial to address the implementation
of policies and decisions at the local level as the impacts
of climate change vary over time and across space [142],
[146], [147], [148], [149]. For example, rising temperatures
in Europe can intensify evapotranspiration, potentially
causing more floods in Germany and water shortages in
Italy. Portugal, France, and Greece may face increased wild-
fires caused by similar processes [142], [146], [147], [150].
Global warming also impacts the water cycle, necessitating
increased irrigation for vegetation health and food secu-
rity. This can heighten the occurrence of natural hazards,
even across significant distances. For example, irrigation
in North America’s Central Valley, High Plains, and Mis-
sissippi River Valley affects precipitation in regions like the
Colorado River, the U.S. Midwest, and the U.S. Southeast,
respectively [151], [152], [153], [154].

The preceding instances emphasize the diverse impacts
of climate change on different regions, even at relatively
close range. Thus, it is crucial to enable each region to be
prepared and ready to implement specific contingency
plans based on local changes to environmental events char-
acterized by changes in atmospheric and oceanographic
variables [142], [144], [146], [147]. It is also worth noting
that these changes might affect the socioeconomic fabric
of diverse biogeographic regions, thereby influencing the
stability and security of human welfare and demographic
fluxes [142], [143], [144], [146], [147], [148]. It is, therefore,
paramount for Al to provide a deep understanding of EO
data so that decision makers and policy makers are en-
abled to implement climate change adaptation and miti-
gation strategies. These strategies affect investments and



solutions that citizens, local authorities, and businesses
can undertake. Additionally, it implies the ability to engage
stakeholders and public opinion to gain societal consensus
[145], [146], [147], [150].

To provide concrete examples of the actual impact and
possibilities unlocked by the appropriate use of Al in de-
cision-making processes, we present two instances of op-
erational scenarios that would benefit greatly from a deep
understanding of Earth’s processes to enhance human wel-
fare and improve communities’ well-being.

EARLY WARNING SYSTEMS FOR MASS MOVEMENTS
One of the most severe effects of climate change is the in-
creased occurrence of catastrophic events caused by mass
movements. This affects human welfare and results in huge
economic losses. As such, the development of early warn-
ing systems (EWSs) is crucial to the everyday decisions of
local governments and communities and for exemplify-
ing responsible Al by prioritizing human safety and eq-
uity through timely alerts and accessible technology [142],
[143], [144], [146], [147].

Historically, the main objective of EWSs has been to
quantify the degree of immediate danger that every hu-
man settlement in each region of interest is exposed to (see
[155], [156], [157], and [158]). In fact, state-of-the-art EWSs
used in operational pipelines are based on the analysis of
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FIGURE 7. Estimation of mass movement susceptibility index across the Norwegian territory

by means of the architecture proposed in [159].
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data and measurements at the regional level, which are
then aggregated to avoid issues related to the irregularity
of the temporal and spatial scales at which each record can
be acquired. In this way, state-of-the-art EWSs are prone
to highly sensitive and coarse classifications and predic
tions, potentially leading to a poor perception of risk and
inadequate local management plans. Moreover, the classic
structure of operational EWSs does not account for cascad-
ing effects affecting local communities at social and eco-
nomic levels. For example, state-of-the-art EWSs for mass
movements do not consider a town that can be cut off from
transportation and communication systems because of
landslides blocking the roads around it as relevant for early
warning [158].

AI4EO can be a game changer in this arena [146], [150].
Recent studies [159] have shown the improvement to state-
of-the-art EWSs’ capacity provided by analysis of the envi-
ronmental (hydrological and geological) characteristics of
mass movements derived from remote sensing platforms
and the connectivity information of formal settlements
and road network data in terms of graph structures (see
Figure 7). This architecture allows us to study the interac-
tion of the probabilistic mass movement susceptibility
(derived from the environmental properties by means of
a supervised ensemble graph neural network) on a graph
representing the communication network (which could in-
volve roads, electricity grids, and wa-
ter pipelines) connecting the formal
settlements. Investigating this struc
ture by graph-based methods (e.g.,
spectral clustering) results in the
derivation of indices to quantify the
probability of each human settle-
ment to be directly or indirectly af-
fected by mass movements (i.e., the
probability to be hit by a mass move-
ment event—such as a landslide—or
the probability to be isolated as a
result of mass movements affecting
their surroundings) [159]. This ap-

<=0 proach has the capacity to pave the

Wo-o2 way for measures and policies for
Moz2-03 adaptation and mitigation through
03-04 a new holistic graphical perspective
| 8;:82 to assess various large-scale geospa-
0.6-0.7 tial datasets of risk elements, such as
Mo.7-0s8 exposure, vulnerability, and hazard.
Mos-0.9 In particular, it has been shown that
W09 this strategy can deliver robust and
reliable outcomes for hindcasting

400 km

and forecasting of the impact of mass
movements at different scales (local,
regional, and national), enabling the
exploration of long temporal trends
(e.g., more than 68,000 incidents
of reported mass movements since
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1957) and the accurate identification of critical factors for
climate change-induced mass movements [159].

CLIMATE TELECONNECTIONS

One of the most important open challenges in environ-
mental monitoring and climate change studies is represent-
ed by the analysis of climate teleconnections, that is, the
investigation of the interplay between weather phenomena
at widely separated locations on Earth. This implies the
study of climate patterns that span thousands of kilome-
ters. Examples of teleconnection phenomena include shifts
of atmospheric mass and/or pressure back and forth be-
tween two distant locations, where changes in atmospheric
pressure in one location lead to corresponding changes in
pressure in another location far away [160], [161], [162].
Therefore, responsible Al-driven insights are crucial for in-
forming global climate strategies and policies to ensure that
all communities benefit equitably.

The water cycle is one of the primary drivers of cli-
mate teleconnections worldwide. In this respect, the three
world poles (the Arctic, the Antarctic, and high-mountain
Asia) play a key role in influencing global weather pat-
terns through their impact on teleconnections [163], [164],
[165], [166]. Specifically, the weather and climate of high-
mountain Asia and the surrounding region have been dem-
onstrated to be influenced by global modes of variability
(MoVs), which are fluctuations of atmospheric and oceano-
graphic variables (e.g., sea surface temperature, rainfall,
surface pressure, and wind speed) caused by the continu-
ous exchange of mass, momentum, and energy on all tim-
escales among Earth’s atmosphere, oceans, cryosphere, and
continental hydrology. For example, the planetary-scale
Rossby-wave propagation that causes the intraseasonal
variability over central Asia and the northern part of India
has been demonstrated to be affected by the Eurasian tele-
connection. Also well known are the interplay and impact
on high-mountain Asia climate variations of the Indian
Ocean Dipole, the El Nifio Southern Oscillation, the North
Atlantic Oscillation, the central Indian Ocean mode, and
the boreal summer intraseasonal oscillation. However, a
thorough understanding of the historical behavior of glob-
al MoVs and their influence on weather patterns within
high-mountain Asia has not yet been derived [160], [161],
[163], [164], [165], [166], [167], [168].

The use of advanced technologies for ML, relying on re-
cords acquired by EO platforms, plays a key role [160], [162].
In fact, as remote sensors can acquire properties of the previ-
ously mentioned environmental variables with precision at a
global scale, they enable the investigation of MoVs that drive
climate teleconnections worldwide. In particular, when con-
sidering high-mountain Asia, the integration of remote sens-
ing data with hydrometeorological climate variables (e.g.,
the geopotential height at 250 hPa, 2-m air temperature,
total precipitation, and fractional snow cover area) leads
to a comprehensive exploration of the interactions across
several MoVs over high-mountain Asia (e.g., the Eurasian
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teleconnection, the Indian Ocean Dipole, the North Atlan-
tic Oscillation, and the EI Nifio Southern Oscillation). This
results in the quantification of correlations and cause/effect
scenarios across MoVs and climate variables as well as the
predictability of weather and climate patterns of the vari-
ables of interest, so that proper planning of resources and
policies to address and adapt to climate change can be put in
place [142], [143], [144], [146], [147), [148], [150].

RESPONSIBLE Al INTEGRATION IN BUSINESS
INNOVATION AND SUSTAINABILITY

APPLICATIONS OF RESPONSIBLE Al IN BUSINESS

INNOVATION AND SUSTAINABILITY

The integration of Al with low-cost, high-performance
computing is fostering business innovation with organi-
zations spanning various sectors and industries, disrupting
both commercial and sustainability-focused business mod-
els. The integration of responsible Al with satellite data en-
ables businesses to make informed, sustainable decisions
that benefit both the environment and their operations.
These actions may include monitoring remote infrastruc-
ture, assessing climate risk, and dynamically managing
supply chains and decision-making processes across vari-
ous industries. By embracing these advanced technologies,
companies can reduce their environmental footprint, en-
hance resource efficiency, and contribute to the develop-
ment of more sustainable practices across sectors. Prominent

industry players, like Planet [169], Descartes Labs [170],

and Maxar Technologies [171], lead this transformation.

For example:

» Planet [169] provides daily global satellite sensor im-
agery to track environmental changes, such as defor-
estation, carbon emissions, and land degradation.
Its platform enables businesses and governments to
monitor trends in agriculture, urban development,
and environmental shifts worldwide. For example,
Planet’s collaboration with the World Resources In-
stitute has led to initiatives focused on tracking and
reducing global deforestation, helping companies to
ensure that their supply chains avoid contributing to
environmental harm.

» Descartes Labs [170] aids agricultural and energy sectors
by providing insights into soil health, water usage, and
crop production. Its Al-driven platform processes satel-
lite imagery to uncover patterns related to crop vitality,
water availability, and land management. By leveraging
predictive analytics, Descartes Labs empowers farmers
to make informed decisions that increase efficiency and
reduce the environmental impact of farming.

» Maxar Technologies [171] combines satellite imag-
ery with 3D modeling technology to create highly de-
tailed digital representations of Earth’s surface. These
advanced tools are applied in urban planning, disaster
management, and infrastructure development. Max-
ar’'s 3D models help urban planners and construction



companies design energy-efficient and environmentally
friendly infrastructure. These solutions promote sustain-
able city development, enabling businesses to minimize
their carbon footprints while supporting cities in build-
ing resilient and sustainable urban environments.

CHALLENGES AND OPPORTUNITIES FOR
RESPONSIBLE Al ADOPTION

While Al-based solutions offer immense potential, their
adoption must be governed by robust safeguards to mitigate
risks such as data accessibility inequities, embedded biases,
and unintended consequences. For example, farmers may
lack direct access to satellite data essential for sustainable
agricultural management, while well-funded competitors
exploit this information to their advantage. Additionally, Al
models without localized agricultural knowledge may lead
to overly stringent regulations, disproportionately affecting
vulnerable communities. To address these concerns, a focus
on governance, open source tools, and equitable standards
is essential. This approach ensures fair access to Al benefits,
fostering trust and transparency in achieving sustainabil-
ity goals. Integrating Al into environmental, social, and
governance (ESG) frameworks supports risk management
and innovation, enabling businesses to reduce carbon foot-
prints, improve biodiversity management, and adhere to
ethical practices. This results in reduced carbon footprints,
better biodiversity management, and the promotion of
ethical practices across industries. ESG reports are gener-
ally published yearly by commercial satellite providers,
such as Maxar Technologies [171], Planet [169], and Airbus

[172], and technology companies, such as Microsoft [173],

Google [174], and IBM [175]. Some examples of ESG-oriented
use cases of AI4EO include the following:

» Change monitoring and disaster response: Satellite data,
enhanced by Al, enable businesses and governments to
monitor climate change, track deforestation, and assess
the aftermath of natural disasters. Al algorithms ana-
lyze satellite imagery to detect patterns such as changes
in vegetation, carbon emissions, and environmental
damage, supporting proactive risk mitigation and sus-
tainable strategy development. Companies can also use
these data to report on their sustainability initiatives,
ensuring compliance with regulations while reducing
environmental impact.

) Integrating diverse datasets to facilitate comprehensive
situation assessment and monitor changes over time: Mi-
crosoft’s Planetary Computer [176] combines a mul-
tipetabyte catalog of global environmental data that
can be queried via application programming interfac-
es, enabling a scientific environment that allows users
to answer global questions about the data and applica-
tions that put those answers in the hands of conserva-
tion stakeholders.

) Identifying sources of environmental issues, such as methane
emissions from landfills, farms, or pipelines: Carbon Mapper
[177] is a nonprofit organization cofounded by the State

of California, NASA's Jet Propulsion Laboratory, Planet,
the University of Arizona, Arizona State University, the
High Tide Foundation, and RMI that plans to deploy a
hyperspectral satellite constellation with the ability to
pinpoint, quantify, and track point-source methane and
CO, emissions.

) Renewable energy site assessment: For businesses in the re-
newable energy sector, Al and satellite data enable more
efficient site selection for solar and wind energy proj-
ects. By evaluating factors such as sunlight exposure,
wind patterns, and topography, Al identifies optimal
locations for energy infrastructure, minimizing envi-
ronmental impact and avoiding damage to sensitive eco-
systems. This approach supports the transition to clean
energy sources and fosters sustainable development.

b Sustainable agricultural monitoring: Al-enhanced satel-
lite data support agricultural businesses by optimizing
crop management and promoting precision farming.
By analyzing satellite imagery, businesses gain insights
into soil health, crop development, and water usage, en-
abling smarter, more sustainable resource allocation for
water, fertilizers, and pesticides.

b Supply chain optimization and ethical sourcing: Al-driven
satellite data are increasingly used to track supply chain
activities and ensure ethical sourcing practices. By ex-
amining satellite images, companies can monitor raw
material origins and the environmental impact of activi-
ties such as mining and forestry. This enables businesses
to source materials more sustainably and hold suppliers
accountable for their environmental practices.

b Urban sustainability and smart city development: Powered
by satellite data and Al, businesses are able to design
smarter, more sustainable cities. Satellite sensor imag-
ery can be used to monitor urban heat islands, energy
consumption, pollution, and sprawl, while AI tools can
help design energy-efficient buildings, transportation
systems, and waste management strategies. These Al-
driven insights help cities optimize energy use, reduce
emissions, and enhance climate resilience, contributing
to a greener, more livable urban future.

b Water resource management: Al and satellite data are
essential in optimizing water usage, particularly in
industries like agriculture, mining, and manufactur-
ing. By analyzing satellite imagery, businesses can as-
sess water availability and distribution, helping them
make better decisions about resource management.
This leads to more efficient water use, less waste, and
improved preparedness for droughts or floods, ensur-
ing sustainable water management for both businesses
and communities.

CONCLUSIONS, REMARKS, AND FUTURE DIRECTIONS
CONCLUSIONS AND REMARKS

This article has addressed the pressing need to navigate
the ethical and societal complexities inherent in AI4EO
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applications. By synthesizing insights from diverse sourc
es, including the academic literature and ethical frame-
works, it provides actionable guidance for researchers and
practitioners in this rapidly evolving field. The article’s
significance lies in its comprehensive examination of ethi-
cal dimensions, such as privacy, security, fairness, respon-
sibility, and the mitigation of (unfair) biases, shedding
light on key considerations that underpin responsible Al
practices in EO missions. By fostering collaboration and
dialog among stakeholders, the article aims to advance
ethical discourse and promote a culture of responsible Al
development and deployment. It serves as a foundational
framework for navigating ethical dilemmas and guiding
the responsible integration of Al technologies into EO
missions. Ultimately, the article underscores the trans-
formative potential of AI4EO applications in addressing
global challenges while emphasizing the importance of
upholding ethical principles to ensure that these technol-
ogies serve the collective good and contribute to a more
equitable and sustainable world.

Given the current geopolitical state of the world, the role
of AI4EO takes on heightened significance in contributing
to global stability and peace. Aligning with UN SDG 16,
which emphasizes peace, justice, and strong institutions,
this work underscores the critical importance of leveraging
AI4EQ to support these goals and mitigate conflict.

This research article explores the significant effects of
AT4EO applications on political, societal, and environ-
mental landscapes. It emphasizes the importance of main-
taining high scientific standards and ethical principles to
ensure transparency, reproducibility, and trust in AI4EO
research. By advocating for open access to data and code,
the article facilitates evidence-based decision-making pro-
cesses in policy making, enabling stakeholders to make
well-informed choices. Societally, the article highlights the
critical need to address biases and safeguard privacy rights
to promote fair outcomes and reduce stigmatization in
vulnerable communities. It underscores the importance of
responsible Al practices that prioritize fairness and inclu-
sivity, fostering societal trust and cohesion. Environmen-
tally, the article stresses Al's vital role in addressing pressing
environmental challenges through sustainable resource
management and conservation efforts. By aligning AI4EO
workflows with sustainability principles, the article offers
a path for leveraging Al technologies to advance the UN
SDGs, contributing to a more resilient and sustainable fu-
ture for humanity and the planet.

FUTURE INVESTIGATIONS

Future investigations, as indicated multiple times through-
out this article, should focus on developing strategies that
facilitate the open sharing of data for scientific advance-
ments while simultaneously preserving sensitive personal
or group information. Ensuring the ethical use and pro-
tection of such data is crucial, particularly in applications
like mapping deprived urban areas or victim detection,
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where the responsible use of Al can have significant soci-
etal impacts. These applications depend critically on the
availability of large benchmark datasets, which are cur-
rently lacking. To promote responsible Al, it is essential to
implement robust privacy-preserving techniques and data
anonymization methods that protect individuals’ identi-
ties while maintaining the utility of the data for research
purposes. This includes using techniques like differential
privacy, federated learning, and secure multiparty compu-
tation to safeguard sensitive
information. Additionally,

it is vital to establish clear
LLMs AND NLP HAVE

TRANSFORMATIVE
POTENTIAL IN ADVANCING
RESPONSIBLE Al

guidelines and ethical stan-
dards for data sharing and us-
age. These guidelines should
ensure that data are used in
a manner that respects the
rights and dignity of individ-
uals and communities. Col-
laboration with stakeholders,
including ethicists, legal
experts, and representatives
from affected communities,
is necessary to create frameworks that balance the need for
scientific progress with the imperative to protect sensitive
information. Moreover, transparency in data collection,
processing, and sharing practices is essential. Researchers
and organizations must be open about the sources of their
data, the methods used to process it, and the steps taken to
protect privacy. This transparency builds trust and ensures
that AT advancements are grounded in ethical practices. By
prioritizing the responsible handling of sensitive data, the
research community can develop Al-based methods that
contribute to societal well-being while respecting individu-
al and group privacy.

LLMs and natural language processing (NLP) have
transformative potential in advancing responsible Al
principles, like data privacy, integrity, and security,
within geospatial applications. LLMs can process vast
numbers of unstructured data, such as reports, articles,
and satellite image annotations, enhancing GeoAl’s abil-
ity to interpret semantic information about places and
events. This leads to more accurate geospatial analysis
while maintaining data integrity. Moreover, when de-
signed with privacy considerations, LLMs can identify
and handle sensitive geospatial information responsibly,
such as by detecting and redacting private location-based
data to comply with privacy regulations like the General
Data Protection Regulation GDPR. In terms of trans-
parency, LLMs and NLP can make GeoAI models more
interpretable by providing human-readable or machine-
readable explanations for predictions, where understand-
ing model outputs is critical [178]. Privacy-preserving
techniques, such as differential privacy and federated
learning [179], can protect sensitive geospatial data. Bias
audits and fairness evaluations are essential to prevent

PRINCIPLES, LIKE DATA
PRIVACY, INTEGRITY, AND
SECURITY, WITHIN
GEOSPATIAL APPLICATIONS.




unequal representation, particularly in applications like
urban planning or disaster relief, where biases could lead
to unequal resource allocation. Lastly, adhering to ethical
standards and legal regulations ensures that these models
operate within legal boundaries, respecting user rights.
LLMs and NLP also facilitate interdisciplinary collabo-
ration by translating complex GeoAl outputs into clear
summaries, making geospatial insights accessible across
fields and supporting responsible data sharing and effec-
tive collaboration across environmental, economic, and
social domains [140]. We acknowledge that best practices
for ensuring the responsible use of these language-driven
GeoAl models should be, but are currently not, clearly
defined. Therefore, we emphasize the urgent need for
further research to establish guiding principles for the re-
sponsible use of new multimodal approaches.

In the early 2020s, following decades of model-centric
approaches and the deep learning revolution, there was a
notable shift from model-centric to data-centric learning.
The concept of data-centric Al began gaining traction, em-
phasizing the quality of data over the complexity of mod-
els. Concurrently, a strong societal push emerged with the
advent of responsible Al recommendations and legisla-
tion, as outlined in this article. This necessitates research
to develop methods that can capture biases in compliance
with such legislation while maintaining scientific robust-
ness and addressing the unique characteristics of EO data.
Responsible AT must consider the entire ML pipeline and
involve multiple stakeholders. This includes identifying
sensitive attributes and integrating specific domain knowl-
edge on spatial autocorrelation into bias mitigation tech-
niques. Currently, there is a balanced focus on both data
quality and model innovation (the era of data-model-
centric approaches). Techniques such as foundation mod-
els, synthetic data generation, uncertainty modeling and
explainability, and robust data validation are employed to
enhance data-centric approaches, emphasizing both model
and data equally. Ethical considerations, including fairness,
transparency, and bias mitigation, are also integral to data-
centric Al practices.
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