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ABSTRACT
Internet Exchange Points (IXPs) are critical Internet infrastructure
that interconnect tens of thousands of Autonomous Systems (ASes).
To support scalable multilateral route exchange and fine-grained
routing control, IXPs provide services such as route servers for
scalable route dissemination and BGP communities for selective
advertisement. Route servers enable both scalability and expres-
sive routing policies, but some of their design choices can be ex-
ploited by a malicious actor. In this paper, we identify two of them:
route-server path-hiding mitigation and the deployment of multi-
ple independent route servers. Combined with well-known hijack
techniques, these design choices allow an attacker to make multiple
routes to the same prefix co-exist at the IXP, and strategically dis-
seminate malicious routes to different subsets of peers, to increase
their attack surface and the number of potentially vulnerable pre-
fixes. We validate the feasibility of our attacks across three large
IXPs, and show that these attacks increase the number of polluted
ASes by 28% to 366%, and the number of vulnerable prefixes by 41%
to 61%, depending on the IXP, compared to prior work. Moreover,
we show that the IXP environment makes it easier to perform in-
terception attacks than in other settings and allows such attacks
to be invisible to public BGP collector peers. We also propose a
novel data-plane detection technique based on the Layer-2 IXP
architecture. Finally, drawing on discussions with IXP operators,
we provide practical recommendations to improve route security
and visibility at IXPs.
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1 INTRODUCTION
Internet exchange points (IXPs) play a major role in today’s Internet
routing by enabling Autonomous Systems (ASes) to exchange large
volumes of traffic efficiently and at low cost [7]. ASes exchange
routes using the Border Gateway Protocol (BGP). To support scal-
able multilateral peering, IXPs commonly deploy route servers,
which are specialized BGP speakers that collect routes from partici-
pating networks and redistribute them to other members, thereby
eliminating the need for a full mesh of bilateral sessions. Beyond
this basic functionality, modern IXPs provide increasingly sophis-
ticated features to deal with the growing number and diversity of
participants. For instance, IXPs often deploy multiple route servers
for scalability and redundancy, support fine-grained routing con-
trol through BGP communities, and maintain per-client Routing
Information Bases (RIBs) to allow more complex route filtering and
distribution.

While these advanced features improve flexibility and scalabil-
ity, they may create opportunities for malicious actors to exploit
BGP vulnerabilities, such as prefix hijacking, in which attackers
announce routes to IP prefixes they do not own [74, 81, 82]. The
goal of such hijacks is generally to attract traffic destined to the
victim network and allow the attacker to disrupt services (denial-
of-service), eavesdrop on communications (traffic interception), or
manipulate traffic flows for economic or strategic advantage (e.g.,
traffic redirection or blackholing) [18, 27, 51].

In this work, we identify two IXP route server design choices
(or, more precisely, one design choice and one deployment choice,
called both design choices in the rest of the paper), that an attacker
can exploit. Our work fundamentally differs from prior efforts in
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that it does not introduce new individual BGP hijack primitives
such as subprefix announcements [12], AS-path manipulation [53],
or BGP communities [13]. Instead, it shows how the combination
of these two IXP route server design choices, with well-known
BGP hijacks primitives, can lead to attacks that increase the attack
surface and the number of vulnerable prefixes announced at the
IXPs compared to prior work.

The first identified route-server exploitable design choice arises
from per-client path distribution, an IXP route server feature de-
signed to mitigate a dysfunction called “path hiding” [43] (§2.4.1).
Path hiding occurs when a route server receives multiple routes
to the same prefix but forwards only the best route to a subset of
participants while excluding the others (e.g., when the best route
carries excludes BGP communities that prevent its announcement
to some participants). In this case, the excluded participants receive
no route to the prefix, even though alternative routes exist at the
IXP.

To mitigate path hiding, route servers maintain per-client RIBs
and perform best-path selection only after per-client filtering, so
paths excluded for a client are not part of its best-path selection.
An attacker can exploit this behavior by announcing a route to
excluded participants while withholding it from those receiving the
legitimate route or from peers connected to route collectors to make
the attack invisible to public collector peers. Path-hiding mitigation
[43] is a must-have feature for IXPs: a major European IXP reported
to us, in a private communication, that several IXP participants
requested this capability after observing that a transit provider
announced routes that were selected as best paths by the route
server but selectively exported them only to specific participants,
which prevented the other participants from learning alternative
paths.

The second exploitable design choice comes from the deployment
of multiple route servers, which is a common practice used by IXPs
to ensure resilience. When these route servers are independent, i.e.,
do not share routes between each other, this allows an attacker
to exploit this separation to announce distinct malicious routes
(one per route server) to different subsets of IXP members that are
vulnerable to different types of BGP hijacks, in order to increase
the attack surface.

All of the attacks we describe in this paper evade control-plane
detection mechanisms based on public BGP collector peers [36, 75,
76], by using BGP communities offered by route servers to exclude
ASes that would forward the malicious routes to a public collector.
Also, to avoid data-plane monitoring systems based on connectivity
[84], the attacker can simply forward the traffic back to the victim
using the Layer-2 architecture of IXPs. Finally, in a setup where
the legitimate prefix is announced from a single location at the IXP,
these attacks are also robust to latency-based techniques [73], as
traffic redirection within an IXP might incur negligible delays.

We validate the feasibility and evaluate the impact of these at-
tacks through experiments at three major IXPs, where we perform
controlled, ethical attacks, and measure their attack surface. These
attacks can potentially increase the number of polluted ASes, i.e.,
that adopt a malicious route, by 29%, 28%, and 366%, depending on
the IXP, compared to prior attacks, affecting thousands of ASes at
all the tested IXPs. Moreover, we find that 82%, 73%, and 90% of
the prefixes announced at the three IXPs are potentially vulnerable

to at least one of our attacks, representing an absolute increase of
60%, 49% and 61% compared to prior attacks. We also provide new
insights into how route visibility, including looking glass access,
influences attack detectability.

Beyond demonstrating the feasibility of these attacks, we provide
operational insights into the practicality of launching such attacks.
We show that an attacker can obtain the required capabilities with-
out privileged access by joining an IXP as a regular participant,
configuring routing policies, and deploying infrastructure (e.g., a
VM) within the IXP.

Finally, we propose countermeasures to mitigate these attacks,
including Layer-2 monitoring mechanisms and operational recom-
mendations for IXP operators. We discussed the feasibility and
effectiveness of these defenses with IXP operators to ensure that
they are practical steps to reduce the attack surface introduced by
modern IXP features.

2 BACKGROUND
We provide essential background on the BGP protocol, explain
how routes are exchanged at IXPs via route servers, some security
measures and design choices taken by IXPs at their route servers.
Among the latter are the path-hiding phenomenon and its mitiga-
tions, as well as why IXPs deploy multiple route servers.

2.1 BGP and Path Preference
BGP is the protocol that allows ASes to exchange routes across the
Internet. An AS advertises to its neighbors that it has a route to a
prefix by making route announcements. The neighbor of an AS can
be classified as peer, customer, or provider based on their commercial
relationships [30]. Although more complex arrangements exist [30],
these three suffice for our purposes. Under widely adopted stability
policies, an AS propagates routes learned from its customers to
all neighbors, whereas routes learned from peers or providers are
propagated only to its customers [31]. The customer cone of an AS
is the set of ASes reachable by following only provider-to-customer
links.

In the context of this paper, to understand the attacks, readers
need only to understand the basic route preference mechanism
IP and BGP use when an AS receives multiple routes to the same
destination. First, a more specific prefix takes precedence over a
less specific one (e.g., a /24 prefix is preferred over a /23), as IP uses
the longest-matching prefix for a destination IP address. Second,
when multiple routes to the same prefix are received, BGP selects
a single best route by sequentially applying its tie-breaking rules
in the following order: highest ‘local preference’, shortest AS-path
length, lowest ‘origin type’, etc. [65]. Some attacks in this paper
exploit the AS-path length tie-breaker to increase route preference:
when an AS receives both a malicious and a legitimate route to a
prefix, it selects the malicious one if it has a shorter AS path and all
preceding tie-breakers are equal. A common scenario that enables
attackers to announce a shorter AS path is when a legitimate AS
performs AS-path prepending, a technique typically used for traffic
engineering in which an AS deliberately repeats its AS number
multiple times to artificially increase the path length and make its
route less attractive.



Exploiting Vulnerabilities at IXP Route Servers to Perform Stealth BGP Hijacks Conference acronym ’XX, June 03–05, 2018, Woodstock, NY

2.2 IXP Route Servers
In traditional BGP, an AS establishes individual BGP sessions with
each neighbor to exchange routes, a practice called bilateral peer-
ing. At IXPs, however, maintaining individual connections with
many peers1 becomes prohibitively complex. IXPs therefore offer
members the option to establish a single BGP session with a central
entity, called a route server (RS), which collects and distributes
routes among peers. This approach is called multilateral peering
[33]. Beyond simplifying peering, route servers typically provide
mechanisms that allow IXP members to control how their routes
are propagated. In particular, an AS can instruct the route server
to advertise a route only to selected peers or to exclude specific
peers from receiving it. This control is implemented through BGP
communities, which are tags that an AS can add to a route to carry
information or influence how the route is handled and propagated.

Although these communities are not standardized, many route
servers adopt consistent semantics: 0:ASN excludes a specific
AS (identified by its ASN – Autonomous System Number),
RS-ASN:ASN includes a particular AS, 0:RS-ASN excludes all ASes,
and RS-ASN:RS-ASN includes all ASes, where RS-ASN denotes the
IXP route server’s ASN. A peer can for instance perform selective
advertisement by combining 0:RS-ASN with explicit include
communities. With peer-to-peer relationships at IXPs, these
communities enable fine-grained control over route dissemination,
since stability-preserving policies require ASes to propagate
peer-learned routes only to their customers [31].

2.3 Security Measures at IXP Route Servers
IXPs implement several security measures to prevent the prop-
agation of incorrect or malicious routes. To understand current
practices, we manually reviewed the public documentation of the
route servers of ten major IXPs across five continents (including
the two largest by number of peers, according to IXPtracker [42])
[2, 22, 24, 25, 35, 40, 41, 44, 48, 52, 55]. Route servers accept routes
with only valid prefixes (i.e., non-bogon, non-martian, and non-
private) [19, 66] from public ASNs which comply with prefix-length
limits (≤ 24), have a valid next-hop corresponding to the peer’s in-
terface and AS on the IXP LAN, avoid large transit ASes in the path,
respect AS-path length limit, and remain within the allowed prefix
quotas. In addition, IXPs perform verification from two external
databases: IRR and RPKI.

IRR-based filtering: The Internet Routing Registry (IRR) [38] is
a database where ASes register routing objects (e.g., AS-SETs) that
specify which prefixes they and their customers are authorized to
announce. IXPs use this information to validate whether a peer
is allowed to originate a given prefix. Some IXPs automatically
drop an announcement that is IRR invalid, while others just tag the
route with a BGP community indicating its invalid status, partly
because IRR is not sanitized [23]. However, this mechanism can be
bypassed, as an attacker can falsify the AS-SET to include the ASes
that legitimately own the targeted prefixes. The three tested IXPs
where we tested our attacks trust IRR data, allowing us to run our
attacks (§§ 3.1 and 5.1).

1We use the terms peer, member, and participant interchangeably to refer to an AS
connected to an IXP.

RPKI/ROV: The Resource Public Key Infrastructure (RPKI) pub-
lishes cryptographically signed Route Origin Authorizations (ROAs)
that specify which ASes are authorized to originate a given prefix,
with an eventual maximum prefix length (maxLength parameter).
Using Route Origin Validation (ROV), ASes validate received routes
by checking whether the origin AS and the advertised prefix are
consistent with the corresponding ROA. Routes that satisfy these
checks are classified as valid. All our attacks respect the origin
AS criteria, and only the ones based on subprefix hijacks can be
prevented by the ROA maxLength prefix parameter (or the absence
of it, which is equivalent to setting a maxLength equal to the prefix
length).

2.4 Route Server Exploitable Design Choices
2.4.1 Path Hiding. Path hiding is a route server (RS) dysfunction
that causes an IXP to not transmit a viable path to a peer that ought
to receive it. It arises from the conflict between two aspects of an
RS’s role in filtering the paths it receives. On the one hand, it applies
the BGP decision process and selects, for each destination prefix, a
single best path to communicate to its peers. On the other hand, it
enforces its peers’ selective communication policies, allowing each
of them to specify which others should or should not receive their
path announcements. When the best path comes from a peer that
has excluded another from receiving it, the RS honors the exclusion
and does not send that path to the excluded peer. However, the RS
has already ruled out the other candidate paths during its best-path
selection. Even if one of the unselected paths originates from a peer
willing to share it with the excluded peer, that otherwise viable
path is no longer eligible for forwarding. As a result, the RS does
not announce any route to the destination prefix to the excluded
peer. The viable path has been therefore “hidden” by the RS.

The path-hiding problem was identified over a decade ago [67],
and RFC 7947 [43] proposed three mitigation approaches. In the
Multiple Route Server RIBs approach, the RS maintains a separate
routing information base (RIB) for each peer and executes the BGP
decision process based only on the paths that the peer is eligible to
receive. The Diverse BGP Paths approach applies the observation
[64] that multiple BGP sessions can be used to distribute multiple
viable paths, beyond the best path for a prefix. Finally, the BGP
ADD-PATH approach uses BGP’s additional path extension [83]
to send multiple paths for a prefix via a single session. All three
approaches solve the path-hiding problem through a per-client path
distribution mechanism, which allows multiple routes to the same
prefix to co-exist in the IXP, creating opportunities for an attacker
to announce a malicious route that does not have to compete with
legitimate ones (§4.1).

2.4.2 Deployment of Multiple Route Servers. To ensure resilience,
IXPs typically deploy at least two route server instances, so that
if one route server becomes unavailable due to maintenance or
failure, members can continue exchanging routes through the sec-
ond instance, preserving the connectivity. IXP members typically
maintain BGP sessions with all available route servers simultane-
ously, both to ensure redundancy and maintain a complete view of
the routes exchanged at route servers. The deployment of multiple
route servers is a common IXP design choice, but when the route
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servers are independent, it creates an opportunity for an attacker to
announce several malicious routes, one to each route server (§4.2).

3 ATTACK OVERVIEW
3.1 Threat Model
We consider an adversary that operates as a regular member of
an IXP. The attacker controls one AS, can establish BGP sessions
with the IXP route server, and can announce arbitrary routes to
allowed prefixes, tagged or not with BGP communities, subject to
the same operational constraints as any other participant. We detail
how we became a regular member of the three tested IXPs and
the operational steps to perform successful attacks in Section 5.1,
without requiring any privileged access.

3.2 Attack Goals and Success Conditions
The attacker’s goal is to perform an interception attack, i.e., in-
tercept traffic destined to a victim’s prefix while avoiding being
detected by detection systems that rely on either control-plane
visibility through public BGP collectors or data-plane signals such
as connectivity disruption or latency inflation. Consequently, if
malicious announcements are not visible to collectors and the vic-
tim’s connectivity and performance remain unaffected, detection
becomes significantly harder. Our attacks are designed to satisfy
these conditions (§4).

The attacker also wants to maximize its attack surface [53], or
run a targeted interception [13]. We show that both are actually
possible at IXPs.

The specific vulnerabilities opened by the route server design
choices and possible announcements used to achieve these goals
are described in Section 4.

4 ATTACKS AT IXP ROUTE SERVERS
We present how an attacker can exploit the two identified route
server design choices. The first one is path-hiding mitigation, which
creates a “per-client” route distribution at the route server. This
allows an attacker to hijack routes by selectively advertising a
malicious route to (i) peers that do not receive the victim’s an-
nouncements due to BGP exclude communities and (ii) peers that
receive the victim’s routes with long AS paths, while (iii) simul-
taneously excluding peers that forward routes to BGP collectors.
We say a peer forwards routes to a BGP collector if the peer or
one of its customers propagates the route to a BGP collector upon
receiving it. Because the legitimate route still propagates normally
toward the peers that forward routes to BGP collectors, visibility
of the legitimate route is unaffected, while the malicious route re-
mains invisible to public collector peers and, consequently, does
not trigger alarms.

The second one is the deployment of multiple independent route
servers, which allows an attacker to send as many malicious routes
per prefix as there are route servers, to amplify its attack surface.
This amplification is particularly effective because IXP peers are not
uniformly vulnerable to all BGP hijacking techniques, especially
with respect to how their routes are observable to BGP collectors.
Both attacks comply with all the security measures adopted by IXPs
(§2.2).

Table 1 gives an overview of the conditions for an attacker to
perform the different attacks, according to the victim’s route proper-
ties, the attacker announcement, the required route-server behavior,
the ROA properties on the victim’s prefix, the evasion of public
collector peers, and how to preserve connectivity. Note that remote
peering does not fundamentally change the attacks, as the remote
peers are also connected remotely to the route server, with the same
application of the route-server policies.

4.1 Exploiting the Path-hiding Mitigation
We present two possible attacks exploiting path-hiding mitigation
using BGP exclude communities and the shorter AS-path length
techniques, called path-hiding excluded peers and path-hiding shorter
AS path attacks.

4.1.1 Path-hiding Excluded Peers. In this attack, illustrated in Fig-
ure 1a, the fact that the victim V has availed itself of the legitimate
option to exclude some ASes at a route server creates a vulnerability
that attacker A can exploit.

Here, the route announced by V is accompanied by the exclude
community 0:4, and so the route server only propagates it to AS
3, and the attacker A. AS 9 learns it indirectly as a customer of
AS 3, as does route collector X, which has peered with AS 9. The
same effect would be obtained by V specifying, through an include
community, that only ASes 3 and A should receive the route.

To obtain visibility on V’s route with exclude communities, A
can use the route-server looking glass or its own BGP session with
the route server. However, the latter cannot be used to observe V’s
routes with include communities (unless A is included), or routes
where A is itself excluded.

In this attack, A announces the same prefix to the route server,
but with AS path [A-V] so that it will intercept traffic destined
towards V. To conceal this fact from the ASes that have received the
legitimate route, it excludes them, in this example, by employing
exclude communities 0:3 and 0:V. The attacker’s announcement is
RPKI-valid because the origin AS is V, the legitimate origin.

Assuming the route server implements path-hiding mitigation,
both routes coexist at the IXP but are propagated to disjoint sets
of peers. V’s route reaches ASes A, 3, and 9, and route collector X,
while A’s route reaches AS 4 and its customers, ASes 7 and 8. Note
that AS 4 does not pass A’s route to AS 5, and so the route does not
propagate to AS 6 or route collector Y. This behavior is consistent
with valley-free routing [31], under which AS 4 will not export to
a provider (AS 5) a route that it has learned from a peer (AS A).

The attack is complete when A takes steps to evade data-plane
detection. Attacker A forwards to V any packets that it has inter-
cepted that are destined for the prefix that V has advertised. It does
so by rewriting the Layer-2 headers to use V’s MAC address as the
destination and its own MAC address as the source.

Latency-based detection techniques’ efficiency depends on the
difference in latency that AS 4 (or any AS susceptible to adopting
the malicious route) experiences to reach V’s prefix before and
after the attack. Before the attack, this latency depends on which
path AS 4 uses to reach V - it may route through the IXP or via a
different path entirely. After the attack, AS 4 adopts the malicious
route and forwards traffic to the attacker’s VM at the IXP, so the
relevant latency becomes that between AS 4 and the attacker’s
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Table 1: Conditions to run each attack.

Path-hiding excluded peers (§4.1.1) Path-hiding shorter AS path (§4.1.2) Multiple independent RS (§4.2)
Required victim route
properties

Excludes ≥ 1 AS (exclude/include
communities)

AS-path length > 2 Vulnerable to ≥ 2 different types of
attacks (e.g., PH excluded peers, PH
shorter AS path, subprefix ±
NO_EXPORT [12])

Attacker
announcement

Same prefix to excluded peers that are
not collector-forwarding peers.

Same prefix with a shorter AS path to
peers that are not collector-forwarding
peers

One malicious announcement per RS
affecting different sets of ASes

Required RS behavior Implements path-hiding mitigation Implements path-hiding mitigation Deployment of ≥ 2 independent route
servers

ROA condition on the
victim’s prefix

None None No ROA or ROA max-length >
announced prefix length, to conduct a
subprefix attack

Public collector
visibility condition

Exclude collector-forwarding peers

Interception condition The attacker forwards the traffic back to the victim by rewriting the Layer-2 MAC addresses: Source to its own MAC address;
Destination to the one of the victim if the victim is directly connected to the IXP, or to the one of its provider if not.

machine. Note that AS 4 is not necessarily directly connected to
the IXP, making this latency potentially non-negligible. To assess
the risk of detection, the attacker should therefore estimate: (1) the
latency between AS 4 and V’s prefix before the attack, for instance
by pinging V’s prefix from a vantage point in AS 4; and (2) the
latency between AS 4 and the attacker’s VM at the IXP, for instance
by pinging AS 4 from the attacker’s machine. If (1) is higher than
(2), AS 4 was reaching V via a higher-latency path than through
the IXP. The attack actually reduces the latency AS 4 experiences,
and the attacker can add artificial delay to minimize any observable
difference. If instead (2) is higher than (1), the attack increases AS
4’s latency to V, which may trigger detection; the attacker can then
decide whether to proceed based on the magnitude of the difference.
Finally, if V’s prefix is only announced at the IXP, and if AS 4 was
accepting the route, then AS 4 was already routing to AS V through
the IXP before the attack, and our attack incurs no latency increase.

Note that although Figure 1a shows ASes 4, 7, and 8 adopting
the attacker’s route, they will not necessarily do so if they receive
alternative routes to the same prefix, e.g., from other providers or
peers not shown in the figure. Attacker A can seek to compete with
any alternative routes by advertising a shorter path (e.g., [A-V]),
though shorter paths may increase visibility in the route server’s
looking glass (§5.2.5).

If path-hiding mitigation were not implemented, the route server
would select either the legitimate or the malicious route: in the first
case, the attack fails; in the second, legitimate peers receive no
route, potentially triggering alarms from those peers due to loss
of connectivity to the victim. This latter scenario is equivalent to
the known attack using BGP exclude communities [13]. Our attack
instead expands the attack surface by reaching peers excluded from
the legitimate route without disrupting connectivity for those that
still receive it or its visibility at BGP collectors.
Requirements: The route server must implement path-hiding mit-
igation, and the victim must announce a route that excludes at least
one AS.

4.1.2 Path-hiding Shorter AS Path. In this attack, illustrated in
Figure 1b, V suffers from a vulnerability when the prefix that it

announces has to go through at least two ASes before reaching
the route server, allowing attacker A to announce a shorter path.
This attack exploits the fact that AS-path length is a route selection
criterion.

In this example, the victim V announces a prefix to its provider
AS 1, which propagates it to AS 2, and subsequently to the IXP
route server. At the route server, all members receive the route with
an AS path of length 3: [2, 1, V]. To launch its attack, the attacker
A announces the same prefix to the route server with a shorter
AS path [A-V]. So as to avoid alerting the victim’s provider, AS 2,
or making the attack visible through public route collector X, A
employs exclude communities 0:3 and 0:2. As a result, AS 4 and
its customers receive both the legitimate route and the attacker’s
route. Because the attacker’s AS path is shorter, those ASes will
select it whenever they use AS-path length as their BGP tie breaker.
This allows A to attract and intercept their traffic destined towards
the prefix that V had advertised.

Path-hiding mitigation is required for the attack to be invisible
to public collector peers. Without it, the route server would select
the attacker’s route as the single best path and suppress the victim’s
route. Because A’s announcement contains the exclude community
0:3, AS 3 would receive no route to the prefix advertised by V and
thus lose connectivity to that block of addresses. This anomaly
would be detectable, as the route collector X would receive no route
to that prefix, even though AS 2 had exported the legitimate route
to the route server.

The attacker can apply the same methodology as described for
the first attack to evade data-plane detection techniques.

Note that this attack is also possible if V is directly present at the
IXP provided that V employs AS-path prepending, which similarly
allows A to offer a shorter path.

Requirements: The route server must implement path-hiding mit-
igation, and the legitimate route to the victim prefix must have an
AS path longer than two hops.
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V excludes AS4

A excludes AS3 and V

(a) Path-hiding excluded peers attack

AS2 announces AS_PATH 2-1-V

A announces A-V, excluding ASes 3 and 2

(b) Path-hiding shorter AS path attack

V announces a /23

A announces a /24 to RS2, excluding AS3 and V and the
same /24 to RS1, only including AS3

(c) Multiple route servers attack

Figure 1: Three interception attacks at an IXP: the legitimate announcement (top) followed by attacker A’s announcement
(bottom). The attacker uses path-hiding mitigation at the route server to make routes to the same prefix coexist, combined
with routes that exclude peers (left) or have long AS paths (middle), and can exploit the deployment of multiple route servers
to send several malicious routes and increase the attack surface (right). To perform the interception, the attacker can re-route
the intercepted traffic using the L2 architecture of the IXP.

4.2 Exploiting the Deployment of Multiple
Independent Route Servers

We describe how an attacker can exploit the presence of multiple in-
dependent route servers to announce one route to a subset of peers
that do not forward the route to BGP collectors, and another one
to those that would forward it. We call this attack a multiple route
server attack. The attack builds on the subprefix + NO_EXPORT
community attack of Birge-Lee et al. [12], which we adapt to the
IXP setting (§4.2.1). On its own, this adapted attack already allows
an attacker to attract traffic from ASes without being detected by
BGP collectors, even when those ASes have customers connected
to a BGP collector. We then show (§4.2.2) how combining it with
a second, complementary announcement sent through a different
route server further expands the set of ASes whose hijacked traffic
is undetected.

4.2.1 Adapting the Birge-Lee et al. Attack for IXPs. If an attacker an-
nounces a subprefix to a transit AS and tags it with the NO_EXPORT

community, the transit AS’s customers will not see the route and
therefore will not forward it to a BGP collector [12]. Because these
customers still receive the legitimate route to the covering prefix,
they send their traffic to their provider. The provider, which adopts
the malicious route to the subprefix, then forwards the traffic to the
attacker. For this attack to succeed, the victim’s prefix must not be
covered by a route origin authorization (ROA) whose maxLength
equals the prefix length. In other words, the prefix must either
not be protected by ROA or covered by an ROA that allows the
announcement of subprefixes, i.e., an ROA with maxLength greater
than the prefix length.

Adapting this attack to an IXP requires identifying which peers
support the NO_EXPORT community. Birge-Lee et al. identified
supporting ASes by manually inspecting the documentation of four
tier-1 networks. At an IXP, however, there can be hundreds of peers,
so we instead design a measurement-based approach. Our approach
alternately announces a route with and without the NO_EXPORT
community while sending pings to IP addresses behind each IXP

Cristel Pelsser
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peer. For a given peer, if a sufficient fraction of its clients lose
connectivity or change their provider when the community is set,
we conclude that the peer supports NO_EXPORT. We describe the
experimental setup in more detail later (§5.2.2). The technique does
not need to be perfect: an attacker can always add or remove a peer
from the announcement on a test prefix if unsure whether that peer
forwards the malicious route to a BGP collector.

We close with two remarks. First, this attack does not require
that path-hiding mitigation (§4.1) be employed at the IXP since,
from the route server’s point of view, the subprefix and the victim’s
prefix are two distinct prefixes. Second, an attacker can also carry
out a subprefix attack without using the NO_EXPORT community
by announcing the route only to peers that do not forward it to
BGP collectors.

4.2.2 Combining Announcements across Route Servers. An attacker
can exploit the deployment of multiple independent route servers
by sending a different announcement to each one, as illustrated
in Figure 1c: (1) through one route server, the attacker sends the
announcement to the peers that do not forward routes to a BGP
collector. This announcement can for instance use a standard sub-
prefix attack without the NO_EXPORT community, as in Figure 1c,
but could also be one of the attacks based on path hiding described
above; (2) through the other route server, the attacker sends a sub-
prefix announcement tagged with the NO_EXPORT community to
the subset of peers that do forward routes to a BGP collector and
support NO_EXPORT.

In the example of Figure 1c, the victim V announces a /23 prefix,
with a maxLength parameter of 24. The attacker A announces the
subprefix without the NO_EXPORT community to AS 4 through
one route server, and the same subprefix with the NO_EXPORT
community to AS 3 through the other. AS 3, AS 4 and their cus-
tomers are all routed to A, yet the malicious route does not appear
at any BGP collector.

The data-plane evasion technique is the same as in the attacks
described previously.
Requirements: The IXP must operate multiple independent route
servers that do not share routes between each other. Moreover, if
one of the malicious announcements is a subprefix announcement,
the victim’s prefix must not be covered by a route origin authoriza-
tion (ROA) with no maxLength or whose maxLength equals the
prefix length.

5 EVALUATION
Overview: We first show that obtaining the setup required to
launch our attacks does not require any privileged or special access,
confirming their practical feasibility (§5.1). We then demonstrate
our attacks with our experimental setup, where we play both the
victim and the attacker (§5.2). Compared to prior work, our attacks
increase the attack surface, i.e., the number of ASes adopting the
malicious route, by 29%, 28%, and 366% (§5.3) across the tested
IXPs. Our attacks represent an absolute increase of the number
of potentially vulnerable prefixes by 60%, 49% and 61% compared
to the Subprefix + NO_EXPORT attack [12] and by 52%, 41% and
61% compared to the AS-path poisoning attack [53] (§5.4). All our
attacks are interception attacks that do not break connectivity and
evade BGP collectors.

5.1 Experimental Setup
To demonstrate the feasibility of our attacks in the real world, we
conducted experiments at three major IXPs, two in Europe and one
in the Americas, while designing all tests to avoid disrupting normal
IXP operations. At each site, we deployed the same architecture: two
VMs connected directly to the IXP’s LAN, one acting as the victim
(announcing the hijacked routes) and the other as the attacker
(announcing the malicious routes). Since we own two ASNs, each
VM operates under a distinct ASN and maintains BGP sessions with
the IXP’s route servers. Each VM has two interfaces: one connected
to the LAN of the IXP, and the other one connected to a transit
IXP provider to allow us to connect to the VMs and send probes to
prefixes that are not reachable via the IXP.

We also own a /23 prefix registered to the victim AS for ex-
perimentation. We configured an ROA for the /23 prefix with
maxLength 24 to permit valid subprefix announcements, in particu-
lar for the multiple route servers attack. The IXPs are anonymized
as IXP-EU-1 and IXP-EU-2 for the IXPs in Europe and IXP-AM for
the IXP in the Americas. The three IXPs operate two route servers,
and implement path-hiding mitigation techniques, in particular
per-client RIB or ADD-PATH.

Note that, in practice, an attacker would need only a single VM
for the attacker, which makes the real-world barrier to entry even
lower. Our experiments were run during the period of January-April
2026.
IXP-EU-1: We rented the VMs from an intermediate provider. For
provisioning the first VM, we provided standard administrative
information: a legal entity, ASN, AS-SET, NOC contact details, orga-
nization type (in our case, non-profit), organization name, contact
person, and the maximum number of IPv4/IPv6 prefixes we were
planning to announce. For the second VM, we simply requested an
additional instance from our intermediate provider and supplied
the same information as for the first VM. We also added the AS of
this second VM, configured as the victim, to the AS-SET of the first
one, configured as the attacker. The IXP automatically retrieved
IRR data to validate the prefixes we were allowed to announce
and required only that the AS-SET be “up to date”, without further
verification.
IXP-EU-2: We requested the same setup as at IXP-EU-1 through a
direct contact at IXP-EU-2. Because this contact was a privileged
partner, we informed them that we would conduct security ex-
periments at the IXP, although we did not disclose the details of
our attacks beforehand. As with IXP-EU-1, the IXP automatically
retrieved IRR data (our AS-SET) to validate the prefixes we were au-
thorized to announce. Consequently, our experiments did not rely
on privileged access and would have worked identically through
the standard onboarding process.
IXP-AM: The process was similar to that of IXP-EU-2, with stan-
dard provisioning and no privileged access required.

5.2 Feasibility of the Attacks
We first emulate a realistic attacker who seeks to avoid detection
by public BGP collectors. To do so, we identify IXP peers that either
operate a RouteViews [69] or RIPE RIS [68] collector, or have such
collectors within their customer cones, and exclude them from
our route announcements. To determine the customer cone of an
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IXP peer, we use the CAIDA AS-Relationships dataset [16, 49].
This dataset may be incomplete or inaccurate: an AS erroneously
reported as a client of a peer would lead to underestimate the
surface because we would exclude the peer from the announcement,
whereas a missing client of a peer just makes the route visible at
the collector. We adopt the following iterative approach: After
each announcement, we inspect public collectors and exclude any
additional peer that forwarded our route (i.e., the AS immediately
following the attacker in the AS path) until the attack is no longer
visible.

For all the attacks, the order in which we set the different BGP
communities did not change the results.

5.2.1 Exploiting the Path-hiding Mitigation.

Path-hiding excluded peers: The victim announces our prefix
only to the route server with AS path [V] while excluding a subset
of ten peers randomly selected among those with an open peering
policy in PeeringDB [1] and without BGP collectors in their cus-
tomer cones. An open peering policy at an IXP indicates that an AS
is willing to freely exchange traffic with any other participant at
that IXP, without restrictive prerequisites. Consequently, we expect
these peers to accept the attacker’s announcements. The attacker
AS A then announces the same prefix to the route server with AS
path [A-V], tagging the route with communities that exclude all
peers except those previously excluded by the victim (i.e., the ran-
domly selected open-peering peers), so that the route is propagated
only to those peers. To validate the adoption of the malicious route,
we send ICMP probes from the victim’s VM using a source address
within the hijacked prefix and check whether the replies return
to the attacker’s VM. Across all three IXPs, the ten targeted peers
responded to the attacker, confirming that path-hiding mitigation
was in effect.
Path-hiding shorter AS path: The victim announces its route
with two prepends, yielding AS path [V-V-V]. The attacker then
advertises the same prefix with AS path [A-V], excluding peers with
BGP collectors in their customer cones. Because the attacker’s path
is shorter, it is preferred once the BGP decision process reaches the
AS-path tie breaker. This attack succeeded at all three IXPs: 36%,
43%, and 52% of the peers at IXP-EU-1, IXP-EU-2, and IXP-AM adopt
the malicious route, respectively. Peers that do not adopt it typically
enforce restrictive routing policies (e.g., non-open routing policy)
or still prefer the victim’s path. We analyze this attack surface in
more detail in Section 5.3.
Path-hiding mitigation implementations: The three IXP oper-
ators confirmed that they were using one of the three techniques in
RFC7947, in particular per-client RIB or ADD-PATH. The successful
implementation of the attacks demonstrates these path-hiding miti-
gation techniques can be used by an attacker. There is no reason to
think Diverse BGP Paths would be different, as in all three, export
policy is applied per client (§2.4.1).
Detecting path-hiding mitigation at scale: Measuring path-
hiding mitigation for more IXPs without being connected at the
IXPs: assuming one only has access to public data, one needs to
identify RS-originated routes from them, which is not trivial. For
instance, operators could have a single configuration for both
bilateral and multilateral announcements, keeping route server

communities that would appear in public BGP data, although
some of the routes come from bilateral peerings. Monitoring the
route-server looking glass is also not sufficient to demonstrate
path-hiding mitigation, as IXPs can export all route-server-received
routes to the looking glass before (per-client) best-path selection.
However, we expect most IXPs to deploy it, as it was standardized
in RFC 7947 in 2016 and is commonly requested by clients to avoid
missing routes (§7).

5.2.2 Exploiting the Deployment of Multiple Independent Route
Servers. We implement the methodology described in Section 4.2.1
to determine the subset of peers that support the NO_EXPORT
community, by performing the following experiments, five times in
a row. We announce a prefix without the NO_EXPORT community,
send pings to the 5 million responsive IP addresses of the ISI hitlist
[29] and map each IP address to its AS using routeviews [69]. For
each response, we extract its MAC address, which tells us the IXP
peer that forwarded the response to us (each peer is identified by
its distinct MAC address on the IXP’s Layer-2 fabric). This allows
us to map each target with a peer of the IXP when the route is an-
nounced without the NO_EXPORT community. Then, we withdraw
the announcement, wait 15 minutes, and announce the route again,
but this time with the NO_EXPORT community. We send the same
pings, and map each IP address to their IXP peer, or to no peer if
the IP address becomes unresponsive.

First, for each peer, we check whether our route was propagated
to a BGP collector. Peers that forwarded the route to a collector are
confirmed not to support NO_EXPORT. For all remaining peers,
we compute the fraction of targets that either became unresponsive
or switched to a different IXP peer when we set the NO_EXPORT
community. Some targets change behavior even for confirmed non-
supporting peers, due to unrelated path changes elsewhere in the
Internet, corresponding to noise in our measurement. We there-
fore set a noise threshold equal to the highest such fraction ob-
served among confirmed non-supporting peers: if a peer known
not to support NO_EXPORT can cause this much change by coinci-
dence, fractions at or below that level are uninformative. Any peer
whose fraction exceeds this threshold is classified as supporting
NO_EXPORT. These thresholds are 66%, 1.4%, and 46% at the three
IXPs.

Again, the technique does not need to be perfect, and the thresh-
olds are here to reduce the number of configurations to test for an
attacker. In reality, if an AS still forwards the announcement to a
BGP collector peer whereas it was categorized as supporting the
NO_EXPORT community, the attacker can always remove that peer
from the announcement, and vice versa, using their own prefixes.
Using these thresholds, our malicious announcement was never
forwarded to the BGP collectors at the three IXPs.

With the set of ASes supporting the NO_EXPORT community,
we can perform the attack. The victim announces our /23 prefix
with AS path [V]. The attacker advertises two routes to the different
route servers: (1) a more specific /24 subprefix with AS path [A-V],
to peers with no BGP collectors in their customer cones. (2) a more
specific /24 subprefix with AS path [A-V] with the NO_EXPORT
community, to peers with BGP collectors in their customer cones.

The combination of the two routes significantly improves the
number of peers that adopt the route: 41%, 51%, and 49% of receiving
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peers at IXP-EU-1, IXP-EU-2, and IXP-AM adopt the malicious route
respectively, versus 11%, 15% and 6% compared to the Subprefix +
NO_EXPORT attack alone.

5.2.3 Invisibility to BGP Public Collector Peers and Data-plane De-
tection Techniques. For all attacks, we forward the intercepted traffic
back to the victim to preserve connectivity and monitor traffic at
the victim’s VM to confirm successful interception. We also check
that no public BGP collector observes the malicious path using
BGPstream [58]. In all cases and across all IXPs, the attacks re-
main invisible to collectors while successfully intercepting traffic,
so techniques based on visibility at collector peers [36, 75], or on
connectivity loss [84] do not work.

For latency-based detection techniques, in our setup, the attacks
do not increase latency (§4.1.1), as both the malicious and the legit
routes are announced from the same single location. Therefore, in
our setup, such techniques cannot detect our attacks. However, in
the case of a route being announced from multiple locations (e.g.,
anycast), some ASes adopting the malicious route could experience
increased latency to reach the victim’s prefix if they switch to a
further anycast site. Whether or not state-of-the-art techniques,
such as HiDe [73], would detect the attack, depends on the severity
of the latency increase and the location of the different anycast sites.
HiDe reports that under ideal conditions, it should be able to detect
hijacks when the latency increase is as low as 5 ms. However, under
real conditions, the authors found that RTTs were actually noisy
(Section 3.5 of [73]), so in practice it is not easy for an operator to
detect the attacks solely based on latency variation.

5.2.4 Route-server Behaviors. Executing the path-hiding excluded
peers attack requires identifying which ASes were excluded from
specific announcements, so that the attacker can subsequently tar-
get them with a malicious route. However, IXPs differ in how much
information their route servers expose, which affects how easily
an attacker can infer these ASes. For instance, the route server at
IXP-EU-1 propagates the route-server communities to peers, which
allows them to observe the excluded ASes. In contrast, at IXP-EU-2
and IXP-AM the route servers do not forward these communities
to peers. However, at all three IXPs the communities remain visible
in the route server looking glass.

Depending on the route server’s behavior, an attacker can either
monitor BGP updates directly from it (e.g., using the BGP monitor-
ing protocol), or query its looking glass through public API [4], to
identify vulnerable prefixes.

5.2.5 Visibility at Looking Glasses to Detect Attacks. Although
route server looking glasses are not commonly used by hijack mon-
itoring systems, we examine whether they could aid in detecting
our attacks. Whether they are useful, however, depends on their
implementation, as some display only the best route for each prefix
[5, 26, 56], whereas others expose all available routes, directly [20]
or via APIs [39]. The route server looking glasses at two of the
IXPs we studied only show the best route. Under this behavior,
they can reveal the path-hiding shorter AS path and multiple route
servers attacks using subprefix. In the first one, the malicious route
is preferred over the legitimate one; in the second, the malicious
announcement targets a more specific prefix and therefore appears
independently of the covering route. In contrast, the path-hiding

excluded peers attack may remain undetected. The attacker can
deliberately advertise a less-preferred route that is propagated only
to selected peers and never becomes the route server’s best path,
and thus does not appear in the looking glass. If the route server
looking glass shows all the routes, which is what was implemented
by the third IXP and what we recommend (§6), then the malicious
route is always visible.

5.2.6 Private Data to Help Detection. For control plane evasion,
our threat model considers the attack successful if no malicious
route appears in the public BGP collector peers. We nonetheless
describe how other non-public vantage points can help detect our
attacks. First, some operators have access to private BGP collector
peers, e.g., from private companies [28], or from a privileged access
to all the routes received by the route server (if the looking glass
does not provide it publicly. Second, an IXP operator can monitor
a traffic increase for a particular prefix at the IXP to help detect a
hijack. Indeed, the set of ASes that was originally not routed to the
IXP to reach the prefix (e.g., in an anycast deployment) and that
start sending traffic to the IXP because they adopted the malicious
route will cause an increase of traffic for that prefix.

5.2.7 Multipath BGP. We evaluate how multipath interacts with
our attacks. The expected behavior is that when an AS installs
both a legit route from an AS and a malicious route from another
AS, it should perform load balancing between the two. With only
two ASes under our control, we cannot set up an experiment with
one victim AS, one attacker AS, and a third AS that receives and
installs both routes with multipath BGP. Instead, we verify that an
AS enabling multipath BGP that receives two equal routes via two
different ASes actually performs load balancing between the two.
There is no reason why the behavior should change between two
legit routes, and one legit and one malicious route.

We enable multipath BGP on one AS (AS M) (and set no local
pref values), and announce multiple routes from our other AS (AS
O): One route to AS O’s Tier-1 provider (via a bilateral peering at
the IXP), and one direct route to AS M via the RS prepended once.
Both routes have the same length and are received, considered
equal, and installed, by AS M. Then, we perform pings from AS M
with different source IP addresses to vary the flow identifier and
check the load balancing behavior. Indeed, we observed that AS O
received packets either from the Tier-1 provider, or directly from
ASM, using the MAC addresses of the packets to know their origin.

5.3 Potential Attack Surface
We estimate the potential attack surface of our attacks, i.e., the por-
tion of the Internet that could adopt the malicious routes. We com-
pare the path-hiding shorter AS path and multiple route server at-
tacks with the subprefix + NO_EXPORT attack [12]. We deliberately
do not compare with AS-PATH poisoning techniques [53] because
it would have required poisoning tens (or hundreds) of ASes, which
violates some IXPs’ and operators’ best practices [57]. We analyze
the path-hiding excluded peers attack separately (§5.3.2) because
its attack surface is prefix-dependent. For this attack, we report
percentages rather than raw numbers to preserve the anonymity
of the IXPs.
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Table 2: Number of IP targets, ASes, and population that adopted the malicious route for different attacks exploiting path-
hiding mitigation (PH), and combined with a subprefix + NO_EXPORT community attack exploiting the deployment of mul-
tiple independent route servers.

IXP-EU-1 IXP-EU-2 IXP-AM
IP AS Pop. IP AS Pop. IP AS Pop.

Path-hiding shorter AS path 110k 1558 165M 34k 1030 99M 15k 3294 126M
Multiple route servers (PH Shorter AS path and subprefix + NO_EXPORT) 113k 2312 526M 31k 1446 383M 14k 3062 120M
Multiple route servers (Subprefix and subprefix + NO_EXPORT) 161k 5725 957M 61k 3170 476M 18k 3556 171M
Subprefix + NO_EXPORT [12] 61k 4409 871M 40k 2481 423M 5185 762 27M

5.3.1 Path-hiding Shorter AS Path and Multiple Route Servers At-
tacks. We quantify the attack surface using three metrics: (1) the
number of IP addresses adopting themalicious route; (2) the number
of ASes adopting the malicious route; (3) the estimated population
(i.e., number of users) affected by the malicious route.

To compute these metrics, we send ICMP echo requests to re-
sponsive destinations in the ISI hitlist [29, 80], which contains one
responsive IP address in each of the 5M /24 prefixes, covering 73k
ASes. Because the VM’s interface connected to the IXP LAN can
only reach prefixes learned via the route server, we send probes
from the VM’s interface connected to a transit provider, which has
access to the full Internet routing table. We say that an IP address
is affected if the reply returns through the attacker’s interface on
the IXP LAN. We then map each IP address to its AS using Route-
views. An AS is considered affected if at least one of its addresses
is affected. Finally, we map ASes to population estimates using the
validated [70] APNIC dataset [8]. This methodology provides a rea-
sonable approximation. Indeed, we find that when one IP address
of an AS adopts the malicious route, there are between 75% and
90% of the ASes for which this is also true for all of the IP addresses
in these ASes, over the different types of attacks at the three IXPs.

Table 2 summarizes the results. The results should be interpreted
as reasonable relative estimates rather than exact values. Two fac-
tors may bias them in either direction. First, we probe only respon-
sive hosts, so non-responsive destinations may also be affected,
causing us to underestimate the attack surface. Second, the prefix
of our victim is announced from a single location, whereas a real
victimmay advertise the same prefix frommultiple locations, which
could reduce the number of ASes that adopt the malicious route
and therefore lead to overestimation.

There are two takeaways: First, announcing multiple malicious
routes to different route servers does increase the attack surface
from just announcing a subprefix + NO_EXPORT community. At
IXP-EU-1, it goes from 61k IP addresses corresponding to 4409 ASes
and 871M users to 161k IP addresses, 5725 ASes, and 957M users, or
an increase of 29% in terms of polluted ASes. The increases of the
number of polluted ASes vary for other IXPs, with 28% at IXP-EU-2
and 366% at IXP-AM.

Second, if a subprefix attack is not possible because a prefix is a
/24 or protected by a maxLength parameter, one can nonetheless
perform a path-hiding shorter AS path attack, which attracts, at
IXP-EU-1, traffic from 110k IPs. It corresponds to 1,558 ASes and
approximately 165M users. Results are slightly lower at IXP-EU-
2, but higher at IXP-AM (3,294 ASes). This difference reflects the
fraction of peers excluded to evade BGP collectors and maintain

the attack invisible to public collector peers: 28% at IXP-EU-1, 31%
at IXP-EU-2, and only 7% at IXP-AM, resulting in a larger attack
surface at IXP-AM.

5.3.2 Path-hiding Excluded Peers. This attack must be evaluated
on a per-prefix basis. At IXP-EU-1, at most eight such ASes are
excluded per route. At IXP-AM, 97% of routes exclude fewer than 10,
although a small number exclude up to 45. These numbers increase
when we consider ASes with BGP collectors in their customer
cones. Include communities exhibit a similar pattern. At IXP-AM,
60% of announcements that use include communities result in 99%
of peers being excluded. However, such announcements are rare,
representing only 3% of all routes tagged with include or exclude
communities. Overall, 5% of peers at IXP-EU-1 and 13% at IXP-AM
are excluded in at least one announcement while having no BGP
collector in their customer cones.

5.4 Potentially Vulnerable Prefixes
We next assess which prefixes are susceptible to hijacking. A prefix
may be vulnerable to any combination of the three attack types,
including all three. Specifically, we classify a prefix as potentially
vulnerable if the best route to it meets any of the following con-
ditions: (1) for the path-hiding excluded peers attack, its route is
tagged with include or exclude communities; (2) for the path-hiding
shorter AS path attack, the AS-path length of the route announced
at the IXP is greater than two; and (3) for the multiple route servers
attack using the subprefix + NO_EXPORT, the prefix is covered by
an ROA whose maxLength exceeds the prefix length.

We use the word “potentially” deliberately. Meeting these con-
ditions does not guarantee that a hijack will succeed, as a more
attractive route may exist elsewhere and prevent the malicious
route from being selected, depending on competing paths, local
preference, peer policy, or route filtering.

We also compute the number of potentially vulnerable prefixes
for attacks using Subprefix + NO_EXPORT[12], which needs con-
dition (3) to work, and using AS path poisoning [53]. For the latter,
the attacker must announce a route with a minimal length of three
[attacker AS, poisoned ASes, origin AS], which corresponds to the
most favorable scenario, when only one AS needs to be poisoned to
evade BGP collectors. The minimal AS-path length announced by
the attacker is of length three, so the prefix is considered vulnerable
if the AS-path length of the best route to it is of length four or more.

Table 3 shows the fraction of potentially vulnerable prefixes
depending on the IXP and the attack. There are two takeaways:
first, overall, a significant number of prefixes is vulnerable to at least
one attack, with 82%, 73%, and 90% of the prefixes announced at the
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Table 3: Fraction of vulnerable prefixes for different types
of attacks. PH stands for Path Hiding.

Potentially vulnerable prefixes
IXP-EU-1 IXP-EU-2 IXP-AM

PH excluded peers 53% x 76%
PH shorter AS path 59% 62% 54%
Multiple RS (Subprefix) 22% 24% 29%
Union 82% 73% 90%
Subprefix + NO_EXPORT [12] 22% 24% 29%
AS path poisoning [53] 30% 32% 29%

three IXPs, with each of the attacks based on path hiding affecting
more than half of the prefixes at each IXP. Second, \revised[R-
2]{these attacks are possible on a significantly higher number of
prefixes compared to attacks from prior work, with 22%, 24%, and
29% for the subprefix + NO_EXPORT attack, and 30%, 32%, and 29%
for the shorter AS path using AS path poisoning}.

Targeting specific prefixes:While the previous analysis quanti-
fies the aggregate number of vulnerable prefixes, an attacker may
instead target specific services [13], e.g., websites that handle sen-
sitive information. To evaluate this risk, we examine whether po-
tentially vulnerable prefixes host government services in the coun-
tries where our three IXPs operate. From an attacker’s perspective,
the objective is to determine whether users access these services
through the IXP and whether the corresponding prefixes are vul-
nerable. We obtain government websites from prior works datasets
[45] and resolve their DNS names using RIPE Atlas probes located
in the country of the IXP of interest, using their local resolver. For
each resolved address, we check whether it falls within a previously
identified vulnerable prefix. When it does, we perform traceroutes
to check whether the path traverses the IXP, i.e., whether an IP
address from the IXP LAN appears in the path. If both conditions
hold, we classify the website as potentially vulnerable.

At IXP-EU-1, we identify 796 government websites across 99
prefixes as potentially vulnerable, compared to 303 websites across
47 prefixes at IXP-EU-2 and 224 websites across 113 prefixes at
IXP-AM. These users originate from 45 ASes for IXP-EU-1, 19 for
IXP-EU-2, and 55 for IXP-AM. Interestingly, we also observe users
in the country of IXP-EU-1 that reach three government websites
through IXP-EU-2.

5.5 Qualitative Comparison with Prior Attacks
After the quantitative comparison with prior attacks on attack sur-
face and the number of vulnerable prefixes, we compare our attacks
with three recent BGP hijacking attacks [12, 13, 53], along three
qualitative dimensions: (1) stealthinesswith respect to control-plane
monitoring with public collector peers; (2) stealthiness with respect
to data-plane monitoring; and (3) compliance with RPKI/ROV. We
also discuss operational cost, as prior works explicitly seek to mini-
mize it [13].

Recall that our attacks are invisible to BGP public collector peers
and evade techniques based on connectivity, as they are interception
attacks. For latency-based techniques, whether our attacks increase
latency depends on the prefix deployment. In our setup where the

prefix is announced from a single place at one IXP, our attacks do
not increase latency.

SICO [13]: SICO is an interception attack in which the attacker
connects to two providers: one to hijack traffic from its customers
and another to maintain connectivity to the victim. The attack is re-
silient to data-plane connectivity monitoring but was not designed
to evade public BGP collectors.

One might expect that BGP communities could be used to hide
the attack from public BGP collectors. However, this intuition does
not directly apply to SICO’s setting, where restricting route visi-
bility using BGP communities might interfere with the conditions
required to preserve traffic interception.

Figure 3 of the SICO paper illustrates three attack scenarios and
the mechanisms used to ensure that at least one provider continues
to forward traffic to the victim. In the first scenario (Figure 3a of
[13]), that attacker is connected to two providers, A and B, which
are interconnected and connected also to a Tier-1 provider. The
victim is also connected to the same Tier-1 provider but has no
direct connection to providers A or B. The victim announces a route
to the prefix to the Tier-1 provider. To carry out the attack, the
attacker announces a malicious route to provider A and tags it with
a NO_EXPORT_ALL or a NO_EXPORT_SELECT BGP community
to prevent propagation to provider B and the Tier-1 provider. If the
attacker uses a NO_EXPORT_ALL community, the route is accepted
only by provider A and is not propagated to its customers. As a re-
sult, the visibility of the attack depends onwhether provider A peers
with a BGP collector that belongs to the same AS confederation
[14, 47]. Moreover, because provider A’s customers do not receive
the route, the attack surface is significantly reduced, so it restricts
the set of ASes that can be targeted in the context of a targeted
interception. If the attacker instead uses NO_EXPORT_SELECT, the
situation does not improve significantly. Although providers may
support suppressing announcements to peers (Table 10 of [13]),
they typically do not offer mechanisms to suppress announcements
to specific customer ASes. Consequently, SICO has limited control
over the visibility of the malicious route. In the remaining two
scenarios shown in Figure 3 of [13], the malicious route is likewise
propagated to the customers of provider A, which leads to the same
limitation.

SICO is also not robust to latency-based detection techniques
[73], unless the attacker is geographically and topologically close
to the victim. Finally, SICO incurs higher operational costs, as the
attacker must pay transit fees for both receiving and forwarding
hijacked traffic. In contrast, our attacks intercept traffic at peer-to-
peer links at IXPs and therefore avoid transit costs.

Birge-Lee et al. [12]: In this attack, the attacker connects to a
provider that is shared by the victim, the target ASes, and the
attacker itself (Figure 1 of [12]). The attacker announces a more
specific prefix to the shared provider and tags the route with a
NO_EXPORT_ALL community to prevent its propagation to the
provider’s customers and peers. As a result, the provider continues
to receive traffic destined to the victim but forwards the traffic
destined to the more specific prefix to the hijacker. To maximize
the attack surface, the attacker seeks to connect to a large provider
(e.g., a Tier-1).
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This attack evades public BGP collectors but does not evade data-
plane detection techniques. Moreover, the paper does not describe a
variant of the attack that forges the origin AS, so the attack does not
succeed in the presence of ROV. Finally, as acknowledged in [12],
the ROA maxLength attribute can prevent such subprefix attacks.
Milolidakis et al. [53]: This attack uses AS-PATH poisoning to
evade BGP collectors by inserting collector ASNs into the path.
When the AS of a collector receives such a route, BGP’s loop-
prevention mechanism discards it, making the route invisible to
the collector. Although effective in principle, the evaluation con-
siders AS paths of length at most five (Section VII of [53]), which
is insufficient to evade the large number of collectors observed in
practice. Moreover, the paper does not experimentally demonstrate
resilience against data-plane detection techniques. Finally, although
the attack complies with RPKI/ROV, the use of long AS paths may
trigger filtering by networks that enforce maximum path-length
limits, which limits the attack’s deployability.

6 DETECTION AND RECOMMENDATIONS
We propose techniques and recommendations to better detect at-
tacks at IXPs, both at the data and control planes.

6.1 Data Plane
A potential victim present at an IXP can flag attacks by continu-
ously pinging its peers’ addresses and monitoring the source MAC
addresses of returning ICMP echo reply packets. Pings to a given ad-
dress will consistently generate replies with the same MAC source
address: that of the peer’s interface on the IXP’s LAN. A change
in this source MAC address would indicate that the return path
now passes through a different peer. This could be benign, but it
could also be a sign that the peer now appearing as the MAC-layer
source has hijacked one of the victim’s prefixes and is forwarding
intercepted traffic, including the ping replies, to the victim in an
effort to maintain connectivity. Our technique assumes that a peer
cannot spoof the MAC address of another peer, a constraint that
is recommended as best practice [50], easy to enforce by IXPs at
L2, and applied by the three IXPs we study. A victim that is not di-
rectly present at the IXP could delegate this monitoring to a trusted
provider that is present at the IXP, authorizing it to issue pings on
its behalf using source IP addresses from the victim’s advertised
prefixes.

Figure 2 illustrates the approach. V sends regular ICMP echo
requests, sourced from each of its advertised prefixes, to every peer
at the IXP. Here, V is pinging AS 4. If AS 4 is not compromised
(Figure 2a), the echo replies travel directly across the IXP’s data
plane from AS 4’s router to V’s, and V can confirm this by checking
the source MAC address (shown as MAC@4). If, however, AS 4
has been compromised to redirect traffic destined to V’s prefix
toward an attacker A (Figure 2b), this traffic includes the echo
replies, which first reach A. In an attempt to go undetected, A
forwards all intercepted traffic onward to V, including the echo
replies. But V will notice that the source MAC address on those
replies has changed (shown as MAC@A). When V detects such a
change, it should investigate whether A is legitimately announcing
V’s prefix, for instance by checking A’s AS-SET or contacting A
directly. This technique is semi-automated, requiring some manual

investigation, but it provides a useful early warning signal for
suspicious forwarding behavior.

We verified that our technique is practical by checking five con-
ditions: (1) all peers that the victim wishes to monitor are reachable
via ICMP echo request and respond with distinct MAC addresses;
(2) when we perform our attack, the source MAC address of packets
from peers that have adopted our malicious route changes from the
victim’s perspective, while it remains unchanged for peers that have
not; (3) the peer’s MAC addresses do not often change, and cannot
be spoofed; (4) false positives (benign MAC address changes), i.e., a
peer that changes its next hop to the monitored prefix to another
peer of the IXP, should be rare or easy to identify as benign, and
(5) the technique is scalable and has a small traffic overhead.

Conditions (1) and (2) were satisfied at the three IXPs, and con-
firmed by their operators. For condition (3), IXP operators con-
firmed that the MAC address table was very stable, strict filtering
on MAC addresses was enforced, and a port of the IXP fabric was
only allowed to emit traffic with its assigned MAC address.

For condition (4), we deployed the technique during three days in
one of our ASes at the three IXPs, pinging each peer every minute.
Across thousands of peers, we observe 0, 1, and 138 MAC changes
at IXP-EU-1, IXP-EU-2, and IXP-AM. Although 138 changes can
represent a too important overhead for operational teams, these
changes at IXP-AMwere triaged automatically as benign, as the IXP-
AM route-server looking glass, which shows all received routes for
a prefix, showed no other route to our prefix, and no malicious one
by extension. For the one case at IXP-EU-2, manual investigation
showed it was a routing change from a peer switching to its provider,
also connected at IXP-EU-2, to reach our prefix, so a benign change.
This analysis advocates for multiple-route visibility at LGs to allow
automatic triage of false positives and save investigation time.

For condition (5), in the worst case, each peer send pings to
all other peers, for all of their vulnerable prefixes (§5.4), plus the
subprefixes (up to /24) contained in any vulnerable prefix that is
not protected (no ROA of ROA with maxLength > prefix length).
The median (90th percentile) probing rate per operator at IXP-EU-2
(worst of the three) is 26 (3.9k) packets/s at a 10-minute granularity,
which is negligible for most ASes. Still, if this is too much overhead
for ASes announcing many prefixes (e.g., large providers), they
can adapt the frequency by prefix and peer importance, or traffic
volume. Moreover, if the LG reports all RS-received routes, the
data-plane method can be used only for further investigation, to
reduce overhead even more. Altogether, the technique incurs a total
overhead of 660 Mb/s, which is small for a multi-Tb/s IXP.

As a final note, one IXP noted that deploying this mechanism
directly on peers’ border routers could be cumbersome. The tech-
nique can be adapted: instead of pinging from the border router
itself, a server connected to the router’s LAN can send the pings,
targeting an IP address of the peer’s router at the IXP other than
the one on the LAN (which is only reachable locally), and use port
mirroring to see the MAC addresses of the echo replies received
by the router’s LAN. This adaptation would simply require IXP
members to share this alternative IP address and make it pingable.
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Figure 2: Detection of suspicious forwarding behavior at the IXP based on MAC address change.

6.2 Control Plane
Our first recommendation is that route server looking glasses
should expose not only the best route for a prefix, but all routes
learned by the route server, as already implemented at some IXPs
[20, 39]. Full route visibility would make malicious routes observ-
able in all cases (§5.2.5). Alice looking glass, a popular implemen-
tation, already proposes the option to expose all the routes, and
so we recommend enabling it. We also recommend that operators
monitor the prefixes they announce at the router server using the
looking glass, which provides local and IXP-specific visibility. Be-
cause looking glasses often enforce query rate limits [78], our data
plane method for detecting suspicious forwarding behavior can
trigger targeted looking glass queries only when anomalies are
suspected. Moreover, we recommend that IXP route servers peer
with public BGP collectors, as already done at two of the three
IXPs we studied. Such peering allows IXPs to directly observe an-
nouncements that exclude public collectors. Finally, route servers
should avoid forwarding include and exclude communities to peers.
This policy, already adopted at two of the three IXPs we evaluated,
makes it harder to identify vulnerable prefixes (§5.3.2).

Our second recommendation is based on a common usage of
exclude communities [6]: An AS announces two types of routes
at the IXP: one to the peers with which it has bilateral peerings,
and one via the route server that excludes those peers. In this
scenario, we recommend assigning a higher local preference to the
route learned via the bilateral peering, in case a malicious route
announced at the route server tries to compete with it, which is the
case for attacks exploiting the path-hiding mitigation.

Our third recommendation is that IXPs should limit the number
of communities that an AS can put on a route, or at least flag them
(e.g., with a specific community). Some IXPs’ route servers already
reject these routes[21]. In our attacks, an attacker needs to use
on average 146, 196, and 198 exclude communities at IXP-EU-1,
IXP-EU-2, and IXP-AM to evade public collector peers. These num-
bers are significantly higher than average numbers at IXPs: On 12
IXPs providing a looking glass that programmatically exposes the
routes received by their route servers, a route has on average 10.8
communities per route across the IXPs (although a few routes with
hundreds of communities exist). If an attacker uses include com-
munities instead of exclude communities to evade public collector
peers, rejecting routes with too many communities could still help
to reduce the number of ASes adopting the malicious route.

Finally, we recommend the adoption of ASPA (Autonomous Sys-
tem Provider Authorization) [9]. ASPA enables routers to validate
whether an AS path is valid, by checking customer-provider rela-
tionships that ASes cryptographically publish. In our attacks, if the
two ASes surrounding the malicious AS (the peers of the IXP) have
an ASPA object, then the AS path would be invalid and rejected, as
none of the surrounding ASes would have the malicious AS listed
in its providers. However, if only one of the peers deploys ASPA,
the AS path cannot be invalidated.

In detail, let us consider ASPA validation of AS paths observed
between two peers (A) and (B) at an IXP. Let (M) be a malicious AS
that attempts to insert itself between them, yielding a path fragment
(A ; . . . ; M ; . . . ; B), where (M) is not a provider of either peer.

ASPA validation identifies the max-up-ramp (the longest ini-
tial segment of the AS path consistent with provider-to-customer
relationships) and the min-down-ramp (the shortest terminal seg-
ment of the AS path consistent with customer-to-provider rela-
tionships). A path is classified as Invalid if these segments overlap
(i.e., max-up-ramp >= min-down-ramp), indicating a violation of
ASPA-consistent valley-free structure.

If both (A) and (B) publish ASPA objects, the insertion of (M)
necessarily creates an invalid provider-customer relationship at one
or both adjacent edges. Since (M) is not listed as a provider by either
peer, neither ((A, M)) nor ((M, B)) can be validated consistently.
Consequently, ASPA validation yields overlapping max-up-ramp
and min-down-ramp segments, and the path is classified as Invalid.

If only one peer (e.g., (A)) publishes an ASPA object, validation
is incomplete. While the edge adjacent to (A) is constrained by
its ASPA object, the segment near (B) remains unconstrained. As
a result, the max-up-ramp is bounded, but the min-down-ramp
may extend through the unverifiable portion of the path without
contradiction. In this case, the path may be classified as Unknown
rather than Invalid, and thus is not reliably rejected.

7 DISCUSSIONWITH IXPS
We disclosed our findings to the three IXPs where we tested our
attacks. We summarize the main points of the discussions.

First, all IXPs were already aware of the path-hiding problem and
the existing mitigation mechanisms [43]. In particular, IXP-EU-2
reported that this functionality had been explicitly requested by
some of their clients. They described a case in which a large transit
provider announced a prefix using BGP communities to propagate
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the route to a specific peer while excluding others, thereby leaving
those clients without any route to the prefix at the IXP.

Second, all IXPs agreed that the attacks we describe are real
operational threats and acknowledged that no straightforward miti-
gation is currently available. IXP-EU-1 alsomentioned that they can-
not thoroughly validate all information contained in their clients’
AS-SETs due to the scale of the data involved and the difficulty of
distinguishing legitimate from illegitimate entries in the IRR.

Third, the IXPs agreed that our recommendations are reasonable
and worth further consideration. Two of them initiated internal
discussions to assess deployment costs and to define appropriate
operational responses in the event of an alert. On the control plane,
IXP-EU-1 suggested developing a best current practice (BCP) RFC
to encourage full route visibility for a prefix via the looking glass.
On the data plane, the IXPs expressed interest in the deployment
or our detection technique.

8 RELATEDWORK
BGP attack techniques: A substantial body of prior work has
explored increasingly sophisticated techniques to launch attacks on
BGP routing [11, 13, 34, 53, 59]. These attacks rely on mechanisms
such as selective route advertisement [11], the use of BGP commu-
nities [13], announcing a route with a shorter AS path [34, 53], or
announcing a more specific prefix [12]. They are also designed to
evade control plane [12, 53] or data plane [13] detection systems.
We provide a detailed qualitative comparison with three state-of-
the-art attacks in Section 5.5.
Again, our attacks differ from this prior work in that they do not
introduce new BGP hijack primitives, but rather combine these
different hijack primitives with the two identified IXP common
route server design choices, i.e., path-hiding mitigation and the de-
ployment of multiple independent route servers, to enable attacks
with a significantly bigger attack surface and a higher number of
potentially vulnerable prefixes.
Detection systems: Existing detection systems rely on control-
plane techniques [17, 36, 46, 62, 75, 79], data-plane techniques [15,
73, 84, 85], or both [37, 63, 72, 77].

Control plane techniques detect anomalies such as Multiple-
Origin AS (MOAS) events [46], spurious links inferred from topol-
ogy violations [17, 75], or deviations in routing behavior learned
via machine learning models [36], or edit distance between routing
trees to the victim and the attacker [79]. All these techniques re-
quire visibility of the malicious route in the control plane, which our
attacks deliberately avoid. Data plane techniques monitor connec-
tivity disruptions [84, 85] or latency changes [73] to infer attacks.
Our interception attacks preserve connectivity and can eventually
be engineered to avoid measurable latency inflation (§4.1.1). Hybrid
approaches [61, 77] combine control-plane and data plane signals,
and therefore inherit the same limitations.
IXP architecture: Prior work studied route-server features [67],
peering relationships [32, 33, 71], traffic volumes at large IXPS
[3], IXP route propagation [60], or IXP blackholing techniques
(RTBH) [54]. For the RTBH announcements, these very specific
(and accepted by route servers) prefixes, could potentially be added
to the set of possible malicious routes that an attacker at the IXP
could use. We leave this as future work.

9 CONCLUSION
In this paper, we identified two route-server design choices, path-
hiding mitigation and deployment of multiple independent route
servers, which allows an attacker to perform BGP hijacks at IXPs
that are invisible to public BGP collector peers while keeping the
connectivity. Then, we demonstrated the feasibility of these attacks
in three major IXPs, and showed that these attacks have a signif-
icantly higher attack surface and a higher number of vulnerable
prefixes compared to prior work. Finally, to improve the detec-
tion of these attacks, we presented a new practical MAC based
data-plane technique, and proposed some immediately actionable
recommendations at the control plane.
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A ETHICAL CONSIDERATIONS
With the demonstration that the IXPs have practical and actionable
defenses against the attacks presented in our paper, following how
to perform ethical measurement research[10], and from the discus-
sions that we had with the IXP operators, we decided to publish
our work. A longer discussion is available in the extended version
of the paper[? ].
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We make our code and datasets publicly available while preserv-
ing IXPs anonymity at https://i62nextcloud.tm.kit.edu/index.php/s/
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on the extended version of the paper[? ].
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