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Abstract

Noise in digital circuits has always been minimized to achieve high signal
integrity, robust operation and of course high performance. However,
for cryptographic applications, increased noise can in fact be beneficial.
It can be used effectively to reduce the (cryptographic) Signal-to-Noise
(SNR) ratio and to make it harder for an adversary to extract useful
information (e.g., secret keys) from the side channel leakage data. A
natural question concerns the extent to which intrinsic (internal) noise is
required to improve security. In this manuscript, we explore this question
and suggest ways to exploit the physical noise as a building block on
which system level noise countermeasures can be further applied.

With this goal in mind and noting the fact that technology shrink-
ing is simultaneously happening, we start by exploring the different
transistor-level countermeasures available to cryptographic designers and
the amount of signal which actually leaks from such implementations.
Although this is a promising approach, nevertheless, it points us to
the direction of exploration of noise for further lowering of the SNR
and provides a framework for the concrete-work defined in this thesis.
Namely, we try to answer the following question: is the noise generated
from intrinsic device models a sufficient countermeasure on which higher
(i.e. protocol or mathematical) levels countermeasures can be applied
guaranteeing a base-level minimum noise? This noise should be difficult
to filter out by an adversary, even with a sophisticated experimental
set-up. More importantly, we try to answer the following questions:
firstly, can it be simulated and quantified; secondly, could it allow
digital designers to know well in advance the amount of noise guaranteed
to achieve suitable design margins and finally, will it allow designers to
be better prepared for post-layout and post-foundry simulations (and
measurements) respectively.

In this work, we introduce this concrete simulation methodology to
exploit the intrinsic physical noise (i.e., flicker and thermal noises) at
the secure circuit level. We additionally demonstrate how the values
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obtained from our methodology translate into relevant cryptographic
metrics. Our simulations show that the calculated cryptographic noise
values are in close agreement with the noise levels extracted from noisy
distributions using transient noise analysis. We finally evaluate (with
the proposed methodology) several meaningful parameters which affect
the internal noise (and their security extent) such as transistors-sizing
and voltage-supply changes.

We further explore the interdependence of such noise on the pe-
ripheral artefacts of a circuit-under-test, namely, wire inductances and
capacitances (intrinsic) present due to coupling effects between the inter-
connects and the printed-circuit board (PCB), and the behavior of the
intrinsic noise in such environments. Again, we stress on the importance
of simulations to serve as a guide for allowing the designer (in the case,
the digital designer as well as the PCB designer) to appreciate the fact
that noise plays an important role in cryptographic designs and how it
can be embedded into the design without compromising on functionality
and performance issues (namely, signal integrity, power consumption,
and delay etc.).

We finally conclude our thesis with our stated observations. Al-
though, numerous works cite measurement results (but not limited to
[51, 54, 84]) for cryptographic analysis, this is the first work, which uses
simulation-based and relevant statistical analyses and post-processing
based case studies to explore the impact of intrinsic device physical
noise on digital cryptographic circuits. The goal of this dissertation
work is to quantify the intrinsic noise inherently present in a system
and explore its manifestations through which it may be analyzed in a
cryptographic context. Additionally, we also believe that our work could
aid cryptographic (digital) designers in analyzing the intrinsic security
of design implementations early in the development cycle, especially
during design-stage evaluations. For research and academia, our work
can be extended to explore different avenues in which the simulation
time can be reduced to cover larger cryptographic tests, taking into
account the intrinsic physical noise coupled with reduced simulation
costs (both in terms of time and complexity) as well as obtain a more
holistic and consolidated view of the intrinsic security of such design
implementations.
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Chapter 1

Introduction

1.1 Motivation

Physical security of cryptographic implementations is an escalating con-
cern. With the growth of lightweight cryptographic implementations
(e.g., IoT based applications, smart cards, etc.) and integration of more
complex functionalities such as Al/Machine Learning (ML) into devices
employing cryptography, secrecy of the cryptographic keys continues to
be of paramount importance. One of the most common attacks hardware
security designers face are Side-Channel Attacks (SCAs). Ever since
the first reports of SCA by Kocher et al. [63], extensive work, both
theoretically as well as experimentally, has been well covered in the
past two decades of their appearance and sufficient countermeasures
such as, but not limited to, masking (e.g., Threshold Implementations
(TT) [91] or Domain-Oriented Masking (DOM) [75]), including shuffling
[73] have appeared. Such countermeasures are mostly applied at the
algorithmic/protocol level and have valid security proofs which back
the security of the design under very sound mathematical propositions.
However, design stage countermeasures (which are applied either at the
gate, circuit or the transistor levels) may often not be evaluated for their
side-channel resistance until the design is received back from the foundry
post-fabrication and would indeed then be highly problematic (i.e., with-
out analog testing). Post fabrication, the die is evaluated for side channel
attacks and if the attack is easily successful, it (often) implies re-work
and re-design by adding further countermeasures. This gap in evaluating
the intrinsic side-channel resistance very (early) in the design phase is a
critical problem faced by digital cryptographic designers. Cryptographic
designers when evaluating the intrinsic side-channel resistance of imple-
mentations often face the dilemma in choosing a sound noise model. As
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is often the cases reported in side-channel literature, external noise is
added to a simulation setup, followed by an attack scenario and/or design
of newer countermeasures. However, such selection of noise parameters
grossly over (or under) estimates the security of the device as the designer
has little (or no) knowledge about the already existing (inherent) noise
in the implementation. If known, it allows the designer to estimate, with
a certain degree of confidence, the amount of noise which needs to be
added when adding countermeasures (either at the algorithmic, gate,
circuit or transistor level). Thus, a proper evaluation and analysis of the
(intrinsic) noise which is always occurring (and is an inherent property of
the devices themselves) motivates the work in this thesis. Furthermore,
since such evaluations a priori need to be done during early design stages
of the development cycle, where simulations are mostly carried out, it is
equally imperative that such noise analysis be carried out in the reference
of a simulational context.

We have provided a broad overview and the necessary motivation for
the fundamental questions this thesis endeavors to answer. We further
divide the questions addressed in this thesis into the below areas and
ask more relevant (and deeper) questions. These allow for the gradual
development of the need of a simulation methodology for evaluating and
analyzing the intrinsic noise of cryptographic implementations using a
Computer-Aided Design (CAD) (or simulational) based approach. We
now address these sub-questions (briefly) related to each individual area
in their corresponding paragraphs.

Effect of Technology Scaling In a parallel environment, wherein
semiconductor companies have rapidly invested in technology scaling,
and gate lengths are shrinking every few months, a new concern has
arisen, especially for cryptographic designers. Namely, how do such
(cryptographic) implementations perform with technology scaling? Tra-
ditionally, Digital Cryptography and Nanoelectronics have maintained
a generation lag between them. Nanoelectronic circuits, on account of
their drive towards lower power and higher performance, adaptive control
and ultra-voltage operations, manage to stay ahead of cryptographic
implementations, which traditionally, rely more on the resilience of exist-
ing one-generation lagged process node. However, while this may be of
interest to commercial entities implementing crypto designs on produc-
tion scale, it is imperative, from a research perspective, to analyze the
effect of such rapidly shrinkage of technology and its subsequent effect on
such designs; and make way for accurate and reliable predictions to ease
the transition to such lower- technologies. This leads to the following
questions in the context of our thesis,
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1. How do circuit-level countermeasures (more specifically, novel logic
styles other than CMOS) and which have been around for almost
over a decade now, would perform with the rapid shrinking of the
size of the transistor (i.e., with technology scaling)?

2. Could design stage evaluations provide an overview of the intrinsic
side-channel resistance of cryptographic implementations?

3. What are the trade-offs encountered, both in terms of design and
simulational complexity (not to mention the costs attributed related
to migration of newer technologies), when moving across technology
nodes and expecting the same (or enhanced) level of security?

Noise Analysis and Simulation Methodologies Varying degrees
of countermeasures exist in literature, that are able to withstand SCAs
(both theoretically and practically) (details covered in section 2.7). Not
limited to these externally applied (mathematical or algorithmic) coun-
termeasures at the system-level, circuit-based countermeasures employ a
larger area and additional components and usually incur a higher cost
of operation, more complex management of the operations and provide
limited security. Additionally, it may not be clear from the beginning of
a design stage cycle, what is the target security level (of the design) to be
achieved and this process is solely activated once the fabricated die/chip
has been received back from the foundry, followed by evaluations.

Motivated by these statements, the question we now ask, "Is there
a methodology which is able to accurately model and estimate the noise,
coming directly from the implementations? If so, is it possible to char-
acterize the noise from a designer’s perspective? Furthermore, can such
noise be exploited for the purposes of side-channel evaluations to have a
preliminary, firsthand pre-fabrication evaluation of the intrinsic security
of the implementation under design?" To enumerate,

1. Can the Intrinsic Physical Noise (IPN), which inherently exists
in every transistor, be characterized, quantified and simulated
to extract meaningful Figures-of-Merit (FoM), for e.g., in a side-
channel evaluation application scenario?

2. From a simulational perspective, is it possible to characterize the
security of a design implementation and make assumptions about
the intrinsic side-channel resistance? More specifically, can such
techniques lead to a first hand, preliminary stage evaluation of the
cryptographic FoMs, building upon which enhanced countermea-
sures can be applied, before sending the design to fabrication?
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3. Additionally, is it possible to increase the effects of such noise
(including through simulations) to enhance the security of a given
design, maintaining the performance levels of the implementation?

4. Through such simulations, is it possible to analyze the impact of, for
instance, supply voltage variation or increase in design complexity
on the cryptographic FoM in presence of IPN?

Extension of the Noise Analysis and Simulation Methodologies
These observations and questions bring us to the final aspect of the thesis,
namely, at a system level, is it possible to model the behavior of a side-
channel based system, such as comprising an implementation, active
probes (for voltage/current measurements), the role of Printed-Circuit
Board artefacts, alongwith the intrinsic physical noise, and evaluate the
FoMs? To enumerate,

1. How does the intrinsic physical noise scale up when moving from
transistor based implementations to a system level implementation?

2. How does the intrinsic noise impact the security of implementations
when considering additional effects, such as due to the measurement-
based artefacts?

1.2 Thesis Outline

This dissertation is divided into seven (7) chapters. The current chapter,
Chapter 1 provides the necessary introduction, motivation, the questions
addressed as part of this thesis and presents a brief outline of the work.

Chapter 2 provides the reader with the necessary Nanoelectronics
and Applied Cryptography background for an appreciable reading of the
thesis.

Chapter 3 describes in detail the investigations into the scaling trends
of CMOS and Dual-rail logic devices when moving to lower technology
nodes.

Chapters 4 and 5 describe in complete (both mathematical and
simulational) details the introduced methodology in this dissertation
work.

Chapter 6 presents a detailed investigation into the design and simu-
lation of a side-channel measurement set-up in the scope of our presented
methodology.

We finally conclude our thesis with the conclusions and future research
directions in Chapter 7. Finalizing our observations, the tools and
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methodologies investigated and an indication of what could be an optimal
continuing way to further the research from this work.






Chapter 2

Preliminaries and Background

This chapter details the preliminaries and lays the nec-
essary (mathematical and introductory) background for this
thesis work. Since this thesis combines aspects of semiconduc-
tor circuits (electronic engineering) and applied cryptography
(computer science) it is very inter-disciplinary and we make
the reader familiar with aspects from both these diverse fields.

2.1 CMOS Technology

The standard cell libraries and Process-Design Kit (PDK) employed
during this thesis is a commercial semiconductor technology provided
from a reputed industrial foundry, (but not limited to) STMicroelectronics
[36]. With the rapid shrinkage of technology node (thanks to Moore’s
Law), speed and performance of chips is of foremost concern. Coupled
with the fact that such high speeds and high performing chips are (mostly)
power intensive, there has been a paradigm focus to shift to low power and
low variability designs. Consequently, a single design optimization which
achieves all, is not practically possible. So commercial chip-licensing
vendors often employ a combination of techniques® to satisfy the broad
spectrum of application requirements in their PDK or standard cell
libraries. Commercial PDKs (for both 65nm and 28nm, which are utilized
in the context of this thesis) often come in a variety of flavors, some of
which favor lower operating voltages (for instance in the sub-threshold
region), referred to as Low Voltage Transistors (LVT), which have a
higher Ipn current, hence achieve higher performance at the expense of
higher leakage and higher power consumption) compared to Standard

'such as adaptive body biasing to control PVT variations, providing IP cores for
digital cells including analog IP cores etc.
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Voltage Transistors (SVT) or Regular Voltage Transistors (RVT), which
operate at standard operating voltages (above the threshold voltage of
the transistor).

The Fully Depleted Semiconductor-On-Insulator (FDSOI) based
MOSFET differs from the conventional Bulk based technology MOSFET
(ref. Figure 2.1) in having the Buried Oxide (BOX) structure (i.e., an
ultra thin layer, ~ 25nm, of buried oxide, hence referred to as BOX embed-
ded in the substrate. This BOX structure allows a complete separation
of the substrate from the source and drain dopant region; thus effectively
reducing the probability of the substrate leakage to very low, negligi-
ble values. Also the ultra-thin BOX allows for reduced short-channel
effects such as Drain Induced Barrier Lowering (DIBL). Consequently,
the effect of static leakage on the overall transistor design is reduced.
Briefly, the Fully Depleted Semiconductor-On-Insulator (FDSOI) tech-
nology allows for the following advantages over conventional bulk-based
Complementary Metal-Oxide Semiconductor (CMOS) technology

Bulk

—
Source  —+2-—+ __ [Drain

Ultra-Thin Buried oxide

Source

Fig. 2.1: Bulk based MOSFET vs FDSOI based MOSFET |[2]

1. Better electrical control of the formed channel, i.e., the source-
drain linkage which denotes the "link" between the source and the
drain terminals, arising from the preceding word channel; the goal
is to show that the electrical connection in the channel which is
formed by linking the source and drain terminals, indeed is the
link responsible for the movement of electrons denoted as — e —
in Figure 2.2.; we do not mention leakage (either transistor or
cryptographic leakage) here.

2. Lower effect of DIBL, thanks to the BOX structure aforementioned,
consequently leading to a
Lower threshold voltage, Vi, and a higher I,,/I,¢s ratio.

3. Decreased gate length, thanks to technology shrinking leading to
faster device performance (due to the effect of the increased cut-off
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frequency, fr[13]).

Additionally, the BOX structure also allows for total dielectric isola-
tion between the source region and the substrate and the drain region
and the substrate. This provides the following advantages

1. Lower source-drain (SD) capacitances — this is of importance
especially in faster switching digital circuits; lower capacitances
lead to quicker switching and hence faster performance.

2. Thanks to the very thin film, the threshold voltage and channel
current show less variations with temperature fluctuations.

3. Better power efficiency.

The FDSOI technology also allows for Adaptive Back-gate Body
Biasing (ABB); i.e., it allows for control of the body bias (i.e., the
4th terminal of a conventional 4-port MOSFET device) as shown in
Figure 2.22. To enumerate,

= ;
Source Drain

Ultra-Thin Buried Oxide

Fig. 2.2: ABB in 28nm FDSOI [2]

1. Adaptive control of the back-gate body bias to allow for both
Forward Body/Back-gate Bias (FBB) and Reverse Body/Back-
gate Bias (RBB) but not both on a given single device.

2. Increased speed, thanks to ABB, through V;y lowering in on mode,
whereas V4, increases in stand-by mode.

3. Due to control of the body bias, the threshold voltages, Viy, of the
device can be manipulated allowing for performance over wider
range of voltages.

2Conventional Bulk-based CMOS also allow ABB; however, FDSOI allows for wider
range of control the body bias
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2.2 Power Consumption in CMOS-based Tech-
nologies

The power consumption of CMOS-based technologies (i.e., technologies
which rely on the CMOS methodology of fabrication of the inherent
MOSFET device) have power characteristics which make them charac-
teristically different from other technologies (say, the BJT-based tech-
nologies).

From transistor theory, we are aware that the operation of a transistor
in the inversion region follows two main modes of operation,

o the active (or the triode) region of operation where the current
flowing through the transistor behaves linearly with respect to the
applied voltage; i.e, the transistor behaves as a linear resistor and
the resistance of the transistor is characterized as Ron.

o the saturation region, where the transistor current is "saturated"
even when the applied drain-to-source voltage is increased. Current
(constant) sources or voltage regulators need to operate in the
saturation current to allow for a steady flow of the current (or
voltage) across the device. Digital circuits operate between the
cut-off and saturation regions whereas analog circuits in general
exploit the saturation region to implement gain.

For (solely) illustrative purposes and to depict the various modes of
operation aforementioned, we provide an example of a CMOS Inverter
(the fundamental building block of digital integrated circuits (ICs)), as
depicted in Figure 2.3 showing the the Voltage-Transfer Characteristics
(VTC). However, we emphasize that the VTC is valid for the static
region; hence not sufficiently clear. In dynamic operation, the power
is dominated by the charge/discharge of the capacitors, and not the
short-circuit current through the inverter as in the static case.

The characteristic CMOS power consumption is pre-dominantly
switching dependent. For e.g., the power characteristic (or trace) which
switches data from 0 — 1 or 1 — 0 will be inherently different from the
switching (or rather the static switching) of 0 — 0 or 1 — 1.

The average power consumption® for a current 4(t) flowing across a
voltage v(t) to produce power p(t) can be represented as

1 [T Voo [T .
Paverage = T p(t)dt - T 2(t)dt = VDD X laverage (21>
0 0

3which consists of the switching dynamic component of the power
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Vouit NMOS (OFF)

BnMOS(sat)y = Vouline
PMOS(Linear).-
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1""'in

VTC of CMIOS inverter

Fig. 2.3: Voltage Transfer Characteristics (VITC) of a CMOS Inverter
[100]

The total power consumption due to a CMOS switching activity
consists of both the dynamic and the static power contributions, i.e.,

Ptotal = denamz’c + Pstatic (22)

Equation 2.2 provides the power consumption due to all the transistors
(in this case 2 for a CMOS Inverter) accounting for both the dynamic
(transitions) or the static (no transitions) behavior. The sampled traces
collected post-measurements (or post-simulations) are the sum of these
two components. Post-processing, the traces need to be segregated (by
application of some mathematical tools to segregate the dynamic and
static regions) to further allow for analysis of the (individual) regions.

Dynamic Power Consumption Perhaps most relevant for side-channel
analysis (and forming the bulk work of this thesis) is the dynamic power
consumption of the current. This is the switching component of the
current which changes due to a change of the inputs at one of input
gate terminals (hence, data-dependent) and forms the majority of the
total power Pyotqr; however this claim has been shown to reverse in lower
node technologies (i.e., sub-100nm) with an increase of the static leakage
current only at very low Vpp (and hence the static leakage power, Pgqric)
[80] or for circuits like SRAMs where a major part of the circuit is in hold,
and only a small part is active (i.e., the read or write columns). The
switching current component of the total current, Is,tching is responsible
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for the charging and discharging of the output capacitance (i.e, for setting
the output values)

—I_VDD ——VDD

Pullup

o
Network ! B %

s

L oF

out

Pulldown

D =
Network S
T R S |

(a) (b)

CCq(VI n’Vﬂut)

Fig. 2.4: Pull-up and Pull-down Network showing a Generic CMOS
circuit architecture [60]

denamz'c = Pswitchmg + Psc (23)

where P, represents the short-circuit current due to the finite rise and
fall times resulting in a direct path between the supply voltage and the
GNDthrough the MOSFETS of the gate.

Since a CMOS-based digital logic can be represented as a combina-
tion of various inverter gates which ultimately form pull-down or pull-up
networks (ref. Figure 2.4), the dynamic power component can be rep-
resented as the sum of all the switching components from the pull-up
network and represented as follows:

Individually, the contribution of either of the networks can be repre-
sented as for a pull-up network (i.e, congruent to the PMOS devices of a
CMOS gate (in general)),

F(Inputy, Inputy,--- , Input,) =1 (2.4)

Similarly, the contribution of the pull-down network related to the
NMOS devices of the CMOS gate can be represented as

F(Inputy, Inputy,--- , Input,) =0 (2.5)

The overall output function, (F')(Inputy, Inputy,--- , Inputy) is re-
sponsible for the total dynamic power consumption of the circuit.
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For a system with N given inputs, the total switching power can be
represented as,

1 T
Pswitching = T/(] VDDI;Cwitching(t)dt = V]%chlkcloadaF (26)

where k represents the k;, input switching at time ¢, f. the frequency
of operation of the circuit, Cj,.q the total load capacitance, pr’& _,1 the
corresponding switching probability of the gate/device in question and
ap the switching activity of the circuit represented as the ratio of the
probability of the number of switching inputs to the total number of
inputs, i.e.,
N Zszl pré’_)l
N N

af

(2.7)

Short-Circuit Current The second component of the dynamic power
consumption is provided by the short-circuit current, Is.. From the VTC
shown in Figure 2.3, when both the transistors are in the saturation
region (i.e, they are ON and conducting) a short-circuit current flows
across the power supply, Vpp to the GN D ports of the device (or through
the pull-up to the pull-down network in case of larger CMOS circuits).
The transient behavior of this current, averaged over a period of time
Ts. produces the short-circuit power component of the dynamic power
consumption, represented as

Psc = averageVDD (28)

where Igperage Tepresents the average value of the spike current flowing
through the NMOS and PMOS on account of finite non-zero difference
in the rise and fall times of an input switching signal.

Static Power Consumption Although, theoretically, the idea that
CMOS devices do not consume static power has been around and was
originally valid for higher technology nodes, but with the shrinking
of gate lengths, the static leakage power has been shown to increase.
Concerns arose at some point, when static leakage power had been shown
to be dominant over the dynamic power consumption [59], but several
circuit and device techniques avoided it to dominate. Further more, the
advent to Moore 2.0 (Beyond Moore) has led to re-visit the transistor
Metal-Oxide Semiconductor design and pave ways for further research,
both from a semiconductor device level and an architectural level (e.g.,
3D-stacking [14]).

Although 28nm FDSOI technology has claimed to feature lesser
leakage power, thanks to the BOX design; nevertheless, further research
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especially for cryptographic applications is required. Very briefly, we
summarize here the contribution of the static leakage part to the total
power consumed. The static leakage power can be represented as,

-Pleak = IleakVDD (29)

where the current [j.qi, referred to as the leakage current is the sum

of the sub-threshold current. Ig,; and the gate oxide leakage current,
I,., represented as

Ileak = Lsub + Loz (210)

wherein Iz, << Ioz45, thanks to the high-k metal oxide gate and the
sub-threshold current, I, for a device operating in the sub-threshold
region (i.e., Vo < Vin) can be represented as

Loy = KiW exp{—=Viu/nVp} (1 — exp{—=V/Vj}) (2.11)

where K; and n are experimental parameters, W is the gate width, and
Vy is the thermal voltage.

2.3 Noise Models

In this section, we briefly review the noise models used throughout the
thesis. Additionally, other noise models (such as the Lorentzian noise
i.e., Random Telegraph Noise (RTN) [127]) exist, but are outside the
scope of this thesis. Noise simulations encountered in the thesis utilize
the below mentioned models.

Thermal (and shot) noise can be modeled for simulations as a Gaus-
sian noise current source connected in parallel to a noiseless element such
as a resistor [130]. The thermal noise across the resistor can then be
represented using the following equation,

ian(t) =y Lt (2.12)

R
where k is the Boltzmann’s constant, T' the absolute temperature in °K
and R the resistance. ((t) is a stationary white noise Gaussian process
having a constant Power Spectral Density, PSD. For a MOSFET in
strong inversion, the thermal noise can be represented as
12, — akr(2m

in A2/Hz where g,, is the small signal transconductance at the bias
point.
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Flicker noise is the dominant source of noise in MOS transistors at
lower frequencies [33, 46, 45, 131, 132, 133]. It is called as 1/ f noise as
the spectrum varies as 1/f%, where «, the flicker noise exponent has a
value close to unity (a=140.2) The Power Spectral Density (PSD) of
flicker noise in a MOSFET can be generalized as

i Ky gm
Sz(f) - Af - ngWL f (214)
where C,; is the gate capacitance per unit area, W the channel width,
L the channel length and f the frequency. The constant Ky is the flicker
noise coefficient and is dependent on the process technology. Hence the
PSD of flicker noise is varying as a function of the frequency. From
(2.14), flicker noise cannot be directly used in a transient noise analysis
as it is a non-stationary noise process. However, it can be synthesized as
a RC circuit which sums up Lorentzian spectra and approximates it as a
1/f PSD [117, 118, 135] by

2%T L o 1

S(f):WCmm:1SO%1+f2 OC?

(2.15)

where ¢, is the pole frequency of each Lorentzian spectrum and which
can be represented as a white noise current source with a resistor R,,
and capacitor Cy, connected in parallel [64].

2.4 Transient Noise Simulations

In this section, we introduce the motivation for Transient Noise Analysis
and present a didactic approach to introduce such simulations as offered
by commercial vendor tools.

Motivation for Transient Noise Analysis Traditional analog noise
simulations rely on the small-signal model of a circuit to simulate noise
under .AC conditions for a given fixed reference bias point. While (such)
frequency domain simulations (such as the .NOISE AC analysis) only
provide the noise PSD, they offer no scope in the transient simulational
analysis of complex digital gates, which often employ a large-signal
model. While (only) transient analysis of such digital blocks provides
validation of the functionality, their noise computations remain unknown
in a transient setting. Characterization of such circuits in presence of IPN
is only possible thanks to Transient Noise Analyses which incorporate
transient noise current sources. Hence, the motivation for the need of



18 CHAPTER 2. PRELIMINARIES AND BACKGROUND

a transient noise simulation. In the context of this thesis, which is in a
cryptographic context (and hence contains digital circuits), this provides
a very useful tool indeed. It is noteworthy, that the principal attacks
(detailed subsequently) on cryptographic hardware devices comprises
of a class of attacks known as Side-Channel Analysis (SCA), which
consists of measuring the power (or the current or the equivalent voltage)
traces temporally; i.e., the value at each time sample is recorded and
subsequent post-processing steps consists in applying advanced analysis
to such (time-sampled) recorded instants.

Characteristics of Transient Noise Analysis Simulations Tran-
sient Noise simulations provide a simulational way of generating IPN
from transistor sources and including the noise directly into the transient
analysis simulations. Notably, the noise generated is added "intrinsically"
to the simulation itself, (simulating a flicker and/or white thermal noise)
rather than merely being added externally. This provides the following
advantages:

e Since the noise is embedded directly into the circuit, it provides
a better model for representing the various noise sources in the

MOSFET.

e Theoretically, this noise is difficult to filter out as the transfer
function is a complex system of multiple parameters.

o Although for theoretical assumptions, the noise can be assumed
independent within each transient time sample (for instance, in
static regions of operation, although not fully un-correlated due
to bias dependence), the dynamic switching, on account of its
faster switching time (in the orders of picoseconds), representing a
time-varying correlated transfer function.

MOSFET Current Noise We now attempt to quantify the transient
noise analysis using a more didactic approach using the commercial tool
Eldo, provided by Mentor Graphics, as the primary simulator?. Each
noise source can be represented as a instantaneous current source, i, , (t)
consisting of two components, the fixed (or the deterministic) current,
I,,,(t) and the random (or stochastic or non-deterministic) varying
component, i, (t), which represents the noise generated intrinsically from
MOSFET (or such based) devices.

4although we note, that Spectre, from Cadence Systems, provides a similar in-built
transient noise analysis functionality, but for the purposes of this thesis, Eldo was the
tool of choice throughout this work
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Symbolically,
Gopp (t) = Lupp () + tuppn(t) (2.16)

The random component of the noise can be described as consisting
of the following components: [128]

o a zero-mean E{i,,, ()} =0,
e a distribution of the amplitude, and

o a power spectral density, S{iy,,n(f)} (as described in section 2.3
by equation 2.14).

Generation of the Noise Current Sources We now, very didacti-
cally, introduce the characterization of such noise sources in commercially
available simulators®.

The current sources (which are representations of the physical noise
sources) generate noise as the sum of a fixed number of sinusoids, N; [18]

N
n(t) = Z a;j(t) - sin(w;t + ;) (2.17)
j=1

The stochastic property comes from the distribution of the phase v; and
the angular frequency w;, whereas a; specifies the magnitude [18].
The value of a; can be computed as follows:[18]

aj = 2. .’L‘j (2.18)
where
f5

=, S;(f) - df (2.19)

where S;(f) represents the PSD of the noise within the given frequency
band f;_1 and f;.

Temporally, as the simulation time proceeds, a; is updated (depending
on the bias of the MOSFET) for every time step. This leads to an
integration of the noise in a non-stationary fashion as the model of the
noise PSD is bias-dependent. The power of the signal generated is the
same as the power computed from the noise PSD®[18]. The limits f;_;
and f; correspond to the FMIN and FMAX range of frequencies, detailed
in chapter 4.

5 Although we base our approach using the Eldo tool, we emphasize certain propri-
etary details are part of the vendor and hence adopt a very didactic approach, without
specifying the complete details; we adopt a similar approach towards Ky computations
also later in this thesis work; as such formulas and equations are very technology-vendor
and process specific, and are covered under confidentiality agreements

Sthis is a very important observation as we later utilize this concept for validation
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Computation of the Simulation Results A typical commercial-
grade simulator employs a total of N 41 iterations to run a transient noise
simulation of which the first run is a traditional, noiseless simulation
and the remaining N are transient noises with the added randomized
equivalent noise current sources [18]. Only the phase is changed between
two noisy runs [18] (i.e., the 1); parameter introduced above) to achieve
a random generation of the values; the frequency remains constant. At
every time step, dt, the RMS noise value is computed as follows:

N
n(t) = \l > (Vi(t) = Vo(1))? (2.20)

Jj=1

where V(t) represents the noiseless transient response of the circuit-
under simulation and V;(t) the jy, transient response of the simulated
circuit with the noise sources; and N the number of noise simulations
performed [18].

2.5 Applied crypto background

The cryptographic aspect of the thesis provides the motivation to evaluate
the impact of the aforementioned noise models in a cryptographic setting,
i.e., we analyze the impact and role of the intrinsic noise on the security
evaluations of cryptographic implementations, its quantitative assessment
and its role lies in providing a building block for the application of
additional countermeasures (both at the gate-level as well as system
level).

In this section, we review the cryptographic tools necessary for the
working of the thesis. We first introduce the XOR, PRESENT (4-bit Sbox)
and Advanced Encryption Standard (8-bit Sub Bytes) designs which
have been used throughout the thesis as the underlying implementations
on which the noise analysis has been evaluated. We next introduce
Side-Channel Analysis (SCA), the tools and methodologies relevant with
respect to this thesis for SCA, and finally countermeasures which are
used against SCA.

2.5.1 Cryptographic Design Implementations
2-bit XOR

A 2-bit Exclusive-OR (XOR) gate forms the most basic functional build-
ing block upon which classical cryptography relies. The 2-bit XOR
performs the XOR, linear operation and is used as a building block
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for block ciphers, permutation based crypto and stream ciphers. We
represent a 2-bit XOR as Figure 2.5. Evaluating the performance or
security of such a design does not make any practical sense; however, it
serves as a useful block to evaluate the impact of intrinsic noise due to a
basic gate, following which the noise in a larger implementation can be
quantified.

XOR "Out’

Fig. 10. Schematic of 2-input “XOR” gate.

TABLEIL TRUTH TABLE OF 2-INPUT “XOR” GATE

a b Out

—|=lele

0
1
1
0

——o|=|C

Fig. 2.5: A single 2-bit XOR, [65]

Although, a single XOR by itself does not provide any security
validation, a transient noise response (ref. Figure 2.6) on the application
of a switching signal at the input provides the motivation to further
explore this behavior. As depicted (ref. Figure 2.6), a simple 2-bit XOR
gate is able to provide a variation of 50nA supply current” (at a given time
sample) due to the presence of intrinsic physical noise. We specifically
note here, there has been no other addition of any noise (additive or
multiplicative or whatsoever) to the simulation of the transient noise
response curve of the 2-bit XOR

PRESENT 4-bit Sbox

The PRESENT algorithm was one of the first standards targeting
lightweight applications, specifically power-constrained and ultra-lightweight
applications [34]. Designed by Bogdanov et al [15], the Sbox in PRESENT
is the non-linear function. The PRESENT algorithm is often referred to
as PRESENT-80, referring to the 80-bit key with a 64-bit plaintext. For
the scope of this thesis, we focus on a single 4x4-bit Sbox (the PRESENT
algorithm implements 16 such 4x4-bit Sboxes). The datapath design
consists of a registered input and output ports implemented in Very
High Speed Hardware Description Language (VHDL) using semi-custom

“for a given 28nm FDSOI process with Cjoqa= 1fF



22 CHAPTER 2. PRELIMINARIES AND BACKGROUND

variation of 50 nA
across a time sample

Current, IDD(t) (A)

0.5

-0.5
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Fig. 2.6: Transient Noise response of a 2-bit noisy (including flicker and
thermal noise sources) XOR for Vpp = 0.9V at 298K across 100 traces

design flow and a transistor level design using the full custom design flow
(targeting minimum sized transistors).

AES 8-bit Sbox

Since its standardization in 2001, the Advanced Encryption Standard
(AES) [3] is the de-facto standard for encryption (and decryption) of
symmetric security. AES operates in the block-cipher mode of operation
(the details of which are not within the scope of the thesis and can be
referred from [40]). AES operates as 3 variants: AES-128, which inputs
128-bit keys and provides 128-bit security level, AES-192, which inputs
192-bit keys and provides 192-bit security level, and AES-256, which
inputs 256-bit keys and provides the highest symmetric security level,
i.e., AES-256

All three designs implement the 8-bit Sub Bytes (Sbox), which is
an invertible non-linear byte substitution, operating on each byte of the
state separately. Although, traditional AES designs often implemented
the Sbox as a Look-up Table (using memory RAM), the performance
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degradation and under-utilization of resources, in case of an FPGA-based
implementation, was high. Subsequently, a plethora of works has focused
on the design and optimizations of the Sbox (and the AES overall, details
of which can be found in [41]). For the scope of our thesis, we focus on the
design using GF(2™), where m = 8 [106, 77, 55]. Thanks to mapping the
elements of the original field GF(2%) to the composite field GF(((22)%)?),
the gate complexity and the power consumption can be greatly reduced.
The adopted S-box consists of 3 stages: a transformation stage to map
the elements to the GF(((22)?)?) field, an inversion stage and an inverse
transformation stage to map the elements back to GF(2%), grouped with
the affine transformation (ref. Figure 2.7).

|

affine trans )

Extension
ficld A : _
(1501n0rphlsm s)
nversion
Composite
field B m
Extension

field A Gsomorphism s'D

Fig. 2.7: Representation of the Transformations for the Implementation
of the S-box [106]

The irreducible polynomial [106] utilized in the Rijndael S-box is
m(z) =2+ 2t 422+ 241 (2.21)

An outline of the S-box implementation [106] is depicted in Figure 2.8.
The combinatorial design datapath (with clocked input and output
registers) consists of both full custom and semi-custom designs. The
CMOS implementation of the S-box is made only of 2-input AND/NAND
and 2-input XOR/XNOR gates. The total number of transistors is
1,530, with a logic depth of 22 gates. On the other hand, the Dynamic
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Affine
Trans

8, 8
—A—»|
00000100 01111100

11001011

11110010 = 0xF2

Fig. 2.8: Representation of the Transformations for the Implementation
of the S-box [106]

Differential Swing Limited Logic (DDSLL) (DDSLL) S-box accounts for
1275 transistors, with a logic depth of 13 gates.

2.5.2 Side Channel Analysis - A Brief Context

The field of Side-Channel Analysis (SCA) has been existent for almost
two decades and lays on solid foundational understandings (both math-
ematical and formal). However, from a hardware (or a more granular
transistor-level) perspective, a number of questions still remains un-
answered. Numerous works, exploiting multiple aspects of side-channel
security are available in literature and subsequently analyzing every one
of them (and which is not the goal of this thesis), is impractical; though
to mention a relevant few as follows. In this section, we introduce the
notion of side-channel attacks from a qualitative perspective, keeping in
mind that for the scope of this thesis, side-channel is the background on
which we base our findings; consequently, any practical such side-channel
attacks, often encountered in literature, remain outside the scope of this
work. We follow this by stating the relevant security evaluation metrics
which have been used throughout this work. Although the metrics are
by no means exhaustive, for the purposes of noise analysis, (which as
such did not necessitate the need for "performing" side-channel attacks),
metrics more relevant from an analysis perspective were employed. The
goal here, being to quantitatively assess the impact of intrinsic noise
originating from any cryptographic implementations.

Broadly speaking, side-channel attacks are defined as malicious ad-
versarial attacks which exploit any residual side-channel emanating from
a leaking implementation. We now explain each of these terms in more
details:

e malicious: Although this term implies an attacker with "mis-
chievous" intentions, for e.g., recovering the keys from a smart
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card which unlocks doors to a secure server storage room, it can
also be referred to for e.g., evaluators (in a cryptographic evaluation
setting), whose job is to attack an implementation for the purpose
of finding vulnerabilities, exposing them, and providing fixes so
that the designer can fix back the issue.

o adversarial: This refers to an adversary (a.k.a. "the bad guy")
who is capable of performing (or launching) a side-channel attack
on the target device. It could be an individual hacker/hobbyist,
a consortium, a group of hackers/evaluators or a nation-state
sponsored actor. In short, any entity who is un-authorized to use
the target implementation in ways not originally devised for with
a "malicious" intent.

o side-channel (residual): The term side-channel refers to any aspect
of the target device or implementation which inadvertently (or
maliciously) leaks information which jeopardize the security of
the device and which are outside the cryptographic model. Side-
channels, as such, are visible when the implementation is operating
(either dynamically or statically), and manifest as an additional
accessory output; i.e., apart from the expected outputs which
the design is expected to produce, it outputs additional informa-
tion, which if correctly exploited can be utilized by a malicious
adversary, could lead to details about the design and retrieval
of useful information for e.g., cryptographic keys. Side-channels,
from digital implementations as such, include power consumption
[63][73], electromagnetic emanations[5] [37][57], thermal signatures
[40][48][76], optical[35][116], timing information[22][62] or acoustic
sounds[9][125].

e leaking implementation: This refers to any implementation which
has side channel information "leaked from any of the aforemen-
tioned channels; depending upon the side-channel giving away, the
information leaked could be current (or voltage values) (for power
side-channels), EM radiation, optical signals or CPU usage sounds
(for acoustic). For the scope of this thesis, we will focus only on
power side-channels.

2.5.3 Power Attacks in Side Channel Evaluation

Power Analysis Attacks (or PAAs) form one of the most common modes
of attacks in the side channel community targeting cryptosystems by
exploiting the side-channel leakage power. By leakage, we do not refer
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to the static leakage power of a MOSFET device; rather in applied
cryptography, and more specifically, side channel analysis, 1eakage refers
to physical entity which emanates from the side channel (as defined
above). For a leakage to be relevant and useful to an adversary, two
criteria need to be sufficed [32]

1. a leakage model, namely, a model of the leaking implementation
which converts the leaked power (or current or voltage values)
into their corresponding data-dependent cryptographically relevant
values, for e.g., Hamming Weight (HW) and Hamming Distance
(HD) based leakage models, normally used for microcontrollers
and Field Programmable Gate Array based designs (including
Application Specific Integrated Circuit designs).

2. Secondly, a relevant distinguisher, i.e., a statistical tool which is
able to distinguish and highlight the differences (or rather the
points of differences) between the classes (or sets) of data obtained
as a result of side channel attack.

Although numerous works in literature, [32] [31] [69] [114], focus
on both the aspects, the roles of an evaluator and a designer are often
blurred. For an evaluator, whose goal is to certify the leakage of a chip,
will nevertheless need to model the leakage from the chip correctly, and
then employ the best possible distinguisher. For a designer, on the other
hand, the design strategy would be to obfuscate the design as such that
it is not easily expressed by a leakage model. Although both designers
and evaluators work as adversaries, their end goal remains the same,
i.e., to enhance the security of the implementation against side-channel
adversaries. Throughout the scope of the work, we switch these roles
interchangeably.

Power Analysis The leakage from a side-channel attack can be ex-
pressed as the summation of the individual components which contribute
to the total power. Thanks to the data-dependency behavior of CMOS
based devices, we attribute each power value to a sample, k, such that

Ptot[k] = Pdata[k] + Pel[k] + Psw[k] = Pdata[k] + Pnoise[k] (222)

, where Py refers to the total power consumption of the device/chip
[73], Pdatq refers to the component of the total power consumption due
to the switching of the input (or transient) signal, P refers to the
electronic noise inherent in the measurement set-up, and Py, refers to
the switching noise which are variations in the power traces that are
caused by components (or cells) not relevant from a side-channel attack;



2.5. APPLIED CRYPTO BACKGROUND 27

for instance, the switching power caused due to the buffers or I/Os which
may not be connected to the Vpp as the cryptographic implementation
[73]. Conventionally, the latter two components are aggregated (or
summed together) and referred to as the noise in the measurement (or
observational) set-up.

The data-dependent portion of Equation 2.22 [[73] contains the in-
formation which the adversary wants to extract. The other portion,
referred to as the Noise Power or P,,;s is attributed to any such arte-
facts which are accessory to the device under attack; commonly, these
include measurement artefacts, noise due to electronic switching (of the
charge carriers), switching noise, algorithmic noise® (not shown above)
and even intrinsic physical noise. We briefly describe them below. For a
more exhaustive read, we refer the reader to [73].

Electronic Noise The electronic noise, P, from Equation 2.22
is mostly normal distributed (including for cryptographic devices) [73].
Fluctuations in multiple repeated observations (either via simulations
or direct measurements) of data (i.e., voltage or current values) are
attributed to this electronic noise. From an electronics perspective, this
noise (mostly) comprises of flicker and white noise, ref section 2.3.

Data-dependency The data dependency, P 444, from Equation 2.22
refers to the linkage between the power consumption of the cryptographic
device and the input data it processes. In general for cryptographic de-
vices, the input data to be processed is modeled as a uniform distribution.

Ptot[k] o intrinsic[k] = ((Pdata[k] o intm’nsic[k]) + (Pel [k} o intrinsic[k])+
(Psw [k} o intTinsic[k])"'
(Palgorithmic[k] o intrinsic[k])

~ —

(2.23

Pnoisetotal [k] = ((Pel [k]7 Pintrinsic[k]) + (Psw[k]a ]Dintrinsic[k])"k
(Palgorithmic[k]a Rntrinsic[k]» o Pintrinsic[k]

Equations 2.23 and 2.24 provide the first introductions of intrinsic
physical noise (IPN) as an additional source of noise. For the purposes
of this thesis, we only consider the electronic noise (i.e., the Intrinsic
Physical noise (IPN) coming directly from the MOSFETSs). The IPN has
the following characteristics

(2.24)

8noise from other components
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e IPN is composite in nature. Compared to additive white Gaussian
Noise (AWGN), this noise "embeds" itself with each component
of the power (or current or voltage), both of the data-dependent
power and the separate noise components.

o Due to its intrinsic embedded nature, filtering out the noise (without
filtering the signal also) becomes a challenging task for an adversary.
Any decrease in the noise (due to a filtering setup say, employed by
an adversary) will filter out the information carrying components
as well.

¢ The common assumption of assuming the probability density func-
tions of noise components being Gaussian in nature (which relaxes
the mean and variance assumptions) does not hold true when IPN
is considered. Rather, as we shall see later, this leads to rather
behaviors as Gaussian mixtures.

An Explanation of the Composite (or the Multiplicative) na-
ture of the IPN  Although IPN has been the subject of various research
topics literature, individually, for instance as in flicker and white noise,
its contextualization in a cryptographic scenario remains unexplored to
the best of our knowledge and is the first of its work, as introduced
in this thesis. Understandably, and noting the fact that, real world
measurements of such noises are limited to basic devices (such as a single
MOSFET, as utilized later in this work), produces a concrete problem in
modeling the characteristics of such noise for cryptographic applications.
However, on the course of this thesis, an understanding has been devel-
oped with respect to the nature of such noise and to formally quantify
it.
Starting from Equation 2.23 and 2.24 [136], we note,

Pout(t) = f(Paata(e), intrinsicneise(t))
= f(Pdata(t) o F’intm‘nsic(t)) (225)
= f(denamic(t) o Pintrinsic(t)) + f(Pstatic(t) o Pintrinsic(t))

In the above equation, P, (t) is the total value of the power, P 4,4, (t)
represents the data-dependent dynamic and static switching components
and Pijntrinsic(t) is the component which represents the power due to
the additional non-input data dependent”?. A rigorous mathematical

9although we stress here, that by independence, we do not concretely say that it is
non-correlated also
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treatment of the non-linearities of the power series terms are outside the
scope of this thesis; however, we do provide an intuition of the apparent
behavior. Rather, our goal here is to make the reader appreciate the
effects of the non-linearities of the IPN and its correlation with the input
switching data of a cryptographic circuit.

Using Equation 2.25 as a template and canonically replacing the
power components by the variances of the noise power and expanding as
above, we arrive at the below,

2 2 2
Trotal = f(Taata © TipN)

2 2
= f(adynamic(t) o Uintrinsic(t)) +
dynamic data-dependent
2 2
f(astatic(t) o Uintrinsic(t))
static data-dependent

(2.26)
= <aF(a-c21ynamic o U?ntrinsic“))) +

Nr fmazx 2
/ 9m(f)
(o [ )

represents the multiplicative component of the IPN

Ky

/
, where K  represents the CIWEL

2
% represents the non-linear dependence of g, a a function of the

varying frequency. The o operation in the non-linear dependent part of
Equation 4.29 represents the multiplicative part of the IPN contributing to
the total noise variance (power), and the data-dependent part represents
the additive part. The Ziv T sums up the contributions of the various
transistors, for the given activity factor, ar, which form a complex non-
linear transfer function. Since the individual calculations of the varying
g,’s for any given transition is a complex and rigorous task, we sum up
the total contributions of all the transitions and average to provide a
consistent mean value (refer Equation 4.39).

The function, f(ogqt,) represents the noise power variance due to the
data-dependent (power) switching component, i.e., f(Pj.,) referenced
in Equation 4.27. Notably, f(04ata), like f(Pjiatq) is a function of the
number of switching transistors (and activity factor, ref. Equation 4.28).
The non-linearity in the case of dynamic component arises from the
complex interaction of the time varying load capacitance, Cjyqq(t) with
the IPN, which is represented by the o operation and is a function of
the number of transistors, N7 and the activity (switching) factor, ap
(ref.Equation 4.28).

from Equation 2.14 and the function
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We compute the total variances, using both the ensemble averaging
method and the total noise power computations using the PSD and
attempt to reconcile to Equation 4.29.

2.5.4 Univariate Gaussian Distribution

Side-channel analysis relies on statistical tools for successfully performing
an attack. Most of the classical side-channel based attacks such as the
Simple Power Analysis (SPA) [62], Differential Power Analysis (DPA)
[63], Template Attacks (TA) [24], Correlation Power Analysis (CPA) [20]
use classical statistical univariate tools to employ such "distinguishers"
which are able to distinguish between two (or any such segregated groups
of data allowing for maximization of a resultant value, i.e., the most
probable or most likely or mazximal chance, which indicates the sample
in time under interest where the switching of the current has taken
place due to addition of a key etc. A statistical distribution showing the
probabilities (or the number of occurrences) for a given set of current
(or voltage values) indicates the mean and variance of a distribution
[21]; i.e., the expected value of the current (or the voltage) in terms of a
probability; similarly the variance of the distribution indicates the extent
(or the spread) of the measured (or simulated) parameter. We illustrate
this with a simple example.

Assume a measured (or simulated) current (or voltage) value. 10, At
any given instant of time sample, ¢, the total leakage can be represented
as follows,

%
Let L denote a physical leakage (e.g. current trace) from a crypto
implementation:

znputs

j Z f] input ) Uintrinsic(t))) + ﬁphysical(#a 0'2) (227)

2

_ 2 2
Ointrinsic — Uflicker + Othermal (228)

where ointrinsic is the variance due to the intrinsic noise produced by
the MOSFET devices, f (?input, Tintrinsic)) Tepresents the cryptographic
function being implemented operated on the Xj,p,; and under the
assumption of an additive Gaussian noise due to the measurement setup,

physical (,va 02) .

10For the sake of this thesis, henceforth, we will be referring to such current values
as leakage; when referring to static leakage in case of electronic devices theory, we
make it explicitly clear
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A Gaussian distribution of the leakage parameter L4(t§ (simulated for
random values) is shown in Figure 2.9. Clearly, the dependence of the
input is observable on the leakage.
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Fig. 2.9: Gaussian Distribution Plot for random simulated values with
pu=Hamming Weights (from 0 to 8) and ¢=0.8 for 1000 samples

Mathematically, a Normal (or Gaussian PDF) can be represented as

g — )2
fz) = ﬁexp(%) (2.29)

and the curve in Figure 2.9 describes the probabilities associated with
different values of the simulated parameter, for e.g., x, in this case. These
first (such as the mean) (or second order moments e.g., the covariance)
can be used to compare and differentiate distributions. Even when not
considering an attack based scenario (such as within the scope of this
thesis), these first, second (or even higher order) moments provide useful
(in many cases, visual) representation to clearly distinguish between sets
(or classes) of data upon which incremental changes have been made.
Such a useful illustration is re-visited in Chapter 6 of this thesis.

2.5.5 Evaluation Metrics in Side channel Analysis

Evaluating the side-channel resistance of a leaking cryptographic im-
plementation necessitates using a number of metrics in tandem with
each other; often a single metric, by itself can not account for (or detail)
the various leakages found in a system. For e.g., while the SNR metric
(discussed subsequently) is a first-hand univariate metric, it does not
provide information on higher order leakages (which as such may employ
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higher order moments beyond the mean and variance). Additionally,
being univariate in nature (i.e., the focus is on a single sample in time),
inter-(or intra-) correlations between the samples (in time) i.e., multi-
variate, are often missed by such metrics. So metrics employing more
complex statistical tools like covariances, (skewness and/or kurtosis) are
applied. Furthermore, these metrics often rely on an assumption of the
underlying leakage model (mostly, a Gaussian distribution); however,
often in real-life scenarios where the device may not be available to the
adversary before-hand (in order for him to create a template profile),
information-theoretic (IT) based metrics are better as they do not rely
on an underlying assumption of the leakage model of the device. We
now briefly provide the reader an overview of the various metrics which
have been employed in the scope of this thesis.

Signal-to-Noise Ratio (SNR) A quick state-of-art metric for quan-
tifying the cryptographic leakage from a side channel (a leaky implemen-
tation) arises from the classical univariate metric, the Signal-to-Noise
Ratio (SNR). In this paper, we use Mangard’s Signal-to-Noise Ratio
(SNR) defined in [72] as:

(2.30)

A

where E (resp. var) denotes the sample mean (resp. variance) operator
and L the leakage. In our following simulations, this SNR will be
computed for noise-based traces of the current consumption of the digital
gates at the supply rail as a function of time, denoted as Ipp (t*) and
would include the noise coming from physical intrinsic MOSFET noise
sources. Using eqn (2.30), the signal is the "useful" part that is obtained
by the adversary as a measure of the information leakage. The lower the
signal value, the lower is the "perceived" side-channel leakage.

Mutual Information (MI) Evaluating the side-channel resistance of
a leaking implementation is a challenging task. Without a concrete model
modeling the power leakage, it amounts to collection of a huge number
of traces and employing multi statistical distinguishers. Additionally,
once the device has been changed, this amount to repeating the process.
Since different devices leak differently [79] [107] [113], having a uniform
model is impractical. However, a concrete evaluation methodology which
is able to evaluate the information leakage irrespective of the inherent
device power leakage model, was proposed by Standaert et al. as the
Mutual Information [114] based on Information Theory [107].
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Let Lq be a random vector representing the leakage functions obtained
after q queries (in this case, noisy simulated runs). Let 1, be a realization

For our work, where we consider the leakage function to be Gaussian
distributed'!, the SNR and MI metrics are equivalent [30]. We use the
MI as a better metric to visualize the security level as a function of the
(intrinsic) noise variance.

MI(X; L) =H[X] = > Pr[a] Y Premallz].logaPremalz|l]  (2.31)
xeX leL

where, H denotes the entropy, Pr[x] denotes the probability of the input
variable X, Prgimu[l|2] is the conditional probability of the leaked variable
for a given (simulated) input, and Prgjmy[x|l] the conditional probability
of the input given the (simulated) leakage.

The relation between the SNR and MI metrics can be stated as follows

2
MI(X; L):—élogQ - <1> (2.32)

V1+ s

Perceived Information (PI) The Perceived Information (PI), de-
fined in [105] and formalized in [114] provides an approximation to the
"average case' often encountered in a real-world attack (or evaluation)
scenario. Since the true MI of a device cannot actually be determined,
the PI provides the best case approximation of the leakage (under a
reasonable Gaussian hypothesis) observed using the model employed by
the adversary (the assumption being that the actual "true" model can
never be known by an adversary; which corresponds to the MI).

PI(X;L) = HIX] = 3 Pr[a] Y Prgmalllz] logaPrioaalz]l]  (2:33)
xeX leL.

Therefore,

o~

PI(X;L) < MI(X;L) (2.34)

Principal Component Analysis Principal Component Analysis (PCA)
[47] is a pre-processing technique employed to filter /compress a data-set
with noise reduction and dimensionality reduction by maximizing along
the variance. It works by transforming a large data-set into smaller ones
with the principal (or the first one) containing the maximum information,

Hstrictly speaking, this holds for higher voltages; at close to threshold voltages or
sub-threshold voltages, the distribution could indeed be skewed due to the relatively
long delays encountered typically at lower or (sub)-threshold voltages; nevertheless,
for the purposes of this thesis, we stick with the above assumptions
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and the remaining (i.e., the secondary) can be disregarded as noise'2. In
terms of side-channel literature, it works by projecting the traces (i.e.,
the collected traces post measurements/simulations) into a new-data set
using a basis comprised of the eigen vectors of a covariance matrix of the
data-set. PCA allows to reduce the amount of noise while retaining only
those components which hold the maximum information (for instance,
in a side-channel leaking scenario, the principal component is the one
along which contains the key leakage, while the rest are ignored as noise).
The following steps are needed to be performed in order to make such
an analysis[112].

e computation of the mean from the data set followed by subtraction
from each of the dimension n for each trace T; ; i.e., the mean
vector M, is computed along the n dimensions of the trace T;

" Ty,
n (2.35)
E,n = En - Mn

M, =

¢ construction of a covariance matrix, >.
En*n = (Ci,j, Ci,j == C’ov(Dimi, Dzm3)> (236)
where Dimy, is the kth dimension.

e computation of the eigenvectors and the eigenvalues of the covari-
ance matrix,

Y=UxAxU""! (2.37)

where Delta is the diagonal eigenvalue matrix and U the eigenvector
of 3.

The component corresponding to direction of the maximum variance
(i.e., the eigenvector corresponding to the largest eigenvalue), is the
first principal component. Choosing n eigenvectors produces n principal
components. Similarly, £ such components can be retained, each as a
vector in the columns of a matrix, called as a feature vector.

For SCA applications, the PCA (steps mentioned above) can be
employed as follows:

PCA transformation This consists of multiplying the feature
vector produced above with the original data &

Ug=U.+Ul'Ly=T; + Uy (2.38)

2n0t to be confused with analog noise or cryptographic noise or IPN whatsoever
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Noise Reduction Choosing only along the principal components
without reducing the dimensionality can also be achieved to retain only
the most useful information. Since no components are discarded, the
original data is returned. This consists of transposing the feature vector
U, followed by multiplication with the transposed mean-adjusted data
X. To return the original vector, this is multiplied by the feature vector
again. A final transpose leads to the matrix &, followed by a final
addition of the mean [44].

Yr=XxU (2.39)
Z=Ux X+« =U+UTx»xT = x7T (2.40)
X=z"=x"T=x (2.41)

TVLA TVLA or Test-Vector Leakage Assessment is a methodology
which allows for the leakage detection from a given set of traces; in the
context of this thesis we make use of the "fixed" vs "random" comparison
of a given set of traces against a known set of traces, N;. Although
the technique is used in cryptographic evaluations to determine, qualita-
tively, the security of both unprotected and protected (masking) scheme,
we employ this tool, as a first hand, to validate the usefulness of our
methodology across the different use-cases explained in the subsequent
section. By utilizing the first and second order statistical moments using
a standard Welch’s t-test rule, the traces under test are compared with
a fixed set of traces, and the results tabulated/plotted as the maximum
value over time which indicates the presence of leakage in an implementa-
tion. For our case study, since we explore the effects of the PCB artefacts
on un-protected implementations, we naturally, observe the maximum
value (over time) values above 4.5 However, we show here the change
in the maximum (over time) value (which indicates the change in the
ease of the leakage being detected) is corresponding to the degree of the
artefacts being introduced in our model. Mathematically, for given sets
of traces, N1 and Na, with the corresponding means w1 and po, and their
corresponding variances, o1 and o, respectively, the maximum value t,
for a given sample, 4, is defined as

i — b

(@)? | (03’
N TN

th = (2.42)
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2.6 Challenges for Side-Channel Security in terms
of Noise Simulation Analysis

Side-Channel Analysis (and/or attacks) rely on the measurement of traces
from a device-under-test (running a cryptographic algorithm) followed
by post-processing of the same to recover the secret key. These traces
are often "noisy", which includes in addition to the noise introduced from
PCB artefacts, measurement artefacts etc., noise or errors introduced due
to measurement bias. Often these types of errors, are simply removed
by averaging (i.e., averaging over multiple traces, hence the need to
collect more traces). Furthermore, artefacts-based noise (injected die to
measurement artefacts etc.) could be removed by employing a low-pass
filtering setup.

However, what becomes challenging for a SCA adversary is to remove
the embedded noise (or the IPN) from the collated traces as this noise
is embedded within the devices and forms part of the device’s behavior.
Consequently, the adversary is unable to "see" this noise and hence not
able to filter it out, without significant loss of information (i.e., the
useful part which contains details of the secret to be recovered). For
cryptographic designers, the goal would be to maximize the effects of this
noise (without compromising performance) so as to achieve the lowest
SNR possible (i.e., the minimum detectable useful signal).

However, analyzing the impact of such noise is not very direct and
is a complex problem. We enumerate the following challenges often
encountered during transient noise simulations in the context of side-
channel security,

1. The designer has to ensure that IPN is really a part of the noise
which is coming from the devices themselves (i.e., the MOSFET in
this case). Consequently, transient noise simulations have to ensure
that the simulated noise current sources are intrinsic to the design
and target (and correlate with) the MOSFET.

2. The levels of the noise should not affect the working performances
of the devices as a whole; i.e., the noise should not be detrimental to
the behavior (or the performance) of the digital circuit. Transient
noise simulations need to ensure the sanity of the noise levels
introduced so as to not perturb the normal operation of the device.

3. Analysis of such a noise should ensure that noise values can indeed
be computed and simulated beforehand to ensure their behavior
before the chip/designs goes into fabrication. Subsequently, tran-
sient noise simulations should offer a forecast of the noise expected
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from a design post-fabrication. In the context of side-channel se-
curity, this is imperative as this allows the designers to evaluate
the intrinsic security of a physical implementation (during design
stage) before adding external (higher-level) countermeasures (ei-
ther during design time or post-fabrication in case, of system-level
countermeasures).

4. The noise should be scalable with the design; i.e., as the design
complexity grows, so should the corresponding noise power increase
so as to maintain similar levels of SNR (without compromising the
performance). Transient noise simulations should scale correspond-
ingly with the increase in design complexity.

5. Transient noise simulations should emulate the real-world work-
ing of a chip (design) where correlations between adjacent (time)
samples are common, for instance, thanks to jitter introduced by a
noisy clock. Although it is still possible for a worst-case adversary
to filter out the noise (either though sophisticated filtering setups
or by simply averaging over a large set of traces or by alignment
techniques), the overall complexity of the attack, nevertheless grows
with such temporal correlations; thus increasing the complexity of
such attacks in practice.

6. The simulations for such analysis should allow for a mechanism
to alleviate the noise values (although hypothetical and mostly
restricted to simulations only) in order to understand the maximum
limits of noise that could be introduced into a system without
compromising its functionality and without performance overheads.

2.7 Countermeasures

A number of countermeasures exist in literature; a full survey or details
of which are not within the scope of this thesis; [73] provides a decent
introduction. Countermeasures can be applied at various design levels of
hierarchy, which can be tabulated as Table 2.1.

From equation 2.30, it is clear that to decrease the information leakage,
the numerator must decrease (i.e., the signal must be decreased) or the
denominator must be increased (i.e., the noise of the implementation
should increase). Algorithmic or Gate-level countermeasures principally
employ the latter technique (i.e., by adding random bits, shuffling or
adding algorithmic noise). Circuit level countermeasures, which will be
discussed next, employ circuit level techniques such as supply voltage
(or body-bias) randomization to "increase" the noise. The increment in
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Table 2.1: Countermeasures against SCA

Countermeasure | Algorithmic | Architectural Circuit Transistor

Frequency Switching

Shuffli Multiple (or randomized
Time . Tuiling, . . ultiple (or randomized) Correlated time samples
Masking Dummy cycles insertion | voltage (or
body-bias domains)
) Randomization. D({coupling capacitors Equalization ‘of
Amplitude Hidin Shielding current amplitude
g Current equalization (e.g., dual-rail logic styles)

noise, in such cases, comes from embedding the information carrying
signal in noise such that it "camouflages" it; although keeping in mind
the performance and constraints. The methodology in all these cases
consists of adding extra bits or additional circuity (i.e., at the cost of
additional area and decreased performance)[126].

2.7.1 Transistor level Countermeasures

Dual-rail logic styles form the most common transistor level countermea-
sure which provides side channel protection in the amplitude domain.
The inherent design seeks to equalize the power consumption levels irre-
spective of the switching transition. Common dual-rail logics are (but
not limited to) SABL, WDDL, Dual-rail Precharge logic etc. To the
best of our knowledge, there is no existing work which provides details
of noise analysis on transistor level countermeasures. All of the above
discussed countermeasures, which exist at the higher levels of design
hierarchy, implicitly assume the workings of the lowest transistors, as it
is, without accounting for the intrinsic physical noise coming from the
MOSFETs. Consequently, very little design effort has been attributed to
secure cryptographic circuits, as such from the bottom-most level.

2.7.2 Circuit Level Countermeasure

Circuit level countermeasures have showed a decent promise of camou-
flaging the signal by various circuit level techniques, such as voltage
randomization. Existing literature offers a large scope of such work
wherein using Voltage regulators. In addition, they also serve the pur-
pose of energy efficiency by operating the cryptographic engine at a
lower voltage compared to the auxiliary circuits, thus lowering the overall
power consumption [56]. Such power management and voltage scaling (or
randomizing) techniques have become more prevalent in the community
over the past decade [12]. Coupled with other electronic techniques such
as adaptive clocking, dynamic voltage and frequency scaling (DVFS),
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as well as more common techniques such as clock and power gating,
provide nevertheless, methods upon which the system performance can
be improved upon as well as offering some side-channel security.

2.8 Randomizer based Countermeasures

In this section, we provide a brief survey of randomizer based counter-
measures which employ the aforementioned techniques such as Voltage
Regulation (VR), followed by a discussion of one of the performed works
which motivated the exploration of IPN.

2.8.1 Related Works

VR based countermeasures, which rely on de-correlating the current at
the supply voltage of interest, from the total load current is one of the
ways to lower the overall signal amplitude. Switched capacitor based
VR or switched-inductor based VRs comprise a linear voltage converter
which converts the transient voltage, over a slowly changing time-constant
load, clocked by an input signal. Low-dropout regulators (LDOs) are
used to attenuate the high frequency components of the transient signal
and reducing the overall bandwidth of set-up. Although, the authors in
[110] provide impressive results based on simulations, their setup did not
include any physical noise parameters.

As aforementioned, voltage scaling or voltage randomization is an-
other technique wherein the voltage (of operation) is dynamically switched
between different voltage levels through random voltage scaling or using
switched capacitors. In [139], the authors propose to scramble the ob-
served current by turning on and off the individual interleaved stages in a
pseudo-random fashion. However, they do not provide the power/energy
or area costs of their proposal and their security evaluation is uniquely
based on power trace entropy, without indicating the amount of physical
noise present in their evaluation system. The random voltage scaling
technique proposed in [10] could lower the correlation coefficient by 10x
when applied to the complete AES. Their approach aimed at FPGA
designs and the authors suggested to alter the supply voltage once every
200 encryption rounds since in their settings, a successful DPA attack
can be mounted against an AES engine after 2500 rounds and they need
a changing supply rate much less than that.

Singh et al.[111] provided a more detailed review of the existing
techniques and provide test measurement results on a 130nm chip. Their
design demonstrated the usefulness of their approach of using a DVFS/R-
FVD architecture using an Integrated Voltage Regulator coupled with a



40 CHAPTER 2. PRELIMINARIES AND BACKGROUND

digital modulation technique referred to as All-Digital Clock Modulation
(ADCM), which requires considerably higher operating frequency clock
( 600 MHz). Additionally, they showed that SCA improvements were
limited to a 9x less Measurements to Disclosure (MTD) when perform-
ing a CPA. Their results, impressive, nevertheless, do not provide any
insight into the physical noise levels generated or needed for the effective
working of such systems. From an information theoretic perspective, no
clear indication is provided on the actual leakage which exists in such
implementations.

Levi et al.[66] provide a case study combining signal hiding and
algorithmic countermeasures and propose a simple randomizer which is
able to provide comparable security levels when combined with masking.
Further, they also propose a noise generation engine and through transient
simulations validate the working of such a proposed oscillator with
accumulated phase noise (jitter) [66]. The output of such a noisy oscillator
is the passed on to shift registers in the design and subsequent gates.

2.8.2 Discussions from the Randomization Case Study

To begin with, we started with the Vpp randomizer case study [52]
as a motivating work to understand the limits of IPN in low physical
and high-physical noise regions, especially with reference to design and
implementation of cryptographic implementations. To summarize briefly
the work done in [52]

e An LDO-based Ultra-low Voltage (ULV) randomizer was proposed.
The manifestation of the multiplicative noise is due to the modula-
tion of the switching current from the LDO. The shorter transition
times, which allow for multiple Vpp changes, make the profiling
of the leakages difficult for an adversary. Furthermore, signal
reduction, achieved through the usage of decoupling capacitors
essentially filter and suppress the signal which has been shown
to be effective across both low and high-physical noise regions, is
achieved by protecting the circuit at ULV mode.

o An information theoretic approach [105, 114] was used to assess the
security of the countermeasure since the IT metric is independent
of the leakage model and allows for assessing the security across
the whole physical noise region. From [30], the success rate of a
maximum likelihood adversary is in proportion to the IT metrics
employed.

e Although some promising results were made through the appli-
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cation of the randomizer'® but were limited to the to the HPNR
or the boundaries of the low and high-physical noise region. In-
deed, the authors appreciate the fact that generating noise in the
LPNR, which is difficult to be exploited by an adversary, remains
a challenge from a design perspective.

At this stage of the discussion, we briefly remind the reader about
the variation of the noise with regards to the information leakage in the
LPNR and HPNR.

Danger zone

Embed noise
1

¢ Additive current noise
* Multiplicative V4 noise

Information leakage

Low physical noise region High physical noise region

Physical noise in measurement

Fig. 2.10: Hardware Countermeasures against side-channel analysis [52]

Figure 2.10 provides a representation of noise vis-a-vis information
leakage in cryptographic designs evaluations and attack scenarios. For
lower physical noise levels, the information leakage from remains essen-
tially constant; however, as the physical noise (both from the measure-
ment and intrinsically) starts to increase, the amount of information
leakage decreases. This is highlighted in the light-gray region of the
curve. The dark-gray region of the curve, shows the areas where leakage
is essentially higher and where the application of countermeasures does
not provide any robustness.

Bwe refer the reader to [52] and do not mention here as they do not impact the

thesis
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Circuit level countermeasures typically work in the high physical noise
(i.e., in the light-gray shaded area of Figure 2.10, marked by embed noise),
by the addition (or rather embedding) noise such that the overall leakage
of the system is "masked" by the presence of such noise. This noise,
which could be a combination of both additive and multiplicative noise,
is to be generated from the randomization circuits. Overall, this would
lead to fall in the value of the SNR and consequently, the information
leakage (measured by the Pl). Figure 2.10 highlights two approaches,

1. Addition (or embedding) noise would work at the low-physical
noise region interface.

2. At the higher physical noise region, signal reduction could (also) be
a possible solution. However, it is of importance to understand that
by higher physical noise, often physical noise due to measurement is
implied, which is also the case in the aforementioned work. Intrinsic
physical noise, on its own, has not yet been considered for this case
study.

The key takeaways from the aforementioned work, which provided a
basis for this thesis, could be summarized as below,

1. The characteristics of IPN in the Low-Physical Noise Regions
(LPNR) form the vulnerable aspects of the Vpp randomizer design
methodology, in which noise addition is favored using externally de-
signed countermeasures. At Higher-Physical Noise Regions (HPNR)
of operation, additional countermeasures (both circuit-level, such as
LDO-based regulation, and mathematical, such as masking) suffice
in reducing the information leakage from a leaking implementation.
The LPNR remains a vulnerable area in terms of protection for
cryptographic designers.

2. Additionally, it was shown that circuit level countermeasures are
insufficient in guaranteeing the security levels desired, especially
in the LPNR. It was also shown that such countermeasures are
effective, once sufficient level of noise (especially in the LPNR), has
been guaranteed. Further the cost of introducing such measures
also needs to be accounted for; indeed, these lead to an increase in
area and design complexity, as mentioned in [52].

3. Subsequently, this provided one of the major motivations to analyze
the intrinsic physical noises of devices; understanding their behavior
was critical in alleviating the effect of circuit or such system level
countermeasures, while at the same time since the inherent noise
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from the same transistors are being utilized, the area cost and design
complexity are not increased (atleast at the lowest transistor levels)
and the gains amortized. This lead to the major contributions of
this dissertation work.

4. Comparing different countermeasures across different levels of ab-
stractions (e.g., circuit level, transistor level or the system/protocol
level) is not an easy task on account of the different noise levels
added at each level; nevertheless, the above work [52] could provide
a relative guideline with which to compare the total noise evalu-
ated from an implementation. However, strictly following such a
defined level is highly discouraged as differences in the respective
implementations viz. simulations v/s real-world implementations,
filtering setup, noise injected due to additional components which
may or may not have been included in the simulation setup'* and
difference in the technology levels (viz.65nm and 28nm technology
nodes) are some of the factors which should be carefully consid-
ered when comparing such results across such varying levels of
implementations.

2.9 Recap Summary

Although the introductory chapter does not require a Conclusions section
at its end, we very briefly re-iterate the key takeaways to recollect the
reader about the material covered.

1. Introduced the necessary tools and evaluation metrics (both from
a physics and a cryptographic perspective).

2. Provided details about the device technology, power consumption
models for side-channel leakage modeling, including details on the
algorithms and hardware designs used in the dissertation.

3. Provided didactic approaches on the simulation tools and methods
used in this thesis work.

4. Provided the motivation for the role of IPN by highlighting the
issues encountered by circuit level countermeasures, especially for
low-physical noise regions.

Halthough care has been taken to accurately model the simulational setup (ref.
Chapter 6) as close as possible to the setup provided in [52], nevertheless the random
number generation part and the noise injected due to the LDO was not included to
minimize duplication and to allow for a setup based on generic measurement for SCA
rather than for following a specific setup






Chapter 3
Scaling Trends Analysis

In this chapter we analyze the scaling trends of dual-rail
logic styles w.r.t CMOS implementations and its impact on
side-channel analysis. We look at the technology scaling of
devices from 65 nm to 28 nm and the corresponding impact on
the cryptographic figures-of-merit. We conclude by motivating
the reader the necessity of designing and exploring noisy
CMOS implementations.

3.1 Motivation

Dual-rail logic styles have been considered as possible alternatives to
CMOS for the design of cryptographic circuits (more) secure against
side-channel attacks. The state-of-the-art view on this approach is
contrasted as they reduce the exploitable side-channel signal while not
being sufficient to fully prevent the attacks. Since the limitations of
dual-rail logic styles are essentially due to implementation challenges (e.g.
the need of well-balanced capacitances), a natural question is to find
out how they evolve with technology scaling [119]. Here, we discuss this
issue based on the relevant case study of an AES S-box implemented in
CMOS and a dual-rail logic style, for two (65nm and 28nm) technologies.
Our evaluations show that the security vs. performance trade-off of
our dual-rail logic style does not scale well compared to CMOS. It also
shows that the scaling trends for CMOS are more positive (i.e. smaller
technologies and supply voltages reduce the energy consumption and the
side-channel signal). So these results suggest that dual-rail logic style
may not be a sustainable approach for side-channel signal reduction as
we move towards lower technology nodes.
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3.2 Existing State-of-the-Art

Following the first publications on power and electromagnetic analy-
sis against cryptographic implementations, dual-rail (aka dynamic and
differential) logic styles appeared as promising candidates to improve
security against such attacks. Intuitively, these logic styles aim to solve
the issue directly at the circuit level, by trying to reduce the side-channel
Signal-to-Noise Ratio (SNR). For this purpose, they typically ensure that
the switching activity of the circuits is independent of the manipulated
data. However, despite constant switching activity, small data-dependent
variations in the current traces can generally be observed, e.g. due to
the unbalanced capacitances of the gates differential nodes and their
interconnections. Therefore, a large body of work investigated the design
of dual-rail logic styles in order to reach the best security vs. perfor-
mance tradeoff, including but not limited to SABL [121], WDDL [123],
DyCML [19], MCML [28] and MDPL [97]. Furthermore, DPL based de-
signs suffer from the flaw of "early evaluation", which is an architectural
imbalance created by different paths (hence causing different delays)
at the gate inputs. To avoid this flaw, improved DPL was devised to
synchronize the inputs at the gates (iIMDPL [92], BCDL [85] etc.) simi-
lar to the operation in asynchronous logic. Evaluations based on both
simulations and actual measurements then confirmed that getting rid of
these data dependencies is extremely challenging [122, 69, 96, 102]. More
recent works even showed that filtering effects in concrete measurement
setups make these small data dependencies reasonably easy-to-exploit,
e.g. thanks to linear regression [54]. To complete the picture, most of
these dual-rail logic styles usually come with significant performance
overheads, some of them additionally requiring full custom-design (which
allows further control of the hardware, but is making development and
deployment significantly more challenging/expensive).

In parallel, recent progresses have shown that mathematical counter-
measures against side-channel analysis, and in particular the mainstream
shuffling and masking techniques [23] [43] [73], can only lead to signifi-
cant security improvements if the side-channel SNR has been sufficiently
reduced beforehand [115] [134]. This raises the problem of finding effec-
tive (and if possible efficient) hardware techniques allowing to fulfill this
condition. Intuitively, it can be done by reducing the side-channel signal,
which is what dual-rail logic styles achieve, or by increasing the noise.

Eventually, since the evaluation of secure hardware technologies goes
together with technology scaling, another problem is to find out which
of those approaches has more potential for the future.
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3.3 Main Contributions

In this chapter, we investigate the impact of technology scaling on
the security (and performance) trends of CMOS and Dual-rail logic
implementations. Our contributions are as follows:

1. Analyzed the impact of technological scaling, both in terms of
performance metrics and security evaluations, for CMOS and DDSLL
based circuits using simulations and showed how dual rail logic
styles (such as DDSLL) lose interest (in terms of security) with
scaling.

2. To achieve consistency across different supply voltages, we depict
a complete trend of both analysis (i.e., performance and security
trends) across the working range of supply voltages as allowed by
the technology nodes under consideration.

3. As a takeaway from this work, we provide the necessary motivation
behind the choice of design styles for the implementations and the
necessity of analyzing IPN going forward, in this thesis work.

3.4 Preliminaries

Although we have covered the preliminaries and necessary background in
Chapter 2 of this work, we revisit this solely in the context of dual-rail
logics, which are studied in this chapter. We briefly recollect the power
models used in CMQOS logic style to familiarize the reader with the power
model used for dual-rail logics (DDSLL in this case). We also, present a
circuit level explanation of the basic digital building logic of such dual
rail logics, namely, a generic DDSLL gate.

3.4.1 Logic styles: CMOS and DDSLL

Traditional CMOS circuits have shown a data-dependency in the power
consumption leading to exploitable side-channel information, e.g. thanks
to Differential Power Analysis (DPA) [63], Correlation Power Analysis
(CPA) [20] and Template attacks [24]. The power consumption of a
CMOS circuit is modeled by the following equation:

P = den+Pstata
1

= 5 Nnodes afp CL VD2D fclk + Ileak VDDa (31)

where Py, is the dynamic power consumption, Py, the static power
consumption, Ny, ,q4es 18 the number of nodes in the circuit, ap represents
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Fig. 3.1: Schematic of a generic DDSLL gate [53].

the activity factor of the design, C, is the load capacitance, Vpp is the
supply voltage, f.i represents the clock frequency and I[j..; denotes the
leakage current. We assume here that one operation is executed per
clock cycle, and thus fy; = f,,, which determines the target throughput
of the application. The operation period T,, = f— should be more
than the critical path delay Tg.; to guarantee correct functlonahty The
data-dependency of the CMOS logic comes from both its dynamic and
static power consumptions. In the dynamic part, ar directly depends
on the data being processed. In the static part, the I} is the data-
dependent parameter. Although the former is dominant, static power
consumption can also be exploited if its value is sufficiently high and the
operating frequency is low enough allowing the reduction of noise via
simple averaging techniques [26, 81].! Yet, in our following experiments,
dynamic power indeed dominates.

In comparison with CMOS, we investigate the Dynamic and Dif-
ferential Swing-Limited Logic (DDSLL) [121] which aims at low-power

'Note that advanced technologies usually provide multiple flavors such as low-
power and high-performance along with different device choices such as high and
low threshold voltages, providing circuit designers with various options to reduce the
power consumption — and the leakage power as well — which may modify the respective
importance of these source of leakages.
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implementations and of which the dynamic power consumption is given
by:
1

den:§

where ar equals 1 because all dynamic and differential logic styles ensure
one output transition per clock cycle (independent of the data being
processed), and Viying is the output voltage swing. DDSLL gates are
designed to have limited swing (i.e. < Vpp) in order to reduce the
dynamic power consumption and hence the energy per operation.

Figure 3.1 shows the circuit of a generic DDSLL gate. A Differential
Pull-Down Network (DPDN) is used to evaluate the required function.
It mainly consists of NMOS transistors. The DDSLL gate employs a
dynamic current source to significantly reduce the static power consump-
tion similar to what is achieved in the DyCML logic style. The cut-off of
this current source is performed via a feed-back network which signals the
end of an operation, so that the self-timing buffer creates a clock signal
Clk; 11 declaring the termination of the current evaluation phase. This
clock signal is used to feed the following DDSLL gate. The precharge
transistors are used to precharge the differential outputs of a DDSLL
gate to the supply voltage before an evaluation of the gate’s function
takes place, and the latch transistors preserve the evaluated voltage at
the differential output nodes.

The operation of a DDSLL gate is quite simple. It works in two
modes: precharge and evaluation. In the precharge mode, when the
clock signal Clk; is low, the outputs out and out are precharged to Vpp.
There is no current path from Vpp to GND because transistor M is
switched off. However, transistors Mg and M, are switched on. Next
during the evaluation phase, Clk; goes high turning on the transistor
M; while My is still on (both forming the dynamic current source) as
node ENO was previously charged to Vpp in the previous precharge
phase, thus creating a path to discharge one of the output nodes to
GND. The discharge path through the DPDN network is the one with the
lowest impedance depending on the inputs being processed. As one of
the outputs falls below the threshold voltage of the feed-back transistors
(My, Ms), one of them will turn on which in turn will discharge the
node FNO to GND thus starving the current source. The design of a
DDSLL circuit comprising of several functions can benefit from resource
sharing (the dynamic current source, parts of the precharge circuit, the
feedback circuit and the self-timing buffer are functions that evaluate at
the same time), therefore reducing the area cost and the overall power
consumption.

Nnodes ap CL VDD ‘/swing fclk:a (32)

In all differential design styles, the unbalanced capacitances are
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considered as a source of information leakage. They mainly come from
either routing imbalances or from internal imbalances. In this paper, we
only consider the latter ones. (As mentioned in section 3.5.1, additionally
considering post-layout simulations or variability should amplify the
trend we put forward. The process and architectural mismatches, if
considered, would only exacerbate the imbalance and hence result in an
even wider gap). Hence, our choice represents a sort-of best-case scenario
already. In this respect, we note that the only way to eliminate internal
imbalances is to design circuits with perfectly symmetrical differential
gates, which is usually very expensive in terms of area and speed. Hence,
our DPDN designs exploit the binary decision diagram technique from
[38] in order to improve performances by exploiting more complex gates
with minimum imbalance caused by internal capacitances (details can be
found in [53]).

3.4.2 Evaluation metrics

Evaluating logic styles across technology scaling and supply voltage scal-
ing is a challenging task, since certain metrics may favor one logic style
over another. In order to be as fair as possible in our performance and se-
curity evaluations, we therefore selected generic metrics that are generally
more reflective of the “global performance level" of an implementation,
and can capture any type of information leakage.

More precisely, and as far as performances are concerned, the energy
per operation is a quite discriminant? metric, as it corresponds to an
integral over time, and therefore is not “compressible" (via architectural
tweaks) beyond what is allowed by the total combinatorial cost of an
implementation [58]. Concretely, the energy consumption of a logic
circuit can be calculated by integrating the power consumption over
the time required for the target operation (in our case-study, the AES
S-box):

Eop = /(den + Pstat) dt:
t

1
= 3 Nsw Cr. Vbp Vswing + Vob Licak Ther, (3.3)
N ——
static
Dynamic

where Ny, = ap Npodes is the number of switching nodes for the operation
and Tge is the circuit delay (following the investigations in [17]). In the

2As aforementioned, evaluation metrics should be independent of effects such as
technology node scaling or supply voltage variations and should be able to discriminate
across such designs without any bias
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case of CMOS logic style, Viying is equal to the supply voltage being
used.

A note on the Power-Delay Product (PDP) Although the above
section clearly identifies the E,, as the choice of evaluation metric,
the Power-delay-Product (PDP) is another similar metric used when
comparing implementations. Though not very granular as the E,,, the
PDP nevertheless, offers a quicker way of evaluating the energy metrics
of the design and offers interesting points of discussion. Since the PDP
is defined at the gate level, compared to the E,, which is defined at the
bit-level, it predicts the average energy consumed per switching event
(i.e., for either a 0 — 1 or a 1 — 0 transition). We define the PDP as,

CrVi2
PDP = CLV3p fmacty = % (3.4)
where, assuming the gate switches at full speed,
1
f mazr — % (35)

Security Evaluation Metrics As for the security metrics, our choice
was dictated by various constraints and features. First, the shape of
the instantaneous dynamic power (i.e. the side-channel signal) changes
significantly depending on the technology and the supply voltage used.
Therefore, it is important to consider these changes while evaluating the
CMOS and DDSLL logic styles, and to consider a multivariate analysis.
Second, our target implementations are not masked, and therefore our
simulations exclusively exploit first-order leakages. So while in general,
a fair comparison of our logic styles would require to compute a mutual
information metric [114], in this particular case we can simplify our
evaluations by (7) applying a dimensionality reduction to our traces,
namely a Principal Component Analysis (PCA) which will capture the
shape of the noise-free simulated traces [7], and (4) computing Mangard’s
SNR on the reduced traces [72], which is equivalent to the mutual
information metric in this case [74, 29].

For this purpose, we denote a power trace as I, its corresponding
random variable as L and assume that this random variable is a function
of the S-box input X, and a noise random variable N (u, o). The
multivariate traces (ref. Equation 3.10) are reduced to univariate ones
thanks to PCA (ref.Equation 3.11). Giving the trace [ a subscript =
corresponding to the input and a superscript i corresponding to an
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index (since the trace for a plaintext = can be measured multiple times),
Mangard’s SNR is defined in Equation 2.30. Mathematically,

L=X+ No 0 (3.6)
L=X (3.7)

X = {xl,xg, ,xi} (3.8)
l = Pr(X|L) (3.9)
U=, i} (3.10)

I = PCA(L;) (3.11)

In our following simulations, this SNR will be computed for noise-
free traces (ref.Equation 3.6). This amounts to maximizing the signal
(ref.Equation 3.12) (i.e., we ignore the denominator of Equation 2.30 in
this case).

Note that for readability, our following results only report the quan-
tification of our experiments with this security metric. However, various
other (heuristic) choices could be considered, e.g. computing the SNR
for the most informative samples in the traces, or considering more
dimensions after the application of the PCA. In our study, none of these
variations (that we also browsed) lead to different conclusions regarding
the two main trends outlined in introduction.

3.5 Target designs

For the sake of simplicity, and in order to demonstrate the technology
trends of CMOS and DDSLL, we chose an 8-bit AES S-box as the bench-
mark circuit as described in section 2.5.1. The CMOS and DDSLL AES
S-boxes were implemented in a full-custom fashion, using the CADENCE
Virtuoso tools, in a low-power 65 nm bulk technology and 28 nm FDSOI
technology.

The gate design of CMOS and DDSLL S-boxes in both 65 nm bulk
and 28 nm FDSOI technologies are kept identical, i.e. the gates used
and the number of transistors remain unchanged. However, we respected
the minimum feature size of each technology (to decrease the switching
capacitance, hence the energy per operation) and resized the transistors’
widths adequately to guarantee functionality under the given operating
conditions (the clock frequency of operation and the overall voltage
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operating range). In 65 nm bulk technology, standard threshold voltage
(SVT) transistors are used to reduce the static current while maintaining
good performances with respect to the circuit delay. For benchmarking
purposes, we also implemented the CMOS and DDSLL S-boxes using
the low threshold voltage (LVT) transistors available from the same
technology. In 28 nm FDSOI technology, both SVT and LVT transistors
were again used to maintain a fair comparison with the 65 nm technology.
Yet, for readability, our following results only report the quantification of
our experiments with SVT transistors (trends are again identical for LVT
transistors). Eventually, the widths of the DDSLL S-box transistors were
chosen such that the voltage swing is sufficient for the circuit to operate
correctly at the lower limit of the supply voltages of each technology.

In our experiments, all the S-boxes are fed with buffered inputs to
maintain equal fan-ins and have realistic inputs, yet the DDSLL S-box
additionally has a buffered clock. Also, all the outputs of the S-boxes are
loaded with equal fan-out buffers. Each S-box is provided with a separate
supply voltage than that of the input/output buffers so that the buffers’
energy consumptions are not taken into account in our evaluations.

3.5.1 Simulation settings

Simulations for the above designs are done at the schematic level (without
any extracted post-layout capacitances) using Eldo simulator based on
SPICE models provided by the industrial foundries at room temperature
of 25°C.

A Note on Process and Architectural Mismatch In this re-
spect, we note that any imbalance in the parasitic elements would affect
the difference between the delay of the differential routes of the DDSLL
S-box, which would impact its power consumption, leading to a higher
(exploitable) signal being observed by practical attacks [104]. And this
is expected to get only worse with technology scaling and variability
[8], since balancing the capacitances in an implementation [94] naturally
becomes more challenging with smaller circuits and smaller routing ca-
pacitances. Therefore, and as previously mentioned, taking the parasitic
routing capacitances into consideration could only amplify our observa-
tion (which is that the comparative advantage of DDSLL over CMOS
is vanishing with technology scaling). A similar statement holds for
other effects that we did not take into consideration in this work such as
crosstalk and the influence of process, voltage and temperature (PVT)
variations.
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Consequently, we assume our results correspond to an ideal scenario
and the inclusion of more physical defect (or imperfections)/(s) should
only deteriorate the performance of dual-rail logic styles compared to
CMOS.

The frequency of operation is chosen to be 10 MHz, which is in accor-
dance with the usual operating frequencies for cryptographic applications
(see, e.g.[11]). The supply voltage is swept across a range of 500mV, in
steps of 100mV starting from the nominal voltage of each technology,
namely, 1.2V and 1V for the 65nm bulk and the 28nm FDSOI technolo-
gies, respectively. The lower limit of the supply voltages is imposed by
the correct functionality of the circuit at the target frequency for a given
implementation.

To calculate the energy per operation, we considered 1000 random
input signals. As for the security analysis, the S-box input signal has 256
possible values whose transitions are chosen between 0 and an arbitrary
input. Restricting the inputs to a subset from the 2562 possible inputs
was mainly motivated by practical simulation constraints (memory and
simulation time) and is not expected to strongly impact the comparison
between the logic styles.

A Discussion on the V;;, and Sub-threshold Design Although
sub-threshold designs are commonly favored in the design of electronic
systems towards lower power and lower-energy systems, their applica-
tion in a cryptographic context needs to be re-analyzed in view of the
application. Since hardware-based cryptographic devices are generally,
part of a hardware-software (HW/SW) based co-design approach, and
the HW component serves more an accelerating/additional component,
sub-threshold designs could very well impact the performance of such
systems. Since SW-based systems tend to operate at higher voltages (for
instance, a microcontroller based system could well operate at 0.8 to
1.2V), the equivalent HW components need to keep up with the same (if
not more) speeds to maintain coherency. However for certain applications,
for instance, such as the ones employed in light-weight implementations,
could indeed very well exploit a sub-threshold design based approach as
such applications are not traditionally power intensive or performance
critical.

Note that operating at higher supply voltages and using the 28nm
technology node allows the circuit implementation to run at higher
frequencies. But the frequency choice has no impact on our results since
we have chosen to use the energy per operation as the evaluation metric
and not the total power consumption.
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3.6 Comparative scaling trends: CMOS vs. DDSLL

In this section, we aim to compare the CMOS and DDSLL logic styles
and study how their security versus performance tradeoff evolves with
technology and supply voltage scaling. To be able to do that in a
comprehensible manner, we plot the ratios between our (security and
performance) metrics computed for both CMOS and DDSLL, one in
function of the other.
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Fig. 3.2: Evolution of the tradeoff between the PCA signal ratio and the
E,, ratio for CMOS vs. DDSLL using 65 & 28nm technology nodes.

More precisely, Figure 3.2 shows the PCA signal ratio between CMOS
and DDSLL S-boxes versus the energy per operation ratio between these
logic styles for the 65 nm bulk and the 28 nm FDSOI technologies
(designed using SVT devices). The different points represent the supply
voltages we used that span over a range of 0.5V starting from the nominal
supply of each technology (1.2V and 1V for the 65 and 28 nm technologies,
respectively). This study allows us to make the following observations:

1 By reducing the supply voltage, the energy per operation ratio of
CMOS with respect to DDSLL is decreasing for the 65 and 28 nm
technologies. This reduction can be explained by the fact that the
E,, value of the DDSLL style decreases almost linearly with the
supply voltage, because it maintains nearly the same voltage swing
while E,, of CMOS decreases quadratically (see Equation 3.3).

2 As for the PCA signal ratio between CMOS and DDSLL (for both
technologies), it also decreases with the supply voltage scaling.
Again, this is due to the fact that the voltage swing of the DDSLL
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S-box is kept almost unchanged leading to a slow reduction rate of
the transient power consumption. Hence the PCA signal with Vpp
scaling is less compared to that of CMOS.

3 Most importantly, Figure 3.2 illustrates that at 28 nm technology,
the PCA signal ratio between CMOS and DDSLL is less than that
of the 65 nm technology for similar E,, ratios. This figure neatly
puts forward that the security vs. performance tradeoff between
these logic styles does not scale positively for DDSLL, even though
we do not consider any routing parasitics or PVT variations in our

simulations.
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Fig. 3.3: Evolution of the PDP for CMOS vs. DDSLL using 65 & 28nm
technology nodes.

Figure 3.3 depicts the PDP for the CMOS and DDSLL S-box designs
across 65nm and 28nm nodes. We discuss the following,

1. 65nm based curves, shown towards the more right side of the graph,
clearly predict higher values of the PDP, when compared to 28nm
designs. Naturally, this is to be expected as the output capacitances
of 28nm are comparatively lower to the 65nm technology.

2. For both the technology nodes, for the DDSLL designs, depict
higher values of the PDP when operating just above their respective
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threshold voltage (we denote this voltage as Vi, + 9) values com-
pared to their CMOS counterparts at the same points-of-interest;
ie.,

PDP(28nm, 65nm)| (' 05\ < PDP(28nm, 65nm)|17/5(3.13)

3. From Figure 3.3, it is also clear that the gap between CMOS
(indicated in blue curves) and DDSLL (indicated in red red) has
shrank when moving from 65nm to 28nm. This validates our earlier
conclusion and furthermore leads to the observation that dual-rail
technologies do not hold any additional advantage (solely in terms
of electrical performance metrics such as the PDP) when moving
to lower technology nodes. To summarize,

PDP, — PDP, <
| 'DDSLL 05| 28nm (3.14)

|\PDPppsrr — PDPcos!|gsim

It is worth emphasizing that similar observations were made by com-
paring CMOS to DDSLL S-boxes using LVT devices in both technologies.
Therefore, changing the device type leads only to either better perfor-
mance or more power savings, but the technology and supply voltage
scaling trends remain the same. Also, and for the sake of completeness,
we conducted the same experiments using the maximum SNR (before
PCA) as a security metric and the technology and supply voltage scaling
trends remained unchanged.

Clarification regarding the usage of PCA As previously men-
tioned in section 2.5.5, the Principal Component Analysis (PCA) is a
method by which the information contained in a trace can be filtered/re-
duced such that only the most informative contents are retained and the
remaining may be disregarded to reduce the dimensionality of the traces
and facilitate quicker post-processing. As emphasized in the previous
paragraph, the technology and supply voltage trends remains unchanged
irrespective of the application of PCA on the original traces, within the
scope of our experiments.

In addition, we note that changing the frequency of operation does
not impact our conclusions as long as the dynamic power consumption
dominates. We simulated the S-boxes down to 100kHz and the technology
and voltage scaling trends were again the same.

Eventually, we note that technology scaling is advancing at a fast
pace and secure implementations will soon follow (given the fact that
up until now applications such as smart cards tend to lag by one or
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two technologies). Also, circuit designers generally aim at scaling the
supply voltage in order to further reduce the energy consumption of the
digital circuits (sometimes operating below the transistor sub-threshold
voltage leading to minimum energy per operation). Both trends lead
us to conclude that the observations in this section may rapidly have
concrete relevance.

3.7 Technology and Vpp scaling trends for CMOS

Since the comparative advantage of DDSLL over CMOS vanishes in our
case study, one natural complementary question is whether scaling trends
for CMOS circuits lead to a more positive conclusion. In this section, we
answer this question by focusing on the impact of technology and Vpp
scaling on CMOS circuits only. For this purpose, Figure 3.4(a) reports
the energy per operation of the CMOS S-box for different supply voltages,
using both 65 and 28 nm technologies. We recall that the minimum
Vbp was chosen such that the CMOS S-box operates correctly at the
10MHz target frequency for each technology. As expected, the energy per
operation of CMOS decreases almost quadratically with the reduction of
the supply voltage (see Equation 3.3). The figure also shows clearly that
technology scaling from 65 to 28nm reduces the energy per operation (of
the CMOS S-box) by a factor of 2.2x. This reduction is compliant with
the expected technology scaling trend as explained in [42].

Similarly, Figure 3.4(b) shows the signal after PCA of the CMOS
S-box for different Vpp values, using both 65 and 28nm technologies.
The PCA signal of CMOS decreases as the supply voltage scales down.
In the 65nm technology, the Spca reduction is more than one order of
magnitude across the whole Vpp range (1.2V to 0.7V') and it reaches even
more than two orders of magnitude in the 28nm technology, by reducing
the supply voltage from 1V down to 0.5V. As for the technology scaling
from 65 to 28nm, it is also clear that the signal after PCA of the CMOS
S-box decreases by a factor of 2.3x at comparable supply voltages. So
the scaling trends for PCA signal is also positive for CMOS. Here, we note
that an analytical explanation of these observations is more challenging,
since the small data-dependent current variations that lead to exploitable
side-channel signal are much harder to capture theoretically. (Yet, we can
suppose that the aforementioned signal reductions essentially originate
from the interactions between reductions of the current and variations
of the load capacitance). Essentially, we have shown that (internal)
imbalances have an increasing impact with technology scaling.
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Fig. 3.4: Scaling trends of E,, and the PCA signal for the CMOS S-box
across a supply voltage range of 500mV for 65 and 28nm tech.

A note on the body-biasing in FDSOI Fully Depleted Semiconductor-
On-Insulator (FDSOI) technology allows for the biasing of the back gate
(i.e., the bulk gate of a MOSFET device). This allows for fine tunability
of the threshold voltage Vi, depending upon the application (i.e., either
for low-power (RVT devices) or high-performance (LVT devices)) and
better control of the Gate-Induced Drain Leakage (GIDL). Depending
upon the type of biasing applied, we have Reverse Body /Back-gate Bias
(RBB) (reverse back-gate or body bias) wherein a negative voltage is
applied to the back-gate of the transistor, reducing the leakage current
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although at the cost of lowered performance. Compared to Forward
Body/Back-gate Bias (FBB) (Forward body or back-gate bias), a larger
range of voltage is applied which allows for drawing a higher current and
increased performance, at the cost of higher leakage.

When considering the design of side-channel secure cryptographic
circuits, and especially within the scope of this thesis, the default values
of the body/back-gate bias were fixed for the corresponding NMOS
(i.e., OV applied at the body-gate) and PMOS (VppV applied at the
body gate) transistors. This was done so as to not perturb the noise
PSD (obtained via either .AC or .NOISETRAN simulations; since they are
bias-dependent which varies with any change in the Vi,). However, we
(already) noted the importance of modulating the back gate as a possible
countermeasure and recent work has validated the same. In a very recent
work [25], the authors have demonstrated that by applying back-gate
bias in the forward direction led to a increased DPA resistance of x14.5.
The authors were able to randomly change the back-gate of the bias
(effectively increasing the noise of the implementation). Overall, the
notion is the randomization of the back-gate voltages such as to increase
the overall noise of the system (since the increased leakage current, thanks
to the biasing, is considered noise for Power Analysis Attacks (PAA)
type-of attacks (such as the Differential Power Analysis (DPA)) and
hence will build up better resistance [25]). The authors demonstrated
that by applying back-gate bias in the forward direction led to a increased
DPA resistance of x14.5. This leads to an apparent observation, i.e., the
body-biasing could indeed be used an effective countermeasure against
SCA and offers a scope of interesting future research.

3.8 Conclusions and Future Directions

In this case study, we analyzed for the first time the comparative scaling
trends of CMOS and dual-rail logic styles. In short, our evaluations
suggest that the interest of DDSLL over CMOS, expressed in terms of a
security vs. performance trade-off, vanishes as circuit sizes shrink. To
a good extent, we believe a similar conclusion should be obtained for
other dual-rail logic styles. In particular, from the security point-of-view,
they all suffer from capacitance imbalances to some extent, and this
phenomenon can only be magnified in smaller technologies. While our
case study was based on an AES S-box, we believe similar trends should
also be obtained for full AES implementations. Indeed, similar energy
trends will be integrated over more clock cycles, and the signal variations
exploited in a DPA are anyway focused on the first cipher rounds.
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On the need of IPN and its usefulness These results therefore
suggest that reducing the SNR in advanced technologies may be better
achieved by accounting for the intrinsically occurring noise levels than
by reducing the signal using dual-rail logic styles. It also suggests the
design of noisy and efficient CMOS implementations as an interesting
scope for further research. Since IPN is (theoretically) not dependent on
the capacitative imbalance between, for instance, differential rails, it is
worth exploring in this context.

We finally note that while dual-rail logic styles may not be a sustain-
able solution for signal reduction purposes, it remains possible that they
are helpful ingredients of physically secure implementations for other
reasons (e.g. in order to facilitate the independence condition that is
required for masking to deliver its security promises [137]); Levi et al. in
[66] show how such signal reduction hiding techniques can indeed be com-
bined with dual-rail logic styles (WDDL in their case) and additionally
utilize a noise generation engine to reduce the overall SNR and improve
the security of a masked leaking implementation. Exploratory research
into the integration of novel logic styles combining circuit/physical level
noise-based countermeasures remains indeed an interesting scope for
further research.






Chapter 4

Transient Noise Analysis - |

In this chapter we introduce our design methodology for
evaluating and quantifying the intrinsic device physical noise
of a cryptographic implementation. We further explore how
the simulation parameters can be optimally chosen for the
qualification into the desired methodology. We present a math-
ematical approach detailing the introduced methodology and
provide an assessment of the trade-offs in terms of the simu-
lational cost and complexity.

4.1 Motivation

Side-channel attacks, such as differential power analysis (DPA) [63],
exploit physical-leakage signals from a cryptographic device to extract
sensitive information ( for e.g., cryptographic keys). Circuit logic-styles
such as dual-rail [82], have been proposed to reduce the signal within
the leakage. However, with technology scaling their (leakage) signal
reduction is hindered by increased capacitance imbalances compared to
standard CMOS logic styles [88] (e.g., moving from 65nm to 28nm nodes).
Existing countermeasures against side-channel analysis such as shuffling
(adding noise in time domain) and masking (or algorithmic noise, adding
noise in the amplitude domain) work well in scenarios where the SNR has
been sufficiently reduced. Exploring how to increase the intrinsic physical
noise coming from the transistors themselves or its security extent (to
reduce the SNR) is very important. Mainly due to the fact that such
noise element is inherent (intrinsic) to the device itself, and it is quite
challenging for an adversary to eliminate/reduce it. In this chapter,
we explore the design of noisy CMOS implementations, and propose
a methodology to accurately evaluate the intrinsic physical MOSFET
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noise allowing designers to derive insights and understanding of its
impact through gate-level simulations. More specifically, we investigate
a methodology to answer the following questions, i.e., can we derive a
concrete methodology to link inherent MOSFET noise to well established
cryptographic merits, how does the noise (and its security implications)
scale with the number of transistors/devices or their sizes, and how does it
behave as a function of the voltage supply (for e.g, a common side-channel
attack scenario in which adversaries lower the supply voltage).

4.2 TIMESPAN : A Simulation Methodology

Conventional noise analyses in analog and RF circuit designs mostly use
the ac or the harmonic based approaches. However, in digital crypto-
graphic applications, where each point in a transient run is potentially a
source of information leakage (from an adversary perspective), it makes
it worth analyzing the effect of noise on each time sample. From a
cryptographic perspective, this is a univariate analysis compared to a
multivariate analysis (where multiple time-samples are used). In the
scope of this work, we focus on the univariate aspect only. The time
sample with the highest value of signal (or SNR) is chosen as the point-
of-interest (POI), as this usually represents the worst case for defending
against a side-channel adversary. Using the transient noise simulation
tool in Eldo circuit-simulator software (provided by Mentor Graphics)
[78], we provide a methodology to evaluate the intrinsic physical noise
sources (i.e., noise coming from the transistors themselves and not exter-
nally) and calculate the resulting "cryptographic" signal and noise (units
of A%) as defined in (2.30), and compare them to the values obtained
from ac simulations and variance calculations. Our introduced methodol-
ogy is not limited to the designers of cryptographic implementations; in
fact they can be extended to evaluators in a cryptographic setting who
wish to evaluate the intrinsic side channel resistance of an implementa-
tion and building upon to add external countermeasures. We refer to
our introduced methodology as TIMESPAN: A Transient Noise Analysis
Methodology for Evaluating the Intrinsic Physical Noise of Cryptographic
Designs, highlighting the importance of transient behavior of the IPN.
Although noise by itself is a random process which is naturally fre-
quency dependent, in the context of this thesis, we explore the noise
dependency on frequency through the .AC analysis and subsequent PSD-
analyses of the transient simulated noise traces by post-processing. In-
deed, the noise content (from a cryptographic perspective) could also
be explored through the frequency spectrum (with additional filtering
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caveats), we nevertheless include such treatment at relevant places as
possible. However, since analog (or digital) simulations are inherently
mixed-signal and almost always transient in nature, it is natural to ex-
plore the transient behavior of such devices. The frequency aspect aids in
furthering our understanding of such behavior in a highly complementary
fashion. Nevertheless, we do not rule out the scope of analyzing such
behaviors in a more frequency-based context and hypothesize that such
works could indeed by useful for analyzing more complex multivariate
distributions where the frequency dependence of the noise on a given
informative signal component is not the exclusive sum of a single com-
ponent but rather the sum of a more complex (harmonics) of different
frequencies. Such analyses, from a research perspective, could lead to
intuitions in understanding the upper bounds of the (safe) operating fre-
quencies of cryptographic devices, in analyzing the total signal and noise
power (which again was covered in this thesis as part of different analyzes
detailed next) and may provide specifics to a side-channel attacker to
choose points-of-interest based on frequency rather than temporally (as
is the prevalent case in side-channel literature today).

In this section, we introduce a mathematical treatment of our intro-
duced methodology; we provide a comprehensive coverage of the various
parameters which affect the simulation cost and provide trade-offs which
aid both the designer and the evaluator in a cryptographic side-channel
scenario.

We further aim at validating all the aspects of the methodology,
both mathematically and physically, by (1) defining our target designs
and simulation settings, (2) determining the simulation parameters in
view of a cost-precision tradeoff, and (3) validating the impact of the
low-frequency noise factor by an ac analysis. To be complete and fully
guarantee the meaningfulness of our results, we validates the physics of
the first-order statistics of the noise present in the supply current of one
of the circuits of interest.
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Fig. 4.1: TIMESPAN Methodology for the Evaluation of Intrinsic Physi-
cal Noise

A graphical very high-level overview of the proposed methodology
can be depicted by Figure 4.1. We subsequently detail the methodology
in subsections below. A pseudo-code describing the steps is detailed
below (ref. Algorithm 1).
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Algorithm 1: TIMESPAN Methodology
Input: f(noise_model), f(crypto_ design)
Result: f(nruns), f(fmax)

1 Require T, f(nruns), f(fmax)

2 Ensure fmin_ flicker >0
Data: > /""" :=0

3 fmin__flicker < 1/T

4 D = f(crypto_design)

5 fmax < f(fmax)

6 nruns < f(nruns)

7 F = f(nruns, fmaz)

8 while ¢ # nruns do

9 GYNE = (T, nruns;,fmax;, fmin_ flicker, D)
10 if Lim(GZNE — GPNE) < 5 then

11 while j # 0 do

12 GEJNR = f(T, nruns;,fmax;, fmin_ flicker, D)
13 if Lim(GfﬁVR — Gf@ﬁl)) < n then
14 ‘ fmazli,:] = f(fmazxli, j])

15 else

16 end

17 end

18 nruns(i] = f(nruns|i])

19 continue

20 else

21 end

22 end

An exemplary trace(s) which provide an appreciation of the amount of
variation induced in a switching (input) current due to intrinsic physical
transient noise is shown in Figure 4.2. Transient noise simulations are
performed for a given supply voltage and 100 such runs are recorded
and plotted. The clear differences in the (same) supply current account
provide an interesting visualization of the induced variations in the
switching current, thanks to the IPN.

4.2.1 Proposed Methodology

As mentioned in the preceding chapter, the estimation of the Signal
values (from the numerator of equation 2.30) was carried out in a noiseless
setting, i.e., the simulation was in a noise-free environment. Although
it provided appreciable values for the computation of the signal, and
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Fig. 4.2: Exemplary traces from a single AES Sbox switching input across
100 transient noisy traces showing the presence of Intrinsic Physical Noise
on the current consumption

led to interested observations on the impact of technology scaling for
dual-rail and CMOS based devices, an estimation of the noise from
the implementation was not possible. The introduced methodology in
this chapter provides a broad framework which is able to compute the
security evaluation metrics (such as the SNR, Ml or Pl) for design stage
evaluations in a simulational setting. The proposed methodology is able
to present the results of the security evaluations from the pre-layout
netlist; although the same can be extended to post-layout simulations.
However, focus has been limited to pre-layout design stage, as this forms
the crux of the design time; any findings as such can be reverted from
this stage comparatively easier than reverting from say, a post-layout
evaluation.
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4.2.2 Physical Noise versus Simulated Noise: The Simu-
lation Problem

In physics, every intrinsic noise source has an infinite bandwidth. Let us
take the white thermal noise as the most trivial but illustrative example:

Sien (f) = 2L (4.1)

R
PSD such as (4.1) describes how the expected average intrinsic noise
power (or simply the average intrinsic noise power if ergodicity' is as-
sumed) is distributed in frequency:

+o00
o? = / S; (f) df (definition of the PSD). (4.2)
0

Plugging (4.1) into (4.2), we quickly observe the following apparent

paradox :
o A4KT
o; = ——
R
If one tries to perform the same calculation using rather a flicker noise
PSD, such as (2.14) presented in section 2, he would again obtain a
theoretical infinite noise power.

Such a paradox is fortunately solved by experiment: one never mea-
sures such an intrinsic noise source. We mean that there is always some
filtering or band limitation effect arising from the measurement equip-
ment on one hand, from the circuit or device under measurement itself.
The MOS transistor provides us a great example to illustrate that fact.
The drain current noise ip (t) is measured as voltage fluctuation v, (t) at
the output, and what one observes is actually the signal

c00 = 007

v (t) = H {ip (t)}, (4.3)

where H {-} denotes the linear filtering action. The Wiener-Khinchin
theorem relates the output noise PSD to the input one:

Suo (f) = [H (/)" Sir, (), (4.4)

H (f) being the (deterministic) transfer function from ip (t) to v, (t).
Due to the presence of small capacitances, there is always a low-pass

'for a sufficiently large number of samples from a measurement (or simulation),
ergodicity is the asymtptotic mean, i.e., a convergence of the time average to the
ensemble average
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filtering effect which limits the actual noise bandwidth and ensures a
finite noise power. As an example, let us consider the first-order filter
Hy

H(f)=71+jf/f0, (4.5)

and let us compute the output noise power as
2 oo
= [ s af
0

+oo
- /0 H (F)[2S, (f) df

. 29m\ [T _df/fo
29m

— Hy - 4kT (3) o g (4.6)

We have assumed that the drain current noise consists only in thermal
noise of (2.12), for the sake of illustration. It is clear that the noise
power computed in (4.6) is now finite.

Although it was shown based on an example, the following statement
is general: even if intrinsic noise sources are of an infinite bandwidth,
these are never probed intrinsically, and the power of the noise measured
at the output (v,) or at the supply (ipp) is finite because of low-pass
filtering effects. From the simulation point of view, it therefore appears
useless to generate noise with excessively high-frequency content, as
high-frequency components are not observed and hence, are not expected
to influence much the extracted circuit FoMs such as the SNR, or the
MI. In all, it appears very sound to limit the noise to some frequency
FMAX, so that the corresponding supply noise power is computed as

FMAX
2 / Sins () df. (4.7)

Regarding the flicker noise, a similar discussion should be made
regarding the lower integration bound of (4.7): irrespective of the FMAX,

9 FMAX Kf
O-iDD,ﬂickcr X / 7 (f) df
0

FMAX
x Kylog <0> = o0?

diverges, which leads to the introduction of a frequency FMIN_FLICKER
below which the flicker noise is whitened. The existence of such a cut-
off frequency arises from the finite duration 7' of the simulation (or
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measurement). As the noise is a zero-mean quantity, the first spectral
component that one can actually estimate is the frequency

1
FMIN_FLICKER = . (4.8)

Processes involving fluctuations slower than ~ 1 — 10 - T" are treated as
static or time-zero variability in this frame.

Selecting the proper FMAX

Circuits used for cryptographic application quickly become more complex
than one single transistor operating in DC condition. However, the
previous discussion can be extended as follows. Let

(m)
m:1,27--~Nsources

denote the intrinsic noise sources of all the different transistors making
the circuit, and let

H™ (f,1)} 4.
{ (f7 ) m=1,2,... Nsources ( 9)
be the associated time-dependent transfer functions to the supply rail.
The time dependence comes from the fact that a digital gate operates in
large-signal conditions, the bias point is continuously changing, and the
noise is a non-stationary stochastic process with a time-dependent PSD :

SZ'DD (f7 t) .

Invoking again the Wiener-Khinchin theorem and using the superposition
principle, we compute

Nsources

Sivo (f,t) = Z
m=1

2
H™ ()] S,m (£.8). (4.10)

We now formally present our methodology which is used throughout
our work for choosing the simulation parameters of interest and extracting
the relevant cryptographic figures-of-merit based on such carefully chosen
parameters.

Thus, due the the transistor intrinsic capacitances, (4.10) tells us
that the supply noise is the sum of several low-pass filtered white and
flicker noise contributions, and that ipp is finite bandwidth limited and
has a finite instantaneous power.
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Fig. 4.3: Impact of FMAX parameter on the "Cryptographic" SNR (com-
puted via ref. Eq 2.30), Noise and CPU runtime for an XOR gate at
Vpp=0.9V

As it looks very difficult or at least very tedious and hence impractical
to the authors to estimate all the transfer functions (4.9), for a large
set of relevant bias points and every time for each circuit architecture,
the following empirical methodology was adopted to select FMAX. The
circuit FoM of interest, such as the SNR, was extracted for a reduced
number of FMAX values, typically between a few GHz up to the THz. We
expected that the noise power saturates with a larger FMAX, and thereby
the SNR flattens out. Such a behavior, predicted by (4.10) and the
related discussion, is confirmed in Figures 4.3 (top) and 4.3 (top) for a
XOR gate. The SNR of reference is unambiguously

SNR*= lim SNR(FMAX), (4.11)
FMAX—00

while the actually computed SNR, for a given finite FMAX is always
slightly overestimated?. However, we can assume that the FMAX is large
enough once saturation is reached, i.e. for instance

|SNR* — SN R (FMAX)|
SN R*

<&~ 10 — 20%. (4.12)

For the purposes of our simulations, we choose an ¢ tolerance value of g
15%. We observe in Figure 4.3 (bottom) that with an increasing FMAX,
the computation time (here represented by the CPU runtime) increases.

2which is especially not a major concern for cryptographic design, as a higher SNR
constitutes the worst case for the circuit
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Further, since no additional lowering of the SNR or an increase of the
noise power is observed with increasing FMAX, a lower value of the FMAX
(chosen such that Equation 4.12) is satisfied. This justifies the usage of
lower FMAX values to minimize the simulation run-time.

The trade-off is usually very tough, as the CPU time increases drasti-
cally with FMAX, as illustrated in Figure 4.3 (bottom). For this case study,
a FMAX of a few hundreds of GHz yields a satisfying estimation of the SNR
while keeping the simulation budget reasonable as the total simulation
duration remains below one hour. Furthermore, MOSFET-based devices
have an intrinsic cut-off frequency in the 100’s of GHz range, which
require specialized measurement devices such as the VNA3; however, for
digital measurements, utilizing scopes (e.g., DSOs)*, are band-limited
to a few GHz range only. These considerations are of highest concerns
for circuits with rising complexity and number of transistors (such as
the Sboxes), as the simulations become more and more computationally

intensive.?

4.2.3 Simulation cost and Tradeoffs

In this subsection, we investigate the cost of our methodology and quantify
the total budget, both in terms of CPU runtime and number of runs
(represented by the nruns parameter) required to obtain convergence
in our metrics which estimate the "crypto" signal and noise. The noise
transient simulations are indeed well known to be time-and memory-
intensive [27]. Basically, our simulation budget can be stated as

T

— 4.1
= (4.13)

Ntraces :

where Nipqees 18 the number of traces6, i.e., noise realizations, T is the

simulation duration for one trace, and dt is the time step. These param-
eters correspond to nbrun, TSTOP, and ..outstep of Eldo .noisetran

3Vector Network Analyzer

4Digital Oscilloscopes

5In the 4.4.2, after selecting the .noisetran parameters as discussed above, we
validate that simulated current traces really contain meaningful physical intrinsic noise.
For that sake, we briefly examine the first-order statistics of the noise present in the
supply current for one of the above mentioned circuits of interest, i.e. the XOR gate.
Further, we note that the values in this case are (approx) an order of magnitude higher
than those obtained (later) in Figure 4.21; this is attributed to that ref. Figure 4.3
constitutes both the dynamic and static part in the cryptographic noise computations
whereas in Figure 4.21 (and Table 4.3), only the static part is considered

6 Nyraces is the same as nruns’ below
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[78], respectively. The number of time samples for each trace is given by

N, =—. (4.14)
dt
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Fig. 4.4: CPU runtimels| [top] versus fmax and computed signal (repre-
sented by dots) and noise (represented by plus) [bottom] versus nruns for
an XOR at Vpp=0.9V, nruns=100 (for the top half of the figure). FMAX
= 1 GHz (for bottom figure). For both, FMIN=1/T, T=10ps

The results from the simulation are illustrated in Figure 4.4, a quasi-
quadratic dependency between the fmax and the CPU runtime is observed,
although at no increased values of computed cryptographic signal and
noise parameters. The following parameters have been used: Vpp =
0.9V, FMIN = %, T = 10us by varying the FMAX and the number of
transient noisy runs, nruns. This allows us to conclude that given a
judicious choice of the FMAX and nruns choice of parameters, convergence
in the computed values for estimating the crypto signal and noise values
can be achieved.
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4.2.4 AC Analysis

We (very briefly) reiterate noise power computations using a AC analysis
for a given fixed bias, Vpp. We show how the flicker noise is increased
by tweaking the model parameters whereas the thermal noise power
remains constant. This allows us to investigate the impact of the K¢ on
the crypto FoMs as discussed in the subsequent sections. From figure 4.5,

SID (f) [A%/H ]

N

10° I I ‘ f(: I ‘ I ' I 10g f [Hz]

FMIN_FLICKER FMAX

Fig. 4.5: Computation of Noise power using Power Spectral Density

we can compute the total noise power (in this case, the noise variance,
0?), by integrating the power spectral density Si,, (f) over the desired
bandwidth (FMIN® and FMAX as defined in the preceding subsections),

FMAX
2 = Sipp (f)d 4.15
= (f)df (4.15)

MINFLICKER

4.3 Case Study 1: nFET RVT

In this section, as a first example to validate the working of our methodol-
ogy, we study in detail the intrinsic noise characteristics of a single nFET
device. The device corresponds to the fundamental building block of the
CMOS28FDSO01I technology. We do not differentiate between LVT and RVT
devices here; rather we choose the RVT for it being the de-facto standard

8we interchangeably use FMIN and FMINFr;ckxER; they both denote the one and
same thing within the scope of this thesis
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provided by the technology compared to the LVT, which is provided as a
"high performance, higher leakage" variant. Not to miss any effects which
would otherwise have been optimized for the workings of the LVT design,
we continue our thesis, for all design implementation choices, using the
RVT based transistor models. In this section, we show that the intrinsic
physical noise simulated using the transient noise analysis, .noisetran,
matches the same level of noise as that obtained using the classical AC,
.ac and .noise analysis. We also show that how by increasing the Kf
factor, we can increase the noise by a given factor, in both the analyses.
This would tell us the amount of change required to reach a given noise
level.

For a better understanding and agreement with the literature [120]
available on the subject, we divide our analysis into two parts.

o Firstly, we show that the values obtained using both the analyses
(both AC .noise and .noisetran) are in close agreement with the
existing literature.

e Secondly and more importantly, we show that using the effective
current [83], for the same voltages, the .ac and .noisetran pro-
duce the same amount of noise. This validates our claim that
a similar level of noise can be obtained from the transient noise
analysis in noisy transient runs.

4.3.1 Simulated vs Measurement Noise

In this section we show that the noise produced by measurements are
in close agreement with the simulated noise (both AC .noise and
.noisetran). The parameters of the experiment are as follows,

e W =270nm, L. = 37nm. Hence WL = 0.01pm? vs 0.0025um? for
Ghibaudo [120]

o bias (DC) current, Ip = 49.246 nA (corresponding to 47 nA ob-
tained with measurements [70, 71]),

e Vpg = 50mV, idem Ghibaudo et al. [120]
e Goy = Vas-Vy, = -0.1V

From figures 4.6 and 4.7, we see the simulation results are in close
agreement with the measurement data [120]. For instance, say at a
chosen frequency of f = 10kHz, we can clearly see from simulations
that Sy, = 3.5 x 10724 A2 /Hz; from Figure 4.6, although measurements
show a huge variation in the values (almost as x103) nevertheless, we
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Fig. 4.6: Experimental results of 1/f noise [120] [linear regime]

see for the red trace or the , a conformity with our values
is achieved. Additionally, the area difference between the two should
also be considered. Since the difference in the respective areas is x4, we
could additionally expect some more noise in the measurements, which
is clearly the case. Also not to miss the additional noise which has been
induced due to the variability, clearly demonstrated using multiple die
measurements, which was not accounted for in our pure transient noise
simulations. Since the .noisetran would take a computationally very
high CPU runtime to simulate traces for 1 Hz frequency, we show the
transient noise results from a frequency of 10kHz onwards which are in
close agreement with the measurement results (as shown in Figure 4.6).

4.3.2 PSD imbalance using Effective current

In this section, we show that the imbalance in the effective current
between the NMOS and PMOS transistors is manifested in the PSD of
the two devices. For this, we define the effective current ? first defined
in [83] as

1
Ifr = §ID(VG =Vpp/2;Vp =Vpp) + Ip(Va = Vpp; Vp = Vpp/2)
(4.16)

9which provides a better estimation of the inverter delay and an average of the
high and low switching current of the inverter
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Fig. 4.7: Close matching between [120], AC and Transient Noise analysis
[linear regime] corresponding to FMAX=1 MHz for Vp = 50 mV, Goy
= Vas-Vi, = -0.1V of a RVT n-channel MOSFET with W=270nm and
L=37nm

Using the simulation parameters described above in section 4.3.1 (Vgs,Vps,
W and L), the effective current for both the PMOS and NMOS devices
are calculated and plotted as shown in figure 4.8. The following points
are noted from Figure 4.8

1. A clear imbalance between the NMOS and PMOS devices is seen
which manifest as difference in the data-dependency observed be-
tween the NMOS and PMOS devices. This is of importance to
note as useful results are drawn based on this in the subsequent
analyses presented.

2. The difference in the data-dependency is clearly exacerbated at
lower voltages, especially in the sub-threshold region which de-
creases on moving to higher voltages; this could suggest the possi-
bility (and which again is a recurrent theme explored in this thesis
work), that lower voltages could possibly lead to higher leakages
(from a cryptographic perspective).
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This mismatch is also manifested in the PSD spectrum of the two devices
(obtained from transient noisy simulations).
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Fig. 4.8: Drain Current imbalance- PMOS and NMOS devices, Vp = 35
mV, W=270nm, L=37nm and FMAX=1 GHz
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Fig. 4.9: PSD imbalance between the PMOS and NMOS device
with (same) dimensions as described in section 4.3.1, bias V5=0.3V,
Vps=50mV, FMAX=100 MHz. Solid lines represent the .AC noise simu-
lations whereas symbols (or dots) represent the transient noise analyses

Although Figures 4.8 and 4.9 show a clear systematic mismatch
between the PMOS and NMOS devices, it may also lead to an (apparent)
conclusion that the inherent data-dependency increases while decreasing
the supply voltage and hence a higher value of the SNR may be expected
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(on account of this apparent mismatch). Fortunately, this anomaly can
be explained by accounting for the transistor sizing methodology.

A Discussion on the Drain Current and PSD mismatch and
Inherent dependency p-channel MOSFET devices operate on the
theory of holes according to semiconductor device physics, whereas n-
channel MOSFET operate on the movement of electrons. It is also known
from semiconductor theory that holes have reduced mobility (or speed)
as compared to the electrons. Consequently, such inherent mismatch in
the mobility at the lowest level of physics is manifested as difference in
the drain current (at the transistor level) or the difference in the Power
Spectral Density (at a mathematical circuit level). Therefore, it becomes
imperative that the sizing of the devices are accordingly adjusted to
compensate for this mismatch as much as possible. Subsequently, we
adjust the sizing (in this case up-size) of the PMOS transistor such that it
has the same DC current value as the NMOS transistor (thus effectively
equalizing the drain current mismatch and reducing almost (completely)!©
the inherent data-dependency). This allows for a fair comparison of the
PSDs, given that we have equalized the current differences.

23 flicker noise
107 & dominated E

roll off

f <10 MHz

v
difference in K' cut-off

10285+ for nMOS and pMOS
-26 L L P | Ll L . L
10
10° 10* 10° 106
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Fig. 4.10: Rectifying the apparent imbalance via .AC noise in the PSD
(im)-balance between the PMOS and NMOS devices, bias V¢=0.3V, Vp
= 35 mV, W=270nm, L=37nm

Figure 4.10 plots the Sy, /Ipp obtained via .AC noise simulations
against the frequency for both PMOS and NMOS device and presents
the results of such an evaluation. Although not by a huge factor, but

0although we do not claim to have made it zero, but again this is a topic beyond the
scope of this work and we leave this for the interested reader as exploratory research



4.3. CASE STUDY 1: NFET RVT 81

there is a clear difference in the Ky values between the NMOS and PMOS
devices. This leads to the following discussions:

1. A clear difference in the Ky between the PMOS and NMOS devices
is shown even though the DC current levels are the same. This leads
us to a very interesting and relevant conclusion (which is further
exploited when we discuss the static region of a 2-bit XOR) namely,
that the difference in the output noise (or current) values stems
from the difference in the mismatch between the PMOS and NMOS
device’s Ky and depending upon the number of transistors (and
their corresponding g;,s) may affect the overall output function.

2. Secondly, at lower voltages, clearly the cut-off frequency of the
transistor(s) rolls-off at a quicker rate than at a corresponding
higher voltage, which may increase the overall noise (as the inte-
grated noise is available over a larger bandwidth viz-a-vis at lower
voltage). However, at higher voltages, the signal dominates the
noise and thus leads to an overall increased SNR.

4.3.3 Impact of FMAX

In this section, we show the influence of the fmax parameter, the maxi-
mum frequency of the noise generating sources, on the cut-off (or roll-off)
frequency (at which the noise changes from to green). We keep
the same simulation setup as described in the previous section.

The .NOISE(AC) simulation in the frequency domain cheaply provides
the drain current noise PSD Sy, (f) at any desired fixed DC bias point.
The purpose of such simulation is to quickly extract the transistor noise
model and thereby to give a PSD of reference. Focusing on the simulation
of large-signal nonlinear circuit, it is also instructive to extract this PSD
from a real simulation in the time domain, that is a transient noise
.noisetran analysis. The noise PSD can be estimated using a spectral
estimation method performed afterwards in Matlab.

Figure 4.11 compares the reference PSD with different estimates. It
aims at illustrating the effect of the fmax parameter on the bandwidth
of the generated intrinsic transistor noise. We emphasize that all the
simulated signals are sampled in time. We have denoted by dt¢ the largest
simulation time step, which is also the sampling period of the measured
signal id(t). The usual practice for transient noise simulation is to select
dt according to fmax or conversely. The parameter dt actually determine
the largest frequency that we are able to observe [129] 11

fobs = 1/(2.dt) (4.17)

Hthe below 2 (paragraphs) discussion on time-step and the observable frequency is
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Fig. 4.11: Influence of fmax on the PSD for bias V5=0.3V, Vpg=50mV,
W=270nm, L=37nm NMOS device, Temperature=25°C, fmin=10 kHz
across all cases.

Generally speaking, it does not make sense with regard to limited
computational resources to simulate frequencies beyond the noise band-
width fmax as those do not impact the circuit behavior. This is why
most of the time f obs matches with fmax and why the time step dt is
unequivocally related to fmax as

dt =1/(2 - fmax) (4.18)

However, we may want to observe beyond fmax, by selecting a smaller
dt such that f s exceeds fmax, in order to assess the quality of the noise
generation method [129]. This has been achieved for the fmax = 1
MHz case of Figure 4.11; the black dots correspond to the standard
circuit simulation framework (*), while the green dots represent the PSD
estimated from a signal finely sampled at d¢ = 1/(1000.fmax), which
allows us to inspect the behavior of the PSD of the simulated noise. We
can observe that the noise power is not strictly confined in the specified [0,
fmax] frequency band. A part of the noise part is wasted outside the noise

adapted from part of recent collaborative work with Léopold V. Brandt and has been
solely added for completeness to make for a coherent and complete reading
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bandwidth. This quantitative evaluation of the noise generation methods
is beyond the scope of our own work but is expected to be addressed in
[129]. The intuitive explanation of this fact is taught by signal processing
theory: it is impossible to generate a perfectly, infinitely abruptly band-
limited signal of finite duration, by analogy with the impossibility of
implementing an ideal low-pass filter. We notice in Figure 4.11 that the
roll-off is as steep as ~1/f3 in the white noise region.

Finally, we point out the discrepancies between the reference PSD and
the PSD’s estimated from time-domain traces simulated at larger fmax
(cyan, blue and red dots). This fact would deserve deeper investigation
but can confidently be attributed to signal-processing considerations.
Given limited computational time and output file memory size, there
is a tough tradeoff between the simulation time step (and the related
fmax) on one hand, and the number and the duration of the traces on the
other hand. Thus, a larger fmax implies to work with a reduced number
of traces more limited in duration. We know from spectral estimation
theory [117] that too short available realizations can lead to significant
bias in the subsequent PSD estimates.

We additionally observe that increasing the fmax (may) not affect the
magnitude of the noise; this is partially true as the PSD is affected, total
integrated noise may be not, and that is maybe the reason of the PSD
decrease in transient noise mode with fmax, the total noise is distributed
differently depending on the dt getting shorter and shorter; and since the
total bandwidth is increased, the computation of the total noise variance
(ref. Equation 4.15) increases. Clearly, the above interpretations resonate
well with Figure 4.3, wherein similar convergences were observed when
increasing the fmax parameter and observing an increase in the noise.

4.3.4 Influence of K; on Noise, S;,

The power spectral density, or the S;,, is a measure of the noise w.r.t
the frequency. Very simply, at f = 1 Hz, the Sy, value is known as
the Ky. This factor Ky is used by commercial simulators to increase
or decrease the amount of noise being generated. In the current 28nm
FDSOI technology being used, this factor can be simulated by changing
the nsig_dnoise parameter. Referring Equation 2.14, we see that an
increase in the Ky leads to an increase in the value of the noise.
From figure 4.12, we can make the following observations:

1) With an increase in the value of the nsig_dnoise, the magnitude
of the noise increases. A x1 increase causes a x10 increase in the Sy,
(similar conclusions can also be indeed derived from the .ac noise
simulation results presented in Table 4.1), whereas an increase of



84

(8, (6 [A%Hz))

D

CHAPTER 4. TRANSIENT NOISE ANALYSIS -1

ook T ~—. 4

-~ nsig_dnoise = 10 ]
s, ]
. -
e e e / ]

'\\/\\,

i, ]
wal % 4

108 J

L

~— nsig_dnoise = 1 3
-‘\ ___________ ]
ppens T Ly e nsig_dnoise = 0 i
- ., E|
. 3
{ i,
i

nsig_dnoise = -1

1025

f[Hz]

Fig. 4.12: Influence of nsig_dnoise parameter on the PSD [in log scale],
for a transient noise simulations for a n-channel MOSFET RVT device
of W=80nm, L=30nm, V5=0.5V, Vpg=35mV, Temperature=25°C

Table 4.1: Impact of Ky parameter on the Noise for a n-channel MOSFET
RVT device at Vpp = 0.5V,Va = Vpp; Vp = 35mV; W=80nm, L=30nm

under .ac noise simulations

Flag Corresponding Ky = 10™%9—oise ['g, "1 Hy [A?/Hz] | o2, [A?]
nsig_dnoise = 0 1 413 x 1079 4.76 x 10718
nsig_ dnoise = 1 10 1.96 x 10718 2.267 x 10717
nsig_ dnoise = 4 10000 2.11x 10716 2.44 x 10715
nsig_ dnoise = 10 1010 2.45 x 10712 2.83 x 10711
nsig_ dnoise = -1 0.1 8.68 x 10~20 1.04 x 10718
nsig_ dnoise = -4 0.0001 8.07 x 10~22 1.14 x 10720
nsig_ dnoise = -10 10710 9.07 x 10-26 2.105 x 10721

x10 in the nsig_dnoise increases the Sy, by a factor of almost
% 10000

With lowering of the nsig_dnoise value, i.e by indirectly lowering
the Ky factor, we see that the decrease is by a factor of x100
for a x10 decrease of nsig_dnoise and the noise becomes more
white. Therefore it suggests, that decreasing this factor reduces
the flicker noise in the system which is validated by Equation 2.14.
Again, similar conclusions can also be arrived from the .ac noise
simulation results presented in Table 4.1.

Thanks to the increased noise, we now have a better correlation
of the noise values represented by Figures 4.6 and 4.12. Indeed,
an increase of x10 in the nsig_dnoise corresponds to noise values
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which closely matches with the measurements as obtained by [120].
Interestingly, we remark here an interesting conclusion and as
point of future research work, namely, that the noise induced
due to Monte-Carlo simulations (corresponding to the repeated
measurements across different dies) in addition to transient noise
simulations could substantially lead to an overall higher noise
than repeated measurements on the same die (corresponding to
transient noise simulations exclusively without accounting for PVT
variations).

It is worth mentioning here that reader may notice a change in the
values of the W and L in Figure 4.12 from the preceding subsection. The
discrepancy is by design and is attributed to the choice of minimum
values so as to maximize the impact of the flicker noise (ref. Equa-
tion 2.14. Subsequent presented results consider the W=80nm, L=30nm
for the n-channel MOSFET RVT devices and the correspondingly scaled
dimensions for the p-channel MOSFET RVT devices (unless otherwise
specified).

4.3.5 Impact of the Low-Frequency Noise factor

We assume a canonical and general expression for the flicker noise (though
actual models in ELDO are more complex),

K/
SiD,ﬂickcr (f) = 7fl2 (419)
/
From (4.19), the interpretation of K } is quite obvious :
K} = Sip ficker (1Hz). (4.20)

For our study of the impact of the transistor intrinsic noise on the
SNR and MI, we have tuned, i.e. increased, the noise by increasing the
value of such a K; for our simulations. Such an approach could firstly
sound very artificial, but it is supported by Low-Frequency Noise (LFN)
measurements from the literature, shown in Figure 7 in [49] for the same
technology. Among the samples, many transistors exhibit K; values
more than one decade larger that the one we have artificially introduced.
An interesting conclusion that arises from this discussion is the actual
possibility to obtain dies within which a large number of transistors
achieve a large Ky, as desired to make noisy cryptographic circuit design.

2we note here the difference in the flicker noise factor with (2.14); Here and unless
specified, the C2,W L term is included in the Ky term
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Discussion on the Kf factor We discuss the impact of the increase
of Ky factor on a single transistor, the nFET RVT device and a 2-bit
XOR gate (in the subsequent section). Our choice of these devices is
motivated by the flexibility which such simple designs offer. Additionally,
[49] offers an interesting comparison between actual measurement values
and our simulated values. As aforementioned, increasing the Ky factor
provides a method by which the noise, added to a system intrinsically,
can then be used for further security evaluation.

Table 4.2: Impact of Ky parameter on the Noise for a n-channel MOSFET
RVT device at Vpp = 0.9V,Vo = Vpp/2; Vb = Vpbp/2; W=80nm,
L=30nm

Flag Corresponding Ky = 10™%9—0ise 5, 1 Tz [A?/Hz] | 02, [A?]

nsig_dnoise =0 | 1 3.19 x 10718 5.16 x 10717
nsig_dnoise =1 | 10 1.51 x 10717 2.45 x 1016
nsig_dnoise = 4 | 10000 1.63 x 1071 2.63 x 1071
nsig_ dnoise = 10 1010 1.89 x 10711 3.05 x 10710
nsig_dnoise = -4 | 0.0001 6.23 x 10721 2.73 x 1071

Single RVT device and Kf From Table 4.2, we observe an in-
crease of two decades in the noise for a 10? increase of the K ¢ factor.
Although such increments, may at first, seem implausible, practical mea-
surements, most notably from, [49], seem to support our hypothesis. We
however, do note here, that the increased values are indeed a result of
the variation of the nsig_dnoise parameter, which was available from
the 28nm design PDK. Although the inherent equations (may be) propri-
etary, we nevertheless emphasize that the first order equations generally
considered (such as equation 4.19) do not fully account for the complex,
non-linear behavior of IPN in such lower technology nodes. Neverthe-
less,the values tabulated below, do indeed present a well-expected trend
even if considering first order relations.

Although such increased values, as in Table 4.2, may at first glance
seem impractical, and we do realize that these values can only be ar-
tificially introduced (for instance, in the context of this work and this
technology (i.e., 28nm), through the variations of certain parameters (for
instance, the nsig_dnoise parameter) for the purpose of simulations
only), we emphasize that such increased values leads to an interesting
test-case evaluation; namely, that if a given certain noise value is desired
keeping in mind a target security level (either through the SNR or the
PI) they could at least from a simulational perspective be generated and
simulated and verified and first hand security FoM can then indeed be
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derived. Such pre-fabrication assessment would indeed provide valuable
information for a designer to quantify the amount of noise which could
further be added from the protocol level.

4.4 Case Study 2 : 2-bit XOR

In this section, building on the validation of the methodology from a single
transistor, we extend our analysis to a 2-bit XOR gate that incorporates
four NMOS and four PMOS transistors. Understanding the behavior of
intrinsic noise in a digital gate would further our understanding of the
trends of IPN in a full implementation.

We provide a visual depiction of the noisy current traces from an XOR
gate under operation. Although trivial (from a single gate perspective),
we nevertheless, provide traces of the computed signal, noise and SNR
(ref. Equation 2.30), for the sake of completeness. We further present a
statistical characterization of both the dynamic and static regions of a
switching XOR gate and finally conclude the section with a discussion
on the challenges related to analyzing the noise in the dynamic region.

4.4.1 Visual inspection of traces and correlation with Crypto
parameters

In specifying the first-order metrics (such as the SNR used in our case-
study), it is often difficult to correlate the cryptographic metric with the
corresponding trace (current trace in this case) to have a clear idea of
the Point-of-Interest (POI). However, on a closer inspection we see that
such a correlation does exist and is useful for visualizing the POI (the
maximum SNR in this case) with the "raw" current traces obtained from
the experiments. For this, we present here a visual comparison of the
"simulated" current traces (in a log scale w.r.t the number of samples),
the "crypto" signal and noise, and finally the "crypto" SNR. For the
purposes of our experiments, we have the number of samples, n=10000
throughout all our experiments.

Simulation Settings For the purposes of the subsequent experi-
ments, we detail the following conditions; namely, FMIN_FLICKER=1/T,
FMAX=1 GHgz, nruns = 100, T=10 ps. The dimensions of the transistors
have been kept to a minimum to allow for the maximization of the flicker
noise (i.e., W = 80 nm and L = 30 nm for NMOS!?).

Bfor the PMOS, the device dimensions were correspondingly scaled up to remove
any biases from the reduced mobility of PMOS devices
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Fig. 4.13: Current trace of a single input transition (00 transition) for
an XOR, Vpp=0.3V
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Fig. 4.14: Crypto parameters for an XOR, Vpp=0.3V (with zoom on
the first 700 samples from Figure 4.13)

From figures 4.13 and 4.16, it is clear that the influence of the
noise is more visible at lower supply voltages (0.3V compared to 0.9V).
This is also clearly manifested in the corresponding SNR® (subsequently
validated by Figure 5.7), where the SNR at Vpp=0.3V is 59.75 compared

MNoisier here does not necessarily mean more noise or increased K £ it simply
indicates that the impact of the noise on the complete waveform is now considered
compared to the limited (zoomed) region as previously shown in Figure 4.14

5computed throughout the thesis using Equation 2.30
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Fig. 4.15: Crypto parameters for an XOR, Vpp=0.3V, "Noisier" version.
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Fig. 4.16: Current trace (noiseless) of a single input transition for an
XOR, Vpp=0.9V

to the SNR at Vpp=0.9V which is 3.46 x 10%, a change of x500. The
SNR values are computed using Equation 2.30 using traces obtained via
multiple runs 6. More interestingly, the position of the maximum SNR
(taking the 0.3V in case, Figure 4.14), closely matches the current trace
at the similar position. A "more noisier" (hence a more complete) version

S multiple runs are not shown here for brevity; only a single representative case is
shown for simplicity
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Fig. 4.17: Crypto parameters for an XOR, Vpp=0.9V

is shown in Figure 4.15 in which there is a clear correlation between the
signal, SNR and the current trace values. Comparing this to the XOR
gate for a Vpp=0.9V, Figures 4.16 and 4.17, we see there is much less
"noise" compared to signal. This is not true considering the absolute
noise amplitude. This is simply due to the lesser influence of the noise in
this case as also apparent by the differences in the respective SNR values.
Of course, the noise at 0.9 V is higher in magnitude compared to 0.3V
for the same XOR gate, explained by Equations 2.12, 2.13 and 2.14.

Additionally, the POI, although varies with variation in the supply
voltage, does not affect the overall signal and noise calculations. The
only difference is observed in the position of the POI, which could be
possibly attributed to the increased delay, for e.g., at lower voltages
compared to higher voltages. Since we do not average out the results
(which is traditionally done in side-channel analysis to smoothen out the
noise), we do not lose any information and as such capture the complete
information (both in terms of signal and noise). Furthermore, during
static analysis, where the SNR could fall below 1, essentially, each point
in the trace can be regarded as the POI, thanks to the time-invariant
property (as explained in the subsequent section).

4.4.2 Statistical properties of the supply current noise of
the XOR gate

In this section, we briefly examine the first-order statistics of the noise
present in the supply current for one of the above mentioned circuits of
interest, i.e., the XOR gate.
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Figure 4.18 contains noise traces for the set of parameters Nypqees = 40,
T = 800ns and dt = 40ps for a total budget!'” of ~ 8 x 10° for a supply
Vop = 0.9V. FMIN = 1/T and FMAX = (1/2)*d¢ are chosen as per the
described methodology. The four peaks in Figure 4.18 and Figure 4.19
(top part) correspond to the four switching ("dynamic") inputs, thanks
to the data applied at the inputs of the XOR~gate. They are in the order
00, 01, 10 and 11 respectively; whereas the longer and non-active regions
represent the "static" regions of activity.

Statistical characterization of the static region

In this subsection, we analyze the static region of a digital switching
2-bit XOR gate using .transient noise simulations.
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Fig. 4.18: 1dd(t) trace for XOR with 4 input transitions; on the dynamic
and static regions (top) and associated variance plot based on all the 40
traces (bottom). Input voltage supply = 0.9V

We further include traces for supply voltage Vpp=0.3V (Figure 4.19)
to provide a comprehensive pedagogical representation for both low and
high supply voltages. Qualitatively, similarities are clearly observed at a
first glance between Figures 4.19 and 4.18.

On taking a closer look at Figure 4.18, a difference in the values of
different static regions are observed; i.e., different static regions corre-
sponding to input transitions of 00, 01, 10 and 11 are observed with
different current levels. Since these involve transient noise simulations

17 defined by

T
= 4.21
p (4.21)

Ntraces :
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Fig. 4.19: Idd(t) trace for XOR with 4 input transitions; dynamic and
static regions (top) and associated variance plot based on all the 40
traces (bottom). Input voltage supply = 0.3V
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Fig. 4.20: Deterministic transient-noise(less) simulation showing the
XOR, for Vpp = 0.9V, transitions (top) and the computed signal (below).
Since there is only one available trace, hence only the signal (represented
by the cross)

across multiple runs, we represent their average values in Table 4.3.
Table 4.3 represents the different average current levels for the respective
static regions for all the corresponding four input transitions.
Interestingly, the "static" regions are not uniform (or rather the same)
across all the regions of longer, non-activity period. This is attributed to
the difference in the switching of the corresponding PMOS and NMOS
devices. We briefly revisit the equation and expand it in relation to the
static power in presence of IPN from section 4.4.2, we obtain below,
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- fmos  Kp (g2)(f)
(;Ileak(t)VDDo/o CZWL  f df) (4.22)

fmazx
Viop =t — C2 W . (ZI,mk /0 gm;f i df) (4.23)

From Equations 4.22 and 4.23, we see a non-linear dependence, thanks
to the contribution of the different g,, (due to individual transistors).
This difference in the corresponding g.,’s is attributed to the difference
in the static levels of the different regions, as explained below (since
different PMOS and NMOS in different configurations are connected).

Table 4.3: Variance of different static regions from Figure 4.18 for a
2-bit XOR at Vpp = 0.9V from transient noise simulations

Region Mean [nA] | Variance [fA?]
region 00 | 0.2535 0.836150
region 01 | 0.3329 1.463990
region_ 10 | 0.2498 0.681278
region_ 11 | 0.2382 0.798767

The difference in the noise levels are due to the different "input
configurations', i.e., different transistors are turned “on” /“off” differently,
so the summed up (or rather the filtered) noise (thanks to the different
transfer functions at each different configurations (hence different g, of
transistors coupled with the correlations and interactions of the different
capacitances, including with the supply) is different. This systematic
analysis of the noise power provides a qualitative appreciation of the
different noise levels (in terms of the static voltage/power/current)!®

Interestingly, from Figure 4.20 (comprising of only the signal), we
see a difference in the values with respect to Figure 4.18 (comprising
the noise also). Clearly, the effect of transient noise is visible, both in
terms of the difference in the quantitative values and a qualitative visual
representation of the traces themselves.

Figure 4.21 corresponds to a zoom of the static regions for one of the
data of interest (in this case, the "01" inputs). The noise power computed

184 quantitative and rigorous exercise is left as an open question for further research;
although from a cryptographic perspective, may not be (very) relevant. Cryptographi-
cally speaking, the interest in pursuing an attack such as the SCA is motivated by the
difference in the empirical values of two sets of data, for instance, rather than in the
absolute values
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Fig. 4.21: Histogram construction for time t = 0.4202us - 0.4230us within
the static region of Fig. 4.18 (top). Extracted Gaussian distribution is
also shown (right).

from the sigma of the mean Gaussian represented in Figure 4.21 is
1.631 x 107'® A2 which is in close agreement with the previously obtained
value from Table 4.3

The static region indicated in the current vs. time plots in Fig. 4.18
(top) is useful to get insight on the noise behavior within the circuit and
how it affects the supply current. Input voltages of the gate are fixed,
and so are all the averages of the branch currents and node voltages
within the circuit (since there are noise fluctuations). Hence, the supply
current noise is treated as a wide-sense stationary stochastic process,
for which a complete definition can be found in [93]. Especially, the
probability density function (PDF) does not depend on ¢, that is:

f(ipp (8)) = f (ipD), (4.24)
and the variance is also independent of ¢:
o(t)=o. (4.25)

As a consequence, every sample ipp (t*) at any time sample t* of ev-
ery trace is understood as a realization of one single random variable
ipp. Figure 4.21 demonstrates that noise in the static region follows a
stationary Gaussian distribution.

Correlation of the Static (Transient) Noise values with the
AC simulation noise In this discussion, we attempt to correlate the
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values obtained via transient noise simulations with ac noise simulations.
We elaborate the following conditions for the following analysis:

1. Since the transient noise results mentioned in the preceding discus-
sions are simulated at a supply voltage of Vpp = 0.9V, we retain
the same voltage for the subsequent .ac noise simulations.

2. Secondly, and more importantly, we note that the FMAX frequency in
the preceding transient noise simulations is actually 12.5 GHz. This
entails that now, the integrated noise variance has to be computed
upto a higher value. For exactly this purpose, we re-compute the
integrated noise variance of a n-channel MOSFET as well to avoid
any discrepancy in results.

3. Finally, we keep the same input conditions as in the preceding
discussions, i.e., the inputs to the 2-bit XOR gate are 01 (i.e., a
constant fixed bias) of Vg = Vpp ("HIGH" or "1") and Vp = 35mV
(IILOVVII OI’ IIOII).

To emphasize, the values obtained in Table 4.3 have been obtained
after transient noise simulations. To validate our methodology and
to show, that indeed the (static) noise values obtained via transient
simulations can be traced back to the .AC noise simulations. Indeed, the
values computed in Table 4.4 are in close agreement (of the same order
of magnitude) with the values obtained in Table 4.3 and through noisy
distributions extractions.

Table 4.4: Re-computed Integrated Noise variance of the "01" static
region for a 2-bit XOR at Vpp = 0.9V from .ac noise simulations

Input Condition | Sy, ,, 1 Hz [A%/Hz] | Integrated Noise Variance [A?]
01 9.83 x 10°7 4.62 x 1071

Consolidating the Noise from an RVT to an XOR In the
preceding discussions, we have presented the noise value, specifically
the Sy, ,, (in 1 Hz [A%2/Hz]) and the integrated noise, (o7, )?, of an
individual n-channel MOSFET and a 2-bit XOR gate separately. In this
discussion, we attempt to consolidate the overall integrated noise and
show how a convergence can indeed be obtained. For this analysis, we
make use of Equations 4.15 and 4.23.

We recomputed the integrated noise variance of NMOS at Vpp = 0.9V,
Ve = Vbp and Vp = 35mV from .ac noise simulations corresponding
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to an FMAX=12.5 GHz with S;,,, 1 Hz [A?/Hz] = 1.05 x 107® and
(ofVT)? =112 x 10715 A2,

We note that the values, as obtained from simulations for (afg ODR)2
= 4.62 x 10715 A2 Recapitulating Figure 4.5, we recollect that FMAX
= 12.5GHz, Vpp = 0.9V for a constant K;. We also assume that since

we are operating in the static region

(0707) = Np x (ofVT)? =4 x 1.12 x 1071 = 4.48 x 107 '°  (4.26)

DD

where Np corresponds to the number of switching transistors (in case
of .transient noise simulations) or "ON" transistors?’ in case of .ac
noise simulations, which is in excellent agreement with the values ob-
tained from the .ac noise simulations of a 2-bit XOR under the same
operating conditions as tabulated in Table 4.4. The slightly higher values
obtained via .ac noise simulations compared to the transient noise
simulations (although both are of the same order of magnitude) can be
attributed to the filtering of the noise values by the output capacitances
in case of transient noisy simulations whereas such filtering setups are
not encountered in pure .ac noise simulations. Similar conclusions
are also reached for different voltages and different input conditions,
although not shown here for brevity.

Clarification on the components of the dynamic region power

The power consumption due to the dynamic component of a switching
trace was briefly introduced in section 2.2. We revisit this in the context
of a 2-bit XOR. To reiterate briefly, for a system with N given inputs,
the total switching power can be represented as,

1 T
Pswitchmg = T /0 VDlewitching(t)dt = V]%DfClkCloadaF (427)

where k represents the kg, input switching at time ¢, f.; the frequency
of operation of the circuit and Cj,.g the total load capacitance, and ag the
switching activity of the circuit represented as the ratio of the probability
of the number of switching inputs to the total number of inputs, i.e.,

N k
_ 2k=1PT051

¥ (4.28)

af

NT NT fm(l:l) K ap 9
ZOZF<V]%chlk<ZCload(t))) O/o & IjIC/L 1 (?m)(f)df>
k=1 1 oxr

(4.29)

Yvalues obtained from ref. Table 4.4
20j e., devices on which a fixed bias (either "0" or "1") has been applied
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fmaz Nt 2
= arVip far =5+ 02 WL (Z Cload(t) / Wdf> (4.30)

Equations 4.29 and 4.30, seemingly complex, intuitively capture the
characteristics of the dynamic region of the switching power in presence
of IPN. Although a formal quantification of the equation is a non-trivial
task (and outside the scope of this thesis), we nevertheless attempt to
provide an appreciation of the various factors which contribute to an
important role. Namely,

1. The parameters marked in blue indicate the parameters directly
utilized in this thesis and explained. On account of their behavior
being mainly multiplicative in nature, they are expected to increase
the total power (or the contributing total variance power) in a
given scope.

2. The time (and frequency) varying parameters, related to the
Cload(t) and gp,(f) respectively, correlate to the non-linearities
which contribute to the highly non-linear behavior (as described
subsequently). Their summation and corresponding mixture (rep-
resented by the o?! operation) creates a highly non-linear system,
which provides the composite nature of the IPN.

Further, looking at one of the dynamic peaks corresponding to a
switching peak, for instance the 01 transition around time instant 0.5
us in Figure 4.18, we see the maximum value is in agreement with the
noiseless case transient simulation as shown in Figure 4.20.

In order to accurately capture the dynamic region behavior, we plot
the time-varying histograms of the very narrow dynamic region enclosed
by a red rectangle in figure 4.18(bottom). The supply current noise
now is a non-stationary stochastic process. Its distribution is explicitly
time-dependent:

fipp (1)) = f (ipp,1), (4.31)

as well as the variance o (¢). Since each point in the dynamic region is
non-stationary, we observe the time-varying histograms for each sample
to extract the mean and the variance and show the envelope of the +1o
over the mean trace as shown in figure 4.22

Our main goal is to extract the variance from the histograms. This
is achieved by performing a nonlinear fitting of the histogram. Using

2ntuitively, the o could well be represented by a Taylor’s series expansions with
coefficients of varying units
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Fig. 4.22: Histogram construction for time t = 0.505us - 0.506us within
the dynamic region marked red in Fig. 4.18(bottom). Extracted Gaussian
distribution mixture is also shown(right).

the extracted o values from the distributions above and comparing them
with the mathematical "cryptographic' noise values calculated by (2.30),
we obtain a good matching between the data, thus validating the fact
that the noise present in the mathematical calculations can indeed be
traced back to the results of the transient noise analyses including the
MOSFET noise sources.

Ensemble and Time Average(s) and its relevance to computa-
tion of the total Noise trace The time average for a given system
allows us to characterize the noise of a given system. On account of its
stochastic property and the fact that the dynamic region of a switching
XOR (or any other digital gate) is a transient varying signal (i.e., highly
non-stationary), the averaged quantity over multiple temporal points
allows for estimating the total noise of a given system (a switching XOR
in this case), considering both the dynamic and static regions, rather
than as individual systems spread spatially (referred to as the ensemble
average). Therefore, the time average allows for the estimation of the
noise power of the complete trace, across all the transient points whereas
the ensemble average allows for the estimation of the noise across all the
traces for a given temporal point. We compute the power in the dynamic
regions across a given temporal point as the ngmmic whereas the (total)
noise computed from the time average as the a|2PN.

Furthermore, since the .ac noise simulations provide us a convenient
method for estimating the noise in a given static region, we can (also)
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indirectly estimate the noise power in the dynamic region by simply
subtracting from the total noise power (as obtained above via the time
averaging method), the static noise (.ac) power.

We define the ensemble average for a given system which produces a
current sample Id(t) belonging to the sample space IDD across total time
t (in this case the length or the total simulation time t) as

var_E(t) = E[(Id(t) — IDD)?] (4.32)

for every t. Equation 4.32 provides us the variance of the current sample
at any given instant t. We know from Equation 2.30, that the noise
inherently is the mean of the variance of the signal. Hence, we formulate

E[var_E(t)] = Ugynamic,lPN (433>

Equation 4.33 estimates the total (switching) noise of a given digital
system and correlates with the noise obtained from cryptographic simu-
lations back to the physics-based calculations.

The time average is classically defined as

1
T==> (Id—IDD)? 4.34
var_ T Z( ) (4.34)

(for each trace of length T). Equation 4.34 provides us the variance of
the current sample at across all time samples of a given trace (i.e., both
dynamic and static regions). Again, from Equation 2.30, that the noise
inherently is the mean of the variance of the signal, we formulate

Elvar_T] = Uf?otal,lPN (4.35)

. Equation 4.35 estimates the total (switching + static) noise of a given
digital switching system and correlates with the noise obtained from
cryptographic simulations back to the physics-based calculations.

Related Discussion on the consolidation of the Noise power
using the Ensemble and Time average We consolidate here the
noise power integrated in the same bandwidth in a similar static bias. For
this discussion, we refer the reader to ref. Table 4.3 and Table 4.5. We
only provide for the concerned noise power values for the case of interest,
i.e., for supply voltage Vpp = 0.9V. Nevertheless, for completeness, we
point out that similar results have been obtained for the remainder of
the supply voltages as well.

For a 2-bit XOR, at Vpp = 0.9V, with dynamic switching inputs
(i.e., with (equiprobable) 00, 01, 10 and 11 transitions) given by ref.
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Figure 4.21. Since for each static region transition (i.e., 00, 01, 10 or 11),
we have the same number of transistors ON (and OFF), but varying g,,,
we average the static power to maintain coherency, hence

Nt fmazx 2
oIIIA2] = (K} S /0 %Ef)df> (4.36)
1

We first compute the power in the static noise region using the
traces obtained via transient noise simulations of ref. Figure 4.21. For
this, we compute the averaged noise power from the four static regions
corresponding to the (equiprobable) 00, 01, 10 and 11 transitions (from
Table 4.3 corresponding to Vpp = 0.9V) and obtain

02 uric = 9.4 x 10716[A2] (4.37)

Next, we compute the noise power due to the dynamic switching
region as given by ref. Equation 4.33. From this we obtain,

03uta = 9.9 x 10710[A?), (4.38)

So, summing ref. Equations 4.37 and 4.38, we obtain O't20ml =
1.94 x 10715 [A?]. Next, from ref. Equation 4.34 and 4.35, we obtain
the total noise (directly from a transient current trace) as

02 = 2-08 x 10719[A?] (4.39)

Furthermore, the total noise computed using a cryptographic per-
spective, i.e., from ref. Equation 2.30, provides us a total noise value of
o2, =198 x 10719A2

Applying Equation 4.36 and summing up Equations 4.38 and 4.37, we
see a match with 4.39. Further, the values (corresponding to the static
regions computations) obtained from such calculations are consistent with
the integrated (static) noise power variances (across different frequencies)
obtained in Tables 4.4 and Table 4.5.

Indeed, we see a close agreement (for the same order of magnitude)
between the values obtained directly from the noise power computed via
time averaged methods and those computed as the sum of the (averaged)
dynamic and static components and all these values can then be re-traced
back to those obtained via SNR, computations from a pure cryptographic
perspective.

4.4.3 2-bit XOR - Kf and Supply Voltage

The impact of the supply voltage change is analyzed on the noise for a
given Ky value for the nFET RVT and 2-bit XOR devices in Table 4.5.
The provided Sy,,,, values are computed through a .AC analysis, similar
to as presented in section 4.3.
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A note on the choice of VG and VD Essentially, what does .AC
NOISE mean for a digital circuit? Basically, it is the sum of individual
transistor noise source contributions at the output node, however at a
fixed DC bias point (either static, retention mode gate, or a presumably
representative point of the whole dynamic). So then which point do we
select? A difficult choice indeed.

However, Vo = Vp = Vpp/2 would be easier to justify because we are
both at the middle of the DC transfer curve and in an average dynamic
point. To illustrate a better visual representation of the applied voltage
bias points in a 2-bit XOR, we refer the reader to Figure 4.23 below.

|:$ |:J

Vdd/2 Vdd/ 2]

-A — A —
|ﬂ |ﬂ
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0 AxorB
Vdd/2

iy iy

Vdd/2| — Vdd/ —
BOJ:? R oy

Fig. 4.23: A simple 2-bit XOR under .ac noise simulation conditions with
Vo =Vp =Vpp/2

Furthermore, for coherency, we retain the same input data conditions
as from preceding discussions, i.e., "01" for the subsequent below analyses
(for the 2-bit XOR case).

From Table 4.5, we analyze the impact of the supply voltage variation
on the Ipp noise for the same nFET RVT and 2-bit XOR devices. We
make the following observations:

o Lower voltages expectedly lead to lower output noise values. This
is of importance to note that when operating in the sub-threshold
region, although efficient for low power, does not necessarily trans-
late to a secure design, considering the impact of IPN. However,
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Table 4.5: Impact of Supply Voltage variation for a given Ky on the
computed Noise for an n-channel MOSFET and a 2-bit XOR under
.ac noise simulations; Vg = Vpp/2; Vp = Vpp/2; W=80nm, L=30nm
NMOS device, Temperature=25°C

Voltage | Sy, ,, 1 Hz [A%?/Hz] ‘ ((7}?”3VDT)2 Sipp, 1 Hz [A%/Hz] ‘ (a;]gODR)Q
RVT XOR

0.3V 3.75 x 1074 2.12x 10722 | 8.31 x 10721 5.35 x 10719
0.4V 7.68 x 10~23 1.91 x 10721 | 5.44 x 1019 1.07 x 10~17
0.5V 1.45 x 10721 2.63x 10729 | 4.89 x 10~18 8.16 x 10~17
0.6V 2.16 x 1020 3.60 x 10719 | 1.69 x 10~17 2.75 x 10716
0.7V 1.99 x 1071 3.23x 10718 | 3.52 x 10717 5.70 x 10716
0.8V 9.99 x 10719 1.62 x 10717 | 5.52 x 10~17 8.92 x 10716
0.9V 3.19 x 10718 5.16 x 10717 | 7.42 x 10717 1.20 x 1075
1.0V 7.61 x 10~18 1.23 x 10710 [ 9.19 x 10~17 1.49 x 101

a

“and the correspondingly scaled dimensions for the p-channel MOSFET devices

for the case of cryptographic circuits (as is within the scope of
this thesis), the SNR matters. Since the Ipp reduces a lot in the
sub-threshold region, leading to an overall decrease of both the
useful signal and the noise causing an overall decrease of the SNR.
Furthermore, we may also conclude that external countermeasures
could be added to compensate for the lower values of observed IPN.

Doubling of the Vpp, leads to a quadrature increase of the noise
(at lower voltages specifically). This leads to an interesting ob-
servation, namely, having multiple levels, (such as in randomized
voltage supplies or body-biasing level), could indeed, be suitable
for increasing the output noise current.

The impact of the increase in the number of active elements (i.e.,
MOSFETS) on the integrated noise o2 value is clearly observed.

From Table 4.5, we compute the integrated noise sigma and obtain
similar values (of the same order of magnitude; for instance, the
O'%DD’ xor for Vbp = 0.9 V) using a .ac noise based analysis. This
allows us to back-correlate the values obtained in the previous para-
graphs (which were similarly obtained via separate computations
of the dynamic and static regions using a transient noise based
analysis).

Further, we analyze the impact of the Ky factor on the intrinsic

noise,

02 [A?] (computed by the integral over the Sy, ,over the frequency
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range). From Table 4.6 and Table 4.5, we observe similar trends for a
2-bit XOR gate. In case of the XOR, for a similar increase of the Ky
factor, for e.g., 103, an increase of two decades of the noise is observed,
similar to observed in Table 4.1 during the analysis of the K factor on a
single MOSFET; keeping in mind that the array for transistors (in the
XOR gate) are now no longer limited to a single RVT only; rather they
form a complex transfer function whose output (noise) is dominated by
the bandwidth of such a circuit. For the same reason, thanks to the
"filtering" setup encountered in such designs (provided by the combination
of the linear resistances and an output capacitance), we expect a gradual
filtering of the noise output. However, due to the increase in the number
of devices and correlations between them, the overall effect is dominated
by the increase in noise.

Table 4.6: Impact of Ky parameter on the Noise for a 2-bit XOR at Vpp
=0.9V; Vg = Vbp/2; Vb = Vpp/2 under .ac noise simulations

Flag Corresponding K; = 10" nsig_dnoise | Sy,,,,, 1 Hz [A2/Hz] | 02, [A?]

nsig_dnoise =0 | 1 7.42 x 10717 1.23x 10715
nsig_dnoise =1 | 10 3.51 x 10716 5.68 x 10~1°
nsig_dnoise = 4 | 10000 3.77 x 10714 6.09 x 10713
nsig_dnoise = 10 | 10710 4.36 x 10710 7.05 x 1077
nsig_dnoise = -4 | 0.0001 1.57 x 10719 4.23 x 10718

4.5 Conclusions

In this chapter, we introduced the reader to the TIMESPAN methodology
which allows us to evaluate and quantitatively estimate the intrinsic
device physical noise existing in any cryptographic implementation. We
have made the reader familiar with the necessary tools and techniques
which will be essential for appreciation of the validation of the aforemen-
tioned methodology in the subsequent two chapters. Additionally, we
also provide a first-hand introduction of the choices of the simulational
parameters which are necessary for carrying out the simulations and their
corresponding rationale. While convergence of the computed values is
essential for drawing meaningful comparisons, the simulational costs and
trade-offs need to be considered carefully to avoid extremely long simula-
tion times and over-runtime CPU usage, which lead to rather a negligible
(or at most a marginal increase) in the estimated values. Further, we have
familiarized the reader with a validation of the methodology introduced
from chapter 4 through the workings of a single transistor (nFET) device
and a 2-bit XOR (as an example of a basic digital building block in
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cryptography). We further, point out to the reader statistical properties
of the current flowing through an XOR and the challenges encountered
in accurately modeling the dynamic region of such traces. We further
present techniques to increase the total noise of such basic primitives
and their subsequent impact on the supply voltage variations.



Chapter 5

Transient Noise Analysis - |l

In this chapter, we implement our introduced methodology
on the workings of larger cryptosystems. We show the scalabil-
ity of our methodology on the workings of more complex digital
logic blocks (presented here using the example of 3-bit Sbozes);
moving to more complex designs such as the PRESENT and
AES Sbozes and finally comparing the AES Sboz-based CMOS
and Dual-rail logic (noisy) implementations.

5.1 Case Study 3 : Digital Logic Blocks

In this section, we detail a further implementation and subsequent
validation of our proposed methodology building on larger building
blocks. The goal is to analyze the behavior of the IPN as it scales up
with the number of transistors. Naturally, this leads to a more complex
and non-linear system as compared to a single RVT MOSFET or a 2-bit
XOR.

5.1.1 Target Designs

Before moving onto designs comprising larger S-boxes (for instance, the
8-bit AES Shox), we analyze the intrinsic noise characteristics and the
application of our introduced methodology on a 3-bit Sbox (comprising of
84 transistors) (Figure 5.1) [4] and a parallel implementation of the 3-bit
Sbox consisting of 3 stages of the 3-bit Sbox from above (comprising of
330 transistors). Furthermore, the results from these simulations could
provide some insights for the design of masking schemes which (may)
utilize such parallel implementations All the circuits are designed in
28nm FDSOI technology using Cadence Virtuoso tool with minimum
sized MOSFETSs to maximize the noise sources (specifically, the flicker
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noise, ref. Equation 2.14) and have the corresponding number of buffered
inputs and fan-outs respectively. The Sboxes are provided with a separate
Vpp to avoid any mixing of the signal coming from the input/output
buffers. The current at the Vpp supply is measured for calculating the
"cryptographic" signal and noise.

A\ %

)
\ >

NARNY

Fig. 5.1: A 3-bit Sbox

5.1.2 Simulation settings

All the 3 designs are simulated with the Transient Noise analysis built
in Eldo (called by the .noisetran command) upto 100 transient noise
runs. The noise sources correspond to the physical flicker and thermal
noises intrinsic to the MOS transistors. They are generated by Eldo
in the frequency bandwidth specified by the input parameters of the
transient noise analysis. In our first case, we chose f,;, = 0Hz and
fmaz = 1GHz to include noise sources over the full circuit bandwidth.
The input data signals to the circuits are a recurring 0 to an arbitrary
input for 4 transitions (for the 2-input XOR) and 56 transitions (for
the 3-bit Sbox and parallel implementation). All the input transitions,
both for the 3-bit Sbox and the Parallel 3-bit Sbox occur simultaneously;
moreover, they all transition to the same value to maintain coherency
among the different stages'. All simulations are done at 298°K and for
a Vpp range from 0.3V to 1V. Next we will analyze the effect of the
following .noisetran parameters (i.e. maximum frequency of noise source,
CPU runtime and number of transient runs) on the "crypto" signal and
noise of the XOR gate. Two important simulator choices need to be

Lthe goal here is not to correlate the data-dependency of the transitioning inputs,
for which different combinations could have been a better choice; rather the focus here
is to show the evolution of the noise as the total number of transistors is scaled up
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made, the number of transient noisy runs (nruns parameter) and the
maximum frequency of the noise generating sources (FMAX parameter).
The choice of these two parameters is certainly not arbitrary and forms
the basis of our methodology where we provide a framework of how to
choose these two important parameters which affect the Figures-of-Merit
(FoMs) and the CPU runtime.

5.1.3 Results of the Transient Noise Analysis

In this section, we now discuss the results of our ongoing work. We
aim to show our present results for a 2-input XOR, a 3-bit Sbox and a
parallel implementation of the 3-bit Sbox.

10®
122 ,

Ips [A]

-4 L L L L L L L L L
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
No.of samples,n

Fig. 5.2: Current trace of a single input transition for a Parallel 3-bit
Sbox VDD:0.3V

Similar observations can be stated on moving from a 2-bit XOR (12
transistors) to a parallel implementation of the 3-bit Sbox (330 transistors).
Figures 5.2 and 5.3 show the linear current trace and crypto parameters
for the parallel implementation for Vpp=0.3V. Similarly, Figures 5.4
and 5.5 show the linear current trace and crypto parameters for the
parallel implementation for Vpp=0.9V. In both the cases, i.e for the
2-bit XOR and 3-bit Sbox parallel implementation, the trend remains
the same.

5.1.4 Effect on the Cryptographic Signal, Noise and SNR

From the previous discussion, we are now able to choose the .noisetran
parameters and fix them for our next analysis. In this section we discuss
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Fig. 5.3: Crypto parameters for a Parallel 3-bit Sbox Vpp=0.3V
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Fig. 5.4: Current trace of a single input transition for a Parallel 3-bit

Sbox

Vpbp=0.9V

the impact of the cryptographic signal, noise and the SNR w.r.t the
supply voltage, Vpp and the number of transistors, Npy. Thanks to the
40 transient noise runs and choosing fmaxr= 1GHz, we are now able to
calculate the maximum signal and the maximum noise, (as defined by
Equation 2.30). Figure 5.6 shows the scaling of the maximum signal and
the maximum noise for a range of Vpp, i.e, from 0.3V to 1V.

This allows us to make the following observations:

1

By reducing the supply voltage, the signal and noise values decrease,
which is an expected trend. This can be explained by the fact



5.1. CASE STUDY 3 : DIGITAL LOGIC BLOCKS 109

sl ]
10 [l i IDS [log scale]

Crypto parameters

r - MWWWMWAMM““W’M iy

| Crypto Signal
{ Crypto Noise

L L L L L L L L
0 50 100 150 200 250 300 350 400
No.of samples,n

Fig. 5.5: Crypto parameters for a Parallel 3-bit Sbox, Vpp=0.9V
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Fig. 5.6: Scaling of "Cryptographic' xSignal and +Noise as a function
of Vpp for 2-bit XOR, 3-bit Sbox and Parallel 3-bit Sbox

that as Vpp increases, the value of the corresponding Ipp also
increases which increases the value of the signal. Also, since the
noise increases with the increase in Vpp (see Equation 4.30), the
corresponding noise current also increases.

2 For a particular Vpp, the signal (as well as the noise) increases
with the increase in the design complexity, i.e with the number of
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Fig. 5.7: Scaling of "Cryptographic" SNR as a function of Vpp for 2-bit
XOR, 3-bit Sbox and Parallel 3-bit Sbox

transistors. (shown by arrow in figure 5.6). This is also an expected
trend as the number of transistors increases, i.e moving from a
2-bit XOR (12 transistors) to a 3-bit Sbox (84 transistors) and
finally to a parallel implementation (330 transistors), the signal
increases and more noise is accumulated. Hence, the increase in
the signal and noise values.

3 The SNR, in Figure 5.7, is in sync with the signal and noise values
described above. For the 2-input XOR, the SNR is higher than
the 3-bit Sbox (and the parallel implementation) which is expected
because of the lesser number of transistors. For the case of 3-bit
Sbox and parallel implementation, the SNR’s are close to each
other suggesting that there is a possible flattening due to the
corresponding increase in both the signal and noise values (aided
with the increase in the number of transistors) (in the same order
of magnitude, of course).

5.1.5 Impact of the .noisetran parameters on the simula-
tion cost

Since the .noisetran analysis specifies a number of input parameters, it
is of importance to analyze the effect of each of these on our calculated
values of signal and noise. We first analyze the effect of the f,,,4, parameter
specified in the .noisetran analysis, as shown in Figures 5.8 and 5.9.
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Fig. 5.9: Convergence of fq, parameter on the "Cryptographic" Signal,
"Cryptographic" Noise and the SNR for a 2-bit XOR, 3-bit Sbox and
Parallel 3-bit Sbox for Vpp= 0.9V with nruns=100

Choosing a larger f,,,4, also means increasing very significantly the CPU
runtime, as shown in figure 4.4(a). We then propose to choose an
optimum value of the f,,,;, which trades-off CPU simulation time and
constant signal/noise values. As seen in Figures 5.8 and 5.9, for our
simulations, choosing a value of upto 1000 MHz ensures that the values
of signal and noise calculated remain essentially unchanged (and do not
fluctuate by an order of magnitude). We recall the observations made in
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Section 4.2.2, using Equations 4.11 and 4.12 and (re)-invoking Figures 4.3
and 4.4, where we see a quasi-linear dependence of the CPU runtime
with the increase in FMAX at no additional gain of the security metric,
i.e., the SNR in this case. Choosing a larger f,,,; value hence would
only lead to longer simulation times and would only increase with the
design complexity providing no additional benefit. Hence, an optimum
value of f,,,,; must be chosen which minimizes the simulation time. The
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observations from Figures 5.8 and 5.9 here further validate our claims
concluded from the previous chapter and further hold true, even as design
complexity is increased.

Next we analyze the impact of the number of transient runs, nruns,
on the simulation time. The greater this value, longer the simulation time;
for our simulations, we chose a range of nruns values and calculate the
"cryptographic" signal and noise and observe (Figures 5.10 and 5.11) that
it essentially remains constant as the number of transient runs increases
from 5,10,20,.....to 100 runs in intervals of 10. In this case, the optimal
value of choosing nruns = 40 runs with a correctly chosen f,,,, value to
minimize the CPU runtime (cost) keeps provided a convergence of the
computed values within the tolerance limit (i.e., respecting Equations 4.11
and 4.12).

5.2 Case Study 4: Cryptosystems

In this section, we discuss the results of our transient-noise simulation
methodology over different implemented design i.e., for a 2-input XOR,
a 4-bit Sbox of the PRESENT encryption and an 8-bit AES encryption
Sbox. These include a total of 12, 684 and 1884 transistors, respectively.
The goal of this case study is to show the evolution of the noise with
increasing circuit complexity.

5.2.1 Target Designs

Our results are based on transient noise simulations in an Eldo environ-
ment while using a 28nm FDSOI PDK (process design-kit) provided by
an industrial foundry. This PDK is characterized to provide advanced
UTSOI v2 [95] noise-simulation abilities of all the noise-parameters dis-
cussed above (and many more). In most experiments performed in this
research, the sizing of the transistors is kept minimum to maximize the
noise produced (flicker noise especially which is reversely proportional
to gate-area). We use a simple 2-bit XOR, a 4-bit PRESENT Sbox
and an 8-bit AES S-box to show scalability of our results in a relevant
cryptographic context. All of which were custom designed using Cadence
Virtuoso software, to show the scaling trends of the signal and noise w.r.t
the supply voltage and the number of transistors.

5.2.2 Simulation Settings

The input data signals to the circuits covers of All the 3 designs are
simulated with the Transient Noise analysis built in Eldo (called by the
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.noisetran command) upto 40 transient noise runs. The noise sources
correspond to the physical flicker and thermal noises intrinsic to the MOS
transistors. They are generated by Eldo in the frequency bandwidth
specified by the input parameters of the transient noise analysis. In our
case, we chose fin = 0Hz and fj4: = 1GHz to include noise sources
over the full circuit bandwidth. The input data signals to the circuits are
a recurring 0 to all possible arbitrary digital input transitions (i.e. 4, 16
and 256 transitions for the 2-input XOR, 4-bit PRESENT and 8-bit AES
S-boxes, respectively) at a clock frequency of 10 MHz. All simulations
are done at 298°K, T'T' (typical-typical) process corner and for a supply
voltage Vpp range of 0.5V to 1V.

From the previous section, two important simulator choices have been
made, namely, the number of transient noisy runs (nruns parameter) and
the maximum frequency of the noise generating sources (FMAX parameter).
The choice of these two parameters, as has been shown in much detail, is
certainly not arbitrary and forms the basis of our introduced methodology
where we provided a framework on how to choose these two important
parameters which subsequently affects the Figures-of-Merit (FoMs) and
the CPU runtime. For subsequent simulations, we fix these parameters
as nruns= 40 and FMAX= 1 GHz, unless otherwise explicitly mentioned.

5.2.3 Evaluating Crypto FoMs-Signal, Noise and SNR
from Transient Noise Analysis

After collecting traces from our repeated transient noise runs, we are
able to calculate the maximum signal and the maximum noise, (from
Equation (2.30)). Figures 5.12 and 5.13 show the scaling of the maximum
signal and noise for a range of Vpp, i.e, from 0.5V to 1V. We can make
the following observations from the 2 plots,

1 By increasing the supply voltage, Vpp, the value of the maximum
signal and noise increase. This can be explained by the fact that as
the Vpp increases, the dynamic power consumption, P, increases
(hence the increase in on current, Ipy) which increases the Signal
value. This is true for the static power leakage as well. The increase
in the "crypto" noise can be explained by the increase in the thermal
noise which increases with the increase of Ipy. Reciprocally, signal
and noise decrease with Vpp. We can observe that the signal
decrease is faster than the noise decrease which is of interest for our
purpose. A possible reason could be due to the square dependence
of the Signal on the supply voltage, Vpp whereas the noise behaves
in a more linear way with respect to the Vpp.
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2 For a particular Vpp, the signal (and the noise) increase with
the increase in design complexity, i.e as the number of transistors
increases for a given circuit (e.g. moving from a 2-bit XOR to a
4-bit PRESENT Sbox to an 8-bit AES Sbox).

The increase in the signal can be modeled by the following relation [87]

Sczrcmt SV XOR Nﬁ (5 1)

Sfcircmt

where is the signal for the target circuit, SXOR is the signal

produced by a 2-bit XOR for the same supply voltage, VD D, Np is the
ratio of the increase in the number of (switching) transistors w.r.t a 2-bit
XOR and § is a technology factor which varies 0.4 < 8 < 1.5 for our
circuits and depends on the value of the supply voltage, Vpp.

The increase in the noise can be modeled as [87]

it XOR
N{}g;m Ny o Np (5.2)
where Nﬁ—”cmt is the noise for the target circuit, Ny; XOR is the noise

calculated for a 2-bit XOR at the same Vpp, Ny is the ratio of the
number of transistors w.r.t a 2-bit XOR and « is a parameter which
scales with the supply voltage, is < 2 for our circuits and depends on the
value of the supply voltage, Vpp. Consequently, we observe that noise
increases faster with the number of transistors than the signal. This
could be related to the fact that the intrinsic MOSFET noise sources
are not correlated and hence the total contribution to Ipp is larger,
whereas the signal is more proportional to the number of (switching)
circuit branches connected to Vpp.

Since the calculated "cryptographic” noise is essentially a mean of the
variance across different inputs for nruns number of traces, we should be
able to relate this noise to the histogram of the measured current. We
see this in the next section. From Figures 5.12 and 5.13, we see the
evolution of the maximum signal and maximum noise (which conclude in
the computed SNR (2.30)); however, in typical side-channel attacks, the
adversary, chooses a Point-of-Interest (POI) in time and exploits this
point to extract the relevant information. For our following results, we
choose the maximum SNR time point as our POI. This is intuitive, as
the maximum information leakage occurs at this point. Hence analyzing
the crypto metrics at this point and plotting the relevant figures-of-merit,
such as the SNR or MI, provides us with useful information about the
extent of information leakage. 2

2We also use this POI for Mutual Information analysis, as explained
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In Figure 5.14, we plot the "cryptographic' calculated Signal, "cryp-
tographic" Noise and the "crypto" Signal-to-Noise (SNR) ratio at the
Point-of-Interest (POI)? for different supply voltages, i.e., from 0.5V
to 0.9V. The results obtained are consistent with the expected trends;

3we note here the difference between figures 5.12, 5.13 and figure 5.14. the former
ones plot the Maximum Signal and Noise whereas the latter plots the Signal and Noise
at the POI
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Interest (POI) as a function of Vpp for AES Sbox

i.e., the signal and noise values increase with the increase in the value of
the supply voltage Vpp. Concretely, the SNR values also increase with
the increase in the supply voltage. However, we categorically state that
the SNR values with the Vpp are still well within the tolerance limits
assumed by our methodology (for instance, the difference between the
values of the SNR at 0.5V (value of 3529) and 0.9V (value of 3845))
are well within the e tolerance limit specified?; subsequently, this does
not allow us state that the assumed trend has indeed been violated.
Rather, we state that since the SNR is in itself a first-order metric and
is often used by designers only in very early design stages to obtain a
very first-hand estimation of the security level; for further and clearer
understanding of the impact of the noise variance and its impact w.r.t
the supply voltage, we refer to the analysis using the Mutual Information,
introduced in section 2.5.5.

Nevertheless, we account for this due to the limited number of traces
which were simulated compared to the larger number of traces available
vis-a-vis from measurements, which often leads to a much smoother
trend.

5.2.4 AC Analysis of an 8-bit AES S-box

Figure 5.15 plots the power spectral density of the current (noise current
power spectral density) for a given (constant) bias for an 8-bit AES

“we remind the reader a tolerance limit, €, of 15% for our methodology as previously
introduced in the preceding chapter and used throughout this thesis
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Sbox®. The inputs are set to a constant bias (Vpp/2 in this case)’
and the frequency is swept from 1Hz to the frequency-of-interest. The
transistors in the 8-bit AES Sbox have a constant fixed input bias
corresponding to Vp = Vg = Vpp/2; the rationale behind this choice of
bias inputs has already been well explained in section 4.4.3.
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Fig. 5.15: AC analysis of increased Ky at Vpp=0.5V, Vp = Vo = Vpp/2;
for 8-bit AES Sbox

From Figure 5.15, we plot the S; )’s for given Ks. The lines represent
the S, for the intrinsic K¢, i.e the default Ky value. We then compute
the integrated noise variance, O'%DD thanks to Equation 4.15 from the
given S;,,,. We also observe that by increasing the K¢, we obtain the
noise curve (shown by the lines) which clearly shows an increased level
of noise due to an increased Kg.

5.2.5 Evaluation using Mutual Information -An Analysis

In this subsection, we revisit our previous results and explore them using
the Mutual Information metric introduced in section 2.5.5 for the largest
design under investigation, the AES Sbox. As previously explained, the
MI metric allows the designer to quantitatively estimate the information
leakage from an implementation and estimate the noise variance needed
to achieve a given security level. Concretely, it let us derive a more
general intuition and the effect of parameters such as the noise variance
and the supply voltage on the information leakage and how the above

5to provide a better understanding of a more practical scenario, only the Sbox is
considered here to correlate with previously obtained transient noise values

Shence the considered current is the static leakage, whose statistics have already
been described
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parameters vary the MI. Note that the SNR curve is shown for a given
number of nruns, that is, the SNR as is shown in Figure 5.14, does
not take into account the noise averaging. In turn, increasing nruns’
reduces the noise and increases the attack success rate. The MI metric,
however, does take nruns into due consideration. The MI curves enable
an asymptotically security evaluation, i.e. it provides a security trend
as a function of the noise or the noise-removal/averaging abilities of the
adversary. It also provides the designer an upper bound of the noise
adding capability to reduce the leakage to achieve a desired security level.
The * markers in Figure 5.17, represent the inherent device physical
noise that an adversary cannot further remove (as compared to external/
environmental/ algorithmic noise [99]).
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Fig. 5.16: Effect of the increase in the K; factor for a CMOS AES Sbox
at Vpp = 0.5V and 0.9V. The individual markers * correspond to the
actual calculated noise variance from the simulator.

In this subsection, we revisit our discussion on the K; factor in the
context of Mutual Information. Using transient noise simulations, we
observe from Figure b5.16, the results of the increase in flicker noise
on the MI for a CMOS AES Sbox (same setup as above), for a supply
voltage Vpp = 0.5V and 0.9V. To understand the curve, we must first
be clear about the legend of the figure. The dashed line indicates the
MI due to the intrinsic K¢, i.e., Kf which has not been modified and is

"i.e, averaging over a very large number of noisy traces, typically a million, in

practical side-channel attack scenarios
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the default as provided by the foundry model. The black dashed curve
indicates the MI due to the increased K¢, i.e K¢ which has been modified
by changing the parameters of the foundry model. We make the following
observations,

o A decrease in the magnitude of the MI is observed (illustrated
using the colored % markers), thanks to the increased K¢. As the
Kt increases, so does the noise variance and the MI goes down.
This is observed for both the supply voltages plotted, i.e 0.5V and
0.9V

o We also observe that the noise variance value is higher for the higher
supply voltage, i.e 0.9V compared to 0.5V. This is an expected
trend and validates our results obtained from the Signal and Noise
curves above.

o Furthermore, the Ml curves are able to clear the discrepancy ob-
served in Figure 5.14 regarding the (un)-clear trend of the SNR
with respect to the Vpp. At this point, we can clearly conclude
that although increasing the supply voltage increases the value of
the signal and noise metrics, overall the effect is dominated by the
increase in the noise, and hence the information leakage (computed
by the SNR or the MI) is expected to decrease.

From Figure 5.15, we obtain actual noise values computed from the
noise spectral density (integrating over the frequency limits fmin to
fmax). The noise computed in case of cryptographic analyses, from the
cryptographic FoMs (for e.g., the SNR or MI), is indeed calculated from
the transient noise simulations (using the methodology introduced). By
extending the noise computed from a single transistor to an AES Sbox,
we provide an intuition into the security levels of a given implementation
taking IPN into account. Indeed, the same degree of increase (by an
order of magnitude) in Ky is obtained using both the MI curves, i.e., ref.
Figure 5.16 and Figure 5.15.

Effect of Supply Voltage on the Mutual Information

In this section, we revisit the results from Figure 5.14 in the context of
Mutual Information and provide a more detailed analysis of the impact
of the supply voltage on the amount of information leakage. From Figure
5.17 we make the following observations,

e Reducing the voltage leads to a signal reduction which in turn
reduces the MI (for a given noise level). This is clearly illustrated
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Fig. 5.17: Impact of the Supply Voltage, Vpp on the MI for a CMOS
AES Sbox. Devices here have been simulated at the default K¢ provided
by the model. Individual markers * correspond to the actual calculated
noise variance from the simulator.

and is an expected trend. This is an interesting result as it makes
clear that lowering the supply voltage does not always necessarily
lead to (more) leakier implementations, if intrinsic physical noise
is taken into account.

e The noise variance increases with the supply voltage. This is
consistent with the results obtained using the SNR metric in the
previous section which are expected. This allows the designer to
estimate the noise required to be added for a given supply voltage
to achieve a desired security level.

o Using the actual computed MI values and noise (represented by * in
Figure 5.17) the corresponding noise variances obtained are in close
agreement with the noise variances obtained from transient noise
simulations (SNR) and AC analyses, as described in the previous
section.

A note on the MI vs SNR Although theoretically, from Equa-
tion 2.32, lower SNR values correlate with lower values of MI. However,
this relation holds (asymptotically) true in case of a very large number
of traces (which is almost always the case in real-world measurements).
Compared to in a simulations-based scenarios (as is the case here in the
context of this thesis), the CPU runtime and memory (storage) com-
plexity of the output file is severely restrictive. Nevertheless, we also
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conclude similar trends with the change in the supply voltage (for both
the MI and the SNR) with the change in the noise (variance) as clearly
illustrated in Figure 5.17.

5.3 Case Study 5: (Noisy) CMOS vs DDSLL

As a final case study to validate the scope of our introduced methodology,
we compare the CMOS and DDSLL S-box implementations. This allows
us to broadly state that the methodology introduced in this thesis allows
for a comparison of larger cryptosystems; more specifically, it allows
for computation of security evaluation metrics at design stage. Further
more, it opens the scope for further research into optimizations needed
to reduce the simulation cost (both in terms of computational complexity
and time); this would allows for further granulation of the noise when
building larger cryptosystems with multiple blocks.

5.3.1 Target Designs

The target designs for this case-study are CMOS and DDSLL 8-bit AES
Sboxes (as described in section 2.5.1). The underling DDSLL gates were
implemented (with Cadence Virtuoso) utilizing minimum sized transistors
from the 28nm FDSOI PDK. The sizing of the transistors has been kept
minimum to maximize the noise (especially the flicker noise). Using the
methodology introduced in this chapter, we simulate flicker and thermal
noise from the transient noise analysis by Eldo simulator (from Mentor
Graphics). The currents drawn from the modules-under-test are recorded
from the simulator (over multiple supply voltages), i.e (I(Vpp(t))), and
the security metrics computed as described in the previous subsection.

5.3.2 Simulation settings

The designs are simulated using the Eldo simulator with intra-cell layout
characteristics only. The Transient-Noise analysis built in E1do (referenced
by the .noisetran command) has been repeated upto N,uns® transient
noise simulations. The noise sources correspond to the physical flicker
and thermal noises intrinsic to the MOS transistors were generated by
Eldo within the frequency bandwidth specified by the input parameters
of the transient noise analysis (Equation 2.28).

The chosen minimal flicker noise value, f,;, = 1/T, where T represents
the total simulation time for all possible inputs. The input data signals to
the circuits are a recurring 0 to an arbitrary input of 256 transitions at a

8N,.uns Was chosen as such that the computed variance has converged
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clock frequency of 10 MHz and fy,,x = 1/(2*dt), where fi,,.x represents the
maximum frequency of the noise generating sources, dt is the minimum
time step being used by the simulator or specified by the user and as such
that increasing it did not increase the signal variance. This was done to
reduce expensive simulation time (as explored in [87]). All simulations
are done at 298°K, TT corner and for a Vpp range from 0.5V to 0.9V

5.3.3 Transient Noise Analysis: Results

In this section, we analyze the results of our transient noise analysis
using the security metrics described in section 2.5.5. The examined first
order univariate metrics provide a first hand early stage security level
of a cryptographic implementation. In this work, we do not specify a
target SNR or MI value; rather, our goal is to exploit the methodology
introduced for dynamic dual-rail logic level implementations and show
that the amount of noise needed to be added to reach a given security
level is smaller when fully (and correctly) analyzing the intrinsic noise.

CMOS vs DDSLL- Analysis using the SNR
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Fig. 5.18: Impact of the Vpp on "Cryptographic" Signal, Noise and SNR
for CMOS & DDSLL Sboxes across Vpp=0.5V to Vpp=0.9V

1 We first analyze the impact of the Signal metric as shown in
Figure 5.18a. We make the following observations from this,

the Signal increases with the increase in the supply voltage, Vpp,
for both CMOS and DDSLL circuits. This is expected as the

device on current increases with the voltage. In addition, CMOS
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leaks higher signal as compared to DDSLL. Further, the difference
in slopes of the CMOS and DDSLL are observable and could be
attributed to the underlying implementation style, namely, since
DDSLL logic operates by using the pre-charge (during which, Vsying
=V fmed)and during evaluation (where the power is now a function
of (Vswings VbD), i-€., Vswing = V fized — VDD), the overall signal
is dominated by the difference in the voltage (AV) rather than
the actual Vpp values. Furthermore, as the devices operate in the
weak-inversion (and just above the threshold region) compared to
stronger-inversion region operation (i.e., Vpp = 0.7V and above),
the apparent difference for CMOS is very obvious.

Figure 5.18b shows the "cryptographic" noise as a function of the
supply voltage for the two designs. We observe the following,

e At a given voltage, Vpp, DDSLL has a higher noise impact
than CMOS, as more number of transistors are switching in
DDSLL?. Although Static-CMOS has an overall higher num-
ber of transistors (1884 in this case) compared to DDSLL
(consisting of 1275 transistors), the number of switching tran-
sistors is clearly higher for DDSLL compared to CMOS(which
tends to have a lower activity switching factor, ap (ref. Equa-
tion 4.28)10 [87].

e Second, and more importantly, we see that the noise contribu-
tion of DDSLL (as compared to CMOS), is higher at lower
supply voltages, e.g. 0.5V-0.6V than at higher voltages say,
0.8V-0.9V. This could be attributed to the operation of the
dual rail logic gates in the weak inversion region (i.e, just
above the threshold voltage of the device) where the static
leakage is still comparable to the dynamic component (i.e.,
Licar = Lgyn; ref. Equation 2.2).

3 From Figure 5.18(c), we see the trend of the estimated SNR; due

to its lower signal value and higher noise compared to DDSLL, the
DDSLL has much smaller SNR, values for all supply voltages.

To conclude, whereas in Chapter 3, only the signal part of DDSLL

as a function of the supply voltage was evaluated, here we complement
this result by the positive affect of the noise as a function of the supply
voltage (and as compared to CMOS). This in turn, translates to an SNR
reduction of x2 orders-of-magnitude across a 400mV voltage span.

9thanks to the precharge and evaluation phase
100.1 - 0.2 in most of the cases
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Analysis of noise variance

In this subsection, we visually analyze the intrinsic-noise variance. We
show that DDSLL presents a stronger noise independence with respect to
the inputs as compared to CMOS. Without the loss of generality (and as
was observed across supply voltages) for this discussion, we use a supply
voltage of Vpp = 0.5V. We plot the noise variance computed over Nyuns
transient noisy runs, for all possible inputs. The variances are plotted as
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bar plot as a function of the S-box inputs, and as a scatter plot vs. the
simulation time side-by-side (the scatter plot is used to better illustrate
the distribution) for CMOS (Figure 5.19) and for DDSLL (Figure 5.20)

respectively. We make the following observations,

e Qualitatively, for CMOS, the noise variance is more correlated.
The correlation influences the switching factor (i.e., the number
of switching MOSFETs and hence influences the signal variance).
In addition, the distribution that is observed contains multiple
repeated patterns (of correlations). The correlation dependence
on the power consumption of a CMOS circuit is well known from
literature and already been introduced in the Background section
of this dissertation. The power consumption (i.e., the switching
current) at a given supply voltage, is a function of the activity
factor (i.e., the number of transistors switching ON or OFF, which
is correlated with the adjacent temporal samples). Since the noise
variance is computed from (switching) current consumption, the
this dependence is expected.

e For DDSLL (Figure 5.20), it is observed (qualitatively) that there
exists a much uniformly distributed noise variance. e.g. as in
contrast to CMOS, the noise (correlation) is more independent.
In comparison to CMOS, DDSLL switching transistors are always
pre-charged to ’high’ logic level; and then depending upon the
input, subsequent transistors are "evaluated'. Consequently, this
provides much lower dependence (i.e., much lower correlation)
between the adjacent temporal samples and the transient power (or
current) consumption. Nevertheless, we emphasize that physical
imperfections still exist and manifest as, for instance, the imbalance
between the capactitative loads of the output wires (which can
still be seen in Figure 5.20). Although, DDSLL reduces the data-
dependencies, but it does not eliminate them completely.

e More importantly, we observe that DDSLL has a higher (qualita-
tive) noise-variance as compared to CMOS by almost an order of
magnitude. This reinforces the notion that the noise calculated
from Equation 2.30 provides a good estimate for calculating the
SNR from transient noise simulations. We explore this in further
detail in the next section.

It is important to note that an attractive property of the DDSLL
design is the increased independence of the noise from the inputs. In fact,
it is a common criteria for masked hardware and software applications.
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Fig. 5.21: Mutual Information as a function of the intrinsic Noise Variance
of CMOS and DDSLL circuits for 0.5V and 0.8V. The individual points
correspond to the actual calculated noise variance from the simulator.

Mutual Information Analysis

The MI for CMOS and DDSLL implementations for supply voltages (0.5V
& 0.8V) is plotted as a function of the simulated noise variance. The
actual noise variances calculated from the transient noisy simulations are
shown using markers on the curves. We make the following observations
from Figure 5.21:

e For CMOS circuits, the amount of information leakage (M) is
higher than for the corresponding DDSLL leakage for all noise
variances across all supply voltages. This confirms our intuition,
that although DDSLL loses its advantage w.r.t technology scaling,
as discussed in Chapter 2, it (could) continue to be a design-of-
choice when physical intrinsic noise is taken into account. This
advantage is especially attractive at lower voltages.

e Generally, CMOS leaks more information for a given noise level than
a DDSLL implementation. Furthermore, a DDSLL implementation
inherently has more noise (on account of the larger number of
transistors), which contributes to its security.

e It is possible to see that the difference of the MI value of DDSLL
between 0.8V to 0.5V is smaller than the same for the CMOS designs,
which reassures the conclusions!! from the previous subsection (i.e.,

"that the noise contributions at lower voltages are significant compared to at higher
voltages
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from ref. Figure 5.18).

CMOS or DDSLL? A nice property of the Ml curves is that it
enables a designer to estimate the amount of noise required to be added
to a design (to make it more secured). In our case, for a reasonable and
similar security level (below 10~!), CMOS design will have to incorporate
two order-of-magnitude more noise than DDSLL designs.

However, the higher PDP values of DDSLL compared to CMOS tilts
the favor back to CMOS based implementations. Recalling, Figure 3.3 in
28nm, where DDSLL performs worse than CMOS, although marginally.
The effect is slightly exacerbated at lower voltages of operations and evens
out at higher voltages; thus leading a free choice to the designer. Addi-
tionally, when considering operations at higher voltages (ref.Figure 77),
DDSLL loses its advantage. To summarize, on account of these factors
and considering the design complexity of dual-rail logic designs (the need
for balanced capacitances, input and output buffers for voltage level
shifting, and the inherent need to design components as symmetrically
as possible, in addition to the large and more number of gates needed
to even implement a basic functional gate) and its incompatibility with
standard digital design flow tools (for e.g., using standard cell libraries),
keeps the tilt in favor of CMOS based designs, atleast for the foreseeable
future.

5.4 Conclusions and Open questions

In this chapter, through a series of validating case studies, we have pro-
posed a methodology to concretely simulate intrinsic MOSFET physical
noise and to link the results to concrete security evaluation metrics of
cryptographic modules using transient noise simulations. The results of
this research are valuable to discuss and answer questions such as, how
the physical noise sources from the MOSFETSs can be used for effectively
deriving the cryptographic SNR or MI values, and especially to con-
cretely perform security evaluation at design stages of a cryptographic
implementation.

Not limited to security evaluations, this work also serve as a design
guideline for early stage cryptographic (and digital) designers to incorpo-
rate security from the beginning of a product development cycle. Such
guidelines include (but not limited to)

1. the design using lower sized transistors (keeping in mind the per-
formance required and respecting the noise margins at the given
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voltage of operation)

2. architectural level designs such as to maximize the impact of physi-
cal noise (by introducing hierarchy in the levels of implementation,
using a mix of say, serial and parallel implementations), and

3. using a higher supply voltage (modes of) operation, if possible, to
reduce the impact of the leaking signal (as has been shown already).

This allows designers to trade-off between security and other met-
rics like area, power consumption, etc. keeping in mind the (intrinsic)
vulnerability of such devices to Differential Power Analysis (DPA) [63].
We believe that our introduced methodology not only provides designers
a formal assessment of the security level of a given (leaking) device
from the conceptual stage (without added countermeasures) but also
quantitatively estimates the amount of noise (increased by addition of
externally added countermeasures or by tweaks in the design) to mitigate
the ease of a DPA. This leads to computation of metrics such as the
correlation coefficient, Measurements to Disclosure (MTD) (the number
of traces to disclosure) or the information-theoretically sound metric,
mutual information (MI), to quantitatively estimate the security of a
device at any given stage of the design. Some of our concrete observations
are that longer transient runs (higher FMAX), which add more noise, come
at the expense of increased simulation run times (high CPU time) which
does not track back to significant changes in our security metrics. The
complexity would further increase with the number of gates in case of a
full cryptographic implementation such as the AES or the PRESENT
block cipher.

We conclude that intrinsic physical noise in MOSFETs and its impact
on cryptographic implementations has been thoroughly studied and it is
expected to increase significantly with technology scaling.

Furthermore, we have also provided a comparison between CMOS and
DDSLL logic based styles using transient noise analysis while providing
results from several concrete first-order univariate security metrics. Our
evaluations show,

1. that a noisy DDSLL logic style exhibits a lower SNR (and hence a
lower MI) trend at different supply voltages compared to a noisy
CMOS implementation, mainly due to the considerable increase in
intrinsic physical noise between the two technologies.

2. We also show that the noise variances exhibit a strong independence
w.r.t the inputs for a dual-rail logic implementation compared
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to a CMOS design. While our results are for an 8-bit AES S-
box, we believe similar trends will be observed for a full AES
implementation.

The results can also be used to discuss the effectiveness of us-
ing the intrinsic physical noise of the MOSFETs and its behavior
across different cryptographic implementations and different supply
voltages.

The extension of this work to larger circuits (especially for dual
rail styles) and correlated noise sources at the cost of a larger area
overhead while maintaining a higher security level compared to
CMOS remains an open and interesting question.



Chapter 6

Noise Analysis of a Measurement
Setup

In this chapter we further investigate using our design
methodology the impact and behavior of intrinsic noise on
the security evaluation taking into consideration the internal
capacitance, inductances and resistances across PCBs, dies
and ground cable. Through this case study, we are able to
evaluate the impact of interconnects on external observation-
s/measurements and the impact on intrinsic noise allowing
for a more holistic approach to(pre)-evaluation of crypto im-
plementations through simulations.

6.1 Motivation

Design of (secure) cryptographic circuits beginning at the RTL involves
conversion of the high level synthesizable VHDL code to a gate-level
netlist, followed by layout of the implemented design. This involves the
floor-planning stage, wherein the peripherals of the die on which the
design will be mapped, are defined. These include the distribution of
the I/O pads, placement of the power supply (single/multiple voltage
supplies), GND rails, etc. These are the peripherals which will be
interfacing with the external artefacts such as the PCB interfaces, the
packaging and the sockets. After floor-planning, the design is now
ready to be placed and routed. Following a successful place and route
(P&R), the design is exported as GDSII file to the foundry, where it
is now ready to be mapped on-to a physical die (i.e., on silicon) and
production can begin. Post fabrication, the testing and evaluation of
the dies begins once they have been received from the foundry. A



132CHAPTER 6. NOISE ANALYSIS OF A MEASUREMENT SETUP

PCB measurement board is now ready to house-in the die and begin
the process of collecting the measurements. Apart from measuring the
electronic aspects of the implemented design, which includes parameters
such as meeting performance and noise margins, the supply voltage
ranges within which the device can operate, security evaluations are
also carried by the cryptographic designers, potentially involving SCA
(such as Differential Power Analysis (DPA) [63], Template Attacks (TAs)
[24] or Correlation Power Analysis (CPA) [20]). Only at this stage, are
the vulnerabilities of the complete design (notwithstanding the built-in
countermeasures) exposed to the designers, which are often attributed to
the measurement set-up employed by an adversary and have proven to be
successful in breaking even the most (mathematically /cryptographically
secure) implementations.

Although, post-synthesis and post-layouts simulations effectively
cover the performance margins (and electronic aspects) of the die during
design cycle, there is (yet) no clear defined security evaluation methodol-
ogy which focuses on the security evaluations at the post-synthesis or
the post-layout stage. Consequently, if a fabricated design is found to be
broken, either due to an excellent measurement setup or equally by an
average adversarial set-up, it entails additional cost and time-to-market
for the design. Additional countermeasures, may be introduced to com-
pensate (where possible), otherwise the fabricated die has to revert to
the design board and the process repeated. This process is costly and
delays the production cycle further. This necessitates the motivation to
have a security evaluation methodology, based on simulations, which is
robust enough to provide guidelines at the pre-layout stage as well allow
for modifications of the design, depending upon the evaluated results.

6.2 Existing State-of-the-Art

Using simulations for side-channel leakage evaluations has been previ-
ously studied in [68] [69] [103], although these earlier works stressed on
the evaluation of leakage implementations solely from a simulational
point of view. Little consideration was given towards the modeling of
any peripheral artefacts and its corresponding impact on the simulated
leakage traces and their subsequent security evaluations. Nevertheless,
they provide a strong motivation to simulate and evaluate the resistance
of an implementation at design time. Building on this flow, importance
was given to physical security and their corresponding optimizations in
[101] [124].

One of the first works modeling equivalent circuit models for cryp-
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tographic designs was reported by Iokibe et al. [50]. In their work, the
authors propose an equivalent circuit mode which models both the Power
Distribution Network (PDN) of a circuit which implements the AES-128
cryptographic algorithm with a high level modeling of the impedance
and the board and package models. Their results, nevertheless showed
the correlation between the simulated traces (through their model) in
agreement with the actual power traces obtained as a result of measure-
ments. Nevertheless, throughout their analysis, the authors freely use
decoupling capacitances to obtain simulated power traces (and suppress
the informative leakage), and after a number of iterations (with different
de-cap values), obtain a close agreement with the real world measure-
ment traces. Further extensions of related works were attributed to
the modeling of the peripheral microcontroller circuity [51] and related
supply pins [84]. However, it is noteworthy to point out, that in all these
works, previous actual measurements were already made on a prototype
working chip; the corresponding traces obtained from simulations served
as a validation of the proposed model, rather than as a methodology to
evaluate the resistance of the implementation pre-fabrication. Although
this is the conventional way of modeling designs, (i.e., modeling from
measurements), for evaluating (or rather estimating) the intrinsic side-
channel resistance of a cryptographic implementation pre-fabrication, the
reverse approach (i.e., modeling followed by measurements) could also
be beneficial in quantitatively estimating the countermeasures required
(to secure the implementation) before the design goes to the foundry!.
Kamel et al. [54] reported a strong correlation of the simulated
power traces with actual power traces obtained post measurements, for
a side-channel security evaluation use-case. In [54], the authors analyzed
the impact of the PCB packaging, socket and the cable inductances, in
sufficient detail, for a dual rail logic style implemented using full custom
technology for a commercial 65nm PDK, with previously obtained actual
measurements from the same chip. Their work is able to accurately
correlate the security evaluation metrics (in this case, using the Perceived
Information (PI)) for similar noise levels, as reported by actual mea-
surements. Nevertheless, the authors do not incorporate any intrinsic
physical noise in their simulations, rather merely model the noise as an
additional added parameter (using MATLAB simulations) to study the
impact of the security evaluation metric (the PI in this case) w.r.t the
noise. Nevertheless, the work provides useful insights into the impact of
PCB artefacts on the security evaluation of a device and we use it as a
building foundation for our proposed methodology. Further in [6], which

"However, we do mention here that within the scope of this work, we limit ourselves
(only) to the simulations of implementations taking IPN into account
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model the PCB packaging effects, parasitics and oscilloscope probes are
reported. The authors in [6] use a lumped RLC model using scattering
parameters obtained as a results of 3D simulations. Although compu-
tationally sound, transient noise, coming intrinsically from the physical
devices is not considered. Similarly, authors’ in [13] use low-level digital
simulations to evaluate the security of implementations at different stages
of the digital design flow. Recent works reporting a renewed interest in
simulation based methodologies evaluating the side channel resistance
at netlist level include, but not limited to, [108, 13, 16, 109, 138]. In
[109], for e.g., authors propose a framework for an automated analysis
of implementations targeting design time; however, intrinsic noise is
not accounted for. Noiseless simulations, as such, although capture the
worst-case adversarial setup a design may encounter, but offer limited
scope in the evaluation and understanding of physical noise which could
also be beneficial for an implementation. Similarly in [108], although
transient simulations have been performed, transient noise has not been
accounted for which would lead to further correlations, both between
the circuit and passive elements and within the noise sources themselves.
Further works consolidating the role of simulations and electronic design
automation, both from a bottom-up and system level perspective, can be
found in [61] in which authors’ highlight the importance of methodologies
for e.g., Design-for-Security (DfS), as aforementioned.

6.3 Our Contributions

Transient noise analysis, which has already been shown as a successful
methodology in evaluating the intrinsic noise of a design implementation
earlier in the development phase [86] [87] [89], can be used in the model-
ing of peripheral artefacts which a design would encounter later in its
evaluation and testing cycle. Although accurate modeling of such arte-
facts remains an open ended topic, especially in circuit design research,
nevertheless, it offers cryptographic designers a quick and handy way of
evaluating the figures-of-merit based on some easily available modeling
scenarios in presence of intrinsic noise, thanks to our earlier introduced
methodology.

In this chapter, we provide a first hand evaluation and modeling of
artefacts which (possibly) impact the overall design of an implementation
on a fully-working die; namely, we assess the impact of package, socket,
the PCB board itself (along-with differential probes) and the Vpp and
GN D cable inductances which play a crucial role, both in the evaluation
of a cryptographic setup in presence of intrinsic physical noise.
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Our contributions are as follows:

o Using transient noise simulations, earlier in the development cycle,
with modeling of the peripheral artefacts, can be used to analyze
the intrinsic security of such implementations once they have been
packaged and socketed.

o Additionally, the impact of the differential probes (or other sophis-
ticated probes) and the cable inductances can be used to assess the
impact of adversarial setup very earlier in the design development
cycle.

o We analyze in detail, the effect of the supply voltage Vpp and the
effect of the supply voltage on the PI metrics for the different cases
implemented.

o We also present first hand evaluation results of the leakage function
and distribution plots to back-up our claims.

6.4 Transient Noise Analysis of Measurement-
based Artefacts

In this section we build on the existing methodology introduced in the
preceding chapter to evaluate the security of a cryptographic design
using intrinsic physical noise, i.e., the noise originating directly from
the MOSFET devices in presence of measurement based artefacts. The
various sources of noise, which a given MOSFET (or transistors) would
be subjected to, have already been briefly covered in Section 2.3. We
briefly remind the reader of the simulation methodology introduced in
chapter 4. Building on the works from chapter 4 (and chapters ?? and
5), we implement the TIMESPAN (ref. chapter 4) methodology to further
evaluate the addition of PCB artefacts modeling such as packaging effects,
sockets, and the cable inductances. The validation of the aforementioned
methodology consists of validating the claims (quantified by the PSD)
from a "physics-based" perspective, and comparing it with the "security"
evaluation metrics (such as SNR/PI) in presence of the measurement-
based artefacts set-up. This allows for total validation of the evaluated
results when applying the security evaluation metrics such that the noise
values obtained can indeed be traced back to their electronic counterparts.
This provides a sound validation to estimate (and evaluate) the side-
channel resistance of a design (or early)-stage implementation (or netlist)
exploiting the intrinsic physical noise using transient noise simulations.
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6.4.1 Artefacts based Model

The estimation of first-hand security metrics, in a setting involving the
modeling of measurement-based artefacts involve the (accurate) modeling
of the Power-Distribution Network and the packaging and PCB effects,
along with the necessary impedances, an active implementation might

"see"; a very high level overview is shown in Figure 6.1.
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Fig. 6.1: High-Level Overview of the PCB artefacts interfacing the
Cryptographic Circuit of interest.

As shown in Figure 6.1, the current iy, (¢)(which is a time-varying
current measured at the supply voltage), Vpp, is not a constant current;
but rather, is the algebraic sum of multiple currents correlated from
different sources. We detail this in the following paragraphs.

A note on the PVT variation of the Devices We note that
for the purposes, of this case study, we typically evaluate the subsequent
mentioned cases solely in the presence of IPN and do not consider the
impact caused due to the Process, Voltage and Temperature (PVT)
variations (which could potentially also be seen as an external source
of noise, rather than intrinsic). Intuitively, this allows us to consider
the above mentioned cases as a worst case evaluation setup (scenario)
wherein the only source of intrinsic side channel resistance present is
offered only by the IPN and without any externally added circuit, math-
ematical or PVT based countermeasures. Nevertheless, we acknowledge
the presence of such PVT-based variations (which, for instance, could we
well simulated by Monte-Carlo simulations to depict the intra- or inter
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die-to-die (D2D) or wafer-to-wafer (W2W) variations) as an interesting
scope for further research and evaluation. As such, all devices in the
context of this chapter (and in general, the thesis) have been simulated
"as-such" as they are on the same die.

Supply Current The supply current, in case of evaluating circuits
running cryptographic implementations, is the current measured at the
supply voltage, i.e., at Vpp. For an ideal setup (which is the case of
simulations conducted without transient noise),

Wop (t) = Wpp (6'1>

In case of simulations, which have noise added externally, the simulated
current would be,

iVDD73im(t) = 1vpp t 152 (6'2)

)
external

where Ug:ctemal is the noise added externally (most commonly, through
MATLAB simulations). This added noise, often, is in close agreement
with the actual noise measured from pre-existing measurement setups,
and consequently, provides no significant insight into the physical noise,
coming intrinsically from the implementation. Thanks to transient noise
analysis methodology, TIMESPAN, introduced in this work, intrinsic
noise can be simulated with/without the addition of any externally
amplified noise, i.e.,

iVDD,Sim(t) = iVDD70'2 (t) + 1,2 ) (6'3)

intrinsic external

For the rest of the work, we consider the case, Uga:temal =0, i.e., we do
not consider the addition of any externally added noise to our simulation

setup.

Leakage Current Leakage current, in a side-channel cryptographic
analysis setting, differs from the "traditional" definition of leakage current
encountered in electronic circuit design. Cryptographically speaking, the
current (often referred to as “power” traces in side-channel literature),
refers to the measured (or simulated) current at the supply voltage of
the cryptographic circuit-of-interest (CIT). Often the CIT has a separate
supply voltage rail, to maximize decoupling from other voltage supplies
of the circuit (in order to minimize the cross talk and interference).
Mathematically, this is can be represented as

L(t) = {/ilvDD,sim (t)7 7:2VDD,S'Lm (t)7 e ’in_lvDD,simt’ inVDD,sim (t)} + i?otag
6.4
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The “power” trace, is thus, a set of current values, for a given time t,
which can then be converted to suitable Hamming weight values for
further analysis. The noise, afotal, is often considered as noise which can
be filtered by the adversary (by repeated averaging over multiple such
leakage traces) to obtain leakages on which further statistical tools can
be applied.

However, the above equation (ref. Equation 6.4) would change when
considering intrinsic noise. This is due to the “intrinsic” behavior of
the noise which manifests as part of a sample current trace i(t), i.e.,
substituting for Equation 6.3 in Equation 6.4,

L(t) = {i

(t),12 (t),...,1

e B}
VDD’Gn,intm'nsic

(6.5)

2 2
VDD’Gl,intrinsic VDD’GQ,intrinsic

Splitting further,

), ..,

inVDD (t) + Z.n_]"nai—l,n,intrinsic (t) + in’gi,intm’nsic (t)} (66)
Finally, summing up, the total mathematical leakage obtained as a result
of all the sampled points t = {tl, to,... ,tn} can be represented as

Lt) = {Liy, gy -, Ly Ly } (6.7)

Equation 6.6, although seemingly complex, is able to capture the cor-
relation between the multiple noise sources which are present in the
measurement and now, the “realistic” simulation of a cryptographic CIT.
Although we limit ourselves to correlation degree two, i.e., we represent
the correlation between current traces e.g., between i1 (¢) and i2(t) and
so on with their respective noise sources and the correlated noise sources
(interactions) between them. In practice, the leakage current measured
experimentally, will not be limited to a correlation between any two
preceding traces; rather it will be the interaction and mathematical cor-
relation of multiple sources, which would result in a stronger multivariate
scenario (which is out of the scope of this work). The goal here is to
show that these possible interactions of the multiple noise sources (again
we do not yet define here what these noise sources could be; we visit this
in the subsequent section), result in a rather complex correlation of the
leakage current and the noise, which is difficult for any adversary with a
decent measurement setup to filter out easily.
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Noise Sources Intrinsic noise sources has been sufficiently covered
in preceding chapters. The physical intrinsic noise coming from a tran-
sistor is attributed to the random fluctuations of the electrons within
the substrate, among other factors. On a circuit design level, such ran-
dom fluctuations between hundreds (or thousands, depending upon the
design complexity) of transistors connected across a critical path in a
cryptographic design, often leads to complex correlations between the
voltages/currents of the interconnected transistors and subsequently, the
noise powers of different transistors (which again is bias-dependent). In
addition to this, the interactions of these noise sources, which have been
shown to behave as intrinsic current sources themselves, with the residual
capacitances and impedances results in further mixing of the intrinsic
noise with circuit level noise. This noise, although random, is highly
correlated with each of the elements present in its vicinity and subse-
quently affects the timing and performance of the design. Multiplying
such correlations would ideally, increase the total amount of such noise,
impacting the security evaluation of a device. This effect is manifested
by changes in the shape of the normal distributions, which we detail
further.

6.4.2 Artefacts based use-cases

To assess the impact of the peripheral and PCB artefacts on the intrinsic
noise and its corresponding effect in analyzing the evaluation metrics, we
need to carefully decouple each effect; i.e., each effect has to be gradually
introduced into the simulations and assessed accordingly. Although, the-
oretically, a large number of such use-cases can be built (depending upon
the degree of granularity we choose), nevertheless, not very significant
improvements (or changes) are expected. For these reasons, we detail
four cases, which we believe provide a good understanding and a gradual
refinement of the simulation parameters, without including too many
parameters at once, so that the analysis does not become cumbersome.

Artefacts based Model Rationale The rationale for the gradual
inclusion of the artefacts, which includes both the Power Distribution
Network (PDN) and the modeling of the auxiliary artefacts such as the
packaging and sockets, the wirebonds, and the interconnects is motivated
by Figure 6.2 which depicts a representation of the package and wire
SPICE model. Extensions to this model covering the below relevant
cases, for our case-study, are followed. Although exact values from
manufacturers are not always available, the best effort has been made to
obtain values as closely related to the type of packaging, sockets, and
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Vbp and GN D cable inductances employed in the study.
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Fig. 6.2: Spice Model representing the PCB artefacts interfacing a
Cryptographic Circuit of interest [1]

Table 6.1: Different Equivalent Circuit Models [54]

Model Equivalent Circuit

Model

1 1 kQ

9 1 k2 + differential probe +
package + socket

3 1 kQ + differential probe +

package + socket + Vpp cable
1k + differential probe +

4 package + socket 4+ Vpp cable +
GN D inductive cable

Case 1 Case 1 refers to the unprotected implementation being sim-
ulated without any PCB/peripheral effects. These correspond to the
previous simulations settings detailed in Chapter 3. Design of the AES
S-box is the same as previous simulations settings and the transistor siz-
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ing has been chosen to be of the (minimum) standard-cells, to maximize
the effect of the intrinsic noise (i.e., the flicker noise). Although in the
previous simulations, we have chosen fully custom designed minimum
sized transistor sizes, which work well, in a stand-alone setting without
any peripheral effects, it leads to a deterioration of the performance
(especially noise margins and timing delays) as soon as peripheral effects
are included. To maintain coherency and for the purposes of brevity, in
this case study, all the design of the chosen AES S-box have been designed
in a semi-custom fashion using the minimum sized transistors (available
as standard cells from the 28nm FDSOI PDK). As such, any changes in
performance will now be coherent with the corresponding changes for all
of the cases and do not contradict the previously mentioned claims. We
refer to this case as the control case.

Case 2 Case 2 refers to the unprotected implementation of the AES
S-box in a setting where the effects of packaging and sockets (along
with differential probes) has been included. Individually, we accounted
for each of the three sub-cases separately, i.e., package, sockets and
differential probes, and did not see any significant changes in the results.
Combining them together, however, and comparing with Case 1 provides
useful insights into the design of a cryptographic implementation from
an electronic perspective. Intuitively, the effects of package and socket
should ideally be considered together as they form part of the broader
packaging aspect.

Case 3 Case 3 refers to the unprotected implementation of the AES S-
box in a setting wherein addition to Case 1 and Case 2, the effects of Vpp
cable has also been included. The Vpp cable refers to the cable which
connects the power supply to the CIT. Capacitances and inductances
formed between this cable and the input/output signals (or pins) have
been modeled and included in the simulation parameters. This effect is
of particular importance in modeling for 2 main reasons,

o Firstly, it provides the relative modeling of the intrinsic capacitances
and inductances with respect to each of the input and output pins;
this needs to be included as each pin will "see" its corresponding
capacitance and inductance, and

« secondly, the inclusion of such capacitances, inductance (and resis-
tances) leads to the creation of an RLC-network whose effects are
of interest in analyzing the cryptographic signal and noise. Addi-
tionally, we further investigate if such "stray"' impedances lead to
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an "Excessive" filtering of the signal and noise, as is conventionally
believed.

Further more, we also analyze the impact on the security of an imple-
mentation due to the effect of the filtering. A change in the security level
correlates either to the addition of noise or removal of noise, for a given
(more or less) constant signal value.

Case 4 Case 4 refers to the final use-case of this analysis. In addition
to taking into the effects encountered in Cases 1, 2 and 3 respectively,
Case 4 includes the effect of the GND cable inductance. The GND
cable is, in most of the cases, the longest cable of an experimental setup.
It could be argued the same for the power supply cable, Vpp, but as
it happens in most cryptographic (or rather side-channel measurement
setups), multiple power supplies are usually used. Auxiliary circuit is
normally supplied power by voltages supplies which have been carefully
decoupled with the power supply unit of the cryptographic CIT. This
decoupling of power supplies is beneficial for principally two reasons,

o Firstly, the power (or rather current) being measured for the crypto
CIT, should be "true" reflection of the sum (or mathematical ag-
gregate) of the switching currents (from the transistors) which
are present only inside the cryptographic implementation and in-
fluence the crypto metrics. Switching currents encountered from
auxiliary /additional logic could impact both the performance and
measurement (or rather simulational observation) of such parame-
ters.

e Secondly, any activity that uses other supplies will be considered as
noise. So, shutting them down in order to avoid having additional
noise coming from other circuits in order to evaluate the intrinsic
noise is what needs to be done.

Furthermore, as described in previous paragraphs, the noise being injected
from the additional logic (or supplies, are possible sources of algorithmic
noise) would simply lead to a false sense of security, due to the effect
of increased noise current. Consequently, assessing the impact of the
intrinsic noise coming "only" from the transistors of the implementation
would not be correctly accounted for; hence the need to decouple the
power supplies.

In addition to the aforementioned conclusion sometimes during side-
channel measurements the GN D pin is also used (instead of the Vpp
pin) to monitor the side-channel current. Analyzing the effect of GN D
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(cable) inductances could provide useful insights in the evaluation and
early assessment of pre-layout designs.

6.4.3 Simulation setup

The experimental (or rather the simulational setup) consists of the
same settings (as already described in chapters 3, 4 and 5 to maintain
consistency) and the circuit models (described in section 6.4) used for the
analyzing the impact of PCB artefacts on a cryptographic implementation.
Since the analysis extends to the AES S-Box only (of course, a full AES
can also be considered, but the S-box is in itself a highly active area of
research still, both for cryptographers and for hardware designers, partly
because of the non-linearities it offers and partly, due to the various
implementations which it can be tuned into, each having its own separate
FoMs). We implement the setup as per the high-level overview shown in
Figure 6.1.

6.5 Experimental Results and Analysis

In this section, we provide experimental validation of our introduced
framework. We first present the transient noise simulations results using
the PSD, for two different supply voltages, which quantify the noise, from
an "electronic" perspective. Furthermore, thanks to the intrinsic noise
simulations, we are able to simulate noisy traces of the cryptographic
implementation under test (in this case an 8-bit AES S-box), and perform
side-channel assessment using the security evaluation metrics such as
SNR and the Pl and TVLA already aforementioned. We finally, correlate
the values between the two approaches as a validation of our framework.

Pre-layout simulations are considered; the reason for this is two fold,:

o Firstly, pre-layout simulations allows us to capture the worst-case
(or the closest "true-case") possible scenario where-in the value of
the signal will be expected, the most, of course naturally (due to
the presence of only intrinsic noise and no other countermeasure).

e Changes, to the design can be made much more easily at the
pre-layout level compared to the post-layout stage where already
considerable design effort has already been made while making the
layout (and doing the post-layout extraction which is expected to
exacerbate the noise due the presence of additional parasitics).

To re-iterate, the goal of this study is to analyze the impact of the
intrinsic noise only due to the peripheral artefacts; additional parasitics
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such as the ones from the post-layout simulations are out-of the scope of
this study and have been purposefully not included for the reasons cited
above. However, we believe similar conclusions can indeed by applied to
the same,partly because they would produce the same effects, impacting
both the performance and security evaluation metrics, however, in an
exaggerated way. We leave this as an area of further exploratory research.

Analyzing cryptographic implementations for side-channel security
evaluations using circuit (or SPICE) simulations remains a niche area
of academic research and we urge the readers for further exploration in
this field. We assert that with the right tools (i.e., a correct modeling
of the circuit and the experimental setup backed up by the already
strong mathematical proofs) would go a long way in analyzing the
security of such implementations at pre-layout stage. On the other hand,
strong mathematically-backed techniques such as using Domain-Oriented
Masking (DOM) [39] or Threshold Implementations (TI) [90] are often
broken [67] (i.e., the key successfully recovered) with traces much lower
than the postulated theoretical limit.

6.5.1 Transient Noise Analysis Results

In this subsection, we analyze the PSD curves of the different cases and
compare them to the estimated cryptographic FoMs; i.e., we first present
the PSDs for all the analyzed cases (for both 0.5V and 0.9V) and then
refer to the values obtained from a cryptographic analysis.

Simulation Parameters We detail here the simulation parameters
for the subsequent analyses carried out in this chapter. By default, these
are the conditions of operation unless specifically captioned otherwise
(for instance, a different Vpp).

Inputs € {0,1,2, ..., 254,255}, Nypgees = 40, T = 51.2 us and dt =

40 ps for a total budget

T
Ntraces . % (68)

of ~ 512 x 108 for a given supply Vpp; FMIN = 1/T and FMAX = (1/2)xdt
(=12.5 GHz) are chosen as per the described methodology.

Estimation of the Noise PSD To quantify the noise present in
an un-protected implementation of the AES Sub Bytes (Sbox) and to
assess the impact of the gradual addition of the measurement artefacts,
we use the Power Spectral Density method. The PSD plots the noise
power over a range of the working frequencies and gives an accurate
picture of the behavior of the noise (or the signal) and its value at each
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corresponding frequency. Consequently, this is a very useful tool for
cryptographic designers who are interested in achieving high-throughput
or performance intensive digital logic designs with often neglected or
limited knowledge of the corresponding higher order frequency effects
the design will induce during operation. The PSD allows us the designer
to estimate the noise (intrinsic noise) in this case to be quantified,
building upon which additional countermeasures (at the circuit or gate
or algorithmic level) can then be added.

To plot the noise PSD, we separate the noise (traces) from the
transient-noise simulated traces (which contains both the signal and noise
components) as shown in for Case 2 ref. Figure 6.3. The transient noise
simulations are computed over the complete set of dynamic switching
inputs for an AES-Sbox i.e., from 0 to 255, as in the preceding chapters
when simulating transient noisy runs. The corresponding (averaged)
PSD is then computed over these noise traces as shown in ref. Figure 6.4
for each of the respective cases (i.e., Cases 1, 2, 3 and 4).

x10* Noise trace

150 [1A]

o 05 1 15 2 25 3 35 4 45 5
tls] x10°°

Fig. 6.3: Noise trace shown clearly segregated from the Transient-noise
simulated trace for sample case 2 corresponding to Vpp=0.5V

For this case study, Figure 6.4 and Figure 6.5 depict the PSD of
an AES Sbox with gradual addition of cryptographic artefacts, as per
the methodology introduced in the preceding section. The plotted PSD
is represented for all the possible current traces on which the design
has been simulated upon, with the addition of intrinsic physical noise.
Compared to other works in literature, which often introduce an arbitrary
noise parameter (either through MATLAB additions or simply don’t take
noise into consideration at all), this work, for the first time to the best
of our knowledge, incorporates actual physical noise from the transistors
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Fig. 6.4: PSD across different cases for Vpp=0.5V for transient noisy
runs and the values computed for the POI

and assesses the impact on the security evaluations FoMs.

PSD at Lower Supply Voltage Figure 6.4 presents the PSD for
the implementation at a supply voltage, Vpp = 0.5V. Starting with the
lowest value of noise (for a given frequency of say, 500MHz), the green
curve clearly shows the lowest noise PSD. With the addition of artefacts,
moving on from the addition of package and socket models, to addition
of introduced Vpp cables and finally the GN D cable, we see an increase
of more than two orders of magnitude between the control case (i.e.,
Case 1) and the case which includes all the models simulating an actual
measurement setup (i.e., Case 4).

PSD at Higher Supply Voltage Figure 6.5 shows the PSD plots
for the implementation at a higher supply voltage, (closer to the nominal
or operating voltage), Vpp=0.9V. Here the trend is again similar to the
aforementioned lower voltage case; transient noise, in this case, is also
more than two orders of magnitude higher compared to the control case.
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Fig. 6.5: PSD across different cases for Vpp=0.9V

Effect of the Impedance Filtering Figure 6.4 and Figure 6.5
also shows the roll-off of the information carrying components at higher
frequencies saturating with the increase of the artefacts (due the RC-
filtering effect). This is of interest in the assessment of side-channel
leakage evaluations, which often are done at a higher mathematical
level (and often neglecting the impact of the operating frequency while
performing such evaluations). Figure 6.4 clearly shows that a higher noise
level can be achieved at higher operating frequencies (for Cases 3 and
4 say ~500 MHz), which clearly show the impact of the measurement
artefacts on the IPN is more visible at higher frequencies. However,
we note here the following, that the goal is to show the PSD trends
(rather than actual numerical values), computed through transient noisy
runs, which is memory (data complexity) and computationally (time-
complexity) intensive. Subsequently, simulations (using transient noise
for PSD analysis) beginning from f= 0 (or 1) Hz are almost always never
done (in case of such larger implementations) and hence computing the
total noise from the PSD using transient noisy runs would ideally, not
provide the complete picture; nevertheless, such analyzes does provide a
qualitative appreciation of the relative trends.
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To further validate our approach from a cryptographic perspective, we
now present the results of our security evaluations for the aforementioned
cases, considering a univariate leakage model.

6.5.2 Security Evaluations

Assessing the impact of transient noise on the physical security of cryp-
tographic implementations remains an open question. Building on the
works from Chapter 4, this case study extends the introduced method-
ology to the case of assessing the impact of measurement artefacts and
their modeling for extraction of meaningful security FoMs, which could
be extended to a side-channel analysis practical evaluation/attack sce-
nario. However, notably, analog SPICE simulations often take a huge
simulation time and the complexity grows with the increased circuit sizes
and inclusion of more artefacts parameters and models; not to mention,
that using post-layout simulations with the aforementioned constraints
would simply result in an exponential increase of the simulation time
and the utilization of the computing resources. For these reasons, and as
mentioned in section, we present results for the pre-layout based simula-
tions and nevertheless conclude, that similar trends will be extrapolated
to the post-layout simulation cases, which remains an interesting and
open research question.

The Case of SNR: Classical Univariate

SNR based security evaluations provides the most basic security analysis
in the evaluation of a cryptographic implementation. Although, the
leakages encountered in practical scenarios are often multivariate in na-
ture and increasingly complex (additionally, if masking countermeasures
are applied), the SNR remains a classical metric to provide a first-hand
assessment of the leakage (especially at pre-layout design levels where
measurement and collection of huge number of traces for side-channel
analysis is out of the question).

Multiple noisy transient runs (simulated using the Eldo .noisetran com-
mand) is able to capture the effect of measuring leakages across multiple
measurements with noise included, which can then be further processed
to compute security metrics, similar to the case of post-processing em-
ployed after side-channel based measurements. We plot the transient
noisy runs across all the switching inputs (i.e., from 0 to 255 in case of a
8-bit AESSbox) across multiple noisy runs. For representational purpose,
we only depict transient noisy leakages for a single random noisy run.
Figure 6.6 and Figure 6.7 shows the leakage traces for the control case
(i.e., Case 1) and the most complex case (i.e., Case 4 which includes all
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the artefacts models) for a single noisy run for all the possible data input
cases. Such simulations provide more realistic views of the leakages,
as is evident by the shape of the waveform and the data-dependence
variation and the noise variation (not shown here but among the different
noisy traces themselves for a given data input). It is this variation (both
due to data-dependence and the noise variations encountered due to
multiple runs), which allows for a side-channel security (pre)-evaluation
and assessment.

Leakage Current, Inu [A]

450 500 550 600 650 700 750
Number of samples (per trace), Ns

Fig. 6.6: Exemplary Transient Noisy Leakage traces for case 1 for Vpp
=0.5V

Figure 6.6 (corresponding to Case 1) and Figure 6.7 (corresponding
to Case 4) clearly shows the dynamic and static region of the current,
with the black highlighted lines in ref. Figure 6.7 showing the possible
area of interest in which the POI may be searched. The highlighted
dynamic region shows the variation of the switching dynamic current.
Compared to the control case (ref. Figure 6.6), a number of differences
can be clearly enumerated.

1. The POI in Case 1 is in a much tighter region i.e., lesser number
of samples are needed to compute (or search) for the POI than in
the Case 4 where it is more widespread.

2. The impact and variation on the intrinsic noise is clearly visible
not only in the dynamic region, but more so on the static region
as well.

3. Overall, there is a decrease in the magnitude of the leakage current
in Case 4 compared to Case 1. This is to be expected as the
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dynamic leakage region
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Fig. 6.7: Exemplary Transient Noisy Leakage traces for case 4 for Vpp
=0.5V

interconnect network and the correlated noise form a complex
filtering setup for Case 4 (ref. Figure 6.7) than in Case 1 (ref.
Figure 6.6).

The variations in the current traces themselves (thanks to the data-
dependency coupled with the noise effects both due to the intrinsic
physical noise and the cable inductive effects) provide a strong motivation
for further evaluations. Also, notably data-dependency on the static
region is observed.

Transient Analysis of the SNR A transient? representation of the
SNR allows for the visual inspection of the leakage points. Usually, the
point of maximum SNR is chosen as the POI. An exemplary SNR trace
is shown in Figure 6.8 for the case 1 (wherein none of the packaging
effects have been considered) across different supply voltages. Multiple
leakage points are shown and normalized SNR, shown for clarity; however
the maximum SNR chosen could be (actually) higher. We discuss the
following points:

1. A quasi-linear dependence of the SNR with the supply voltage
(between the regions with samples numbered 500-600) is observed
in Figure 6.8, which is in agreement with previous such representa-
tions.

2although a transient representation is associated with a temporal values, we map
the transient time values into equivalent sample representations
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Fig. 6.8: Exemplary SNR of Transient Noisy Leakage traces for Case 1
across varying Vpps

2. A gradual fall of the SNR slope is observed for lower voltage of
operation (i.e., corresponding to 0.5V and 0.6V) whereas a much
sharper slope (spike) is observed for the higher Vpps. This could
be due to the fact that at lower voltages (say at 0.5V or 0.6V),
the delay is higher compared to at higher voltages, and hence the
slower transition compared to much faster transitions (say at 0.8V
or 0.9V). Note the particularly longer delay in the 0.6V (falling)
transition.

We plot the PDF, for the Cases 1 (above) and 4 (below) as shown
in Figure 6.9. The PDF represents for two randomly chosen input
transition current traces at the chosen POI (in this case, the time
sample corresponding to the maximum value of the SNR). The top
plot for the Case 1 wherein clear Gaussian, with two distinct (i.e., no
overlapping) of the means (and variance) is represented. Subsequently,
attacking such a well-defined distribution is easier and well documented.
Compared to the (sub)-figure below, which represents the PDF for
Case 4, for the same (two randomly chosen) inputs, an overlapping of
the means is observed due to the increased noise in Case 4, thanks to
the comparatively more correlations between adjacent noise samples.
Attacking such convoluted (or tightly spaced) distributions could indeed
require additional resources from an adversarial point-of-view and may
possibly increase the attack complexity as the adversary may need to
collect further samples to understand the distributions more clearly. We
exercise a cautionary note here in that such results necessarily do not



152CHAPTER 6. NOISE ANALYSIS OF A MEASUREMENT SETUP

0s Case 1: Shox Inputs 15 and 115 (randomly chosen)
- T T T

Non-overalpping
of the means
for the chosen

inputs observed

probability

Current, I,,(t) [A] x10°°

Case 4: Shox Inputs 15 and 115 (randomly chosen)

Overlapping of the medgs
for the chosen inputs
observed

probability
°
s
T

Current, I,,(1) [A] x10%

Fig. 6.9: PDF of maximum POI for case 1 (top) and case 4 (bottom) for
2 randomly chosen inputs across noisy transient runs for Vpp = 0.5V

indicate side-channel independence as the simulated conditions are for
an un-protected implementation in presence of only IPN. With addition
of countermeasures such as masking (or Threshold Implementations) in
presence of IPN, we further expect the mixtures to be further convoluted
and more tightly spaced, thus increasing the overall complexity of the
attack.

6.5.3 Analysis using the Hamming Weight Leakage func-
tion

The HW model classically, models the leakage of a cryptographic imple-
mentation. However, for most of the systems in practice, the leakage
function is unknown and consequently, the adversary requires a large
number of traces in order to launch a recovery attack (e.g., using the
Template Attacks based methodology). From an designer’s perspective,
lack of knowledge of the leakage function could lead to under-application
(or even sometimes the over-application) of countermeasures, which would
unnecessarily put unjust constraints on the designed specifications.

For the purposes of evaluating the leakages of such implementations,
such as within the scope of this dissertation, and more specifically, this
chapter, we analyze the leakage (starting with a Hamming Weight leakage
model assumption) and plot the leakage values as a function of the Sbox
inputs and the HW values. The goal here is not to accurately model
the leakage function rather we hope to show that assuming some basic
model, and incrementally building upon the cryptographic artefacts,
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changes the inherent leakage model sufficiently, so as to take notice.
Since the approach here is rather relative, i.e., by fixing the model for
the control case, and evaluating subsequent changes, the choice of the
original leakage model is rather irrelevant. We believe similar trends to
be expected if an analysis would be performed using a different reference
leakage model.
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Fig. 6.10: Leakage Function of case 1 for Vpp = 0.5V

Leakage Model Analysis for Case 1 We make the following obser-
vations,

e The leakage function follows a highly repetitive pattern; this is
partly due to the analysis over the full length of the input values,
i.e., from 0 to 255.

e The leakage values seem de-correlated with each other; i.e., from
the graph, no dependencies is observed.

o Moving to the (sub)-figure on the right, the leakage function is fitted
for a quadratic function. This leads to the following interesting
observations,

Although the (sub)-figure on the left, hinted at the possibility
of the leakage function being linear, the actual function could be
possibly quadratic. What rather seems linear was the incremental
behavior due to the behavior of the input values, which were being
increased in a linear fashion. However, when analyzing on the basis
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of HW values, clear observations on the quadratic nature of the
function were indeed clearly observed.

It is remarkable that a very good fit was indeed observed for
the leakage function, which indicates that thanks to the integration
of the intrinsic noise with the current values, the quadratic nature
is present. This conforms our earlier hypothesis that the intrinsic
noise is rather a complex (multiplicative) function, than merely an
additive function (compared to the AWGN /thermal noise).
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Fig. 6.11: Leakage Function of case 2 for Vpp = 0.5V

Leakage Model Analysis for Case 2 From Figure 6.11, we make
the following observations,

1. We observe clear changes in the leakage function plotted w.r.t
Sbox input values ((sub)-figure on the left). Comparing this to
Figure 6.10, we can conclude the interactions of the transient noise
with the PCB artefacts which have been introduced in this case
model, leading to distortion in the conspicuous repetitive behavior
as was observed before.

2. From the (sub)-figure on the right of Figure 6.11, the leakage
function can no longer be fitted with a quadratic dependence.
Rather, a best-fit now corresponds to a cubic fit, which indicates
further possible interactions between the artefacts, the noise current
and the observed current (leakage) values.
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Fig. 6.12: Leakage Function of case 3 for Vpp = 0.5V

Leakage Model Analysis for Case 3 From Figure 6.12, we make
the following observations,

1. The leakage function, for case 3, is further distorted thanks to the

introduction of further dependent parameters and their possible
correlations with the intrinsic transient noise. Although there is
a repetitive pattern observable, the distribution of the samples is
far less uniform as compared to the aforementioned previous two
cases.

. From the (sub)-figure on the right of Figure 6.12, the leakage func-
tion has now moved to a complex polynomial fitting equation with
increased correlations between the various parameters of interest.
Thanks to such interactions, the effect of the noise current is rather
exaggerated, which as we see in the subsequent section, aids in the
reduction of the information leakage.

Leakage Model Analysis for Case 4 From Figure 6.13, we make
the following observations,

1. The leakage function, for case 4, can no longer be considered as

having any observable repetitiveness. This is rather beneficial
from a side-channel countermeasure perspective. Having a more
uniform distribution of the leakage values, leads to a higher success
probability of the attack failures, and consequently, more number
of traces need to be adopted by the adversary.
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Fig. 6.13: Leakage Function of case 4 for Vpp = 0.5V

2. The leakage function has now adopted an extremely complex shape,
far from its simple quadratic fit (as was observed from Figure 6.10).
Such complex interactions, thanks to the exaggerated effect of the
transient noise, could possibly offer substantial improvements in
the design of cryptographic implementations when considering a
side-channel attack scenario.

6.5.4 Analysis using the Noise Variance

As introduced in the preceding chapter, analysis using the computed
noise variance values could also provide some qualitative insights into
the behavior of the leakage function, and more so, on the noise levels
expected from an implementation.

A Cautionary note on the Distributions and Analysis using
Noise Variances Although the distributions represented below from
Figures 6.14, 6.15, 6.16 and 6.17 have varying time scales, nevertheless,
they provide a rudimentary (qualitative) appreciation of the correlation
between the noise variance values; i.e., for instance, in Figure 6.14 corre-
sponding to Case 1, the maximum value of the o9 is clearly almost an
order of magnitude lower than for instance, say in Figure 6.17, corre-
sponding to Case 4. Additionally, incremental changes in the maximum
value of the noise variance can be observed from these distributions, with
changes in their tightness, if not very quantitatively when moving from
Case 1 to Case 4. We provide these distributions merely to complete our
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different analyses and to familiarize the reader with an observable and
pictorial trend when moving from Case 1 to Case 4.

o2vs Inputs x10° o2 evolution w.t.t Time [ps]

Variance o°
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Fig. 6.14: Noise Variance for Case 1 as a function of the Inputs for a
CMOS Sbox atVpp=0.5V

Noise Variance Analysis for Case 1 From Figure 6.14, we make
the following observations,

1. Non-uniform distribution of the noise variance values (represented
by the bars on the left sub-figure) suggest that intrinsic noise, on
its own, is not able to fully hide the effects of information leakage.
This is suggested from a similar repetitive pattern being observed,
when looked closely.

2. The same effect is manifested when plotting the noise variance
values over time. Decreased correlation between the noisy time
samples lead to a non-uniform distribution of the variances; thus
easing the possibility of a side-channel attack.

Noise Variance Analysis for Case 2 From Figure 6.15, we make
the following observations,

1. A tighter distribution of the noise variance samples is observed
when compared to Figure 6.14, thanks to the increased correlation
between the intrinsic noise and the introduced artefacts.
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Fig. 6.15: Noise Variance for Case 2 as a function of the Inputs for a
CMOS Sbox atVpp=0.5V

2. The same effect is manifested when plotting the noise variance
values over time. Increased correlation between the noisy time
samples lead to a more uniform distribution of the variances.
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Fig. 6.16: Noise Variance for Case 3 as a function of the Inputs for a
CMOS Sbox atVpp=0.5V

Noise Variance Analysis for Case 3 From Figure 6.16, we make
the following observations,
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1. A tighter distribution of the noise variance samples is observed
when compared to Figures 6.15 and 6.14, thanks to the increased
correlation between the intrinsic noise and the introduced artefacts.

2. The same effect is manifested when plotting the noise variance
values over time. Increased correlation between the noisy time
samples lead to a more uniform distribution of the variances.
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Fig. 6.17: Noise Variance for Case 4 as a function of the Inputs for a
CMOS Sbox atVpp=0.5V

Noise Variance Analysis for Case 4 From Figure 6.17, we make
the following observations,

1. A much compact and tight distribution of the noise variance samples
is observed when compared to the preceding figures. Thanks to
the effect of the GNDcable inductance, the effect of the intrinsic
physical noise is indeed exemplified.

2. The same effect is manifested when plotting the noise variance
values over time. The noise variance values form a much compact
distribution leading to the increased noise and hence, increased
adversarial effort. Also note, the increased noise variance values
when moving across Figures 6.14 to Figure 6.17.

6.5.5 Information leakage

The SNR, although a reliable metric, often does not convey the full
extent of the information leaking from an implementation. As described
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in the preceding section, It merely gives an estimate of the signal and
noise values without quantifying the full extent of the perceived security
of an implementation and the corresponding effect on the information
leakage if the noise is varied across the system. The Mutual Information
(MI) metric, quantifies the information leaked with respect to the noise
present in the system and accurately models the behavior of the system,
without the need for an accurate leakage model needed to describe it.
This is of particularly important for this case study, as a large circuit
such as the AES S-box cannot, for simply obvious reasons, be modeled by
equations taking into full account the behavior of the circuit, the number
of transistors in the critical path, the frequency of operation (which
again changes the critical path and hence the number of transistors),
the effect of artefacts, whether it’s limited to inclusion of packaging
effects, socket effects, differential probes or the inductive cable effects
and the parasitics. This back annotation is cumbersome, and more
importantly, not generic enough and has to be re-modeled for each new
design implementation. Additionally, the explosion of the simulational
and (computational) complexity also needs to be accounted.
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Fig. 6.18: MI curve across different cases for Vpp = 0.5V

MI at Lower Supply Voltage Figure 6.18 plots the Ml at a
lower supply voltage, Vpp=0.5V. A number of plots are shown on the
curve in different colors, which highlight the different cases as described
above. The following observations are made:

e The information leakage decreases, i.e., the M| decreases as the
artefacts are added to an unprotected implementation. The
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curve shows the evolution of the Ml for the control case. Addition-
ally, the marker indicates the amount of noise which was
calculated, based on the chosen POI. To re-iterate, these values
hold for a univariate assumption; further analysis is required for
the computation of multi-variate covariances, which is out of the
scope of this work and left as an open question.

e The magenta plots the evolution of the MI for case 4. Thanks to
the increases correlations of the intrinsic noise with the artefacts,
a good security level can be achieved, although at the cost of
additional noise. The corresponding marker indicates the amount
of noise which is required to obtain the security level. More than
two-orders of magnitude of noise is observed between the control
case and case 4.

A Cautionary Note on the Limitations of such Analyses
From the preceding discussion, it may appear that a univariate analyses
relaxes the conclusions of the MI considerably especially, in case of a
measurement setup scenario wherein (active)? filtering was not employed.
However, we exercise caution here that such (external) filtering mecha-
nisms could indeed inject spurious noise and further aid in the reduction
of the informative signal (leading to possibly better and lower MI val-
ues), their impact on the IPN may be of little or no considerable effect.
However, in the evaluation of a multi-dimensional multivariate case, an
external filtering mechanism could indeed allow for an easier analysis
(through the tacit conversion of a multivariate case to a univariate case
through, for instance, using a window function in analyzing the frequency
response) and then the effect of IPN on each variation could indeed be
separately analyzed and concluded. We leave the exploration of such an
interesting case as an open question for further research.

MI at Higher Supply Voltage Figure 6.19 plots the Ml at a
higher supply voltage, Vpp=0.9V. A number of plots are shown on the
curve in different colors, which highlight the different cases as described
above. The following observations are made:

e Similar to the lower supply voltage case, the M| decreases with
addition of PCB artefacts. However, the impact of the gradual
noise addition (i.e., in moving from case 1 to case 2 and then to case
3) is comparatively less stronger. This is partly due to the increased

3by active, we mean here a dedicated noise filtering setup in addition to the filtering
caused due to the introduction of the artefacts
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Fig. 6.19: MI curve across different cases for Vpp = 0.9V

voltage of operation, which typically compensates the correlations
based induced delay, more pronounced at lower voltages.

o Considering transient noise, the impact on the security metric MI,
is lesser when compared to the lower supply voltage case (i.e., lesser
values of MI levels are reached for their corresponding noise values).
Nevertheless, a direct extrapolation to the desired noise (or Ml
levels) is not recommended as a sane approach, since such analysis
would not include the non-linear effects which may further come
into play at higher noise levels.

6.6 Conclusions and Open Questions

In this chapter we extend our proposed methodology to evaluate and
quantify the intrinsic MOSFET physical noise of cryptographic imple-
mentations using transient noise simulations to compute the first-order
univariate security metrics using a pre-layout netlist in presence of phys-
ical artefacts such as PCB packaging, sockets and cable inductances
encountered in real-life measurement setup scenarios. This allows us to
discuss how physical noise sources can correlate with the already existing
sources of noise (such as inductive bounces or capacitative effects of the
differential probes) and alleviate the total noise, which could prove useful
for cryptographic designers during early-design stages. A judicious choice
of the model parameters, which would dictate the amount of noise which
would intrinsically be present in the system, would allow designers (and
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evaluators) to estimate the noise required at various levels of implemen-
tation, thus guaranteeing a minimum amount of noise, taking care not
to compromise the performance margins (such as frequency of operation
or the latency required). Although, this case study is relevant for the
particular example of an AES S-box, we expect that it can nevertheless,
be extended to any implementation using the provided methodology.
Further improvements on the noise model as well as better modeling
of an attack setup, extended to such as masking schemes which would
research the impact of the intrinsic noise on such correlations, remains
an interesting research question.






Chapter 7

Conclusions and Future Research

7.1 Thesis Contributions : A Summary

In this chapter, we briefly summarize the major contributions made in
this dissertation.

Using the Vpp randomizer as a foundational case study which moti-
vated the necessity of designing cryptographic implementations for the
low-physical noise regions, this thesis first explored the validity of reduc-
ing the signal (using custom based logic styles which have been utilized to
reduce the information bearing signal) in presence of technology scaling,
and later thoroughly investigated detailed aspects of Intrinsic Physical
Noise (IPN) for the design of such implementations.

The major contributions in terms of analyzing the impact of different
logic styles with reference to technology scaling can be summarized as
follows:

1. Investigated the validity of the signal reduction (as a countermea-
sure especially in the high-physical noise region) in the presence of
technology scaling. Our analysis showed that dual-rail logic styles
lose interest with technology scaling and their comparative advan-
tage over CMOS-based styles decreases as we move from 65nm to
28nm nodes, both in terms of performance (reflected by the E,,
metric) as well in security (quantified by the "Signal" metric).

2. CMOS based styles continue to be the design of choice on account
of their ease of design, performance and security with respect
to technology scaling and the design of such noisy CMOS based
circuits as a choice for future works in the thesis.

The major contributions in terms of investigating the Intrinsic Physi-
cal Noise (IPN) in the context of this dissertation work are as follows:
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. Introduced a methodology built on a good understanding of sim-

ulation based tools, which is able to capture the transient noise
behavior of designs and perform simulation-based assessments to
accurately evaluate the noise related parameters of an implementa-
tion.

. Validated the working of the methodology starting from a single

device, to digital building blocks and finally to more complex
designs. The impact of physical noise when moving to larger
designs (i.e., how does the noise scale with the increase in the
number of transistors) and also its dependence on supply voltage
was assessed.

Validation of the results from a security (i.e., side-channel) perspec-
tive using state-of-the-art metrics such as the SNR and information
theoretic metrics, including supply voltage dependence.

. Proposed techniques to increase the noise in a simulation-based

setting; to allow for a further assessment of the security levels
which would be encountered at higher levels of implementation.
Additionally, this also provides the designer an accurate estimation
of the amount of noise, which needs to be injected into a system to
guarantee some minimum security levels.

. For early design-stage cryptographic security assessment, we dis-

cuss how it is possible to emulate with K; the minimum level of
noise, at which an adversary will not be able to further filter-out.
Additionally, we discuss how to emulate lower noise levels from
simulation to understand trends of noise reduction techniques.

. As an additional validation of the scope of the introduced method-

ology, we re-visited the dual-rail based logic styles in presence of
transient noise.

The validation of the introduced methodology in this thesis provided

the motivation to further the understanding of Intrinsic Physical Noise
in presence of a "measurement attack-based scenario" set-up. Keeping
in mind, that (actual) measurements were outside the scope of this
dissertation, nevertheless, it was necessary to understand the behavior
of transient noise in such a (simulated) setting. To enumerate,

1. Proposed a high-level overview of a measurement based side-channel

attack scenario taking transient noise into account.
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2. Accurately evaluate the intrinsic physical noise, from both a physics
perspective and from a cryptographic perspective.

3. Propose methods to increase the transient noise when assessing the
impact due to set-up based artefacts; the role of such artefacts in
increasing the correlations when transient noise is investigated and
also leads the scope for further research.

7.2 Additional Research Contributions

In addition to the research conducted during the course of the PhD work
on the Noise Analysis, some off-topics have also been a part of this work.
To summarize them briefly,

Design and Implementation of the datapath of the GIMLI permutation
in 28nm FDSOI technology as part of the submission to the NIST
LWC competition. A fully-synthesizable RTL was formulated for the
various rounds of the permutation. Additionally, serial and parallel
implementations (with different rounds) were further synthesized. The
design was implemented using the Cadence Genus Design tools and the
results published as part of [12].

7.3 Future Research Directions

The thesis offered a highly interesting, interdisciplinary academic oppor-
tunity combining aspects from Semiconductor theory, Nanoelectronics
and Applied cryptography in a Computer Aided Design setting. Keeping
this in mind and the contributions made towards the finishing of this
thesis, there are a number of areas into which multiple investigations can
be pursued. Retaining the structure of the thesis’ chapters, we present
them in the same order.

Circuit-level countermeasures continue to be an area of interest in the
broader (implementation-focused) academic research community as well
as for commercial entities. Design of new Voltage Regulation Modules
(such as the Vpp randomizer) continue to be of interest. As pointed out
in the scope of this work, multiple voltage levels not only offer additional
protection to a module from a circuit level perspective but also from
the transient noise level. We further propose the investigation into the
Vpp randomizer, taking full advantage of the flexibility (with respect to
body biasing) and granularity (tunability of the body-biasing using both
coarse and fine-grained techniques) 28nm technology offers. These two
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coupled randomizers could indeed be a highly interesting case study in
manipulating the noise levels.

With Moore’s law approaching its limits and being replaced with
Moore 2.0 or "Beyond Moore", the focus has shifted from the rapid
shrinking of the technology node to a more architectural based design
targeting the end-application. Keeping in mind, and noting that the
semiconductor industry is accepting techniques such as FinFETs, 3D-
stacking based architectures and novel devices based FETs (such as
CNTFETs, MWFETSs etc), will be a highly interesting case study to
analyze from a cryptographic as well as understanding the behavior in
intrinsic physical noise in such novel devices and architectures.

Within the scope of the presented research methodology, further
investigations into speeding up the transient noise analyses, especially
for larger cryptosystems. As described in the thesis, one of the major
bottlenecks of this computer-aided design based case-studies was the ex-
plosion in the CPU runtime and the computational resources. Combining
methods from the broader field of CAD theory could indeed offer more
flexible and better performing simulation equipped analyses. Further
more, the current set of transient analysis methods (including the ones
introduced within this work) account for the Flicker and Thermal Noise.
Including additional sources of noise such as the Random Telegraph
Noise (RTN) could indeed be highly interesting research based topics. It
is not necessary that the aforementioned sources of (newly suggested)
noises be investigated (solely) in the context of side-channel analyses. For
instance, typical cryptographic implementations implement serial and
parallel modes of permutations; because of the difference in architectures,
the noise distributions are expected to behave differently and worth
investigating. Similarly, RTN, on account of its highly random behavior,
could be utilized as a source of generating (random) numbers and could
be implemented as a possible source of TRNG (True Random Number
Generator).

Modeling of equivalent circuits, such as a side-channel measurement
setup within the scope of this thesis, continues to be a continuing area of
academic interest. A more accurate modeling of the noise behavior, the
various sub-components associated (better closely matching packaging,
socket and cable values) could indeed lead to further refinement of the
suggested approach and better qualification towards the design time
evaluation and assessment of side-channel countermeasures.
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