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Part I. Online Copyright Liability: Legal Framework and Principles

under European Law

Different forms of copyright infringement and liabilities
exist and can apply online.

This publication offers a brief summary of the legal
framework and principles that are in force in Europe.

A. Direct and Indirect Copyright Liability

A direct copyright infringement takes place when an
infringing act, such as the reproduction or communica-
tion to the public of a copyrighted work’, is committed.
In Europe, Articles 2 and 3 of the Directive 2001/29/
EC on the harmonisation of certain aspects of copyright
and related rights in the information society? (the “Copy-
right in the Information Society Directive”) respectively
define what a “reproduction” and “communication to
the public” cover: a reproduction can be "direct or indi-
rect, temporary or permanent”, it can be made "by any
means and in any form”; a communication to the pub-
lic includes broadcasting and making protected works
available to the public “in such a way that members of
the public may access them from a place and at a time
individually chosen by them”. Many acts performed
by Internet users, for example posting, streaming, or
uploading protected content, thus constitute direct copy-
right infringements.

Other actors which do not engage in those acts, but assist,
promote, facilitate or benefit from those acts can also be
held liable. ‘Secondary’ (or derived) liability presupposes a
primary infringer. Secondary Liability applies to the ‘brick-
and-mortar’ jukebox and music hall operators, copy shops
and other purchasing agents on the market. On the Inter-
net, intermediaries also exist: access providers, hosting
providers, including of “user-generated content” (UGC)
web pages, search engines and other providers of infor-
mation location tools, such as hyperlinks or directories,
are only some among the many intermediaries that help
the information sought to be identified by and conveyed
to the users. Their liability is usually indirect, although the
technology they use can involve some reproduction or
communication to the public of protected works.

1 In Europe, the rules for copyrighted works similarly apply to the subject-
matter that is protected by related rights, such as the fixation of an artist's
performance or the first fixation of a film.

2 .0J,22.6.2001, L. 167/10.

B. Principles and Doctrines for Secondary
Liability

Secondary Liability rules are not provided by the exist-
ing Community instruments (in particular by the seven
copyright-related Directives adopted between 1991
and 2001). The national laws of the EU Member States,
however, include various legal doctrines from which a
Secondary Liability regime for copyright infringement
can be derived.? While US law uses the rubrics ‘contribu-
tory liability’ and ‘vicarious liability’, along with the more
recently developed principle of ‘inducement liability’,
other principles and approaches to Secondary Liability
exist in Europe. For instance, the joint tortfeasor liability is
known in the UK. Under this doctrine, a third party is lia-
ble if (s)he is engaged in a common design with someone
who commits or authorises an infringement in pursu-
ance of that design. In the UK (and other common law
countries), the notion of ‘authorisation’ enshrined in the
Copyright Acts can also be used against intermediaries
which can be considered as "authorising” the infringing
acts done by others. For civil law countries, the general
tort rule (responsabilité civile in France and Belgium) from
which a duty of care (zorvuldigheidsnorm in the Neth-
erlands) can be derived, or the liability that allows some
injunctive relief, but no damages (such as the German
doctrine of Storerhaftung) are commonly used to define
the contours of the liability of online intermediaries. The
decisions summarised below show how some of those
doctrines and principles are actually applied by the courts
in different situations and to different intermediaries.

C. The Legal Framework for the Liability
of Online Intermediaries

In addition to the various doctrines applied by the
national courts, the Directive 2000/31/EC on certain
legal aspects of information society services, in particu-
lar electronic commerce, in the Internal Market” (the
"e-Commerce Directive") has defined some “safe har-
bors” for online intermediaries. Under those rules, some
activities of online intermediaries are exempted from
liability under strict conditions. For instance, Article 14
defines the liability exemption for hosting providers:

3 For a recent analysis of the doctrines and case law on secondary copyright
liability, see: A. Strowel (ed.), Peer-to-Peer File Sharing and Secondary
Liability in Copyright Law, Edward Elgar, 2009, 321 p.

4 0J,17.7.2000, L. 178/1.
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1. Where an information society service is provided
that consists of the storage of information provided
by a recipient of the service, Member States shall
ensure that the service provider is not liable for the
information stored at the request of a recipient of the
service, on condition that:

(a) the provider does not have actual knowledge of
illegal activity or information and, as regards claims
for damages, is not aware of facts or circumstances
from which the illegal activity or information is appar-
ent; or

(b) the provider, upon obtaining such knowledge or
awareness, acts expeditiously to remove or to disable
access to the information.

2. Paragraph 1 shall not apply when the recipient of
the service is acting under the authority or the control
of the provider.

3. This Article shall not affect the possibility for a
court or administrative authority, in accordance with
Member States' legal systems, of requiring the serv-
ice provider to terminate or prevent an infringement,
nor does it affect the possibility for Member States
of establishing procedures governing the removal or
disabling of access to information.

For a hosting provider to benefit from the liability exemp-
tion, three cumulative conditions must therefore be
met: (i) absence of actual or constructive knowledge;
(i) prompt reaction of the hosting provider to remove
or disable access to the illicit content; and (iii) absence
of control or authority of the hosting provider over the
recipient or user of the service.

Furthermore, the liability exemptions of the e-Commerce
Directive (including Art. 14) only apply to claims for dam-
ages, but “do not affect the possibility of injunctions of
different kinds; such injunctions can in particular consist
of orders by courts or administrative authorities requiring
the termination or prevention of any infringement, includ-
ing the removal of illegal information or the disabling of
access to it.” (recital 45 of the e-Commerce Directive).

The provisions of the e-Commerce Directive cannot be
relied upon to oppose the implementation of technical
measures: according to its recital 40, "the provisions of
this Directive relating to liability should not preclude the
development and effective operation, by the different
interested parties, of technical systems of protection and

identification and of technical surveillance instruments
made possible by digital technology”.

In addition, Article 14 (1) of the e-Commerce Directive
prohibits EU Member States to impose a general obliga-
tion to monitor in the following terms:

1. Member States shall not impose a general obliga-
tion on providers, [...], to monitor the information
which they transmit or store, nor a general obligation
actively to seek facts or circumstances indicating ille-
gal activity.

This does not mean that some collaboration of the
online intermediaries with the public authorities cannot
be required: according to Article 14 (2) of the e-Com-
merce Directive,

2. Member States may establish obligations for infor-
mation society service providers promptly to inform
the competent public authorities of alleged illegal
activities undertaken or information provided by recip-
ients of their service or obligations to communicate to
the competent authorities, at their request, informa-
tion enabling the identification of recipients of their
service with whom they have storage agreements.

The recitals 47 and 48 of the e-Commerce Directive
further explain what obligations, including regarding mon-
itoring, can be required from the online intermediaries:

(47) Member States are prevented from imposing a
monitoring obligation on service providers only with
respect to obligations of a general nature, this does
not concern monitoring obligations in a specific case
and, in particular, does not affect orders by national
authorities in accordance with national legislation.

(48) This Directive does not affect the possibility for
Member States of requiring service providers, who
host information provided by recipients of their serv-
ice, to apply duties of care, which can reasonably
be expected from them and which are specified by
national law, in order to detect and prevent certain
types of illegal activities.

Those provisions of the e-Commerce Directive thus allow
the national laws to impose “duties of care” for the
online intermediaries. The case law summarised below
helps to understand the extend of this “duty of care” and
of the other liability principles based on common law that
can apply to online intermediaries.
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A. LIABILITY OF WEBSITE OPERATORS AND OTHER USERS

Perathoner and others v S Joseph Societe Free (formerly Proxad) and others

Tribunal de Grande Instance, Paris, France (first instance)

23 May 2001

Reported: [2003] E.C.D.R. 8

Keywords: musical works; unauthorised making avail-
able of work; direct liability of website operator; liability
of hosting provider under tort law; proper notification;
good faith defense; France

Facts and procedure: Joseph Paumier, a website opera-
tor, was making a musical work Ushuala available over his
internet website without authorisation. This website was
hosted by Free. Right holders commenced proceedings
against Paumier, Free and various other parties, seeking
injunctive relief and damages for copyright infringement.
They alleged that Paumier reproduced and distributed a
musical work with “dishonest disregard” to the claimants’
copyrights. They condended that Free was in breach of its
duties as a hosting provider, both by allowing the site to
operate when it was offering infringing content and by
failing to deactivate the site after receiving a complaint
concerning the illegal content.

Both Paumier and Free denied liability. Paumier inter
alia maintained he acted in good faith, and put forward
the non-lucrative character of his activity and that it
was difficult for him to know whether or not the works
were protected, given that SACEM (a collecting society
administrating the rights) does not provide a catalogue of
protected works. He also based his defense on the rules
of the French Consumer Code® relating to distance sales
and on the doctrine of exhaustion of rights. Free argued
that it respected the set of obligations concerning iden-
tification, information, verification and diligence. Free
submitted that the liability of the hosting provider only
comes into play under certain conditions which were not
met in the case at stake.

Held: Paumier is liable for copyright infringement as he
reproduced and performed the work on his website with-
out the authorisation of the right holders. Free did not

5 Law No. 93-949 of 26 July 1993 on the Consumer Code.

commit any legal wrong when executing its functions as
a hosting provider.

Grounds for the decision: Concerning Paumier’s liabil-
ity, the court found that by performing and reproducing
Ushuala on a website without the necessary authorisa-
tions, Paumier infringed the public performance and
mechanical reproduction rights in that work. Secondly,
he cannot claim good faith as the work involved was well
known; also, according to the facts of the case, under the
request of one of the plaintiffs, he had indicated before
the initiation of the proceedings that he was going to
verify the existing files posted on his site — thus, he should
have known about the illegal nature of the works. In any
case, good faith is of no consequence to the case. Thirdly,
the issue as to whether Paumier had been informed
about the illegal nature of the work is irrelevant, given
that authorisation had to be solicited prior to the public
performance or reproduction of the work. Also, Paum-
ier has not established that the plaintiffs had violated
the Consumer Code nor that the doctrine of exhaustion
could be applied to the case.

As far as the liability of Free, a hosting provider, is
concerned, the court applied general rules of liability
under tort law and rejected the claim that Free acted
negligently. Free cannot be criticised for not having
immediately closed access to the website since the indi-
cations provided by the plaintiffs were very vague and
Free could not identify the work which was the subject
of these proceedings. However, as soon as the necessary
information was provided to Free, specifically upon deliv-
ery of the writ, it suspended access to Joseph Paumier's
site. This being the case, there can neither be liability for
negligence nor for recklessness.

The e-Commerce Directive® did not impose any liabil-
ity upon Free in this case, both because it had not yet
been implemented under French law on the date of the
infringement and because the conditions for considering
web hosting providers as liable had not been met.

6 See supra note 4.
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Polydor Ltd and others v Brown and others

High Court of Justice Chancery Division, UK (first instance)

28 November 2005

Reported: [2005] EWHC 3191 (Ch); (2006) 29(3) I.P.D.
29021; 2005 WL 3726034

Keywords: musical recordings; file sharing; direct liabil-
ity of private user; protection of personal data; Norwich
Pharmacal order; good faith defense; UK

Facts and procedure: Bowles (second defendant), with
the help of the Lineware software installed on his com-
puter, was making available more than 400 audio files
stored in his computer to all other users of the Gnutella
P2P file sharing network. After Mr Bowles' identity was
obtained following a Norwich Pharmacal order’, the
claimants (the record companies) requested for summary
judgment for copyright infringement. Bowles admitted
that he had used a P2P software, but was unaware that
by doing so he was distributing music. He had had the
software on his computer for about a year, and his chil-
dren had used it for downloading music.

7  For more regarding the Norwich Pharmacal order see infra case EMI
Records v Eirecom.

Held: Bowles, by using P2P software installed on his com-
puter, made the works available to the public and thereby
infringed the plaintiffs’ copyrights.

Grounds for the decision: The court found that con-
necting a computer to the Internet, where the computer
is running a P2P software, and in which music files
containing copies of the claimant's copyright works are
placed in a shared directory, falls within the scope of the
making available right. This is a primary act of copyright
infringement, and it does not matter whether the person
knows, or has reason to believe, that what (s)he is doing
is an infringement, because innocence or ignorance is no
defence. The mere fact that the files were present and
were made available is sufficient for the infringement to
have been committed.
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Koda v Lauritzen

Vestre Landsret, Denmark (first instance)

20 April 2001

Reported: [2002] E.C.D.R. 25

Keywords: musical works; hyperlinking; direct and
indirect liability of private users; knowledge; good faith
defense; copyright exceptions; Denmark

Facts and procedure: The defendants, aged 15 and 17,
operated websites which contained hypertext links from
which visitors could download unlawful copies of popular
musical works. The claimants commenced proceed-
ings for copyright infringement, claiming that (i) placing
hyperlinks to the works was an infringement as it was a
form of making copies of those works available to the
public, (i) accessing the hyperlinks was an infringement
as it was a form of reproduction, in that a copy of the
work was cached on the internet user's hard disk even if
he did not intend to download a copy, (iii) by making the
hyperlinks available to the visitors, the defendants were
contributing to the resulting acts of infringement. The
defendants denied liability and maintained that, even if
they had performed infringing acts, they did not know
that their acts were infringing and did not intended to
commit any infringing acts.

Held: The defendants are liable for copyright infringe-
ment both as principals and as accessories. The actions
of which the claimants complained were infringing acts
under copyright law and it was clear from the evidence
that the defendants knew, or must be taken to have
known, that their actions were unlawful.

Grounds for the decision: The court found that the
defendants are liable as principles for copyright infringe-
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ment as they made reproduction of the tunes for private
purposes and copied the tunes from the CDs to the web-
site. Copying of tunes for private purposes is not included
in the exemptions of copyright. By copying the musical
tunes from the CDs to the homepage, the defendant has
infringed the prohibition contained in the Copyright Act
against making samples.

By establishing direct links to musical tunes that others
had illegally uploaded, defendants have independently
made the musical tunes available to the public to such an
extent that this act of making available should be placed
on equal footing with public performance. There is thus
a direct liability. Furthermore, by establishing direct links,
the defendants have been accessories to the copying of
the musical tunes by the visitors on their homepages.
Both defendants knew that many of the visitors wanted
to use the possibility to copy the musical tunes, to which
they had access via the defendants’ homepages. It is also
clear from the text of the defendants’ homepages that
they understood that hyperlinks were the reason for the
Internet users to visit their homepages.

The court did not order the payment of any fine as the
defendants were young, had removed the offending
hyperlinks from their websites when contacted by the
claimants and had neither sought nor made any financial
gain from operating their websites,. The court, however,
ordered them to pay damages, which were calculated
according to the method proposed by the claimants.
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B. LIABILITY OF HOSTING PROVIDERS
Hit Bit Software GmbH v AOL Bertelsmann Online GmbH & Co KG

Landgericht, Munich, Germany (first instance)

30 March 2000

Reported: [2001] E.C.D.R. 18; ZUM 2000, 418

Keywords: musical recordings (MIDI files); unauthorised
making available; indirect liability of hosting provider;
duty to monitor; standard of knowledge; Germany

Facts and procedure: AOL, an internet service provider,
hosted a website on which various files, including
MIDI files, were stored. AOL displayed a notice requir-
ing users to respect third party rights and to indemnify
AOL for breach of copyright that occurred when files
were downloaded. Similarly, users uploading files were
requested not to add material whose redistribution
was not permitted. AOL had a voluntary file checking
system, whereby files were scanned for viruses and for
identifying whether the content is protected or not. Hit
Bit Software, a right holder to MIDI files, claimed that
three titles held on MIDI files on AOL's site were infring-
ing its copyright and it sought an injunction, damages
and royalties.

Held: AOL had breached copyright when the MIDI files

were uploaded and offered on its server without the con-
sent of the right holder.
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Grounds for the decision: By providing a service which
enabled the MIDI files to be uploaded without the consent
of the right owner, AOL has infringed the reproduction
right. Also, by offering the records on its server, AOL has
infringed the general (undefined) exploitation right.

Further on, the court found that the defendant is only par-
tially right in claiming the limited liability of internet service
provider under the German Tele-Service Law (TDG)®. Under
the TDG, the internet service providers (ISPs) are liable for
content provided and used by third persons only “when
they have the knowledge of the content and it is techni-
cally possible and reasonable to prevent the use”. The court
noted that an ISP must know that the content is present
but the knowledge of its illegal nature is not required. The
court found that AOL knew (or should have known) that
the content had been offered on its server. AOL could
acquire this knowledge through the voluntary file check
system it used for its service. Also, according to the court,
getting the required knowledge did not involve any great
efforts or expenditure — a simple text editor allowing to
open the files would have resulted in a (certain) knowledge
of the copyrighted nature of the content. Therefore, the
defendant could be expected to do this check.

8 German Teledienstegesetz of 22 July 1997.
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Rapidshare IV

Oberlandesgericht Hamburg, Germany (appeal instance)

2 July 2008

Reported: GRUR-RR 2009, 95

Keywords: software; sharehosting; indirect liability (Stér-
erhaftung) of hosting provider; filtering technologies;
duty to monitor; protection of personal data; relevance of
warning; Germany

Facts and procedure: The defendant offered, under the
name ,Rapidshare”, a so called sharehosting-service. It
provided the server space where the users could anony-
mously upload any material and download the material
uploaded by other users. Two filters were used to prevent
or remove unlawful uploads. The first, called “MD5", pre-
vented files which are identical to files previously removed
from Rapidshare (because of an infringement) from being
uploaded again. The second filter was used to search
filenames (but not the files themselves) for keywords such
as the names of computer programs.

Rapidshare was sued by the owner of the copyright in
certain computer programs which had been unlawfully
uploaded to Rapidshare several times. The plaintiff sought
to have Rapidshare identified as a disquietor, so that it
would have to stop copying or making computer pro-
grams available on the platform and to stop third parties
from doing so.

Held: Rapidshare is liable as “disquietor” for copyright
infringement as, after acquiring knowledge about the ille-
gal content, it did not devote sufficient efforts to prevent
future infringements.

Grounds for the decision: Rapidshare, as a hosting
provider, is liable under the German Tele-service law’ as
a "disquietor” only upon the reception of information
about the illegal content. After acquiring the knowledge,
the hosting provider is obliged to undertake all relevant
attempts in order to prevent future infringements of the
same rights.

In determining the extent of this “duty to monitor”, the
court considered that it would always be important to
consider the facts of the individual case, and to balance
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different individual interests. The court identified certain
relevant criteria for the balancing test: the importance
and weight of the rights in question; the role of the
online intermediary (e.g. does he receive a commis-
sion?); whether it is just and reasonable to expect the
rightowner to actively engage in the protection of his/
her rights; whether the rightowner is dependent on the
online intermediary to protect his/her rights (e.g. because
(s)he cannot take action against the users as (s)he has no
access to information about their identity); and whether
the legal and business model of the online intermediary
would be hampered by the measures demanded.

The court found that the measures applied by Rapidshare
were not sufficient. For example, the court considered
that the filters deployed were insufficient, since (a) the
smallest changes to files could circumvent the MD5-filter,
as it only removed identical files, and (b) the names of
files checked by the second type of filter would not nec-
essarily reflect the content of the files. Other measures,
such as the warnings to the users not to upload illegal
content or the creation of an abuse department, which
arguably would search for infringing content on the
server, were not sufficient either.

The court considered that Rapidshare had deliberately
and illegitimately exploited the anonymity of the internet
in operating its business. Although it is not necessary to
require Rapidshare to provide its services only to regis-
tered users, the court’'s view was that it should have at
least stored the Internet Protocol (IP) numbers of its users.
This would have meant that it could have blocked the
users' access where they were using an IP address that
had previously been used to upload unlawful content.
Also, IP addresses could have been made accessible for
the right holders in order to prosecute the infringers
who had been repeatedly uploading the illegal copies of
works. According to the court, data protection law would
not prevent this solution.
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C. LIABILITY FOR (HOSTING) USER GENERATED CONTENT

Christian C., Nord Ouest Production v Dailymotion, UGC Images
Court of appeal Paris, France

6 May 2009

(appeal of Tribunal de grande instance de Paris, France (first instance)
13 July 2007)

Jean Yves Lafesse v MySpace
Tribunal de grande instance de Paris, France (first instance)
22 June 2007

Flach Film et autres v Google France, Google Inc
Tribunal de commerce de Paris, France (first instance)
20 February 2008

Jean Yves Lafesse et autres v Dailymotion et autres
Tribunal de grande instance de Paris, France (first instance)
15 April 2008

Jean Yves Lafesse et autres v Google Inc. et autres
Tribunal de grande instance de Paris, France (first instance)
24 June 2009

Zadig Productions et autres v Google Inc, Afa
Tribunal de grande instance de Paris (first instance)
19 October 2007
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Reported: www.legalis.net and www.foruminternet.org

Keywords: audiovisual works; making available on UGC
platform; indirect liability of hosting provider; knowl-
edge; duty to monitor; proper notification; freedom of
speech; France

Facts and procedure: All those cases share a similar pat-
tern of facts, and can thus be presented together. The
defendants were hosting the websites, providing so-called
social networking services, which enable the users to
share some information that might be coined “user gen-
erated content” (personal photos, videos created by the
users, etc.). The services were arranged in different ways
— some allowed the creation of personal profiles where
the content could be uploaded and shared (e.g. MySpace,
Dailymotion), in others the content was uploaded and
shared on a common website (e.g. Google Videos).

Some right holders claimed that their works had been
made available on these websites without authorisa-
tion. Although in most cases the hosting providers
acted promptly to remove the illegal content, in some
cases, the works had been repeatedly made available
on the same platform by different users (e.g. Flash Film
v Googe; Zadig Productions v Google). The defendants
sued for infringement of copyright (and other rights
such as personality right).

Held: In most decisions in first instance (except the Jean
Yves Lafesse et autres v Google Inc. decision of 24 June
2009), the French courts found the defendants liable for
copyright infringement. However, the appeal decision of
6 May 2009 (Christian C., Nord Ouest Production v Dai-
lymotion) has rejected the liability of the hosting provider
because it could not be aware that illegal content had
been posted in the absence of proper notices sent by the
right owners.

Grounds for the decisions: The arguments made in the
different proceedings were quite similar. Most courts reit-
erated the principle of freedom of speech, implying that
the communication to the public by electronic means
shall be free but that the exercise of this freedom may be
restricted to protect the rights of others.
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The courts then considered whether the defendants are
liable as co-publishers or as hosting providers. In most
cases co-publisher status was denied mainly because the
content was initiated and uploaded by the users them-
selves (e.g. Flash Film v Googe; Lafesse v Dailymotion;
Zadig v Google). In one of the cases, the co-publisher
status was granted on the basis that MySpace had deter-
mined the structure of the sites, the way the information
had to be saved and organised on the webpage and had
clearly derived some profits from the activity (Lafesse
v MySpace). In the sole appeal decision known so far
(Christian C., Nord Ouest Production v Dailymotion), the
Paris court of appeal considered that the architecture of
the Dailymotion site was not sufficient to conclude that
it operated as a publisher. On the contrary, the recod-
ing of the video so that it fits with the interface of the
website and the formatting needed to reduce the size
of the file and to best integrate the file on the server
are technical operations that are part of the activity of a
hosting provider. In addition, offering some frames and
classification tools for the content does not result in a
selection of the content that a publisher typically makes,
but is justified by the organisation of the service and
the need to ensure an adequate access. By benefiting
from advertising revenues, the hosting provider does not
qualify as publisher either as the exploitation through
advertising revenues does not result in the capacity to
influence, and decide about, the content put online.
Only if the advertising revenues were directly linked to
the content posted by the users (targeted advertising)
would Dailymotion become a publisher (in this case, the
ads were not posted on the personal pages of the users
who had uploaded the protected works, only on the
homepage and on some standard frames of the Dailymo-
tion site). The same reasoning regarding the role of the
intermediary was followed in the June 24, 2009 decision
of the first instance tribunal involving Google Inc. This
last ruling also considered that Google liability should
be assessed on the basis of the general principle of tort
insofar it was offering an additional service allowing to
index and view videos, including on third party's sites. At
the light of the facts of this case, Google was not con-
sidered liable either as hosting provider or on the basis of
the general principle of tort.
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In most of the French cases, the defendants were thus
qualified as hosting providers. Hosting providers are
liable if they have actual knowledge of the unlawful
content or if, from the circumstances, it is clear that
the content is illegal, or, once they know about the ille-
gal content, they did not act promptly to remove it. In
most cases, the knowledge of the hosting providers was
established, although on the basis of slightly different
arguments. In some cases, the knowledge was recognised
only after the defendants had received a first notifica-
tion of the presence of the illegal content. In the cases
where the removed content was repeatedly made avail-
able by some users (for instance through other accounts),
the defendants could not argue they had no knowledge
and therefore, the liability exemption was rejected (e.g.
Flash Films v Google; Zadig v Google). In Christian C.,
Nord Ouest Production v Dailymotion, the first instance
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tribunal had referred to the success of the site, which
was based on the possibility to disseminate protected
works known to the public (rather than created by the
users themselves), and from that, the court presumed
that Dailymotion was aware of the illegal content. The
Paris court of appeal rejected this reasoning and ruled in
favor of the webhoster as the right owner had not used
the notification system proposed by Dailymotion and had
not sent proper notices (the notices were too vague, with
no reference to the page where the illegal content was
posted, and the right owners omitted to send to Daily-
motion the bailiff reports they had asked for). To presume
that the hosting provider must have known that users of
its service would be posting infringing content would be
tantamount to placing a general obligation to monitor on
the hoster, which runs against the e-Commerce Directive.
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D. LIABILITY OF ACCESS PROVIDERS

SCRL Société Belge des Auteurs Compositeurs et Editeurs
(SABAM) v SA Scarlet Extended

Tribunal de Premiére Instance, Belgium (first instance)

26 November 2004, 29 June 2007 and 22 October 2008

Reported: decision of 29 June 2007 in [2007] E.C.D.R.
19; decision of 22 October 2008 in 3 Cardozo Arts and
Entertainment 25, 1279 (2009)

Keywords: musical works; indirect liability of an Internet
access provider; file sharing; impossibility to comply with
a cease and desist order; filtering technolgies; Belgium

Facts and procedure: The customers of SA Scarlet
Extended (formely SA Tiscali), an online access provider,
were exchanging, by means of a P2P file sharing system,
electronic music files without the authorisation of the
right owners. SABAM, a collective management society,
requested the court to grant a cease and desist order
against the SA Tiscali. On 26 November 2004, the court
ordered the cessation and, simultaneously, an expert
opinion on the availability of technical measures capable
of filtering the illicit exchanges of electronic files without
unduly restricting the sharing of licit files. After the expert
report was submitted, the court, on 29 June 2007, con-
demned the SA Scarlet Extended “to stop the violations
of copyright found in the judgment of 26 November
2004 by making impossible any form, by means of a
"peer-to-peer” software, of sending or receiving by its
customers of electronic files containing a musical work
from the repertoire of SABAM".

SA Scarlet filed a petition where it requested to recognise
that it is materially and legally impossible to comply with
the cease and desist order of 29 June 2007 and asked
to abrogate the daily fine. As an alternative, SA Scarlet
requested the court to recognise the temporary impossi-
bility to apply the order and to suspend the fine until the
decision on the merits by the Court of Appeal of Brussels,
which is now supposed to take place in early 2010.
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Held: The court rejected the legal and material impossi-
bility to comply with it previous judgment but confirmed
the temporary impossibility and suspended the fine until
31 October 2008.

Grounds for the decision: Generally, the impossibility
to comply with a court order must be admitted when it
"is unreasonable to demand more effort and diligence
than the condemned party has demonstrated”. The court
rejected the legal impossibility argument. Legal impos-
sibility exists, when it “was not known to the judge when
he pronounced the daily fine, either because it only arose
after the pronouncement of the decision, or because
the debtor did not argue on this impossibility before the
judge ruled on the request for the fine". The court found
that the legal objections raised by the SA Scarlet were not
“new or unknown" causes of impossibility, and that they
could perfectly well have been brought to the court's
attention during the previous hearings.

The court also found that SA Scarlet did not demonstrate
the material impossibility to execute the cease and desist
order (i.e. technical possibility to stop the transmission
of illegal contents). The Court acknowledged that the
Audible Magic system, which was proposed by the expert
opinion as the most effective measure, does not function.
Also, the use of encryption had spread since the judgment
of 29 June 2007. However, according to the court, SA
Scarlet did not show sufficient efforts to find the adequate
technical solution allowing to comply with the decision,
e.g. it did not experiment with other existing solutions.

However, the court accepted there was a temporary
impossibility to comply with the order and the fine was
suspended for nine months.
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E. LIABILITY FOR HYPERLINKING
BMG Records and others v Heise Zeitschriften Verlag

Oberlandesgericht, Munich, Germany (appeal instance)

28 July 2005

Reported: GRUR-RR 2005 Heft 7, 372

Keywords: software; direct and indirect liability (Stér-
erhaftung) of website operator; hyperlinking; online
article about illegal software; circumvention of techni-
cal protection measures; freedom of speech; copyright
exceptions; Germany

Facts and procedure: The defendant Heise Zeitschriften,
an online news service (defendant), published an online
article concerning the software ,,.anyDVD" marketed
by SlySoft (established in Antigua). “AnyDVD" allows
to circumvent the anti-copy measures applied in DVD
technology. In the same article Heise Zeitschriften also
provided a hyperlink to the website of SlySoft where the
software could be found and downloaded. The plaintiffs,
a group of right holders, sued Heise Zeitschriften request-
ing to grant an injunction both in respect of the hyperlink
and the published article. The court of first instance
granted an injunction against the hyperlink, however,
denied the injunction in respect of the online article.

Both parties appealed. The right holders argued that the
article describing the "anyDVD" software constitutes
an advertising of software for circumventing technical
protection measures (TPM), which is prohibited under
German copyright law. Heise Zeitschriften argued that the
article merely reports about the issue and is thus covered
by the freedom of speech. Freedom of speech on Internet
covers the provision of links to other websites.

Held: The decision of first instance was upheld. The
injunction in respect of the online article was denied
on the basis that its main function was news reporting
rather than the advertising of the "anyDVD" software.
The injunction against a hyperlink to SlySoft website was
upheld on the basis that it facilitated the import and dis-
tribution of illegal software.

Grounds for the decision: The court mainly analysed
whether the provisions of the German Copyright Act
relating to the protection of technical protection meas-
ures were infringed (those provisions implement Article 6
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of the Copyright in the Information Society Directive). It
first of all recognised that the DVD technology includes
a technical protection measure and that the ,anyDVD"
software is a measure primarily intended to circumvent
the technical protection. As a next step, the court denied
that the online article published by a plaintiff constitutes
an advertisement of the illicit “anyDVD" software because
its primarily goal was not to foster the distribution of
product marketed by SlySoft but rather to report about
an issue of public importance, i.e. the copy prevention
through technical protection measures and their circum-
vention. This intention could be seen from the content of
the article: it not only describes the functions of “anyDVD"
software but demonstrates a critical attitude towards it,
it stresses that it is prohibited and it provides comment
of third parties on the issue. Also, the court rejected the
argument that the publication of the article created some
liability through participation or contribution to the mar-
keting of circumventing measures.

The defendant, however, was held liable as a "disquietor”
(Stérer) for marketing of illegal software by providing a
direct hyperlink to the website where the illegal software
could be acquired. In copyright cases, the injunctive relief
could be granted to the contributors who in any way —
even without fault — intentionally and with a causal link
contribute to the copyright infringement. In this case,
the defendant provided a direct link to the website and
thereby facilitated the connection to the illegal content.
It was not relevant for the liability issue that this con-
tent was easily accessible through a simple search of the
World Wide Web.

Also, according to the court, the injunction against hyper-
linking does not violate freedom of speech. Although the
placement of hyperlinks normally fall within the scope of
freedom of speech, the restriction of freedom of speech
was justified because the main function of the hyperlink
in this case was not to provide the information but to
make it possible for the user to access the linked website
(additional function). As the hyperlinks facilitated the
infringement of exclusive rights, the prohibition of hyper-
linking was found justified.
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Belgacom Skynet v IFPI Belgium and N.V. Universal

Cour d’'Appel, Belgium (appeal instance)
13 February 2001

Reported: [2002] E.C.D.R. 5

Keywords: musical recordings; hyperlinking; hosting
provider’s liability under tort law; duty of care; proper
notification; Belgium

Facts and procedure: The websites of some custom-
ers of Belgacom Skynet, a hosting provider (appellant),
included hyperlinks that were refering to illegal reproduc-
tions of musical recordings posted on other sites which
were hosted by other internet service providers (ISPs).
The right holders (respondents) claimed that Belgacom
Skynet has failed to respond, or to do so in good time, to
complaints that right holders had made. The right holders
submitted that by knowingly storing information on its
server giving rise to the unlawful electronic distribution
of musical recordings, Belgacom Skynet acted in conflict
with fair commercial practices. The court of first instance
granted the relief.

Belgacom Skynet appealed the decision. It argued that
right holders have neglected to accurately identify the con-
tested hyperlinks and that it has always responded quickly
whenever it received a complaint by immediately passing
the complaint on to its customer and ensuring that the lat-
ter removed the hyperlink. For Belgacom Skynet, insofar as
it can be expected to intervene, such an intervention can
consist only in notifying its customer of the right holders’
request and not in removing the link immediately.

Held: It has not been shown that Belgacom Skynet did
not act as a normally prudent and reasonable ISP would
have acted when placed in a similar situation and, con-
sequently, that it committed an act conflicting with fair
trade practices.
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Grounds for the decision: The Court considered that
the rules of prudence (or the duty of care) require that
when the right holders inform a hosting provider about
the existence of hyperlinks on the sites it hosts, in case
those hyperlinks refer to illegal musical recordings on
other sites, the ISP should remove these links or prevent
access to them, provided certain conditions are met and
a certain procedure is followed: (1) the right holders
must identify the links and expressly require that these
links should be removed or made inaccessible; (2) they
must indicate the facts that would, prima facie, lead a
reasonable ISP to assume that the linked-to files are ille-
gal; (3) the ISP must remove these links or make them
inaccessible within three working days, unless it can
show proof within the same period that the indicated
musical recordings are legal; (4) the right holders must
indemnify an ISP against potential claims that may be
made by a customer, should it subsequently appear that
the removal was done unlawfully.

After analysing the noticess sent by the respondents, the
Court held that they did not respect the procedure and
fulfill its conditions as described above. In particular, the
notices did not expressly include the facts that would
prima facie make it apparent to a reasonable ISP that the
musical recordings to which the links referred or which
appeared on these sites themselves were illegal.

The court found no need to consider whether the pres-
ence of the links per se renders the hosting provider liable
or whether or to what extent the hosting provider might
be jointly liable for illegal activities conducted by others.
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LeaseWeb BV v BREIN

Gerechtshof Amsterdam, Netherlands (appeal instance)

3 July 2008

Reported: www.rechtspraak.nl (LUN: BD6223)

Keywords: musical, audiovisual and literary works; indi-
rect liability of hosting provider; file sharing (BitTorrent
technology); liability under tort law (duty of care; zorg-
vuldigheid) protection of personal data; Netherlands

Facts and procedure: Hosting provider Leaseweb
hosted, among other websites, the illegal BitTorrent'
website Everlasting. This website enabled users to down-
load a large number of movies, games, musical recordings
and e-books. BREIN, an anti-piracy organisation, claimed
in interlocutory proceedings that Leaseweb be ordered
to close down the site and to provide the name and
address details of the website holder, since Leaseweb had
refused to do so following BREIN's request. The court of
first instance in interlocutory proceedings allowed BREIN's
claim. Leaseweb appealed.

Held: BitTorrent website Everlasting knowingly played
a facilitating role in the breaching of copyrights on a
large scale and therefore manifestly acted wrongfully.
Leaseweb acted wrongfully because it did not close down
the website after BREIN's notice. Leaseweb should have
also provided the name and address details of the web-
site holder to BREIN.

10 For more on BitTorrent technology see Pirate Bay decision.
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Grounds for the decision: The Court of Appeal details
the BitTorrent technology employed by Everlasting and
concludes that Everlasting played an essential role in
the uploading and downloading of files made by the
users. A file is divided into packets. To trace the packets
and reconstitute the file, other users need access to tor-
rentfiles and to a “tracker”. Everlasting’s website made
available the torrentfiles with the information about
the packets and the address of the “tracker”. Leaseweb
put forward a large number of defences, which were all
rejected. For instance, Leaseweb argued that the packets
are not protected works and that the torrentfiles do not
contain protected works. But the court found neverthe-
less that Leaseweb was providing the “necessary means
leading to the breach” of copyright. The names of the
torrentfiles not always correspond to the content referred
to, but in most cases, the name will indeed correspond
to the content, since the file sharing system only works
if files are named in a reliable and obvious manner.
The exchange of files could be realised without involv-
ing Everlasting, but this is not a ground for exempting
Everlasting of any liability. The fact that the website was
operated as a hobby and not on a professional basis was
also irrelevant.
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Sony Music Entertainment and others v. Fredrik Neij and others (Pirate Bay)

Stockholm District Court, Sweden (first instance)

17 April 2009

Reported: http://www.ifpi.org/content/library/Pirate-Bay-
verdict-English-translation.pdf (unofficial translation)

Keywords: musical, audiovisual works and software; file
sharing (BitTorrent technology); indirect liability of website
operators; criminal complicity; knowledge; private copy
exception; Sweden

Facts and procedure: The Pirate Bay website provided
a file sharing service which used the BitTorrent protocol.
The service had no central computer on the network, the
files containing copyright works were saved in the com-
puters of end users. BitTorrent software, generally, is used
to divide a digital file into different segments and give
them a mathematical number (known as a hash total),
and to create a torrent file. A torrent file is a file which,
in principle, contains only data which identifies the com-
ponents the digital file has been divided into. To facilitate
distribution of the digital file, an address for one or more
trackers is, as a rule, specified in a torrent file.

The defendants where indicted for complicity in breach
of the Copyright Act, since they operated the file sharing
service The Pirate Bay and, through this, allegedly aided
and abetted other individuals to infringe copyright law
by reproducing and making protected works available to
the general public. The plaintiffs requested an injunction
and damages.

The defendants inter alia argued that the file sharing serv-
ice The Pirate Bay was not illegal so no criminal complicity
can be established. The production of copies has taken
place on the users’ computers without the recordings and
computer programs covered by the indictment having
passed through The Pirate Bay's computers. Defendants
also argued that they had not been aware of the exist-
ence of the files specified in the indictment and that it
is not an offence per se to provide a file sharing service
which can be used for both legal and illegal purposes.
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Held: The defendants are liable for criminal complicity to
the breach of the Swedish copyright law.

Grounds for the decision: In order to establish the
criminal liability for complicity in breach of copyright,
the court analysed whether a “principle offence” was
committed by others and whether the defendants have
encouraged that principal offence. Firstly, the court found
that the users of the Pirate Bay website were illegally
making available (or broadcasting) the works to the pub-
lic. According to the court, “By connecting to the Internet
and activating their BitTorrent software (...) [users] are
making it possible for other Internet users to acquaint
themselves of the content of and, therefore, produce
copies of the relevant files themselves. As far as accessi-
bility for other Internet users is concerned, the procedure
is, in principle, the same as when a work is made avail-
able by downloading it on an open Internet website.”
Private use exemption could not apply as the works were
made available to public.

Secondly, the court also rules on the complicity to the
breach of the Swedish copyright law. Under Swedish
Penal Code'’, not only the person who has committed
the act (principal offence), but also other persons who
have aided and abetted this person in word and deed,
will be held liable for a specific act. The court found that
the defendants have aided and abetted by enabling users
to upload and store torrent files for the file sharing serv-
ice of the Pirate Bay, by providing a database linked to a
catalogue of torrent files, by enabling users to search for
and download torrent files and by providing the func-
tionality with which users who wished to share files could
contact each other through the file sharing service's
tracker function.

According to the court, whether the copyright-protected
works may possibly have been made available to the
general public on other websites is irrelevant as liability

11 Swedish Penal Code of 1962 (entered into force on 1 January 1965) as
subsequently amended.
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for complicity does not require the Pirate Bay's opera-
tion to be essential to the making available to the public
of works. Also, the making available of a segment of
a work is sufficient for the offence to be completed.
What regards the intention to infringe, from the facts
of the case, the court found it clear that the defendants
had been aware that copyright-protected works were
available and shared via the website without necessary
authorisation. Finally, commercial purpose was estab-
lished as the operation of the Pirate Bay was at least
partially financed by advertising revenue.
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The court analysed the application of the e-Commerce
directive (as implemented in the Swedish Electronic Com-
merce Act'?), which provides for a limited liability for
internet service provider prior to his/her knowledge of the
illegal contents. The court found that the Pirate Bay falls
under the definition of an internet service provider, how-
ever, can not enjoy the limited liability under the statute
as the defendants’ knowledge of illegal information has
been proven.

12 Swedish Act on Electronic Commerce and Other Information,Society
Services of 06 June 2002.
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F. LIABILITY OF SEARCH ENGINES
Google Inc v Copiepresse SCRL

Tribunal de Premiére Instance, Brussels, Belgium (first instance)

13 February 2007

Reported: [2007] E.C.D.R. 5

Keywords: literary works (press articles); “caching”;
hyperlinking; direct and indirect liability of search engine;
copyright exceptions; freedom of speech; moral rights;
abuse of rights; Belgium

Facts and procedure: Google, a popular search engine,
provided a news service called "Google.News" (in Bel-
gium - Google.Actualités) which aimed to give internet
users an overview of all press based on an automatic
selection of news items from web servers of the written
press. In order to do this, Google.News searches the web
for press articles, then select and arrange a list of links
to the selected articles, and incorporates on the Google.
News pages the headlines of those articles and a snip-
pet comprising the first lines of the selected articles.
Copiepresse SCRL, a copyright management company
representing the press publishers, brought proceedings
against Google, alleging infringement of the copyrights
and database rights of its members. Specifically, it con-
sidered that the Google.News service was infringing
the rights of reproduction and/or communication to the
public. Copiepresse argued that this service goes beyond
a "mere"” search engine service and that Google.News
operates rather as a “portal to the press”. In addition,
Copiepresse considered that the caching functionality
offered by Google's standard search service was infringing
the reproduction right of the publishers as some articles
which were no more available on the webpages of the
publishers were still accessible through the cache copy
made by Google. Google defaulted and the court granted
an order in favor of Copiepresse. Google appealed.

Held: Google.News and the use of the Google “cache”
function infringe the law on copyright, therefore, Google
must withdraw all the copyright material belonging to
the Belgian press from Google.News. It cannot rely on
any exceptions provided for by the copyright law.

Grounds for the decision: The court found that, via the
“cache” memory and the Google.News service, Google
reproduced and/or communicated to the public works
(or parts of works) protected by copyright. Firstly, for
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the "cache” memory, when Google “robots” are index-
ing webpages they make a copy of each page retrieved,
which is then stored in Google’s memory and can be
accessed by internet user by clicking on the “cached”
link. Thus there is a reproduction of the work and a com-
munication to the public. In contrast to the hyperlinks
referring the internet user to the site of origin, by consult-
ing the “cached” link, the internet user is consulting the
document reproduced on in Google's servers.

Secondly, the court found that “Google.News" service
is not a "mere search engine service”. Generally, hyper-
links to other websites (as normally provided in the list
of search engine) do not constitute a reproduction (or, if
there is a reproduction, it is made by the internet user).
However, Google.News not only provides simple hyper-
links but reproduces and communicates to the public the
headlines of the selected press articles and extracts from
those articles. Although not all press articles’ headlines
fall under the protection of copyright, one cannot assume
that they would never be sufficiently original to benefit
from the protection of copyright. Also, the first lines of
the articles may be protected by copyright as far as a
"distinctive stamp of the author” could be identified.

The court held that the moral rights of authors had
been infringed as well. The works were modified with-
out authorisation as only extracts of the works were
reproduced. Also different extracts of articles, which can
originate from any source, were grouped by theme, so
that the editorial or philosophical approach espoused by
the author may have been altered. Finally, the name of
the author of the work is not mentioned on the Google.
News website.

The court rejected the application of various limitations
for quotation and reporting of articles. The quotations
are used to illustrate a proposition, or defend an opinion
whereas Google.News is exclusively based on a referenc-
ing process which is automatic. No “press review" could
be identified as Google.News provided no commentary on
the news. News reporting exception is supposed to enable
the media to react rapidly to news events — however, this
is not the position in which Google finds itself. The court
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also dismissed the argument on freedom of expression
based on Art.10 of the European Convention on Human
Rights. The freedom of expression is not absolute and can
be limited in order to protect the rights of others, includ-
ing copyright. Moreover, freedom of expression is taken
into account within the copyright exceptions, in particular,
when allowing the quotation of sources.

The court dismissed other claims by Google, namely, that
Copiepresse and the interveners are guilty of an abuse
of rights in pursuing the current proceedings; that there
had been an infringement of competition law under Art.
81(1) EC Treaty; and that Google's activities are exempted
under the e-Commerce Directive.

Thumbnails

Oberlandesgericht Jena, Germany (appeal instance)

27 February 2008

Reported: GRUR-RR 2008 Heft 7, 223

Keywords: visual works (photographs); thumbnails;
direct liability of search engine; copyright exceptions; mis-
use of right; implied license; freedom of speech; Germany

Facts and procedure: The respondent, a popular search
engine, provided a service which, under the request
of users, searched for pictures and showed them in a
reduced and compressed form — so called “thumbnails”.
A right holder to visual pictures, which where reproduced
as thumbnails, requested the court for an injunction
against such unauthorised use of works. She claimed the
infringement of copyright law. The defendant argued that
there is no infringement of copyright, inter alia because
the plaintiff has impliedly licensed such online use. The
court of first instance rejected the request for injunction
arguing that the right holder, by making the pictures
available online, granted an implied license for reproduc-
tion of works in form of thumbnails in the list provided by
a search engine. The right holder appealed.

Held: An unauthorised reproduction of pictures through
thumbnails constitutes a copyright infringement. How-
ever, the request for injunction was rejected as the
appellant misused her right.

Grounds for the decision: The court recognised that
the reduced copies of pictures in the form of thumbnails
shown in a result list of a search engine constitute a
transformation and reproduction of work. The reduction
or compression of pictures does not add an independ-
ent function to a work. Also, the respondent operating a
search engine not only provides the technical means allow-
ing such a reproduction but is itself responsible for this use
as inter alia it serves the respondent’s commercial interests.
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This unauthorised use cannot be justified on the basis of
the “catalogue exception” (allowing for organisers (of
e.g. exhibition) to use the copy of work for advertising
purposes) or on the basis of the quotation exception.
Also, the court rejected the argument that the disputable
conduct of a search engine corresponds to the need of
Internet users and could be justified by the constitutional
freedom of speech.

More over, the court denied the implied license argu-
ment which was adopted by the court of first instance.
The upload of works online by a right holder can
not automatically lead to the (implied) permission to
transform the work. If the author wants to enable the
enjoyment of work, this does not mean that he/she
allows the uses extending outside this purpose. Taking
into account the unforeseeable technical potential of
Internet and the future uses, the decision about how
the works can be used online should remain with the
author. In addition, although there are technical possibil-
ities to prevent the crawler from searching the websites
and identifying the particular items, non-use of these
technical measures by a right holder does not allow to
establish the implied license.

However, the court rejected the injunction on the basis
a misuse of right on behalf of the appellant. During the
proceedings, the appellant had argued that she lacked
the knowledge in the indexation and functioning of
search engines (and therefore did not apply available
measures preventing search engine to make a search in
her website). However, she had used the function “search
engine optimisation”, which facilitates the access to her
website for a search engine. The court found these two
facts contradictory and, as a result, established that the
plaintiff had misused her right.
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BREIN v Techno Design Internet Programming BV

Gerechtshof, Amsterdam, Netherlands (appeal instance)

15 June 2006

Reported: [2006] E.C.D.R. 21

Keywords: musical works; searching of illegal content
and hyperlinking; search engine’s liability under tort law;
relevance of warning; knowledge; private use exemption;
Netherlands

Facts and procedure: Techno Design (respondent)
operated a website that enabled its visitors to search for
MP3 music files on the internet and to download them
directly from the source website. BREIN, an organisation
representing copyright and neighbouring rights owners,
complained that Techno Design was creating opportuni-
ties for music files to be downloaded from unauthorised
sources that infringed its members' copyrights. Techno
Design brought an action for a declaration that it was
acting lawfully. The district court upheld its claim, finding
that Techno Design was not making a primary communi-
cation to the public of the disputed music files, nor even
a secondary communication since it was merely directing
its visitors to other websites from which the files could be
accessed. BREIN appealed.

Held: Techno Design is liable for acting tortuously against
right holders of copyright and neighboring rights.

Grounds for the decision: The court found that mak-
ing MP3 music files available via the internet constitutes
a communication to the public. The fact that the person
downloading an unauthorised MP3 music file only uses
it for himself does not mean that, in that case, the com-
munication must not (or no longer) be deemed to be an
infringement of the right-holder’'s copyright or neigh-
bouring right. The subsequent private use is irrelevant for
deciding about the wrongful nature of the communica-
tion to the public that takes place in the first instance.

Techno Design cannot be deemed to be an internet serv-

ice provider (ISP) that merely transmits the information
provided by the recipient of the information, as its actions

39

go considerably further than those of such an ISP. Techno
Design not only made it possible for its visitors to com-
municate with each other, but it also manipulated the
data it had compiled in such a way that it greatly simpli-
fied its visitors' search for MP3 music files. That means
that it does not qualify for the same protection as an ISP
that offers a “mere conduit” for information.

The court noted that, in principle, Techno Design is free
to operate its own search engine and to make a profit in
doing so, even if this is a search engine which is designed
to track down MP3 music files. In themselves, its actions
are not tortuous, even if Techno Design is aware of the
fact that the persons who communicate the files are com-
mitting an infringement of the copyrights or neighboring
rights. However, the court found certain special circum-
stances establishing Techno Design’s liability. Techno
Design was well aware that its search engine systemati-
cally and consistently linked visitors to unauthorised MP3
music files. Furthermore, Techno Design obtained some
income from its search engine service through advertis-
ing: the turnover made therewith by this company was
largely based on the availability of unauthorised MP3
music files. Therefore, the court found Techno Design
liable for acting tortuously.

This conclusion, according to the court, is not impeded
by the fact that Techno Design warned its visitors against
downloading unauthorised files as it was clear that
the users tended to completely ignore such a warning.
Finally, the fact that it is not easy, technically, to ensure
that a search engine distinguishes between authorised
and unauthorised MP3 music files under the conditions
in which Techno Design operated did not give Techno
Design any relevant excuse for its actions.

Having found that Techno Design is liable under the
general rules of tort, the court found no need to analyse
whether Techno Design is directly liable for a copyright or
neighboring right infringement.
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G. DISCLOSURE OF PERSONAL DATA

Productores de Musica de Espafa (Promusicae) v Telefénica de Espafia SAU

European Court of Justice C-275/06
29 January 2008

Reported: ECR -00271 (2008)

Key words: audiovisual and musical works; file sharing;
hosting provider's duty to disclosure the identities of end
users; protection of personal data; EU

Facts and procedure: Promusicae, a Spanish collective
management organisation, asked for an order to oblige
Telefénica, a telecommunication company, to disclose the
identities of its customers who were sharing protected
audiovisual and musical files through the KazaA P2P
system and thereby were infringing copyright. It sought
disclosure of identities in order to be able to bring civil
proceedings against the persons concerned.

After the court ordered the preliminary measures
requested by Promusicae, Telefénica appealed, contend-
ing that under the Spanish Act on Information Society
Services and Electronic Commerce (LSSI)' the commu-
nication of the data sought by Promusicae is authorised
only in a criminal investigation or for the purpose of
safeguarding public security and national defence, not in
civil proceedings. Promusicae submitted that Article 12
of the LSSI must be interpreted in accordance with the
provisions of various EU Directives and the EU Charter on
Fundamental Rights', which do not allow Member States
to limit the obligation to communicate the data in ques-
tion solely to the purposes expressly mentioned in the
national law at stake.

The national court stayed the proceedings and referred
to the European Court of Justice (ECJ) for a preliminary
ruling asking whether Community law, in particular the

13 Spanish Act on Information Society Services and Electronic Commerce of
11 July 2002.

14 Charter of Fundamental Rights of the European Union proclaimed in Nice
on 7 December 2000 (OJ, 14.12.2007, C 303/2).
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Directive 2000/31 on e-Commerce, the Directive 2001/29
on Copyright in the Information Society Directive and
the Directive 2004/48/EC on the Enforcement of Intellec-
tual Property Rights'®, read also in the light of Articles 17
and 47 of the EU Charter on Fundamental Rights, must
be interpreted as requiring Member States to lay down,
in order to ensure effective protection of copyright, an
obligation to communicate personal data in the context
of civil proceedings.

Held: The Directives do not require the Member States
to lay down an obligation to communicate personal data
in order to ensure effective protection of copyright in
the context of civil proceedings. When transposing those
Directives, the Member States must allow a fair balance
to be struck between the various fundamental rights pro-
tected by the Community legal order.

Grounds for the decision: Firstly, the ECJ, on its own
initiative, analysed the Directive 2002/58/EC on privacy
and electronic communications'” and found that it does
not preclude the Member States from laying down, with
a view to ensuring effective protection of copyright, an
obligation to communicate personal data which will
enable the copyright holder to bring civil proceedings.
Member States are obliged to prohibit the storage of
personal data by third persons, without the consent of
the users concerned. However, the Directive author-
ises the Member States to adopt legislative measures
to restrict the obligation of confidentiality where that
restriction is necessary inter alia for the protection of the
rights and freedoms of others including the protection of
the right to property.

15 See supra notes 4 and 2 respectively.

16 Directive 2004/48/EC of 29 April 2004 on the enforcement of intellectual
property rights (OJ, 30.4.2004, L 157/45).

17 Directive 2002/58/EC of the European Parliament and of the Council of
12 July 2002 concerning the processing of personal data and the pro-
tection of privacy in the electronic communications sector (Directive on
privacy and electronic communications) (OJ, 31.07.2002, L 201/37).
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As a next step, the Court established that the three direc-
tives (2000/31, 2001/29 and 2004/48) do not require
Member States to set an obligation to communicate
personal data in the context of civil proceedings. The
Member States have to ensure that the competent judicial
authorities may order that information on the origin and
the distribution networks of the goods which infringe an
intellectual property right be provided. However, Member

States are not obliged to order to disclose personal data
for the purpose of civil proceedings.

Finally, no such obligation exists under TRIPs, which
requires the effective protection of intellectual property
rights, or can be derived from the fundamental rights to
property (including intellectual property rights) and to
effective judicial protection.

EMI Records (Ireland) Ltd and others v Eirecom Ltd and others

High Court, Ireland (first instance)
8 July 2005

Reported: [2005] IEHC 233; [2006] E.C.D.R. 5

Keywords: musical recordings; unauthorised download-
ing of files; duty of hosting providers to disclose identities
of users; protection of personal data; Norwich Pharmacal
Orders; Ireland

Facts and procedure: The plaintiffs, assignees of the
Irish copyrights in a large number of sound recordings,
claimed that a number of subscribers to the internet
services provided by the defendants had been download-
ing files containing copyright-protected works belonging
to the plaintiffs. The plaintiffs sought disclosure by the
defendants of the identities and addresses of 17 alleged
copyright infringers who were known to the plaintiffs
only by the unique numbers that constituted their respec-
tive Internet Protocol addresses. The defendants withheld
the information arguing that they were bound by law to
respect the confidentiality (or personal data) of their sub-
scribers’ identities.

Held: The defendants were ordered to disclose to the
plaintiffs, to the extent known or otherwise available
to them, the identities of the registered owners of the
internet accounts (name, postal address and telephone
number). The information disclosed could be used solely
for the purpose of seeking redress in respect of copyright
infringement.

Grounds for the decision: The court applied a doctrine
called Norwich Pharmacal Orders: “If through no fault
of his own a person gets mixed up in the tortuous acts
of others so as to facilitate their wrongdoing, he may
incur no personal liability, but he comes under a duty to
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assist the person who has been wronged by giving him
full information and disclosing the identity of the wrong-
doers.” In particular, when applied to the case at stake,
Norwich Pharmacal Orders would require disclosure of
identity and other information held by a third party (host-
ing provider) concerning an alleged infringer (subscriber
of Internet services).

On the evidence of the case, the court found prima facie
demonstration of a wrongful activity by the subscribers of
Internet service, namely, the infringement of the plaintiff's
copyright. Also, the court recognised that there is neither a
suggestion nor an evidence of any wrongdoing on the part
of the individual defendants. However, the identity of the
subscribers was known to the defendants and the defend-
ants accepted that there was no other way by which the
plaintiffs can acquire information concerning the identities
sought. Therefore, the defendants were requested to dis-
close the identities of the infringers to the plaintiffs.

The defendants’ argument on confidentiality was
rejected. The court recognised that there is a need of bal-
ancing the rights of the plaintiffs with the obligations of
the defendants towards their subscribers and the rights
of those subscribers, namely, the right of confidentiality
or privacy. However, under national law, the right to con-
fidentiality can be legitimately breached by an order of
the court. The court found that the right to confidential-
ity cannot be relied upon by a wrongdoer to protect his
or her identity. Thus, the right to confidentiality regarding
personal data must give way where there is prima facie
an evidence of wrongdoing.
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