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Abstract

The general problem we consider in this thesis is the following: we have
to analyze a stream of data (records, packets, events. . . ) by successively
applying to each piece of data a set of “rules”. Rules are best viewed as
lightweight parallel processes synchronizing on each arrival of a new piece
of data. In many applications, such as signature-based intrusion detection,
only a few rules are concerned with each new piece of data. But all other
rules have to be executed anyway just to conclude that they can ignore
it. Our goal is to make it possible to avoid this useless work completely.
To do so, we perform a static analysis of the code of each rule and we
build a decision tree that we apply to each piece of data before executing
the rule. The decision tree tells us whether executing the rule or not will
change anything to the global analysis results. The decision trees are built
at compile time, but their evaluation at each cycle (i.e., for each piece of
data) entails an overhead. Thus we organize the set of all computed decision
trees in a way that makes their evaluation as fast as possible.

The two main original contributions of this thesis are the following.
Firstly, we propose a method to organize the set of decision trees and the
set of active rules in such a way that deciding which rules to execute can be
made optimally in O(ru), where ru is the number of useful rules. This time
complexity is thus independent of the actual (total) number of active rules.
This method is based on the use of a global decision tree that integrates all
individual decision trees built from the code of the rules. Secondly, as such
a global tree may quickly become much too large if usual data structures are
used, we introduce a novel kind of data structure called sequential tree that
allows us to keep global decision trees much smaller in many situations where
the individual trees share few common conditions. (When many conditions
are shared by individual trees the global tree remains small.)

To assess our contribution, we first modify the implementation of ASAX,
a generic system for data stream analysis based on the rule paradigm pre-
sented above. Then we compare the efficiency of the optimized system with
respect to its original implementation, using the MIT Lincoln Laboratory
Evaluation Dataset and a classical set of intrusion detection rules. Impres-
sive speed-ups are obtained. Finally, our optimized implementation has been
used by Nicolas Vanderavero, in his PhD thesis, for the design of stateful
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honeytanks (i.e., low-interaction honeypots). It makes it possible to sim-
ulate tens of thousands hosts on a single computer, with a high level of
realism.
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Chapter 1

Introduction

1.1 Context of this thesis

Designing specialized programming languages targeted to a particular class
of applications may help programmers to solve problems more quickly and
more correctly than by using general purpose programming languages such
as C or Java. SQL is a well-known example of such an application-specific
language, designed to access relational data bases. Application-specific pro-
gramming languages enable the programmer to describe the problem and/or
its solution in a more declarative and/or structured way. As a consequence,
in such languages, the programmer has less direct control on the efficiency
of its solution, which is more dependent of the language implementation.

Intrusion detection is an area of computer security where the notion of
an application-specific language appears very relevant because the detection
is usually based on the sequential analysis of a stream of “events”, which
can be audit records, network packets, or better structured objects built
by abstracting and correlating raw data. In the signature-based approach
of intrusion detection, the programmer has basically only to specify a set
of patterns to detect. The underlying system should relieve him from the
clerical tasks of reading and formatting the data, and of implementing the
pattern matching.

There is a rich variety of programming languages and systems devoted
to signature-based intrusion detection. Snort [53, 56] is a popular system,
which follows the so-called stateless approach. In its simplest implementa-
tion, it applies a large set of rules to every packets of a network link. Each
rule consists of a conjunction of simple conditions about the packet header
and, usually, of a regular expression to be matched with the payload of the
packet. Bro [49, 1] is a more sophisticated academic system, which follows
the stateful approach. It is a two-layered system. The first layer filters and
abstract packets, and maintains state information about current connexions.
The second layer uses a tailor-made programming language to check security
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policy constraints. STAT [68, 60] is another system, which uses a generic
language to describe signatures, based on state diagrams. P-Best [36] is
similar to STAT but it uses a different kind of programming language based
on production rules. Finally, proposals for more specific and declarative
signature description languages have been proposed in [51, 50, 44, 54].

All these approaches have in common the fact that they potentially have
to apply a large set of “rules” (which may be very different things depending
on the system and language) to every item of the data or event stream to
be analyzed. Since different rules may perform similar tasks on the same
item, any direct or naive implementation of such systems entails a lot of
redundant work, which makes the system too inefficient. In this thesis, we
address the issue of making them significantly more efficient.

In order to assess our contribution, we use –i.e., we modify the imple-
mentation of– ASAX [25, 46], a generic system that allows stateful analysis
of any data stream through the use of its programming language RUSSEL.
The reasons for using ASAX instead of another system are the following:

• ASAX is a very simple system with a clean architecture. Moreover,
RUSSEL rules are compiled to an internal form very suitable for static
analysis. We also had a good expertise of this system, making it easier
to modify its language and its implementation.

• The original implementation of ASAX is efficient in the sense that is
very simple and “light” but it is also very naive in the sense that all
active rules are systematically applied to the current event. Thus the
original implementation was a good reference to assess the benefit of
the optimizations we propose.

1.2 Contributions of this thesis

The general problem we consider in this thesis is the following: we have
to analyze a stream of data (records, packets, events. . . ) by successively
applying to each piece of data a set of “rules”. We use the term “rule”
to agree with the terminology used for signature-based intrusion detection.
However, rules should be better viewed as parallel processes synchronizing
on each arrival of a new piece of data or “event”. Our goal is to schedule
the processes at the beginning of each such cycle (i.e., each arrival) and, in
particular, to decide which processes need not be executed at all. To do so,
we perform a static analysis of the code of each “rule” (i.e., process) to build
a decision tree that we apply to each piece of data before executing the rule
(i.e., scheduling the process). The decision tree tells us whether executing
the process or not will change anything to the global analysis results. More
precisely, the decision tree computes a sufficient condition for the fact that
executing the rule has no effect on the sequel of the analysis. Since decision
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trees are built at compile time, their construction has no impact on the
execution time but their evaluation at each cycle (i.e., for each piece of
data) entails an overhead. Thus it is desirable to organize the set of all
computed decision trees in a way that makes their evaluation as fast as
possible. We consider that a most ambitious objective is to be able to take
all decisions in O(ru) where ru is the number of “useful” rules, i.e., the rules
that must be executed. Indeed, if we reach this objective, evaluating the
decision trees does not increase the computational complexity of evaluating
the right rules.

Considering this general picture, the main original contributions of this
thesis can be summarized as follows.

1. We propose a method to organize the set of decision trees and the set
of active rules in such a way that deciding which rules to execute can
be made optimally in the sense defined above. Note that since the
complexity is O(ru), it is independent of the actual number of active
rules. We will provide a case study where the number of active rules
may become arbitrarily large while the number of useful rules remains
very small. The techniques and algorithms we propose for this issue
constitute Chapter 7.

2. The method discussed in the previous point is based on the use of a
global decision tree that integrates all individual decision trees built
from the code of the rules. It appears that such a global tree may
quickly become much too large if usual data structures for decision
trees are used. We introduce a novel kind of data structure called se-
quential tree that allows us to keep global decision trees much smaller
in many situations where the individual trees share few common con-
ditions. (When many conditions are shared by individual trees the
global tree remains small.)

Before giving a summary of what is presented in this work, we stress a
last important point. This doctoral research was done in parallel with the
work of Nicolas Vanderavero. In his PhD thesis [65], Nicolas Vanderavero
proposes a framework to build efficient low-interaction honeypots, called
honeytanks, and, more generally, to build various kinds of “traffic handlers”
to simulate large numbers of hosts on a single machine. Nicolas Vander-
avero’s framework is based on ASAX and the use of ASAX for building
honeytanks and traffic generators has provided the most striking examples
for the usefulness of our own contribution. Thus, we refer to his work to
get significant programming examples and applications where RUSSEL is
used as a real parallel programming language, very efficient to write hon-
eytanks and other traffic handlers. During our collaboration, he was using
ASAX when I was modifying and improving its implementation. We did
not modify the original syntax and semantics of RUSSEL, except on one
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point: we introduced together the new notion of frozen variable, which both
facilitates parallel programming with RUSSEL and allows more powerful
optimizations. This common contribution is described in both PhD thesis.

1.3 Content of this thesis

Apart from the introduction (this chapter) and the conclusion (Chapter 8),
the thesis is divided into two main parts. The first part provides background
material and related work. The second part describes the original work.

1.3.1 Background

We start the background part with a description of ASAX and its original
implementation. We provide an efficiency evaluation of the original im-
plementation using a benchmark adapted from STAT, which is completely
described in Appendix A. We then analyse what are the main aspects of
the original implementation that may cause inefficiencies. This presentation
constitutes Chapter 2.

We continue with a presentation of the related work in Chapter 3.
We first analyze the literature on decision trees and diagrams. Then, we
present previous work on optimizing signature based-intrusion detection and
production-based languages as well as a few related areas. We also discuss
the various kinds of languages and formalisms that have been proposed for
signature-based intrusion detection. To finish this chapter, we give a more
detailed description of two interesting systems, i.e., STAT and Bro. Chap-
ter 2 comes before Chapter 3 to allow, in Chapter 3, some discussions that
would be difficult to follow otherwise.

1.3.2 Our work

We start the presentation of our own work in Chapter 4. This chapter
presents a first simple improvement to the implementation of ASAX to lower
the work done at each ASAX cycle. An experimental evaluation is provided
on the STAT benchmark. It is continued in the next chapters as soon as
new improvements are proposed.

Chapter 5 presents a static analysis of ASAX code that allows us to
extract decision trees from the internal code of RUSSEL rules. We show
that a sequential evaluation of these decision trees provides a significant
speed-up on the benchmark.

Chapter 6 describes one of the two main contributions of this thesis. We
introduce several kinds of data structures to represent global decision trees
built by merging the local decision trees from Chapter 5. In particular,
we introduce the new notion of sequential tree and we present and prove
the correctness of a clever algorithm to merge sequential trees. We show
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on the benchmark that it is not possible to get an acceptable compilation
time without using these new data structures. We discuss various orders
that are suitable to get the size of the global tree small without making
useless evaluations of conditions. The experimental evaluation shows that
the benchmark is evaluated two times faster with this improvement.

Chapter 7 contains our second main contribution. We address the prob-
lem of using the global decision tree of Chapter 6 to extract from the set of
all active rules only the rule instances that need be executed. The problem is
difficult when one has many instances of the same parametric rules of which
only a small number needs be executed. We introduce several low-level im-
plementation techniques, based on the use of “magic numbers”, that make
it possible to extract the relevant rules with an overhead proportional to the
number of the rules that must actually be executed. Parametric conditions
are evaluated only once in the global decision tree by introducing hash tables
that are generated automatically at compile-time. The STAT benchmark is
not adequate to assess the work presented in this chapter because most rules
of the benchmark are stateless and non parametric. Thus, we borrow the
honeytank of Nicolas Vanderavero [65] to demonstrate our claim that the
execution time of an ASAX cycle can be made proportional to the number of
actually useful instances when many (i.e., several thousands) rule instances
are active.
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Chapter 2

ASAX: A system to perform
many parallel analyses on a
data stream

2.1 Introduction

ASAX was originally designed to carry out efficient parallel analyses on any
kind of data stream. Its efficiency stems from a simple memory management,
allowing the system to use neither explicit allocation and deallocation mech-
anisms nor garbage collectors. Though the efficiency of ASAX is proven in
situations featuring simple analyses, it suffers a lack of performance in more
complex situations involving many parallel analyses. In this chapter, we
experiment these situations and we show that it is amenable to several op-
timizations. However, to understand the optimizations we develop further
in this thesis, some important aspects about ASAX and its implementa-
tion need to be described in details. More precisely, we need to depict all
mechanisms involved within the analysis process.

The chapter is organized as follows. In Section 2.2, we present the archi-
tecture and the general features of ASAX. Section 2.3 provides an overview
of the language RUSSEL. Section 2.4 outlines general approaches to write
analysis programs properly. In Section 2.5, we depict in details the imple-
mentation of RUSSEL, the analysis process and the memory management.
This section also presents a high level representation of RUSSEL rules which
we will use in the following chapters. In Section 2.6, we carry out an experi-
mental evaluation of ASAX efficiency with the help of a benchmark featuring
intrusion detection analyses. The benchmark involves signatures which il-
lustrate the performance issues we want to underline. Finally, Section 2.7
draws the conclusion and proposes several optimizations to overcome the
encountered performance issues.

11
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2.2 Presentation of ASAX

In this section, we introduce ASAX and its architecture. We limit our
presentation to a description of each feature having an important role in the
analysis process.

2.2.1 Using the bottom-up rule-based language RUSSEL

ASAX uses the rule-based approach to implement detection mechanisms.
This approach has already been used by many intrusion detection systems
such as STAT [27, 19], P-Best [36] or GnG [44]. Analysis rules for ASAX
are written in the RUSSEL language (RUle-baSed Sequence Evaluation Lan-
guage) which was designed specifically to handle large audit trails.

RUSSEL offers guarded commands ”à la Dijkstra” [15] of the form Con-
dition → Action. They allow the programmer to design easily and efficiently
analysis rules: should the analyzed audit event satisfies the Condition, the
associated Action is performed. The later can be a filtering for further treat-
ment, a specified action (like modifying variables used by the analyses), or
an alarm report.

The language is capable of a high power of expression making it adapt-
able to any type of analysis (not only intrusion detection). RUSSEL offers
an imperative style of programming, as opposed to the declarative one. It
uses the classical statements of an imperative language such as assignment,
routine call, block of actions, conditional action and repetitive action. In
addition, RUSSEL exhibits a specific action designed for sequential analysis:
rule trigger.

To perform several analyses in parallel on the same data stream, the
adopted search strategy has to be bottom-up. Using a top-down approach
such as Prolog is not efficient enough because it would imply backwards on
the audit events. The bottom-up search process of RUSSEL starts with the
audit records as basis facts and attempts to match event sequences thanks
to the guarded commands mechanism.

The rule trigger is a concept built on the sequential approach. In ASAX,
declarations and activations of rules are distinct. Rules need to be activated
by an explicit trigger. Triggers are invoked by rules within action blocks.
However, to ensure an effective execution of a RUSSEL program, a bootstrap
rule has to be declared.

2.2.2 Handling stateful analyzes

Attacks may be composed of a single event or of a sequence of multiple
events. Sometimes the order of the occurring events is important to identify
the attacks. Such attacks are modeled by scenarios ASAX has to be capable
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to detect to be exhaustive. Moreover, distinct instances of the same scenario
should be detected individually.

Sequence of events can be described as finite state automata. Translat-
ing finite state automata is straightforward in RUSSEL. Information about
the past states is kept by passing parameters to rules while triggering them.
Transitions between states are implemented in the rules by guarded com-
mands, which trigger new (instances of) rules for next state. Multiple in-
stances of a single rule can be triggered whenever many instances of a sig-
nature are interleaved.

A deeper description of stateful rules is given in Section 2.4.2. In ad-
dition, Section 3.4.4 depicts a straightforward method to translate state
transition diagrams defined in the STATL formalism [19] to RUSSEL.

2.2.3 Universality

One of the main features ASAX offers is universality. Analyses are performed
on any type of audit trail. Actually the ASAX evaluator processes events in
NADF format (Normalized Audit Data Format) only, which is its internal
format. The rationale of defining this format is to allow existing audit trails
to be translated to it in a straightforward way. Moreover, using the NADF
format allows one to mix heterogeneous audit streams and to apply different
kinds of analyses on them, independently to a specific application domain.
The simplicity of the NADF format entails thus a simple design for the
analysis process.

Other external formats can be translated to NADF by a so-called format
adapter. The purpose of this component is to collect events recorded in the
audit trails and to deliver them to the ASAX evaluator after being converted
to NADF format. A joined file (called ADDF file) makes the mapping
between fields in NADF records and identifiers used in RUSSEL programs.

Possibilities offered by the format adapter are not limited to a conversion
task. Additional tasks may be performed such as event pre-filtering, multi-
source mixing or multi-native-format mixing.

2.2.4 Runtime architecture

Figure 2.1 depicts the ASAX runtime architecture. It shows the different
components and how they interact. The ASAX evaluator is a virtual ma-
chine which applies RUSSEL rules to NADF records produced by the format
adapter. The compiler translates rules into abstract machine instructions
for the virtual machine. Alerts are raised depending on the rule execution
and audit contents.
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Figure 2.1: ASAX architecture

2.3 The RUSSEL language

Let us now describe RUSSEL. We first start with a walk-through of the rule
evaluation process, followed by an informal presentation of the language.

2.3.1 Evaluation process

To perform several analyses in parallel, rules potentially have more than
one instance running. Instances are created explicitly by trigger statements,
except the bootstrap rule called init action whose one instance is created
automatically at the start of the analysis. Rules instances can be triggered
either for the current analyzed record, for the next record or for a post
processing purpose after the analysis. The ASAX evaluator thus maintains
three distinct sets of instances that are called current set, next set and
completion set in the following of the thesis. Also, whenever we use the
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”active rule” term, we refer to all its instances in the current set.
The evaluation process is a simple loop. But first, the analysis is ini-

tialized by activating the bootstrap rule: init action. This rule does not
apply to a NADF record but it is intended to start the analysis by initializing
global variables and triggering rules for the first NADF record. Afterwards,
audit records are read and analyzed one by one. Figure 2.2 illustrates what
we call an ASAX cycle. It consists of executing all instances contained in
the current set with respect to the current record. These instances per-
form actions like computing, raising alerts or triggering rules. As shown in
Figure 2.3, once the current set is entirely processed, instances in the next
set switch to the current set and the process is iterated for the next record
until there is no more record to read or there is no active rule to continue
the analysis. Then, the completion set is finally executed as depicted in
Figure 2.4.

It has to be noted that there is no specified order for the instances of
rules to be applied to the current record. The programmer should thus not
assume a particular execution order. Moreover, rule instances have to be
re-triggered explicitly to stay alive for further analysis. Thus, there is no
need for an explicit mechanism to kill instances of rules.

Figure 2.2: Rule evaluation: ASAX cycle

2.3.2 Overview of the RUSSEL language

A complete description of the syntax and the semantics of RUSSEL is given
in Mounji’s thesis [46]. As a clear understanding of the programming lan-
guage is needed to understand its main features, we give a brief overview of
the main features of the language.
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Figure 2.3: Rule evaluation: between two cycles

Figure 2.4: Rule evaluation: processing completion rules

Data types

RUSSEL supports two data types: integers and strings of bytes. Integers
are signed and 32-bits encoded1, while strings of bytes represent ”raw data”.
Because of the potential heterogeneity of the data contained in analyzed
trails, ASAX designers choose to adopt a generic approach. Strings of bytes
are used to contain any type of treated data during analyses. Hence, all
data in NADF records are encoded by strings of bytes. These data can then
be interpreted with a specific type by using user-defined routines added to
the language.

1In the original definition of RUSSEL, the size of integers was unspecified. But for
many practical applications, it is useful to know the actual size of integers
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Environment

The environment in RUSSEL is composed of variables (either global or lo-
cal), rule parameters and NADF fields. The later are accessed thanks to
identifiers provided in an external file. This file contains a mapping between
the identifiers and the physical representation of the NADF fields. It usually
comes along the used format adapter. Using an external file allows us to
modify the identifiers any time without recompiling the system.

Syntactic constructs

The purpose of this section is not to show the precise syntax of RUSSEL
but to give general ideas about the main constructs of the language:

• Modules: RUSSEL programs usually contain many rules grouped in
several files called modules. Modules can import other modules with
the uses keyword. For instance, to group all detection modules to run
a complete IDS analysis, a file can be written as follows:

uses module1,
module2,
...
module_n;.

Each module may have its own bootstrap rule, i.e., init action. All
of them are executed at the beginning of the analysis. Rules can trigger
other rules present in other modules.

• Global variables: Global variables are supported in RUSSEL. The
variable scope can be limited either to the module containing its decla-
ration, or extended to external modules. In the later case, the variable
has to be declared (as external) in all modules intending to access it.
The syntax to declare global variables is as follows:

global <scope_1> g1: type_1;
...
global <scope_n> gn: type_n;

where <scope i> is either internal or external.

During the development of this thesis, we extended the global variable
features with the so-called frozen concept. Global variables declared
as frozen have two values: a read-only value and a write-only value.
Assignments modify the write-only value while expressions access the
read-only value. The purpose of frozen variables is to make certain
values constant for a whole ASAX cycle. Therefore, at the beginning
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of each ASAX cycle, the write-only value is copied into the read-only
one and takes an initial value back, i.e. 0. To declare a global frozen
variable, the frozen keyword is added to the declaration as follows:

global <scope> frozen gf: type;

Section 2.4.2 fully describes, with an example, the relevance of using
global frozen variables to match multi-event signatures.

• Rule declarations: Rule declarations are composed of a header and
of a block of actions. The header contains the rule name, optional
parameters and optional declarations of local variables. It is illustrated
by the following:

rule foo(p1: type_1; p2:type_2; ... ; pn:type_n);
<local declarations>
<action block>

In case the rule has no parameters, parentheses are omitted. Local
declarations take the following form:

var l1: type_1;
...
var lm: type_m;

For the specific case of rules accessible from external modules, the
keyword external is added to the declaration:

external rule foo(p1: type_1; p2:type_2; ... ; pn:type_n);

• Action blocks: An action block is composed of a single action or of
a sequences of actions. In the later case, the actions are grouped and
surrounded with the begin and end keywords:

begin
action_1;
...
action_n

end

Also, semicolons are separators and not terminators as opposed to C
or Java for example.

• Conditional actions: Conditional testing is based on the Dijkstra
approach of guarded commands and has the following form:
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if
condition_1 --> action_1;
...
condition_n --> action_n

fi

Each line is a guarded command. Conditions are evaluated in the
appearance order. The evaluation stops at the first satisfied condition
and the corresponding action is executed. The if instruction does
not have an else clause. These can be easily simulated by adding a
condition which is always evaluated to true. So, the test if condition
then action 1 else action 2 is written as follows:

if
condition --> action_1;
true --> action_2

fi

• Repetitive actions: Repetitive actions are also based on the guarded
commands from Dijkstra. However, all actions associated to satisfied
conditions are executed and the process re-iters until no condition
satisfies anymore. It presents a form similar to condition actions:

do
condition_1 --> action_1;
...
condition_n --> action_n

od

• Rule Trigger: To trigger rule instances, the trigger off keyword
is used along another keyword referring to the targeted rule set, the
name of the rule to trigger and optionally, actual parameters.

trigger off <scope> foo(p1, p2, ..., pn)

where <scope> is either for current, for next or at completion,
which respectively refers to the current set, the next set and the com-
pletion set. In case the triggered rule takes no parameter, the paren-
theses are omitted.

Testing the presence of a NADF field

Since NADF records have a various number of fields, it is possible, in RUS-
SEL, to test the presence of a given field with the help of the specific keyword
present. A condition testing the presence of a field presents thus the fol-
lowing form:

if present nadf_field
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Extending RUSSEL

Sometimes the programmer may need functionalities that are not provided
by RUSSEL. For example, such capabilities may include regular expression
matching, converting an IP address to a human readable form or manipu-
lating complex data structures. ASAX offers a built-in mechanism to add
extra functions to RUSSEL either as dynamic or static libraries. The later
needs a recompilation of the ASAX binary.

2.4 Methodology for writing rules

Most ASAX power relies in RUSSEL. Though it allows to program a large
number of functionalities in a straigthforward way, crafting analysis rules
properly needs the programmer to get rid of old habit. This section aims
at showing the difficulties the programmer might encounter. Usually, rules
matching mono-event signatures, i.e., stateless rules, are easy to implement.
The current record is matched if its content satisfies a list of criteria. Rules
detecting multi-events signatures, i.e., stateful rules, are less simple to craft.
Events must be correlated, implying rule parameters to keep the past states
in memory. We provide generic patterns to write both stateless and stateful
rules2. In addition, we present a method to detect non-overlapping signa-
tures introduced in Vanderavero’s PhD thesis [65].

2.4.1 Writing stateless rules

Stateless rules aim at matching mono-event signatures. They are rules that
do no have parameters and that re-trigger during the whole analysis. Se-
lecting events satisfying a condition is the usual used pattern. This ap-
proach can be implemented in RUSSEL by modules of the form presented
in Figure 2.5. The <selection condition> is usually a conjunction of cri-
teria the current analyzed event should match. It implies thus the use of
compound conditions made of elementary ones. The records for which the
<selection_condition> is false are ignored by the rule. It has to be noted
that the rule systematically re-triggers itself at the end of its execution to
remain alive during the whole analysis. This pattern is called selection or
filtration in the following of this thesis.

A concrete example: detecting buffer overflows. The RUSSEL mod-
ule presented by Figure 2.6 illustrates the selection approach. That module
aims at detecting all buffer overflow attacks in an event flow. A buffer
overflow attack consists in storing malicious code outside the bounds of a
buffer. This code overwrites useful data and hence changes the behavior of

2A more exhaustive list of patterns is presented in the ASAX user’s manual [47]
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init action;
trigger off for next process_record;

rule process_record;
begin

if
<selection_condition>
--> <process the current record>

fi;
trigger off for next process_record

end;

Figure 2.5: RUSSEL pattern for record selection

the targeted program, potentially leading the attacker to upper privileges.
We define that an event has to satisfy the following conditions to be selected
as a buffer overflow:

1. The event is a program execution.

2. This execution is successful.

3. The executed binary has its setuid-bit attributed.

4. The user targeted by the buffer overflow attack (usually root) is dif-
ferent than the attacker.

5. The length of the buffer containing the arguments of the execution is
greater than a chosen value (128 in our example).

6. The same buffer contains non-ascii character (probably op-codes).

The RUSSEL code in Figure 2.6 presents some simplifications; some accessed
NADF fields are integers but they are physically represented by strings of
bytes. Normally, we should use a dedicated function to convert such field
contents to integers. For clarity, we hide these functions. Moreover, instead
of using integer literals to test fields, we use explicit constants (which are
not present in the actual implementation) to make the rules easier to read.

The criteria stated above are directly applicable in the form of a con-
junction of elementary RUSSEL conditions. The RUSSEL module involves a
number of external user-made routines to perform its analysis: the function
is suid(file mode) verifies the file mode file mode includes the set-uid
bit, the function stringlen(s) returns the length of the string s and the
function contains non ascii(buf) checks if the buffer buf contains non-
ascii characters.
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global internal max_len: integer;

init action;
begin
max_len := 128;
trigger off for next bufov

end;

rule bufov;
begin

if
EVENT = exec and RETURN_VALUE != failed and

is_suid(FILE_MODE) = 1 and USER_ID != AUDIT_ID and
stringlen(EXEC_ARGS) > max_len and
contains_non_ascii(EXEC_ARGS) = 1
--> trigger off for current alert

fi;
trigger off for next bufov

end;

rule alert;
println(’user: ’, AUDIT_ID,

’ - potential buffer overflow in ’, PATH).

Figure 2.6: Stateless RUSSEL module detecting the buffer overflow attack

2.4.2 Writing stateful rules

Correlating events

Detecting stateful signatures, i.e., multi-steps scenarios, consists of matching
sequences of events. The detection process can be modeled by non deter-
ministic finite state automata. Let us assume the event sequence A, B, C.
We want to detect all occurrences of this sequence of which all events be-
long to at most one occurrence. Taken individually, the events may not be
related to each other and might not belong to the same instance of scenario.
Events should be correlated before being selected. For instance, events ful-
filling the conditions to be a B need to contain information related to the
previously matched A. Also, records fulfilling the conditions to be identified
as C should contain information related to the previously matched A and B.
Figure 2.7 presents the corresponding detection automaton. The states rep-
resent the steps of the detection progression and the transitions are labelled
with events. As the state find A is the initial state, it has to remain alive
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to ensure the detection of all occurrences of the signature. Consequently,
the state presents a loop transition with no label, meaning that it is always
fired (for all events). The transition labeled else means that it is fired if
none of the other transition going from the same state is fired.

Non deterministic finite state automata are translated to RUSSEL in
a straightforward way. States are rules and transitions are trigger actions.
Figure 2.8 presents a generic pattern to apply correlation on selected records.
As we can see, events are selected by distinct rules, each of the latter ap-
plying selection conditions to filter the records. Rules find B and find C
are stateful rules, meaning that they include parameters representing in-
formation about the past states (in order to correlate the records) and so
they are not systematically active. The rule find B parameters A par 1,
..., A par n contain values of some fields of a previously matched record
A. Events B are selected only if they additionally fulfill the extra condition
<corresponds to A par 1, ..., A par n>, which means that B is related
to A. The rule find C behaves similarly. However its parameters AB par 1,
..., AB par m may represent information from both events A, and B. Fi-
nally, the action executed when record C is detected may involve fields from
the three records A, B and C.

Figure 2.7: Detection automaton of event sequence A B C

Finding non-overlapping signature occurrences

The methodology presented in ASAX’s manual [47] has recently been im-
proved by Vanderavero [65] by developing a methodology to find all non-
overlapping occurrences of a signature efficiently. We give a summary of
this methodology. For a full description, we invite the reader to refer to the
chapter 3 in [65].

Assume the signature [A,A]. We want to detect all occurrences of the
event A followed by another event A. There can be other events in-between.
Let the sequence of events [A,B,A,A] be the event flow. There are 3 over-
lapping occurrences of the signature: the first event with the third event,
the first with the fourth one and the third with the fourth one.

For some analyses, like detecting a sequence of several failed logins from
the same user, it is convenient to match non-overlapping occurrences of the
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init action;
trigger off for next find_A

rule find_A;
begin

if
<is_a_A>
--> trigger off for next find_B(A_field_1, ..., A_field_n);

fi;
trigger off for next find_A

end;

rule find_B(A_par_1, ..., A_par_n: string);
if
<is_a_B> and <corresponds_to A_par_1, ..., A_par_m>
--> trigger off for next find_C(AB_field_1, ..., AB_field_m);
true --> trigger off for next find_B(A_par_1, ..., A_par_n)

fi;

rule find_C(AB_par_1, ..., AB_par_m: string);
if
<is_a_C> and <corresponds_to AB_par_1, ..., AB_par_m>
--> <sequence detected with ABC_field_1, ABC_field_p>;
true --> trigger off for next find_C(AB_par_1, ..., AB_par_m)

fi.

Figure 2.8: RUSSEL pattern for record correlation

signature only. That means that there cannot be other event A between the
two A of the signature. In other words, each event A must belong to at most
one occurrence of the signature. In that situation, only the first event with
the third one should match in the example. Since the third event already
belongs to an occurrence, it cannot start a new occurrence. But the fourth
event starts a new one.

In general, situations are more complicated because events need to be
correlated to belong to the same signature. Events contain attributes acting
as an identifier for the signature occurrence they belong to.

The methodology developed by Vanderavero proposes the following pat-
tern to detect all non-overlapping occurrences of a signature. For each of
the n (n > 1) events E2, . . . , En composing the signature, a rule find i
(1 < i ≤ n) is defined. The task of rule find i (1 < i ≤ n) is to select an
event Ei and to correlate it with the previous events of the same signature.
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We also define a rule find 1 that detects the first event, i.e., E1, of all sig-
nature occurrences. In addition, it must also ensure that this event is not
already belonging to an existing occurrence. The invariant of the pattern is
defined as follows:
At each ASAX cycle,

• There is only one instance of rule find i (1 < i ≤ n) for each signature
occurrence partially matched at that moment.

• For a given signature occurrence, when an instance of rule find i (1 <
i ≤ n) exists, there is no instances of rule find j (i 6= j, 1 < i ≤ n).

• There is exactly one instance of rule find 1. (It remains active to
detect all occurrences of the signature.)

The difficulty of this problem lies in the fact that the rule find 1 must
know if the event it selects is already belonging to another signature occur-
rence, that is if the event is treated by another rule instance. An intuitive
but incorrect approach would be as follows. When an instance of rule find i
selects an event Ei as part of the signature occurrence it follows, it sets a
global boolean variable to true. Then, rule 1 checks that variable. If it is
true, it means that the current event has already been treated by another
rule and, hence is not the start of a new occurrence. Otherwise, it means
that the event does not belong to any current signature occurrences. This
approach is not correct because it assumes that rule find 1 is executed after
all others. However, no assumption can be made on the execution order of
rules in ASAX.

A correction to the approach consists in forcing the rule find 1 to take
a decision about an event after the execution of all other instances of the
current cycle. A manner is to delay the decision of starting a new signature
occurrence by one ASAX cycle. That is, the rule find 1 waits for the next
ASAX cycle to know if a rule instance treated the previous event during the
previous cycle. In that case, it is sure that all other rule instances of the
previous cycle have been executed.

Global frozen variables. To achieve that, rules find i (1 < i ≤ n)
must put the information that they have treated an event in a variable
whose content is only accessible for the next cycle. The concept of frozen
global variables has been introduced for that purpose. These variables are
made of two parts: a read-only and a write-only area. All read-accesses
to a global frozen variable return the value stored in the read-only area.
All write-accesses modify the value stored in the write-only ares. At the
end of each ASAX cycle, the value in the write-only are is copied to the
read-only area and the value is the write-only area is reinitialized to zero.
Using global frozen variables ensures hence two statements defined by the
following invariant:
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• The value returned by read-accesses is constant during an whole ASAX
cycle.

• Any value assigned to a frozen global variable is only effective for the
next ASAX cycle.

The final procedure is thus the following: rules find i (1 < i ≤ n) must
use a global frozen variable flag to mark that the current event has been
treated during the current cycle. In that case the value 1 is assigned to
flag. When find 1 finds an event E1, it does not start systematically a
new signature occurrence. It must wait for the execution of all other rule
instances to take a decision. It triggers then a rule delayed find 1 for
the next cycle and passes the attributes in E1 identifying the occurrence
as parameters. The rule delayed find 1 checks the value of the global
frozen variable flag. If its value is 1, it means that the previous event has
been treated during the previous cycle, i.e., it already belongs to an existing
signature occurrence. If its value is 0, it means that the previous event is
the first event of a new signature occurrence. In this situation, the rule
triggers an instance of rule find 2 with the identifier of the new occurrence
as parameter. That rule will check if the current event is the next event in
the signature. (This is thus triggered for the current cycle). If it is not the
case, it re-triggers itself to find the next event in the following in the event
flow. Figure 2.9 depicts the final pattern of the approach. It has to be noted
that the variable flag is never reinitialized to 0 manually.

A concrete example: detecting a sequence of 3 failed logins by the
same user. Figure 2.10 contains an example of a RUSSEL module using
a global frozen variable. It aims at detecting all sequences of three failed
attempts to log in by the same user and displays the number of matched
sequences after the analysis. It is obvious that it must use the frozen variable
concept, otherwise each failed login event is considered as the first event of
a new sequence.

The rule init action is executed first. It initiates the global variable
count that counts the number of matched sequences as well as the frozen
variable check. It also triggers the rule first failed login to start the
analysis process and the rule echo result to display the number of detected
sequences at completion.

The rule first failed login searches for all failed attempts to log in by
any user. It delays the decision of starting a new sequence by triggering an
instance of the analyze failed login rule for the next ASAX cycle. The
latter rule checks the value of the global frozen variable check. It its value
is different than 0, it means that the previous event has been treated during
the previous cycle, and hence it belongs to an existing sequence of failed
logins. Otherwise, the previous event starts a new sequence. As a result, an
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global internal frozen flag : integer;

init action;
begin

flag := 0;
trigger off for next find_1

end

rule find_1;
begin

if <the current event is the first event of the signature>
--> trigger off for next delayed_find_1(ID)

fi;
trigger off for next find_1

end;

rule delayed_find_1(ID);
if flag = 0

--> trigger off for current find_2(ID)
fi;

rule find_i (1 < i <= n) (ID)
if

<The current event is a Ei> and
<identifier of the event is ID>
--> begin

flag := 1;
trigger off for next find_i+1(ID)

end
fi.

Figure 2.9: RUSSEL pattern for non-overlapping signatures
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instance of rule count failed logins is triggered for the current cycle. Its
task is to find the remainder of the sequence starting from the current event.
The rule is instantiated with two parameters: the ID of the user attempting
to log in and the number of remaining attempts before raising an alert. The
rule first failed login also re-triggers itself for the next cycle to search
for other failed attempts. It remains thus alive during the whole analysis.

The rule count failed logins finds all failed login events belonging to
an existing sequence. It may have more than one instance running; actually
one per monitored user. When an instance of the rule finds a failed login
by the user it monitors, it assigns the value 1 to the global frozen variable
check to mark the current event as treated and, then, an alarm is raised if
there is no remaining attempt to detect. If some attempts are still needed to
be matched, the instance re-triggers itself but with a decremented number
of remaining failed logins.

2.5 Implementation of ASAX

In the previous sections, we have presented ASAX at a conceptual level.
It rules out a number of details about its implementation. We need these
details to understand the concepts on which we develop our optimizations
in the following chapters. During analyses, rules are executed by a built-in
virtual machine. We provide now a full description of the implementation
of that machine. It consists of picturing the internal representation of re-
spectively the data types, the NADF format, the current environment and
the compiled form of rules.

2.5.1 Data types

Integers are represented by their respective values. Strings of bytes are mod-
eled by pointers to memory areas having the following form: the data length
followed by the data itself. The data length is encoded as an unsigned 16
bits integer. This representation is more general than the null-terminated
string representation, hence allowing data containing null bytes to be rep-
resented. In the following, we denote the internal representation of objects
with the notation:

ri(object)

where object is the object to represent.

2.5.2 The NADF format

As we said in Section 2.2.3, analyses are performed with respect to events
encoded in NADF format. Figure 2.11 describes the NADF record structure.
It consists of a header, containing the total length of the NADF record,
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global internal count: integer;
global internal frozen check: integer;

init action;
begin
count := 0;

trigger off for next first_failed_login;

trigger off at completion echo_result

end;

rule echo_result;

println(count, ’failed attempt(s) to log in found.’);

rule first_failed_login;

begin
if
EVENT = login and RESULT = failed

--> trigger off for next analyze_failed_login(USER_ID)

fi;
trigger off for next first_failed_login

end;

rule analyze_failed_login(user_id: integer);
if check = 0

--> trigger off for current count_failed_logins(user_id, 2)

fi;

rule count_failed_logins(user_id: string; tofind: integer);
if
EVENT = login and RESULT = failed and USER_ID = user_id

--> begin
check := 1;

if
tofind = 1

--> begin
println(’3 failed attempts to log in for user ’, user_id);

count := count+1

end;
true --> trigger off for next count_failed_logins(USER_ID,tofind-1)

fi
end;
true --> trigger off for next count_failed_logins(USER_ID, tofind)

fi.

Figure 2.10: RUSSEL module detecting sequences of 3 failed logins with a
frozen variable
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followed by a sequence of variable-sized fields. Each field is made of an
identifier followed by data. The former is an unsigned 16 bits long integer,
while the latter is represented by a string of bytes. For optimization reason
that we explain later, fields are ordered by identifiers.

Figure 2.11: Structure of NADF record

2.5.3 Representation of the current environment

The local environment consists of local variables and actual parameters while
global variables, literals and the current record compose the global environ-
ment.

Assuming a rule having p1, ..., pn as actual parameters and l1, ..., lm as
local variables, the internal representation of its local environment are the
two storage areas LVA (Local Variables Area) and APA (Actual Parameters
Area):

APA: ri(u1) ... ri(un)

LVA: ri(v1) ... ri(vm)

where ui and vj denote respectively the current values of pi and lj , i.e. for
the current instance, with 1 ≤ i ≤ n and 1 ≤ j ≤ m.

The internal representation of the global environment is similar, except
for the current record. To avoid waste of memory allocation, literals are
allocated only once and stored inside dedicated storage areas too. However,
integer and string of bytes use distinct areas. Consider a RUSSEL mod-
ule using the regular global variables g1, ..., gn, the frozen global variables
gf1, ...gfm and the literals 14, ’foo’ and ’bar’, the internal representation
of the global environment are the following four storage areas GVA (Global
Variable Area), GFGAVGlobal Frozen Variable Area), ILA (Integer Literal
Area) and SLA (String Literal Area):
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GVA: ri(u1) ... ri(un)

GVFA:
ri(r1) ... ri(rm)
ri(w1) ... ri(wm)

ILA: ri(14)

SLA: ri(’foo’) ri(’bar’)

where ui, rj and wj denote respectively the current value of the regular
global variable gi and the read and write value of the frozen global variable
gfj , with 1 ≤ i ≤ n and 1 ≤ j ≤ m.

The input data trail is heavily accessed during the analyses. Hence, the
internal representation of the current record must be designed carefully to
ensure efficient accesses. Before being processed by the current rules, the
current record is copied into a static buffer and pre-processed to update
an indirection table whose purpose is to speed up accesses to it. Each
entry of the indirection table is composed of two fields: a field identifier
and a pointer to the corresponding field inside the current record buffer.
At compile time, all rules are scanned for references to record fields. The
corresponding field identifiers are stored in the indirection table in ascending
order, just like the fields inside NADF records. It allows us to scan both the
current record and the table in parallel to update the pointers. In case a field
is not present in the current record, a special value NOT PRESENT is assigned
to its corresponding pointer in the indirection table. Consider we analyze
records composed of four different fields: field1, ...field4 with the respective
identifiers 1, ..., 4, Figure 2.12 illustrates an example of the indirection table.

Figure 2.12: Example of indirection table

2.5.4 Internal code

RUSSEL rules are compiled into an internal code that is interpreted at
runtime by a virtual machine. The internal code is made of abstract machine
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instructions, also called boxes. The complete procedure to translate rules
to boxes is described in [24]. The optimizations we develop in this work
manipulate rules at the box level. Consequently, we describe now the box
structures to provide all necessary details.

The compiled representation of a RUSSEL rule is a chained structure
composed of boxes, actually forming a directed graph3 where all paths are
possible execution paths of the compiled rule. Boxes have either one or
two successors. Boxes with one successor implement simple instructions, i.e.
producing side effects. Assignment, rule trigger and arithmetic operations
are such instructions. Boxes with two successors do not generate any side
effects and stand for conditional instructions. One successor is the next box
to be executed if the condition is evaluated to true while the other successor
is the next box to be executed if the condition is evaluated to false. There are
no boxes standing for logical operations. The way the boxes are connected
depends on which logical operators (and/or) are used to build compound
conditions. For the operator not, successors are simply swapped.

Each box presents the following content:

1. An operator which indicates the action to perform.

2. Addresses to a various number of operands, depending on the operator.

3. Branch addresses to the next box(es). Addresses containing the nil
value mark the end of a path.

For example, we describe the structure of four distinct boxes:

• Arithmetic box: Evaluating arithmetic expressions needs to save in-
termediate values. As a result, a memory area, called working area is
statically allocated to store these temporary values. Consider an arith-
metic operation v1 op v2 where v1 and v2 are integers, it is represented
by the following box:

op γ1 γ2 δ α

where op is an arithmetic operator among {+,-,*, div, mod}, while γ1

and γ2 respectively denote the addresses of the integer values v1 and
v2. The result of the operation is stored at address δ. α is the pointer
to the next box to execute.

• Assignment box: Consider the assignment instruction x := v, this
is represented by the following box:

assign δ γ α

3Directed graphs are graphs of which all edges are directed.
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where δ and γ respectively denote addresses of the variable x and the
value v, and α is the pointer to the next box to execute.

• Trigger box: The three types of trigger have their own operators:
for current, for next and at completion. Boxes representing trigger
actions present the following form:

op rule ptr α

where op is one of the three operators above. The effect of this box
consists of creating a new instance of the rule pointed by rule ptr and
insert it into the right rule set depending on the operator. α is the
pointer to the next box to execute.

• Relational box: Relational conditions are represented as follows:

op γ1 γ2 αt αf

where op is a relational operator among {=, 6=, <,≤, >,≥}, while γ1

and γ2 denote the addresses of the values to compare. The pointer to
the next box to execute is αt in case the relation is true, αf otherwise.

Figure 2.13 depicts an example of a full translation of a rule to boxes.
The rule is a simplification of the rule count failed login introduced ear-
lier. Instead of searching all sequences of 3 failed logins, it only counts all
occurrences of failed logins appearing in the analyzed event flow. For clar-
ity, variables and literals are indicated directly inside the boxes. Note that,
as the trigger action is executed whatever the result of the condition is, all
paths of the graph lead to the box representing the rule trigger. Moreover,
the latter does not have successors, hence the value of its α pointer is nil.
In addition, we can see that the assignment box follows the addition box
and assigns the value previously stored by the later (at address addr) to the
variable count.

2.5.5 Analysis process

So far, we have presented internal representations of all objects involved in
the analysis process. The data stream analysis is ensured by two algorithms:
the first algorithm aims at executing rule codes and the second algorithm
uses the first one to apply the analysis to all records. We provide now the
implementation details of both algorithms. In addition, we discuss the used
memory management for the rule instance creations.
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global internal count: integer;

rule count_failed_login;
begin

if
EVENT = login and RESULT = failed
--> count := count + 1

fi;
trigger off for next count_failed_login

end;

Figure 2.13: Box representation of a rule

Evaluating a rule

Since the internal code of each rule forms a directed graph, we use a graph
representation to formalize RUSSEL rules. Rules are directed graphs of
which all paths lead to a special node called end. The other nodes are ei-
ther conditional nodes or statement nodes. Since there is no box for logical
conditional instructions (see Section 2.5.4), a conditional node represents a
relational or a presence condition. A statement node stands for a simple
instruction (e.g., an assignment). Instructions that involve expressions are
compiled into several boxes. For example, the internal code of a relational
condition is a chain of boxes composed of a relational box (which is depicted
in Section 2.5.4) preceded by boxes calculating the values of the tested ex-
pressions. In the graph representation, all boxes of a single instruction are
regrouped inside a single node. Edges going from conditional nodes are
labeled true or false. Edges going from other nodes are labeled next. Fig-
ure 2.14 depicts the graph of the rule count failed logins presented in
Figure 2.13.

Algorithm 2.1 presents an abstract evaluation algorithm working on
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Figure 2.14: Example of a graph of rule

graphs. It uses the following functions: type(N) gives the type of the node
N (either conditional, statement or end), succ(N, l) returns the successor
of N corresponding to label l, evaluate node(N) evaluates the node N with
one successor and evaluate condition(N) returns true if the condition cor-
responding to N satisfies.

Evaluating the event stream

At each ASAX cycle, the current rules, i.e. the instances of rules contained
in the current set are executed. Algorithm 2.2 depicts the complete proce-
dure to analyze streams. First, the rule sets are initialized (the current set
is filled with all init action rules). Second, the current rules are applied
to the current record r until there is no more record left in the stream or
there is no more active rule. At each iteration, Algorithm 2.3 is applied to
the current record, which is first pre-processed to update the record indirec-
tion table. Before applying a rule instance, its actual parameters are copied
inside the dedicated storage area APA. Finally, the completion rules are
executed to finish the analysis. The function get init actions() returns the
set containing an instance of each declared init action rule. The func-
tion remove first(S) removes and returns the first element (record) of the
stream S. The function pre process(r) updates the indirection table with
respect to the record r. The function pick one instance(s) removes and
returns an (arbitrary) instance from the set s. The function param(inst)
denotes the parameters of the instance inst. The function code(inst) de-
notes the internal code of the rule whose inst is an instance. Finally, the
function kill(inst) frees the memory allocated by the instance inst.
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Algorithm 2.1 evaluate rule(G, N) - Rule evaluation
Precondition: G is a graph of RUSSEL. N is a node of G.

begin
if type(N) 6= end then

if type(N) = conditional then
begin

if evaluate condition(N) = true then
evaluate rule(succ(N, true))

else
evaluate rule(succ(N, false))

end
else

begin
evaluate node(N)
evaluate rule(succ(N, next))

end
end

Memory management of rule instances

Since there is no specified order to apply rules, rule sets can be indifferently
modeled by stacks or queues without affecting the execution. However, for
the simplicity of the implementation, a set of rules is modeled as a stack
and implemented by a linked list. Each cell of the list is a descriptor for a
rule instance. The structure of the descriptor is illustrated in Figure 2.15.
It contains the following fields: a pointer referring to the internal code of
the instantiated rule, a pointer to a variable sized memory area containing
the actual parameters of the instance, the size of the parameters area and
a pointer to the next instance descriptor within the rule set (rule stack).
Notice that all instances of a rule share a unique instantiation of the internal
code.

Figure 2.15: Structure of the rule instance descriptor

ASAX efficiency stems from the simplicity of its memory management.
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Algorithm 2.2 analyze stream(S) - Stream analysis
Precondition: S is a list of NADF records.
Postcondition: Let the rule sets: current, next and completion, APA the
actual parameters storage area and the records in S: r1, ..., rn. Either all
records have been analyzed or records r1 to ri have been analyzed where
1 ≤ i ≤ n and the current set is empty.

begin
current ← get init actions()
next ← {}
completion ← {}
while S is not empty and current is not empty do

begin
r ← remove first(S)
analyze record(r, current)
current ← next
next ← {}

end
while completion is not empty do

begin
inst ← pick one instance(completion)
evaluate rule(code(inst))
kill(inst)

end
end

There is no explicit mechanism to allocate and deallocate rule instances in
RUSSEL, and there is no need for a garbage collector either. Each instance
descriptor is deallocated once it is executed. A new descriptor is allocated for
each trigger action. The price to pay for this simplicity is the fact that new
descriptors are also created for rules triggering themselves and, additionally,
actual parameters must be copied in the newly created instance descriptor
each time a rule is triggered.

2.6 Experimental evaluation of ASAX efficiency

In this section, we carry out experiments to measure ASAX efficiency. The
used benchmark illustrates well situations involving many parallel occur-
rences of signatures. It appears that ASAX suffers a lack of performance
of which we identify the sources. Consequently, the results we present now
are used as reference point to evaluate our optimizations in the following
chapters. Also the used benchmark is referred as the Darpa benchmark in
the remainder of this thesis.
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Algorithm 2.3 analyze record(R, current) - Record analysis
Precondition:

• R is the current NADF record.

• current is the current rule set.

Postcondition:

• All instances in ’current’ have been applied to the record R.

begin
pre process(R)
while current is not empty do

begin
inst ← pick one instance(current)
APA ← param(inst)
evaluate rule(code(inst))
kill(inst)

end
end

The test platform for our experiments is an AMD Sempron 3000+ with
1Gb ram running at 1.6Ghz. The running OS is Linux Ubuntu 6.10. To
measure real analysis times, we first measure the time spent by ASAX to
read the files without performing analyses. It includes the time needed to
translate the data stream into NADF records as well as the time to realize
the pre-processing of each record. The later depends on the number of field
references present in the declared rules. We withdraw the reading time from
all time measures to get the actual analysis time.

2.6.1 Measuring ASAX with an existing benchmark

To assess the efficiency of ASAX, we needed to choose a benchmark close
enough to the reality to validate the generality of our results. This is the
reason we have chosen to use a rewriting in RUSSEL of a set of intrusion
detection rules of the USTAT IDS [27] and to use the Darpa/Lincoln Labo-
ratory Evaluation Data [38, 37] for the audit data.

Description of the rules of the benchmark

USTAT original rules are described in the STATL language [19] (the for-
malism used by all components of the STAT tool suite). They can be found
at [60]. The main reason to have chosen these rules is that they detect all
sorts of classical attacks such as buffer overflows, ftp-write attacks, unau-
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thorized accesses. Thus, there are amenable to be used in the context of
real IDS deployments.

USTAT provides 18 detection rules based on BSM [61]. The method
used to perform the RUSSEL translation is described in 3.4.4. There are
31 resulting rules among which 23 are stateless and always active. The re-
maining rules are part of stateful scenarios and are activated intermittently.
Table 2.1 presents the rules of our benchmark, grouped by module. For each
rule we indicate if it is stateful (Y) or not (N). The source code of all rules
is provided in Appendix A.2.

The Darpa/Lincoln Laboratory Evaluation Data

For the test data, we use a sample of the Darpa/Lincoln Laboratory Evalu-
ation Data [38, 37]. This data has been created by the Lincoln Laboratory
from the Massachusetts Institute of Technology in 1998. This was carried
out with the collaboration of Defense Advanced Research Projects Agency
(DARPA) and Air Force Research Laboratory. The reason of creating and
distributing this data set is that it defines a fixed reference to compare new
IDSs. The data set is composed of synthesized audit trails in BSM format
(for host-based IDSs) and network traces in pcap format (for network-based
IDSs).

According to [42], the Darpa Evaluation Data may not reflect reality be-
cause both background and attack data have been synthesized and might not
represent general behaviors in information systems. This is still a problem
nowadays; it is actually impossible to forge data that are general enough to
represent the general behavior of all (or at least most) information systems
since they present a high heterogeneity of activities and security policy. How-
ever, the Darpa/Lincoln Laboratory Evaluation Data is the more standard
and more documented existing benchmark to evaluate IDSs at the present
day. Besides, novel research articles still use it to make their experiments.

The sample of the Darpa Evaluation Data we use to conduct our ex-
periments is the BSM audit logs from the first week of the training data of
1998 [11]. Table 2.2 shows the size and the number of records for each file,
as well as the number of raised alerts (which is identical for USTAT and
ASAX).

2.6.2 Linearity in the number of instances

To assess the performance of ASAX, we first measure the total evaluation
time for the Darpa benchmark, excluding the reading time. Table 2.3 illus-
trates that the analysis time is not necessarily proportional to number of
analyzed records. Indeed, the monday file provides a higher time than the
friday file while the later contains more records. Also, though the wednesday
file holds only 1.5 times more records that the monday one, analyzing the
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Rule Module Stateful
create restricted dir write N
mod perm mail spool hack N
exec execute exit N
exit N
mod perm enable suid sgid N
write non owner write N
write restricted write N
read restricted read N
access1 secret unauth N
access2 N
access3 N
write system program write N
exec suid shell script N
delete unauth delete N
access1 secret remote N
access2 N
access3 N
exec1 buf overflow N
exec lpd delete N
read Y
delete Y
hardlink sh minus hack N
exec Y
exec1 buf to root shell N
exec2 Y
create file ftp write N
login Y
read rhosts Y
exec1 suid shell N
read Y
exec2 Y

Table 2.1: The rules composing the benchmark
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Log Size (Mb)
Number of

records
Number of
raised alerts

monday 88.5 744,087 579
thuesday 92 778,784 459
wednesday 130.9 1,094,938 1,230
thursday 91.5 767,929 1,084
friday 99 819,474 832

Table 2.2: Description of analyzed logs

first takes twice the time measured for the second. It is easily explained.
The analysis time is not constant from one record to another. Depending
on the content of the analyzed stream, a consequent number of instances
of rules might be triggered, which potentially makes the evaluation process
heavier. This number varies while the analysis goes through the records.
It also varies from one file to another. To prove our statement, we made a
second experiment which features refined measures.

Log AT #records AT/#records
monday 55.765 744,087 0.075
thuesday 44.091 778,784 0.057
wednesday 109.313 1,094,938 0.099
thursday 55.477 767,929 0.072
friday 52.849 819,474 0.064

Table 2.3: Analysis times

For the second experiment, we measure evaluation times with a rule set
in which we progressively add modules from the benchmark. The results
are presented in Table 2.4. The column MODULES specifies the names of
the modules, which are added in the order they are presented. The column
NR depicts the number of declared rules so far, among which the number
of stateful ones is provided by the column NSR. The column ANI presents
the average number of running instances. Finally, the column ET gives the
evaluation time. Note that this experiment is only realized on the monday
file. As illustrated by Figures 2.16 and 2.17, the evaluation time is not linear
neither in the number of modules nor in the number of rules. Actually it is,
until we add the module buf to root shell to the applied rule set. Though
it only contains two rules, this module alone increases the analysis time by
about 48 seconds. It has to be noticed that the average number of running
instances grew a lot, i.e. from 21 to 88. Figure 2.18 depicts the evaluation
time with respect to the average number of instances. We can see that the
progression is linear. The little variations we can notice on the curve are
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due to complexity differences from one rule to another. Adding the modules
to the rule set in a different order should shift these variations.

MODULE NR NSF ANI ET
unix restricted dir write 1 0 1 0.16
unix mail spool hack 2 0 2 0.418
unix execute exit 4 0 4 0.963
unix enable suid sgid 5 0 5 1.182
unix non owner write 6 0 6 1.534
unix restricted write 7 0 7 1.725
unix restricted read 8 0 8 2.375
unix secret unauth 11 0 11 3.567
unix system program write 12 0 12 3.922
unix suid shell script 13 0 13 4.237
unix unauth delete 14 0 14 4.459
unix secret remote 17 0 17 6.288
unix buf overflow 18 0 18 6.316
unix lpd delete 21 2 20 7.825
unix sh minus hack 23 3 21 7.96
unix buf to root shell 25 4 88 55.415
unix ftp write 28 6 89 55.719
unix suid shell 31 8 90 55.765

Table 2.4: Table of results

2.6.3 Sources of inefficiency

Our experiments allow us to identify two sources of inefficiency, which make
the analysis not as efficient as it should be.

The first source of inefficiency is the fact that the trigger action is very
costly. However, this is a low price to pay when the number of rule instances
is small but efficiency problems arise when many rule instances are running.
In fact, in such situations, it is often the case that most of the rules do
nothing except re-triggering themselves for the next record because each
rule instance searches for a specific record. Hence, very few rules really ”do
something”. In that situation, it is reasonable to assume that the condition
testing time is negligible in comparison to the time taken by the rule instance
memory management. Consequently, the execution time is mostly equal to
the time spent to deallocate memory for the rule instances that have been
executed, to allocate memory for the new rule instances, and to copy the
parameters. Moreover, It is also reasonable to consider that the time spent
to trigger a rule is constant from one rule to another (if we assume that the
number of parameters does not vary a lot). As a result, it explains the fact
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Figure 2.16: Analysis time with respect to the number of modules

that the execution time is linear in the number of rule instances.
The second source of inefficiency is the fact that results of condition eval-

uations are not cached in memory. Consequently, whenever a rule has more
than one instance, it happens that the execution of the instances evaluates
the same conditions several times. Moreover, the problem is extended to
the rule level when rules contain identical conditions. Obviously, redundant
evaluations result in a significant waste of resources.

2.7 Conclusion

In this chapter, we have presented a detailed overview of ASAX and its im-
plementation. Thanks to its universality and its built-in complete language
RUSSEL, the programmer is able to specify and craft very powerful analysis
programs for any type of data source.

Experiments proved us that the analysis process is not as efficient as
it should be when many instances of rules are involved. We identified two
problems. First, most of the analysis time is spent to allocate and deallocate
instance descriptors while it is not necessary for rules triggering themselves.
Second, it occurs that conditions are evaluated many times because the
results are not cached. The impact of both problems is sensible to the
number of instances. Thus, it is very important to write carefully the rules
to avoid any explosion of it.

In the second part of this work, we propose, design and implement opti-
mization techniques for the language RUSSEL to overcome the inefficiency
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Figure 2.17: Analysis time with respect to the number of rules

issues. The key idea is to detect rule instances that are irrelevant to the
analysis of the current event. Those rule instances do not have to be ex-
ecuted on the current event. They can be either discarded or re-triggered
for the next event. Moreover, descriptors of re-triggered instances should be
preserved and moved to the next set. We also achieve to factorize conditions
to avoid redundant evaluations.



45

 0

 10

 20

 30

 40

 50

 60

 0  10  20  30  40  50  60  70  80  90

A
na

ly
si

s 
tim

e 
(s

ec
)

Number of instances

Analysis time with respect to the number of instances

Figure 2.18: Analysis time with respect to the number of instances



46



Chapter 3

Related work

Before embarking in the presentation of our own work, we present, in this
chapter, an account of several research areas that are, actually or seemingly,
related to what we have explored and/or achieved. Although –and because–
almost nothing has been said about our contribution at this point, we put
forward some references to the sequel of this thesis, to motivate what will
be presented in the core of the text.

Our presentation of the related work consists of five parts.

1. The optimization techniques developed in this thesis make use of sev-
eral particular kinds of decision diagrams. We introduce the main
kinds of decision diagrams known from the literature and we explain
what they are used for, in model-checking, artificial intelligence, com-
pilation, and intrusion detection. We discuss several issues related to
the synthesis and the optimisation of such decision diagrams. As a
preview to our own presentation, we explain why decision diagrams as
described in the literature are not readily usable in our context.

2. In recent years, efficient intrusion detection has become an important
research topic because of the growing number of attacks invading the
Internet. We present existing work aiming at optimize intrusion detec-
tion systems and we discuss their generality to clarify the applicability
of our own proposal.

3. Signature-based intrusion detection and, more generally, parallel mul-
tiple analysis of data (or event) streams is a specialized application
area in which defining and using specialized programming languages
is appealing. We present and compare several proposals of such lan-
guages, mainly to make it clear if they can benefit from our work, and
to what extend.

4. The optimization techniques presented in this work have been imple-
mented inside ASAX, a particular system for parallel multiple analysis

47
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of data streams. To assess the techniques, we notably use a specific
benchmark borrowed from STAT, a well-known signature-based intru-
sion detection system. Therefore, we give a more complete description
of STAT and we explain how STAT signatures from the benchmark
have been translated to RUSSEL, the ASAX language.

5. Finally, we provide a detailed overview of Bro, a major intrusion de-
tection system, which is probably considered as the state-of-the-art
for stateful intrusion detection by researchers in the field. Some de-
sign choices of Bro are significantly different from the choices made by
STAT or ASAX. We discuss in the conclusion of this thesis whether
our optimization techniques are applicable to Bro or, possibly, to a
system providing the same high level functionalities but based on a
different architecture.

3.1 Decision trees and diagrams

3.1.1 Decision trees and diagrams, in general

An early survey on (binary) decision trees and diagrams is proposed in [45].
This paper discusses various optimality questions related to the building of
a decision diagram: building a smallest diagram, finding a fastest algorithm
to build the decision diagram, minimizing memory usage,. . .We use some of
the techniques described in this reference, mainly caching techniques, but
not all of them. Caching techniques amounts to uniquely represent each
subtree of a global decision tree in core memory. Isomorphic subtrees are
thus represented only once so that subtree equality can be implemented as
pointer equality. This allows one to reduce memory usage dramatically in
many practical applications, as ours, without increasing the time complexity
of algorithms.

However, classical binary decision diagrams are not directly usable in
our context because, usually, each evaluation of a decision diagram, i.e.,
each evaluation corresponding to a specific data context, lead to a unique
decision. The decision can be just “yes” or “no”, or it can be the decision
of executing a specific set of actions. In the first case, the decision diagrams
have only two leaves (corresponding to “yes” or “no”). In the second case,
there are as many leaves as possible sets of actions to execute. If the number
of these sets is high, the size of the diagrams may become huge and the
process of building the tree may spend too much time. In our application
context, we build decision diagrams to choose one among three decisions for
n different rules. The number of leaves is thus potentially equal to 3n.

To minimize the size of diagrams and to accelerate the merging of di-
agrams, we have introduced a novel data structure called sequential tree.
Sequential trees are quite different and more complex than usual decision
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diagrams: on the one hand, independent subtrees, i.e., subtrees containing
no common conditions or decisions are factorized; on the other hand, indi-
vidual decisions are not always put at the bottom of trees, they can be put
anywhere. Algorithms for handling sequential trees are more complex than
for normal decision trees. Sequential trees are presented and evaluated in
Chapter 6.

3.1.2 Boolean decision diagrams (BDDs)

In recent years, boolean decision diagrams, known as BDDs, have been
extensively used in many research areas, notably for model-checking (see
[8, 7, 5]). The kind of applications they are used for is rather different than
ours: in model-checking, BDDs are used to perform set operations on large
sets of states. They are not used to be actually evaluated and, if they would,
they should only produce a binary decision not sets of decisions. The power
of BDDs in model-checking stems from the fact that they can represent
very large sets of states in a compact way. States are defined as boolean
functions over a set of variables and BDDs are ordered on the variables.
Ordering BDDs on the variables makes it possible to define a canonical
form for BDDs, which facilitates the implementation of set operations on
BDDs.

Our work reuses the idea of ordering decision trees but, in our case,
the nodes of decision trees contain elementary conditions (i.e., relational
conditions about integer or string values and variables), not single boolean
variables as in BDDs. We thus have to define an order on elementary condi-
tions. Although BDDs often are compact representations of large sets, their
size is exponential in the number of boolean variables, in the worst case.
Several authors have pointed out that the size of BDDs is very dependent
of the particular choice of an order for the variables, and techniques and
heuristics to choose a good order and to modify the order dynamically have
been proposed [23, 55]. We also study the problem of choosing a good or-
dering in our application context in Chapter 6. The techniques developed
for BDDs do not seem to be very useful in our context because the data
structures we use (sequential trees) are rather differen t and more complex.
In fact, with sequential trees the size of trees is reduced by other means, i.e.,
factorization of subtrees, so that choosing a good ordering is less important.
Moreover it is unlikely that similar size reduction can be achieved only by
changing the order on conditions.

3.1.3 Decision trees for classification

Non binary decision trees are used for the problem of classifying objects on
the basis of a number of “features”. Fast algorithms to synthesize decision
trees that are as small as possible have been proposed (see, e.g., [52, 63, 59]).



50

A key point of these methods is that they postulate that the set of all ob-
jects must be divided to form a partition, i.e., two different leaves of the
decision tree are disjoint sets. In our case, the same rule can be executed
together with different other rules in different situations. Thus, the method
must be adapted. Such an adaptation is proposed in [32, 33] for optimizing
Snort. However, the authors note that with their adapted method the size
of the decision diagram becomes quickly unmanageable. So they propose
to decompose the global decision diagram into smaller ones that are eval-
uated sequentially. This is related to our notion of sequential trees, but
our approach is much more general and innovative since sequentialization
is applied at each level of the global tree. Moreover, we do not “induce”
decision trees on the basis of training data as in the works cited above: We
first extract a local decision tree from each possible rule by static analysis
(see Chapter 5); then, we reorder the local trees according to some unique
global order on conditions; finally, we merge the local trees to get a global
sequential tree (see Chapter 6). Induction on the basis of training data is a
particular case of merging local trees where local trees have a unique single
branch leading to a positive conclusion and all conditions of the tree lead
either to the next condition on the branch or to a negative conclusion. In
[32, 33], each Snort rule defines a single training data because Snort only
use conjunctions of elementary conditions. Thus, we solve a more general
problems since we consider rules with arbitrary boolean combinations of
elementary conditions (and side effects).

3.1.4 Decision trees in compilation

Decision trees are also used in compilers, especially for declarative languages
such as Prolog and Constraint languages [13, 29, 30, 31]. These works are
more elaborate than the methods proposed for Snort in [32, 33] but they
also fundamentally reuse the ideas of [52, 63] (induction of decision trees)
and they face the same difficulties, i.e., the dilemma between partitioning
decisions or getting a size explosion of the decision tree.

3.1.5 Finding a good order for conditions in decision trees
and diagrams

Finding a good order for conditions in decision trees and diagrams is a
key issue. Depending on the application at hand, it may be important to
save memory space, to build decision trees quickly, and to evaluate deci-
sion trees faster. BDDs use specific methods [23, 55]. Most other works
[52, 63, 32, 33, 13] use an order based on an entropy function borrowed from
information theory. The problem of finding a good order on conditions is
also related to the problem of making probabilistic inferences in an inference
net as in PROSPECTOR [26]. In that context, probabilities are dynamically
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computed when traversing a network of inference rules where conditions are
a priori given a “subjective” probability. Probabilities are then modified
dynamically, depending on the path followed in the network, using Bayesian
methods [18]. Our method to compute orders on conditions is related to
this later approach: we attach subjective (or even arbitrary) probabilities
to be true or false to elementary conditions; then, we use simple probabil-
ity theory formulas to give a weight to every condition in the context of
evaluating all rules of a given pre-defined set. We explore several heuristics
corresponding to different goals such as minimizing the size of the global
decision tree or minimizing the number of useless condition evaluations or
making a compromise between the two (see Chapter 6).

3.2 Efficient algorithms for intrusion detection

The fundamental problem we face in this thesis is the problem of having a
large number of “rules” to apply to every item of a sequential data stream
(or event stream, or audit trail. . . ). We want to speed up the process by
selecting “relevant” rules only, at a cost as cheap as possible. This kind of
problem has been considered by several authors in similar or rather different
contexts. We now summarize some of these works and we relate them to
our own work.

3.2.1 OPS5, P-Best and the Rete algorithm

OPS5[21] is an artificial intelligence language based on the production rule
paradigm. Production rules are made of a set of conditions applicable to a
data base of facts, which are similar to Prolog terms. If all conditions of a
rule match facts of the data base, some actions (i.e., the “conclusion” of the
rule) are taken. Actions mainly consist of adding or removing facts from
the data base. The program stops when no more rules are applicable to the
current data base. Otherwise production rules are repeatedly applied to the
facts in the data base, in arbitrary order.

It is easily seen that a naive implementation of such a language is ineffi-
cient: since few facts are added or removed from the data base at once, all
rules are matched very often to the same facts leading to many redundant
computations. The main way to improve on the naive implementation is
to try to perform every test only once and to avoid redundant tests. The
RETE algorithm [22] has been specifically designed to avoid such redun-
dant computations. It allows a rule to be computed incrementally: when
the fact base is modified only the inferences using removed facts are remade;
moreover partial, already made, inferences are further completed taking into
account only the new facts. The RETE algorithm is used in systems for in-
trusion detection based on production rules such as P-Best [36]. P-Best
in fact uses an adaptation of the Rete algorithm to sequential data stream
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analysis: at each cycle, a new fact corresponding to the next data item to
process is added to the fact data base; then, production rules are applied;
when no more production rules are applicable the fact describing the data
item is removed from the data base and a new cycle start.

The techniques developed in this thesis are not intended to improve on
the general principle of the RETE algorithm, which is to build a data struc-
ture, called the RETE network, that describe all partial inferences and how
to extend them. However, we propose techniques to detect rules that are rel-
evant without “trying them”. These techniques could be used inside P-Best
to find more quickly which part of the RETE network must be considered
when starting a new cycle. They could also possibly be extended to optimize
the choice of the next part of the network to consider but this needs further
investigation.

3.2.2 Snort optimizations

Snort [53] is a popular signature-based intrusion detection system. It is
basically a stateless system, which means that each detection rule applies to
the current event (i.e., network packet) only, without taking previous events
into account. Optimisations for Snort, based on decision diagrams have been
proposed in [32, 33]. These techniques are less general than what is proposed
in this thesis because Snort rules only use conjunctions of simple conditions
and have no parameters. Hence techniques based on induction of decision
trees are applicable. They must be adapted however since non disjoint
sets of rules may be applicable to different incoming packets. We address
situations where rules contain arbitrary boolean combinations of elementary
conditions. Moreover, the set of active rules may evolve dynamically.

The optimizations proposed in [32, 33] also address a problem rather
specific to stateless signature-based intrusion detection, i.e., optimizing the
matching of a large number of regular expressions against the same input
string. In our framework, matching regular expressions to a string are just
“normal” elementary conditions. We do not focus on their global optimiza-
tion since it is an orthogonal problem. It is not difficult to integrate such
techniques and ours in the same implemented system.

3.2.3 Optimizations of intrusion detection languages based
on Petri nets

Optimization techniques addressing problems specific to stateful intrusion
detection are proposed in [43]. The authors use a simple language based on
Petri nets to define stateful signatures. Their optimizations are quite related
to what we do. In particular, they avoid multiple evaluations of conditions,
notably by using indexing for (their equivalent to our) parametric condi-
tions. They propose an additional technique, which has currently no equiv-
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alent in our implementation: unique evaluation of common subexpressions.
This technique can be easily added to our system. An important difference
however between ASAX and their language is the fact that RUSSEL is a
complete language with side-effects. Thus not all common sub-expressions
can be evaluated only once since the same variable can have different val-
ues at different program points. Static analyses techniques can be used to
overcome the problem whenever possible.

3.2.4 Conclusion

To summarize on these aspects, our work proposes techniques that compare
well with recent work proposed in the literature. Moreover, we show in
the sequel that our techniques are applicable to programming languages
more general than those that are usually used for signature-based intrusion
detection. For example, RUSSEL, the language that we use as a test-bed
for implementing our techniques, can be used to program powerful (stateful)
honeytanks and, in that context, our optimization allows the honeytanks to
be much more efficient since each ASAX cycle can be performed in bounded
time for any number of active instances [65]. The systems discussed above
are specialized for intrusion detection and we think they could hardly be
used for programming honeytanks.

3.3 Application-specific formalisms for intrusion
detection and related higher-level languages

In this section, we present some formalisms or programming languages that
have been proposed specifically for making signature-based intrusion detec-
tion more convenient. We also compare them with ASAX and its program-
ming language RUSSEL. Our goal is twofold: firstly, we want to make it
clear to which extent the work proposed is this thesis is applicable to other
approaches based on different programming paradigms. Secondly, we want
to discuss the convenience of Russel as compared to these other proposals.

Production rule approach

Some intrusion detection languages such as P-Best [36] are designed accord-
ing to the so-called production rule approach, i.e., they are related to the
artificial intelligence language OPS5. At first glance, production rules look
similar to if fi rules in RUSSEL but this is misleading. Conditions in
a production rule may match several different facts of the fact base. It is
possible to add facts to the fact base to keep track of events previously met.
Thus a P-Best production rule may rather straightforwardly relate several
events in the trace. In RUSSEL, a condition is just a boolean combination
of simple tests on the fields of the current record, the parameters of the
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rule, and local and global variables. In theory, rule parameters can be used
to keep the relevant information about the past and hence to achieve the
same effect as production rules. But it is done in a much less direct and
declarative way. The RUSSEL paradigm can be seen as purely incremental
and not declarative at all: each time a record is analyzed we extract from
it the minimal information needed to continue the analysis and we pass it
to future rules. Thus, one can see RUSSEL rules as the result of compil-
ing production rules by hand to a RETE network[22]. This is in fact the
seminal idea of ASAX. As a consequence, the optimizations presented is our
work are useful for languages based on production rule only because they
can improve the efficiency of the RETE algorithm itself.

Nevertheless, using a lower-level language may have benefits: production
rules can relate events in a declarative way but very often one has to relate
more complicated things than events, such as scenarios (i.e., sequences of
events). In this case, a classical parallel programming approach may be
more convenient. In a honeytank, for instance, one has to check if a TCP
session is already open to avoid opening a new one with exactly the same
parameters (see [65]). This can be done very efficiently with lower-level
programming techniques in RUSSEL (see again [65]). Similar effects can be
obtained with production rules by adding new facts representing scenario
instances, but in a much less efficient way.

Declarative languages to specify attack scenarios

Higher-level application-specific languages for specifying attack scenarios
have been proposed recently [51, 50, 44]. These formalisms use various op-
erators to characterize a class of event sequences to be searched in a stream
of events. This allows one to specify sets of event sequences at a high level,
in a declarative way.

A main difficulty, when defining such higher level declarative languages,
is to give them a semantics that is, at the same time, clear and natural,
applicable to practical situations, and efficiently implementable. As an ex-
ample, we can site the Sutekh language proposed in [51, 50]. The authors
define (the semantics of) a signature as a pair of integers corresponding
to the position of two elements in an event stream. Then, they give the
semantics of the language based on this notion. This requires to make a
few arbitrary choices. For instance, when defining the if not operator, they
state that the negative part of the signature must start strictly after the first
element of the positive part and that it must stops strictly before the last
element of it. One can easily imagine situations where another semantics
would be more appropriate. Nevertheless, translating Sutekh efficiently to
a more traditional programming language is not trivial as observed by the
authors [50].

Another similar formalism is ADeLe [44]. Although similar to Sutekh at
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first glance, it has in fact a much simpler semantics since only conditions on
single events can be combined. There is no notion of signature as defined
by a pair of positions. ADeLe is thus much easier to implement and it has
actually been implemented (see [62]).

ASAX and RUSSEL have been used as target systems and languages
to implement such higher-level languages [50, 9]. These experiments have
shown that it is difficult to get the same efficiency with a translation to
ASAX of a higher-level formalism than by writing RUSSEL rules right from
the start. Nevertheless, the novel optimization techniques we propose in this
thesis could be beneficial to an implementation of a higher-level language
with ASAX.

Another approach to defining higher-level formalisms for stateful intru-
sion detection, based on temporal logic, has been proposed in [54]. The
authors of this related work acknowledge that they have been directly in-
spired by the presentation of ASAX given in Abdelaziz Mounji’s PhD thesis
[46]. They use the same computation model as ASAX but they propose a
higher level language to describe signatures. Notice that their recent im-
plementation uses SWI-Prolog [71] (with cuts) as the target language. It
would be interesting to achieve another implementation towards ASAX and
to compare the efficiency of the two. An implementation to ASAX of a
temporal logic based specification language, part of the KAOS [3] method-
ology for requirement engineering has already been proposed in [6] showing
promising results for obstacle analysis of requirement specifications.

3.4 STAT: State Transition Analysis Technique

STAT [27, 68] is a method that models an attack scenario as a sequence of
actions that brings a system from a healthy initial state to a final compro-
mised state of a system. Scenarios are represented by a composition of states
and transitions, which allows them to be graphically represented by state
transition diagrams. A state is a snapshot of the environment of the sys-
tem. A transition stands for an action specifying the event that makes the
scenario move to a new state. The initial state of the diagram corresponds
to the state of the system just before the beginning of the attack while the
final state is the targeted compromised state of the system. The language
STATL [19] proposes an operational semantics to represent the evolution
of every instance of a scenario when several occurrences of the same attack
occur at the same time.

The STAT model can be implemented in the form of a core, but this
core alone is useless. It must be instantiated for a specific context by link-
ing application-specific modules to the core. A number of modules have
been implemented to form various IDSs [70]. One can cite for example US-
TAT, WinSTAT, NetSTAT, WebSTAT and LinSTAT. USTAT, WinSTAT
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and LinSTAT are host-based intrusion detection systems. They respectively
analyze Sun BSM audit events, Windows NT audit events and Linux syslog
files. NetSTAT analyses network traffic while WebSTAT is an IDS designed
specifically for web servers [69].

In the following of this section, we make a brief description of the STATL
language and the architecture of the STAT runtime. We also make a compar-
ison with ASAX. To conclude, we explain the method to apply to translate
STATL scenarios to RUSSEL rules.

3.4.1 The STATL language

STATL is a text-based language and provides constructs to represent state
transition diagrams. A STATL specification is a representation of a complete
scenario. The execution of a STATL scenario generates a scenario prototype
that contains data structures for the definition of the scenario and for the
global environment, and a set of scenario instances where each instance
stands for an attack in progress.

A STATL scenario is identified by a name. It can use global variables and
local variables. Global variables are shared by all instances of the scenario
while local variables are instantiated in each instance of the scenario (data
structures for local variables are located inside scenario instances. A STATL
scenario also defines the states and transitions representing the attack.

A state is identified by its name and has an assertion and a code block.
Both are optional. A state assertion is a C-logical expression and it is tested
before entry to the state. A state code block is a C compound statement
composed of local declarations followed by statements and it is executed
after entry into the state.

A transition is identified by its name and has a pair of state names,
a type, an action, an assertion and a code block. The pair of state names
identifies the source and the target states of the transition. The type specifies
the evolution of a scenario instance when the transition is fired. There are
three types of transition:

• Firing a consuming transition moves a particular scenario instance to
another state. It makes the source state of the transition invalid, hence
preventing any other occurrences of the attack to spawn from it.

• Firing a non consuming transition makes the source state remain valid.
It spawns a new instance of the scenario and moves it to the target
state. The original instance remains in the source state.

• Firing an unwinding transition makes the scenario instance roll-back
to a previous state. It implies that all steps that led the unwinding
instance from the target state to the source state are undoed. Thus,
all instances that were created by the sequence of events composing
these steps are discarded.
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The action specifies the type of event that may cause the firing of the tran-
sition. The assertion and the code block are similar to their corresponding
elements in states. In addition, assertions and code blocks of transitions
have access to the attributes of the event defined in the action.

Example of a STATL scenario: the ftp-write attack

Figure 3.1 presents the state transition diagram specifying the well- known
ftp-write attack. Solid arcs with a single arrowhead denote non consuming

Figure 3.1: ftp-write state transition diagram

transitions while solid arcs with a double arrowhead stand for consuming
transitions. Dashed arcs denote unwinding transitions.

The attack exploits the misconfiguration of some FTP service, allowing
the attacker to remotely create a malicious .rhosts file in the FTP home
directory. Afterwards, the attacker uses the file he created to open a remote
session with the rlogin program without supplying a password. The attacker
thus gain an access on a remote host with FTP privileges, which are usually
superuser’s if the service has been misconfigured. The event sequence to
detect is the creation of the .rhosts file by a non-root user who do not own
the directory where the file is written (transition create rhosts), followed
by a login procedure (transition login) reading the malicious file (transition
read). In case the session terminates, it cannot read any file, hence rolling
back the automaton to state S1(transition logout). Similarly, whenever the
file is deleted, there is no reason to continue tracking the attacker and the
detection rolls back to the initial state S0 (t ransition delete).

The corresponding STATL scenario is provided in Figure 3.2.

3.4.2 Runtime architecture

Intrusion detection systems based on the STAT model share a common run-
time architecture (see Figure 3.3). The main component of this architecture
is the STAT core. The core contains the domain-independent mechanisms
used at runtime to match attack scenarios against the event stream. The
core alone is useless to achieve the scenarios execution. It must be extended
with application-specific modules to perform in a specific context.



58

scenario ftp_write

{

int user;

int pid;

int inode;

initial state init {}

transition create_rhosts (init -> s1) nonconsuming

{

[WRITE w] : (w.euid != 0) && (w.owner != w.ruid)

{

inode = w.inode;

}

}

state s1 {}

transition login (s1 -> s2) nonconsuming

{

[EXEC e] : match_name(e.objname, "login")

{

user = e.ruid;

pid = e.pid;

}

}

state s2 {}

transition read_rhosts (s2 -> s3) consuming

{

[READ r] : (r.pid == pid) && (r.inode == inode)

}

state s3

{

{

String username;

userid2name(user, username);

stat_log("ftp-write: remote user %s gained local access", username);

}

}

transition delete_file1 (s1 -> s0) unwinding

{

[DELETE d]: d.inode == inode

}

transition delete_file2 (s2 -> s0) unwinding

{

[DELETE d]: d.inode == inode

}

transition logout (s2 -> s1) unwinding

{

[EXIT e]: e.pid == pid

}

}

Figure 3.2: A STATL ftp-write scenario
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Figure 3.3: Runtime architecture of a STAT-based IDS

At one side, the core needs modules that deliver it events in an un-
derstandable format. This is achieved by an audit provider and an audit
pre-processor. The audit provider supplies raw event records to the IDS.
For example, it could be a module that accesses to the logging system of
a host or a sniffer that dumps the network traffic. Raw event records are
sent to the audit pre-processor which converts the supplied raw events into
STAT events, the internal format handled by the STAT core. An implemen-
tation of the audit pre-processor converts events of a specific format, e.g.,
Sun BSM, linux syslog events or network packets. The audit pre-processor
is thus chosen according to the used audit provider. The combination of the
audit pre-processor with the audit provider is the equivalent of the format
adapter in ASAX’s architecture. Produced STAT events are sent in the form
of a stream to the STAT core.

At the other side, the core needs attack scenario definitions to run anal-
yses against the event stream. Attack scenarios are first defined in STATL.
Then, they are compiled into C++ files and, finally, the C++ files are com-
piled into dynamic libraries objects called scenario plugins. The produced
plugins are the executable representation of the scenarios and are linked to
the core at runtime. In addition, the scenario plugins use types and functions
provided by an application-specific extension module. These types and func-
tions allows the scenarios to access and test the application-specific charac-
teristics of the events. For example, in Figure 3.2, the function userid2name
is a unix-specific function that returns the name of user corresponding to a
given user ID.

We give now a deeper description of the two most important components:
the audit pre-processor and the STAT core.
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Audit pre-processor

The audit pre-processor filters out uninteresting audit records in the input
audit stream1. Every record that passes through the filter is converted
into a C++ object. The value of each field of the record is copied to a
corresponding field in the C++ object2. Then, the produced C++ object is
encapsulated inside a STAT event. A STAT event is defined by a C structure
containing a reference to the event object and an integer identifying the type
of the event.

Produced STAT events form a stream which is analyzed by the next
component, i.e. the STAT core.

STAT core

The core contains the domain-independent mechanisms used at runtime to
match attack scenarios against the event stream.

Initialization. At run-time, the core loads a number of scenario plugins
whose list is defined in an XML file loaded at the startup of the IDS. When
a scenario plugin is loaded into the core, a scenario prototype is created.
A scenario prototype is a data structure that contains the representation
of the corresponding scenario and the functions whose purpose is to verify
assertions and to execute code blocks. The action types, i.e., the event types
associated to the transitions of the scenario are collected and encapsulated
into event specs and are inserted into an event spec database. When all
plugins are loaded, the event spec database contains all event types that are
relevant for the scenarios currently used.

During analyses, scenario prototypes are instantiated into distinct sce-
nario instances to keep track of parallel occurrences of the same scenario.
A scenario instance is characterized by its current state (in the scenario), a
set of event subscriptions and its local environment. An event subscription
defines the scenario instance interested in a certain type of event and the
transition that has to be fired if the the associated assertion and the as-
sertion of the destination state are verified. Subscriptions are stored inside
event specs.

A root instance is initialized for each scenario at loading time. This
instance is in the initial state of the scenario. Instances are organized with
a parent-child relation. When a new instance spawns from an existing one
(i.e., when a non-consuming transition is fired), the new instance becomes
the child of originator instance. Linking instances with such a relation allows

1A list of relevant types of record is hardcoded in the pre-processor source code
2Fields in C++ objects are statically defined for all possible fields defined by the audit

format
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the core to easily retrieve the instances to discard in case of unwinding
transitions.

Scenarios execution. Once all scenario plugins are loaded, the core starts
to analyze the event stream. When a STAT event is treated by the core,
the latter retrieves the transition which are interested by the event by con-
sulting the event spec database. For each retrieved transition, the order of
evaluation of assertions and execution of code blocks is defined as follows.
First the assertion of the transition is evaluated. If it is true, the assertion
of the target state is evaluated. If it also satisfies, then the transition is
inserted in the set of transitions to fire.

Once all retrieved subscriptions have been treated, the collected transi-
tion are treated one by one in the following order: first the non-consuming
transitions, then the consuming transitions and finally the unwinding tran-
sitions.

1. Non-consuming transitions. For each fired transitions, a new in-
stance of the associated scenario is created and its current state is
set to the destination state of the transition. The original instance
becomes the parent of the newly created one and the environment of
the parent is copied to its new child. Then, the code blocks of the
transition and the destination state are executed in the context of the
new instance. If the destination state is a final state, the instance is
discarded. Otherwise, for each outgoing transition of the destination
state, a subscription for the associated event type is inserted in the
corresponding event spec in the database.

2. Consuming transitions. Then, the consuming transitions are fired.
It is very similar to non-consuming transitions except that there is no
creation of a new instance since the current instance changes state ac-
tually. Thus, previous subscriptions for the instance are cancelled and
new subscriptions for transitions outgoing from the destination state
are inserted in the event spec database. Then, as for non-consuming
transitions, the code blocks of the transition and the destination state
are executed.

3. Unwinding transitions. Firing unwinding transitions undoes the
steps that lead the associated scenario instance to its current state.
In other words, assuming an unwinding transition from state Sx to
state Sy, all instances that were created between states Sx and Sy

are discarded and their subscriptions are removed from the event spec
database. These instances are retrieved by traversing the parent-child
chain from the current until an instance in state Sy is found. Then
the instance subtree rooted by the last visited instance is discarded.
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The mechanisms stated above can be illustrated with the help of the
STATL code in Figure 3.2. For example, the transition login can only be
fired when a ”EXEC” event occurs. To check if the transition has to be
fired, the assertion match name(e.objname, "login") is first evaluated. If
it is true the assertion of state s2 is evaluated. Since the later provides no
assertion, it is true by default. Then the code block user = e.ruid; pid
= e.pid; of the transition is executed and a new instance of the scenario is
created (since it is a non consuming transition) and it is assigned to state
s2. In addition, a subscription for the transition read rhosts of the new
instance is inserted in the event spec database.

3.4.3 Comparing STAT to ASAX

The STAT approach and ASAX are very similar in terms of generality but
they actually differ on some points. We now provide a comparison between
both systems along two axes: the architecture and the language used to
define scenarios.

Architecture

STAT-based IDSs and ASAX share some similarities about their architec-
tures. One of these similarities is that both systems convert raw event
records into a normalized internal format. The approach of STAT allows
a flexible use of types for STAT event fields. Since scenarios are not inter-
preted but translated to C++ code of which compiled objects are linked to
the core and executed at runtime, STATL scenarios can directly manipulate
types used to define STAT event fields (which are defined in C++). On the
contrary, in ASAX, RUSSEL rules are interpreted. Thus, types must be
defined in the specification of the language RUSSEL. Adding application-
specific types to RUSSEL requires to modify its specification and its imple-
mentation. As a result, ASAX adopts the approach of defining all fields in
NADF records as generic strings of bytes (type string).

We can also observe that scenario instances in STAT and rule instances
in ASAX are very similar in the sense that the two data structures represent
a code to execute on the current event. The execution of scenario instances
in STAT are more optimized than the execution of rule instances however.
The concept of event subscriptions allows the STAT core to treat the tran-
sitions interested in the current event only. Nevertheless, looking closer the
source code of STAT reveals that the event spec database is actually a list,
which is traversed to retrieve event specs (and thus associated subscriptions)
matching the current event. This operation is done each time a new event
is delivered to the core. This fact entails a waste of resources if more event
specs are defined than registered subscriptions. In that case, retrieving sub-
scriptions via the event spec database takes a longer time than testing the
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event spec associated to each subscribed transition individually.

Language

The language STATL provides a layer over C++. This layer allows the
programmer to structure C++ statements according to a state/transition
architecture. Then, since STATL scenarios are translated into full C++ files
and finally into executable objects, scenarios do not need to be interpreted by
an evaluation engine as in ASAX. Thus, STAT is normally faster than ASAX
if the latter is not optimized. Moreover, encapsulating C++ statements
gives access to a large number of primitives available for C++. However,
this approach also has drawbacks. STATL scenarios have to be compiled
in two passes. The first pass only detects errors in the STATL layer while
C++ errors are detected by the C++ compiler. The utilization for the
programmer is thus not as flexible as for ASAX for example.

Modeling attack scenarios as a composition of states and transitions is
very intuitive. However, in applications out of the intrusion detection do-
main, reasoning in terms of states and transitions can be less intuitive as
using a more imperative approach such as proposed by RUSSEL. For ex-
ample, assuming the simple program that displays the TCP header of every
packet in a network trace, the RUSSEL implementation would only con-
tain one rule re-triggering itself for all records. The STATL implementation
would contain a state and a transition. The state has only a code block
performing the display while the transition is a loop on the state. It has no
assertion and must match all event types. This an artificial way to force the
display for every event.

Scenario plugins to be used by the STAT core are defined in a XML file.
Another XML file defines which states of the defined scenarios raise an alert.
When a new scenario is added both files must be completed accordingly.
When a scenario is removed, the references to this scenario must be removed
from both files. This utilization is not as flexible as for ASAX. In ASAX,
there is no configuration file to define the rules to execute. The definition is
actually made by a specific RUSSEL module which include other modules
with the keyword uses (see Section 2.3.2). The module is then given as
input to ASAX and it is treated as a regular rule. It is thus easier to switch
from one configuration to another when the applied scenarios vary a lot.

A last observation we can make is that scenarios in STAT cannot com-
municate to each other in any way. The scope of global variables is limited
to all instances of a same scenario, as for static in JAVA classes for example.
Global variables in RUSSEL allow rules to communicate to each other. We
have illustrated that feature with an example involving rules notifying that
they have treated an event to other rules (see Section 2.4.2).
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3.4.4 Translating STATL scenarios to RUSSEL rules

The Darpa benchmark we have used to assess our optimization techniques
are translations of STATL scenarios from USTAT into RUSSEL rules. The
translation procedure we have used is direct and involves simple RUSSEL
rules. However, it is not applicable to all STATL scenarios because it as-
sumes the following hypotheses:

• At most one transition is fired from a state at each event.

• For each unwinded state (a target state of a unwinding transitions),
there are not both consuming and non-consuming transitions starting
from the state.

• There is no situation where an unwinding transition involves to discard
instances that were created by the sequence of events that led the
unwinding instance from the target state to the source state.

All USTAT scenarios satisfy these hypotheses. To translate other scenarios
that are out of these hypotheses, we need to use more complex mechanisms
that we do not describe.

We have adopted the following general rule to perform the translation:

• Each state is represented by a RUSSEL rule.

• Each transition starting from a state is represented by a guarded com-
mand inside the corresponding RUSSEL rule.

Assuming a state and the transitions starting from this state in Fig-
ure 3.4, transitions are labeled with a triplet e, a, c where e is the type of
event (the action) to match to fire the transition, a is the assertion of the
transition while c is its code block. In addition to their names, target states
are labeled with a pair a′; c′ where a′ is the assertion of the state and c′ is
its code block. The corresponding RUSSEL translation of the state is as
follows:

rule s_0(<parameters>);
if

EVENT = e1 and a1 and a1’
--> <transition1 action>

...

EVENT = en and an and an’
--> <transition n action>

true --> trigger off for next s_0(<parameters>);
fi
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Figure 3.4: Example of a state transition diagram fragment to translate

where <parameters> is the parameters of the rule and <transition i
action> is the RUSSEL translation of the code block ci; c′i and 1 ≤ i ≤ n.
if no transition is fired for the current event, the state (rule) remains alive
thanks to the default re-trigger achieved by the guarded command true -->
trigger off for next s0(<parameters>);.

In STATL, local variables of a scenario are used to correlate events.
These variables are modified by assignment statements inside the code blocks
of transitions and states. These assignments must not be translated to
RUSSEL. Instead, the values affected to the local variables are used as actual
parameters to trigger the rule representing the next state. These values
either update the actual values of existing parameters in <parameters> or
they complete the later with new parameters. Of course, the rule translating
the target state is declared with the corresponding formal parameters. We
translate a <transition i action> where 1 ≤ i ≤ n as follows:

begin
f(c_i);
f(c_i’);
trigger off for next s_i(<parameters updated by c_i and c_i’>)

end

where f(c) is the RUSSEL translation of the code block c without the as-
signments to local variables.

Also, the rule must be re-triggered if the transition is non-consuming in
order to keep the state valid. In that case, the translation of the transition
action is thus completed as follows:

begin
f(c_i);
f(c_i’);
trigger off for next s_i(<parameters updated by c_i and c_i’>)
trigger off for next s_0(<parameters>)

end
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Unwinding transitions are considered as consuming transition if the tar-
get state is no more alive. If it is still alive, it is not needed to trigger the
rule representing the target state. The statement skip is thus used instead
of a trigger action, meaning no operation is performed.

Let us illustrate our procedure on the state s1 from the STATL scenario
in Figure 3.2. The RUSSEL translation of state s1 follows:

rule s1(inode: integer);
if

EVENT = exec and match(’*/login’, PATH) = 1
--> begin

trigger off for next read_rhosts(inode, PID, RUID);
trigger off for next login(inode)

end;

EVENT = delete and FILE_INODE_ID = inode
--> skip;

true --> trigger off for next login(inode)
fi;

The rule has one parameter memorizing the inode ID of the file of the current
instance of the scenario. The first guarded command is the translation
of the transition login. As it is a non-consuming transition, the rule re-
triggers. The STATL instructions user = e.ruid; pid = e.pid; in the
code block of the transition are assignments to local variables. The assigned
values are thus passed as parameters to the triggered rule as achieved by
the trigger action trigger off for next read rhosts(inode, PID, RUID).
The second guarded command is the translation of the unwinding transition
delete file1. As the target state is still alive, there is no need to trigger
its rule. The last guarded command is the systematic re-trigger when no
transition is fired.

3.5 Bro

Bro [49] is a stateful NIDS that monitors network traffic to detect intru-
sion activity. Its mechanism consists of extracting high-level events from
a stream of network packets. Events are then analyzed by user-defined
scripts reflecting the security policy of a site. The scripts are written in a
specialized high-level language –called the Bro language– and describe the
actions Bro should take regarding the monitored activities. For example,
such actions can be updating structures containing information about the
activities, raising alerts or closing ports as a mean of reaction against an
intrusion threat.
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In the following of this section, we make a description of the architecture
of Bro. We also make a comparison with ASAX.

3.5.1 Architecture of the Bro system

The architecture of Bro is based on three layers performing analyses at dif-
ferent semantic level: packet filtering, event generation and policy script
application (see Figure 3.5). Captured network packets are first filtered by
using a BPF expression [41]. The filtered packets are then analyzed by a
so-called event engine generating high level events which reflect specific ac-
tivities on the network. The event engine is divided into a protocol analyzer
that follows the communication between two endpoints, and a signature en-
gine that matches the content of incoming filtered packets against patterns.
Finally, security policy user-defined scripts are executed on the events by a
policy script interpreter. We now describe each layer of the architecture of
Bro in details.

Packet filtering

The network traffic is captured by the libpcap library [2]. Using this library
isolates Bro from the hardware layer of the network. Besides, the libpcap
library has been ported to many platforms and thus it eases the portability
of Bro. Bro offers the possibility to filter packets by defining filters in the Bro
language at the policy layer. These filters are compiled to a BPF expression
and the latter is used by libpcap library to filter the captured packets.
For example, packets can be filtered on the basis of their port numbers or
control flags (if the packet is a TCP segment). Bro is configured to filter out
all packets belonging to a protocol it does not know. In addition, all TCP
packets with the SYN, FIN or RST flag are accepted.

Event engine

The purpose of the event engine is to give an abstract ”view” of the network
traffic which is further exploited by the policy layer. This ”view” consists of
a sequence of high-level events, giving a model for activities in the network
traffic. Each event has an identifier denoting the corresponding activity such
as connection establishments or specific command requests from a host to a
server for example. Events have also arguments holding information related
to the event, for example, the command of a FTP request.

In the implementation of Bro, an event is represented by a C++ object.
Arguments of the event are hold in the object. The object also contains a
pointer to an event handler that treats the event in the policy layer. When
generated, events are placed in a queue.

During the analysis, the event engine first performs integrity checks on
every filtered packet. It checks if the packet header is well-formed including
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Figure 3.5: Runtime architecture of Bro

the verification of IP header checksum. If the packet is not valid, it is
discarded and an event indicating the failed check is generated. If the packet
is valid, it is dispatched to the protocol analyzer and to the signature engine.

Protocol analyzer Every packet is first treated by a connection han-
dler that analyzes the packet at the transport layer level. Bro defines a
higher-level concept of ”connection” for TCP, UDP and ICMP protocols
though only TCP is connection-oriented. TCP connections are defined by
the protocol itself. For UDP and ICMP, the protocol analyzer considers a
”pseudo-connection” is established when a host A sends a packet to a host B,
meaning that A initiates a request to B. Bro instantiates a C++ object for
each connection. The object contains information about the two endpoints
(IP addresses and port numbers3) and the current state of the connection.

3For ICMP ”connections”, port numbers are fixed to 0
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For each packet, the event engine looks up the ”connection” associated to
the tuple of the two IP addresses and the two port numbers inside a hash
table. If the packet is the first of a novel connection, a new ”connection”
object is created and inserted into the hash table. The packet is then treated
by the connection handler associated to the ”connection”.

The connection handler for TCP packets first checks if the TCP header
of the packet is valid. If it is, it analyzes the content of the header. If
the header has the SYN, FIN or RST flag, the connection state is ad-
justed accordingly. State changes may generate specific events; when a
TCP connection is established, the connection established event is gen-
erated. If a connection is not established when the time-out initiated at
the first SYN packet expires, the connection attempt event is generated.
Similarly, if the endpoint replies a RST packet, the connection is rejected
and the connection rejected is generated. Connection handlers for UDP
and ICMP are simpler; keeping a ”connection” state for UDP communica-
tions allows the handler to know which endpoint makes a request and which
endpoint makes the reply. udp request and udp reply events are generated
respectively for UDP requests and replies. ICMP traffic is handled similarly.

When the processing of the connection handler ends, a payload han-
dler analyzes the payload of the packet. For example, if the packet is
part of a FTP session, a specialized handler inspect the content of the
payload and generates FTP related events like ftp request, ftp reply or
file transferred. If the packet is part of an unknown application protocol
to Bro, analysis stops.

It has to be noted that handlers (connection and payload) are hardcoded
inside the C++ code. Adding new handlers for novel protocols requires thus
to recompile the Bro binary.

Signature matching Signature matching was not present in the original
version of Bro. This module provides the concept of contextual signature
matching, which is an improvement of the string-based signature match-
ing [57]. The concept augments the string-based matching process with
high-level context provided by the protocol analyzer or by the policy layer.
Signatures are defined in a specialized language by the user. A signature
description is divided into two sections: conditions and actions. There are
4 types of condition:

• Header conditions match packet headers to limit the applicability of
the signature to a subset of network traffic. For example, condition
ip-proto == tcp matches TCP traffic only and condition dst-port
== 80 matches traffic destinated to a http server.

• Content conditions match a pattern against the payload of a packet.
The pattern is defined by a regular expression. The match can be
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tested the condition statement payload, wich applies the pattern on
the raw payload data in the packet. Alternatively, the condition can
be prefixed by a label corresponding to a protocol analyzer. Therefore,
it matches the pattern against the data as extracted by the indicated
analyzer. For example, condition http /(etc\/(passwd|shadow)/
matches any request containing either /etc/passwd or /etc/shadow.

• Dependency conditions define dependencies between signatures. For
example, condition requires-signature followed by a signature name
defines the latter signature has to match on the same ”connection”
first. This type of condition allows Bro to define signature of multi-
steps attacks, which is not possible with stateless NIDS like Snort for
example.

• Context conditions uses other components of Bro to refer to infor-
mation about the context of the analysis. For example, condition
tcp-state defines restrictions on the TCP state of the TCP connec-
tion involving the analyzed packet. The condition of having the con-
nection established is tcp-state established. Another example is
condition eval, which calls a script function declared in Bro language
in the policy layer. That function has to return a boolean and is typ-
ically used to test contextual information collected by scripts during
the analysis.

Conditions are written in the order above and are not tested if all condi-
tions declared before are not true. The only action a signature can take is the
generation of a special signature matched event with the event statement
followed by a string describing the matched activity.

Figure 3.6 contains an example of a Bro signature from [57] detecting
an attack performed in two steps. This attack is the intrusion of the Slap-
per worm by exploiting a potential vulnerability of a web server. The first
step of the attack probes the server for its potential vulnerability by send-
ing a badly formed http request and by inspecting the reply of the server.
If the server is Apache, the second step of the attack tries to exploit an
OpenSSL vulnerability on TCP port 443 to inject the worm in the system.
Signature slapper-probe detects the first step of the attack while signa-
ture slapper-exploit detects the second step. The correlation between the
two steps is done thanks the used context conditions; the condition eval
is vulnerable to slapper calls a function verifying whether the running
web server is Apache and uses the vulnerable version of OpenSSL. The con-
dition eval has slapper probed checks if the destination host (server) has
already been probed, assuming the policy layer has conserved the informa-
tion when it treated the event generated by the first signature. A depen-
dency condition cannot be used here because packets performing the probe
and accomplishing the exploit do not belong to the same connection. It is
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signature slapper-probe {
ip-proto == tcp
dst-ip == x.y.0.0/16 # sent to local net
dst-port == 80
payload /.*GET \/ HTTP\/1\.1\x0d\x0a\x0d\x0a/
eval is_vulnerable_to_slapper # call policy fct.
event "Vulner. host possibly probed by Slapper"

}

signature slapper-exploit {
ip-proto == tcp
dst-ip == x.y.0.0/16
dst-port == 443 # 443/tcp = SSL/TLS
eval has_slapper_probed # test: already probed?
event "Slapper tried to exploit vulnerable host"

}

Figure 3.6: Example of a contextual signature in Bro

also important to note that stateless NIDS such like Snort cannot perform
such detection since it does not keep information about the past in memory.
For more example of Bro signatures, we invite the reader to refer to [57].

Regular expressions are matched efficiently. This is done by compiling
each expression to a DFA (Deterministic Finite-state Automata) of which
final states indicate a matching. With that mechanism, a string of length
n is matched in O(n) operations where each operation is the firing of a
transition performed by an efficient array lookup in constant time. To avoid
matching expressions individually, and hence a very expensive processing
time, regular expressions are unified into a single global expression. The
global expression is compiled to a global DFA for all small expressions and
again a string of length n is matched in O(n) operations.

Policy script interpreter

The ”view” of the traffic offered by the event engine is policy-neutral but
defines the concepts (events) on which the security policy is modeled. The
analysis of a packet by the event engine results in an event queue. The pol-
icy script interpreter treats events in the queue in FIFO order by applying
scripts written in the specialized Bro language on them. Bro scripts define
so-called event handlers. For each event passed to the interpreter, the cor-
responding handler for the event is retrieved via the pointer stored in the
event object (see above). Arguments of the event are passed to the handler.
Then the execution of the event handler analyzes these arguments and may
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perform side effect actions as generating new events, logging alerts, execut-
ing external routines to react against the intrusion threat or recording data
to disk. It also can modify the state of the ”connection” corresponding to
the event. When treated by an event handler, each event is consumed and
removed from the queue. Once the queue is empty, the next packet in the
input stream is analyzed.

The Bro language We only make a short description of the Bro language
in the context of this thesis. A full description is provided in [49]. The Bro
language is strongly typed and is network specific. In addition to the com-
mon primitive types such as bool, int, double and string, it proposes
many built-in types well adapted for network analysis. One can cite, for in-
stance, types addr and port that respectively are for IP addresses and TCP
or UDP port numbers. Bro also supports a number of aggregate types:

• The record type is a regroupment of elements of arbitrary types like
in C. For example, Bro provides the predefined conn id type to stand
for connection identifiers:

type conn_id: record {
orig_h: addr;
orig_p: port;
resp_h: addr;
resp_p: port;

};

Fields in the record are accessed like in C but using the ’$’ instead of
’.’ (e.g., c$orig h).

• The table type is a collection of elements of the same type. The table
is indexed by indices of an atomic type or of an aggregate type. For
example,

table[conn_id] of ftp_session_info

defines a table indexed by a conn id record and yielding to records of
type ftp session info.

• The set type is similar to the table type except that there is no
yielded value. For example,

set[conn_id]

defines a set of elements of conn id type.
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The language offers numerous arithmetic, logical and relational opera-
tors like in languages such C (e.g., +,-,*,/,&&,||,==,<=). In addition, it
provides the in operator for table and set types. It returns a bool if a
given index is in a given table or set. For example,

21/tcp in sensitive_services

is true if the TCP port number 21 is in the given set.
The Bro language specifies event handlers and functions. Event handler

declarations are prefixed by the event keyword and followed by an identifier
and arguments. The identifier must be the same as the event the handler
treats. For example,

event ftp_request(c: connection, command: string, arg: string)

starts the declaration of an event handler treating ftp request events.
Functions are similar to event handlers except that they return a value
and are prefixed with keyword function.

Bro offers two levels of scope for variables: global to the entire script or
local to an event handler or function. Global variables are declared using
the global keyword while local variables use the keyword local.

Statements in Bro are the assignment with the = operator, if conditions
and some predefined routine calls (e.g, add adds an element to a set, delete
removes an element from a set or table and print writes a string to a file).

Figure 3.7 shows a sample of a real Bro script delivered with the Bro
archive []. This sample handles pop3 reply events generated by the POP3
protocol analyzer in the event engine. For each POP3 reply emitted by a
server, the handler checks if it contains an error message (indicated by the
command ERR). If it is, it means that the request was not valid and that the
originator potentially acts something suspicious. A counter is thus incre-
mented for the connection. If that counter grows beyond a defined thresh-
old, an alarm is raised. It is interresting to note that application-layer POP3
sessions is followed by the script and not by the event engine. The script
maintains a table pop connections indexed by a connection record and
yielding to records containing information about the current POP3 sessions.
A new entry is added in the table when a new POP3 connection is estab-
lished. Similarly, an entry is removed when the corresponding connection
terminates.

3.5.2 Comparing Bro to ASAX

Bro and ASAX look similar in a number of aspects. But they also differ
in some fundamental points. As for STAT, we now provide a comparison
between both systems, involving an additional axe: stateful analyses. This
new axe is the aspect on which ASAX and Bro diverge a lot.
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type pop3_session_info: record {

id: count; # Unique session ID.

quit_sent: bool; # Client issued a QUIT.

last_command: string; # Last command of client.

};

global pop_connections: table[conn_id] of pop3_session_info;

global pop_connection_weirds: table[addr] of count;

event pop3_reply(c: connection, is_orig: bool, cmd: string, msg: string)

{

local conn = get_connection(c$id);

pop_log(conn, cmd,

fmt("%.6f #%d < %s %s", network_time(), conn$id, cmd, msg));

if ( cmd == "OK" )

{

if ( conn$quit_sent )

delete pop_connections[c$id];

}

else if ( cmd == "ERR" )

{

++pop_connection_weirds[c$id$orig_h];

if ( pop_connection_weirds[c$id$orig_h] > error_threshold )

print log_file, fmt("%.6f #%d %s/%d > %s/%d WARNING: error count exceeds threshold",

network_time(), conn$id, c$id$orig_h, c$id$orig_p, c$id$resp_h, c$id$resp_p);

}

}

function get_connection(id: conn_id): pop3_session_info

{

if ( id in pop_connections )

return pop_connections[id];

local conn: pop3_session_info;

conn$id = ++pop_session_id;

conn$quit_sent = F;

conn$last_command = "INIT";

pop_connections[id] = conn;

print log_file, fmt("%.6f #%d %s/%d > %s/%d: new connection",

network_time(), conn$id, id$orig_h, id$orig_p, id$resp_h, id$resp_p);

return conn;

}

Figure 3.7: Sample of a Bro script
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Architecture

Some architectural aspects of both systems are similar. They both divide
the analysis into two layers: a layer treating raw data and a layer analyzing
the result of the former. In Bro, the event engine produces off every packet
a sequence where each element is an event treated by an associated code
(event handler) in the upper layer. In ASAX, the format adapter produces
off every input raw record a normalized NADF record further analyzed by
a set of active instances of rules.

We also can observe a similarity between Bro events and instances of
rules in ASAX. The latter are implemented by a C-structure containing a
pointer to the rule code to execute. Events in Bro are implemented by C++
objects containing a ”similar” pointer to the code of the event handler to
execute. The event queue generated by the event engine is thus comparable
to the current set of rules in ASAX.

Despite these similarities, the philosophy of the approach taken by each
system differs however. The NADF format used by ASAX is simpler and
more flexible than Bro’s model. The rationale of defining this format is to
allow existing audit trails to be translated to it in a straightforward way.
Moreover, using the NADF format allows one to mix heterogeneous audit
streams and to apply different kinds of analyses on them, independently to
a specific application domain. The simplicity of the NADF format entails
a simple design for the analysis process, amenable to general optimisations
we develop in this thesis. Bro is specialized to the network domain and does
not need to analyze other sources than network traffic. Thus, audit records
in Bro, i.e., events, are represented by a less generic model, particularly by
an object-oriented model implemented in C++. This is less flexible because
modifying the concepts used by analyzes, i.e., the event taxonomy, requires
to modify the imple mentation of Bro.

A last observation we can make is that Bro is less modular than ASAX.
Assuming the user wants to analyze a new application protocol, he needs
to implement the corresponding analyzer. Hence, he must investigate and
master the source code of the event engine in order to integrate his own
analyzer properly. About ASAX, this problem does not exist since the
whole analysis procedure is implemented in RUSSEL. Thus, the user does
not need to investigate the internal mechanism of ASAX.

Language

RUSSEL (the ASAX’s language) is based on simple concepts that are appli-
cable to any kind of analysis. RUSSEL supports two primitive types only:
(signed) integer and string of bytes. The latter is the generic type for
all data not being integer, and for NADF fields. Thus, the programmer
must take that point into account when tailoring analysis rules and must
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use external C-routines to make data interpretation more domain-specific.
For example, a routine suite has been developed in [65] to manipulate data
specific to the network domain. In Bro, there are many primitive types re-
lated to the network domain (e.g., addr, port, conn id). In addition, Bro
offers aggregate types record, table and set to ease data manipulation.

Stateful analyses

Both systems are able to express stateful scenarios (also known as multi-
steps scenarios). In ASAX, the current states of tracked scenarios are stored
in RUSSEL rule parameters and in (especially frozen) global variables (see
Section 2.4.2). In Bro, there is no concept of rule parameters keeping in-
formation. State handling is performed inside two layers of Bro: the event
engine and the policy interpreter.

Bro’s event engine keeps state of every ”connection”. State information
is stored inside objects instantiated for each ”connection”. When analyzing
a packet, the event engine retrieves then the state of the associated ”con-
nection” by looking up the ”connection” in a hash table. Since this task is
automatically done by this layer, the programmer is dispensed with it.

It is inside the policy layer that states of application sessions must be
handled, and thus by the programmer. Typically, policy scripts delivered
with Bro [1] maintain tables holding session information for each supported
application protocol. These information are retrieved by indexing the tables
with connection ID records (conn id type predefined in Bro). For example,
Figure 3.8 shows the definition of a Bro record holding information (i.e.,
state) of a FTP session. A table indexed by a conn id and yielding to
ftp session info records. When treating an (FTP) event, event handlers
retrieve the corresponding record by accessing the table with the conn id
given to the handler. This is illustrated by Figure 3.9. The remainder of
the code is then free to modify the content of the record and thus change
the state of the session.

The advantage of the approach of ASAX is that one can write simple
rules without involving structures like tables; passing parameters to rules
gives direct access to the right state.
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type ftp_session_info: record {

id: count;

connection_id: conn_id;

user: string;

anonymized_user: string;

anonymous_login: bool;

request: string; # pending request or requests

num_requests: count; # count of pending requests

request_t: time; # time of request

log_if_not_denied: bool; # unless code 530 on reply, log it

log_if_not_unavail: bool; # unless code 550 on reply, log it

log_it: bool; # if true, log the request(s)

reply_code: count; # the most recent reply code

cwd: string; # current working directory

pending_requests: ftp_pending_cmds; # pending requests

delayed_request_rewrite: table[count] of ftp_cmd_arg;

expected: set[addr, port]; # data connections we expect

};

global ftp_sessions: table[conn_id] of ftp_session_info;

Figure 3.8: Declaration of a table of ftp session info records

event ftp_reply(c: connection, code: count, msg: string, cont_resp: bool)

{

local id = c$id;

local response_xyz = parse_ftp_reply_code(code);

if ( id !in ftp_sessions )

new_ftp_session(c, T);

local session = ftp_sessions[id];

if ( code != 0 || ! cont_resp )

session$reply_code = code;

...

Figure 3.9: Sample of Bro code retrieving and modifying FTP session state
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Part III

How to optimally select and
execute relevant rules only
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Chapter 4

Modifying the memory
management to keep rule
instances alive

4.1 Introduction

A significant part of the analysis time is spent to deallocate, allocate in-
stance descriptors and to copy parameters. Since the rules mostly do noth-
ing because they search for specific records, almost all instances re-trigger
themselves. It is obvious that such instances do not need to be killed and
recreated. We call self-trigger the action of a rule instance that re-triggers
itself with the same parameters values for the next record. Keeping alive
the instances that self-trigger and simply moving them to the next rule set
would allow ASAX to benefit a significant speed-up.

In this chapter, we modify the memory management of ASAX to not per-
form useless reallocations. Our optimization consists of the following. At
compile time, a static analysis is applied on the internal codes of all declared
rules to detect all self-triggers. Afterwards, the internal codes of each self-
trigger is replaced by a new single box we designed, called selftrigger box. Its
execution performs a self-trigger without reallocating the instance descrip-
tor. We have conducted experiments to calculate the average speed-up, i.e.,
the number of times the evaluation runs faster than the original version of
ASAX, that we benefit from the optimization. Our optimization allows us
to benefit an average speed-up of about 2.04 on the Darpa benchmark.

This chapter is organized as follows. Section 4.2 depicts the procedure
to identify and replace self-triggers. Section 4.3 presents the results of the
experiments we conducted with the enhanced version of ASAX. Finally,
Section 4.4 draws the conclusion.
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4.2 Replacing the self-triggers with a more effi-
cient box

The internal representation of a trigger action is composed of a chain of
boxes with one successor. The chain is made of three parts. The first part is
a group of boxes that computes the values of the actual parameters and fixes
the size of the memory area to allocate for the parameters. The results of
the computed values are stored inside the working area (see Section 2.5.4 for
a complete description of the working area). The second part is the trigger
box, which allocates the instance descriptor and put it into the targeted rule
set. Finally, the third part is a group of boxes whose role is to copy the actual
parameters inside the descriptor. The first and last groups are organized in
the same order as the passed parameters. Consider the following trigger
action:

trigger off for next foo(x+1,y)

Figure 4.1 depicts the corresponding chain of boxes. We did not present
the boxes with operators setLen, mv int and cpy int in Chapter 2. The box
setLen fixes the size of the memory area to allocate to store the parameters.
x and y are two integers, hence the size to allocate is 8 bytes. The box
mv int copies the value of y at address addr2. The box cpy int copies the
value at address addr2 inside the instance descriptor.

Figure 4.1: The box chain of a trigger action example

To keep instances alive, we need to detect self-triggers. There are two
solutions to achieve this task: either we detect self-triggers at run time or
we detect them at compile time. The first solution is costly because the
parameter values must be checked each time a trigger ”for next” action
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occurs. The second solution is a static analysis on the internal code. Since
it takes place during the compilation, it is impossible to test the actual
values of parameters. As a result, only the trigger ”for next” actions that
reuse formal parameters are identified as self-triggers. Though this solution
is less accurate than a run-time analysis, it is more convenient to avoid any
overhead to occur during the execution. Consequently, we implement the
second solution to identify self-triggers.

Once all self-triggers are identified, all the corresponding chains of boxes
are removed from the internal codes and replaced by a single new box we
designed, called the selftrigger box. Its structure is as follows:

selftrigger α

It has no operand and one successor. The effect of its execution depends
on whether the current instance has already been re-triggered by a previous
box. In all cases the first self-trigger moves the current instance to the next
rule set. There is no more memory allocation and less boxes are executed,
hence the analysis should speed up. In case of multiple self-triggers are
executed, additional instance descriptors are needed. As a result, the next
self-trigger executions duplicate the descriptor of the current instance and
put the copies into the next rule set. Let the following rule:

rule foo(p1,p2:integer);
begin

if f = A
--> trigger off for next foo(p1,p2)

fi;
trigger off for next bar

end;

Figure 4.2 illustrates the corresponding compiled codes before and after the
self-trigger replacement.

Rule instances that self-trigger must not be killed once executed. This
implies to modify the analyze record algorithm as it is presented in Algo-
rithm 4.1. The function evaluate rule() returns now a boolean which equals
true if the executed instance has been re-triggered.

4.2.1 Implementation details

For each chain of boxes composing a trigger ”for next” action, the self-trigger
identification is achieved in two steps. First, the triggered rule and the one
performing the trigger must be the same. Recall that there is a pointer to
the triggered rule descriptor inside the trigger box. It has to refer to the
current analyzed rule. Second, whenever a formal parameter is passed to
a trigger action, the computing of its value amounts to copy its content
inside the working area. As a result, we scan the first part of the chain for
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Figure 4.2: The box chain of a trigger action example

the corresponding boxes and the rest is ignored. These boxes are called mv
boxes. Their structure is as follows:

op dest src α

where op is either mv int or mv str, dest is the destination address of the
copy while src is the source address. Figure 4.3 depicts the general situation
a box-represented self-trigger. There must be a mv box for every formal
parameters of the rule and each src pointer must refer to a distinct parameter
inside the parameter area. Moreover, the mv boxes should be organized in
the same order as the formal parameters.

4.3 Experimental measures

4.3.1 Description of the tests

To asses the improvement provided by the optimization, we execute the
enhanced version of ASAX on the Darpa benchmark and we compare the
analysis times with the former results from the original ASAX.
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Algorithm 4.1 analyze record(R, current) - Record analysis (modified ver-
sion to handle self-triggers)
Precondition:

• R is the current NADF record.

• current is the current rule set.

Postcondition:

• All instances in current have been applied to the record R.

begin
pre process(R)
while current is not empty do

begin
inst ← pick one instance(current)
APA ← param(inst)
selftriggered ← evaluate rule(code(inst))
if selftriggered = false then

kill(inst)
end

end

4.3.2 Results

Table 4.1 compares the analysis times of the original version (column ORIG)
and of the enhanced version of ASAX (column STB) for each audit file
(column Log). The column Gain indicates the percentage of the original
time we spare. We witness an average gain of about 50.91% of the original
time, proving that the original ASAX is spending half of its time in average
to deallocate and to allocate instances that self-trigger. The speed-up of the
analysis is of about 2.04 in average.

Log ORIG STB Gain (%)
monday 55.765 26.155 53.1
thuesday 44.091 23.002 47.83
wednesday 109.313 56.304 48.49
thursday 55.477 28.495 48.64
friday 52.849 22.984 56.51

Table 4.1: Analysis times with the selftrigger box

Figure 4.4 illustrates analysis times with respect to the average number
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Figure 4.3: General form of a self-trigger

of instances for both original and enhanced versions of ASAX. The gain is
more or less than 50% regardless the number of instances. The execution
time of the enhanced enhanced version remains thus linear. Consequently,
as it is pictured in Figure 4.5, adding the buf to root shell module into
the applied rule set still has a significant impact on the analysis time.
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Figure 4.4: Analysis time with respect to the number of instances (with
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4.4 Conclusion

In this chapter, we introduced and integrated a new box whose role is to
prevent rule instances that re-trigger themselves to be recreated. Experi-
ments showed us that the enhanced analysis process exhibits a significant
average speed-up of about 2.04 on the Darpa benchmark. However, it is
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possible to reduce more the analysis time. Most instances are irrelevant to
the analysis of the current record. Yet, they are executed on all records.
The next chapter presents a technique to select those rule instances in order
to prevent their executions.
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Chapter 5

Using decision trees to
execute relevant instances of
rules

5.1 Introduction

Most of rule instances spend their time re-triggering for the next record be-
cause they search for specific records. Yet, they are executed on all records.
Instances that are irrelevant to the analysis of the current record should
not be executed. They can be either discarded or re-triggered for the next
record without performing any other actions. In this chapter, we propose
an optimization technique to prevent irrelevant rule instances to be exe-
cuted. A static analysis of the internal code of the rules allows us to build
for each rule a decision tree featuring the right decisions and conditions on
the current event and on the rule parameters. At each ASAX cycle, binary
decision trees are used to cluster the instances in three distinct sets: the
instances to execute, the instances to re-trigger and finally the instances to
discard. Only the instances from the first set are executed. The instances to
re-trigger are moved to the next rule set. The instances to discard are deal-
located. Since the execution is reduced to the relevant instances in addition
to the evaluation of the decision trees, the overall execution time benefits
from a speed-up of about 8.03 in average on the Darpa benchmark, with
respect to the original implementation of ASAX.

The remainder of this chapter is organized as follows: Section 5.2 outlines
the general idea of the optimization. Section 5.3 introduces some definitions
and notations about binary decision trees that we use in the remainder of
the dissertation. Then, we explain how decision trees are produced and how
to integrate them in the analysis process respectively in Section 5.4 and 5.5.
All details about the implementation of the optimization are described in
Section 5.6. We then discuss experimental results in Section 5.7 before
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concluding the chapter with Section 5.8.
A preliminary version of the work presented in this chapter is described

in [40].

5.2 Using local decision trees to anticipate the rules
behaviors

The key idea to avoid useless executions is to anticipate the behavior of the
rules with respect to the current environment and the current record: either
a rule is relevant to the analysis because it produces side effects and should
be executed, either it is not relevant and is re-triggered or it simply dies.

Our approach to anticipate the rule behaviors can be summarized as
follows. At compile time, a specific binary decision tree is built for each
rule. We call it a local decision tree. This is a tree whose nodes contain
single conditions about the current record to be analyzed. The leaves con-
tain one decision among four possible ones: execute, selftrigger, discard or
parameters. The first three decisions stand for an anticipated behavior.
Whenever the decision is parameters, it is associated to a residual subtree,
called parametric subtree whose conditions involve the actual parameters of
the rule instances. The leaves of this residual subtree may contain three
final decisions: execute, selftrigger or discard.

At run time, the local decision tree of each active rule is evaluated with
respect to the current record at a pre-processing stage. It results in a specific
decision for every active rule or for every rule instance when a parameters
decision is taken. Assuming no parameters decision is taken, the decisions
execute, selftrigger and discard means that all instances of the rule asso-
ciated to the tree are respectively executed, self-triggered and discarded.
Whenever a rule self-triggers, all its instances are moved altogether to the
next rule set (the operation is in constant time independently of the number
of instances to re-trigger). If the evaluation results in a parameters deci-
sion, the associated residual subtree is evaluated for each instance of the
rule and decisions are taken individually. In this situation, the advantage of
the self-trigger in constant time is lost.

Not optimizing rules that are triggered for the current record only

It is assumed that rules that are triggered for the current record only always
need to be executed. Indeed, when they are triggered, it is for a specific
purpose which surely entails side effects. Otherwise, they are useless. Thus,
we do not optimize such rules by creating their local trees since it is useless.
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5.3 Definitions

Before getting into the subject of the creation of local decision trees, we
need to define a few abstract data types and several functions. We reuse all
notations introduced in this section all along the remainder of the disserta-
tion.

5.3.1 Binary trees

A binary tree is:

• either a leaf containing an arbitrary object.

• or a root containing an arbitrary object and two binary subtrees (left
and right).

We define the following functions:

• leaf(L): denotes the binary tree composed of a leaf whose content is
the object L.

• root(I, LST, RST): denotes the binary tree composed of a root, which
contents the object I, and of LST and RST, respectively the left and
right subtrees.

• external(T): true if T is a leaf, false otherwise.

• object(T): returns the object contained in the tree T.

• lst(T): returns the left subtree of T assuming external(T) is false.

• rst(T): returns the right subtree of T assuming external(T) is false.

5.3.2 Local decision tree

A local decision tree is:

• either a leaf containing a decision.

• or a binary decision tree with a root containing a condition C and two
local decision subtrees STT and STF respectively the left and right
subtrees.

We define the following functions:

• decision(T): returns object(T) assuming T is a leaf.

• condition(T): returns object(T) assuming T is a rooted tree with two
childs.
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• true(T): returns STT assuming T is a rooted tree of the form root(I,
STT, STF).

• false(T): returns STF assuming T is a rooted tree of the form root(I,
STT, STF).

5.3.3 Functions applied on conditions

• local(C): true if C is a condition on a local variable of a rule.

• global frozen(C): true if C is a condition on a global frozen variable.

• parametric(C): true if C is a condition involving one or more parame-
ters.

5.4 Extracting local decision trees

This section aims at describing the complete extraction process of local
decision trees. The three following steps are applied for each rule after the
compilation:

1. A local decision tree is extracted from the graph representation of the
rule.

2. The resulting decision tree is reorganized so that conditions on param-
eter are moved to the bottom of the tree.

3. Each path of the tree is cut at the first condition on parameter. A
parameters decision is associated to the path and the cut subtree is
attached to the decision.

Each step is explained in details in the remainder of this section.

5.4.1 Building a local decision tree from a rule

Local decision trees are composed of conditions extracted from their cor-
responding rules. As the local decision trees are assumed to be evaluated
at a pre-processing stage, only conditions whose evaluation result does not
vary during a whole cycle can safely be extracted. Such conditions must
test constant expressions only. Constant expressions involve only the fol-
lowing elements: literals, record fields, global frozen variables and actual
rule parameters. In case an external C-function is used in the expression, it
is assumed to not produce any side-effect and exhibits a constant behavior
during a whole ASAX cycle. It is the responsibility of the programmer to
ensure that constraint. On the contrary, the behavior of a rule cannot be
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anticipated with the help of conditions involving dynamic variables, i.e. lo-
cal variables and global variables (not frozen). Indeed, the values of these
variables are defined by the rule executions and might change during a cycle.

We define the selected path of a rule as the execution path resulting from
the evaluation of conditions. Considering that a relevant rule execution
produces side-effects, we use the following principle to know what decision
to take for a rule:

• A rule has to be executed if its selected path contains side-effect in-
structions. The instructions that we consider as producing side-effects
are:

– Procedure call: We make the arbitrary choice to consider that
all procedures produce side-effects because they do not return
any value. However, we consider that functions never produce
side-effects so that we can extract conditions involving function
calls. As a result, evaluating local trees featuring functions that
produce side-effects might entail unspecified results. This is the
programmer’s responsibility to write rules accordingly.

– Assignment to a global variable (frozen or not). An aassign-
mentto a local variable is not considered as a side-effect instruc-
tion because the variable scope is limited to the execution of the
current instance.

– Trigger of another rule.

– Trigger of the same rule with parameters different from the formal
parameters.

– Trigger for the current record.

• A rule has to be executed if the selected path contains conditions on
dynamic variables since we have no choice but execute one by one all
rule instances to know their actual values.

• A rule has also to be executed if the selected path contains more than
one self-trigger since triggering more instances for the next record is a
side-effect.

• A rule has to be re-triggered for the next record if its selected path
contains only one selftrigger without any side-effect instruction.

• A rule has to be discarded if its selected path contains only conditions
on constant values.

Figure 5.1 depicts the selected path (in plain line) of the rule
count failed login (introduced in Section 2.5.5) when EVENT = login
and RESULT = failed are both evaluated to true. The path contains an
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Figure 5.1: Selected path leading to the execute decision

assignment to the variable count. Since it is a global variable, that path
produces a side-effect and the rule must be executed. In Figure 5.2, the
selected path assumes that EVENT = login and RESULT = failed are eval-
uated to true and false, respectively. Since the path contains a single self-
trigger, the rule must be self-triggered and not executed. Building a local

Figure 5.2: Selected path leading to the selftrigger decision

decision tree consists of regrouping all combinations of condition evaluations
which lead to a specific decision inside a binary tree. Figure 5.3 presents
the local decision tree corresponding to the rule count failed login. We
adopt the following convention to graphically represent decision trees: taken
paths resulting from a ”true” condition evaluation are represented in plain
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line while those resulting from a ”false” condition evaluation are represented
in dashed line.

Figure 5.3: Example of a local decision tree

Algorithm 5.1 is applied to every rule to build their corresponding local
decision trees. It is recursive and consists in a preorder traversal of a rule
graph representation. Note that it reuses auxiliary functions introduced in
Section 2.5.5. We define two additional types for nodes in rule graphs: a
side-effect node represents an instruction producing side-effects and a self-
trigger node stands for a trigger instruction which consists of a self-trigger.
The function condition(N) returns the corresponding condition of node N .
The algorithm can be summarized as follows:

• If the current node of the graph represents an instruction producing
side-effects, the leaf containing the execute decision is returned. Since
we aim to anticipate rules behaviors, there is no need to continue
further in the path. Assuming that fact, conditions occurring in the
remainder of the path might not be extracted if any other path does
not lead to them.

• If the current node of the graph represents a self-trigger, a leaf con-
taining the execute decision is returned in case another selftrigger has
been encountered earlier in the path. Otherwise, that encounter is
memorized and the result of the recursive call on the next node is
returned.

• If the current node is the special node ”end”, it means that the end of
the current branch is reached. If a self-trigger has been encountered, a
leaf containing the selftrigger decision is returned. Otherwise, assum-
ing the execution of that path, the rule performs ”nothing”. A leaf
which contains the discard decision is thus returned.

• If the current node represents an instruction which does not produce



96

any side-effect (e.g. an assignment to a local variable), it is ignored
and the result of the recursive call on the next node is returned.

• If the current node represents a condition, the result of the algorithm
depends on the condition type. If it is a condition involving dynamic
variables, the rule needs to be executed to evaluate it. Thus, a leaf
containing the execute decision is returned. Otherwise, the auxiliary
algorithm subtree (depicted in Algorithm 5.2) builds and returns a
subtree composed of the condition as root and of the subtrees result-
ing from the recursive calls on both child nodes. Besides, if both
resulting subtrees are identical (it often happens that both subtrees
are actually execute decisions), the condition is discarded and one of
the identical subtrees is returned. Testing if two subtrees are identical
is achieved in constant time thanks to a caching mechanism we explain
in Section 5.6.4.

It is possible that a local decision tree of a rule contains conditions
involving rule parameters. In that case, it is impossible to anticipate the
behavior of the rule by evaluating the decision tree only once. Indeed, the
conditions on parameter need to be executed for each instance of the rule.
We explain how to solve this issue in the next section.

5.4.2 Reorganizing the local decision trees

Local decision trees featuring conditions on parameters are subject to an
evaluation issue. Indeed, such conditions cannot be evaluated only once
since the actual values of the parameters might differ from one instance to
another. We call these conditions parametric conditions in contrast with
the global conditions, which are conditions whose evaluation result does not
differ from one instance to another.

One solution we propose consists of a post-processing which is applied to
each local decision tree and is composed of two steps: The first step reorga-
nizes the local trees so that parametric conditions are moved to the bottom
of their trees. All paths are then of the form: < c1, . . . , cn, p1, . . . , pm, d >
where c1, . . . , cn are global conditions, p1, . . . , pm are parametric conditions
and d is a decision. Moreover, during the reorganization, subtrees that
have identical branches are simplified. Figure 5.4 illustrates an example
of a reorganized decision tree assuming the condition P is parametric. Al-
gorithm 5.3 is used to reorganize the trees. It uses the additional follow-
ing functions: the function get condition not param(T ) returns the first
encountered condition in tree T assuming a preorder traversal. The func-
tion simplify(T,C, bool) returns a simplification of tree T according to the
boolean value bool of condition C. Both functions have a O(n) complexity
where n is the number of nodes of the tree T . Since all subtrees of a local
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Algorithm 5.1 BUILD(G, N) - Build a local decision tree from a rule
Precondition:

• G is a graph of RUSSEL rule and N is a node of G.

• status has two possible values: disc or selft.

Postcondition:

• Let the environment composed of a NADF record and of actual pa-
rameters for the rule. The algorithm returns a decision tree T so that
if evaluating G leads to node N without producing side effects (status
= disc) or if evaluating G leads to node N with producing a self-trigger
as only side effect (status = selft) then:

– if the evaluation of T returns selftrigger for the current environ-
ment then the execution of G only produces a re-trigger of the
current instance;

– if the evaluation of T returns discard for the current environment
then the execution of G produces no side-effects.

if type(N) = end then
if status = selft then

return leaf(SELFTRIGGER)
else

return leaf(DISCARD)
else if type(N) = side-effect

return leaf(EXECUTE)
else if type(N) = conditional then

if local(condition(N)) or not global frozen(condition(N)) then
return leaf(EXECUTE)

else
begin

STT := BUILD(G, succ(N, true), status)
STF := BUILD(G, succ(N, false), status)
return subtree(condition(N), STT, STF)

end
else if type(N) = self-trigger then

if status = selft then
return leaf(EXECUTE)

else
return BUILD(G, succ(N, next), selft)
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Algorithm 5.2 subtree(C, ST1, ST2) - Subtree construction
Precondition:

• C is a condition

• ST1 and ST2 are respectively left and right subtrees

Postcondition:

• If ST1 and ST2 are identical, the algorithm returns one of them. Oth-
erwise, it returns the subtree with a root containing C, with ST1 as
left subtree and with ST2 as right subtree right .

if ST1 = ST2 then
If ST1 and ST2 are identical, the current condition is skipped to simplify

the tree and the unique resulting subtree is returned.
return ST1

else
return root(condition(N), ST1, ST2)

tree are recursively reorganized, the overall complexity of the algorithm is
O(n2).

The second step cuts the paths at the first parametric condition. A
parameter decision is then associated to the path < c1, . . . , cn > and the
remaining cut subtree is attached to the decision and becomes a so-called
parametric subtree. Figure 5.5 shows the final form of the decision tree
presented in Figure 5.4. The task is performed by Algorithm 5.4.

In some situations, moving parametric conditions to the bottom of the
local trees is not a good idea because some conditions –normally tested
after a parametric condition– might be uselessly evaluated. As a result,
another solution consists of mixing the parametric conditions with the global
conditions. Subtrees whose root is the first condition on parameter of a
branch are still replaced by a parameters decision. It is thus possible that
the parametric subtrees contain global conditions. The drawback is that the
latter may be evaluated more than once, i.e., for many instances. But the
advantage is that less conditions are evaluated whenever another decision
than parameters is computed.

Knowing which solution is the best is not trivial. If it is ensured, for
a local tree, that no condition is evaluated uselessly, reorganizing the tree
should be the most rewarding since it does not entail multiple evaluations
of global conditions. We assess both solutions with the Darpa benchmark
in Section 5.7.
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Figure 5.4: Example of a reorganized local tree with parameters at bottom

5.5 Evaluating local decision trees

Algorithm 5.5 presents a modification of the record evaluation algorithm.
In case all instances of a rule are self-triggered, it is convenient to move all
of them altogether to the next rule set in constant time, regardless of the
number of instances to re-trigger. Therefore, instances are grouped by rule
inside rule sets and the algorithm now processes the current rule set rule by
rule. The local decision tree of each active rule is evaluated by Algorithm 5.6.

Assuming no parameter decision is taken, the optimization is achieved at
the rule level, i.e., all instances of the rule are either executed, self-triggered
or discarded. In fact, the analysis process only benefits from the two latter
situations since it prevents the execution of any instance. On the contrary,
if the parameters decision is taken for a rule, the optimization is achieved at
the instances level and is thus less rewarding. It is still rewarding because
the advantage of evaluating global conditions only once is still acquired.
However, a subtree involving parametric conditions is evaluated for all in-
stances to apply individual decisions to each of them. In this situation, the
advantage of achieving massive self-triggers in constant time is lost since all
self-triggered instances are treated separately.

Instances of rules that are triggered for the current record are not put
into the current rule set anymore but into a set called current triggered.
These instances are then executed once the current rule set is fully treated.

The algorithm uses the additional following functions: The function
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Algorithm 5.3 reorder params(T) - Move parametric conditions to the
bottom of a local decision tree
Precondition:

• T is a binary decision tree.

Postcondition:

• returns T’ where all paths are of the form: < c1, . . . , cn, p1, . . . , pm, d >
where c1, . . . , cn are global conditions and p1, . . . , pm are parametric
conditions and d is a decision.

• For all environments, evaluating T’ returns the same decision as eval-
uating T.

if external(T) then
return T

else
begin

C ← get condition not param(T)
STT ← reorder params(simplify(T, C, true))
STF ← reorder params(simplify(T, C, false))
return subtree(C, STT, STF)

end

pick one rule(s) removes and returns an arbitrary rule from the set s. The
function local tree(R) returns the local decision tree of the rule R. The func-
tion instances(R) returns a list containing all instances of rule R. The func-
tion move instances(R, s) puts all instances of rule R into the rule set s (in
constant time). The function put instance(I, s) puts the instance I into the
rule set s. Finally, Algorithm 5.6 uses the function evaluate condition(C),
which returns true if the condition satisfies, false otherwise.

5.6 Implementation details

The internal representation of rules is their internal codes, so Algorithm 5.1
is implemented to work at a box level. Considering decisions are special
instructions, a decision tree is actually a RUSSEL rule containing conditions
only. As a result, local trees are implemented by boxes and are injected into
the ASAX evaluator engine to collect decisions. Additional boxes implement
the decisions. When a condition is extracted to be part of a local tree, its
corresponding internal code is copied to the tree. This section presents the
different adjustments we made to the compiler and to the virtual machine
to integrate local trees. In addition, we have implemented a tree caching
mechanisms to allocate identical subtrees only once.
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Figure 5.5: Example of a final local tree with parameters decisions

5.6.1 Modifying the compiler to fetch conditions

Recall that relational conditions are composed of a relational box preceded
by boxes calculating the tested expressions. Internal codes, as produced by
the compiler, do not allow us to locate the ”first box” of relational conditions.
So when rule codes are scanned to build local trees, relational conditions are
identified thanks to their final (relational) box. However, we need to know
from which box they actually start to extract them properly. To achieve it,
we have modified the content of the relational box, as depicted in Figure 5.6,
to hold a pointer to the ”first box” forming the conditional instruction. The
compiler is modified accordingly.

Figure 5.6: Relational Box Modification
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Algorithm 5.4 place parameters decisions(T) - place the parameters deci-
sions in a local decision tree
Precondition:

• T is a reorganized binary decision tree with parametric conditions at
bottom.

Postcondition:

• returns T’, the binary decision tree T where all paths (of the form <
c1, . . . , cn, p1, . . . , pm, d >) are cut at the first condition on parameter
(p1). A parameters decision is associated to the path < c1, . . . , cn >
and the remaining cut subtree is attached to the decision.

if external(T) then
return T

else if parametric(condition(T)) then
return leaf(parameters(T))

else
begin

STT ← place parameters decisions(true(T))
STF ← place parameters decisions(false(T))
return root(condition(T), STT, STF)

end

5.6.2 A meta box for conditions

The caching mechanism we describe in Section 5.6.4 implies that we have to
test if two conditions are equal. Testing whether two relational conditions
are equal is not trivial. The chain of boxes composing both conditions must
be identical excepting that all references inside the working area are ignored.
These references may change from one chain to another even if they represent
the same condition.

To ease the manipulation of conditions while building local decision trees
and also to spare memory allocation, we have designed descriptors for condi-
tions. A condition descriptor identifies a condition and contains the chain of
boxes forming the internal code of the condition. Thus, testing if two condi-
tions are equal simply amounts to compare the addresses of their descriptors
instead of comparing the whole box chains. A special novel box called con-
dition box is used to represent internal nodes of local decision trees. Every
condition box contains the reference to the descriptor of the condition repre-
sented by the corresponding node. Conditions boxes that represent the same
condition contains the same descriptor reference. Thus, for all local trees,
there is only one occurrence of the chains of boxes forming the conditions
allocated in memory. The structure of the condition box is as follows:
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Algorithm 5.5 analyze record(R) - Record analysis (modified version with
local decision trees)
Precondition:

• R is the current NADF record.

Postcondition:

• All instances in current have been treated (either executed, self-triggered, or dis-
carded depending on the evaluation of their corresponding local decision trees)

begin
pre process(R)
while current is not empty do

begin
rule ← pick one rule(current)
decision ← evaluate decision tree(local tree(rule))
process rule(rule, decision)

end
while current triggered is not empty do

begin
inst ← pick one instance(current triggered)
APA ← param(inst)
evaluate rule(code(inst))
kill(inst)

end
end

process rule(R, D)
if D = execute then

for all inst in instances(R) do
begin

APA ← param(inst)
selftriggered ← evaluate rule(code(inst))
if selftriggered = false then

kill(inst)
end

else if D = selftrigger then
move instances(rule, next)

else if D = discard then
for all inst in instances(R) do

kill(inst)
else (D = parameters)

for all inst in instances(R) do
process instance(inst, param subtree(D))

process instance(I, PST)
begin

APA ← param(inst)
decision ← evaluate decision tree(PST)
if decision = execute then

begin
selftriggered ← evaluate rule(code(inst))
if selftriggered = false then

kill(inst)
end

else if decision = selftrigger then
put instance(inst, next)

else if decision = discard then
kill(inst)

end
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Algorithm 5.6 evaluate decision tree(T) - Evaluation of a decision tree
Precondition:

• T is a decision tree

if external(T) then
return decision(T)

else if evaluate condition(condition(T)) = true then
return evaluate decision tree(true(T))

else
return evaluate decision tree(false(T))

condition cdescr αt αf

where cdescr is the pointer to the associated condition descriptor. The
pointer to the next box to execute is αt in case the associated condition is
true, αf otherwise. Evaluating this box amounts to evaluate the (boxes of
the) condition from the condition descriptor pointed by cdescr.

5.6.3 Modification to the virtual machine

In order to group instances by rule and thus to fetch all instances of a rule
when they need to be self-triggered, rule sets are splitted in smaller subsets.
Each subset contains the instances of one distinct rule. As a result, rule
sets are implemented by a list of lists (linked). The first level of the list is
the rule level and its cells are implemented by rule descriptors which have
been extended for the occasion. The second level is the instance level and it
uses the original implementation involving instance descriptors. Figure 5.7
pictures the structure of an extended rule descriptor. It contains the rule
name, a pointer to its internal code and a pointer to its local decision tree.
There is only one occurrence of a rule descriptor in memory. As a result,
the same rule descriptors are physically used to form the current rule list
and the next rule list at the same time. Rule descriptors contain thus two
pointers to the next rule descriptor in both lists: one refers to the next rule
in the current rule list while the other refers to the next rule in the next rule
list (respectively pointers nextcurrent and nextnext in the figure). Besides,
rule descriptors contain two pointers referring respectively to the list holding
the current instances of the rules and to the list holding the next instances.
A self-trigger is performed by concatenating the first list onto the end of the
second list. To perform the operation in constant time, we need to maintain
pointers referring to the first and last instance of both lists. Moreover, we
have implemented a mechanism to avoid to treat all rule descriptors at the
end of each ASAX cycle when moving the instances of the next rule set to
the current rule set. Assuming that the two lists containing the current and
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next instances of the rule are named list1 and list2, list1 is the current list
for odd records while list2 is the next list. The situation is inverted for
even records. Despite these modifications of the rule set implementation,
the operation time of adding new instances into rule sets remains constant.
Indeed, trigger boxes contain a pointer to the descriptor of the triggered rule
and, consequently, to the right cells in rule lists.

Figure 5.7: Structure of the rule descriptor

5.6.4 Optimizing space allocation

We have implemented a mechanism that aims to spare memory when lots
of subtrees are built. In fact, it happens very often that many subtrees are
equal. We use memory caching based on hash tables for all subtrees the
algorithms generate. A cached tree is composed of either a single leave or a
condition with two cached subtrees. Having a recursive structure allows us
to be optimal since it is only needed to compare one condition (descriptor)
and two pointers to test if a generated subtree is already cached. Using
cached subtrees to build local decision trees implies that they actually are
diagrams.

This optimization is also rewarding in terms of time when the algorithm
subtree (Algorithm 5.2) tests whether two subtrees are identical. Indeed,
as cached subtrees are identified by their pointer, testing the equality of sub-
trees amounts to compare their pointers and the operation is thus achieved
in constant time.

5.7 Experimental measures

5.7.1 Description of the tests

To measure the improvement provided by our optimization, we execute an
ASAX version featuring local decision trees on our Darpa benchmark. We
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compare the analysis times with the previous results from both the original
version and the version enhanced with the selftrigger box.

5.7.2 Results

Table 5.1 compares the analysis times of the enhanced version of ASAX
to the previous versions for each audit file. The column Log indicates the
analyzed file. The columns ORIG and STB are the analysis times of re-
spectively the original version of ASAX and the version with the selftrigger
box optimization. Columns LOC and RLOC indicate the analysis times for
versions featuring local decision trees respectively with and without reor-
ganization. Columns Gain provides the percentage of the original time we
spare for both versions of local decision trees. We can see that the average
gains are of 87.33% and of 87.13% of the original time, which is a signifi-
cant improvement since STB lead to an average gain of 50.91%. However,
reorganizing local trees or not does not make a significant difference (for
our benchmark). It is possible that this difference appears more drastically
for other benchmarks. If we retain the best results, i.e results from local
trees without reorganization, an additional average speed-up of about 3.95
is observed with respect to STB, making the overall average speed-up raise
to 8.03.

Log ORIG STB LOC Gain (%) RLOC Gain (%)
monday 55.765 26.155 6.671 88.03 6.759 87.88
tuesday 44.091 23.002 6.502 85.25 6.682 84.84
wednesday 109.313 56.304 11.328 89.64 11.332 89.63
thursday 55.477 28.495 6.618 88.07 6.774 87.79
friday 52.849 22.984 7.572 85.67 7.664 85.5

Table 5.1: Analysis times with the local decision trees

Recall that we progressively add rule modules into the rule set to mea-
sure the evolution of the analysis time with respect to the number of rules.
We can see in Figure 5.8 that adding the buf to root shell module does
not have a dramatic impact on the execution time anymore as for the pre-
vious versions. It is explained by the fact that stateful rules nearly never
found relevant records (actually the module detects two attacks only). As
a result, these rules receives the selftrigger decision for most records, hence
their instances are never executed but rather massively self-triggered in con-
stant time. Moreover, it appears that STB is the fastest version as long as
the analysis does not involve rules with many instances. It means that local
decision trees do not suit situations involving stateless rules only because
evaluating their local decision trees amounts to evaluating the rules them-
selves (considering the selftrigger box optimization is integrated) and thus
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it results in executing stateless rules twice when they receive the execute
decision.
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Figure 5.8: Analysis time with respect to the number of rules (with local
trees)

Figure 5.9 depicts the evolution of the analysis times with respect to
the number of instances. The observations are similar to the ones for the
previous figure. The analysis times beyond 23 instances involve stateful
rules. Since they keep self-triggering during the analysis, the execution time
is constant regardless the number of instances (the curve is flat starting
from 23 instances). Moreover, as for the previous figure, we see that STB is
fastest as long as only stateless rules are active (before 23 instances).

5.8 Conclusion

In this chapter, we have described an optimization technique introducing
local decision trees to execute relevant instances of rules only. Irrelevant
instances are either self-triggered for the next record or discarded. The
optimization is the most rewarding when the selftrigger decision is taken for
all instances of the rule. The self-trigger operation is performed in constant
time regardless the number of instances. The analysis process benefits now
of an overall speed-up of 8.03 on the Darpa benchmark. Nevertheless, it
can be improved further. First, local decision trees do not suit situations
involving stateless rules only because evaluating their local decision trees
amounts to evaluating the rules themselves. The new optimization is thus
less rewarding than the ASAX version which features the selftrigger box
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Figure 5.9: Analysis time with respect to the number of instances (with
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optimization solely. Second, conditions involving parameters need to be
evaluated several times as opposed to the global conditions. As a result, local
trees are reorganized to separate the global conditions from subtrees which
are subject to be evaluated several times. It entails that global conditions
that are less critical than some parametric conditions may be evaluated
uselessly.

The next chapter addresses the first issue by proposing another optimiza-
tion consisting in merging all local decision trees into a global tree. Since
intrusion detection rules usually contain common (or incompatible) condi-
tions, evaluating a single global tree should be more efficient than evaluating
local trees separately



Chapter 6

A global decision tree to
avoid redundant tests

6.1 Introducing the problem

In the previous chapter, we have presented a technique to select relevant
rules to execute. It consists of evaluating, at each cycle, a local decision tree
for each active rule to determine which rule instances to execute. Despite
that the provided overall speed-up of the analysis process is significant, it
is still possible to improve on it. Indeed, it is likely that local decision trees
share common conditions. Such conditions are evaluated several times, i.e.,
for each tree in which they occur. The idea of this chapter is to factorize
condition evaluations so that each condition is tested at most once. To
achieve it, we propose to merge all local decision trees to form a single global
decision tree. Evaluating the global decision tree gives the same decisions as
evaluating all local decision trees separately. Each branch contains at most
one occurrence of any condition.

We develop the merging algorithm in several steps. First, we set up an
algorithm that does not consider the (possibly) growing size of the global
tree. It is not a good idea because the size actually grows exponentially and
we cannot achieve a complete compilation for our benchmark. We call this
algorithm the naive merging. We need additional optimization techniques
to keep the size of the global tree as small as possible during the merging
operation. To simplify algorithms, we use sorted trees, which require a
reorganization of the nodes (according to some order) inside each local tree.
Merging sorted trees allows us to merge faster but, the size of the global
tree may still grow exponentially and the compilation cannot be completed
on the Darpa benchmark.

We introduce two optimization techniques to reduce the size of the global
tree during the merge operation. First, if two local trees share no common
condition, evaluating them separately is as efficient as evaluating a merge

109
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of the two. It is thus advantageous to avoid the costly merging process.
Sequential trees generalize this idea to all subtrees of the global tree. It
consists of ”sequentializing” independent subtrees, i.e., subtrees that do not
share common conditions, instead of merging them. This method prevents
node duplications and thus reduces the global tree size. The main difficulty
of this approach is to identify independent subtrees.

Second, we say that two conditions are exclusive if they cannot be true at
the same time or, more generally, if the value of one of the two is determined
by the value of the other. For example, the conditions A = 10 and A = 20
are exclusive, that is: they cannot be true at the same time. Thus, we
simplify the global tree by not inserting the second condition in the ”true”
branch of the first one during the merging operation.

The two techniques stated above can be used separately but are com-
plementary since they optimize two distinct aspects. Using sequential trees
or simplified trees alone makes the compilation very fast (between 0.5 and
1 second in average). This result is drastically improved when we use both
techniques together however (the compilation takes about 0.02 seconds). In
addition, using the resulted global decision tree makes the overall analysis
process benefit from a speed-up of 16.9 (with respect to the original version
of ASAX) in the best case we measured on the Darpa benchmark.

To illustrate the various techniques we present in this chapter, we use
a simple running example consisting of three different local trees with only
one condition node and two decision leaves, depicted in Figure 6.1. The
decisions E and T stand respectively for execute and selftrigger.

Figure 6.1: Three local trees to be merged

The remainder of this chapter is organized as follows. Section 6.2 de-
scribes the naive merging. Section 6.3 introduces sorted trees to set up the
basis of the next optimizations. Section 6.4 and Section 6.5 define and assess
sequential and simplified trees respectively. Section 6.6 puts them together
and provide the final results. Section 6.7 concludes the chapter.

A preliminary version of the work presented in this chapter is described
in [40] (naive merging only) and in [39].
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6.2 Naive merging

6.2.1 Merging local decision trees

The naive merging consists of merging all local decision trees to form a
bigger tree whose leaves are decision sets, instead of single decisions. Each
set contains a single decision for every rule. To avoid redundant evaluations,
each branch may not have more than one occurrence of any single condition.
Our merging algorithm is a loop, which is executed on each local tree. It
starts with an empty global decision tree, which is merged with a local
decision tree at each iteration.

Algorithm 6.1 is applied at each iteration. The principle of the merg-
ing is simple: an occurrence of the local decision tree is added at the end
of each branch of the global decision tree. The local tree is inserted node
by node. Before inserting a condition, the algorithm checks if it is already
present in the current branch of the global tree. This operation is achieved
by traversing the current branch of the global tree starting from its root
(it has thus O(n) complexity where n is the number of nodes in the global
tree). If the condition to insert is already present in the branch, the condi-
tion is skipped and the merging continues with its ”true” or ”false” branch
depending on which branch has been taken from the first occurrence. The
algorithm uses a function decision set(G,L), which adds the decision L to
the set of decisions G.

Figure 6.2 depicts the resulted merge involving the trees of our run-
ning example, assuming they are merged successively in the order they are
presented in Figure 6.1.

Figure 6.2: A global tree

Figure 6.3 depicts another example of a resulted merge for one iteration.
The local tree features a condition (A) which is already present in the global
tree. The leaves noted Sx are sets of decisions.
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Algorithm 6.1 MERGE(G, L) - Naive merging of a local decision tree with
a global decision tree
Precondition:

• G is a global decision tree and L is a local decision tree.

Postcondition:

• The algorithm returns a global decision tree GT such that if the eval-
uation of G returns a decision set Ds for the current environment,
and if the evaluation of L returns a decision D for the current en-
vironment, then evaluating GT returns a decision set Ds′ such that
Ds′ = Ds ∪ {(rule name,D)}.

if external(G) then
if external(L) then

return leaf(decision set(G, L))
else if condition(L) is present in the current built branch then

if ’true’ path taken from the occurrence of condition(L) in the current
build branch then

return MERGE(G, true(L))
else

return MERGE(G, false(L))
else

begin
STT ← MERGE(G, true(L))
STF ← MERGE(G, false(L))
return subtree(condition(L), STT, STF)

end
else

begin
STT ← MERGE(true(G), L)
STF ← MERGE(false(G), L)

return subtree(condition(G), STT, STF)
end
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Figure 6.3: Example of a merge between a global decision tree and a local
decision tree

6.2.2 Evaluating the global decision tree

Aside the fact that it returns a decision set instead of a single decision, the
evaluation algorithm of the global decision tree is exactly the same as for
the local decision tree. However, the record analysis algorithm differs now
slightly; local decision trees are no more evaluated and are replaced by the
evaluation of the global decision tree just before processing the active rules.
Algorithm 6.2 presents the new version of the algorithm.

6.2.3 Implementation details

The structures used to implement the global decision tree are exactly the
same as for local decision trees. However, a decision set is represented
by a chain of boxes where each box stands for a single decision. Besides,
to associate the decisions with their corresponding rules, we modify the
structure of the decision box to hold a pointer referring to the descriptor of
the associated rule.

To spare compilation time, local trees which are composed of a single leaf
are not merged. Rules having such local trees have a fixed decision during
the whole analysis. It is thus useless to calculate it and to integrate it inside
the global decision tree. However, fixed decisions must be stored in memory
to be able to process their corresponding rules properly.
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Algorithm 6.2 analyze record(R) - Record analysis (modified version with
the global decision tree)
Precondition:

• R is the current NADF record.

• The environment contains a global decision tree GDT.

Postcondition:

• All instances in current have been treated (either executed, self-
triggered, or discarded depending on the evaluation of the global de-
cision tree GDT)

begin
pre process(R)
DS ← evaluate decision tree(GDT)
while current is not empty do

begin
rule ← pick one rule(current)
decision ← get decision(DS, rule)
process rule(rule, decision)

end
while current triggered is not empty do

begin
inst ← pick one instance(current triggered)
APA ← param(inst)
evaluate rule(code(inst))
kill(inst)

end
end

6.2.4 Experimental measures

We have implemented the merging algorithm in ASAX and tested our ap-
proach on our IDS benchmark. Table 6.1 shows that our optimization is
unpractical when the merging involves many local trees, i.e., many rules.
The columns CT and GN provide the merging time (in seconds) and the
number of nodes for the global tree up to the rule given in the first column.
The column GNNC contains the number of nodes when the tree caching
is not activated. We stopped merging the trees after the first twelve ones,
which took more than two minutes. Obviously, completing the process for
the nineteen remaining rules is hopeless. The merging time is exploding
because the size of the global tree grows exponentially. Indeed, the worst
case for the size of the global tree is 2C+1 − 1 where C is the number of
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RULE CT GN GNNC
create 0.02 6 13
mod perm 0.02 22 111
exec 0.02 54 303
exit 0.02 70 607
mod perm 0.03 158 1,411
write 0.05 293 3,283
write 0.09 423 6,163
read 0.63 1,202 54,291
access1 3.41 1,970 150,483
access2 7.34 2,530 162,003
access3 39.77 3,430 216,623
write 133.69 8,550 1,046,063

Table 6.1: Merge Results

distinct conditions.
We can also make the observation that the figures provided by the col-

umn GNNC are way bigger than the numbers in the column GN. This proves
that tree caching is an essential feature to spare memory allocation.

6.3 Sorted trees

The inefficiency of naive merging is principally due to the exponential growth
of the global tree size. Besides, another important cause of inefficiency is
the fact that the algorithm checks if a condition is already present in the
current branch before inserting it.

To speed up and simplify the merging algorithm, it is convenient to as-
sume an order over the set of all conditions and to sort the trees accordingly.
This allows us to go down in parallel in the two trees that are merged and to
avoid the costly checking process. Common conditions are simplified when
the algorithm merges two subtrees with the same root.

6.3.1 Sorting local decision trees

To sort local decision trees, we first need to define an order over the set of
all conditions inside the local trees. The choice of a good ordering is crucial
to speed up both the merging process and the evaluation of the global tree.
We discuss this issue in Section 6.3.4.

Local decision trees are sorted by Algorithm 6.3. The sort process is sim-
ilar to a selection sort. It selects the smallest condition of the tree, i.e., the
most priority condition, to be the root of the sorted tree. Then, the tree is
simplified assuming the selected condition is true or false. The two simplified
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trees are sorted recursively and become the subtrees of the returned sorted
tree. The algorithm uses the auxiliary function get smallest condition(T ),
which returns the smallest condition of the tree T and simplify(T,C, val),
which returns the tree T simplified assuming the value val of C. Since se-
lecting the smallest condition and simplifying the tree requires scanning all
n nodes of the tree three times (once for the selection and twice for the
simplification) and since it has to be done for all nodes, the algorithm has
O(n2) complexity.

Algorithm 6.3 SORT LOCAL TREE(T) - Sort a local decision tree
Precondition:

• T is a local decision tree

Postcondition:

• returns T’ so that:

– all paths of T’ are of the form: < c1, ..., cn, d > where c1, ..., cn

are conditions and d is a decision.

– ∀i, j : 1 ≤ i < j ≤ n : ci < cj

– the evaluation of T’ gives the same results as for T.

if external(T) then
return T

else
begin

C ← get smallest condition(T)
STT ← SORT LOCAL TREE(simplify(T, C, true))
STF ← SORT LOCAL TREE(simplify(T, C, false))
return subtree(C, STT, STF)

end

6.3.2 Merging sorted decision trees

Algorithm 6.4 merges sorted trees. The main difference with merging un-
sorted local trees is that we go down in the two trees in parallel. Since
common conditions are simplified when the algorithm merges two subtrees
with the same root, it is no more needed to check if a condition is already
present in the current branch.

We assume that the conditions in our running example (see Figure 6.1)
are ordered as follows: A < B < C. The local trees are sorted since they
only contain a single condition. Figure 6.4 depicts the corresponding global
tree. In general, the worst case for the size of the global tree is 2C+1 − 1
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where C is the number of distinct conditions. The worst case is the same as
for naive merging.

Figure 6.4: A sorted global tree

6.3.3 Implementation details

To compare conditions with respect to the defined order, a unique number
ranging from 1 to the number of conditions is assigned to each condition.
This number stands for the priority of a condition according to the order.
The lower is the number the higher is the priority of its condition. The
number of a condition is stored inside its descriptor.

6.3.4 Choosing an order on conditions

The choice of a good ordering on conditions is crucial to both build and
evaluate global trees efficiently. To keep global trees small –and thus to
make the merging process faster– we should put at the top conditions that
occur in many local trees. However, reorganizing the local trees may entail
useless evaluations of conditions, which do not take place when evaluating
unsorted local trees. This may have a significant impact on the execution
time. Ideally, we should use an ordering that leaves the local trees ”as un-
changed as possible” to have a small number of useless evaluations. This
can be contradictory to the objective of having a global tree as small as pos-
sible. Therefore, we define various orders proposing a compromise between
the two criteria. Every ordering we describe now is defined by a keyword
that is used to discuss our experiments in Section 6.3.5. Note that none of
the following order criteria can determine a total order between conditions,
in general. The ”non comparable” conditions are sorted by their order of
appearance.
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Algorithm 6.4 MERGE(A, B) - Merging two sorted decision trees
Precondition:

• A and B are sorted decision trees

Postcondition:

• The algorithm returns GT, the merging of A and B (see specification
of Algorithm 6.1).

• Each condition in GT is bigger than its ancestors (with respect to the
defined order on the conditions)

if external(A) then
if external(B) then

return leaf(union(decision(A), decision(B)))
else

begin
STT ← MERGE(A, true(B))
STF ← MERGE(A, false(B))
return subtree(condition(B), STT, STF)

end
else if external(B) then

begin
STT ← MERGE(true(A), B)
STF ← MERGE(false(A), B)
return subtree(condition(A), STT, STF)

end
else if condition(A) = condition(B) then

begin
STT ← MERGE(true(A), true(B))
STF ← MERGE(false(A), false(B))
return subtree(condition(A), STT, STF)

end
else if condition(A) > condition(B) then

begin
STT ← MERGE(A, true(B))
STF ← MERGE(A, false(B))
return subtree(condition(B), STT, STF)

end
else (condition(A) < condition(B))

return MERGE(B, A)
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Order based on frequencies

• (FR) We order conditions according to their frequency in rules. The
most occurring conditions are merged at top of the global tree, hence
reducing its size.

Orders based on probability of evaluation

We can use an ordering that puts at the top conditions having a high prob-
ability of being evaluated at least once for each record. We calculate these
probabilities as follows:

Let us consider two rules and a condition c. If pi is the probability for the
condition c to be evaluated for each rule i (assuming the rule is active) and
if qi is the probability for each rule i to be active, the probability for the
condition c to be evaluated at least once in rule i for each record is qi × pi.
Thus, the global probability for the condition c to be evaluated at least once
for two rules is:

(q1 × p1) ∪ (q2 × p2) = q1 × p1 + q2 × p2 − q1 × q2 × p1 × p2.

And for n rules we have:

∪n
i=1(qi × pi) = ∪n−1

i=1 (qi × pi) + (1 − ∪n−1
i=1 (qi × pi)) × qn × pn

To calculate each pi of the condition c, we assign to all conditions c′

present in the local trees a probability t(c′) to be true and a probability
f(c′) (1 − t(c′)) to be false independently of its position in the tree. Then,
for each local tree, we apply Algorithm 6.5.

We propose the following orders based on the evaluation probabilities:

• (PE) The probabilities t(c) and f(c) for each condition c are defined
arbitrarily and it is assumed that all rules i are active (qi = 1), result-
ing in a simplified formula to calculate the evaluation probabilities:

∪n
i=1pi = ∪n−1

i=1 pi + (1 − ∪n−1
i=1 pi) × pn

• (PE’) The same as PE but we assume that non permanent rules i are
active with probability 0.1 (qi = 0.1)

• (TP) The same as PE but the probabilities pi and qi for each rule i
are ”actual” probabilities. The probability qi for each rule i as well
as the t(c) and f(c) probabilities for each condition c are estimated
experimentally with respect to the given trace to analyze (assuming
the analysis is off-line). The calculated pi are then ”actual” too. This
ordering is not very practicable since it requires to perform preliminary
analyses. However we introduce it to check whether PE is ”close to
reality” when we discuss our experimental results in Section 6.3.5.
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Algorithm 6.5 calculate proba(T, c)
Precondition:

• T is a local decision tree

• c is a condition

Postcondition:

• returns the probability for c to be evaluated when T is evaluated

if external(T) then
return 0

else if condition(T) = c
return 1;

else
return t(condition(T))× calculate proba(true(T), c)

+ f(condition(T))× calculate proba(false(T), c)

Orders based on the number of evaluations

Another ordering consists of giving a higher priority to the most evaluated
conditions for each record and thus putting them at top of the global tree.
We calculate thus an estimation of the average number of evaluations of
every condition c for each ASAX cycle. This is estimated by the following
formula: ∑n

i=1 qi × pi

By applying a sum of all probabilities to each condition c to evaluated in
rule i, we obtain an order that is closer to the order based on frequencies
than the one based on probabilities to be evaluated at most one. Thus, we
expect to have a smaller global tree.

We propose the following orders based on the number of evaluations:

• (AE) We order conditions on the average number of evaluations, as-
suming all rules are active.

• (AE’) The same as AE but we assume that non permanent rules are
active with probability 0.1.

• (TA) As AE but with ”actual” probabilities for conditions to be true
and for rules to be active.

Orders based on both frequency and probability of evaluation

We can also make a compromise between basing the order on condition
frequencies in rules and basing the order on their probabilities of evaluation.
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The frequency of each condition is multiplied by its probability of evaluation.
We have thus the following orders:

• (FP) We use FR × PE.

• (FP’) We use FR × PE’.

• (FTP) We use FR × TP.

6.3.5 Experimental measures

We have implemented sorted trees in ASAX as well as all orders we defined
in the previous section. In order to calculate the orders based on arbitrary
probabilities, we have defined the probability of being true (t(c)) of each
kind of condition as follows:

• The probability 0.1 is assigned to conditions testing an equality.

• The probability 0.9 is assigned to conditions testing a disequality.

• The probability 0.5 is assigned to conditions testing an inequality.

• The probability 0.9 is assigned to conditions testing the presence of a
field.

Before discussing our experimental results, additional information about
the used benchmark has to be provided.

Description of the rules

Table 6.2 extends Table 2.1 with additional information: The column NN
provides the number of nodes for the local decision trees extracted from the
rule. The column AP gives the probability for the rule to be active mea-
sured on the specific trace used for the experiments. Stateless rules have
all probability 1. The remaining columns present estimations for execution
probability and selftrigger probability. These estimations are computed with
the help of an algorithm similar to Algorithm 6.5. We use two different man-
ners to estimate them. First, we use the arbitrary probabilities of being true
of the conditions. This allows us to estimate the probability that the rule
will be simply self-triggered (column SP), executed (column EP) or dis-
carded. No column is depicted for the last case, since, in the benchmark,
very few rules are discarded. Second, we have computed the actual proba-
bility for each condition to be true or false in the audit trail and we have
recomputed the probability for self-triggering (column SPT) and execution
(column EPT). It can be observed that the assignment of arbitrary proba-
bilities gives results very similar to the ”actual” estimation. The probability
of being simply self-triggered is very high (close to 1) for almost all rules.
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RULE MODULE S NN AP SP EP SPT EPT

create restricted dir write N 6 1 0.983 0.017 1 0

mod perm mail spool hack N 9 1 0.999 0.999 1 0

exec execute exit N 5 1 0.829 0.171 0.993 0.007
exit N 3 1 0.9 0.1 0.992 0.008

mod perm enable suid sgid N 7 1 0.999 0.001 1 0

write non owner write N 8 1 0.875 0.125 0.999 0.001

write restricted write N 6 1 0.983 0.017 1 0

read restricted read N 8 1 0.969 0.031 1 0

access1 secret unauth N 9 1 0.997 0.003 1 0
access2 N 7 1 0.998 0.002 1 0
access3 N 6 1 0.999 0.001 1 0

write system program write N 9 1 0.999 0.001 0.999 0.001

exec suid shell script N 10 1 0.999 0.001 1 0

delete unauth delete N 6 1 0.927 0.073 0.999 0.001

access1 secret remote N 12 1 0.999 0.001 1 0
access2 N 10 1 0.999 0.001 1 0
access3 N 9 1 0.999 0.001 1 0

exec1 buf overflow N 10 1 0.999 0.001 1 0

exec lpd delete N 6 1 0.983 0.017 1 0
read Y 13 0.355 0.999 0.001 1 0
delete Y 9 0 0.999 0.001 0.999 0.001

hardlink sh minus hack N 10 1 0.999 0.001 1 0
exec Y 9 0 0.998 0.002 1 0

exec1 buf to root shell N 8 1 0.998 0.002 0.999 0.001
exec2 Y 16 0.019 0.987 0.002 0.997 0.001

create file ftp write N 8 1 0.875 0.125 0.999 0.001
login Y 6 0 0.983 0.017 0.999 0.001
read rhosts Y 16 0 0.987 0.013 0.997 0.003

exec1 suid shell N 9 1 0.999 0.001 1 0
read Y 11 0 0.749 0.251 1 0
exec2 Y 15 0 0.988 0.002 0.999 0

Table 6.2: Additional information about the rules of the Darpa benchmark
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The fact that those probabilities are exactly equal to 1 for many rules in
column SPT in fact means that the corresponding attack does not occur in
this particular audit trail. We refer to those figures later on when discussing
the efficiency results.

Description of the conditions

Table 6.3 describes the conditions found in the local trees. Non parametric
conditions are given first. Parametric conditions are at the bottom. The
column Nr is the order of appearance of the condition for the merging al-
gorithm. The column AF is the audit field to which the condition applies.
The column O shows the operator used by the condition. Equality operators
are different for integers (=) and for strings (Str =). The operator present
checks if a given event field is present within the current event record. The
rest of the columns provides information to define the orders depicted in Sec-
tion 6.3.4. The column FR gives the number of rules in which the condition
occurs. The column EP depicts the (artificial) probability for a condition
to be evaluated at least once at each event record evaluation. The average
number of evaluations at each record evaluation is presented in column AE,
assuming that all rules are active. Columns EP’ and AE’ are similar to AE
and EP but it is assumed that non permanent rules are active with proba-
bility 0.1. The column PT contains the probability of the condition to be
true in the benchmark trace. Columns EPT and AET are similar to EP’
and AE’ but computed with probabilities PT and probability AP in table
6.2.

Results

Table 6.4 shows that using sorted trees is still unpractical for the same
reasons as for the naive merging. We recall that the columns CT and GN
provide the merging time (in seconds) and the number of nodes for the global
tree up to the rule given in the first column, for the naive merging. In the six
other columns we provide the corresponding figures for global trees sorted
according to the orders FR, AE and PE. Obviously, the merging time is
still exploding with sorted trees. We observe that, for trees of similar sizes,
the merging time is lower for sorted trees than for unsorted trees. However,
merging several local trees takes more time because sorted trees are bigger.

Because of the exponential growing size of the global tree, the merg-
ing algorithm is not scalable. The next two sections address this issue by
providing two additional optimization techniques to reduce the size of the
global tree.
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Nr AF O FR EP AE EP’ AE’ PT EPT AET
3 Event ID = 7 1 6.3 1 6.3 0.001 1 6.999
4 Event ID = 7 1 7 1 7 0.001 1 7
11 Event ID = 2 1 2 1 2 0 1 2
12 Event ID = 10 1 9 0.999 5.76 0.008 1 6.019
13 Event ID = 10 1 10 1 6.4 0 1 6.019
14 Event ID = 4 1 3.993 1 1.299 0.008 1 1.019
21 Event ID = 6 0.999 4.374 0.984 2.406 0 0.995 2.733
22 Event ID = 6 0.999 4.86 0.995 2.673 0 0.995 2.733
23 Event ID = 6 0.999 5.4 0.999 2.97 0 0.995 2.733
24 Event ID = 6 1 6 1 3.3 0.185 1 3.355
27 Event ID = 4 1 4 1 3.1 0.003 1 3
44 Event ID = 1 1 1 1 1 0.001 1 1
1 Path = 1 0.171 0.171 0.171 0.171 0 0.001 0.001
10 Path = 1 0.1 0.1 0.1 0.1 0 0 0
19 Path = 1 0.171 0.171 0.171 0.171 0 0.001 0.001
20 Path = 1 0.31 0.31 0.31 0.31 0.168 0.168
25 Path = 6 0.061 0.063 0.061 0.063 0 0.17 0.171
28 Path = 1 0.014 0.014 0.014 0.014 0.137 0.001 0.001
32 Path = 3 0.026 0.026 0.026 0.026 0 0.001 0.001
38 Path = 1 0.171 0.171 0.171 0.171 0.001 0.007 0.007
39 Path = 1 0.003 0.003 0.001 0.001 0.001 0.001 0.001
42 Path = 1 0.001 0.001 0.001 0.001 0.001 0 0
47 Path = 1 0.015 0.015 0.015 0.015 0.999 0.001 0.001
49 Path = 1 0.014 0.014 0.001 0.001 0.001 0.001 0.001
50 Path = 1 0.015 0.015 0.002 0.002 0.001 0.001 0.001
51 Path = 1 0.171 0.171 0.017 0.017 0.001 0 0
54 Path = 1 0.015 0.015 0.002 0.002 0.001 0 0
26 Audit User ID = 3 0.479 0.571 0.479 0.571 0.997 0.171 0.171
34 Audit User ID = 3 0.056 0.057 0.056 0.057 0.003 0 0
40 User ID = 2 0.036 0.036 0.004 0.004 0.822 0.001 0.001
5 File Mode = 1 0.001 0.001 0.001 0.001 0.243 0 0
6 File Mode = 1 0.001 0.001 0.001 0.001 0.456 0 0
7 File Mode = 1 0.001 0.001 0.001 0.001 0.124 0 0
8 File Mode = 1 0.009 0.009 0.009 0.009 0.454 0 0
15 File Mode = 1 0.008 0.008 0.008 0.008 0.001 0 0
16 File Mode = 6 0.577 0.797 0.577 0.797 0.002 0.024 0.024
29 File Mode = 2 0.139 0.139 0.139 0.139 0.242 0.001 0.001
43 File Mode = 1 0.008 0.008 0.008 0.008 0.242 0.001 0.001
36 Exec Args = 1 0.015 0.015 0.015 0.015 0.001 0 0
30 Audit User ID != 1 0.154 0.154 0.154 0.154 0.997 0.001 0.001
17 User ID != 3 0.344 0.391 0.344 0.391 0.178 0.003 0.003
33 User ID/ Audit User ID != 7 0.563 0.732 0.261 0.284 0.836 0.008 0.008
18 User ID/Owner User ID != 1 0.154 0.154 0.154 0.154 0.379 0.001 0.001
2 Return Value != 29 0.999 5.893 0.991 4.191 0.905 0.524 0.682
31 Owner User ID/Audit User ID != 6 0.598 0.814 0.385 0.455 0.902 0.063 0.063
37 Exec Args > 1 0.029 0.029 0.029 0.029 0.001 0.001 0.001
9 Attr Field present 9 0.669 1.025 0.66 0.997 0.834 0.02 0.02
45 User ID = 1 0.017 0.017 0.002 0.002 0 0 0
41 PID = 3 0.403 0.459 0.045 0.046 0.001 0.054 0.054
48 PID = 2 0.536 0.632 0.062 0.063 0.382 0.001 0.001
55 PID = 1 0.154 0.154 0.015 0.015 0 0 0
52 File Inode ID = 1 0.028 0.028 0.003 0.003 0 0 0
53 User ID != 1 0.279 0.279 0.028 0.028 0 0 0
46 Path Str= 1 0.171 0.171 0.017 0.017 0 0 0
35 Machine ID Str= 3 0.479 0.571 0.479 0.571 0 0.171 0.171

Table 6.3: Conditions
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RULE CT GN CTFR GNFR CTAE GNAE CSPE GNPE

create 0.02 6 0.04 6 0.02 6 0.01 6
mod perm 0.02 22 0.04 27 0.02 25 0.01 27
exec 0.02 54 0.04 54 0.03 53 0.01 61
exit 0.02 70 0.04 103 0.03 101 0.01 123
mod perm 0.03 158 0.04 195 0.03 191 0.02 211
write 0.05 293 0.06 399 0.05 379 0.03 399
write 0.09 423 0.09 607 0.08 723 0.06 743
read 0.63 1,202 0.77 1,403 0.7 1,487 0.7 1,575
access1 3.41 1,970 3.31 2,355 3.47 3,211 2.46 3,307
access2 7.34 2,530 9.94 2,967 10.23 4,223 9.64 4,335
access3 39.77 3,430 39.06 4,643 51.56 7,123 53.76 7,383
write 133.69 8,550 213.08 11,419 414.45 16,483 475.16 16,743

Table 6.4: Compilation times of sorted trees

6.4 Sequential trees

To avoid size explosion of global trees, we observe, in our benchmark, that it
can be the case that many conditions appear only in a single local tree or in
a small number of local trees. If two local trees share no common conditions,
merging them generates a high number of condition duplications. Moreover,
evaluating them separately is as efficient as evaluating a merge of the two.
Thus, we can avoid the costly merging process. Sequential trees generalize
this idea to all subtrees of the global tree.

In this section, we apply the concept above on global trees and all their
subtrees. Two trees are independent when they do not share common condi-
tions. Merging two independent trees results in a sequential tree. Figure 6.5
depicts the sequential tree corresponding to our running example. Its size
is the sum of the sizes of the local trees plus an extra node for the sequence
(not shown on figure). Obviously, this example is trivial since there is no
shared common decision. Figure 6.6 shows another example involving two
trees sharing a common decision. The resulted merged tree illustrates well
that the concept of sequentialization is applied on all subtrees.

Figure 6.5: A sequential global tree
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Figure 6.6: Sequentializing the merge of two trees sharing a common condi-
tion

6.4.1 Independent trees

Determining efficiently if two trees are independent, i.e., do not contain
common conditions, is not trivial. We can achieve it by associating each
subtree with a sorted list of its conditions. Whenever two subtrees are
merged, their lists are scanned in parallel for common conditions. If the
scan fails, the subtrees are sequentialized. Otherwise they are merged as
sorted trees. This approach is rather ”time consuming” since it entails to
scan many conditions each time subtrees are merged.

A more efficient but less accurate solution is to associate each subtree
with its lowest condition as well as its greatest. The lowest is actually the
root. Two trees are independent if one of them has a greatest condition lower
than the smallest condition of the other. This approach is less accurate
because it identifies independent trees only if the intervals formed by the
lowest and greatest conditions of both trees do not overlap. For example,
Figure 6.7 shows two identified independent trees. The first tree forms the
interval [1,3] while the second tree forms the interval [4,6]. The trees are
identified as independent because the greatest condition of the first tree (3)
is lower than the lowest condition of the second tree (4). In Figure 6.8, the
two formed intervals are [1,4] and [3,6] and overlap. As a result, none of the
greatest conditions is lower than the lowest of the other tree and we cannot
identify whether they are independent. It is reasonable to assume that most
situations fit the second example and, thus, we discard this solution.
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Figure 6.7: Identified independent trees

Figure 6.8: Unidentified independent trees

The solution we choose does not need additional data structures to de-
termine if two trees are independent. There is a merge algorithm that di-
rectly recognizes independent trees during the bottom-up construction of
the merged tree. This is explained in details in the next subsection.

6.4.2 Definition of sequential trees

We define sequential trees as follows:
A sequential tree is:

• either a decision leaf.

• or a rooted tree of the form root(C,At,Af) where At and Af are
sequential trees.

• or a tree sequence, of at least two elements, noted A1 ⇒ A2 ⇒ . . . ⇒
An, where ∀i : 1 ≤ i ≤ n : Ai is a decision or a rooted tree.

Notice that the position of a tree in a tree sequence is irrelevant as
tree sequences in fact represents tree sets. Therefore we consider that all
permutations of a tree sequence are equals.

The notation ’⇒’ is also used to decompose a tree sequence into an
element randomly picked and the rest of the sequence. For example, T =
X ⇒ Y decomposes the sequential tree T composed of a tree sequence into
the single tree (decision or rooted) X and a sequential tree Y composed of
the rest of the sequence.
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6.4.3 Merging sequential trees

The Algorithm 6.6 is used to merge sequential trees. In this section we
provide a proof a correctness of the algorithm at the same time as explaining
its mechanism.

Before proving the correctness of the merging algorithm, we must make
the definition of sequentialize(A,B) (used in the algorithm) fully precise. In
full generality, we can write A = A1 ⇒ . . . ⇒ Am and B = B1 ⇒ . . . ⇒ Bn

where all Ai and Bi are either decisions or rooted trees. (In particular, if A
is a decision or a rooted tree, we have m = 1 and A = A1. A similar remark
holds for B.). With these conventions, sequentialize(A,B) simply returns
the tree sequence A1 ⇒ . . . ⇒ Am ⇒ B1 ⇒ . . . ⇒ Bn.

It has to be noted that the algorithm uses a new function: sequential(T ),
which returns true if T is a sequential tree composed of a tree sequence,
false otherwise.

Proof of Algorithm 6.6

Properties to prove. To prove the correctness of Algorithm 6.6, we have
to prove the following statements.

1. The algorithm terminates.

2. It returns a well-formed sequential tree GT .

3. GT is equal to sequentialize(A,B) if and only if A and B do not share
any condition.

4. Evaluating the sequential tree GT , with respect to any environment,
returns the same set of decisions, as evaluating A and B, separately.

5. GT is “optimal” in the sense that, during any evaluation of it, no
condition is evaluated more than once, and no decision is taken more
than once.

6. GT is “minimal” in the sense that, if we successively merge, in any
order, any number of sequential trees A1, . . . , An, that are all deci-
sions or rooted trees, the final result is always the same, i.e., a tree
sequence X1 ⇒ X2 . . . ⇒ Xm such that there is a partition P1, . . . , Pm

of {A1, . . . , An} such that two sequential trees belonging to two differ-
ent sets Pi and Pj share no common condition and that no Pi can be
divided into two smaller sets without losing this property.

The proof uses the assumption that A and B both enjoy Properties 5
and 6. Moreover it must be assumed that A and B do not contain any
common decision (in fact, no decision relative to the same rule). The proof
proceeds by structural induction on A. We use the following well-founded
relation:
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Algorithm 6.6 MERGE(A, B) - Merging sequential trees
Precondition:

• A and B are sequential trees.

Postcondition:

• The algorithm returns GT, the merging of A and B (see specification
of Algorithm 6.1).

• Each condition in GT is bigger than its ancestors (with respect to the
defined order on the conditions).

• If A and B are independent, then GT is a sequential tree, i.e., the
sequentialization of A and B.

if external(A) or external(B) then
return sequentialize(A, B)

else if sequential(A) then
Let X⇒Y the decomposition of A where X is not sequential and Y might

be sequential.
if MERGE(X, B) = X⇒B then

return sequentialize(X, MERGE(Y, B))
else return MERGE(MERGE(X, B), Y)

else if sequential(B) then
return MERGE(B, A)

else if condition(A) = condition(B) then
begin

STT ← MERGE(true(A), true(B))
STF ← MERGE(false(A), false(B))
return subtree(condition(A), STT, STF)

end
else if condition(A) > condition(B) then

begin
ABl ← MERGE(A, true(B))
ABr ← MERGE(A, false(B))
if ABl = A⇒true(B) and ABr = A⇒false(B)

return sequentialize(A,B)
else

return subtree(condition(B), ABl, ABr)
end

else (condition(A) < condition(B))
return MERGE(B, A)
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A′ is smaller than A either if A′ is a strict part of (is strictly
included in) A, or if A’ and A are two tree sequences and A′ is
shorter than A, or if A′ and A both are rooted binary trees such
that the condition at the root of A′ is strictly greater than the
condition at the root of A.

We extend this well-founded relation into the following lexicographic rela-
tion:

< A′, B′ > is smaller than < A,B > if A′ is smaller than A
or if A′ = A and B′ is smaller than B.

The correctness proof.

1. If A (or B) simply is a decision, it is obvious that all properties 1 to 6
hold if we choose GT = sequentialize(A,B). (We only have to check
each condition.)

2. Let us assume that both A and B are rooted trees. Assume that C is
the condition at the root of A.

• C is smaller than the condition at the root of B. Let A =
root(C,At,Af). We can assume that the algorithm is correct for
At and Af . Let ABl = merge(At,B) and ABr = merge(Af,B).

– Assume that ABl = sequentialize(At,B) and
ABr = sequentialize(Af,B). By Property 3, it means that
neither At nor Af share a condition with B. Hence, A does
not. Thus, sequentialize(A, B) is a correct result, since it
enjoys Properties 3, 4, 5 and 6.

– Assume that ABl 6= sequentialize(At,B) or
ABr 6= sequentialize(Af,B). By Property 3, either At or
Af share a condition with B. Hence, A also does. Thus,
GT = subtree(C,ABl,ABr) fulfills Properties 3 to 6. This
is rather obvious for Properties 3, 4 and 6. Let us check Prop-
erty 5. Assume that GT is not optimal. Since, obviously, C
is evaluated only once in GT , some conditions should be eval-
uated twice or more in ABl or ABr. But this is impossible
by the induction hypothesis.

• The same condition C is at the root of A and B. Let A =
root(C,At,Af) and B = root(C,Bt,Bf). By induction hypoth-
esis, the algorithm is correct for the pairs (At,Bt) and (Af,Bf).
Let GT = subtree(C,merge(At,Bt), merge(Af,Bf)). Property
3. clearly holds for GT since A and B share the condition C.
Property 4. holds by construction of GT and by the induction
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hypothesis. Property 5. holds because C is evaluated only once
in GT and by the induction hypothesis. Property 6 holds for the
tree sequences contained in GT by induction hypothesis.

• C is greater than the condition at the root of B. Then, B is
greater than A according to the chosen well-founded relation.
Hence, merge(B,A) is a correct result, by induction hypothesis,
using the lexicographic well-founded ordering.

3. Let us assume that A is a rooted tree and that B is a tree sequence.
Let X be the first sequential tree in the sequence and let Y be the
remaining part of the sequence. X is shorter than B. Thus, we can
use the induction hypothesis for the pair < A,X >.

• Assume that merge(A, X) = sequentialize(A,X). It means
that A and X share no condition by Property 3. We can also
compute merge(A, Y ), by induction hypothesis. Then, clearly,
GT = sequentialize(X,merge(A, Y )) enjoys Property 3 since X
has no condition in common with A and Y . Evaluating GT brings
the same decisions as evaluating, X, A, and Y separately. Thus
Property 4. holds. No condition is evaluated more than once in
GT since X share no condition with merge(A, Y ) and by induc-
tion hypothesis. Hence Property 5 holds. Property 6 holds by
induction hypothesis applied to merge(A, Y ).

• Let us now assume that merge(A,X) 6= sequentialize(A,X).
Then, it must be a rooted tree (see B.). By Property 3, A and X
share a common condition. Thus, obviously merge(A,B) must
be equal to merge(merge(A,X), Y ) and all required properties
hold by induction.

4. If B is a rooted tree and A is a tree sequence, we just swap A and B.
Then, the same reasoning applies.

5. The last case arises when both A and B are tree sequences. Let X be
the first sequential tree of A and let Y be the remaining tree sequence.
The algorithm returns GT = merge(X,merge(Y,B)). Since X and Y
both are smaller than A, GT is well-defined (the induction hypothesis
can be used). We observe that GT = sequentialize(A, B) if and only
if A and B does not share any common condition since, in that case,
merge(X,merge(Y,B))

= merge(X, sequentialize(Y,B))

= sequentialize(X, sequentialize(Y,B))
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= sequentialize(sequentialize(X,Y ), B)

= sequentialize(A,B).

Properties 4, 5, and 6 hold (mainly) by induction hypothesis.

6.4.4 Evaluating sequential trees

We must modify the evaluation algorithm to handle sequential trees. The
result is presented in Algorithm 6.7. It uses the new function subtrees(T ),
which returns the tree sequence of the sequential tree T assuming the latter
is a sequence. Every subtree is evaluated separately and the results form the
decision set to return. Since the algorithm visits a leaf for each single rule
to form the decision set, it has complexity O(c + r) where c is the number
of distinct conditions present in the tree and r is the number of rules whose
local tree has been merged into the global tree.

Algorithm 6.7 evaluate decision tree(T) - Evaluation of a sequential tree
Precondition:

• T is a sequential tree

Postcondition:

• The algorithm returns a set composed of (rule, decision) couples with
respect to the current environment. Each element of the set corre-
sponds to a distinct rule whose local tree has been merged in the
global tree.

if leaf(T) then
return {decision(T)}

else if sequential(T) then
begin

res ← {}
for all ST in subtrees(T) do

res ← res ∪ evaluate decision tree(ST)
return res

end
else

begin
if eval condition(condition(T)) = true

return evaluate decision tree(true(T))
else

return evaluate decision tree(false(T))
end
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6.4.5 Implementation details

To implement sequential trees, we introduce a new box to represent a tree
sequence. It is called sequential box, has no successor (actually, the value
of its α pointer is always nil) and contains a simply-linked list holding the
subtrees of the sequence. Figure 6.9 depicts the structure of the box.

Figure 6.9: The sequential box

6.4.6 Experimental measures

We have implemented sequential trees in ASAX and we are now able to com-
pile global decision trees for our Darpa benchmark in more decent time. In
addition, to assess the improvement provided by the optimization, we have
the opportunity to test the different orderings we defined in Section 6.3.5.

We now provide the results of our experiments in Table 6.5. The column
OPTIM specifies the chosen ordering. The column CT provides the compi-
lation time, including parsing RUSSEL rules, extracting local trees, sorting
local trees, and merging sorted local trees. We do not provide separate tim-
ings for the intermediate steps since the first three are almost negligible.
The column ET is the total evaluation time for the benchmark, excluding
reading the BSM file and translating records into NADF format. The col-
umn LET depicts the evaluation time based on sorted local trees evaluated
sequentially, one after the other (note that only trees of active rules are eval-
uated). The column GN provides the number of nodes of the global tree.
Between parentheses are the numbers of conditions, of tree sequences, and
of decision nodes, respectively. Common subtrees are cached and they are
counted only once. The column LN gives the number of nodes of all sorted
local trees. The column ALE shows the average number of conditions that
are actually evaluated when sorted local trees are considered in turn. The
column AGE is the average number of evaluated conditions when the global
tree is used. The column AUE gives the average number of conditions that
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are uselessly evaluated in the global tree, i.e., they are not evaluated when
local (not sorted) trees are used to take the decisions. The line STB stands
for the implementation of ASAX which involves selftrigger boxes only and
the line LOC gives the results when (unsorted) local trees are used instead of
the global tree. Note that this version of local trees is not reorganized with
parametric conditions at the bottom. The other lines provide the results for
one of the orders defined previously.

We see that the merging time is dramatically improved. Notice that
many subtrees are sequentialized which is the main explanation to the facts
that the overall number of nodes is reduced and the merging times made
shorter. Using the local trees to decide if the rules must be executed or self-
triggered provides a speed-up of 3.95 (see Chapter 5). If we use the global
tree, we get an additional speed up of 1.95 in the best case.

The evaluation times are similar for all orders except for FR, which is
slower. This can be explained by the fact that FR modifies deeply the
organization of the local trees and thus entails many useless evaluations
(5.49 in average). The global trees have very different sizes and, in general,
the merging times are very related to this size. It is worth noticing that the
orders involving condition frequencies (FR, FP and FP’) entail the smallest
global trees. This proves that putting conditions that occur in many local
trees at the top encourages a high factorization rate.

Moreover, by factorizing as most as possible at the top of the global tree,
the merging algorithm quickly arrives at the situation sequentializing two
independent subtrees, which is the main factor of the reduction of the node
number. On the contrary, putting conditions which have a high probability
to be evaluated at the top entails large global decision trees. In fact, we
observe that local trees sorted by PE are the biggest ones. It results in having
the biggest merged global tree also. However, using that order produces very
few useless evaluations. This explains a better evaluation time.

Orders FR and PE are thus two extremes; the first one is best at com-
pilation while the second one is the best at evaluation. Orders AE and FP
intend to mix the advantages of both previous orders. We observe that,
while providing similar evaluation times as PE, they exhibit reduced com-
pilation times. Moreover, FP seems to be the best order regarding both its
compilation time and the size of its corresponding global tree. Its evaluation
time is a bit slower than PE but it is negligible.

About the orders which assume that non permanent rules are active with
probability 0.1, i.e. PE’, AE’ and FP’, we observe that their compilation
times are a bit slower than PE, AE and FP respectively. The evaluation
times from the orders based on ”actual” probabilities (TP, TA, FTP) are
very similar to the orders based on arbitrary probabilities.

A few general interesting observations can be made. First, if we compare
the column LET with the column ET or the column ALE with the column
AGE, we see the relevance of achieving factorization; the number of condi-
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OPTIM CT ET LET GN LN ALE AGE AUE

STB 0 26.15 - - - - - -

LOC 0.01 6.67 6.67 - 276 56.09 - -

FR 0.36 4.63 11.84 539(243/207/89) 286 76.05 15.59 5.49
PE 0.76 3.42 6.78 2,886(1,315/1482/89) 295 52.01 12.68 0.36
AE 0.43 3.5 7.73 1,173(475/609/89) 293 59.62 13.72 1.9
FP 0.25 3.55 9.47 498(211/198/89) 287 72.19 13.16 2.79
PE’ 0.84 3.6 7.04 2,900(1,338/1,473/89) 302 54.83 13.41 1.16
AE’ 0.59 3.49 7.72 1,332(535/708/89) 287 58.45 12.98 1.16
FP’ 0.26 3.51 9.34 624(246/289/89) 287 72.17 13.16 2.79

TP 0.72 3.51 6.71 2,269(1,008/1,172/89) 295 52.01 12.68 0.37
TA 0.76 3.66 6.69 1,879(751/1,039/89) 292 52.01 12.68 0.37
FTP 0.59 3.56 9.4 1,458(574/795 /89) 289 69.51 12.43 1.17

Table 6.5: Compilation and evaluation results of sequential trees

tions evaluated in the global tree is approximately five times less than for
local sorted trees. Second, some orders entail less useless evaluations than
others but they do not exhibit better evaluation times. In fact, the global
tree for such orders is composed of far more tree sequences and evaluating a
tree sequence, i.e., sequential box generates a non neglibible overhead. The
time gained from evaluating less useless conditions is spent in that overhead.
A well-representative example of this situation is provided by orders AE and
FP.

6.4.7 Excluding conditions

In some situations, we would like to merge non critical conditions faster.
Assuming we have chosen an order for the conditions with more significant
conditions first, we can exclude all conditions beyond a given position from
the merging process. A subtree with only excluded conditions is then con-
sidered as a single leaf and it is always inserted in a tree sequence during
the merging process. We call such subtrees excluded subtrees.

Algorithm 6.8 depicts the modification of the merging algorithm to han-
dle this feature. It uses the function excluded(T ), which returns true if the
tree T contains excluded conditions only. Of course, with this approach,
some conditions may be evaluated several times. Moreover, not sorting the
excluded conditions inside the local trees allows us to preserve the original
order between these conditions and thus to limit node duplication. Al-
gorithm 6.9 presents the extended Algorithm 6.3 to sort local trees with
excluded conditions.

Evaluating sequential trees with excluded conditions

If condition exclusion is used, some conditions are likely to be evaluated
several times from one subtree to another. Thus, we make the complexity of
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Algorithm 6.8 Merging sequential trees with excluded conditions
Precondition:

• A and B are sorted trees.

Postcondition:

• The algorithm returns GT, the merging of A and B (see specification
of Algorithm 6.1).

• Each condition in GT is bigger than its ancestors (with respect to the
defined order on the conditions)

• If A and B are independent, then GT is a sequential tree, i.e., the
sequentialization of A and B.

• If A or B is an excluded subtree, then GT is a sequential tree, i.e., the
sequentialization of A and B.

if external(A) or external(B) then
return sequentialize(A, B)

else if excluded(A) or excluded(B) then
return sequentialize(A, B)

else . . .

the evaluation algorithm more precise for that situation. The worst case is
illustrated by the excluded conditions which are present in every rule. Since
the maximum length for the tree sequence of a sequential tree is the number
of merged rules, the algorithm has complexity O(ec × r + nec + r) where
ec is the number of excluded distinct conditions and nec is the number of
distinct conditions which are not excluded.

Experimental results

To assess the impact of condition exclusion, we have selected the order which
entails the longest compilation time, i.e. PE. We have tested this order with
various exclusion rates ranging from 10% to 100% (of the less priority con-
ditions). The results are provided in Table 6.6. The column ER indicates
the exclusion rate. The column RE depicts the average number of repeti-
tive evaluations. We observe that the higher is the exclusion rate the faster
is the compilation. We witness a drastic improvement starting from 80%.
However, the evaluation time starts to increase from that point. This is
explained by the fact that excluded subtrees become too big, hence many
excluded conditions are evaluated several times. We see the fast evolution
of the number of repetitite evaluations in column RE. Starting from 70%,
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Algorithm 6.9 SORT LOCAL TREE(T) - Sort a local decision tree with
excluded conditions
Precondition:

• T is a local decision tree

Postcondition:

• returns T’ so that:

– all paths of T’ are of the form: < c1, . . . , cn, ec1, . . . , ecm, d >
where c1, . . . , cn are conditions (not excluded), ec1, . . . , ecm are
excluded conditions and d is a decision.

– ∀i, j : 1 ≤ i < j ≤ n : ci < cj

– the evaluation of T’ gives the same results as T .

if external(T) then
return T

else if excluded(T)
return T

else
begin

C ← get smallest condition(T)
begin

STT ← SORT LOCAL TREE(simplify(T, C, true))
STF ← SORT LOCAL TREE(simplify(T, C, false))
return subtree(C, STT, STF)

end
end

we observe that number of useless evaluated conditions decreases. This can
be explained by the fact that excluded subtrees are not sorted and thus
do not entail useless evaluations. It is worth noticing that excluding 100%
of the conditions creates a sequentialization of the unsorted local decision
trees. Since evaluating the global tree amounts thus to evaluate each (un-
sorted) local tree separately, the corresponding evaluation time is higher
than evaluating (unsorted) local trees for active rules only (see Table 6.5).

Choosing the right percentage of condition to exclude is not obvious.
The optimal value for our benchmark is somewhere between 70% and 80%.
However it is likely to vary depending on the content of the rules. As a
result, condition exclusion should be used wisely.
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ER CT ET GN LN ALE AGE AUE RE

10% 0.72 3.43 2,735(1,254/1,392/89) 295 52.01 12.68 0.36 0
20% 0.7 3.45 2,735(1,254/1,392/89) 295 52.01 12.68 0.36 0
30% 0.64 3.43 2,741(1,254/1,398/89) 295 52.01 12.68 0.36 0.01
40% 0.62 3.46 2,709(1,250/1,370/89) 295 52.01 12.68 0.36 0.01
50% 0.49 3.42 2,736(1,250/1,397/89) 294 52.01 12.68 0.36 0.01
60% 0.38 3.46 2,633(1,214/1,330/89) 294 52.01 12.68 0.36 0.01
70% 0.15 3.48 2,239(1,079/1,070/90) 297 52.08 12.54 0.2 0.03
80% 0.02 4.45 272(165/16/91) 302 52.07 22.56 0.19 10.04
90% 0.01 6.56 264(168/9/87) 276 52.59 46.62 0.19 34.1
100% 0.01 8.28 277(189/1/87) 276 52.59 67.62 0.19 55.1

Table 6.6: Compilation and evaluation results of sequential trees with ex-
cluded conditions

6.5 Simplified trees

We observe in Table 6.3 that many conditions test the same NADF record
field (e.g., the field containing the identifier of the event) and only one of
them is true at the same time. Hence, assuming the conditions EVENT =
exec and EVENT = exit, there is no need to insert the second condition
in the ”true” branch of the first one during the merging operation. We
generalize this observation for all conditions whose value is determined by
the value of another condition. We say that such conditions are exclusive.
Another typical example is illustrated by the following conditions: EVENT
!= exec and EVENT = exec.

Many nodes of the global tree may contain conditions that are exclusive
with at least one of their ancestors. The optimization we introduce in this
section aims to simplify the exclusive conditions to reduce the size of the
global tree significantly. Assuming that conditions A, B and C are exclusive
in our running example, e.g., they cannot be true at the same time, Fig-
ure 6.10 shows the resulted simplified tree. Note that simplification is not
related to sequentialization. In general, if all conditions are exclusive, they
form a unique branch and the size of the global tree is 2 × C + 1 where C is
the number of distinct conditions. So it is linear in the number of conditions.

In the remainder of this section we describe in details how to simplify
exclusive conditions. We then modify the merging algorithm to achieve the
simplification and we conclude by assessing our novel optimization with the
Darpa benchmark.

6.5.1 Simplifying trees

Simplifying a tree consists of removing conditions whose evaluation is use-
less, regarding the taken branches from their ancestor conditions. The re-
moved conditions are replaced either by their ”true” subtree or by their
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Figure 6.10: A simplified global tree

”false” subtree depending on their value. Our optimization only simplifies
conditions involving NADF fields.

Generally, conditions involving NADF fields have one of the following
form: either present f or f op v where f is a field name, v is a value and
op is a relational operator =, !=, < or >. Let us assume two conditions A
and B. Table 6.7 depicts all situations involving A and B that are subject
to simplification. For each row, we indicate the form of conditions A and
B and the value of B corresponding to the value of A. This table is used
to simplify global trees. Assuming that A and B are located in the same
branch and that their patterns match one of the situations depicted in the
table, the following rule is applied to simplify trees: if B is in the ”A value”
branch of A then B is simplified with its ”B value” subtree.

A B A value B value
present f f {=,<,>} a false false

f != a false true
f = a present f true true

f = b (b 6= a) true false
f != a true false

false true
f != b (b 6= a) true true

f != a f = a true false
false true

f = b (b 6= a) false false
f != b (b 6= a) false true

Table 6.7: Table of exclusive conditions
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6.5.2 Merging simplified trees

We present now, in Algorithm 6.10, a modified version of our merging algo-
rithm. It has been extended to merge simplified trees accordingly to the prin-
ciple stated in Section 6.5.1. The simplification is performed when a condi-
tion is inserted inside the merged tree. In case the condition is exclusive with
a condition present in the currently built branch of the merged tree, it is sim-
plified. The algorithm uses the additional function implicit value(C1, C2),
which calculates the implicit value of condition C1 accordingly to the branch
taken from condition C2, if C1 and C2 are exclusive. Checking for exclu-
sive conditions is achieved in O(c) time where c is the number of distinct
conditions (this complexity is fully described in Section 6.5.3).

6.5.3 Implementation details

To allow a fast processing of exclusive conditions, the ”exclusivity” between
conditions is computed only once before merging. This process aims to
attach a set of exclusive conditions, called exclusivity set, to every condition.
Since ancestors of a condition are always lower thanks to sorted trees, there
is no need to calculate ”exclusivity” with greater conditions. To achieve the
operation, conditions are treated in an ascending order (according to their
defined ordering). For each condition, we scan the previous conditions for
any ”exclusivity” in a descending order. The scanning stops either at the
first condition identified as exclusive or when all previous conditions have
been tested. In the first situation, the condition whose exclusivity set is
being calculated inherits the one of the encountered condition, in which the
later is added. The second situation means that the treated condition has
no exclusive conditions.

During the merging process, the algorithm tags the conditions belong-
ing to the current branch being built. These conditions are then untagged
when the algorithm backtracks to start a new branch. For each taged con-
dition, we also retain which branch has been taken. This information is
hold inside the condition descriptors. The first information allows us to eas-
ily identify exclusive conditions; before inserting a condition, the algorithm
checks its exclusive set for a taged condition, i.e., an exclusive condition
which is present in the current branch. If it is the case, a simplification has
is achieved. The second information allows the function implicit value to
calculate the implicit value of the condition to simplify. Checking for an
exclusive condition has complexity O(c) where c in the number of distinct
conditions. Indeed, the worst case is the situation involving a condition
which is exclusive with most other conditions. We never observed such a
case, however. So we think that it is reasonable to expect very few con-
ditions with large exclusive sets. According to that fact, checking for an
exclusive condition is achieved in a time closer to constant than linear.



141

Algorithm 6.10 MERGE(A, B) - Merging simplified trees
Precondition:

• A and B are sorted trees.

Postcondition:

• The algorithm returns GT, the merging of A and B (see specification
of Algorithm 6.1).

• Each condition in GT is bigger than its ancestors (with respect to the
defined order on the conditions)

• Every condition inside GT is not exclusive with one of its ancestors.

if external(A) or external(B) then
return leaf(union(decision(A), decision(B)))

else if condition(A) = condition(B) then
begin

STT ← MERGE(true(A), true(B))
STF ← MERGE(false(A), false(B))
return subtree(condition(A), STT, STF)

end
else if condition(A) > condition(B) then

if condition(B) is exclusive with one of the conditions present in the
current built branch then

Let Cond, the exclusive condition with condition(B)
if implicit value(condition(B), Cond) = true then

return MERGE(A, true(B))
else

return MERGE(A, false(B))
else

begin
STT ← MERGE(A, true(B))
STF ← MERGE(A, false(B))
return subtree(condition(B), STT, STF)

end
else (condition(A) < condition(B))

return MERGE(B, A)
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OPTIM CT ET LET GN LN ALE AGE AUE

STB 0 26.15 - - - - - -

LOC 0.01 6.67 6.67 - 276 56.09 - -

FR 1.99 4.08 11.84 1,000(505/0/495) 286 76.05 15.01 5.48
PE 0.62 2.97 6.78 700(380/0/320) 295 52.01 11.82 0.36
AE 0.62 2.95 7.73 699(380/0/319) 293 59.62 12.91 1.89
FP 0.63 2.91 9.47 653(332/0/321) 287 72.19 12.42 2.79
PE’ 0.61 3.03 7.03 690(370/0/320) 302 54.83 12.54 1.15
AE’ 0.59 2.97 7.72 687(368/0/319) 287 58.45 12.24 1.16
FP’ 0.61 2.95 9.34 647(326/0/321) 287 72.17 12.42 2.62

TP 0.67 2.88 6.71 739(375/0/364) 295 52.01 12.19 0.37
TA 0.67 2.92 6.69 739(375/0/364) 292 52.01 11.84 0.37
FTP 0.88 2.8 9.4 863(435/0/428) 289 69.51 11.68 1.17

Table 6.8: Compilation and evaluation results of simplified trees

6.5.4 Experimental measures

We now assess the improvement provided by simplified trees. We performed
the same experiments as for sequential trees. Table 6.8 depicts the results.
We can see that compilation times are all around 0.6 excepting for FR.
Evaluation times are also all similar excepting for FR again. FR has still
the lowest evaluation time for the same reason as for sequential trees, i.e.,
it entails the highest number of useless evaluations. Evaluation times are
all a bit faster than those provided by sequential trees however (around
0.5 sec faster). We get here an additional speed-up of 2.38 with respect to
local trees in the best case. This improvement is explained by the fact that
exclusive conditions are not evaluated anymore. This is illustrated by the
average numbers of global evaluations, which are lower than those entailed
by sequential trees. It is also worth noticing that the average numbers of
useless evaluations are nearly identical to those produced by sequential trees,
proving that these figures mainly depends on the used ordering.

As for sequential trees, compilation times benefit significantly from sim-
plified trees. However, the most rewarding improvement is the decrease of
the evaluation times with respect to sequential trees. As a result, using both
simplified and sequential trees together should provide optimal results.

6.6 Putting simplification and sequentialization to-
gether

6.6.1 Simplified sequential trees

We now combine the two techniques to benefit from their respective advan-
tages, resulting in merging simplified sequential trees. Figure 6.11 depicts a
simplified sequential tree with three exclusive conditions. More interestingly
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Figure 6.12 presents a case where condition C has no dependencies with the
others. It gives a better idea of how a simplified sequential tree looks like
in general.

Figure 6.11: A simplified sequential tree with exclusive conditions

Figure 6.12: A simplified sequential tree with only two exclusive conditions

Algorithm 6.11 is the final version of the merging algorithm involving
both sequential trees and simplified trees. It has to be noticed that ex-
cluded subtrees are not simplified when inserted. Since excluded conditions
are expected to be insignificant and thus rarely evaluated, we think that
evaluating exclusive conditions inside excluded subtrees is a negligible price
to pay. As a result, we prefer not to simplify excluded subtrees to spare
time during the merging operation.

6.6.2 Experimental measures

This time we present results for orders FR, PE, AE and FP only. The figures
are depicted in Table 6.9. We observe that we have now almost negligible
compilation times. This proves that combining both optimization techniques
is the best solution to reduce global tree sizes drastically, which is obviously
illustrated in column GN. Almost all global trees have less nodes than the
set of local trees. Evaluation times are a bit slower than for simplified (non
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Algorithm 6.11 MERGE(A, B) - Final Merging Algorithm
Precondition:

• A and B are sequential trees.

Postcondition:

• The algorithm returns GT, the merging of A and B.

• Each condition in GT is bigger than its ancestors (with respect to the defined
order on the conditions)

• If A and B are independent, then GT is a sequential tree, i.e., the sequen-
tialization of A and B.

• If A or B is an excluded subtree, then GT is a sequential tree, i.e., the
sequentialization of A and B.

• Every condition inside GT is not exclusive with one of its ancestors.

if external(A) or external(B) then
return sequentialize(A, B)

else if excluded(A) or excluded(B) then
return sequentialize(A, B)

else if sequential(A) then
Let X⇒Y the decomposition of A where X is not sequential and Y might be

sequential.
if MERGE(X, B) = X⇒B then

return sequentialize(X, MERGE(Y, B))
else return MERGE(MERGE(X, B), Y)

else if sequential(B) then
return MERGE(B, A)

else if condition(A) = condition(B) then
begin

STT ← MERGE(true(A), true(B))
STF ← MERGE(false(A), false(B))
return subtree(condition(A), STT, STF)

end
else if condition(A) > condition(B) then

if condition(B) is exclusive with one of the conditions in the current built branch
then

Let Cond, the exclusive condition with condition(B)
if implicit value(condition(B), Cond) = true then

return MERGE(A, true(B))
else

return MERGE(A, false(B))
else

begin
ABl ← MERGE(A, true(B))
ABr ← MERGE(A, false(B))
if ABl = A⇒true(B) and ABr = A⇒false(B)

return sequentialize(A,B)
else

return subtree(condition(B), ABl, ABr)
end

else (condition(A) < condition(B))
return MERGE(B, A)
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STB 0 26.15 - - - - - -

LOC 0.01 6.67 6.67 - 276 56.09 - -

FR 0.02 3.33 11.84 322(139/95/88) 286 76.05 15.04 5.49
PE 0.02 3.3 6.78 243(104/52/87) 295 52.01 11.84 0.36
AE 0.02 3.44 7.73 228(99/42/87) 293 59.62 12.96 1.9
FP 0.02 3.39 9.47 238(101/50/87) 287 72.19 12.6 2.79

Table 6.9: Compilation and evaluation results of simplified sequential trees

sequentialized) trees. This is probably due to the fact that our algorithm
to traverse sequential trees is a bit more complicated and could be slightly
improved. On the contrary, they are slightly better than for sequential (non
simplified) trees thanks to the simplification. Thus combining simplifica-
tion and sequentialization is the best choice on this benchmark and it is
completely satisfactory. The order PE seems to be the best choice since it
provides the best evaluation time –it provides an overall speed-up of 7.92
with respect to STB– and evaluates the least number of useless conditions.
Moreover, the overall speed-up with respect to the original implementation
of ASAX is now of about 16.9. Since compilation times are now completely
satisfactory, we do not assess the impact of excluded conditions. In fact, the
improvement is expected to be negligible. However, it is probably rewarding
in situations involving a lot more distinct conditions and rules.

Recall that using local decision trees to calculate decisions is not advan-
tageous for stateless rules (see Section 5.7). The evaluation factorization
provided by the global tree now benefits to all kind of rules. This can be
noticed in Figures 6.13 and 6.14; using a global tree –it has been built ac-
cording to the PE order in these figures– provides the best analysis time
regardless the number of rules or instances.

6.7 Conclusion

In this chapter, we have described an optimization technique to factorize
the evaluation of conditions. This consists of merging all local decision
trees to form a single global decision tree. It is necessary to consider the
growing size of the global tree during the merging operation. The naive
merging does not take that fact into account and, consequently, a complete
merging cannot be achieved because the global tree grows exponentially. We
had to deploy other optimization techniques based on sorted trees to keep
the size of the global tree as small as possible during the merging. The
first technique sequentializes independent subtrees, i.e., subtrees that do
not share any common conditions, instead of merging them. It allows us to
reduce the number of node duplications. The second technique simplifies all
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Figure 6.13: Analysis time with respect to the number of rules (with global
tree)

nodes of the global tree whose evaluation is implicit regarding their ancestor
conditions. Both techniques taken separately provide very good results;
it is possible to compile the global tree in less than one second (for our
benchmark). Moreover, taken together, they provide much better results;
the compilation time drops to 0.02 seconds, which is quite satisfactory. Also,
thanks to condition factorization, the evaluation time is more or less two
times better than for evaluating local decision trees separately. It results
in an overall speed-up of about 16.9 with respect to the original version of
ASAX on the Darpa benchmark.

Nevertheless, there are some aspects that still need to be optimized.
First, the problem about multiple evaluations of parametric conditions is still
not solved. Moreover, global conditions that are moved inside parametric
subtrees because of the condition ordering are also subject toe be evaluated
several times. Second, the global decision tree includes all local decision
trees, which is not really optimal. Indeed, calculating decisions for non
active rules entails a waste of ressource. In fact, to be optimal, the global
decision tree should include only the useful local decision trees. As a result,
the global decision tree needs to be recalculated for each record regarding
the active rules.

The next chapter addresses the first issue by designing an optimized
evaluation technique for parametric conditions. In general, most records are
relevant for only one rule instance and parametric conditions are crucial to
select relevant records. In other words, parametric conditions ar true for
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Figure 6.14: Analysis time with respect to the number of instances (with
global tree)

only one instance (in general). The idea is thus to select the right instance
in constant time when testing a parametric condition.
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Chapter 7

Optimizing the evaluation of
decision trees involving
parametric conditions

7.1 Introduction

Till now, our optimizations are not well adapted for rules featuring condi-
tions on parameters because the decisions are computed at a rule-level. Yet,
instances of the same rule might have a different behavior depending on their
actual parameters. We calculate a decision for every instance by evaluat-
ing parametric subtrees attached to parameters decisions. However, these
subtrees are not optimized since their evaluation does not involve condition
factorization. They are evaluated as many times as there are instances of
the corresponding rule. Moreover, global conditions that receive an order
number greater than at least one parametric condition may be located inside
parametric subtrees and thus are likely to be evaluated several times.

In fact, our optimizations are very rewarding when most declared rules
are stateless, i.e., do not have parameters. The massive self-triggers and the
factorization reduce the evaluation time significantly. To the contrary, ap-
plications involving many instances of stateful rules cannot benefit from the
optimizations. Indeed, in general, each event in the analyzed data stream
belongs to at most one scenario and thus is relevant for only one rule in-
stance. Moreover, stateful rules select relevant records by testing one or
several NADF fields with respect to the actual parameters of each instance.
For example, consider a RUSSEL module that monitors all TCP sessions
in a network traffic. Typically, it creates a rule instance for every tracked
session. Each instance receives the 4-uple identifier of its corresponding ses-
sion as parameters. It consists of the source IP address, the destination IP
address, the source port and the destination port. These four parameters
are tested with respect to the current record to identify network packets
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belonging to the right session. A network packet (thus a record) belongs to
at most one TCP session. Yet, all instances are executed despite only one
is actually useful.

In this chapter, we design a new algorithm to optimize the evaluation of
parametric conditions. This novel optimization does not require to ”isolate”
these conditions in apart subtrees. The parameters decision is thus no longer
used. The main idea consists of using hash tables to retrieve in minimum
time all instances for which an evaluated parametric condition is true.

The Darpa benchmark does not benefit from the optimization because
few rule instances are involved. Thus, to illustrate the efficiency of the
technique, we perform experiments with an application involving thousands
of rule instances. This application is the stateful honeytank [65].

The remainder of the chapter is organized as follows: Section 7.2 presents
our new evaluation algorithm. Section 7.3 describes the low-level techniques
used to implement the algorithm efficiency. Section 7.4 presents our exper-
iments with the Darpa benchmark. Section 7.5 describes the experiments
we have conducted with the stateful honeytank. Finally, Section 7.6 draws
the conclusion.

7.2 Clustering rule instances while evaluating de-
cision trees

Our optimization consists of a new evaluation algorithm for decision trees.
We can describe the main changes by the following. The evaluation of a
decision tree returns a triplet containing three sets of rule instances (E, T,
D) where:

• the set E contains the instances to execute.

• the set T contains the instances to re-trigger.

• the set D contains the instances to discard.

During the evaluation of the global tree, each subtree is associated to a
”current” set of rule instances of which it calculates the decisions. Every
evaluation of a parametric condition splits the ”current” set of the subtree
whose root is the evaluated condition into two subsets: a) the instances for
which the condition is true and b) the instances for which the condition is
false. The first subset is associated to the ”true” subtree while the second one
is associated to the ”false” subtree. The evaluation continues then through
both ”true” and ”false” subtrees. When a global condition is evaluated, the
”current” set is not splitted but the whole set is associated to the subtree
determinated by the evaluation. The evaluation of the global tree then
continues through that subtree.
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It the evaluated subtree is composed of a tree sequence, the current
instance set is split into smaller subsets. Each subset is associated to a
subtree of the sequence and contains instances of rules whose decisions are
calculated in this subtree. Note that instances cannot belong to more than
one subset since all subtrees calculate decisions for distinct rules. Once the
evaluation arrives at a leaf, the corresponding decision is assigned to all
associated instances.

The new evaluation algorithm is depicted in Algorithm 7.1. We use the
following representation for triplets:

• The empty triplet, i.e. the triplet containing three empty sets is rep-
resented by {}.

• The content of a triplet is indexed by decision names. For example,
D[execute] denotes the set of instances to execute inside the triplet D.

• The operator ∪ performs the union of two triplets:
Assuming that D1 = (E1, T1, D1) and D2 = (E2, T2, D2),
D1 ∪ D2 = (E1 ∪ E2, T1 ∪ T2, D1 ∪ D2).

Assuming we know for each subtree the rules for which it calculates
the decisions, the function instances for subtree(I, ST ) returns a subset
of I containing instances of rules whose decisions are calculated in subtree
ST . The function evaluate condition(C, I) splits the instance set I into
two subsets which are returned; one contains the instances for which the
evaluated condition is true and the other contains the remaining instances.

Figure 7.1 depicts an example of a decision tree being evaluated by our
new algorithm. Conditions A, B and C are parametric conditions. Assuming
the tree is evaluated with a set of instances identified by distinct numbers
ranging from 1 to 5, the table provided in the figure gives the values of
the parametric conditions for each instance. The value ”any” means that
the condition is either true or false. For each subtree, we see the ”current”
instance set that is associated to it according to the values provided by the
table. Once the tree has been evaluated, the returned triplet is ({1}, {2,3,4},
{5}).

Since the evaluation algorithm of decision trees does not return a set
containing a decision for each rule, the algorithm evaluating a record needs to
be adapted. The new version of this algorithm is provided in Algorithm 7.2.
Instances to execute, to re-trigger and to discard are treated in turn in that
order.

7.3 Implementation details

Despite the fact that the abstract algorithm is very simple, its implemen-
tation can be inefficient if we do not choose appropriate data structures
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Algorithm 7.1 evaluate decision tree(T, I)
Precondition:

• T is a sequential decision tree.

• I is the ”current” set of instances for the tree T

Postcondition:

• returns the triplet (E, ST, D) where:

– E contains the instances of T to execute.

– ST contains the instances of T to re-trigger.

– D contains the instances of T to discard.

if external(T) then
begin

D ← {}
D[decision(T)] ← I
return D

end
else if sequential(T) then

begin
res ← {}
for all ST in subtrees(T) do

res ← res ∪ evaluate decision tree(ST, instances for subtree(I, ST))
return res

end
else

begin
(TI, FI) ← evaluate condition(condition(T), I)
DT1 ← evaluate decision tree(true(T), TI)
DT2 ← evaluate decision tree(false(T), FI)
return DT1 ∪ DT2

end
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Algorithm 7.2 analyze record(R) - Record analysis (modified version with
local decision trees)
Precondition:

• R is the current NADF record.

• The environment contains a global decision tree GDT.

Postcondition:

• All instances in current have been treated (either executed, self-
triggered, or discarded depending on the evaluation of the evaluation
of the global decision tree GDT)

begin
pre process(R)
(E, ST, D) ← evaluate decision tree(GDT, current)
for all inst in E do

begin
APA ← param(inst)
selftriggered ← evaluate rule(code(inst))
if selftriggered = false then

kill(inst)
end

move instances(ST, next)
for all inst in D do

kill(inst)
while current triggered is not empty do

begin
inst ← pick one instance(current triggered)
APA ← param(inst)
evaluate rule(code(inst))
kill(inst)

end
end
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A B C
1 true true any
2 true false any
3 true false any
4 false any true
5 false any false

Figure 7.1: Associating instance sets to each subtree

wisely. In this section, we describe implementation designs for the two fol-
lowing problems:

1. Representing the ”current” instance sets.

2. Splitting the ”current” instance sets into two subsets while evaluating
parametric conditions.

If we naively implement the abstract evaluation algorithm by using linked
lists to represent the ”current” instance sets (I in the algorithm), splitting
these lists into sublists would be very time consuming. For example, split-
ting a list when evaluating a sequential tree amounts to apply the function
instances for subtree(I, ST ) for each subtree ST of the sequence. This
function would scan I for instances of rules associated to the subtree ST .
Thus, the splitting operation has O(n2) complexity where n is the length of
I.

Each parametric condition tests parameters of one single rule. If the
instance selection process is implemented by evaluating the parametric con-
dition for each instance of its rule, the actual parameters of the instance
are copied to the parameters area (APA) of the virtual machine for each
evaluation. If there are more than one parametric condition in an evaluated
branch, actual parameters are most likely copied several times. The evalu-
ation process suffers thus from a waste of resource. In many situations, the
performance may be worse than the previous algorithms.
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7.3.1 Representing the ”current” instance sets

The ”current” instance sets of subtrees are represented by the current lists
inside rule descriptors. The implementation of our evaluation algorithm
adopts the following invariant:

Invariant 1. For each evaluated subtree, the ”current” instance set is rep-
resented by the current lists of all rules involved in the subtree.

When evaluating a sequential tree, we know that each subtree of the
sequence calculate decisions for distinct rules. Thus, the subsets for each
subtree are composed of the current lists of one or several rules already
composing the ”current” instance set. As a result, there is no need to
”physically” split the instance set and Invariant 1 is maintained for the
evaluation of each subtree.

Evaluating a parametric condition removes all instances for which the
condition is true from the current list of its rule. They are backuped in a list
inside the node to form the instance set for the ”true” subtree evaluation.
The remaining instances (in the current list) compose the instance set for the
”false” subtree. The latter is first evaluated. Then, the backuped instances
are restored inside the current list of the rule and the ”true” subtree is
evaluated.

When evaluating a decision, the following operations are performed de-
pending on the decision:

• execute: All instances in the current list of the associated rule are
(massively) moved to another list called the to execute list. This op-
eration is performed in constant time just like if it was a self-trigger
operation. The to execute list represents the instance set to execute
E in the triplet returned by the abstract algorithm.

• selftrigger : All instances in the current list of the associated rule are
self-triggered, i.e., they are (massively) moved to the next list of the
same rule. This is the same self-trigger operation as before except the
fact that it might be applied on a subset of the rule instances. Once
the global tree is evaluated, all instances that are in the next lists of
their respective rules compose the set of instances to re-trigger T in the
triplet returned by the abstract algorithm. However, they are already
re-triggered at that moment.

• discard : All instances in the current list of the associated rule are
deallocated.
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7.3.2 Splitting the ”current” instance sets into two subsets
while evaluating parametric conditions

Using hash tables to evaluate parametric conditions

To be optimal, instances for which an evaluated parametric condition is
true should be retrieved in constant time. We propose to use hash tables
to achieve this operation. If we assume that parametric conditions have the
following form:

p = v

where p is a parameter and v a value, all instances having v as value for
the parameter p form a set, which is identified by the value v. So, it is
natural to define the entries inside hash tables with v as the key and with
its corresponding instance set as the value. The idea is to assign a distinct
hash table to each parametric condition. Whenever a parametric condition
is evaluated, the tested value is used to access the hash table of the condition
and thus to retrieve all instances for which the condition is true.

Our approach is not applicable to all parametric conditions. First, keys
are single values. Interval of values cannot be used to access hash tables and,
consequently, parametric conditions testing inequalities (operators < and >)
cannot be optimized. Note that disequalities (!=) are optimizable because
the hash table actually returns the instances for which the condition is false
in that case. Second, parametric conditions cannot involve more than one
parameter to be optimized. Keys accessing hash tables are associated to only
one parameter. It would be difficult to design generic keys for an arbitrary
number of parameters. Finally, the tested parameters must not be part of a
compound expression since key values in hash tables are actual parameter
values. For example, assuming the condition if p=10, the corresponding
hash table returns all instances whose parameter p equals to 10. Now, if
we assume the condition if p+1=10, the hash table still returns the same
instances though it should return those whose parameter p actually equals
to 9.

Now that we have presented what the optimized evaluation of parametric
conditions consists of, we are in position to give an algorithm for the func-
tion evaluate condition(C, I), which is used in Algorithm 7.1. It is depicted
in Algorithm 7.3. Actually, there are three different cases to treat: global
conditions, optimizable parametric conditions and non optimizable para-
metric conditions. Just like the previous version of the algorithm, global
conditions are evaluated once (by function eval global condition(C)). All
instances associated to the evaluated subtree are then moved to the right
subset accordingly. The other subset is returned empty. For each optimiz-
able parametric condition, the function get true instances(C, v, I) returns
a subset of I containing instances for which the condition C has value v (it
accesses the hash table of condition C). Depending on if the condition is
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an equality or a disequality (respectively tested with functions eq(C) and
neq(C)), the retrieved instances have the tested condition equaling true and
false respectively and are assigned to the right subset. Note that we always
consider that hash tables returns ”true” instances in the following of this
thesis for clarity. The remaining instances in I are assigned to the other
subset. Non optimizable parametric conditions are evaluated by function
eval for instance(C, i) for each instance i of the rule involving the condi-
tion. The instances to test are selected thanks to two successive operations.
First, the function in rule(C) returns the rule r involving the condition C.
Then, instances of the associated set I that instantiate the rule r are ex-
tracted by function get instances from rule(I, r). The tested instances are
added to the right subset according to the evaluation results. The remaining
instances in I do not have to be tested. So they are added to any subset
indifferently (we have chosen the ”false” subset in our algorithm).

Using magic numbers to select the right instances

Let us assume the following invariant concerning all hash tables:

Invariant 2. For each parametric condition optimized by a hash table, for
each value v of the tested parameter, the associated hash table returns a list
of all instances having the value v for the parameter.

This invariant implies that hash tables return instances that are not in
the instance set associated to the current subtree. Indeed, it is possible
that some returned instances are either in a backuped list in another node,
in the list to execute, or self-triggered (in the next list of the rule). Of
course, instances that have been discarded cannot be returned since they
have been deallocated and thus removed from hash tables. The problem is
that only instances in the current list of the rule are eligible to form the
instance subset for the ”true” subtree. Assuming condition B is true for
instance 4 in Figure 7.1, Figure 7.2 illustrates well the problem by depicting
the situation where instance 4 must be self-triggered and executed for the
same ASAX cycle. The reason is that when instance 4 is moved the next
rule set of its rule, it remains accessible and able to be selected in all hash
tables. Thus, instance 4 is selected for the second time when condition B is
evaluated (recall that a ”true” subtree is evaluated after its sibling ”false”
subtree).

One solution is to select instances by testing the presence of each re-
turned instance in the current list of its rule. This is inefficient however
because this operation is quadratic in the number of instances. We chose
thus another solution involving magic numbers to achieve the selection of
the correct instances. It consists of assigning an identifier number to each
instance list. The identifier of the current list of a rule is stored inside its
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Algorithm 7.3 evaluate condition(C, I) - Condition evaluation
Precondition:

• C is a condition

• I is an instance set.

Postcondition:

• Let the current environment, the algorithm returns a pair (TI, FI) where:

– TI is the instance set extracted from I for which the evaluation of C is true.

– FI is the instance set extracted from I for which the evaluation of C is false
or which do not evaluate C.

begin
if parametric(C) then

Assuming the involved parameter is compared to value v
if eq(C) then

begin
TI ← get true instances(C, v, I)
FI ← I \ TI

end
else if neq(C) then

begin
FI ← get true instances(C, v, I)
TI ← I \ FI

end
else

begin
TI ← {}
FI ← {}
r ← in rule(C)
Inst ← get instances from rule(I, r)
for all i in Inst do

if eval for instance(C, i) = true then
TI ← TI ∪ {i}

else
FI ← FI ∪ {i}

FI ← FI ∪ (I \ Inst)
end

else
if eval global condition(C) = true then

begin
TI ← I
FI ← {}

end
else

begin
TI ← {}
FI ← I

end
return (TI, FI)

end
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A B C
1 true true any
2 true false any
3 true false any
4 false true true
5 false any false

Figure 7.2: Example of a wrong instance selection

descriptor and every instance holds the identifier (magic number) of the list
containing it inside its own descriptor as well. Thus, to select an instance
returned by a hash table, we have to check if its magic number is equal to
the magic number of the current list of its rule. This operation is achieved in
constant time. Checking all instances returned by a hash table has therefore
O(number of instances for which the tested condition is true) complexity.
However, it is expected that this operation is achieved in constant time
in most cases. Indeed, in most situations, parameters are tested to select
relevant records. Since every record is generally relevant for at most one
instance, hash tables return a list composed of one single instance in these
situations.

Magic numbers are assigned to instances when they are created or when
they are selected by a parametric condition evaluation (when they move to
another list). They are assigned in an ascendant order and the next number
to use is stored in the global variable N . When evaluating a parametric
condition, all selected instances are backuped and receive the magic number
N . N is then incremented by one. The magic numbers of the remaining
instances are unchanged, as well as the number of the current list of the
rule. Once the ”false” subtree is evaluated, the backuped instances are
restored in the current list, their magic number is assigned to the latter
and the ”true” subtree is evaluated. Note that the ”true” subtree is not
evaluated if no instances have been selected. However, we cannot know
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if there are remaining instances for the ”false” subtree. Indeed, it is too
costly to scan all rule descriptors for at least one non empty current list
at each evaluation of a parametric condition . Thus, the ”false” subtree is
systematically evaluated. Assuming all instances have the magic number 5
at the beginning of the cycle in Figure 7.1, Figure 7.3 how magic numbers
are assigned during the evaluation of the tree. We can notice that instance
4 can no more be selected by condition B since the instance has the magic
number 7 and the current list of its rule has number 6 at that moment.

Figure 7.3: Example of magic number distribution

Once the global tree is evaluated, all instances that self-trigger are in the
next lists of their respective rules. They all have a magic number lower than
the final value of N and the magic numbers might differ from one instance to
another (since subsets of instances might have been self-triggered in distinct
leaves and thus with different numbers). Also, instances triggered by the
executed ones receive a magic number lower than N . Consequently, at the
beginning of the next cycle, all current instances, as well as all current lists
of rules, have a magic number lower than the value of N . We call these lists
initial lists. As magic numbers of initial lists are not synchronized to the
magic numbers of their instances, the selection process cannot be performed
when accessing a hash table. Therefore, initial lists have to be treated
differently. Considering N start cycle, the value of N at the beginning of
the ASAX cycle. An initial list is identified when its magic number is lower
than N start cycle. Then, if the initial list is actually the current list, only
instances having also a number lower than N start cycle are selected.

To ensure the correct evaluation of the global tree, the two following
invariants must be satisfied:

Invariant 3. Let a rule r, all its instances having a magic number lower
than N start cycle or having the same magic number are:

• either all in the current list of the rule r.

• either all in a backuped list inside a node.
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• either all in the to execute list.

• or all in the next list of the rule r.

Invariant 4. During the evaluation of the global tree, the initial list of
instances of each rule has been splitted like follows:

• Instances to be executed have been placed in the to execute list. The
magic numbers of these instances are lower than N .

• Instances to re-trigger have been placed in the next list of their rule.
The magic numbers of these instances are lower than N .

• A residue of the initial list where the numbers of the list and of all
instances are lower than N start cycle.

• The rest has been placed inside (current or backuped) lists with a
magic number between N start cycle and N − 1. All instances have
the same number as their host list.

Binding hash tables to rule instances

When a new instance is created, it has to be added to the hash tables of
every optimizable parametric condition the local tree of the instantiated
rule contains. When an instance is discarded or dies after its execution, it
must be removed from all hash tables containing it. We design now a data
structure that allows us to achieve these operations in constant time.

Assuming the local tree of a single rule contains n parametric conditions
optimized by a hash table, each instance of the rule figures in n + 1 lists.
n lists correspond to one condition (hash table). The n + 1th list is either
the current list of the rule, the next list of the rule, a selected backuped list
or the list to execute. We call these lists the main lists. Cells composing
the main lists are instance descriptors. They are double-linked in order to
remove instances in constant time.

The cells of the n lists in hash tables point to the instances in the main
lists. They are also double-linked to allow the removal of references to
instances in constant time (when instances are discarded). For each instance,
there are n cells in the hash tables that point to this instance. These cells
are regrouped in a bind list. Each instance descriptor contains a pointer to
the bind list corresponding to the instance.

Figure 7.4 illustrates the invariant of the general situation for one in-
stance. We only represent the current lists of rules among the main lists for
clarity.

Let us illustrate now that adding and removing an instance of a rule to
and from our structure is achieved in constant time. In fact, these operations
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Figure 7.4: Example of a bind list

are linear in the number of parametric conditions for the rule, which is
actually constant since this number is fixed during the whole analysis.

Adding an instance to hash tables Each time a rule instance is trig-
gered, cells referring to it have to be added to all hash tables corresponding
to the parametric conditions present in the rule. To achieve it, we extend
rule descriptors to contain a list of conditions for each parameter of the rule.
When an instance is created by a trigger action, for each parameter, a cell
referring to the instance is added to the hash tables of the conditions present
in the corresponding list. The bind list is built in the same time; for each
inserted cell in the hash tables, a corresponding cell is added to the bind
list. Finally, a reference to the bind list is put inside the descriptor of the
created instance.

Removing an instance from hash tables Each time a rule instance is
discarded, its references have to be removed from all hash tables. The cells
to remove are retrieved thanks to the bind list of the instance. Each cell of
the bind list is deallocated in parallel with its corresponding cell in the hash
tables.
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7.4 Experimentation with the Darpa Benchmark

We have tested our new optimization technique on the Darpa benchmark.
For this experiment, we use the PE order (see 6.3.4) to sort the decision trees.
Table 7.1 compares the results with our previous implementation presented
in Chapter 6. We remind that the column CT provides the compilation
time, including parsing RUSSEL rules, extracting local trees, sorting local
trees, and merging sorted local trees. The column ET is the total evalua-
tion time for the benchmark, excluding reading the BSM file and translating
records into NADF format. The column GN provides the number of nodes
of the global tree. Between parentheses are the numbers of conditions, of
sequential subtrees, and of decision nodes, respectively. Common subtrees
are cached and they are counted only once. The column AGE is the average
number of evaluated conditions when the global tree is used. The column
AUE gives the average number of conditions that are uselessly evaluated in
the global tree, i.e., they are not evaluated when local (not sorted) trees
are used to take the decisions. The line NO PARAM provides the results
for our previous implementation, which does not involve parametric condi-
tions optimization while the line WITH PARAM gives the results for the
implementation involving our novel optimization.

CT ET GN AGE AUE
NO PARAM 0.02 3.3 243(104/52/87) 11.84 0.36
WITH PARAM 0.02 3.76 243(105/70/68) 12.48 0.72

Table 7.1: Results with optimized parametric conditions

We observe that the sizes of both global trees are identical. However,
the repartition between conditions, sequential subtrees and decision nodes
differs significantly. Indeed, since there are no more parametric subtrees in
the WITH PARAM version, more subtrees are merged. This illustrated by
a drop of the number of decision nodes, along with a significant increase of
sequential subtrees. The average number of evaluations increases slightly
as well as the average number of useless evaluations. It is a consequence of
merging the parametric subtrees. It entails an evaluation time a bit slower
with respect to the NO PARAM version.

Moreover, in our Darpa benchmark, parametric conditions are not sys-
tematically evaluated for all records. Some global conditions are more crit-
ical and are used before parametric conditions to filter relevant records. In
addition, there are very few instances for stateful rules, hence the impact of
using hash tables is not rewarding enough to overcome the loss entailed by
the additional useless evaluations.

As a result, we assess our approach with the help of another benchmark
in next section. This benchmark features many rule instances and thus
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should highlight the improvement provided by the optimization of paramet-
ric conditions.

7.5 Experimentation with the stateful honeytank

The work of Nicolas Vanderavero on honeytanks [65] uses the optimization
techniques presented in this chapter. His work includes experiments empha-
sizing the efficiency of the optimization of parametric conditions.

In this section, we present a sample of the experiments presented by
Vanderavero in his PhD thesis. The experiments composing the sample
feature the stateful version of the honeytank. The stateful honeytank is
an application implemented in RUSSEL and involving a high number of
rule instances in parallel. Part of the instances simulate a virtual host
with a unique IP address. Other instances simulate TCP sessions open on
these virtual hosts. Results show that the optimized version of ASAX is
able to simulate an arbitrarily large number of hosts. The reason is that,
for each incoming network packet, ASAX executes only the rule instances
identified by two IP addresses and two port numbers (actually very few
among many). All other rule instances are re-triggered in constant time.
The original version is not able to simulate a large number of hosts because
all rule instances are executed for every incoming packet.

We first give a short description of honeytanks as well as their objectives
in Section 7.5.1. To benefit from the optimizations, rules have to be designed
carefully. We explain in Section 7.5.2 how this is achieved. Finally, we
present and discuss the results of the experiments in Section 7.5.3.

7.5.1 Definition of honeytanks

In the field of networking, honeypots [58] are systems specifically designed
to be probed, attacked, or compromised by an online attacker. They are
used to collect malicious traffic for further analyses or to simply act as sim-
ple alarms. High-interaction honeypots are actual systems with operating
systems and applications. Low-interaction honeypots simulate a subset of
the functionalities of a real system. Their degree of realism depends on
the simulated functionalities. Low-interaction honeypots usually simulate
several hosts but their number cannot be large because of efficiency issues.

Honeytanks [66, 67] are low-interaction honeypots that are designed to
simulate large amount of hosts. Both a stateless and a stateful version are
implemented in RUSSEL. For our experiments, we only focus on the stateful
version since it creates large sets of rule instances (with parameters). In
terms of functionalities, the objectives of the stateful honeytank are the
following1:

1We assume the reader is familiar with the TCP protocol
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• Tracking TCP sessions. The first objective of the stateful honey-
tank is to accurately track TCP sessions in order to identify to which
session a given segment belongs.

• Handling TCP session initiation and clearing phases. With its
ability to track TCP session, the stateful honeytank knows in which
state is each TCP session. As a result, it correctly handles the 3-way
handshake and TCP clearing phases in every situation.

• Detection of out of order TCP segments. The sequence number
present in TCP segments is used to detect lost, duplicated or dese-
quenced segments. The stateful honeytank detects retransmitted and
desequenced segments in the data exchange phase of a session.

• Retransmission of SYN+ACK segments. As TCP is a reliable
protocol, segments which are not acknowledged in time must be re-
transmitted. This part of the TCP specification is not implemented.
However, to prove that a retransmission mechanism is feasible, the
stateful honeytank retransmits SYN+ACK segments which are not
acknowledged in time during the 3-way handshake phase.

• Supporting fingerprinting scans. The TCP protocol have many
different implementations (called TCP/IP stacks) which can be found
in different operating systems. It is possible to identify a particular
TCP/IP stack by observing its behavior in specific cases. This tech-
nique is called Operating System fingerprinting. The last objective of
the stateful honeytank is to simulate various TCP/IP stacks to respond
correctly to fingerprinting tools.

We invite the reader to refer to [65] for a more detailed discussion of hon-
eytanks.

7.5.2 Implementing honeytanks to benefit from optimiza-
tions

The Stateful honeytank is well adapted for our optimizations because every
incoming packet belong to at most one session. Consequently, only one rule
instance among a large number should be executed.

To fully benefit from the optimizations, the honeytank rules are writ-
ten accordingly to a methodology developed by Nicolas Vanderavero in his
PhD thesis. We now present a description of two situations needing that
methodology. For a full description of the methodology, we invite the reader
to refer to the chapter 7 of Vanderavero’s thesis.
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Selecting relevant network packets

Rules tracking TCP sessions usually have as parameters the 4-uple identifier
of the tracked TCP session. To determine if they are interested in the
current record (network packet), they check if it has the same 4-uple as the
one passed as parameters. Thus a conjunction of four parametric conditions
is evaluated. It is expected that only one instance satisfies all conditions.
However, one single condition may satisfy many instances. For example, if
the monitored network traffic contains many parallel TCP sessions opened
to the same server, the ”TCP destination port” parameter has the same
value for many rule instances. As a result, the accessed hash table returns a
long list of ”true” instances to treat. The right instance is thus not selected
in constant time.

The solution to this problem is to consider the identifying parameters as a
whole. Instead of the identifying parameters, rules receive as parameter their
concatenation. To determine if the current event must be handled by the
rule, it tests if the concatenation of the identifying attributes of the current
record matches the unique identifier passed as parameter. Unfortunately,
during the implementation of the stateful honeytank, this solution was not
usable due to an incomplete implementation of our optimizations. Indeed,
if the concatenation of the identifying attributes of an event is larger than
four bytes, it must be stored in a string variable. Using string as key to
access hash tables was not available at that time. A temporary solution
has thus been developed by using a hash of the identifying parameters and
a stub rule. By hashing a set of identifying parameters, we increase the
distribution of parameter values across the instances thus limiting the risk
of having many instances with the same value for a single parameter. In
addition to the identifying parameters, the stub rule receives as parameter a
hash of those parameters. This hash is stored in a four bytes integer location.
To determine if the current packet must be handled by the rule, the stub
rule tests if the hash of the identifier of the current packet equals to the hash
passed as parameter. If it is not the case, the (stub) rule re-triggers itself.
Otherwise, it triggers for the current record the complete version of the rule.
The complete rule compares as usual the identifier of the packets with its
parameters to ensure that there was no collision (due to the hashing). If
the complete rule self-triggers or triggers another rule that also proposes a
stub, it must trigger the stub version of the rule instead. Thus, the complete
version of the rule is only triggered for the current record ever. As a result,
the rule is not optimized and the efficiency issue does not appear anymore
while evaluating the global tree.



167

Optimizing timeouts

As explained earlier, an inequality test on a parameter amounts the evalua-
tion of the condition for all instances of the rule involving the condition. It
is obviously inefficient and using such conditions must avoided as most as
possible. However, honeytanks use such conditions to implement a timeout
mechanism.

To avoid the evaluation of an inequality test at each record, the au-
thor of the honeytank manages to calculate an estimation of the number
of the record for which a timeout will be expired. This number is given as
parameter to the created instances which involve timeouts. Testing a time-
out consists then of testing an equality between the number of the current
record and the number passed as parameter. Fortunately, the values of this
parameter are likely to be randomly spread amongst rule instances. It is
thus fully optimizable. If the current record number is not the estimated
record number, the instance simply self-triggers. Otherwise, it means that it
should be in timeout. It thus performs the real timeout test (the inequality)
to ensure that the instance is really expired. Indeed, this has to be achieved
since the number of record mechanism is only an estimation. If the last test
does not satisfy, it means that the instance is not expired. The rule thus
computes a new estimation and re-triggers itself with the new value. For
complete details about the estimation mechanism, we invite the reader to
refer to the chapter 7 of Vanderavero’s PhD thesis [65].

7.5.3 Assessing the honeytank

The experiment we present now aims to emphasize the benefit brought by
our optimizations to the honeytank. We show that the stateful version of the
honeytank simulates an arbitrary number of hosts and TCP sessions with
an ASAX cycle time (noted TASAX) remaining constant (bounded by a
constant). It means that optimizing the evaluation of parametric conditions
allows ASAX to handle an arbitrary number of instances of the same rule
in constant time. When using a non-optimized version of ASAX, TASAX is
linear in the number of instances.

Presentation of the experiments

We assess two versions of the stateful honeytank. One is designed for the
non-optimized version of ASAX while the other is crafted for the optimized
version. We denote the two versions as HTopt and as HTno-opt, respec-
tively. We also denote the optimized and non optimized versions of ASAX
respectively as ASAXopt and ASAXno-opt. Both versions of the state-
ful honeytank are executed by both versions of ASAX. There are thus four
configurations in total.
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The four configurations are assessed by the following experiment. A net-
work traffic generator, implemented in RUSSEL and executed by ASAXopt,
opens a given number of TCP sessions at a given rhythm towards distinct
hosts simulated by the honeytank. The honeytank is configured to stop
opened TCP session after 10 seconds of inactivity. The number of opened
TCP sessions is 10,000. For each configuration we perform a slow test and a
fast test. The slow test consists of opening a session every 10,000 microsec-
onds while the fast test opens a session every 1,000 microseconds. In total,
we have thus eight tests.

For each test, we measure the evolution of TASAX over time and the
response time of the honeytank, i.e., the elapsed time between the emission of
a SYN segment by the traffic generator and the reception of the SYN+ACK
reply.

Experimental results

Non-optimized stateful honeytank executed by the non-optimized
ASAX

We assess the behaviour of HTno-opt executed by ASAXno-opt. Figure 7.5
depicts the evolution of TASAX and the response time of the honeytank
during the slow test. We can see that, as a rule instance is created for
each opened session, TASAX grows linearly during the first 10 seconds. At
that moment, the first established session has reached its timeout value
of 10 seconds. Thus, the honeytank starts to discard sessions (and thus
instances) while the traffic generator continues to open sessions. TASAX
is then stable between 2,400 and 2,700 microseconds because sessions are
opened and discarded at the same rhythm. When the generator has opened
10,000 sessions, it remains silent and the honeytank discards the remaining
sessions progressively during the last 10 seconds. Since the response time
mostly depends on TASAX, it also grows linearly in the number of active
rule instances.

Figure 7.6 depicts the evolution of TASAX and the response time of the
honeytank over time during the fast test. To avoid scale problems and keep
the figure readable, values higher than the 98th percentile are filtered out.
We observe that TASAX grows faster and reaches over 25,000 microseconds,
which is almost 10 times slower than for the slow test. This is because
more sessions have been established before the honeytank starts discarding
them. Thus, as the generator emits a SYN every 1,000 microseconds, the
honeytank cannot cope with the packet arrival rhythm since it takes more
than 1,000 microseconds to treat a packet. Packets waiting to be treated
are accumulated in a queue in the format adapter. As a result, the response
time of a SYN is the time used to treat it plus the time used to treat all
packets in the queue before this SYN packet. The response time thus reaches
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Figure 7.5: HTno-opt - ASAXno-opt - slow test: Evolution of TASAX and
response time
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150 seconds.

Optimized stateful honeytank executed by the optimized ASAX

We assess now the behaviour of HTopt executed by ASAXopt. Figure 7.7
depicts the evolution of TASAX and the response time of the honeytank
over time during the slow test. Unlike the previous test, TASAX never goes
over 500 microseconds and thus the response time remains stable around 375
microseconds. We see that, with the optimized version of ASAX, TASAX
is bounded and is lower than for the previous test. We can also notice that
the time to treat all sessions (102 seconds) is faster than for the previous
test (115 seconds).

Figure 7.8 depicts the evolution of TASAX over time during the fast
test. We do not provide the evolution of the response time because it is
similar to the slow test. Like in the previous test, we can see that TASAX
globally remains below 500 microseconds. The peaks are explained by the
fact that calls to the libpcap library2 stalls the execution of ASAX on some
occasions. However, it is worth noticing that all sessions are treated in 12
seconds instead of 300 seconds for the previous test. This good performance
is due to the fact that TASAX remains below 1,000 microseconds so that
ASAX can cope with the packet arrival rhythm.

Non-optimized stateful honeytank executed by the optimized ASAX

We assess now the behaviour of HTno-opt executed by ASAXopt. We do
not show graphs for this test as the results are similar to the configuration
where ASAXno-opt is used. Both TASAX and the response time grow
linearly in the number of rule instances. It means that, in order to benefit
from the optimizations, RUSSEL rules need to be specifically written for
the optimized version of ASAX. Moreover, the performance of ASAXopt
executing HTno-opt is not worse than the performance of ASAXno-opt.
The optimized version of ASAX can consequently be safely used in all cases.

Optimized stateful honeytank executed by the non-optimized ASAX

Finally, we assess the behaviour of HTopt executed by ASAXno-opt. The re-
sults are similar to the configuration where HTno-opt is used. Both TASAX
and the response time grow linearly in the number of rule instances. How-
ever, the absolute results are twice better in this test. It might be due to
the fact that writing the rules specifically for the optimized version of the
honeytank has forced the programmer to write more structured code.

2The library used by the network format adaptor to capture the traffic
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Figure 7.6: HTno-opt - ASAXno-opt - fast test: Evolution of TASAX and
response time
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Figure 7.7: HTopt - ASAXopt - slow test: Evolution of TASAX and re-
sponse time
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Figure 7.8: HTopt - ASAXopt - fast test: Evolution of TASAX

7.6 Conclusion

In this chapter, we have designed an optimization technique to evaluate para-
metric conditions efficiently. This technique uses hash tables to select rule
instances for which an evaluated parametric condition is true, in constant
time. However, this technique cannot be applied to all kinds of paramet-
ric conditions and it is not optimal when a group of parametric conditions
is used to select relevant events. Consequently, rules must be specifically
(re)written to benefit from the optimization technique.

Assessing our technique with the Darpa benchmark does not highlight
the benefits of our optimizations because few rule instances are active. Thus,
we have assessed our optimization with the stateful honeytank, which in-
volves thousands of active rule instances. We have shown that, in this case,
our technique is very rewarding. The stateful honeytank is able to simulate
thousands of hosts while being capable to cope with a high rate of incoming
traffic. More precisely, the execution time necessary to treat each network
packet is constant regardless the number of simulated hosts.
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Chapter 8

Conclusion and future work

In this PhD thesis, we have addressed the problem of optimizing a program-
ming system that applies a large set of “rules” to each element of a data
(or “event”) stream. The rules are executed in non determinate order (or
even in parallel) and they are created and killed dynamically. We have pro-
posed specific data structures and algorithms to solve the problem. We have
implemented our method inside ASAX and we have conducted experiments
showing the usefulness of our techniques. In this conclusion, we raise a few
questions relative to the generality of our approach: is it easy to integrate
our techniques into other programming systems and what are the limits and
possible improvements to what we propose ?

8.1 Applicability to other systems

The applicability of the optimization methods presented in our work much
depends on the software architecture of the system under consideration. In
the ASAX case, the applicability is straightforward because of the simple
and modular architecture of ASAX. Also, if a system already enjoys specific
optimizations, they may conflict with ours. This suggests that some rewrit-
ing, actually simplification, of an original system implementation should be
necessary before applying our techniques.

We further discuss these issues for STAT and Bro, the two systems pre-
sented in Chapter 3.

8.1.1 Optimizing STAT

Remind that the STAT approach consists in testing and firing transitions to
follow attack scenarios progressing through signatures formalized by state
transition diagrams (see Section 3.4). The STAT core applies the mecha-
nisms to match scenario signatures against an event flow.

The STAT core uses the concept of event subscription to test relevant
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transitions only. It consists in associating outgoing transitions from the
current state of all scenario instances with a specific event type, called event
spec. When an event is treated by the STAT core, the event spec of the event
is matched against a database and the associated transitions are retrieved
(see Section3.4 again). This concept is similar to our optimization approach;
it avoids the testing of the event spec for all transitions to be potentially
fired individually.

The concept of event subscription does not fully optimize the execution
of the scenarios however. Assertions of transitions and assertions of state
are evaluated individually for each subscription, resulting in a potential
redundancy. Our work should benefit to STAT-based IDSs by solving this
problem. This situation is similar to retrieving relevant rule instances to
execute in ASAX. A transition has to be fired (executed) if its event spec
equals to the event spec in the current event, and if its assertion is verified,
and if the assertion of the destination state is verified. Thus, for all defined
transitions, a local decision tree can be built from the expression:

Event spec = event spec in the event AND assertion of the tran-
sition AND assertion of the destination state.

where leaves are decisions determining if the corresponding transition fires.
Then, local decision trees are merged involving all our optimization tech-
niques. The resulting global decision tree, when evaluated, returns the tran-
sitions to fire.

8.1.2 Optimizing Bro

The relevance of integrating our optimizations into Bro must be discussed
for its two layers: the event engine and the policy interpreter.

Optimizing the event engine

Concerning the event engine, depending on the analyzed packet headers, this
layer selects a subset of analyzers to apply on the packet. These analyzers
perform one task among the following:

1. The analyzer performs nothing if the packet does not bring any rele-
vant information.

2. The analyzer performs a side effect action such as modifying a con-
nection state and/or generating an event.

The question is now to determine whether the execution of this subset may
be optimized. Analyzers are not executed more than one time for a single
packet. Thus, we cannot optimize the redundancy of many ”instances” of
the same analyzer as we did for rules in ASAX.
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We could optimize the redundancy of condition testing over all analyz-
ers of the subset however. We have two solutions: either (a) we build a
global decision tree for all analyzers implemented in Bro or (b) we dynam-
ically build a global decision for each monitored connection. We prefer the
second solution for the following reason: few analyzers are executed on a
single packet. Thus, a global decision tree for all analyzers would be too
big and would entail useless condition evaluations of unapplied analyzers.
On the contrary, dynamically building a global decision tree for each novel
connection would result in a small tree since fewer analyzers are involved.
Moreover, we could use caching to build trees for connections of the same
type.

Optimizing the policy interpreter

The policy interpreter cannot be optimized by our optimization approach.
In ASAX, our optimizations are efficient because all rules test the same data,
i.e., an NADF record. In Bro, there is no concept of global data for all event
handlers. Each event has its own environment defined by its arguments. As
a result, there is no common condition to optimize. This is an example of
an existing optimization conflicting with ours. Note that the lack of global
data for event handlers means that some data is duplicated. Thus another
approach similar to us could be more appropriate.

Implementing the Bro model in ASAX

The analysis process of Bro is implemented optimally by instantiating its
model for the network domain and by integrating specific techniques to man-
age network packets efficiently. Thus, optimizing the existing architecture
of Bro with our work does not provide a significant gain. To use our opti-
mizations, it is possible to implement the Bro model in RUSSEL. In that
situation, optimizing the ASAX execution should exhibit a performance sim-
ilar to Bro. Moreover, the user would enjoy a more modular architecture
and would have the possibility to mix Bro-based analyses with other kinds
of analyses.

To implement the model of Bro in RUSSEL, we can adapt the work of
Nicolas Vanderavero [65] to follow the traffic of distinct connections. The
event engine can be implemented by a set of rules, each rule standing for
a specific protocol analyzer. Instances of “analyzer” rules are triggered for
each monitored connection. Implementing the signature engine can be done
in a straightforward way [14]. Each event handler is implemented by a
distinct rule, which is triggered by an “analyzer” rule.

In Bro, information about states is shared by several protocol analyz-
ers monitoring the same connection and by event handlers. In ASAX, this
information would be duplicated and hold by parameters of the instances
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needing the information. We would use global frozen variables to make in-
stances communicate between them in order to notify an information update.
Then, each instance updates its own version when necessary.

8.2 Limitations and possible improvements to our
work

The techniques proposed in this thesis are applicable and/or optimal only
under some conditions.

1. The language to optimize must be modular and must have a clear no-
tion of “rule” (or thread, or process. . . ), which must be easily amenable
to static analysis. The static analysis techniques used in this thesis
are simple and straightforward. More powerful techniques exist but
static analysis is not the subject of this thesis.

2. The evaluation of the global tree may entail useless work when not all
rules are active, i.e., when some rules do not have at least one active
instance.

3. The evaluation of parametric conditions can be inefficient when the
condition applies to parameter values shared by a large number of
instances. Ideally, only parametric conditions on identifying values
should be included in the global tree.

Some of the above limitations have been experienced by Nicolas Van-
deravero in his work on honeytanks [65]. They have been overcome, in his
context, by introducing a few programming patterns preventing inefficien-
cies. Future work would address the definition of improved programming
constructs to guide the compiler for choosing the best optimizations. More
powerful static analysis techniques could also be used to the same aim.
Finally, it should be investigated how to make the global tree evolve dy-
namically when not all rules are active.
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Appendix A

RUSSEL rules of the Darpa
benchmark

This appendix lists all RUSSEL modules composing the Darpa benchmark
used for our experiments. We first give a short description of used external
user-made functions in a separated section.

A.1 Description of the external functions

Type-related functions

• strToInt(buf: string):
returns the conversion of the content of buf into a signed integer.
(Recall that all files in NADF records are encoded by strings of bytes.
Integer values thus need to be converted by this function to be manip-
ulated).

• stringlen(buf: string):
returns the length of the string of bytes buf.

Unix-related functions

• is_suid(file_mode: string):
returns 1 if the unix file mode file mode contains the set-uid bit, 0
otherwise.

• is_gid(file_mode: string):
returns 1 if the unix file mode file mode contains the set-gid bit, 0
otherwise.

• is_IROTH(file_mode: string):
returns 1 if the unix file mode file mode contains the ”readable for
others” bit, 0 otherwise.
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• is_IWOTH(file_mode: string):
returns 1 if the unix file mode file mode contains the ”writable for
others” bit, 0 otherwise.

• is_IRGRP(file_mode: string):
returns 1 if the unix file mode file mode contains the ”readable for
the group”, 0 otherwise.

• is_IWGRP(file_mode: string):
returns 1 if the unix file mode file mode contains the ”writable for
group”, 0 otherwise.

• contains_non_ascii(buf: string):
returns 1 if the string of bytes buf contains non-ascii characters, 0
otherwise.

• shell_script(path: string):
returns 1 if the file denoted by the path path is a shell script, 0 oth-
erwise.

• set_process_info(pid: integer, gid: integer, auid: integer,
path: string):

stores information of a process in a data base inside the external mod-
ule. The information is composed of the tuple <PID, GID, audit
user ID, path of the executed binary> (respectively parameters pid,
gid, auid and path). Storing a process whose PID is already in the
database overwrites the associated information with the parameters
passed to the function.

• delete_process_info(pid: integer):
removes information about the process indentified by pid from the
databse inside the external module.

Policy-related functions

USTAT uses an external file whose content defines files and directories of
which accesses are restricted. USTAT scenarios uses these definitions to
perform policy verification. The following functions are a translation of the
routines used by USTAT.

• init_policy:
initiates a database containing the policy information defined by the
external file. It returns 1 if the initialization is successful, 0 otherwise.

• policy_member(file: string, list:string):
returns 1 if the file file is present in the list (defined by the ex-
ternal file) identified by list, 0 otherwise. For example, the condi-
tion policy member(path 0 path, ’RESTRICTED READ OBJECTS’) =
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1 checks if the path defined in the current event is present in the list
identified by the string ’RESTRICTED READ OBJECTS’ in the external
list.

• policy_member_dir(file: string, dir: string):
returns 1 if the file file is present in at least one directory in a list
(defined by the external file) identified by dir, 0 otherwise.

• policy_member_dir_sub(file: string, dir: string):
returns 1 if the file file is present in at least one subdirectory of any
directory defined in a list (defined by the external file) identified by
dir, 0 otherwise.

• policy_in_user_set(auid: integer, set: string):
returns 1 if the user auid exists in a set (defined by the external file)
identified by the string set, 0 otherwise.

A.2 Rules

Listing A.1: unix buf overflow.asa
1 global i n t e r n a l max len : integer ;
2
3 init action ;
4 begin
5 max len := 128 ;
6 trigger of f for next exec1
7 end ;
8
9 rule exec1 ;

10 begin
11 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
12 st rToInt ( r e tu rn32 proc va lue ) != −1 and
13 ( i s s u i d ( a t t r f i l e mod e ) = 1 or not present at t r token ID ) and
14 st rToInt ( sub j e c t 32 u s e r ID ) != strToInt ( sub j e c t32 aud i t ID ) and
15 s t r i n g l e n ( ex e c a r g s env a r g s ) > max len and
16 c on t a i n s n on a s c i i ( e x e c a r g s env a r g s ) = 1
17 −−> trigger of f for current a l e r t
18 f i ;
19 trigger of f for next exec1
20 end ;
21
22 rule a l e r t ;
23 begin
24 p r i n t l n ( ’ user : ’ , s t rToInt ( sub j e c t32 aud i t ID ) ,
25 ’ − po t en t i a l bu f f e r over f l ow in ’ , path 0 path ) ;
26 p r i n t l n ( s t r i n g l e n ( ex e c a r g s env a r g s ) )
27 end .
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Listing A.2: unix buf overflow.asa
1 init action ;
2 trigger of f for next exec1 ;
3
4 rule exec1 ;
5 begin
6 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
7 st rToInt ( r e tu rn32 proc va lue ) != −1 and
8 i s s u i d ( a t t r f i l e mod e ) = 1 and
9 st rToInt ( sub j e c t 32 u s e r ID ) != strToInt ( sub j e c t32 aud i t ID ) and

10 match ( ’ ˆ . . ∗ / usr /bin / su$ ’ , path 0 path ) = 0
11 −−> trigger of f for next exec2 ( s t rToInt ( subject32 PID ) ,
12 st rToInt ( sub j e c t32 aud i t ID ) ,
13 path 0 path )
14 f i ;
15 trigger of f for next exec1
16 end ;
17
18 rule exec2 ( pid : integer ; auid : integer ; b inary : string ) ;
19 begin
20 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
21 st rToInt ( r e tu rn32 proc va lue ) != −1 and
22 st rToInt ( subject32 PID ) = pid and
23 st rToInt ( sub j e c t 32 u s e r ID ) != strToInt ( sub j e c t32 aud i t ID ) and
24 (match ( ’ ˆ . . ∗ / usr /bin / sh$ ’ , path 0 path ) = 1 or
25 match ( ’ ˆ . . ∗ / usr /bin /ksh$ ’ , path 0 path ) = 1)
26 −−> begin
27 trigger of f for current a l e r t ( auid , b inary ) ;
28 trigger of f for next exec2 ( pid , auid , b inary )
29 end ;
30
31 st rToInt ( header32 event ID ) = 1 and /∗ AUE EXIT ∗/
32 st rToInt ( subject32 PID ) = pid
33 −−> sk ip ;
34
35 true −−> trigger of f for next exec2 ( pid , auid , b inary )
36 f i
37 end ;
38
39 rule a l e r t ( auid : integer ; b inary : string ) ;
40 p r i n t l n ( ’ Buf f e r To Root Sh e l l : User ’ , auid , ’ Path : ’ , b inary ) .

Listing A.3: unix enable suid sgid.asa
1 init action ;
2 trigger of f for next mod perm ;
3
4 rule mod perm ;
5 begin
6 i f s t rToInt ( header32 event ID ) = 39 and /∗ AUEFCHMOD ∗/
7 st rToInt ( r e tu rn32 proc va lue ) != −1 and
8 present at t r token ID and i s s u i d ( a t t r f i l e mod e ) = 1 and
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9 i s g i d ( a t t r f i l e mod e ) = 1
10 −−> trigger of f for current a l e r t
11 f i ;
12 trigger of f for next mod perm
13 end ;
14
15 rule a l e r t ;
16 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : s e tu i d / s e t g i d enabled on f i l e ’ ,
17 path 0 path ) .

Listing A.4: unix execute exit.asa
1 init action ;
2 begin
3 trigger of f for next exec ;
4 trigger of f for next e x i t
5 end ;
6
7 rule exec ;
8 begin
9 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
10 st rToInt ( r e tu rn32 proc va lue ) != −1
11 −−> s e t p r o c e s s i n f o ( s t rToInt ( subject32 PID ) ,
12 st rToInt ( sub ject32 group ID ) ,
13 st rToInt ( sub j e c t32 aud i t ID ) ,
14 path 0 path )
15 f i ;
16 trigger of f for next exec
17 end ;
18
19 rule e x i t ;
20 begin
21 i f s t rToInt ( header32 event ID ) = 1 /∗ AUE EXIT ∗/
22 −−> d e l e t e p r o c e s s i n f o ( s t rToInt ( subject32 PID ) )
23 f i ;
24 trigger of f for next e x i t
25 end .

Listing A.5: unix ftp write.asa
1 init action ;
2 trigger of f for next c r e a t e f i l e ;
3
4 rule c r e a t e f i l e ;
5 begin
6 i f ( s t rToInt ( header32 event ID ) = 78 or s t rToInt ( header32 event ID ) =

79) and /∗ AUE OPEN WT or AUE OPEN WTC ∗/
7 st rToInt ( r e tu rn32 proc va lue ) != −1 and
8 st rToInt ( sub j e c t 32 u s e r ID ) != 0 and
9 present at t r token ID

10 and s t rToInt ( attr owner UID ) != strToInt ( sub j e c t32 aud i t ID )
11 −−> trigger of f for next l o g i n ( s t rToInt ( a t t r f i l e i n I D ) , path 0 path )
12 f i ;
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13 trigger of f for next c r e a t e f i l e
14 end ;
15
16 rule l o g i n ( inode : integer ; f i l e : string ) ;
17 begin
18 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
19 st rToInt ( r e tu rn32 proc va lue ) != −1 and
20 match ( ’ ˆ . . ∗ / l og i n$ ’ , path 0 path ) = 1
21 −−> trigger of f for next r e ad rho s t s ( s t rToInt ( subject32 PID ) ,
22 inode , f i l e ) ;
23
24 true −−> trigger of f for next l o g i n ( inode , f i l e )
25 f i
26 end ;
27
28 rule r e ad rho s t s ( pid : integer ; inode : integer ; f i l e : string ) ;
29 begin
30 i f
31 ( s t rToInt ( header32 event ID ) = 72 or /∗ AUE OPEN R ∗/
32 st rToInt ( header32 event ID ) = 73 or /∗ AUE OPEN RC ∗/
33 st rToInt ( header32 event ID ) = 74 or /∗ AUE OPEN RT ∗/
34 st rToInt ( header32 event ID ) = 75) and /∗ AUE OPEN RTC ∗/
35 st rToInt ( r e tu rn32 proc va lue ) != −1 and
36 st rToInt ( subject32 PID ) = pid and
37 present at t r token ID and s t rToInt ( a t t r f i l e i n I D ) = inode
38 −−> trigger of f for current a l e r t ( f i l e ) ;
39
40 st rToInt ( header32 event ID ) = 1 and /∗ AUE EXIT ∗/
41 st rToInt ( subject32 PID ) = pid
42 −−> trigger of f for next l o g i n ( inode , f i l e ) ;
43
44 true −−> trigger of f for next r e ad rho s t s ( pid , inode , f i l e )
45 f i
46 end ;
47
48 rule a l e r t ( f i l e : string ) ;
49 p r i n t l n ( ’ f t pwr i t e attack : ’ , f i l e ) .

Listing A.6: unix lpd delete.asa
1 init action ;
2 i f i n i t p o l i c y = 1
3 −−> trigger of f for next exec ;
4 true −−> p r i n t l n ( ’ r u l e un i x l pd d e l e t e skipped ’ )
5 f i ;
6
7 rule exec ;
8 begin
9 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
10 st rToInt ( r e tu rn32 proc va lue ) != −1 and
11 match ( ’ ˆ . . ∗ / usr /ucb/ lp r$ ’ , path 0 path ) = 1
12 −−> trigger of f for next read ( s t rToInt ( sub j e c t32 aud i t ID ) ,
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13 st rToInt ( subject32 PID ) ,
14 path 0 path )
15 f i ;
16 trigger of f for next exec
17 end ;
18
19 rule read ( auid : integer ; pid : integer ; path : string ) ;
20 begin
21 i f
22 ( s t rToInt ( header32 event ID ) = 72 or /∗ AUE OPEN R ∗/
23 st rToInt ( header32 event ID ) = 73 or /∗ AUE OPEN RC ∗/
24 st rToInt ( header32 event ID ) = 74 or /∗ AUE OPEN RT ∗/
25 st rToInt ( header32 event ID ) = 75) and /∗ AUE OPEN RTC ∗/
26 st rToInt ( r e tu rn32 proc va lue ) != −1 and
27 st rToInt ( attr owner UID ) != strToInt ( sub j e c t32 aud i t ID ) and
28 st rToInt ( subject32 PID ) = pid and
29 st rToInt ( sub j e c t 32 u s e r ID ) = 0 and
30 po l i cy member d i r ( path 0 path , ’LPD SPOOL DIRS ’ ) = 1
31 −−> trigger of f for next de l e t e ( auid , pid , path )
32 f i ;
33 trigger of f for next read ( auid , pid , path )
34 end ;
35
36 rule de l e t e ( auid : integer ; pid : integer ; path : string ) ;
37 begin
38 i f s t rToInt ( header32 event ID ) = 6 and /∗ AUE UNLINK ∗/
39 st rToInt ( r e tu rn32 proc va lue ) != −1 and
40 st rToInt ( attr owner UID ) != strToInt ( sub j e c t32 aud i t ID ) and
41 st rToInt ( subject32 PID ) = pid and
42 st rToInt ( sub j e c t 32 u s e r ID ) = 0
43 −−> trigger of f for current a l e r t ( auid , path )
44 f i ;
45 trigger of f for next de l e t e ( auid , pid , path )
46 end ;
47
48 rule a l e r t ( auid : integer ; path : string ) ;
49 p r i n t l n ( auid , ’ : ’ , path , ’ d e l e t ed i l l e g a l l y us ing l p r −r ’ ) .

Listing A.7: unix mail spool hack.asa
1 init action ;
2 trigger of f for next mod perm ;
3
4 rule mod perm ;
5 begin
6 i f s t rToInt ( header32 event ID ) = 39 and /∗ AUEFCHMOD ∗/
7 po l i cy member d i r ( path 0 path , ’MAIL SPOOL DIRS ’ ) = 1 and
8 present at t r token ID and
9 is IROTH( a t t r f i l e mod e ) = 1 and

10 is IWOTH( a t t r f i l e mod e ) = 1 and
11 is IRGRP( a t t r f i l e mod e ) = 1 and
12 is IWGRP( a t t r f i l e mod e ) = 1
13 −−> trigger of f for current a l e r t
14 f i ;
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15 trigger of f for next mod perm
16 end ;
17
18 rule a l e r t ;
19 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : mail f i l e ’ , path 0 path ,
20 ’ had i t s pe rmi s s i ons changed ’ ) .

Listing A.8: unix non owner write.asa
1 init action ;
2 trigger of f for next write ;
3
4 rule write ;
5 begin
6 i f ( s t rToInt ( header32 event ID ) = 78 or s t rToInt ( header32 event ID ) =

79) and /∗ AUE OPEN WT or AUE OPEN WTC ∗/
7 st rToInt ( r e tu rn32 proc va lue ) != −1 and
8 present at t r token ID and
9 st rToInt ( sub j e c t 32 u s e r ID ) != strToInt ( attr owner UID ) and

10 st rToInt ( sub j e c t 32 u s e r ID ) != 0
11 −−> trigger of f for current a l e r t
12 f i ;
13 trigger of f for next write
14 end ;
15
16 rule a l e r t ;
17 p r i n t l n ( s t rToInt ( sub j e c t 32 u s e r ID ) , ’ : ’ , path 0 path ,
18 ’ wr i t t en by user ’ , s t rToInt ( sub j e c t 32 u s e r ID ) ,
19 ’ owner ’ , s t rToInt ( a t t r token ID ) ) .

Listing A.9: unix restricted dir write.asa
1 init action ;
2 i f i n i t p o l i c y = 1
3 −−> trigger of f for next c r e a t e ;
4 true −−> p r i n t l n ( ’ r u l e u n i x r e s t r i c t e d d i r w r i t e skipped ’ )
5 f i ;
6
7 rule c r e a t e ;
8 begin
9 i f ( s t rToInt ( header32 event ID ) = 78 or s t rToInt ( header32 event ID ) =

79) and /∗ AUE OPEN WT or AUE OPEN WTC ∗/
10 st rToInt ( r e tu rn32 proc va lue ) != −1 and
11 po l i cy member d i r ( path 0 path , ’RESTRICTED WRITE DIRECTORIES ’ ) = 1
12 −−> trigger of f for current a l e r t
13 f i ;
14 trigger of f for next c r e a t e
15 end ;
16
17 rule a l e r t ;
18 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : ’ , path 0 path ,
19 ’ c r ea ted by user ’ , s t rToInt ( sub j e c t32 aud i t ID ) ,
20 ’ , p roce s s ’ , s t rToInt ( subject32 PID ) ) .
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Listing A.10: unix restricted read.asa
1 init action ;
2 i f i n i t p o l i c y = 1
3 −−> trigger of f for next read ;
4 true −−> p r i n t l n ( ’ r u l e u n i x r e s t r i c t e d r e a d skipped ’ )
5 f i ;
6
7 rule read ;
8 begin
9 i f

10 ( s t rToInt ( header32 event ID ) = 72 or /∗ AUE OPEN R ∗/
11 st rToInt ( header32 event ID ) = 73 or /∗ AUE OPEN RC ∗/
12 st rToInt ( header32 event ID ) = 74 or /∗ AUE OPEN RT ∗/
13 st rToInt ( header32 event ID ) = 75) and /∗ AUE OPEN RTC ∗/
14 st rToInt ( r e tu rn32 proc va lue ) != −1 and
15 policy member ( path 0 path , ’RESTRICTED READ OBJECTS ’ ) = 1
16 −−> trigger of f for next a l e r t
17 f i ;
18 trigger of f for next read
19 end ;
20
21 rule a l e r t ;
22 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : ’ , path 0 path ,
23 ’ read by user ’ , s t rToInt ( sub j e c t32 aud i t ID ) ) .

Listing A.11: unix restricted write.asa
1 init action ;
2 i f i n i t p o l i c y = 1
3 −−> trigger of f for next write ;
4 true −−> p r i n t l n ( ’ r u l e u n i x r e s t r i c t e d w r i t e skipped ’ )
5 f i ;
6
7 rule write ;
8 begin
9 i f ( s t rToInt ( header32 event ID ) = 78 or s t rToInt ( header32 event ID ) =

79) and /∗ AUE OPEN WT or AUE OPEN WTC ∗/
10 st rToInt ( r e tu rn32 proc va lue ) != −1 and
11 policy member ( path 0 path , ’RESTRICTED WRITE CONFIG FILES ’ ) = 1
12 −−> trigger of f for next a l e r t
13 f i ;
14 trigger of f for next write
15 end ;
16
17 rule a l e r t ;
18 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : ’ , path 0 path ,
19 ’ wr i t t en by user ’ , s t rToInt ( sub j e c t32 aud i t ID ) ) .

Listing A.12: unix secret remote.asa
1 init action ;
2 var i p l o c a l : string ;
3 begin
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4 i f i n i t p o l i c y = 1
5 −−> begin
6 i p l o c a l := IP Asci iToBinary ( ’ 130 . 104 . 229 . 21 ’ ) ;
7 trigger of f for next acce s s1 ( i p l o c a l ) ;
8 trigger of f for next acce s s2 ( i p l o c a l ) ;
9 trigger of f for next acce s s3 ( i p l o c a l )

10 end ;
11 true −−> p r i n t l n ( ’ r u l e un i x s e c r e t r emot e skipped ’ )
12 f i
13 end ;
14
15 rule acce s s1 ( ip : string ) ;
16 begin
17 i f
18 ( s t rToInt ( header32 event ID ) = 72 or /∗ AUE OPEN R ∗/
19 st rToInt ( header32 event ID ) = 73 or /∗ AUE OPEN RC ∗/
20 st rToInt ( header32 event ID ) = 74 or /∗ AUE OPEN RT ∗/
21 st rToInt ( header32 event ID ) = 75) and /∗ AUE OPEN RTC ∗/
22 st rToInt ( r e tu rn32 proc va lue ) != −1 and
23 subject32 machine ID = ip and
24 p o l i c y i n u s e r s e t ( s t rToInt ( sub j e c t32 aud i t ID ) , ’DARPA SECRET’ ) = 1
25 and po l i cy member d i r sub ( path 0 path , ’DARPA SECRET’ ) = 1
26 −−> trigger of f for current a l e r t
27 f i ;
28 trigger of f for next acce s s1 ( ip )
29 end ;
30
31 rule acce s s2 ( ip : string ) ;
32 begin
33 i f ( s t rToInt ( header32 event ID ) = 78 or s t rToInt ( header32 event ID ) =

79) and /∗ AUE OPEN WT or AUE OPEN WTC ∗/
34 st rToInt ( r e tu rn32 proc va lue ) != −1 and
35 subject32 machine ID = ip and
36 p o l i c y i n u s e r s e t ( s t rToInt ( sub j e c t32 aud i t ID ) , ’DARPA SECRET’ ) = 1
37 and po l i cy member d i r sub ( path 0 path , ’DARPA SECRET’ ) = 1
38 −−> trigger of f for current a l e r t
39 f i ;
40 trigger of f for next acce s s2 ( ip )
41 end ;
42
43 rule acce s s3 ( ip : string ) ;
44 begin
45 i f s t rToInt ( header32 event ID ) = 6 and /∗ AUE UNLINK ∗/
46 st rToInt ( r e tu rn32 proc va lue ) != −1 and
47 subject32 machine ID = ip and
48 p o l i c y i n u s e r s e t ( s t rToInt ( sub j e c t32 aud i t ID ) , ’DARPA SECRET’ ) = 1
49 and po l i cy member d i r sub ( path 0 path , ’DARPA SECRET’ ) = 1
50 −−> trigger of f for current a l e r t
51 f i ;
52 trigger of f for next acce s s3 ( ip )
53 end ;
54
55 rule a l e r t ;
56 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : unencrypted ac c e s s o f ’ ,
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57 path 0 path , ’ by user ’ , s t rToInt ( sub j e c t32 aud i t ID ) , ’ from ’ ,
58 IP BinaryToAsci i ( subject32 machine ID ) ) .

Listing A.13: unix secret unauth.asa
1 init action ;
2 i f i n i t p o l i c y = 1
3 −−> begin
4 trigger of f for next acce s s1 ;
5 trigger of f for next acce s s2 ;
6 trigger of f for next acce s s3
7 end ;
8 true −−> p r i n t l n ( ’ r u l e un i x s e c r e t r emot e skipped ’ )
9 f i ;

10
11 rule acce s s1 ;
12 begin
13 i f
14 ( s t rToInt ( header32 event ID ) = 72 or /∗ AUE OPEN R ∗/
15 st rToInt ( header32 event ID ) = 73 or /∗ AUE OPEN RC ∗/
16 st rToInt ( header32 event ID ) = 74 or /∗ AUE OPEN RT ∗/
17 st rToInt ( header32 event ID ) = 75) and /∗ AUE OPEN RTC ∗/
18 st rToInt ( r e tu rn32 proc va lue ) != −1 and
19 p o l i c y i n u s e r s e t ( s t rToInt ( sub j e c t32 aud i t ID ) , ’DARPA SECRET’ ) = 0
20 and po l i cy member d i r sub ( path 0 path , ’DARPA SECRET’ ) = 1
21 −−> trigger of f for current a l e r t
22 f i ;
23 trigger of f for next acce s s1
24 end ;
25
26 rule acce s s2 ;
27 begin
28 i f ( s t rToInt ( header32 event ID ) = 78 or s t rToInt ( header32 event ID ) =

79) and /∗ AUE OPEN WT or AUE OPEN WTC ∗/
29 st rToInt ( r e tu rn32 proc va lue ) != −1 and
30 p o l i c y i n u s e r s e t ( s t rToInt ( sub j e c t32 aud i t ID ) , ’DARPA SECRET’ ) = 0
31 and po l i cy member d i r sub ( path 0 path , ’DARPA SECRET’ ) = 1
32 −−> trigger of f for current a l e r t
33 f i ;
34 trigger of f for next acce s s2
35 end ;
36
37 rule acce s s3 ;
38 begin
39 i f s t rToInt ( header32 event ID ) = 6 and /∗ AUE UNLINK ∗/
40 st rToInt ( r e tu rn32 proc va lue ) != −1 and
41 p o l i c y i n u s e r s e t ( s t rToInt ( sub j e c t32 aud i t ID ) , ’DARPA SECRET’ ) = 0
42 and po l i cy member d i r sub ( path 0 path , ’DARPA SECRET’ ) = 1
43 −−> trigger of f for current a l e r t
44 f i ;
45 trigger of f for next acce s s3
46 end ;
47
48 rule a l e r t ;
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49 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : a c c e s s o f ’ , path 0 path ,
50 ’ by unauthor ized user ’ , s t rToInt ( sub j e c t32 aud i t ID ) ) .

Listing A.14: unix sh minus hack.asa
1 init action ;
2 trigger of f for next hard l ink ;
3
4 rule hard l ink ;
5 begin
6 i f s t rToInt ( header32 event ID ) = 5 and /∗ AUE LINK ∗/
7 st rToInt ( r e tu rn32 proc va lue ) != −1 and
8 present at t r token ID and
9 i s s u i d ( a t t r f i l e mod e ) = 1 and

10 is IXGRP( a t t r f i l e mod e ) = 1 and
11 is IXOTH( a t t r f i l e mod e ) = 1 and
12 match ( ’ ˆ. .∗/−∗$ ’ , path 0 path ) = 1 and
13 s h e l l s c r i p t ( path 0 path ) = 1
14 −−> begin
15 trigger of f for next exec ( s t rToInt ( sub j e c t32 aud i t ID ) ,

path 1 path ) ;
16 trigger of f for current a l e r t 1 ( s t rToInt ( sub j e c t32 aud i t ID ) ,
17 path 0 path , path 1 path )
18 end
19 f i ;
20 trigger of f for next hard l ink
21 end ;
22
23 rule exec ( auid : integer ; t a rg e t pa th : string ) ;
24 begin
25 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
26 st rToInt ( r e tu rn32 proc va lue ) != −1 and
27 path 0 path = ta rge t pa th and
28 st rToInt ( sub j e c t 32 u s e r ID ) = auid
29 −−> trigger of f for next a l e r t ( auid , t a rge t pa th )
30 f i ;
31 trigger of f for next exec ( auid , t a rge t pa th )
32 end ;
33
34 rule a l e r t 1 ( auid : integer ; s ource path : string ; t a rg e t pa th : string ) ;
35 p r i n t l n ( auid , ’ : s u s p i c i o u s l i n k c reated from se tu id f i l e ’ ,
36 path 0 path , ’ to ’ , path 1 path ) ;
37
38 rule a l e r t ( auid : integer ; t a rg e t pa th : string ) ;
39 p r i n t l n ( auid , ’ : su id sh e e l invoked i n t e r a c t i v e l y v ia ’ , t a rg e t pa th ) .

Listing A.15: unix suid shell.asa
1 init action ;
2 trigger of f for next exec1 ;
3
4 rule exec1 ;
5 begin
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6 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =
23) and /∗ AUE EXECVE or AUE EXEC ∗/

7 st rToInt ( r e tu rn32 proc va lue ) != −1 and
8 st rToInt ( sub j e c t 32 u s e r ID ) != strToInt ( sub j e c t32 aud i t ID ) and
9 (present at t r token ID and i s s u i d ( a t t r f i l e mod e ) = 1) and

10 s h e l l s c r i p t ( path 0 path ) = 1
11 −−> trigger of f for next read ( s t rToInt ( sub j e c t32 aud i t ID ) ,
12 st rToInt ( sub j e c t 32 u s e r ID ) ,
13 st rToInt ( subject32 PID ) ,
14 path 0 path )
15 f i ;
16 trigger of f for next exec1
17 end ;
18
19 rule read ( au id de s t : integer ; eu id : integer ; p id exec : integer ; s ource path

: string ) ;
20 begin
21 i f
22 ( s t rToInt ( header32 event ID ) = 72 or /∗ AUE OPEN R ∗/
23 st rToInt ( header32 event ID ) = 73 or /∗ AUE OPEN RC ∗/
24 st rToInt ( header32 event ID ) = 74 or /∗ AUE OPEN RT ∗/
25 st rToInt ( header32 event ID ) = 75) and /∗ AUE OPEN RTC ∗/
26 st rToInt ( r e tu rn32 proc va lue ) != −1 and
27 st rToInt ( sub j e c t 32 u s e r ID ) != strToInt ( sub j e c t32 aud i t ID ) and
28 st rToInt ( sub j e c t 32 u s e r ID ) != euid
29 −−> trigger of f for next exec2 ( au id dest , p id exec ,
30 st rToInt ( subject32 PID ) , source path )
31 f i ;
32 trigger of f for next read ( au id dest , euid , p id exec , source path )
33 end ;
34
35 rule exec2 ( au id de s t : integer ; p id exec : integer ; p id read : integer ;

s ource path : string ) ;
36 begin
37 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
38 st rToInt ( r e tu rn32 proc va lue ) != −1 and
39 st rToInt ( sub j e c t 32 u s e r ID ) != strToInt ( sub j e c t32 aud i t ID ) and
40 st rToInt ( subject32 PID ) = pid read and
41 match ( ’ ˆ . . ∗ / usr /bin / sh$ ’ , path 0 path ) = 1
42 −−> trigger of f for current a l e r t ( au id dest ,
43 st rToInt ( sub j e c t32 aud i t ID ) ,
44 source path ) ;
45
46 st rToInt ( header32 event ID ) = 1 and /∗ AUE EXIT ∗/
47 st rToInt ( subject32 PID ) = p id exec
48 −−> sk ip ;
49
50 true −−> trigger of f for next exec2 ( au id dest , p id exec ,
51 pid read , source path )
52 f i
53 end ;
54
55 rule a l e r t ( au id de s t : integer ; a u i d s r c : integer ; s ource path : string ) ;
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56 p r i n t l n ( ’ User ’ , au id s r c , ’ c r ea ted s h e l l v ia ’ , source path ,
57 ’ with ’ , au id dest , ’ p r i v i l e g e s ’ ) .

Listing A.16: unix suid shell script.asa
1 init action ;
2 trigger of f for next exec ;
3
4 rule exec ;
5 begin
6 i f ( s t rToInt ( header32 event ID ) = 7 or s t rToInt ( header32 event ID ) =

23) and /∗ AUE EXECVE or AUE EXEC ∗/
7 st rToInt ( r e tu rn32 proc va lue ) != −1 and
8 (present at t r token ID and i s s u i d ( a t t r f i l e mod e ) = 1) and
9 st rToInt ( attr owner UID ) != strToInt ( sub j e c t32 aud i t ID ) and

10 st rToInt ( sub j e c t 32 u s e r ID ) != strToInt ( sub j e c t32 aud i t ID ) and
11 s h e l l s c r i p t ( path 0 path ) = 1
12 −−> trigger of f for current a l e r t
13 f i ;
14 trigger of f for next exec
15 end ;
16
17 rule a l e r t ;
18 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : execut ing s e tu id s h e l l s c r i p t ’ ,
19 path 0 path ) .

Listing A.17: unix system program write.asa
1 init action ;
2 i f i n i t p o l i c y = 1
3 −−> trigger of f for next write ;
4 true −−> p r i n t l n ( ’ r u l e un ix system program wri te skipped ’ )
5 f i ;
6
7 rule write ;
8 begin
9 i f ( s t rToInt ( header32 event ID ) = 78 or s t rToInt ( header32 event ID ) =

79) and /∗ AUE OPEN WT or AUE OPEN WTC ∗/
10 st rToInt ( r e tu rn32 proc va lue ) != −1 and
11 st rToInt ( attr owner UID ) != strToInt ( sub j e c t32 aud i t ID ) and
12 st rToInt ( sub j e c t32 aud i t ID ) != 0 and
13 is IXOTH( a t t r f i l e mod e ) = 1 and
14 policy member ( path 0 path , ’RESTRICTED WRITE EXECUTABLE FILES ’ ) = 1
15 −−> trigger of f for next a l e r t
16 f i ;
17 trigger of f for next write
18 end ;
19
20 rule a l e r t ;
21 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : ’ , path 0 path ,
22 ’ wr i t t en by user ’ , s t rToInt ( sub j e c t32 aud i t ID ) ,
23 ’ p roce s s ’ , s t rToInt ( subject32 PID ) ) .
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Listing A.18: unix unauth delete.asa
1 init action ;
2 trigger of f for next de l e t e ;
3
4 rule de l e t e ;
5 begin
6 i f s t rToInt ( header32 event ID ) = 6 and /∗ AUE UNLINK ∗/
7 st rToInt ( r e tu rn32 proc va lue ) != −1 and
8 st rToInt ( attr owner UID ) != strToInt ( sub j e c t32 aud i t ID ) and
9 st rToInt ( sub j e c t 32 u s e r ID ) != 0

10 −−> trigger of f for current a l e r t
11 f i ;
12 trigger of f for next de l e t e
13 end ;
14
15 rule a l e r t ;
16 p r i n t l n ( s t rToInt ( sub j e c t32 aud i t ID ) , ’ : ’ , path 0 path ,
17 ’ de l e t ed by user ’ , s t rToInt ( sub j e c t32 aud i t ID ) ,
18 ’ owned by ’ , s t rToInt ( attr owner UID ) ) .


