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Abstract. This short note introduces statistical model checking and
gives a brief overview of the Statistical Model Checking, past present and
future session at ISOLA 2020.

1 Context

Quantitative properties of stochastic systems are usually specified in logics that
allow one to compare the measure of executions satisfying certain temporal prop-
erties with thresholds. The model checking problem for stochastic systems with
respect to such logics is typically solved by a numerical approach [BHHK03,CG04]
that iteratively computes (or approximates) the exact measure of paths satis-
fying relevant subformulas; the algorithms themselves depend on the class of
systems being analysed as well as the logic used for specifying the properties.

Another approach to solve the model checking problem is to simulate the
system for finitely many runs, and use hypothesis testing to infer whether the
samples provide statistical evidence for the satisfaction or violation of the spec-
ification. This approach was first applied in [LS91], where it was shown that
hypothesis testing could be used to settle probabilistic modal logic properties
with arbitrary precision, leading in the limit to probabilistic bisimulation. More
recently [YouOb5a] this approach has been known as statistical model checking
(SMC) and is based on the notion that since sample runs of a stochastic sys-
tem are drawn according to the distribution defined by the system, they can
be used to obtain estimates of the probability measure on executions. Start-
ing from time-bounded PCTL properties [You05a], the technique has been ex-
tended to handle properties with unbounded until operators [SVA05Db], as well
as to black-box systems [SVA04,YouO5a]. Tools, based on this idea have been
built [HLMP04,SVA05a,You05a,You05b,BDD*11,DLL"11,BCLS13], and have
been used to analyse many systems that are intractable numerical approaches.

The SMC approach enjoys many advantages. First, the algorithms require
only that the system be simulatable (or rather, sample executions be drawn
according to the measure space defined by the system). Thus, it can be applied
to larger class of systems than numerical model checking algorithms, including
black-box systems and infinite state systems. In particular, SMC avoids the
‘state explosion problem’ [CES09]. Second the approach can be generalized to a



larger class of properties, including Fourier transform based logics. Third, SMC
requires many independent simulation runs, making it easy to parallelise and
scale to industrial-sized systems.

While it offers solutions to some intractable numerical model checking prob-
lems, SMC also introduces some additional problems. First, SMC only provides
probabilistic guarantees about the correctness of the results. Second, the required
sample size grows quadratically with respect to the required confidence of the
result. This makes rare properties difficult to verify. Third, only the simulation of
purely probabilistic systems is well defined. Nondeterministic systems, which are
common in the field of formal verification, are especially challenging for SMC.

2 On Statistical Model Checking

Consider a stochastic system S and a logical property ¢ that can be checked
on finite executions of the system. Statistical Model Checking (SMC) refers to a
series of simulation-based techniques that can be used to answer two questions:
(1) Qualitative: Is the probability for S to satisfy ¢ greater or equal to a certain
threshold? and (2) Quantitative: What is the probability for S to satisfy ¢? In
contrast to numerical approaches, the answer is given up to some correctness
precision.

In the sequel, we overview two SMC techniques. Let B; be a discrete random
variable with a Bernoulli distribution of parameter p. Such a variable can only
take 2 values 0 and 1 with Pr[B; = 1] = p and Pr[B; = 0] = 1 — p. In our
context, each variable B; is associated with one simulation of the system. The
outcome for B;, denoted b;, is 1 if the simulation satisfies ¢ and 0 otherwise.

Qualitative Answer The main approaches [You05a,SVA04] proposed to answer
the qualitative question are based on sequential hypothesis testing [Wal45]. Let
p = Pr(y). To determine whether p > 0, we can test H : p > 0 against K : p < 6.
A test-based solution does not guarantee a correct result but it is possible to
bound the probability of error. The strength of a test is determined by two
parameters, « and f, such that the probability of accepting K (respectively,
H) when H (respectively, K) holds, called a Type-I error (respectively, a Type-
IT error ) is less or equal to « (respectively, §). A test has ideal performance
if the probability of the Type-I error (respectively, Type-II error) is exactly
« (respectively, §). However, these requirements make it impossible to ensure
a low probability for both types of errors simultaneously (see [Wal45,You05a]
for details). A solution is to use an indifference region [p1,po] (given some 0,
p1 =6 — 6 and py = 0+ 9) and to test Hy : p>pp against Hy : p<p;. We now
sketch the Sequential Probability Ratio Test (SPRT). In this algorithm, one has
to choose two values A and B (A > B) that ensure that the strength of the test
is respected. Let m be the number of observations that have been made so far.
The test is based on the following quotient:
pim 1y Pr(Bi=bilp=p) p{"(1—p)m
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where d,,, = ZZL b;. The idea is to accept Hy if % > A, and H; if % < B.
The algorithm computes g fl)’" for successive values of m until either Hy or Hy
is satisfied. This has the advantage of minimizing the number of simulations
required to make the decision.

Quantitative Answer In [HLMPO04] Peyronnet et al. propose an estimation pro-
cedure to compute the probability p for S to satisfy ¢. Given a precision §, the
Chernoff bound of [Okab9] is used to compute a value for p’ such that |p’ — p|<d
with confidence 1 — a. Let B ... B,, be m Bernoulli random variables with pa-
rameter p, associated to m simulations of the system considering . Let p’ =
>t bi/m, then the Chernoff bound [Oka59] gives Pr(|p’ — p| > §) < 2¢=2md”
As a consequence, if we take m = [In(2/a)/(26%)], then Pr(|p’ —p|<d) > 1—a.

3 Content of the session

SMC has been implemented in prototypes/tools, which includes UPPAAL-SMC [DLLT11],
PrasMma [BCLS13], YMER [YouO5b], or COSMOS [BDD*11]. Those tools have

been applied to several complex problems coming from a wide range of areas.

This includes systems biology (see e.g., [Zull4]), automotive and avionics (see

e.g., [BBBT12]), energy-centric systems(see e.g., [DDLT13]), or power grids(see

e.g., [HH13]).

This year, the session is mostly focused on real-world applications of SMC
on emerging industrial and societal topics such as automotive or COVID19.
Some papers consider the integration of blackbox aspects, while others focus
on combining the SMC approach with machine learning. It is worth observing
that SMC reached a level of maturity that is sufficient for the approach to be
integrated to real-life projects such as WABLIEFT or BEOCOVID presented
hereafter.The program includes the following contributions.

— In [AKW20], the authors discuss the advantages gained when SMC is applied
to white-box systems, utilizing the knowledge of their internals. The authors
focus on the setting of unbounded-horizon properties such as reachability or
LTL. The suggested approach is compared to other statistical and numerical
techniques both conceptually as instantiations of the same framework, and
experimentally. It not only clearly preserves scalability advantages of black-
box SMC compared to classical model checking (while providing high level
of guarantees), but it also scales yet better than either of the two for a wide
class of models.

— In [GESL20], the authors focus on Mission planning. This is one of the
crucial problems in the design of Multi-Agent Systems (MAS) because it
requires the agents to calculate collision-free paths and efficiently schedule
their tasks. The complexity of this problem greatly increases when realistic
assumptions are includied, e.g. such as increase in number of agents, and
timing requirements, as well as the stochastic behavior of the agents. In
the paper, the authors propose a novel method that integrates statistical



model checking and reinforcement learning to overcome those difficulties.
Additionally, the authors employ hybrid automata to model the continu-
ous movement of agents and moving obstacles, and estimate the possible
delay of the agents’ traveling time when facing unpredictable obstacles, in
order to synthesize mission plans that are statistically optimal. The authors
show the result of synthesizing mission plans, analyzing bottlenecks, and the
re-planning ability of the method in case of the sudden appearance of pedes-
trians by modeling and verifying a real industrial use case using UPPAAL
SMC.

— In [BtBGT20], the authors provide a brief comparison of the modelling
and analysis capabilities of two different formalisms and their associated
simulation-based tools, acquired from experimenting with these methods and
tools on one specific case study. The case study is a cyber-physical system
from an industrial railway project, namely a railroad switch heater, and the
quantitative properties concern energy consumption and reliability. The au-
thors model and analyse the case study with stochastic activity networks
and Mobius on the one hand and with stochastic hybrid automata and Up-
paal SMC on the other hand. The authors give an overview of the performed
experiments and highlight specific features of the two methodologies. This
yields usefull pointers for future research and improvements.

— In [JLM"20], the authors present the BEOCOVID project. During the spring
of 2020, the BEOCOVID project has been funded to investigate the use of
stochastic hybrid models, statistical model checking and machine learning
to anlyse, predict and control the rapid spreading of COVID19. The overall
aim of BEOCOVID is to support government in decision making. In the
paper the authors focus on the SEIRH epidemiological model instance of
COVID19 pandemics and show how the risk of viral exposure, the impact of
super-spreader events as well as other scenarios can be modelled, estimated
and controlled in a variety of ways using the tool UPPAAL SMC.

— In [BLGW20], the authors present the WABLIEFT project. This project
explores how to improve medical service delivery through a shared mar-
ketplace for service providers. This shared marketplace allows patients to
choose services from providers and so support improved service delivery and
patient satisfaction. Having a shared marketplace raises some service reliabil-
ity and correctness challenges, as well as creates opportunities for improved
information gathering. This work formalises the shared marketplace to prove
correct behaviour and properties of the marketplace behaviour. The informa-
tion available to the shared marketplace is also used to improve predictions
of medical scenarios such as pandemics, and thus improve service delivery.
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