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Abstract

This Research Note draws attention to the ubiquity of heavy-tailed, power-law types of data
distribution in all major dimensions of digital extremism and terrorism, and discusses the
important implications stemming from this pattern as well as the mechanisms underpinning
it. Highly unequal distributions with a very long lower tail and a sharply rising upper tail
indeed characterize linguistic content, individual behaviours, and overarching structures of
extremist/terrorist digital ecosystems - a striking feature that has largely escaped terrorism
and extremism scholars’ scrutiny as well as Counter Violent Extremism (CVE) and Counter-
Terrorism (CT) practitioners, despite its scientific and practical significance.
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Introduction

In 1949, a singular book drew attention to what appeared to be a quasi-ubiquitous statistical
regularity in human activity. In Human Behavior and the Principle of Least Effort, George Zipf
(1949) showed that plotted ranked distributions of seemingly any linguistic item in written
and spoken language’ displays the same pattern: a few occurrences have very high frequencies
while most items are only found rarely (hence constituting a ‘heavy tail’ in the distribution
graph), in contrast to normal bell-shaped distributions.? In other words, all these distributions
resemble power-laws (where graphs follow the general form y=cx“), revealing, according to the
author, “a matter of fundamental regularity” surely emerging from “an underlying governing
principle.” In the final section of his book, Zipf looked beyond linguistics, and revealed that
this regularity holds in most domains of human activity, from the size of cities to income;?
dozens of almost identical graphs led him to claim that human societies invariably distributed
power, capabilities, and prestige highly unequally. A staunch positivist, he presented his book
as a demonstration that scientifically observing human interactions in the same, detached way
we study objects and animals, similarly leads to the discovery of general laws governing the
‘human ecology

Seventy-five years after Zipf’s volume, power-law types of distributions have indeed been
shown to characterise datasets pertaining to pretty much all domains of human - and even
non-human - activity, from US or Chinese family names to Tour de France performances, and
from moon craters to the evolution of species. As Reed and Hugues summarise, “distributions
with power-law behaviour in one or both tails are ubiquitous in physics, biology, geography,
economics, insurance, lexicography, internet ecology, etc.”* Newman similarly writes that
“one can, without stretching the interpretation of the data unreasonably, claim that power-
law distributions have been observed in language, demography, commerce, information and
computer sciences, geology, physics and astronomy, and this on its own is an extraordinary
statement.”

All this may seem quite removed from the considerations and preoccupations keeping awake
counter violent extremism (CVE) and counter-terrorism (CT) scholars and practitioners. Yet as
this Research Note seeks to show, heavy-tailed power-law types of distributions also abound
in the realm of digital terrorism and extremism, and this observation has key implications
when it comes to both understanding dynamics of radicalisation and violence and designing
countermeasures. Indeed knowing that the distribution of a certain phenomenon is akin to a
power-law (rather than, say, a bell-shaped) not only helps us specify the nature of this reality,
but also unlocks sound strategies to address it. We will see, for example, that the vast majority
of members in any given extremist forum barely contribute to discussions, and therefore that
broad-brush strategies targeting (non-existent) posters with ‘average’ activity would prove
inefficient.

As such, the present work highlights, builds on, and complements, both at once the literature
on power-laws on the Internet and computer systems® and the few analyses of conflict and
terrorism studying heavy-tailed distributions.” It does this by showing that power-law types of
distributions are found across the three major dimensions of online terrorism/extremism: 1)
the linguistic content of what is being said in extremist/terrorist online spaces, 2) the behaviour
of the users within these spaces, and 3) the structures and hierarchies connecting these spaces
(as well as their users) together.

[ proceed in three steps. First, I put forward two methodological considerations that together
frame how (not) to understand the present endeavour; second, I provide empirical evidence
for heavy tailed, power-law type of distributions across the three key dimensions of online
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extremism; third, [ discuss three meanings and implications of this recurring pattern for
knowledge about, and measures against, digital extremism and terrorism. It is hoped that this
empirical snapshot and discussion will trigger a wider interest in a widespread yet still poorly
understood phenomenon, and unlock new, innovative avenues for CT-CVE efforts.

Two methodological considerations: Datasets and fitness
to power-law

Before delving into the data, two brief methodological considerations are warranted. First,
the graphs presented below should not be understood as particularly exceptional or unique,
cherry-picked instances of power-law types of distributions found in a single dataset. Rather,
they are typical examples among many similar cases encountered throughout more than a
decade of research on digital terrorism and extremism using large datasets and corpora.® As
such, the empirical section below merely displays the tip of the iceberg: it provides typical
illustrations of original data systematically collected from niche to very popular digital
spaces and communication channels used by terrorists and extremists (positioned across the
ideological and linguistic spectrums). While the examples come from the far-right and incel
digital ecosystems, similar data is found in other ideological online spaces such as jihadist
forums.

Second, this research note does not claim that all presented distributions perfectly fit power-
laws, which is why [ write “heavy-tailed” or “power-law types” of distributions. Following Zipf’s
practice, a long-lasting first wave of research has used count and rank distribution graphs
to evidence cases of power-laws, usually replotted with logarithmic x and y axes to quickly
evaluate closeness to power-law: in “log-log” graphs, power-law distributions indeed appear
as straight lines, in contrast to other functions similarly displaying heavy tails (such as some
exponential, Weibull, or polynomial variants). For instance, Reed and Hughes observe that
when it comes to the frequency of US family names “the closeness of the points to a straight
line (corresponding to power-law behavior) is impressive,” a pattern they find in a range of
other contemporary phenomena.” However, a more recent strand of research has lamented
that the classic literature tends to “rely solely on qualitative inspection of a log-log plot to
detect power-law behaviour’, which ‘is a not a reliable approach”®? as it is not discriminative
enough to proclaim the existence of a genuine empirical power-law - and hence to clarify the
exact dynamics generating phenomenon captured by the distribution. Some scholars have
even shown that using “careful statistical tests to data that were reported to exhibit power-
law relationships” results in ‘negligible’ evidence;!* Clauset, Shalizi and Newman’s systematic
testing demonstrated that “there is only one case - the distribution of the frequencies of
occurrence of words in English text - in which the power law appears to be truly convincing.”*?
For Lima-Mendez and van Helden, who examined power-law claims in biological networks, this
‘lack of consistency between theoretical models and data’ mean that the ubiquity of power-
law distributions is no more than a ‘myth’.!®* However, this type of criticism has itself been
toned down by scholars like Zhang and colleagues, who have suggested that sampling and
measurement are important factors explaining imperfect fit with power-laws!* - a claim which
raises profound epistemological and ontological issues (and which is itself derided by Lima-
Mendez and van Helden).'

This paper sidesteps this debate by taking a pragmatic stance. I contend that the extent to which
the data presented below fits a power law is irrelevant for the mainly propaedeutic purpose
of this Research Note, which merely seeks to raise awareness of a phenomenon and trigger
reflections about its implications. At this stage, we simply aim at displaying a striking regularity
in online extremism and terrorism datasets (that they resemble power-law distributions), and
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to infer, at a descriptive level only, insights about why and how these distributions matter. It
is therefore hoped that this Research Note will trigger more thorough articles studying with
more depth and accuracy the complex dynamics causing the distributions displayed here (for
example, with fitness tests against power-law and other types of heavy-tailed distributions). At
the level of the present study, what Stumpf and Porter wrote is therefore applicable: “knowledge
of whether or not a distribution is heavy-tailed is far more important than whether it can be
fit using a power law.”’¢ |, therefore, stick to the field’s older common rule of thumb that “a
candidate power law should exhibit an approximately linear relationship on a log-log plot over
at least two orders of magnitude.”” At this Research Note stage, this level of analysis is already
sufficient to highlight important dynamics and situations characterising digital extremism and
terrorism.

Empirical evidence

Language in extremist and terrorist online spaces

To perpetuate Zipf’s lineage, I first investigate the linguistic content of extremist digital spaces
linked to terrorist activity. Extracting and plotting words or n-grams frequencies within a
range of extremist forums, blogs, websites, and social media accounts (on both mainstream
platforms like Facebook and “alt-tech” ones like Telegram or Gab), as well as within entire
coherent groupings of such spaces (for example, the “incelosphere”,'® or the constellation of
French extreme-right websites), typically reveals power-law types of exponent graph lines
with extremely long low tails, regardless of ideology or language. For example, Figure 1 below
plots side-by-side the 1,000 most frequently occurring bi-grams in original posts made to the
infamous “political” (i.e., white supremacist) chatroom of the 8chan image-board,'® on the one
hand, and in the content scraped from the website of the banned French far-right movement
Les Identitaires, on the other hand.?’ Despite differences in language and size (the first corpus
contains more than 8 million words, against approximately 150,000 for the second), the two
panels are remarkably similar and clearly resemble power-law types of distributions (especially
in their log-log variant). Notice how the three most frequent bigrams on 8chan (‘United States’,
‘Donald Trump’, and ‘social media’) and Les Identitaires (‘France’, ‘méme’, and ‘Francais’) occupy
very similar positions on their respective graphs despite occurring at widely different counts
and having different meaning. Comparable graphs are obtained with a variety of other corpora,
in line with the original literature on power-laws in language (including Zipf’s book).
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Figure 1. Distribution of most frequently occurring bigrams on the Les Identitaires website (left, range)
and the 8chan/pol image-board (right, blue)
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Users’ behaviour in extremist online spaces

[ now turn to the behaviour of users within these spaces, such as individual posting volume or
propensity to outlink or react (for example, like, share, reply) to others’ contributions. Initial
evidence for heavy-tailed distributions for extremist digital behaviours already exists. In a
recent paper coalescing anecdotal observations on the ‘super-posters’ phenomenon,?! Baele and
colleagues’ application of the Jenkins-Fisher algorithm to individual posting volume data from
seventeen extremist forums (including jihadist, far-right, and incel ones) produced invariable
results. All of them were mathematically characterised by a 4-categories structure of posting
activity topped by a small clique of “hyper-posters” ‘responsible for a disproportionate number
of the interactions’?? Plotting this activity in rankings, the authors incidentally remarked,
in passing, that ‘posting in all the forums follows a power-type curve where the most active
members occupy the extreme end of a continuum’, an observation that ‘holds in a remarkably
stable way across all forums’? Here we highlight this contribution and confirm its observations.

Figure 2 below displays two illustrative examples of posting activity from two extremist forums
of different sizes and expressing dissimilar ideologies linked to acts of terrorism. The left panel
ranks members of the Incels.net forum?* according to their posting volumes; one person posted
no less than 15,325 times and the second most active member posted 11,547 times; the heavy
tail is populated by 598 individuals who have posted only once and 324 twice. The right panel
represents users’ posting volumes on the small white supremacist Chimpout.com forum; only
167 members were active during data collection, with one individual posting 3,141 times and
the second most active person 2,287 times; at the other end, 46 people posted only once and
sixteen twice. While slightly curved lines on the log-log plots suggest that other functions
than power-laws might better fit these distributions, these graphs nonetheless demonstrate
strikingly similar appearances with two far outliers followed by a less engaged minority and a
lethargic mass of users.
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Figure 2. Posting behaviour on Incels.net (left, orange) and Chimpout.com (right, blue)
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Influence and hierarchy in extremist digital ecosystems

Finally, I turn to the last key dimension of online terrorism and extremism: the structures
and hierarchies within, and across, these spaces. Typically, the literature approximates the
importance, status, or influence of an online space or user (for example, an Instagram account,
a blog, a member of a forum) with simple network statistics such as in-degree (number of
incoming connections), centrality, or algorithms like PageRank or HITS. These statistics, which
help identify and rank the most popular or strategic nodes within a broader interconnected
ecosystem, can be computed at several levels (plotting the connections between multiple
online spaces and even communities, as in Bovet and Grindrod’s network of British far-right
Telegram channels;? or analysing interactions between individual users within a single group/
channel/forum as in Baele and colleagues’ aforementioned study of “hyper-posters”),2® and can
be complemented by direct popularity measures (for example, number of visits to a website,
average number of ‘likes’ and other reactions to an account or poster’s interventions).

Regardless of these measurement choices, datasets tend to render similarly heavy-tailed
distributions. Figure 3 below offers a good example, showing in-degree rankings for all nodes
contained in two totally unrelated networks. The left panel displays data from a vast network
representing the German far-right Telegram ecosystem (11,643 nodes, each corresponding to
an individual channel) where the three most influential channels have in-degrees of 300, 274,
and 269 respectively (at the other end, no less than 2,687 channels have an in-degree of 1,
and 1,711 of 2). The right panel plots numbers from the much smaller network of French far-
right websites (286 nodes, each corresponding to an extremist website) where the top three
sites have in-degrees of 40, 35, and 35 respectively (the heavy tail comprises 52 sites having
in-degrees of 1, and 21 of 2). Heavy-tailed distributions in online extremist networks mean
that these are highly unequal ecosystems whereby a small number of major sites/individuals
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dominate large numbers of unpopular or less active sites/individuals. Open-source data from
other researchers brings about comparable graphs representing a similarly hierarchical reality.
For instance, plotting the numbers contained in Tables 6 and 7 from Bovet and Grindrod’s
abovementioned study results in heavy-tailed distributions for the most outlinked domains in
UK far-right Telegram communities,?” and Conway and colleagues recently claimed that digital
platforms most used by terrorist groups at different points in time resemble power-laws.?
This pattern is somewhat unsurprising given that power-law types of phenomena have been
highlighted and studied with particular intensity within network science and digital network
analysis;* Zhang and colleagues for example claim that power-law structures directly reflect
‘universal behaviours in the evolution of real-world networks’3’ In line with Lima-Mendez
and van Helden’s critique of such claims as over-simplifying ‘myths’ (see methods section
above), we nonetheless see that the end of the heavy tails of the above distributions depart
from the straight line characterising the other end - a sign that the mechanisms underpinning
the emergence of these networks are probably not those behind power-laws and thus warrant
further examination.

Figure 3. Network influence (as approximated by nodes’ in-degree) of online spaces in the German far-
right Telegram (left, orange) and the French far-right websites (right, blue) ecosystems
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Power-law digital terrorism and extremism: So what?

Having provided examples of the ubiquity of heavy-tailed, power-law types of distributions in
extremist and terrorist digital ecosystems, this concluding section opens up a discussion on the
scientific and practical implications of this phenomenon. There are numerous factors involved
in the dynamics producing these distributions, which makes their accurate understanding a
complex task; however, staying at the descriptive level allows us to put forward three insights -
which could guide further in-depth studies - that are already critical for CT/CVE practitioners.
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First, power-law distributions often reflect “Yule” processes, colloquially called “rich-get-
richer”, whereby the bigger members of a growing system tend to attract increasingly more
traction than their less initially endowed or latecomer counterparts.®’ For example, “the
probability of a city gaining a new member is proportional to the number already there; the
probability of a paper getting a new citation is proportional to the number it already has.”*? This
‘preferential attachment’ mechanism characterises much of the web, where more connected
sites are more likely to obtain even more connections in the future,* and is thus highly likely to
underpin some of the heavy-tailed distributions put forward above. Extremist sites that initially
enjoyed some success or were set up earlier within an emerging system (for example, a new
social media platform, an emerging ideology) are more likely to be found and engaged with
by newcomers, extremist influencers who reach a critical mass of followers at one particular
point in the development of the broader ideological ecosystem surrounding them are likely to
get even more, etc. In their study of the far-right online ecosystem, Baele, Brace and Coan argue
that this type of evolution process occurs ‘organically’ but can also be strategically fuelled by
practices such as fake followers or artificial webs of multiple and interconnected accounts/
sites tactically created by individuals who are keenly aware of the competitive nature of online
extremism and eager to reach the threshold leading to snowballing influence.?* This echoes
Zipf’s initial suggestion that power-laws are due to a fundamental law of ‘biosocial’ competition
and cooperation in human societies, which results in highly unequal hierarchies.

Further research should therefore study the emergence and evolution of extremist ecosystems
to test whether their development indeed presents Yule processes and truly follows a power-
law logic. Recognising the reality of Yule processes in extremist ecosystems indeed offers
pathways for clinical CVE interventions attuned to diachronic evolution dynamics, not only by
pointing with accuracy (and as early as possible) to the most important and influential spaces
or individuals who ought to be dealt with (with rippling effects on others), but also by offering
direction (in terms of particular words to avoid or promote) for linguistic counter-narrative
interventions aimed at changing discourse, themes, and hate levels within extremist spaces.
Carthy and colleagues recently lamented that most empirical evaluations of counter-narratives
effectiveness rested on weak evidence and pointed to small effects;** re-thinking counter-
narratives programmes around statistical lexical data holds promise in designing more efficient
messages. The aim of efficient CT/CVE operations cognizant of heavy-tailed distributions
thus becomes to systematically target the rare yet ultra-important items, ideally as they start
to emerge as outliers, for example by using power-law statistics as a forecasting element for
identifying then stifling rising extremist accounts while monitoring the others to prevent them
from reaching a critical threshold, or as a tool to guide more pertinent “inoculation” counter-
narratives®® based on increasingly popular discourses and words. These interventions have
therefore a particularly important place in CT/CVE work on emerging ecosystems and new
platforms, as they can help derail (for individuals or online spaces deemed problematic/
dangerous), or promote (for those deemed more acceptable or less extreme) snowballing
influence in early stages.

Second, some have argued that power-law distributions reflect efficiency equilibriums, i.e.,
systems where a few items (words, tasks, etc.) are used/done very often because they are
comparatively more useful/important than most others, which are thus rarely used/done.
Barabasi for example argued that humans typically queue tasks based on perceived priority:
typically, “most tasks [are] rapidly executed, whereas a few experience very long waiting times,”
resulting in a power-law distribution of tasks performed across time.?” This logic applies to the
words we use (almost never, for the vast majority) or the acquaintances we spend time with.
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Further study should investigate whether such process underpins unequal activity levels in
extremist spaces; here the hypothesis would be, in line with classic work on involvement in
terrorism and extremism,3® that only a small minority of individuals sustain a high level of
involvement in these spaces because, contrarily to most people, they think the gains (be it in
terms of social, symbolic, or economic capital, or in psychological, emotional, and well-being
terms) offset the costs (on the same dimensions). The goal would be here to empirically find
whether this kind of “rational choice” logic is the most important mechanism producing highly
unequal patterns of participation in extremist digital milieux (as opposed to, or in complement
to, for example, increasing degrees of radicalisation translating into growing involvement). A
similar process is probably at play behind some of the linguistic distributions shown above.
Since Rosch’s work, cognitive science has indeed shown how basic-level categories dominate
everyday language because they are the most efficient ones (not too specific, not too broad)
to convey ideas.?* Each milieu therefore has its own basic-level categories, which are the most
useful ones geared at the tasks at hand (highly specialised words may well be basic-level
categories in technical professional milieux such as hospitals or corporate financial law firms).
The linguistic distributions put forward above may thus reflect the fact that the most frequent
words and bigrams occur at such a high rate because they are the most useful, efficient, and
direct ones to express, signal, and demonstrate belief in a given ideology or worldview (for
example, “Donald Trump”, “social media”, “United States”, and “white race” for the 8chan
board). Again, these observations indicate clearer and more pertinent pathways for CT/CVE
interventions than intuition-based programmes. For example, regularly posting large volumes
of incoherent ‘garbage’ into an extremist forum content is a power-law inspired intervention
that would make it less rewarding for the vast majority of its (less active, or newer) members,
thereby lowering participation or even cutting the ‘heavy tail’ altogether. Another type of
power-law inspired intervention would aim at gradually shifting the platform’s ideology, with
multiple posts using moderately occurring words that are less extremist in themselves than
the three or four most frequent ones (to keep the 8chan example, trying to replace “white race”
in the four most frequent terms with an open alternative like “human race”, while keeping the
three others).

Finally, some of these distributions might more worryingly reflect an exponentially growing
extremist ecosystem - as mentioned above, exponentially growing networks observed (“killed”)
atonerandom pointintimeindeed display power-law distributions at one of their tails.*’ As such,
the power-law appearance of data from an extremist ecosystem might evidence the exponential
character of a particular stage of its development, with critical tipping points where stable
systems become hugely more popular. Future research should study the chronology of particular
extremist digital milieux with this hypothesis in mind, to locate exactly when - and if at all -
an exponential growth (or stabilisation) happens. One such hypothesis, for alt-tech platforms,
would be that the introduction of more restrictive terms of use by mainstream platforms or the
takedown of a rival one triggered a moment of exponential growth. Such critical moments (for
example, when Parler was shut down, or when the Islamic State’s Telegram activity was hit by
a sustained Europol-coordinated effort)*! should concentrate CVE practitioners’ efforts so as
to prevent the growth of new ecosystems or the rising popularity of particular online spaces
and communication channels. Attuning to heavy-tailed distribution is therefore not only a tool
for designing multidimensional intervention procedures that consider indirect implications of
particular actions (for example, banning/jailing an influencer from a social media platform,
changing the terms of use of a platform, etc.), but also potentially a forecasting method.

In sum, appraising digital terrorism and extremism from the perspective of heavy-tailed, power-
law types of distribution not only sheds light on important underlying structures and dynamics,
but also indicates original avenues for more effective CVE interventions and even potential
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forecasting based on predictable statistical structures. Incidentally, it also leads us to replace
the study of extremist and terrorist digital ecosystems within the broader social sciences, in
the sense that most of the behaviours and developments found there are typical of all other
realms of human activity. Extremism and terrorism studies tend to have a bias towards the
search for highly unusual patterns, practices, ‘markers’ and indicators of radicalism, extremism
and violence risk, whereas the key to a range of efficient counter-measures may well hold in
precisely the opposite: non-specific, typical, commonly human patterns of “human behaviour”
as Zipf would write.
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Appendix

Among the distributions often (imperfectly) found in when plotting social data, one is regularly claimed
to be particularly frequent: the normal, or Gaussian, “bell-shaped” distribution (as in standardized
IQ testing for instance). Our Research Note emphasises another one: the heavy-tailed power-law
distribution. To illustrate the differences between these two types of distributions to those not familiar
with statistics, we present below two variants of a situation which, whilst hypothetical, will be familiar
to many readers.

Imagine a university programme (say, a BA in terrorism studies) at a very large institution. This
programme has a yearly enrolment cohort of 1,000 students. At the end of his/her first year, each of
these students is given a mark between 0 and 100 (with 0 being the worst mark and 100 a perfect
mark). Students ending their first year in 2024 have been ranked in Figure 1 below: we can see that
the distribution of how many students obtain each mark resembles a bell and is therefore close to
a “normal” distribution. Very few students obtain either very low or very high marks, whilst large
numbers of students obtain marks around the high 50s / low 60s. Students ending their first year in
2025 have been ranked in Figure 2 below, and their performances present a very different distribution
indeed, close to a power-law. It is characterized by a long tail made of very few students populating a
wide marking range (from 0 to around 70) followed by increasing numbers of students as marks get
higher, with the last two data points standing out (the opposite would have been possible too, with
one or two students getting extremely high marks and the vast majority getting really poor grades).

We can quickly see that these two distributions evidence two starkly different realities — an average
2024 first-year cohort versus a brilliant 2025 one. But we also understand that evidencing these
two realities should enable the programme director to design very different pedagogies and support
strategies to best teach his/her students. The argument I make in the Research Note is similar:
by documenting power-law types of distributions in the field of online terrorism and extremism,
practitioners can design sound, data-driven counter-extremism/terrorism strategies that would have
been different had they faced normal or other forms of distributions.

Figure 1. Students’ marking ranks resembling a normal distribution
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Figure 2. Students’ marking ranks resembling a power-law distribution
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