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Preface

Cryptography is an intriguing discipline. It has grown from art to science,
drawing strength in mathematics to protect its users and bringing solutions
in concrete situations with inherent elegance. I had the chance to hear about
cryptography for the first time at university from Jean-Jacques Quisquater, one
of the founders of academic research in the field in the French-speaking world.
I was first amazed to learn about things like the birthday paradox — several
students among the 50-strong audience having the same birthday — and the
fact that cryptography is capable of proving a statement in such a way that
the elements of proof are not revealed and that “any theorem can be changed
into a labyrinth.” The mix of mystery, paradox, mathematics and ingeniosity
was particularly attractive for a first year mathematical science student. I got
immersed into the number theory underpinning the RSA cryptosystem but
without yet realizing the full implication of that. At that time, I did not
imagine doing a doctorate in cryptography. So much for naivety.
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Technology is linking the slightest of our actions to the virtual world. It
brings together I'T resource-poor users and groups of people or institutions that
may be unknown or whose intentions are. In nowadays’ hyper-connected life,
where we may be online even without knowing it, it is no longer sufficient to
protect oneself from the outside environment as the ennemy could potentially
lie within the entity we are interfacing with.

Since behind computers there are humans, we believe that there is no in-
terest in a new technology breakthrough if the price to pay is a dilution of
the rights to privacy, integrity or anonymity. The users are not always aware
of their vulnerability while engaging into electronic exchanges — sometimes
unbeknownst to them. The cryptographer’s mission is to put forth concrete
solutions to protect all these essential aspects.

In this context where the unequal balance of power is exploited at any
level, our work proposes such mechanisms to enhance the privacy in three of
the most fundamental cryptographic primitives, namely, digital signatures, en-
cryption schemes and zero-knowledge proof systems. More precisely, we either
extend their ordinary building blocks with necessary functionalities for today’s
application so as to achieve resiliency in the sense of distributed computing or
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improve their security models by taking into account realistic threat — or even
both.

Furthermore, without compromising on the security level regarding this
requirement, this thesis focuses on making the verification mechanisms both
accessible and effective so that they can be actually used in practice and thus
force the honesty of all participants. In these three main areas we then build
publicly verifiable advanced protocols while proposing the best performance to
date. Efficiency is central when claiming an interest in a user-centric approach
and parts of our constructions are even (asymptotically) optimal.

The contribution of the thesis is to offer forms of security that can be guar-
anteed both mathematically — by reduction to computational hard problems
— and structurally, identify their robustness in time and control the effect of
potential flaws in order to re-balance forces virtually.

1.1 Modern Cryptography and Challenges

Modern cryptography transformed the art of secret into science. What distin-
guishes today’s methodology from previous techniques is the fact that cryptog-
raphy now relies on the reductionist paradigm. This formal framework provides
the discipline with the necessary rigour to prove security. In that sense, this
thesis is part of provable security.

1.1.1 Provable Security

Guaranteeing security is made possible thanks to the so-called proofs by re-
duction. The reduction principle is as follows: First we should ponder which
features we want, and from which risk we need to protect ourselves. That
means we have to formally define the objectives of the cryptographic primi-
tive (if we are to achieve it) and model the potential failures we want to avoid
regarding their use, i.e. the power of the adversaries posing a threat. Sec-
ondly, we need to clearly identify the computational hard problems on which
we could rely in order to guarantee the security goals while building schemes.
The assumptions that these problems are indeed efficiently intractable should
be widely believed. Finally, the scheme is proven secure if we can show that
any well-defined but general adversary in the security model can be “easily”
adapted to a solver of one of the underlying hard problems. We say that the
security of the scheme in the considered model is reduced to solving this prob-
lem. Consequently, no real-world attack fitting the model could exist without
contradicting the assumption that the considered problem is hard.

Understanding the different levels of security of a given cryptographic prim-
itive is fundamental since a proof by reduction of a scheme (realizing the func-
tionality of the primitive) says nothing about an adversary out of the model.
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1.1.2 Public-Key Cryptography

The science of cryptography consists in building secure schemes. While a single
approach exists for proving computational security, cryptography is divided
into two subfields.

On the one hand there is secret-key cryptography where the entities should
share a common private key before being able to securely communicate. On the
other hand there is public-key cryptography where each entity makes available
to the others a public key while retaining exclusive possession of the associated
secret key. The public key alone is necessary to engage in secure communication
with such an entity.

These two categories are sometimes referred to as symmetric cryptography
and asymmetric cryptograhy to reflect the fact that the same key is/is not used
on both sides of the communication. This thesis deals with the second category
and secret-key cryptography will no longer be mentioned here.

In almost 40 years of public-key cryptographic research, with initial ad-
vances going back to the publications of Diffie-Hellman [58] first and Rivest-
Shamir-Adleman [127] later, a fair number of cryptographic primitives and se-
cure protocols have been developed. In the beginning, the objective was simply
to protect oneself against the rest of the world. Communications through pri-
vate and authenticated channels were then made possible thanks to encryption-
signatures. We clearly have valuable standards for that purpose with OAEP-
RSA, DSA,... With the evolution of IT and the advent of Internet, the available
solutions were no longer able to secure exchanges that became more exposed
in nature. Previously, it was necessary to be protected from the network.
Nowadays we are connected to it nearly all the time and we are engaging in
more complex procedures. Consequently we are potentially more vulnerable to
cyber-threats.

1.1.3 Composability

The number of players within a protocol and the variability of their roles in-
crease its potential exposure to attacks against which it needs to be guarded.
We know that a new kind of protocol needs an overall security approach, its
own security model. In order to secure protocols which use several functionali-
ties of different primitives, beyond the usual signature schemes and encryption
schemes, the juxtaposition of secure solutions is not sufficient. Public key cryp-
tography in general and this thesis in particular deal with such composability
problems.

Composability is an important cryptographic design notion for building sys-
tems and protocols. Inside protocols, cryptographic tools need to compose well
with each other in order to be used in combination. Structure-preserving cryp-
tography, in turn, is a recent paradigm that takes care of composing algebraic
tools, and primarily within groups supporting bilinear maps — a.k.a. pairings —
to allow smooth composition with efficient known proof systems. The notion
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allows for modular and simplified designs of various cryptographic protocols
and primitives.

In this thesis we propose new pairing-based mechanisms from structure-
preserving schemes. Some of our solutions keep this feature and we also show
that new combinations lead to very efficient schemes with high levels of privacy.

1.1.4 Distributed Computing and Resilience

While ordinary encryption or signature schemes only allow pairwise commu-
nications, nowadays computers, mobile phones and a lot of other connected
electronic devices are able to delegate or run algorithms on confidential or au-
thenticated data that are subsequently processed by other protocols very often
managed by more powerful servers.

The terms “distributed computing” or “distributed protocol” are often used
to describe systems where data and computations are delegated or shared,
thereby necessitating or authorizing the intervention of multiple players to ex-
ecute a predetermined task. This thesis discusses to some extent group signa-
tures, P-homomorphic signatures that authorize some form of malleability and
threshold cryptosystems. All these primitives are fully included in this field of
distributed protocols as detailed in the next section.

However, as shown by recent reports, the confidence given to service providers
— as protocol managers — should not be unconditional or automatic. What can
be reasonably expected from security when the parties involved in the process
are themselves dishonest and liable to collude against a single user?

When the secret key associated to the public key of a secure encryption
scheme or signature scheme is stolen, nothing can be made to “patch” the sys-
tem except its complete resetting from scratch with collateral problems linked
to identity and certificates. The situation is even worse for distributed and
hierarchical protocols where users should not be affected by a failure occuring
elsewhere in a subroutine.

Resilience is the ability of a system to be fault-tolerant. It measures how
robust the system is in order to preserve the security of its different functional-
ities when faced with a precise threat. The security of the above cryptographic
primitives is defined in that sense.

1.2 Motivation and Scope

This thesis aims at improving the security in some of the most fundamental
aspects of cryptography through new privacy enhancing mechanisms providing
a public verifiability.

By public verifiability we mean that the public parameters of our cryp-
tographic schemes are sufficient to check the validity of the outputs of some
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algorithms. All our schemes feature such a form of verification even though it
concerns different algorithms.

It is to be noted that verifiability is strongly linked to security since we only
consider as valid those results that have been obtained honestly. Verifiability
provides proof that the procedure has been correctly followed and should not
be liable to falsification. On the other hand, the elements provided by verifia-
bility in order to achieve verification should not diminish the security of other
properties of the scheme.

In spite of this, all our contructions are equipped with proofs in the standard
model and in adaptive security models that we have strengthened or for which
we have been first in providing solutions. It is also worth mentioning that all
our constructions are based on the existence of efficient cryptographic bilinear
maps. Consequently, our realizations fall into the so-called field of pairing-based
cryptography.

Our research made it possible to offer robust and effective solutions to
enhance the privacy of cryptographic primitives. In these achievements, we
have privileged a user-centric vision while guaranteeing the highest security
level to users. Our contributions in the various fields described below are
optimal and/or state-of-the-art.

1.2.1 Enhancing Privacy in Signatures

Digital signature schemes allow a signer who has established a public key pk to
sign a message in such a way that any other party can verify that the message
originated from him/her and has not been modified in any way.

Revocable Group Signatures

In Chapter 3, our first contributions deal with the primitive of group signature
schemes. This notion was originally introduced by Chaum and van Heyst in

[46].

MoTivAaTION. This approach relies on a group manager, who distributes cre-
dentials to a group of signers, who in turn can sign documents on behalf of
the group. All individual signers are guaranteed to remain anonymous, unless
an opening authority decides to trace them. While this primitive is highly
desirable in various contexts (resilient signature services, anonymous digital
credentials and keycard access. . . ), all known constructions remained unusable
despite 20 years of research, due to the lack of efficient revocation mechanisms
enabling group managers to add and remove group members, depending on the
needs or on the compromise of some network components.

CONTRIBUTIONS. We propose the first constructions of group signature with
a scalable revocation mechanism, that is, all operations have a cost that is at
most polylogarithmic in the group size. Furthermore, our solution is optimal
in various respects: for instance, the size of signatures and the verification
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cost are independent of the number of revocations and the maximal cardinal-
ity of the group. Relying on a stronger assumption, we also provide solutions
with constant-size secret keys. This result stands in strong contrast with the
previous state-of-the-art which only proposed solutions with public key size of
linear complexity and makes our construction competitive with group signa-
tures without revocation in the standard model.

Part of these contributions were published in

Scalable Group Signatures with Revocation [109]
Group Signatures with Almost-for-Free Revocation [108]

Malleability in Signatures

In Chapter 4, we improve the model for computing on authenticated data pro-
posed by Ahn et al. [6] and propose efficient structure-preserving realizations.

MoTivATION. While unforgeability of ordinary signatures prevent them from
being modified, signature schemes allowing some kind of authorized malleabil-
ity have shown their utility in different contexts. The recent concept of P-
Homomorphic Signatures is the cryptographic primitive unifying a wide range
of signatures that support such public modifications. In this general framework,
where validity of signatures is only preserved for messages that are derivable
according to the predicate P from other signed ones, a special privacy notion
might be required. This new security property is named context hiding and it
ensures that nobody can tell whether a signature is freshly generated or derived
from existing ones. While the strong context-hiding property even requires sta-
tistical indistinguishability, we show concrete situations where this definition
fails to prevent efficient attacks.

CONTRIBUTIONS. In the framework of P-Homomorphic Signatures, we first
improved the context-hiding privacy notions. We start with a context-hiding
notion that deals with a computational indistinguishability for adversarially-
chosen signatures. We prove that this notion is incomparable with the strong
context-hiding property. While previous definitions only take into account
honestly-generated signatures, here, the adversary is only restricted to provide
valid signatures no matter how he/she computes it. This modification is justi-
fied by the existence of randomizable signatures. Then, we gradually strengthen
our models up to the complete context-hiding property which also implies the
strong definition of Ahn et al.. Secondly, we build efficient structure-preserving
P-homomorphic signatures for subset predicates, quotable predicates and lin-
ear subspace predicates that all satisfy our highest level of privacy. Moreover,
the resulting subset signature scheme and quotable signature schemes enjoy
performances that have not been achieved yet in the standard model even for
a relaxed level of context hiding. Also, our linearly homomorphic signature
scheme demonstrates unexpected applications so far. Some of these applica-
tions are detailed below.
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Part of these contributions were published in

Computing on Authenticated Data: New Privacy Definitions
and Constructions [10]

Efficient Completely Context-Hiding Quotable and Linearly
Homomorphic Signatures [11]

Linearly Homomorphic Structure-Preserving Signatures and
Their Applications [100]

1.2.2 Enhancing Privacy in Commitments and Proofs

Commitment schemes allow any party who knows the public parameters of a
scheme to commit to some values that he/she can reveal later on. Nobody else
seeing the commitment is able to find out information on the hidden committed
value, a.k.a. the hiding property. In turn, the committer cannot change his/her
mind when he/she reveals the value, a.k.a. the binding property. Commitment
schemes are often associated with zero-knowledge proof systems. The latter
allows a prover to efficiently convince a verifier that a given statement is true
without leaking any other information.

Usually, these primitives are used to improve other cryptographic building
blocks and their security. Therefore, in order to enhance the privacy of efficient
protocols in practice, they should not have to increase too much the overall
complexity. In that sense, our contribution to these primitives enables their
use in practice.

Non-Malleable Commitments

In Chapter 5, we put forward the first short non-malleable commitments on
vectors of group elements while keeping the ability of proving statements rela-
tive to their openings.

MOTIVATION. Simulation-sound trapdoor commitments (SSTC) are commit-
ments schemes were a trapdoor key allows equivocating openings. This means
that the owner of this key is able to get around the binding property by com-
puting “fake” — though valid — openings. However the binding property must
be unchanged for other parties even if they see equivocations; this is the simu-
lation soundness. As for the applications of SSTC schemes, they can be used to
build universally composable zero-knowledge proof. Furthermore, known tech-
niques [73, 75] also enable a generic transformation of SSTC into non-malleable
commitments — with respect to opening. Non-malleable (NM) commitments
schemes generate commitments that cannot be used to compute new commit-
ments whose openings are in relation with unknown committed values. This
feature is clearly mandatory for on-line auctions as well as other real situations.
As far as composability is concerned, structure-preserving commitments to vec-
tors of group elements cannot be length-reducing [5] and neither is the only NM
commitment scheme [64] whose openings only consist of group elements.
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CONTRIBUTIONS. We build the first constant-size (semi-) structure-preserving
simulation-sound trapdoor commitments for vectors of group elements in G,
for a bilinear map e : G x G — Gp. We bypass the impossibility result of [5]
by allowing the elements of the commitments to lie in the target group Gr,
hence the word “semi”. Then, we obtain the first constant-size non-malleable
commitments enjoying the same features by slightly adapting the generic trans-
formation and by relying on a one-time structure-preserving signature. Finally
we generalize our construction to provide a novel generic transformation from
any structure-preserving linearly homomorphic signatures into non-malleable
commitments.

Part of these contributions were published in

Linearly Homomorphic Structure-Preserving Signatures and Their
Applications [100]

Simulation-Sound Quasi-Adaptive Arguments

In Chapter 6, we build a constant-size arguments for membership in a spanned
vector space where the common reference string may depend on the given
vector.

MOTIVATION. Zero-knowledge proof systems [19] allow a prover who has some
witness to convince a verifier that a given string belongs to a predefined lan-
guage. Additionally, the proof should leak no information about the witness.
If the string is indeed in the language, the statement is true and if the prover
accepts the proof, the proof is valid. These systems need to satisfy complete-
ness and soundness. This respectively means that if the statement is true, the
prover is always able to compute a valid proof and if the statement is false
it is unfeasible for the prover to compute a valid proof. A non-interactive
zero-knowledge (NIZK) proof simply means that the prover does not need the
verifier to perform a proof which is publicly verifiable. Non-interactive proofs
can be efficiently computed from a common reference string (CRS) for relations
in groups equipped with a bilinear map. In the quasi-adaptive model, the CRS
may depend on the specific language. Despite this relaxation, it is a strong
enough model to achieve adaptive security for encryption schemes and it gives
the advantage of providing smaller proofs. Indeed, in this system, proofs may
support a one-time simulation-sound property, where a trapdoor key makes it
possible to prove false statements that are accepted by provers. The property
says that even if someone else sees one simulated proof he/she is still not able
to break the soundness of the system. The state-of-the art solutions do not
seem to readily extend to situations where several simulated proofs are needed
except by a huge amount of additional computations.

CONTRIBUTIONS. For the case of proving that a vector belongs to a linear sub-
space generated by some given vectors, we build quasi-adaptive proof systems
where the size of the proof is independent of the dimension of the linear sub-
space and of the size of the vectors. First we achieve this result for the general
case of unbounded simulation soundness under a simple assumption. Secondly,
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we further decrease the constant-size number of elements in the proof for the
particular case of relative simulation soundness where only one simulated proof
is given in the security model. Linear subspace membership proofs are of great
interest since they make it possible to prove several linear algebraic relations
as shown below.

Part of these contributions will be published in

Non-Malleability from Malleability: Simulation-Sound
Quasi-Adaptive NIZK Proofs and CCA2-Secure
Encryption from Homomorphic Signatures [107]

1.2.3 Enhancing Privacy in Encryption

Public-key encryption schemes allow any party to encrypt a message under the
public key pk established by the designated receiver in such a way that no other
party can tell anything about the encrypted message. Only the receiver can
decrypt the ciphertext to recover the message using his/her secret key.

Verifiable Threshold Encryptions

In Chapter 7, we concentrate on encryption schemes allowing any party to verify
that ciphertexts are well-formed and their decryption needs the collaboration
of a number of receivers exceeding a given threshold among those who have a
secret key share.

MoTIVATION. Adaptive security of threshold encryptions requires that the
privacy of the encrypted messages is not altered when an adversary is able to
corrupt part of the secret-key share owners on-the-fly as long as their num-
ber does not exceed the threshold. Adaptively-secure cryptosystems against
choosen-ciphertext attacks (CCA) further require that the scheme remains se-
cure if the adversary can also obtain decryption of other ciphertexts of his/her
choice. While this level of privacy may seem quite strong such schemes have
already been designed and are mandatory in some real-world situations. In
particular, these schemes are non-malleable, which is an important feature
when integrity is concerned. Nevertheless, last year Emura et al. proposed
some reconciliation with homomorphic properties supported by the encryption
primitive of keyed-homomorphic CCA encryptions where homomorphic opera-
tions can only be carried out using a dedicated evaluation key. Unfortunately
their schemes only satisfy a relaxed notion of their stronger model and these
do not readily extend to public verifiability.

CONTRIBUTIONS. As applications of our quasi-adaptive proof systems de-
scribed in Chapter 6, we first build a fully secure publicly verifiable thresh-
old encryption scheme using our quasi-adaptive proof supporting a one-time
form of simulation-soundness since it is sufficient to perform the security re-
duction. This new technique leads to the most efficient scheme to date for
that primitive with its 8-group elements and also enjoys the property of being



14 Chapter 1. Introduction

structure-preserving. In order to build the first fully-secure keyed homomor-
phic encryptions while also providing a publicly verifiable mechanism to check
the validity of the ciphertexts and threshold decryption — which are both neces-
sary in electronic voting schemes — we rely on our unbounded simulation-sound
quasi-adaptive arguments. Indeed, post-challenge evaluation queries involving
the challenge ciphertext need to be simulated in the reduction and the re-
turned ciphertexts should not help the adversary to force decryption of invalid
ciphertext.

Part of these contributions will be published in

Non-Malleability from Malleability: Simulation-Sound
Quasi-Adaptive NIZK Proofs and CCA2-Secure
Encryption from Homomorphic Signatures [107]

1.3 The Core Equation

All along the thesis, a single relation underlies all the constructions. For a
bilinear map e : G x G — G defined over groups G, Gy whose order is a same
“huge” prime p, here is the relation you should find again and again:

lg, =e(G., Z) - e(Gr, R) lg, =e(H,,Z) - e(H,,U)

Informally, for given parameters G, H,, G, H,, the security of all the pre-
sented schemes supposes that you are not able to compute a non-trivial triple
(Z, R,U) satisfying the above relation.
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16 Chapter 2. Cryptographic Background
2.1 Basic Concepts

This section recalls some fundamental notions of public-key cryptography.

2.1.1 Definitions and Generalities

An algorithm can be seen as a finite set of instructions that precisely defines a
sequence of operations in order to specify the computational process to evaluate
a given function. This process can be represented by a Turing machine.

A PPT algorithm is the shortened form of a probabilistic algorithm that
runs in polynomial time:

e An algorithm whose input length is at least A € N is efficient if it runs in
polynomial-time in A. That means that the number of basic operations
needed during the execution of the algorithm is bounded by p()\) for some
polynomial p.

e When the random coins r of a probabilistic algorithm Alg running on
imputs « should be specified we write Alg[z; 7] using a semicolon.

Negligible functions are positive functions that decrease faster than the
inverse of any polynomial:

Definition 1 (Negligible Function) A function f is negligible if for every
polynomial p(-) there exists an N such that for all integers n > N it holds that
f(n) < ftey

A computational problem is said to be hard or intractable if there is no
efficient algorithm solving it with non-negligible probability. More precisely, for
random instances of the problem of input length A, efficiency and probability
are measured in term of A. Sometimes it may even be hard to check if an
output is a solution. In general we may be interested in decisional problems.

Definition 2 (Indistinguishability) Given two probabilistic algorithms U =
(Ux)a and V = (Vy)a (or families of finite distributions), U and V are com-
putationally indistinguishable, noted U ~ V, if for any PPT algorithm D the
following holds: for any A\ € N there exists a negligible function negl such that

|Pr[1 « DY(\)] — Pr[1 « DY (V]| < negl(}), (2.1)

where DY (resp. DV') means that D has an oracle access to U (resp. V),
i.e. , for given parameter X\, D may query samples according to the probability
distribution defined by Uy (resp. V). If equation (2.1) still holds for any
unbounded distinguisher D, then U and V are statistically indistinguishable,
and even perfectly indistinguishable if negl(\) = 0.
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Perfect indistinguishability means that whichever way U and V generate their
outputs, from possibly different inputs, they occur with ezactly the same prob-
ability. From a distribution standpoint, statistical indistinguishability means
that U and V are statistically closed. Indeed, in that case the above defintion
is equivalent to requiring

ZseS,\‘Pr[S — U/\] — PI“[S — V)\H < negll()\)7

where Sy is the common finite sample set, with |Sy| > 2*. By extention, we
will say that U and V' are computationally closed in the case of computational
indistinguishability.

As an example, a familly of pseudo-random functions (PRF) are efficient al-
gorithms whose outputs look like “real” uniform random numbers in the sense
that it is hard to distinguish if a set of outputs has been generated by the
PRF or is “truely” random: PRFs and random functions are computationally
indistinguishable. More exactly, a PRF family U defines for every A a distri-
bution of a polynomial-size set of functions so that given an oracle access to
f < Uy, whose output length is A it is hard to distinuish it from V) which
returns equally-likely strings from {0, 1}*.

One-Way Functions

Informally, a function f is one-way if it is easy to compute but hard to invert.

Definition 3 (One-Way Function) Let A be a security parameter, then a
function f : {0,1}* — {0,1}* is one-way if, (i) there exists an efficient algo-
rithm that on any input x € {0,1}"™ returns f(x), (ii) for all PPT adversary
A, there exists a negligible function negl such that

Priz & {0,1}; y = f(2); o' + A(y) : f(2') = y] < negl(}).

Hash Functions

Informally, a hash function takes in an element of {0, 1}* and efficiently returns
a fixed-length bit string.

Definition 4 (Hash Function Family) Let A be a security parameter, then
a familly H of hash functions parametrized by X samples a hash function H :
{0,1}* — {0,1}* according to an internal distribution.

While the deterministic function H cannot be injective it should be hard to
compute pre-images or to guess images without computing H. We recall two
flavours of this property.
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Definition 5 (Universal One-Way) A familly H of hash functions is uni-
versal one-way if for any PPT adversary A there exists a negligible function
negl such that

Prlz + A(H); H + H(\); o' < A(H) : 2’ # 2 AN H(2') = H(z)] < negl(\).

The following stronger notion requires the same intractability even if the
adversary may choose both z,z’ after receiving the hash function.

Definition 6 (Collision Resistant) A familly H of hash functions is colli-
sion resistant if for any PPT adversary A there exists a negligible function negl
such that

Pr[H < H(\); (z,2") + A(H) : 2’ # 2 A H(x') = H(z)] < negl()).

Bilinear Groups

A cyclic group (p, G, g) is a group G entirely generated by g where g = 1.

Definition 7 (Bilinear Group) A tuple (p,G1,Gs,Gr, e, g1,92) is a bilinear
group where G1, Go and Gp are cyclic groups of prime order p, generated
respectively by g1, go and e(g1,g2), if € : G1 X Gy — Gr is a non-degenerated
bilinera form: for all X € Gy, for all Y € Go, for all a,b € Z,,

e(XY?) = e(X,Y)%. (2.2)

For a security parameter X\, it is assumed that bilinear groups are efficiently
samplable so that p > 2*. Mainly, there are three types of elliptic-curve instan-
tiations [71]:

Type 1: where G = Gy and g1 = g2. We usually refer to Type-I instances as
symmetric pairings. We denote by (p, G, Gr, e, g) < A(X\) the generation
of this setting.

Type 2: where an additional efficient homomorphism ¢ : Go — Gy is given
but none exists from G to Gs.

Type 3: where presumably no efficient homomorphism exists in either way.

Type-3 elliptic curves have the most efficient instantiations and admit a
smaller representation of Gp-elements than those of Go-elements. At a same
bit-security level, G-elements of type-1 elliptic curves have an intermediate size
relatively to type-3 curves. In the thesis we will only use type-1 curves because
of their symmetric property.
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2.1.2 Security Assumptions

All the schemes proposed in the thesis have their security based on one or
several of the following assumptions. To simplify their descriptions we will
say “a problem is hard in a group G” for “a problem is hard relatively to the
generation of G”, which means that the probability to efficiently solve the
problem is negligible in the security parameter A where the random coins are
taken over the distribution of the A-bit length instance of the problem and
the distribution that generates the group G whose cardinality is at least 2*.
In symmetric bilinear groups, the latter distribution is that of A(A) such that
(p,G,Gr,e,g) < A(N).

As a warm-up, we start with the weakest assumption of the thesis. Breaking
this assumption means breaking all the other ones since the underlying problem
is the hardest to solve. For aset S, s < S means that s is equally-likely sampled
from S.

Assumption 1 (DLOG) The Discrete Logarithm Problem (DLOG) in a

cyclic group (p, G, g), is to compute a € Z,, such that h = g* for some h &G
The Discrete Logarithm Assumption asserts that the DLOG problem is
hard in G.

Under the DLOG assumption in G, the exponentiation is a one-way function
in the sense of Definition 3.

Assumption 2 (CDH) The Computational Diffie-Hellman Problem
(CDH) in a cyclic group (p,G,g) is, given (g,g% g%), for some a,b & Zy,
to find g** € G. The Computational Diffie-Hellman Assumption asserts
that the CDH problem is hard in G.

Sometimes, reductions find it difficult to compute a CDH solution. However,
in some cases the challenger can extract a relaxed solution which motivates the
following assumption.

Assumption 3 (Flex-CDH [101]) The Flexible Diffie-Hellman Assump-
tion (Flex-CDH) in G asserts the hardness of finding a non-trivial triple (g*,
g, g 1), for some non-zero i € Zy, given (9,9% g%) < G.

For indistinguishability-based security we have to rely on hard decision
problems. A first decisonal assumption is the DDH assumption where it should
be hard to verify whether a group element is a CDH solution.

Assumption 4 (DDH) The Decision Diffie-Hellman Problem (DDH)
in a cyclic group (p,G,g), is to distinguish the following two distributions
(9,9% g% 9°) and (g,9% ¢°,9%), with a,b & Zy, z & Zy. The Decision
Diffie-Hellman Assumption asserts that DDH is hard in G.
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The DDH assumption in (p, G, Gr,e,g) + A(X\) does not hold. Indeed, it
is even easy to solve any instance of the problem since, given (g, h, f, Z) € G*,

for some h, f < G, checking whether e(g, Z) = e(h, f) is efficient.

In symmetric pairings the DLIN assumption seems to be the weakest deci-
sional assumption on which security of efficient schemes may rely.

Assumption 5 (DLIN [24]) The Decision Linear Problem (DLIN) in a
cyclic group (p, G, g), is to distinguish the following two distributions (g%, g, g®°,
"%, gt and (9%, g%, g%, g*?, ¢7), with a,b,c,d <& Zy, 2 & Zy,. The Decision
Linear Assumption is the intractability of DLIN.

Equivalently, for random generators (g, h, f) + G? and random scalars
(¢,d) < Zz, it is hard to check whether an element Z € G satisfies (h°, f?, Z) €
span{(h,1,9), (1, f,g)) for unknown (c,d), where span is the notation for the
linear span.

Assumption 6 (DBP [3]) The Double Pairing Problem (DBP) in a bi-
linear group (p,G1,Ga,Gr,e,g1,92) is, given g.,g, <& G2, to find (z,7) € G3
satisfying lg,. = e(g., 2)e(gr,7). The Double Pairing Assumption asserts
that the DBP problem is hard in G.

In symmetric pairings, it is easy to compute a solution of any DBP instances.
Then, in type-1 pairings, we must not rely on the above assumption. Instead,
we may use another hardness assumption, called SDP, which can be seen as
the analogue of DBP in the symmetric case. This assumption is implied [45]
by the DLIN assumption.

Assumption 7 (SDP [45]) The Simultaneous Double Pairing Problem
(SDP) in a symmetric bilinear group (p, G, Gr, e, g) < A(N) is, given g,, gr, h,
hy & G4, to find (z,r,u) € G® satisfying

lg, = e(gz, 2)e(gr, ), lg, = e(h, 2)e(hy, w). (2.3)

The Simultaneous Double Pairing Assumption asserts that the SDP prob-
lem is hard in G.

g-type assumptions We also rely on assumptions that remain true if the
challenger is allowed to see a multiple of a polynomial number g of elements
related to the solutions of the underlying problem. Sometimes such hard prob-
lems are called “one-more” problems when the goal is to find a new solution
from given ¢ solutions. The length of the assumption is then a function of that
g-value, which makes it harder to challenge.

Assumption 8 (¢-SDH [21]) The ¢-Strong Diffie-Hellman problem (g-
SDH) in a cyclic group (p,G, g) is, given (g, 9%, ...,9*")), for some a < Z,, to
find a pair (g"/(¢+9) s) € G x Z,. The ¢-Strong Diffie-Hellman Assump-
tion asserts that the g-SDH problem is hard in G.



2.1. Basic Concepts 21

The following assumption has been used to prove the security of a constant-
size structure-preserving signature scheme that allows signing vectors of group
elements. We assume this assumption to hold since some of our schemes use
this signature scheme as a buiding block.

Assumption 9 (¢-SFP [4]) The ¢g-Simultaneous Flexible Pairing Prob-
lem (q-SFP) in a symmetric bilinear group (p, G, Gr, e, g) is, given g., h, gr, hr,
a,a,b,b € G and q € poly()\) tuples (zj,7,5;,tj,uj,vj,w;) € G such that

a) =e(g.,2;)-e(gr,ri)-e(s;,t;

~) (921 25) - e(gr,75) - e(s5,t5) (2.4)
b) = e(hz, ;) - e(hr, u5) - e(vj, wy),

to find a new tuple (z*,7*, s*, t*, u*,v*,w*) € G” satisfying relation (2./) and
such that z* # lg and z* # z; for j € {1,...,q}. The g-Simultaneous
Flexible Pairing Assumption asserts that the q-SFP problem is hard in G.

Assumption 10 (¢-DHE [26]) The ¢-Diffie-Hellman Exponent Prob-
lem (q-DHE) in a cyclic group (p, G, g) is, given (9,91, -, 9q: 9g+2, - - -+ 92¢) €
G2? such that g; = ¢ for each i and where o < Z,,, to compute the miss-

ing element gq41 = g("‘qﬂ). The g-Diffie-Hellman Exponent Assumption
asserts that the g-DHE problem is hard in G.

As noted in [35], this problem is not easier than the one used in [26], which

comes down to computing e(g,h)(aq+l) on input of the same values and the
additional element h € G. The generic hardness of g-DHE is thus implied by
the generic security of the family of assumptions described in [22].

Nevertheless, we need a stronger variant of Assumption 10, used in [90].
While the Flex-CDH assumption relaxes the resolution of the CDH problem,
the following assumption relaxes the ¢-DHE problem in a similar way.

Assumption 11 (¢-Flex-DHE) The Flexible ¢-Diffie-Hellman Exponent
Problem (q-Flex-DHE) in a cyclic group (p,G,g) of prime order is, given
(G591, +9q: G2, - - - 92¢) € G*T such that g; = g for each i and where
a & Zy,, to compute a non-trivial triple (g“,gnghggq) € G3, for some p € Z,
and where gg41 = g(“q“). The Flexible ¢-Diffie-Hellman Exponent As-
sumption asserts that the q-Flex-DHE problem is hard in G.

2.1.3 Security Model

Most commonly used protocol have their security based on the idealization
of cryptographic hash functions. Informally, a hash function is modelled as a
random oracle if its outputs are considered truely random. However, in practice
there is no way to efficiently sample elements from a uniform distribution but
a lot of efficient schemes can be proved under this assumption.
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Assumption 12 (Random Oracle Model [15]) Imagine a world where all
protocol participants have access to a random oracle. This is an entity that
initially chooses (in private) a random function R : {0,1} — {0,1}* for some
I,t. Then any player can send any bit string a of length | to the oracle which
will then return R(a). Since R was completely random, R(a) is a uniformly
chosen string of length t, and is independent of a. Moreover, seeing the value
of R(a) gives no advantage whatsoever in predicting the value R(b) for b # a.
However, R is fized, so every time someone sends a to the oracle, the answer
will be the same value R(a). This is known as the random oracle model (ROM).

Apparently, it might not be clear where there is such a strong assumption
in this affirmation. However, a reduction in the ROM can choose in advance
some values at random before recieving any request of evaluation of R from an
adversary. In some sense, the challenger (i.e. the theoretical entity which tries
to break the underlying computational assumption from an adversary of the
system) can bypass the unpredictability of R outputs in the reduction as long
as they remain independent of the adversary’s view when they are revealed to
him/her. And this is why this random oracle model facilitates the construction
of proofs. Actually, the challenger can program some random outputs, usually
of a hash function, and “forces” the result of the hash function on adversarially-
chosen inputs. These programmed values can be used during the setting of the
scheme and may really ease the security proof.

This model has some limitations. It was shown [41] that some trivially
insecure schemes can be proved secure in the ROM. However, these examples
are not natural.

In the thesis we will not assume that hash functions can be modelled as a
random oracle. The security proofs are in the standard model. Nevertheless,
we suppose the generation of common reference strings (CRS) that are not
under the control of the adversary. This means that the generation of the CRS
is honest. This model allows studying the generation of some “trusted” CRS
independently and somehow postpones the problem.

However, in practice, when secure schemes in the CRS model are instanti-
ated we do not want to rely on a trusted party to generate sensible parameters.
Some of them are then generated by computing hash values to provide the
certainty that no trapdoor is created during the outset of the process. Conse-
quently, everybody can check that these parameters were generated indepen-
dently because of the unpredictability of the output of the hash function on
freshly evaluated inputs. But the only way to keep the “crs-proof” true in
such a concrete design if the reduction needs such a trapdoor is to assume that
the hash function can be modelled as a random oracle. Indeed, it makes it
possible to reprogram the hash when the proof needs to modify the crs in an
indistinguishable manner. Otherwise we still need to trust something about
the generation of the CRS.
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2.1.4 Secret Sharing

How to share a secret? Threshold cryptography requires that the knowledge of
a single secret should not break all the components of a secure system. More
precisely, if there was a sensitive data whose knowledge could break the security
of a scheme, a threshold version of the scheme would share this data among
several entities. In that way, no signle entity is able to break the threshold
scheme using his/her share.

More precisely, a (n,t)-threhold secret sharing splits a data into n pieces
such that any ¢ pieces allow the complete reconstruction of the data and any
t — 1 pieces should not reveal anything about it. An efficient solution [132] to
realize a (n,t) secret sharing is based on the Lagrange interpolation.

The process is as follows. Take a random polynomial P of degree ¢t — 1
subject to P(0) = s in Z,, for some prime p. A simple way to realize this is to
take a random polynomial @ of degree t—2 and set P(z) = 2-Q(z)+s. In order
to share s into n > t pieces return n shares of the form (¢, P(¢)). Then, for any
t distinct (x;,y;)’s in {(1, P(1)),...,(n,P(n))} use the well-known formula

t

Pa) =Yy —X (2.5)

T; — X
i=1  j#Ai " J

to recover s = P(0). In particular s = Y, ¢ P(i)\y for X = [Les iy JJ? for
any S C {1,...,n} of size t.

Clearly, any t — 1 shares leave one degree of freedom to recover P(z) and
s since with overwhelming probability 1/p the degree of P is t — 1. Knowing
these t — 1 shares leaves p possibilities for P(0).

Finally, note that this technique also works for h = ¢° in a group G of
prime order where DLOG assumption holds. Then, for public h; = g we

have h = [],cq hf‘g for public \4’s that are independent of s. Actually we
should avoid division in Q and take care to stay in Z to “import” the property
into Z,, (by ring homomorphism). This can be done by multiplying equation 2.5
with A = n! and remove it afterwards using A~ mod p. While the security is
no more perfect but only computational when the h;’s are public, it is sufficient
for building secure schemes.

2.2 Signature Schemes

First we recall the definition of a signature scheme together with its usual
security notions. We also illustrate the primitive with useful instantiations.

2.2.1 Definition and Security Notions

A common setup may be used to generate different signing keys. Then, we
split the Setupg from the KeyGeng algorithms. To avoid confusion when several
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schemes are used together with their own Setup, KeyGen or Verify, we index
the algorithms of a signature scheme with an S.

Definition 8 (Signature Scheme) An encryption scheme Ils consits of a
quadruple of algorithm (Setupg, KeyGeng, Sign, Verifyg):

Setupg(1*): from the security parameter X, generate the public parame-
ters pp;

KeyGeng(pp): output a pair of keys, a (public) verifying key vk and a (secret)
stgning key sk;

Sign(sk, M, p): output a signature o, on the message M, under the signing
key sk with the randomness p;

Verify s(vk, M, 0): output a bit b, according to the validity of the signature o
on M with respect to the verification key vk.

When we use signature schemes, the following property will always hold.

Correctness of IIs. A signature scheme satisfies the correctness property if
for any pair of keys (vk,sk) generated by KeyGeng, any message M, and any
random coins p, we have Verifyg(vk, M, Sign(sk, M; p)) = 1 with overwhelming
probability in A.

We now recall the security one expects for a signature scheme which is
named unforgeability. Two slightly different definitions are recalled here. Both
authorize an adversary to obtain (valid) signatures on chosen messages. This
power is formalized by providing the adversary with a signing oracle Qsign.
This ability should not help it to compute a new valid signature as specified
now.

Definition 9 (Security of Signatures) A signature scheme Ilg is existen-
tially unforgeable (resp. strongly unforgeable) under chosen message attacks if,
for any PPT adversary A involved in the experiment hereafter, where att = euf
(resp. att = suf ), we have Adv3{"™*(\) = Pr[Exp%™™*(\) = 1] € negl()).

Experiment Exp?*™™*(\)
1. (ek,dk) « KeyGeng o Setupg(1*);
2. (M*,0*) + A% (vk);
3. If M* € SMeys (resp. (M*,0*) € SMgyt),
return 0;
4. Return b = Verifyg(vk, M*,0*);

In step 2, the adversary may adaptively query signatures on any message. On
input a message M, the signing oracle Qsign Teturns a valid signature o on M
and maintains an up-to-date initially empty list SMeys (resp. SMgyt) by adding
it M (resp. (M,0)).
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Note that from a strongly unforgeable signature it is hard to compute an-
other signature even on a same signed message. Nothing prevents existentially
unforgeable signatures from this threat, the EUF-CMA experiment only says
that it is infeasible to obtain signatures on other messages. In particular, ran-
domizable signatures could be EUF-CMA secure.

A signature scheme is randomizable if it further provides the algorithm
ReRands. Given a signature o and using random coins p’, ReRands(pp, o; p')
outputs a (randomized) signature ¢’ whose distributions are the same as orig-
inal signatures.

Sometimes a relaxed notion of security is sufficient. For example, a signature
scheme is weakly unforgeable if, in the above experiment, the adversary must
choose the messages that he/she will send to the signing oracle before receiving
the public verifying key. Another security notion is the one-time unforgeability.
In the one-time experiment, the adversary is only allowed to query a signature
on a single message. The one-time security may be existentially or strongly
unforgeable.

In a bilinear group (p, G, Gr, e, g) a signature scheme is structure-preserving
if the public verifying key, the messages and the signatures are composed of
elements in G. As we will see, this feature allows us to efficiently prove that a
committed signature on a committed message is valid.

2.2.2 Instantiations

‘Weak Boneh-Boyen Signature
The weak Boneh-Boyen signature scheme [21] is defined by the following four
algorithms:

Setupg(1*): generates a bilinear group (p,G,Gr,€,g) < Asym(N).

KeyGeng(pp): picks z < Z, and outputs public key vk = (X = ¢%), and the
secret key sk = (z).

Sign(sk,m): outputs a signature o = g/ @+m) ¢ G on the message m € L.

Verify s(vk,o): returns 1 if e(o, vk - ¢™) = e(g, g), and 0 otherwise.

The signature is deterministic and could not be EUF-CMA secure. Instead,
this scheme is provably weakly unforgeable assuming that q-SDH is hard (cf.
Assumption 8) relatively to Agym.

‘Waters Signature

The Waters signature scheme [138] is defined by the following four algorithms:

Setupg(1*): generates a bilinear group (p,G,Gr,e,g) + Agym(A) with an
additional generator h € G, and for k € poly(\), generates k+1 genarators
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UQ, U1, - - -, uy for the Waters function F(m) = ug Hle u;"t, where m =
(mi,...,mg) € {0,1}F.

KeyGeng(pp): picks a random x < Z,, and outputs public key vk = X = ¢”,
and the secret key sk =Y = h”.

Sign(sk = Y, m, p): outputs a signature o = (Y - F(m)?, g~*), on the message
m € {0,1}*.

Verifys(vk = X, m,0): parses o as (01,02) and returns 1 if the following
equality e(g,01) - e(F(m),02) = e(X, h) holds, and 0 otherwise.
This scheme is EUF-CMA under the CDH assumption.

Theorem 1 This signature is randomizable:

e ReRandg(vk, o,m; p') outputs o’ = (o1 - F(m)?, 04 - g=*"), for random
o & Zq. The randomized signature is equivalent to a fresh one using
randomness (p + p') mod p.

Actually only F(m) must be known to randomize a signature on m.

One-Time AHO Signature

In [41], Abe, Haralambiev and Ohkubo (AHO) showed how to sign one vector
of n group elements with a constant-size structure-preserving signature. The
one-time AHO signature scheme is defined by the following four algorithms:

Setupg(1*): generates a bilinear group (p, G, Gr,e,g) < Asym(A) with four
extra generators g, h., gr, hy & G.

KeyGeng(pp,n): given n € poly(\), chooses xi, i, 0; <~ Zy, for i =1ton
and computes g; = gXg2i, h; = hX¢h% for each i € {1,...,n}. Finally,

chooses exponents (, p, p < Z, and sets a = gSg? and b = hSh¥). Sets
vk = (g2, bz, gry Py {945 hi}?:la a,b) and sk = (¢, p, ¢, {Xi, Vi 52}?:1)

Sign®T(sk, (1, ..., my)): computes and outputs o = (2,7, u)

Verify s(vk, o, (my,...,m,)): parses o into (z,7,u) € G* and returns 1 if the
following equations hold, and 0 otherwise.

e(a,9) = e(gz, 2) e(gr,7) [iZ1e(gi M),

e(bv g) = e(gz,z) B(QT,T) H?:le(gi,mi). (2.6)
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In [4], the scheme was proved to be strongly unforgeable against one-time
chosen-message attacks under the SDP assumption.

AHO Signature

In [4, 3], Abe, Haralambiev and Ohkubo (AHO) showed how to conveniently
sign n group elements at once using signatures consisting of O(1) group ele-
ments. Furthermore, their signatures are structure-preserving.

The AHO signature scheme is defined by the following four algorithms:

Setupg(1*): generates a bilinear group (p, G, Gr,e,g) + Agym(\) with two
extra generators G, H,. € G.

KeyGeng(pp,n): given an upper bound n € N on the number of group
elements that can be signed altogether, picks 7., 8, <~ Z, and v;, 6; & Ly,
for i = 1 to n. Then, computes G, = G-, H, = H’> and G; = G,
H; = HY for each i € {1,...,n}. Finally, chooses exponents a,, aj < Z,
and defines A = e(G,, g*) and B = e(H,, g**). Sets the public key as

vk = (G, H,, G, H., {G;, H;}]_,, A, B) € G>"™ x G},
while the private key consists of sk = (aa, ap, vz, 62, {7i, i 7y ).

Sign(sk, (M, ..., M,)): to sign a vector (My,..., M,) € G™ using the sign-
ing key sk = (aq, @, Yz, 0z, {74, 9i 1), chooses (,p,T,v,w & Z, and
computes #; = ¢¢ as well as

b =g’ ¢ [0 6s=GL. =g,
i=1

05 =g" ¢ T M, 06 =H,, Or =gl =)/,
i=1

The signature consists of o = (01, 02, 03,04, 05,06, 07).

Verify s(vk, o, (M, ..., M,)): parses o as (61,02,03,04,05,05,07) € G” and
returns 1 if and only if these equalities hold:

3

A=¢e(G;,01) e(Gr,02) - e(0s,04) - | | e(Gi, My), (2.7)
i=1
B = B(Hz, 91) . B(HT, 05) . 6(06,97) . G(Hi, Ml) (28)
i=1
In [4, 3], the scheme was proved to be existentially unforgeable under chosen-

message attacks under the ¢-SFP assumption, where ¢ is the maximal number
of signing queries.
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When it comes to prove that a committed signature is indeed a wvalid
signature on committed elements, a partial rerandomization makes it possi-
ble to give part of the signature in clear. After rerandomization, we have
67 = 61 while {¢/}7_, are uniformly distributed among the values satisfying the
equalities e(G,., 03) - e(05,0})) = e(G,,02) - e(03,04) and e(H,,0%) - e(0g,0%) =
e(Hy,05) - e(0s,07). Moreover, {0;}ic(34,6,7} are statistically independent of
(Mjy,..., M,) and the rest of the signature. This implies that, in anonymity-
related protocols, re-randomized {0 };c(3,4,6,71 can be safely revealed as long as
(My, ..., My) and {0;}icq1,2,5} are given in a committed form. See the second
example of Section 2.5.3.

It was also observed [1, 3] that signature components (63, 6s) can be used
as a commitment to the message. Under the ¢-SFP assumption, it is infeasible
to find signatures o = (01,...,07), o’ = (01,...,6%) on two distinct messages

M, M’ such that (03,0s) = (05,0;). This is true even if the adversary has
access to a signing oracle and obtains signatures on both M and M’. While the
parameter n € poly(A) is fixed, this allows building a signature on unbounded
(though of polynomial-size) vectors of messages. We will take advantage of
that property in the design of quotable signatures.

A less efficient constant-size structure preserving signature was proposed
later [1] which is based on the simple (not ”g¢-type®) assumption DLIN. For
efficiency reason we use the signature presented here.

Groth One-Time Signature
Groth signature scheme [80] is defined by the following four algorithms:

Setupg(1*): generates a bilinear group (p,G,Gr, e, g) + Asym()\) and picks
a collision-free hash function H : {0,1}* — Z,.

KeyGeng(pp): picks x,y, z,t < Z,, and outputs public key vk = (f = ¢*, h =
g¥,d = f?h'), and the secret key sk = (z,y, 2, ).

Sign(sk,m; p): outputs a signature o = (01,02) € Z; with random p &z,
such that o1 =z — H(m)/x+ pand o2 =t — p- z/y.

Verify g (vk,0): parses o as (01,09) and returns 1 if d = g#(™) f71p72 and 0
otherwise.

This scheme is SUF-OT-CMA under the DLog assumption (see that the chal-
lenger does not need to know y for p := 0). The scheme also works without
pairing.

2.3 Encryption Schemes

First we recall the definition of an encryption scheme together with its most
well-known security notions. We also put forward some practical properties.
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Then, we illustrate the primitive with useful examples. More advanced en-
cryption schemes empowered with improved features are included in a later
section.

2.3.1 Definitions and Security Notions

A common setup may be used to generate different key pairs. Then, we split
the Setupg from the KeyGeng algorithms.

Definition 10 (Encryption Scheme) An encryption scheme Ilg consits of
a quadruple of efficient algorithms (Setupg, KeyGeng, Encrypt, Decrypt):

Setup.(1*): from the security parameter )\, generates the public parame-
ters pp;

KeyGeng(pp): outputs a pair of keys, a (public) encryption key ek and a
(secret) decryption key dk;

Encrypt(ek, M, p): given the message M, outputs a ciphertext c, under the
encryption key ek with the randomness p;

Decrypt(dk, c): outputs a plaintext M, encrypted in the ciphertext ¢ using
de decryption key dk or L.

When we use encryption schemes, the following property will always hold.

Correctness of II¢. An encryption scheme satisfies the correctness property
if for any pair of keys (ek,dk) generated by KeyGeng, any message M, and
any random p, we have Decrypt(dk, Encrypt(ek, M, p)) = M at least with over-
whelming probability in A.

At a high level, security of encryption scheme requires that the distributions
of ciphertexts over different messages are computationally closed.

In the thesis, we consider several notions of security modelled under a
parametrized indistinguishability experiment. The different flavours of the se-
curity notions consist in giving the adversary the opportunity to invoke a de-
cryption oracle Qgecrypt subject to some restrictions. If the adversary .4 makes
a decryption query for a ciphertext of his/her choice, the oracle returns the
corresponding plaintext.

Definition 11 (Security of Encryptions) An encryption scheme Ilg is in-
distinguishable against the attack scenario att € {cpa, 1-cpa,cca,ccaz2} if, for
any PPT adversary A involved in the experiment hereafter, his/her advantage
must satisfy Adv3*(\) = |[Pr[Exp39*(\) = 1] — 1/2| € negl()).
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Experiment Exp'f42())

1. pp < Setupg(1*); (ek, dk) <+ KeyGeng(pp);
(Mo, Ml) — A(flnd : ek, Qg;ﬁg),’

Picks random b <& {0,1};

c* « Encrypt(ek, My);

b < A(guess : c*, Q5eet);

If b = b then returns 1; Else returns 0;

S v o

According to att, A has access to a pre-challenge oracle Q‘;‘fg and to a post-

challenge oracle 3gtst with the following specifications. When chosen-plaintext-

attack (CPA) is considered, i.e. att = cpa, Qpre and Q;g?t always return L ; no
additional power is given to A in the indistinguishability game. For the chosen-
ciphertext-attacks (CCA), in the find phase, Q32! = Q522 = Qqec returns the
decrypton of any ciphertext. In the guess phase, gggtl always returns 1 and

gea2 = Q(]eg:ypt is like Qdecrypt but returns L if the adversary tries to decrypt

the challenge ciphertext.

The IND-CPA security means that no adversary who chose the two messages
in step 2 should be able to efficiently guess which message has been encrypted
in step 4. The encryption key ek allows encrypting messages of his/her choice.

When an adversary A is entitled to only query for decryption before see-
ing the challenge ciphertext c¢* (step 4.) we talk about non-adaptive CCA
(IND-CCA1) security [120]. Here the PPT adversary can query the number
of decryptions he/she wants even after receiving the corresponding plaintext
of previous queries. So he/she can make his/her choices adaptively to the
Qdecrypt's outputs. However, his/her choice is non adaptive with respect to c*.
If the adversary is in addition authorized to query decryptions after seeing the
challenge ciphertext we talk about adaptive CCA (IND-CCAZ2) security [126].
For simplicity we refer to this notion as the CCA security.

2.3.2 Additional Features

In addition to security properties of cryptosystems some other features are
usually recommended.

Randomizable Encryptions. An encryption scheme is randomizable if it
further provides the algorithm ReRandg such that for a ciphertext ¢ and ran-
dom coins p’, ReRandg(ek, ¢, p’) outputs a (randomized) ciphertext ¢’ whose
distributions are the same as original ciphertexts.

Homomorphic Encryptions. An encryption scheme is homomorphic if it
further provides the algorithm Homomg such that for a couple of ciphertexts
(c1 ¢ Encrypt(mg), ca < Encrypt(mq)), Homomg(ek, c1, c2) outputs a cipher-
text ¢ of mymgy (with multiplicative notation).
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Some consider Homomg to be probabilistic. Here we clearly split the two
properties even if we will use both most of the time. It suffices to apply ReRand¢
after Homomg.

Security with these additional algorithm is unchanged. It is easy to see
that homomorphic or randomizable encryptions are never CCA-secure because
of their malleability. Nevertheless we will show that CCA-secure cryptosystems
may support some kind of homomorphic properties.

The literature also displays more complex encryption primitives whose speci-
ficities require to reconsider the security model. Some advanced encryption
schemes are discussed later (in subsection 2.6) as their instantiations are usu-
ally based on other primitives.

Now, we recall some instantiations of ordinary encryption schemes.

2.3.3 Instantiations

ElGamal Encryption

The ElGamal encryption scheme [72] is defined by the following four algorithms:

Setupg(1*): generates a cyclic multiplicative group G of order g of size A,
together with a generator g and set pp = (¢, G, g).

KeyGeng(pp): chooses a random scalar x < Z, and computes X = g*. It
returns (ek,dk) = (X, x).

Encrypt(ek = X, M, p): for a message M € G and a random scalar p < Zq
computes and outputs the ciphertext ¢ = (¢; = g, co = M - X*) € G

Decrypt(dk = z, c): parses c as a couple in G. If it is not possible returns L
otherwise returns ¢; “ca.

Under the DDH assumption (cf. Assumption 4), the ElGamal encryption is
CPA-secure [135].

Theorem 2 This encryption is randomizable and homomorphic:

e ReRandg(ek, ¢ = (¢1,c2); p') outputs ¢’ = (¢1 - g, ¢ - X?'), for random
o Z4. The randomized ciphertext is equivalent to a fresh encryption
using randomness (p + p’) mod gq.

e Homomg (ek, cq,c2) outputs ¢ = c¢; - co for componentwise multiplica-
tion. The resulting ciphertext is an encryption of M; - My with random-
ness (p1 + p2) mod ¢ if ¢; is an encryption of M; with randomness p;,
fori=1,2.
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BBS Encryption

The Boneh-Boyen-Shacham (BBS) encryption scheme [24] is defined by the
following four algorithms:

Setup,(1*): generates a cyclic multiplicative group G of order ¢ of size A,
together with a generator g and set pp = (¢, G, g).

KeyGeng(pp): chooses two random scalars aj,as ¢~ Z, which define the
secret key dk = (a1, a2) and the public key ek = (f; = g™, fa = g*2).

Encrypt(ek = (f1, f2), M, (p1, p2)): for a message M € G and two random

scalars p, pa < Z, computes and outputs the ciphertext ¢ = (cy, c2,c3) =
(ff", f52, M - g7 7P2) € G,

Decrypt(dk = (a1,@2),c): parses ¢ as a triple in G. If it is not possible

- ~1 —1
returns L otherwise returns c; /Pr, o /P2,

C3.

Under the DLIN assumption (cf. Assumption 5), the same authors show that
the BBS encryption is CPA-secure. The advantage of this encryption relies on
the fact that it can be secure in groups where the ElGamal encryption is not,
e.g. in groups supporting symmetric pairings.

Theorem 3 This encryption is randomizable and homomorphic:

e ReRandg(ek,c = (c1,ca,c3); p') outputs ¢’ = (c1-f1*, ca- 52, c3-gPitee),
for random pf, ph & Z4. The randomized ciphertext is equivalent to a
fresh encryption using randomness (p1 + pi, p1 + p}) mod g.

e Homomg (ek, cq,c2) outputs ¢ = ¢1 - ¢ for componentwise multiplica-
tion. The resulting ciphertext is an encryption of M; - My with ran-
domness (p11 + pa1, p12 + p22) mod g if ¢; is an encryption of M; with
randomness (p;1, pi2), for i =1, 2.

These two encryption schemes can be adapted to give an additive group as
message space. It suffices to consider messages of the form M := g™ for the
fixed generator g. If needed, another fixed generator can be used which will be
produced by Setupg. However the decryption algorithm is no longer efficient
since after recovering g™ it has to compute m € Z, from an element of M € G,
that means computing discrete logarithms (in basis g) in groups where DDH
or DLIN are supposed to be hard. Computing m can only be easy for messages
in a pre-defined set of size in poly(\) (of negligible size w.r.t. the one of G and
Zg) known by Decrypt. When an additive group is required for large space the
next construction provides an outstanding example where the DLog problem
is easy for special elements.

For completeness we give an encryption scheme satisfying the highest level
of security among those recalled at the beginning of the section. We will not
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explicitely use this CCA secure scheme in the thesis but it is the first scheme
to use the so-called hash proof system that was introduced later by the same
authors [50]. This principle has been widely used afterwards.

Cramer-Shoup Encryption

The Cramer-Shoup encryption scheme [19] is defined by the following four
algorithms:

Setup,(1*): generates a cyclic multiplicative group G of order ¢ of size A,
together with two generators g;, go. It also picks a random hash function
H : {0,1}* — Z, among a Collision-Resistant hash family. Then it sets

pp = (¢,G, 91,92, H).

KeyGeng(pp): chooses a random tuple dk = (x1,%2,91,¥2,2) <& Zg and
Y1 Y2

computes ek = (u, v, h) with u = ¢g7'g5?, v = g¥' ¢5> and h = ¢5.

Encrypt(ek, M,r): for a message M € G and a random scalar r < Zg
computes ¢ = g, co = g5, e = M -h" and d = (u-v*)" for a =
H(cy, co,€), and outputs the ciphertext ¢ = (cy,ca,e,d) € G*.

Decrypt(dk,c): parses ¢ as a tuple (ci,co,e,d) in G* and checks whether
d = eV B2V where a = H(cy, ca,e). If this holds, returns e/c;

and L otherwise.

Under the DDH assumption (cf. Assumption 4), the Cramer-Shoup encryption
is CCA-secure when the hash function is Universal One-Way (cf. Definition 5).

This scheme is the first practical encryption proven CCA secure without
assuming the existence of a random oracle (cf. Definition 12). There exists a
BBS variant [131] of this scheme based on the DLIN assumption. Notice that
(¢1,€) corresponds to an ElGamal ciphertext.

2.4 Commitment Schemes

A commitment scheme is the digital analogue of a safe. From the outside we
cannot guess what value is inside. Furthermore, when we open it we know that
the revealed value was not altered.

2.4.1 Definition and Security Notions

We still make a distinction between the setup of a scheme which generates
common parameters and the generation of the keys.

Definition 12 (Commitment Scheme) A commitment scheme ¢ is given
by the following four algorithms (Setup., KeyGen,, Com, Verify) such that :
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Setup,(11): from the security parameter X\, generates the public parame-
ters pp;

KeyGeng(pp): takes in pp and outputs a public committing key ck.

Com(ck, m; p): using the random p outputs a pair (d,a) made of a commit-
ment and an opening value.

Verify.(ck,d,a,m): returns either 1 or 0 if a is a valid opening of d for the
message m.

These algorithms are all efficient in X.

Note that the verification algorithm is public. For all commitment schemes the
following property must always hold.

Correctness of [Ic. A commitment scheme satisfies the correctness property
if for every committing keys ck generated by KeyGeng on pp, every message
M, and every random coins p, we have Verify.(ck, Com(ek,m; p), m) = 1 with
overwhelming probability in A.

There are two security guarantees expected for commitment schemes. On
the one hand, we want that a commitment does not leak information about the
committed message, which is called the hiding property. On the other hand,
we want that the committer cannot open its commitment on another message,
which is called the binding property. In this way, commitments can be viewed
as the digital analogue of sealed boxes or safes.

Definition 13 (Hiding property) A commitment scheme is computation-
ally (resp. statistically or perfectly) hiding if, for any PPT adversary (resp.
unbounded adversary) A = (A1, As) involved in the experiment hereafter, we
have Adv'i9°(\) = [Pr[Exp{®°(\) = 1] — 1/2| € negl()\).

Experiment Expljde()\)
1. pp + Setupe(1*); ck + KeyGen,(pp);
(m07 ml) — A (Ck);
Picks random b <& {0,1};
(d*,a*) < Com(ek,my);
b« AQ (d*),'
If b = b then returns 1; Else returns 0;

S v Lo o

For the perfectly hiding case the negligible function is the null function so that
there is no advantage in winning the hiding experiment.

Definition 14 (Binding property) A commitment scheme is computation-
ally (resp. statistically or perfectly) binding if, for any PPT adversary (resp.
unbounded adversary) A involved in the experiment hereafter, his/her advan-
tage must satisfy Adv3"(\) = [Pr[Exp%™d(\) = 1] — 1/2| € negl()).
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Experiment Exp“"¢())
1. pp < Setupe(171); ck + KeyGen,(pp);
2. (d, mo,miy, ap, al) — A (Ck),‘
3. If Verify(ck, d, ag, mg) = 1 = Verify.(ck,d, a1, m1)
and mg # my returns 1; Else returns 0;

For the perfectly binding case the negligible function is the null function so that
there is no advantage in winning the binding experiment.

A known result states that there exists no commitment scheme which is
both perfectly hiding and perfectly binding. The two perfect notions are in
conflict.

Like for the encryption schemes, commitment schemes can be randomizable
and homomorphic.

2.4.2 Additional Features

As encryption schemes, commitments may support rerandomization and ho-
momorphism but other interesting properties show that both notions are not
equivalent.

Randomizable Commitments. A commitment scheme is randomizable if
it contains an additional public algorithm ReRand¢ such that for a commitment
d and randomness p’, ReRand¢(ck, d, p’) outputs a (randomized) commitment
d’ that is completely redistributed among the ciphertexts of the same plaintext.
Moreover decommitments or openings should also follow the homomorphism
while keeping the correctness of the scheme.

Homomorphic Commitments. A commitment scheme is homomorphic if
it contains an additional public algorithm Homom¢ with the following property:
for any couple of commitments (dy,dz) such that (dyi,a1) < Com(ek,m1) and
(da, az) < Com(ek,msy), Homome(ek, d1, ds) outputs a valid commitment d on
mymy relative to the opening value ajas (where both operations are noted
multiplicatively).

When a commitment scheme is perfectly binding it means that for any com-
mitment d it exists only one message m for which there is at least one opening
value a such that Verify,(ck,d,a,m) = 1. The hiding property implies the in-
feasibility of computing such message m. However, using a special private key
it could be possible to efficiently output this m. In that case, the commitment
scheme is said eztractable.

Until now, encryption schemes seem to fulfill all the above requirements.
The private key used for decryption also allows extracting committed values.
However perfectly hiding commitment schemes are necessary in some proto-
cols. They may also support other useful features such as equivocability, which
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means that it is feasible to compute several openings on a same commitment
to different messages. To stay compatible with the computationally binding
property, such commitments need another dedicated (private) key in order
to allow “equivocations”. This kind of commitment is called trapdoor com-
mitment. Despite their incompatibility, these two new aspects may coexist. A
key-generation algorithm should, indistinguishably, either define an extractable
setting or an equivocable setting.

Definition 15 (Flippable Commitment) A flippable commitment scheme
IIre is given by a tuple of efficient algorithms (Setupe,KeyGen p e, Com,
Verify ., Extract, Equiv) with the following specifications:

Setupc(l’\): given the security parameter X\, generates the public parame-
ters pp;

KeyGen - (pp,b): takes in the public parameters pp and outputs a public
committing key cky and the corresponding private trapdoor key tky using
one of the next algorithms according to the bit b:

o ExKey.(pp): outputs an extractable key-pair (cko, tko).
o TrKey.(pp): outputs an equivocable key-pair (ckq,tky).

Com(ck, m; p): using the random p outputs a pair (d,a) made of a commit-
ment and an opening value.

Verify.(ck,d,a,m): returns either 1 or 0 if a is a valid opening of d for the
message m.

Extract(tk,d): using the trapdoor (extratable) key tk = tky returns the (sup-
posedly committed) message m’ from d.

Equiv(tk,d,a,m,m’): if Verify,(ck,d,a,m) = 0 returns L, otherwise using
the trapdoor (equivocable) key tk = tky; computes an opening a’ (suppos-
edly valid) of d on the message m’ from (a,m) and returns (d,a’).

Such commitments appeared in the literature without a specific name. They
play a fundamental role in the efficient proof system of the next section. Now
we recall the two correctness properties depending on the bit b. Thereafter, we
give the whole correctness of flippable commitments.

Extractable Commitments. A commitment scheme defined by the algo-
rithms (Setupg, KeyGen (-, 0), Com, Verify., Extract) is called an extractable
commitment. We may also find the notation ExSetup in the literature for
ExSetup(A) = KeyGen ¢ (Setup(A), 0). Extractable commitments are assumed
to be correct commitments that satisfy the extractability correctness:

For any committing-extracting key pairs (ck, tk) generated by ExSetup on any
security parameter A, for any message m, and any random p, we have

Extract(tk, Com(ek,m, p)) =m (2.9)

at least with overwhelming probability in A.
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Trapdoor Commitments. A commitment scheme defined by the algorithms
(Setupe, KeyGen y (-, 1), Com, Verify,, Equiv) is called a trapdoor commitment.
We may also find the notation TrSetup in the litterature for TrSetup(\) =
KeyGen ¢ (Setupy(A),1). Trapdoor commitments are assumed to be correct
commitments that further satisfy the equivocability correctness:

For every committing-trapdoor key pairs (ck,tk) generated by TrSetup on any
security parameter A, for every message m, and every random p, we have

Verify. (ck, Equiv(tk, Com(ck, m, p),m,m’),m') = 1 (2.10)

at least with overwhelming probability in .

For the moment we do not introduce an algorithm to simulate the genera-
tion of commitments that are equivocable in the above definition. This choice
is made to ease the introduction of the numerous schemes that we recall. Fur-
thermore, this simulation would be perfect for the following instantiations so
that equivocations can equivalently be made on “real” commitments. Most
of the time “fake” commitments are actually defined as commitments on the
neutral element message and the perfect hiding property guarantees their in-
distinguishability.

Flippable Correctness of IIrc. A flippable commitment scheme satisfies
the correctness property if both underlying commitments are correct in their
respective sense, in the extractable case when b = 0 and in the equivocable
case when b = 1, and if for any PPT adversary A it is infeasible to distinguish
the setting wherein the public committing key ck is generated:

‘ Pr[1 < A(ck) | ck < ExSetup(A) | — Pr[1 < A(ck) | ck < TrSetup(X) | ‘
(2.11)

is a negligible function in .

2.4.3 Instantiations

Encryption schemes are perfectly binding commitment schemes where the de-
cryption keys make the commitments extractable. So we only recall perfectly
hiding commitment schemes. Moreover, they are all homomorphic trapdoor
commitments.

Pedersen Commitment
The Pedersen commitment scheme [122] is defined by the following five algo-

rithms:

Setup,(1*): generates a cyclic multiplicative group G of order g of size A,
together with a generator g and sets pp = (¢, G, g).
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KeyGeng(pp): chooses a random scalar < Z, and computes h = ¢g°. It
returns (ck,tk) = (h,z) where z is the trapdoor key.

Com(ck,m,r): for a message m € Z, and a random scalar r & Zg4 computes
d = ¢g™h" € G and outputs the commitment-opening pair (d, r).

Equiv(tk = z,d,a,m,m'): if Verify,(ck,d,a,m) = 0 returns L otherwise
returns (d,r’) where 7’/ =r+ (m — m')/x.

Verify.(ck,d,a,m): checks whether d = ¢™h® or not and returns 1 or 0
consistently.

The Pedersen commitment is perfectly hiding since any commitment may be
opened on any message (see Equiv) and under the DLOG assumption in G (cf.
Assumption 1), the commitment is computationally binding.

Theorem 4 This commitment is randomizable and homomorphic:

e ReRand¢(ck,d;r’) outputs d’' = d - h"’, for random r’ & Z4. The ran-
domized commitment is equivalent to a fresh one with randomness (r+7')
mod q.

e Homomc(ck, dy,ds) outputs d = dids. The resulting commitment is
a commitment of m; + mo with randomness (r; + r2) mod ¢ if d; is a
commitment of m; with randomness r;, for ¢ = 1,2 (and so is for the
opening values).

An advantage of the perfectly hiding commitment upon the perfectly bind-
ing commitment is that the former allows committing to several messages at
once. This is impossible for the latter because of the unicity of the committed
message.

Multi-Pedersen Commitment

The multi-Pedersen commitment scheme is defined by the following five algo-
rithms:

Setup(1*): generates a cyclic multiplicative group G of order g of size A,
together with a generator g and sets pp = (¢, G, g).

KeyGen,(pp,n): chooses n random scalars @1, ...,z, & Z4 and computes
hi = g% for all i = 1,...,n. It returns (ck, tk) = (h, (x;)" ).

Com(ck, m,r): for a n-vector message m = (my,...,my) € Zy and a random
scalar r <~ Z, computes d = g"h}" - h™ € G and outputs (d,r).

Equiv(tk = z,d,a,m,m’): if Verify,(ck,d,a,m) = 0 returns L otherwise

returns (d,r’) where v’ =r + 21(my — m}) + - + z, (M, — ml).
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Verify,(ck,d,a,m): form = (m1,...,m,) checks whether d = g*h[™ - .- h!"n
or not and returns 1 or 0 consistently.

The multi-Pedersen commitment is perfectly hiding and computationally bind-
ing under the DLOG assumption in G (cf. Assumption 1).

Multi-AHO Structure-Preserving Commitment

Abe et al. proposed an optimal structure-preserving commitment scheme [5]
for asymmetric pairing. It allows committing on vectors of group elements and
it is defined by the following five algorithms:

Setup,(1*): generates a bilinear group (p, G1, G2, Gr, €, g, h) < Aasym(N).

KeyGen,(pp,n): chooses n random scalars z1,...,z, & Z, and computes
gi =g forall i =1,...,n. It returns (ck,tk) = ((g:)71, () ,).

Com(ck, M, p): for a n-vector message M = (M, ..., M,) € Zj and a ran-
dom (n + 1)-vector scalar r = (rg,71,...,7) & Zy computes d; =
M;h™ € Gy for i = 1 ton, dg = g"°g1* ---gi» and a = A", and out-
puts the pair (d = (d;), a).

Verify(ck,d, a,m): outputs 1 if e(dy,h) = e(g,a)[[\, e(gi, di/M;) and 0
otherwise.

Equiv(tk = z,d,a, M, M'): if Verify,(ck,d,a, M) = 0 returns L otherwise
returns (d,a’) where a’ = a T[]}, (M]/M;)¥.

This multi-commitment is optimal since the authors showed that the number
of elements needed to commit on a vector of group elements with a structure-
preserving scheme cannot be smaller than the number of committed elements:
group to group commitments do not shrink.

The commitment is perfectly hiding and under the DBP assumption in Gy
(cf. Assumption 6), the commitment is computationally binding. The authors
also proposed a variant of the scheme for symmetric pairings [5] based on the
SDP assumption (cf. Assumption 7).

Linear Flippable Commitment

The linear flippable commitment for group element M € G is defined by the
following tuple of efficient algorithms

Setup,(11): generates a cyclic multiplicative group G of order g of size A,
together with a generator g and sets pp = (¢, G, g).

KeyGen . (pp, b): takes in pp and chooses four random scalars i1, pi2, v1, V2 &
Zg, then first computes fi = ¢g"', fo = g¢"* and sets tkg = (u1, 2),
tky = (v1,12) then computes f31 = f1*, fa2 = f3?, fs,3 = "™ and

sets ek = (f1, f2, f3,1, f3,2, f3,3)-
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Com(ck, M; (a, 8,7)): using the random scalars a = (o, §,7) <& Zg computes
d = (dy,do,ds) with dy = f{f3,, dy = ) f1s, ds = M - g®*P 3 and
outputs (d, a).

Verify.(ck,d,a, M): returns 1 if d = Com(ck, M;a) and 0 otherwise.

Extract(tkg, d): using the trapdoor (extractable) key tk = (u1, t2) returns
e VS V)
M = dy Y gy e g,

Equiv(tky,d,a, M, M’ := Mgm/): if Verify.(ck,d,a, M) = 0 returns L, re-
turns (d, a’) with o’ = (o, 8',7") such that o/ = a+vym/, 8/ = 8+ vom/
and v =~ —m'.

Note that the trapdoor property allows opening commitments to any group
element in G but the discrete log m’ of M’ /M in base g must be known. In the
ExSetup generation (when b = 0) the commitment is a BBS encryption of M
with the encryption key (f1, f2, ¢g) with randomness a+ 11y and S+ vo7y. In the
TrSetup generation (when b = 1) the extra factor g in f3 3 makes the scheme
perfectly hiding since a commitment now may be seen as an encryption of the
message M - g7 where 7 is random. In this case the DLOG assumption implies
the binding property which is also a consequence of the indistinguishability of
both settings. The two key generations are indistinguishable under the DLIN
assumption. The commitment is also randomizable and homomorphic.

The linear flippable commitment for scalars m € Z, is defined by the following
tuple of efficient algorithms:

Setup,(1*): generates a cyclic multiplicative group G of order g of size A,
together with a generator g and sets pp = (¢, G, g).

KeyGen z-(pp,b): takes in pp and chooses four random scalars 1, uia, v1, V2 &
Zq, then first computes f1 = g/, fo = ¢"* and sets tko = (u1, p2),
tky = (v1,v2) then computes fs1 = f", fao = f5?, f43 = gt~ 1Tt
and sets ek = (f1, f2, f3,1, f3,2, f3 3)-

Com(ck, m; (ar, B)): using the random scalars a = (a, ) < 72 computes
d = (di,da,ds) with dy = [{f}, do = f5f5, ds = g"*P(f5)™ and
outputs (d, a).

Verify.(ck,d,a, M): returns 1 if d = Com(ck,m;a) and 0 otherwise.

Extract(tkg,d): using the trapdoor (extractable) key tk = (1, p2) returns
—m _ g=1/ w1 =1/ p2
g ™" =d, dy ds.

Equiv(tky, d,a,m,m’): if Verify.(ck,d,a,m) = 0 returns L, returns (d,a’)
with @’ = (o/, 8) such that o/ = a +vi(m' —m), 8/ =+ va(m' — m).

Note that in the ExSetup generation (when b = 0) the commitment is a
BBS encryption of ¢~ with the encryption key (f1, f2, g) and the randomness
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a+vim and B+vom. The extractable property only allows recovering g~ and

not the scalar m in general since computing the discrete log is hard if the DLIN
assumption holds. In the TrSetup generation (when b = 1) the commitment is
a BBS encryption of 1g for any committed message m which makes the scheme
perfectly hiding.

Remark. Both commitment schemes for group elements and scalars might
be used toghether. The KeyGen algorithms for both schemes are run with
the same bit b in order to gather the same setting ExSetup or TrSetup. Note
that f1, f2, f3,1, f3,2 contained in ck may be common and that f; ; = g 33
whatever b is.

Later, we will also use a vectorial notation with componentwise multiplica-

tion ® to commit to a group element M € G. This leads to comments of the
S - -y — —

form Cpy = f1 O fs ©fs ©uM) where f1 = (f1,1,9), fo = (1, fa,9) and

-V

fé =hf féyzL(g)b with the injection ¢ : G — G? such that +(X) := (1,1, X).

2.4.4 Schemes with Improved Features

Concise Vector Commitment Schemes [111, 44]

We just saw schemes where it is possible to compute commitments on several
messages at once. We then obtained short commitments for several committed
values. For example, the multi-Pedersen above gives one element d in G as a
commitment for n values m; in Z,. When it comes to revealing an opening,
the committer simply returns all the m;’s along with the used randomness.
But what happens now if one only wants to learn an opening of the i-th co-
ordinate? It seems difficult to provide an opening of size smaller than n for
a componentwise opening. With the generalized Pedersen, receiving m; and
d; == g" H;L i h;-nj should not convince anyone that m; was really committed.

Indeed, checking the equation d = d; - h]"" would also work with any m/ with

d, := d/h;"*, which does not lead to a “component” binding commitment in this
case. For now, we lose the advantage of committing to a vector at once rather
than computing n individual commitments that can be opened separetely.

A solution whereby the size of the commitment and the size of the opening
are both concise is called a concise vector commitment scheme.

LY Concise Vector Commitment

The Libert-Yung concise vector commitment scheme [111] is defined by the
following five algorithms (whose formalism was introduced later by [44]):

Setup,(1*): generates pp as a bilinear group (p, G, Gr, e, g) < Agym(N).

KeyGen,(pp,n): chooses o & Zy and computes g; = gai foralli=1,...,n,
n+2,...,2n. It returns (ck,tk) = ((g, 91, - -, Gn, Gnt2, - - - s Gon ), ).
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Com(ck,m,r): for a n-vector message m = (my,...,my,) € Zy and a random
n

scalar 7 <~ Z, computes d = g" [\, Iniii =9 -gyt---g™ € G and
outputs (d,r).

Open(ck,i,d,a,m): parses m into (mq,...,m,) and computes the opening
a T[™ my ;
a; = g Hj# 9nl14i—j» then returns (i,d, a;, m;).

Equiv(tk,i,d, a;,m;,m}): knowing tk = « all the discrete log’s are known,
then proceeds as the multi-Pedersen commitment and runs Open on the
additional index .

Verify.(ck,i,d, a;,m;): checks whether e(g;,d) = e(g1,gn)™ - e(g,a;) or not
and returns 1 or 0 consistently.

The LY commitment scheme is perfectly hiding and computationally compo-
nentwise binding under the ¢-DHE assumption in G (cf. Assumption 10).

2.5 Cryptographic Proof Systems

Proof systems or arguments allow a prover to convince a verifier that a given
string belongs to a predefined language. In cryptography, the prover has an
additional private element which enables him/her to efficiently perform a valid
proof. This element, called a witness, is usually the solution of a hard problem
in the verifier’s view — otherwise he/she could compute the witness and makes
the proof himself/herself. The language can then be interpreted as the existence
of a witness in relation with the given string. Furthermore, since the witness
is most of the time a prover’s sensitive data, as far as possible, performing a
proof should not leak information about this witness. We only want to reveal
the validity of the proof.

2.5.1 Definition and Security Notions

A family of relations R is hard if, for a security parameter A, given a relation
R + R(\) it is efficient to compute a pair (z,w) such that R(z,w) = 1,
also noted (z,w) € R, but, given only z it is hard to recover an w such that
R(z,w) = 1 in the sense that the probability of computing w efficiently is
negligible in A. Usually, we simply say that R is a hard relation.

As an example, one-way function (cf. Definition 3) may consist of a hard
relation and in particular, since the exponentiation in base g in a cyclic group
(p, G, g) is one-way under the DLOG assumption (cf. Assumption 1), we can
define a hard relation for discrete logarithms.

A hard relation R defines a language L = {z|3w : (z,w) € R}. Proving
a statement x € Lp comes to prove that R(z,w) = 1 for some witness w.
Finally, we note that the relation R can be defined from public parameters
pp < Setup()) so that R is generated as R <+ R(pp) exactly as we did for the
KeyGen algorithms of the different schemes introduced before.
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Definition 16 (NIZK Proofs [19, 18]) A non-interactive zero-knowledge
(NIZK) proof system p for a family of hard relations R is defined by the
following algorithms (Setupp, KeyGenp, Prove, Verifyy).

Setup,(1%): from the security parameter \, generates the public parameters
pp of the proof system;

KeyGeny (pp): takes in pp and outputs the common reference string crs that
are public elements helping performing a proof for R < R(pp)

Prove(crs, x,w): computes a proof @ for x using the public crs and the private
witness w.

Verify(crs, z,m): returns either 1 or 0 if m is a valid proof associated to the
language L.
The NIZK proof system Ilp has the following properties:
Perfect Completeness: for any PPT adversary A,

Pr[pp < Setupp(A); crs < KeyGenp (pp); (x,w) < A (crs);
m + Prove(crs, z, w) : Verify(crs,z,7) =1 if R(x,w) =1] =1,

Computational Soundness: for any PPT adversary As,

Pr[pp < Setupp(A); crs < KeyGenp(pp); (z,m) < Az(crs) :
Verifyp(crs,z,m) =1 A =(Fw : R(z,w) = 1)] € negl()),
If Ay is not bounded in time, the property is named statistical soundness.

We often talk about arguments rather than proofs for a system that is only
computationally sound.

Zero-Knowledge: there exists a PPT simulator (S1,S2) such that, for any
PPT adversary As,

Pr[pp < Setupp(A); (crs,7) « Si(pp) : A?(C’S’T’"')(crs) =1]
~ Pr[pp < Setupp(\); crs < KeyGenp(pp) : Ag(crs"")(crs) =1],
- P(crs,.,.) emulates the actual prover. It takes as input (z,w) and outputs
a proof 7 if (x,w) € R. Otherwise, it outputs L,

- So(crs, 7,.,.) s an oracle that takes as input (z,w) and outputs a simu-
lated proof Sa(crs, 7, z) if (x,w) € R and L if (x,w) &€ R.

The above zero-knowledge (ZK) property is computational since Asj is re-
stricted to be efficient. Without this restriction we talk about statistical ZK or
even perfect ZK if the distributions are perfectly indistinguishable.

At a high level, the ZK property says that the information you get from
an honest proof is the same as a simulated proof where no witness is used.
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In that sense, we can say that a proof for z do not leak information about
witnesses. Seeing a proof for x € Lr does not give any new information than
those computable from the relation R. Often, a relaxed notion called witness-
indistinguishability suffices. It requires that the distributions of proofs for x
are indistinguishable regardless of the witness. So a proof could reveal some
information about all the solution/witnesses but not the one used by the prover.

Definition 17 (Witness Indistinguishability) A non-interactive proof sys-
tem Ilp = (Setupp, KeyGenp, Prove, Verifyp) for a hard relation R is witness-
indistinguishable (NIWI) if, for any PPT adversary (A4, As), for any pp +
Setupp () and crs < KeyGenp (pp),

Pr[(z, wo, w1, st) < A4(crs); m <— Prove(crs, z,wp) : As(m,st) = 1]

~ Pr[(z,wg,ws,st) < Ay(crs); m < Prove(crs, x,wq) : As(m,st) = 1],

where (z,wp), (x,w1) € R.

The ZK property involves a simulator that generates a trapdoor which
allows computing true statements without witness. Sometimes, a trapdoor
also allows computing fake proofs, i.e. proofs that pass the verification though
x & Lg. At first sight, it may be surprising to consider proof systems with
such a property. However, it is a very useful theoretic tool for building CCA-
secure cryptosystems, for example based on the Naor-Yung/Sahai [120, ]
paradigm. Seeing a false proof should not break the soundness.

Definition 18 (Simulation Soundness [129]) A non-interactive proof sys-
tem IIp = (Setupp, KeyGeny, Prove, Verifyy) for a hard relation R is simulation-
sound if there exists a PPT simulator (S1,S2) such that, for any PPT adversary
AG}
Pr[pp + Setupp(N); (crs, 1) < S1(pp); (w, m) + A7) (crs) -
Verifyp(crs,z,7) =1 A =(Fw: R(z,w) =1) A (z,7) € Q] € negl(N)

where the adversary is allowed a one-time query to an oracle So(crs, ,.) that
takes as input a statement x (where x may be outside Lr) and outputs a sim-
ulated proof m <+ So(crs, T, x) before setting Q = {(x, )}, which is initially
empty.

The soundness still holds but only in a computational manner.

2.5.2 Non Interactive Sigma Protocol

Definition 19 (Sigma Protocol [48]) A sigma protocol for an NP language
L:{s|Jw: L(s,w) = 1} is a pair of interactive algorithms (P, V') that work as
follows. On input (s, w) for P and s for V, the following three-move interaction
takes place:
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1. P outputs a “commitment” comm to the verifier.

2. V selects a challenge chal uniformly at random from a challenge space
and sends it to the prover.

3. P sends a “response” resp and halts.

FEventually, V evaluates a predicate Verify on the statement s and the transcript
(a, e, z) := (comm, chal,resp) and returns 0 or 1, then halts.

Sigma protocols must satisfy the following security properties:

Completeness An honest run between P(s,w) and V(s) always accepts if
L(s,w)=1

Special soundness There exists an extractor that, on the input of two valid
transcripts (a, eg, z9) and (a, ey, z1) w.r.t. s, returns the correct witness
w. As a result, it is hard to produce invalid proofs for language based on
hard relation.

Special honest verifier ZK It is possible to simulate any proof for £ made
with an honest verifier and it is possible to do so for any given challenge e.

Perfect ZK The simulated proofs are distributed just as honest ones.

Unique response For any statement, commitment and challenge, there exists
at most one response that would lead to an accepting transcript.

Sigma protocols are interactive witness-indistinguishable proofs. Known
techniques transform Sigma protocols (SHVZK) into interactive zero-knowledge
proofs (in face of dishonest verifiers too). [54, 73]. Sigma protocols can also
be turned into NIZK proofs based on the Fiat-Shamir heuristic [63] (assuming
the random-oracle model).

Ezample. For a Pedersen commitment z = g"¢g7" ---g" € G with witness

w = (r,mq,...,my), compute the commitment a = g°¢{* - -- g¥». Then, use a
hash function (randomly taken in a family) H : {0,1}* — Z, to compute the
challenge e = H(ck,z,a) and the response z = (t,21,...,2,) € Z;,H‘l where

t =er+sand, for i =1 tomn, z; = em; +y;. Return (z,e,2). The verifier
checks if e = H(ck,xz,a’) where a’ = 27 °(g'g7* - - gZ").

The size of the proof is linear in the number of variables.

2.5.3 The Groth-Sahai Methodology

Most of our protocols make use of the Groth-Sahai (GS) methodology in order
to provide evidence of the possession of elements verifying a pairing-product
equation

H B(Ajv y]) : H G(Xia Bl) ' H ’ H G(Xi7 yj)’Yij = tT? (212)

j=1 i=1 i=1 j=1
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for variables Xi,...,X,, € Gy, V1,...,V, € Gy and constants t7 € G,
Al,...,Am € Go, By,...,8B, EGl,’yij EZp,fOI‘(i,j) S {1,...,m} X {1,...,’[1},
or multi-exponentiation equations in Gy and in Go

n m

o fioe fi flee o e
i i=1 j=1

j=1 i=1

for variables &1, ..., X, € G1, y1,...,Ym € Zp, and constants T, Ay, ..., Ay, €
G1, b1,...,by € Zy and v;; € Zy, for i € {1,...,m},j € {1,...,n}, and analo-
gously for Go.

In [34] Groth and Sahai proposed a general way of making such kind of
proofs. They interpreted both previous examples as particular cases of a
quadratic formula where all the operations are noted additively:

n m m

Zf(aj’yj) + Z f(ws, b;) + Z Z"/ijf(xi,yj) =1, (2.14)

=1 i=1 i=1 j=1

where f(z,y) is a bilinear map, and with the same convention for constants
and variables. Then, for pairing product equation (2.12) f is simply the pairing
map e : G; X Go — Gr and for the multi-exponentiation equation (2.13) in G;
we can set f; : G; x Z, — G; such that f;(a,y) =a¥, for i =1 or 2.

Furthermore, by the linearity of the map f in the second component, the
double sum of the equation (2.14) can also be written as > .-, f(z;, 2?21 Yij -
y;) so that we obtain a compressed vectorial form of the equation

a-G+T-b+3-Tf=tr, (2.15)
where the dot product is defined for two equal-dimension vectors such that for
a=(ar,...,a,)" and ¥ = (y1,...,Yn) we have

n

i-§:=>Y_ flajy;),

j=1

and the m x n matrix I' has the element 7;; at entry (i, 7).

The GS Proof System

Let (A,+,0) be an abelian group and (R, +, -, 0%, 1z) be a finite commutative
ring with an action such that, for all ;s in R and for all z,y in A we have

(r+s)x=re+sx AN r(c+y)=re+ry A r(sz)=(rs)r N lgz=uw.

That means that A together with R form what is called an R-module. A cyclic
group of order n naturally defines a Z,-module.

To properly define the quadratic equation (2.15), the setup algorithm gen-
erates three R-modules A;, Ay and A on the same ring with a bilinear map
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f: A1 x As — Ap. An instance of the problem is given by the constants
inst(n, ) = (@, E,F,tT) such that @' € A7, bT e A, T € R™*™ and tr € Ar.
A witness w for the proof (or argument) of satisfiability of the quadratic equa-
tion w.r.t. the instance cst = inst(,, ) is a solution sol = (&, ) with 7T e AP
and 7 € A%. It induces a relation Rgs such that Rgs(cst,sol) = 1 with the
associated language Lgs = {cst = inst(,, »)|Fw = sol : Rgs(cst,sol) = 1}.

The membership proof works on commitments on each components x; and
y;. They are of the form

C; =11 (.'L'7,> + Z;nzlrikuk € B )
dj =12(y;) + Xk—1jk0 € Ba,

where 11 : Ay — By and t5 : Ay — By are injections into two other R-modules,
while @7 = (u1,...,Up) € BJ* and ¥ = (vy,...,v) € BY are committing
keys generated by the CRS generator.

Since verification is made on the commitments it must have another bilinear
map F : By X By — Br into an R-module By which follows the properties of
f. Then, for all z € A; and y € A,

F(u(z),e2(y)) =wr(f(z,9))

where v : A7 — By is a third injection. We also use a similar dot-product
notation as for f: for any @' = (ay,...,a,) € BY and 4" = (y1,...,yn) € BY
we have

n
aey:= ZF(ajayj)
j=1
in By, and then for the m x n matrix I' we also have 7o' =T"d e .

Setupp(1*): from the security parameter \, generates pp := (R, A1, Az, A7, f)
as above where the order of each groups is at least 2*;

KeyGeny(pp,b): takes in pp and outputs the common reference string crs

according to the desired setting: perfect soundness * if b = 0 and witness-
indistinguishability if b = 1.
Generates the R-modules By, By, B, the bilinear map F satisfying the
above commutative law F o (11 X t3) = tp o f with respect to the linear
maps (1, Lz, 7 and the commiting keys i’ € B{"l and 77 € B;’/. Also
generates the linear maps p1, p2, pr in the opposite direction of ¢q, ¢, t1
so that pro F = f o (p1 X p2)

e In the perfect soundness setting: committing keys make the com-
mitment perfectly binding. In particular we must have p; (@) = 0
and p2(¥) = 0 (and also Im¢; N Kerp; = {0}, for i =1,2,T).

n the original paper, the soundness property is not perfect in the general setting. We only
focus on perfect soundness to facilitate the understanding of the system. All our protocols
make use of a perfectly sound instantiation.
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e In the witness-indistinguishability setting: committing keys make
the commitment perfectly hiding. In particular we must have Im¢; C
(U1, ..., up) and Imeg C (vg, ..., vp0).

Finally, generates a set of matrices Hy,...,H, € R™ %" that generate
all the matrices H € R™ %" such that 7 e H7 = 0, when the committing
keys i, U are generated in the WI setting. The crs is given by

Crs = (pp7BlaB27BT7Fa Llap17L27p27LTapT7ﬁ7 67 Hla .. 'aHTI)'

Prove(crs, cst, sol): generates the vectors @ € B, d € By of commitments on
FT € A7, 4T € AY from sol = (Z,7) as

C=u(Z)+Ri, d=u(7)+ 97,

for random matrices R < R™*™ and S < R"™*". Picks also T « R?*™
and p1,...,p, < R at random. Then, computes

71 =98"0(a)+ S T (&) + T (2.16)
i
Fo=R13(b)+ R'T0a(§) + R'TST—T" 5+ piHiv (2.17)
=1

-

and returns the commitment (¢, d) and the proof (71, 72) € B} x B

Verifyp(crs, cst, m): returns 1 if and only if

-,

1(@) o d+ Couy(b)+CTold = 1p(tr) + e+ 7y o0

It is worth observing that the maps p1, p2, pr are not necessary to perform
Prove and Verify. Their role is to provide the soundness of the scheme. The
role of the H-matrices is to show the witness-indistinguishability of the proof
system.

Theorem 5 ([84]) In the witness-indistinguishable setting the GS proof sys-
tem is a perfect NIWI argument for membership in Lgs and, in the soundness
setting the GS proof system is a non-interactive membership proof for the lan-
guage Lgs.

As an important corollary, if the witness-indistinguishable setting and the
soundness setting are computationally indistinguishable then, in either setting
the GS proof system achieves all these security properties at least computa-
tionally. The proof system can be easily extended to systems of quadratic
equations.

Particular cases. There are two interesting cases:
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1. Linear case. When @ = 0™ and I"' = 0™*", the random matrix T can
be recomputed from 7; in 2.16 and then publicly removed from 75 in
2.17, so that it can simply set to 0*™ in that case without degrading
the security properties. The proof is reduced to

n
in = R 12(b) + Y pi ;¥ (2.18)
i=1
and the verification algorithm checks whether ¢ e 13(b) = vp(tr) + @ &
holds.

2. Symmetric case. When B := B; = B; and the bilinear map F is
symmetric the GS proof is also made shorter. Let us suppose that m <n
and @ = Tj;;. The proof is given by # := 7 + T € B" where 7
is the vector 7y padded with 7 — m 0’s, and the verification checks if
1(@) o d + Ce1y(b) + Ce'd = vp(tr) + 7 e 7. This is correct since
TeU =7 o0+ T e of which the last term is @ e Ty by the symmetric
property of F'. Another way to perform the proof 7 is to replace @ by ¢ in
7 and extend the matrices R to R’ and T to T' with 2 — 7 0—columns
and the matrices Hy, ..., H, to Hi,..., H} with 7w —m O0—rows. This
leads to

-

Toym = ST 11(@) + STT Ty (&) + R'T1a(b) + R Tua(7)

7
+RTTST+ Y piH[§ (2.19)
i=1
There is no need of T" matrix in the proof because otherwise the verifica-
tion equation with the paddings would contain the term e (7" — (") ")v
which is equal to 0 since the matrix 7" — (7”)7 is antisymmetric and F
is symmetric. Then (T" — (1") ) would lie in (H, ..., H}).

Linear equations have proofs that only depend on the randomness of the com-
mitments and not on the committed witnesses or on the right-hand side member
of the equation in Ap. As observed in [70], this allows a form of malleability.

In both cases the proofs are randomizable. While this is obvious for linear
equations, let us see how proofs in the symmetric setting can be publicly reran-
domized. For an honestly generated proof 7sym for a given crs and constants

cst = (@, b, T, tr) with commitments ¢ and d. proceed as follows.

1. Rerandomize the commitments with random R + R™*™, § < R"*7%

S

d=c¢+Ri, d=d+8

Set R’ as the R matrix padded with 7 — 7 0-columns.
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2. Return the commitments ¢, d along with the rerandomized proof
Tl =Tsym + 5 11(@) + ST 14(C)
n
+ R iy(b) + R Tuo(d) + RTTSG+ Y piHJ§ (2.20)

i=1

for fresh p1,...,pp +— R.

In the symmetric setting, the resulting proofs 7, and commitments ¢ .
have the same distribution as those generated by the Prove algorithm. Indeed,
@ = 1, (Z)+ R'T for a random R = R+ R extended to R’ with 72— 0-columns,
d' = 15(i]) + S for a random S = § + S and

A -,

Flom =95"01(@) + S T 01(2) + BT 12(b) + R Tua(y) + R''TSo + H,

where H = ((RTS)" — RTS) + Y7, (pi + p:)H] is random in (H, .. L Hy)
because the first constant term is antisymmetric and F' symmetric in the set-
ting.

DLIN-based Instantiation In Symmetric Pairing

In this section we apply the Groth-Sahai methodology in pairing environments
with G := G; = G of prime order p. Then, G and Gr are F,-vector spaces.
We will consider GS-proofs for the pairing-product equations 2.12 and the
multi-exponentiation equations 2.13. We detail each kind of proof with their
particular cases by specifying the crs and we will also provide some examples.

Due to the symmetric property of the pairing, the pairing-product equation
(PPE) may be written

n

e(Ai, Vi) H H e(Vi, ¥5)7 =t (2.21)
1 =1 j=1

i=

for variables )1, ...,Y, € G and constants tr € Gr, A1,..., A, € G, v € Zy,
fori,j € {1,...,n}. Interestingly, the commitments on a group element &; € G
can also be re-used for the multi-exponentiation equation (MEE)

m

HB”“ Hy‘” 1T Hym” = (2.22)

=1 j=1

for variables V1,..., Y, € G, z1,...,%m € Zp and constants T', By, ..., B, € G,
ay ... 0y € Zp and yj; € Zp, for i € {1,...,m},j € {1,...,n}. Consequently,
a global crs can be used to commit to the variables in G and the variables
in Z, if a system of equations involved both kinds of equations. To prove
that committed variables satisfy a set of relations, the prover computes one
commitment per variable and one proof element (made of a constant number
of group elements) per relation.
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Setupp(l)‘): from the security parameter )\, generates the parameters of a
pairing environment pp := (p,G,Gr, e, g)  Asym(A). For a PPE equa-
tion the parameters for the GS-proof are ppppg := (Z,,G,G,Gr,e) and
for the MEE equation the parameters are ppyee = (Zy, Zp, G, G, f) where
flz,Y)=Y~*

KeyGeny (pp, b): takes in pp and runs KeyGen ¢ (pp, b) of the linear flippable
commitments for group elements and scalars to obtain a tuple of group

elements (f1, fo, f3.1, f3.2, f3.3, f5 3) € G°.

Defines the vectors fl = (f17 ]-7 g)a f2 = (]—7 f2a g)a f3 = (f3,17 f3,27 f3,3) and
G = (f3,1,[f32, f53) in G? so that for any type of equation B; = By = G3
with componentwise multiplication of G. For group element Y sets the
linear injection ¢(X) := (1,1, X) and for scalar = set ¢/(z) := @®. Then,
fo=1u(g)’ f - fr2 and @ = 1(g) ' - fa. Sets also p = p' as Extract(tko, -)
of the linear commitment for tkg = (g1, pi2).

Sets two bilinear maps F, F from G® x G3 into G:}X?’. Both are used for
PPE and MEE so that By = G with compenentwise multiplication of
Gr. For X = (X1, X2, X3) and Y = (Y7, Y5,Y3) in G? define,

F(X,Y) = (e(Xi,Y))),<i <5 (2.23)
F(X,Y):= F(X,Y)Y2. F(Y,X)'/2. (2.24)

Several situations have to be considered:

PPE For this type of equation, we set 4 = v := (fi, fé, ﬁ,)T, 1 =1ly:=1
and t7(Z) € G% is defined by (% % ;) for Z € Gp. In order to

obtain a short proof for the general case, we use the symmetric map
F to apply the symmetric GS proof. This implies the use of matrices
for which entries are viewed as exponents:

010 001 000
le(—wo), H2:<000), H3:(001).
000 -100 0-10

For the linear case (y;; = 0 for all 1 <4,j < n), the shorter proof
uses F since there is no non-trivial matrix H such that @ e Ha = 0.

MEE For this type of equation, we set @ := (f_i, f;)T and ¥ := (fl, fz, f;;)T,

and, ¢ := ¢ and 1y := 1. We ‘make the same distinction between
symmetric F and asymmetric F' maps for general and linear equa-
tions.

For the general MEE, we set /.(Y) := F(Z,.(Y)) for Y € G. In
the WI setting, H{ = (% §§) generates all the matrices H' € Z2*®
satisfying # e H'¢' = 0. In the symmetric GS proof, i.e. padded with
one O-row, this gives back Hj since the equation is equivalent to
ve HU = 0.

For the linear MEE, we set t/-(Y) := F(@,u(Y)) for Y € G. And,
there is no need of “H-matrix”.
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We intentionaly omit to include a description of the linear maps pr into
the crs since they are not involved in the next algorithms.

Prove(crs, cst, sol): From (fl, fg, fg, @) in the crs, generates the commitments
on all the elements of sol, i.e. x € Z), and/or Y € G, as in the linear
commitment schemes

FTL T2 = P51 pT2 T3

7P fa Cy=uY)-fi -f2"-f3",
for random (ry,72) < Z7 and/or (s1,s2,s3) < Zj. For each equation
specified by (T, B,a, ) or (tr, A, ') in cst, computes the vectors ¢ and /or
d of the corresponding committed solutions z’ and/or Y. In the same
order, build the matrices R and/or S of which the lines are composed
of the random vectors (r1,72) and/or (s1, s2, s3) used respectively in the
commitments C), and/or Cy.

Next, for each tuple (E',J;R, S) or (d_; S) associated with its constants,
compute the proof relatively to the different cases.

PPE For the commitments d with randomness S and constants (t7, A, T'):
~PPE
S

e In the general case, picks p Z3 and computes the proof 7g,,

G3><3
FPPE — STu(A) + ST+ T)u(Y) + STTSG + (5, H)o

where (5, H) := Z? 1 piH; is a random anti-symetric matrix.

e In the linear case, when I' = 0"*", computes the proof 7' € G?,

TE=8TA
since 1(STA) = STu(A).

MEE For commitments & d with randomness R, S and constants (T, B, @, T"):
~MEE
S

e In the general case, picks p’ < Z, and computes the proof Taym

G3><3
FMEE = §T01(@) + S T () + R 12(b)
+ R'"Tuwy(9) + R TST + p' H, ¥
e In the linear case, when IV = 0™*™, there are two sub-cases.
1. If B =0, with d, S and constants (T, @), computes 7MEE € G3,

—'MEE T
Tin-1 = =5'd

since //(ST@) = ST/ (@).
2. If @ =0, with ¢ R and constants (T, B) computes TMEE € G2,

—~MEE TR
Tin-2 = =R B

since t(RTB) = RTu(B).
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Where the addition law must be considered as the componentwise multi-
plication of G in G3*3.

Verify(crs, cst, 7): returns 1 if and only if each proof is valid.

PPE For the commitments d, constants (tr, A, T") and a proof 7:

e For a general pairing-product equation with 7@ = ﬁfy',)nE checks that

(A)od+deTd=ur(tr) +7707?;an.
e For a linear equation [}, e(A;,Y;) = tr with @ = TEPF checks that

WA ed = up(tr) + u(7EPE) e .

MEE For the commitments ¢, cf, constants (T, B,a, I'") and a proof 7:

e For a general multi-exponentiation equation with 7 = ﬁxEF checks
that

/(@) @ d+Co15(b) + CoTd = iy (T) + THEF o 7.

e For a linear equation of the form:
L. [T, Y% =T, checks if @ = 7MEF satisfies

J(@)ed =Tp(T) + o/ (RMEE) 6 5.
2. TIX, B =T, checks if # = #MEF satisfies
Zou(B) = Tp(T) + @ o o(FYEE).
Where the addition law must be considered as the componentwise multi-

plication of Gy in G3*3.

The randomizability of the GS proofs for linear equation and symmetric setting
implies that all the DLIN-based proofs are also publicly randomizable.

Examples
1. Let us see what a proof looks like for the simple pairing-product equation
t=e(AX)- eY,2Z). (2.25)

We have a PPE for a vector of variables Y = (X, Y, Z)T with constants

teGr, A= (‘i‘) € G, r:(883) € 733,
1 000
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There are a lot of choices for I' but? triangular matrices decrease the
proof cost. Applying the above description for a vector of commitments

d =)+ 57,

. Cx UX) 1T 272 a3
d=(¢& | = ) a"r-p2p | € G2,
Cz U2)Fi 2

gives the following computations,

-, —

STyA)+ ST +TT)(Y)+ S'TST

L(A)"1 WY)P1(Z)V N\ Y ﬁ? ¥
= (L(A)w) . <L(Y)Z2.L(Z)'y2) - | R% ,
o(A)®3 W(Y)*3 1 (Z)V3 s

where the vector Ry is the random factor of C; = 1(Z)- Rz. Multiplying

the above result by (p, H)¥, where (p, H) is a random antisymmetric
matrix, leads to the final proof 7,

L(A)ml-L(Y)zl’Y-Cﬂgl’Y f;pl . f‘éﬁ2
T = (A)*2..(V)?27.C27 | - | A7 /"3 ) (2.26)

L(A)73- (V)87 O AR

To verify the proof 7 = (71, T2, 73) |, we simply check that

3
vr(t) - [[ F(Fin®:) = F(u(A),Cx) - F(Cy,Cz)" .

i=1

It is worth observing that any PPE equation may be written as an equality
between a Gp-constant and a product of e(4;, X;) - e(Y;, Z;) like in the
right-hand side of equation 2.25. Interestingly, the GS proofs are so
that, computing a proof for a general PPE comes to multiply all the left
matrices of the right-hand side member of the equation 2.26 relatively to
each factor e(4;, X;) - e(Y;, Z;) and to multiply their product with only

one right matrix (p, H)U. This gives a general method for proving PPE
statements (even if an element lies in several such factors).

. Let us prove that we possess a valid AHO signature (cf. Section 2.2.2)

g = (01,02,03,04,05,06,07) € G” on a message M= (My,...,M,) € G™.
We must show that both pairing-product equations 2.7 and 2.8 of the
verification equation are satified. But first of all, let us see that the sig-
nature can be partially rerandomized. Indeed, both equations contain
a factor of the form e(G, X) - e(Y, Z), for some given constant G, and
this factor is actually equal to e(G, X') - e(Y’, Z’) where X' = X - Z—2,
Y'= (Y -G8 7' = Z8 for any random scalars a, 3 < Z,. This fact
was observed by the authors of the signature in [4, 3], and the transforma-
tion is denoted by (X', Y’, Z’) + ReRand(G, (X,Y, Z)) ; the two elements

2All the I’ matrices are equal up to an additive antisymmetric matrix, '+ T " is constant.
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Y’, Z' are made completely independent. Consequently, for the reran-

domized signature with 67 = 61, (05,0%,0,) + ReRand(G,, (02,03,64))

and (05,05, 07) < ReRand(H,., (05, 06, 07)), the elements {0; };c(3,4,6,7} can

be revealed in clear.

By grouping the Gr-constants, t4 := A - e(6;,0,)"! and t& = B -

e(65,0%)~t, this leads to prove the following linear relation.
ta= e(GZa 9/1) . e(GTWe/Q) : H?:le(Gi’ Ml)

2.27
tp = e(H..0,) - e(H,.04) - TT" e(H,, M) (2.27)

The proof m = (w4, 7p) is made of 3 group elements per equation

n I I In Hi

aorapz [ 6t HZV-HPS | oy Hy

- n v - _ n v,
Ta=| ¢l 60 |, Tp = | HOv-HP [ H]
n ; n i

G’Z'l-G:?vI |i:1G;M H;’1.H7T5.| |i:1H1‘m

along with the commitments C_;gg = L(G’l)ﬁpiﬁaiﬁﬁ, for i = 1,2,5, and
éMi = L(Ml)flmﬁyif_'lm, for i =1 up to n.

The verifier must recompute ¢4 and tp (this is crucial) and check that

vr(ta) - H F(u(x), fi) = F((G2),Cyy) - F(1(Gy), Coy) - [ [ F(1(Gi), Cus,)

i=1 i=1
vr(ts) - Hﬁ(L(wiB), fi) = F(«(H.),Cy;) - F((H,), Coy) - Hﬁ(L(Hi), Chr,)

A A)T

where T4 = (7!, m3', 73 BT,

and 7 = (7P, 78, ni
Note that the first two rows of all the (3 x 3)-matrices in the verification
equations are exclusively composed of 17 € Gr. For vr it is by definition
and for the F-factors this is because they all include a term of the form
t(G@) for a group element G € G. Rather than having to ignore the
six trivial equations, sometimes the notation E(G, 6) may be found to

express only (e(G, C1),e(G, Cs),e(G, C3)) the last row of F(u(G),C).

. Let us suppose we have an SDP solution (Z, R,U) € G3 verifying the

following two linear equations.

17 =e(G,,Z) - e(G,, R)
lr=e(H,, Z) e(H,,U)

This also means that (Z, R,U) # (1,1,1), which is not implied by the
above system. Since the pairing map is supposed to be non degenerated,
it is equivalent to show that Z # 1 in G. Then, it suffices to pick Y + G
at random, reveal the constant ¢t := e(Y, Z) € Gr \ {17} and additionally
prove that you also know the element Y.

Generally, if Z = G* # 1 for a known a € Z, and a constant GG, we rather
prove that e(X, Z) = e(G, G) for the committed variable X = G/ since
a must be invertible. This saves the computation of ¢, but the additional
equation remains quadratic.
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4. Prove that T = (T1, T2, T3) is a BBS encryption of a committed variable
X. That is, for additional witnesses (z1,22) and (wy,ws,w3) we have

=

T = (ff', f32, X - g**7*2) and Cx = u(X) - flwﬁwﬁgws. (Implicitely,
the public encrypting-key ek of the encryption and committing keys of
the crs gather the same parameters fi, fa.)

This is equivalent to showing the three (type-2) linear MME equations
by considering (11,75, T3) := Cx - Y% in G*:

_ £Xxa X3 _ £X2 X3 _ . X1tX2 X3
T = fi- 3,1 = f37 - 3,2 Ty =g¥ “J3,3 (2.28)

with xy1 = w1 — 21, X2 = ws — 29, X3 = ws. Compute a commitment on
PPi PO

each exponent, C_’;’Q =@Xi-fi"" - fo ', with p;, 0, & Z, for j € {1,2,3}.
Output them with their proof

o THAsh - 52 f5% o g7 £
T = ( o1 a’3), Ty = < L) 0’3), T3y = g“1+"2-fg% . (229)

1 3,1 2 'J3,1

Multi-exponentiation equations admit zero-knowledge (NIZK) proofs at no
additional cost. On a simulated CRS (prepared for the WI setting), a trapdoor
(tky = (u1, p2) defined in the linear flippable commitment) makes it possible
to simulate proofs without knowing witnesses. Simulated proofs then have the
same distribution as real proofs. In contrast, pairing-product equations do not
always have NIZK proofs. Fortunately, NIWI proofs will be sufficient most of
the time. In the body of the thesis we use the GS proof system in a black box
manner.

2.6 Advanced Tools

In this section we recall specific notions of encryption schemes. We start with
the notion of tag-based encryption. Next, we move on the notion of hierarchical
identity-based encryption and finally, we recall a framework for the notion of
broadcast encryption.

2.6.1 Tag-Based Encryption

A tag-based encryption scheme is an encryption scheme where the encryption
and the decryption algorithms take in an additional input called a tag. Then, all
the ciphertexts are associated to possibly different tags but different ciphertexts
can share a same tag. The tag space is defined during the generation of the
parameters of the scheme and most of the time a tag is simply a bit-string of
appropriate length.

Kiltz’s tag-based encryption scheme. In [99], Kiltz described a tag-based
encryption scheme that can be transformed into a CCA-secure public-key en-
cryption scheme based on the DLIN assumption.
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Setup()): chooses a cyclic group G of prime order p > 2* with a generator
g <& G and outputs pp = (A, p, G, g). A tag 7 is simply a A-bit string and
can then be represented as an element of Z,.

Keygen(pp): takes in pp and picks random exponents xi, 2, y1,y2 & Ly
The private key is sk = (z1,x2,y1,92) € Z;f and the public key is pk =
(gaf17f27U7V) = (gagmlagz2vgylvgy2)'

Encrypt(pk, M, 7): to encrypt M € G with the tag 7 € Z,, picks 21, 22 & Ly,
computes end returns C' = (cg, c1,c2,c3,¢4) € G® such that g = M -
G, o = [P, e = 57, ¢ = (97 - U) and ex = (g7 - V)72,

Decrypt(sk,C,7): checks that ¢z = chﬂ“)/ml and ¢4 = céTerQ)/xQ. If so,

1/:61 1/2?2
o' e’ )

outputs the plaintext M = ¢o/( and L otherwise.

When the scheme is instantiated in a symmetric bilinear group (p, G, Gr, ¢, g),
validity of ciphertexts is publicly verifiable. Indeed, it suffices to check whether
e(fi,c3) =e(er,g™U) and e(fa,cqa) = e(ca,g" V).

The CCA transformation [99]. The scheme can be turned into a CCA-secure
encryption scheme using a strongly unforgeable one-time signature scheme 3.

Using the public parameters pp of the scheme, the Setup algorithm also
selects ¥ = (G, S, V) and an injective encoding function H so that H(VK) € Z,
for any one-time verification key VK generated by (SK,VK) < G(pp). To
encrypt M, Encrypt’ generates a one-time key-pair (SK,VK) < G(pp), runs
Encrypt(pk, M, 7) with 7 = H(VK) to get C and returns

C' = (VK,C,0o),

where o = S(SK, C). To decrypt C’, Decrypt’ first verifies the one-time signa-
ture o using V(VK, o,C) and then runs Decrypt(sk, C, 1) with 7 = H(VK).

2.6.2 Hierarchical Identity-Based Encryption

Consider a hierarchy of entities, each of which has a unique address ID =
(I, ..., Ip), with I; € {0,1}* for 1 < i < ¢, at level £. For any i < ¢, ID|;
denotes the prefix (I1,...,I;) of ID. The address of a node at level 4 is obtained
by appending its local identifier I; to its father’s address ID|;_1.

A HIBE scheme [39, 78] is a tuple (Setup, Keygen, Derive, Encrypt, Decrypt)
of algorithms® working as follows. Setup is run by a trusted private key gen-
erator (PKG) to generate a master public key mpk and a master secret key
msk. The latter is used by the PKG, at the root of the hierarchy, to derive
private keys from users’ identities at level 1. The key generation algorithm
Keygen takes as input the master secret key msk and a hierarchical identity

3We use the syntax of [32] which involves an explicit delegation algorithm Derive. Although
this algorithm is not explicitly written in [22], it exists as noted below.
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ID = (I1,...,Ir) and returns a private key dip for that identity. Algorithm
Derive is used by a ¢-th level entity with address ID = (I3,...,I;) to compute
private keys for its children labelled as (I, ..., Iy, *) at depth /+1. It takes in a
(-th level private key dip and a vector ID" = (I1,..., I, I;11), where ID’|, = ID,
to generate a (¢ + 1)-th level secret key dip-. Algorithm Encrypt takes in a
plaintext m € M, where M denotes the plaintext space, the master public key
mpk and the receiver’s address ID = (I, ..., Iy) to produce a ciphertext C that
can be undone by the receiver having obtained dp from its father.

In many HIBE constructions (such as [22, 32]) delegated private keys (pro-
duced by Derive) have the same distribution as original keys (generated by
Keygen). In the upcoming security definitions, we assume that this property is
satisfied by the considered HIBE system.

In the following, we say that a HIBE scheme is key-partitioned if private
keys dip = (Dip, Kip) consist of two distinct parts: the first one Djp is called
decryption component and it is only used to decrypt messages; the second part
Kip is called delegation component and its sole purpose is to derive private
keys for children nodes. Many HIBE systems in the literature (e.g., [22, 32])
are key-partitioned.

Security Definitions for HIBE The standard security notion [78] captures
that any coalition of hierarchy entities that are not ancestors of some user
should be unable to gain information on messages encrypted for that user.

In [12], Canetti, Halevi and Katz suggested a weaker security notion, called
selective security, where the adversary has to choose its target identity upfront,
i.e. the identity for which he/she will try to learn information on encrypted
messages.

Definition 20 ([42]) A HIBE scheme is selectively secure (or IND-sID-CPA
secure) for £ levels if no PPT adversary A has non-negligible advantage in the
following game:

1. The adversary A chooses a target identity ID* = (If,...,I}.) at depth
0x < U, for some £* of its choice. The challenger runs (mpk,msk) <«
Setup(\) and hands mpk to A.

2. A issues a number of key extraction queries under the rule that no pre-
fiz of ID* can be the input of a key extraction query. On input of an
identity \ID = (Iy,...,I), with k < £, the challenger responds with
dp + Keygen(msk, ID).

3. When A decides that the first phase is over, it chooses messages mg,my.
The challenger flips a coin d < {0,1} and responds with a challenge
C* = Encrypt(mpk, ID*, my).

4. A issues new queries but cannot ask for the private key of a prefiz of ID*.

5. A finally outputs a bit d'" € {0,1} and wins if d' = d. As usual, A’s
advantage is quantified as the distance Adv™°(A) := [Pr[d’ = d] —1/2|.
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For our purposes, we need a different and non-standard form of selective
security, which mandates that the adversary be unable to maul a private key
that it obtained for some target identity IDT even knowing the master secret
key. By “mauling”, we mean computing a private key for a different identity
ID" # ID' but under the same randomness as the received key dipt-

Definition 21 A key-partitioned HIBE system with { levels is said selectively
key-robust if no PPT adversary A has non-negligible advantage in the following
game:

1. The adversary A chooses an identity IDT = (I}, .. .,I}) that it wishes
to be challenged upon at the depth (1 < £ of its choice. The challenger
runs (mpk, msk) < Setup(A) and hands (msk, mpk) to A along with a

challenge consisting of a private key d\pt for the identity IDT.

2. A outputs an identity |D’ such that ID' is not a prefir* of ID' and a
decryption component Dipy (i.e., a private key without delegation compo-
nent). The adversary wins if: (i) Dipr is a valid decryption component
for\D'; (ii) Dip: and dyp+ corresponds to the same randomness of the key
generation algorithm.

In Definition 21, we insist that A is given a full private key for the target
identity ID' but it only has to output a valid decryption component Dps for
ID".

The Boneh-Boyen-Goh HIBE In [22], Boneh, Boyen and Goh (BBG)
described the first HIBE scheme where the size of ciphertext does not depend on
the depth of the receiver in the hierarchy. The construction bears resemblance
with the first selectively secure IBE scheme of Boneh and Boyen [20], which
can be seen as a single-level variant of the BBG HIBE. The latter works as
follows.

Setup(), £): given a security parameter A € N and the number of levels ¢ € N
in the hierarchy, chooses bilinear groups (G, Gr) of prime order p, where

p > 2. Chooses a <& Z,,, g, g2, ho, b1, - . ., he &~ G and computes g; = g°.
The master public key is defined to be

mpkggg = ((G,GT% g, g1, 92, {hi}f:o)

while the master secret key consists of mskgss := ¢5. The space of
hierarchical identities is Z = (Z;)Se.

Keygen (mskBBG, ID=(I1,... ,Ik)): in order to generate a private key, at level
k, for ID = (Iy,...,Iy) € (Z;)k using mskggg = g5, chooses r <& Z,.

4We assume that hierarchical identities are prefixes of themselves for simplicity.
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Then, computes and returns dip = (D1, Da, K41, ..., K;) such that

k

dp — (gg (ho-TIPE)" ¢ Bfns- -, h;) € G R2. (2.30)
=1

Derive(d|D7 ID = (I4,... ,Ik,fk+1))= given a private key djp of the form (2.30)
for the hierarchical identity ID = (I3,...,I}), it is easy to derive a key
for the identity ID" = (I, ..., Ix, Ix41) € (Z3)**! by choosing 7/ &7,
and computing dipr = (D1, Dy, Kj_ 5, ..., Kj) such that

k41

I N r’ r’ r’

d.D,:(Dl-KdTl (ho- [[PF) D2 g ,Kk+2~hk+2,...,Kg-hé>
i=1

k4l " 7" 7" "
:(gg.(h0~Hh§i)T RN TP ¥ ) e GIRTL (2.31)

i=1
where "’ =r 4+ 7'.

Encrypt(mpkggg, ID = (I1,...,14), M): in order to encrypt M € G under ID =
(I,...,14) € (Z3)?, chooses s & Z, and computes

Co =M -e(g1,92)°, C1 =g°, Cy =(ho - hi "'héd)s
The ciphertext is C' = (Co, Cy, 02).

Decrypt(mpkggg, dip, C): parses dip as (Dy, Do, Kgi1, ..., K;) € G*=9+2 and
the ciphertext C' as (C’O, C, Cz). Then, computes and outputs

M = CO . B(Ol,Dl)il . E(CQ,DQ).

It is easy to see that this construction is key-partitioned since the private
key can be divided into (Dp, K|p), where Dip = (D1, D3) € G? is only used to
decrypt and Kip = (Kp41,...,K) € G2 is only useful for delegations.

When the private key for ID" is derived from the private key for ID, the
randomizer v’ € Z, in (2.31) allows making sure that derived private keys are
indistinguishable from original keys that are generated directly at level k + 1.

2.6.3 The NNL Framework for Broadcast Encryption

The Subset Cover framework of Naor et al. [119] considers secret-key broadcast
encryption schemes with N = 2¢ registered receivers. Each one of them is
associated with a leaf of a complete binary tree T of height £ and each tree node
is assigned a secret key. If N denotes the universe of users and R C N is the
set of revoked receivers, the idea of the framework is to partition the set of non-
revoked users into m disjoint subsets S, . . ., S, such that N\R = S1U...US,,.
Depending on the way to partition N\ R and the distribution of keys to users,
different instantiations and tradeoffs are possible.
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THE COMPLETE SUBTREE METHOD. In this technique, each subset S; con-
sists of the leaves of a complete subtree rooted at some node z; of T. Upon
registration, each user obtains secret keys for all nodes on the path connecting
his/her leaf to the root of T (and thus O(¥) keys overall). By doing so, users in
NM\R can decrypt the content if the latter is enciphered using symmetric keys
Ki,...,K,, corresponding to the roots of subtrees Si,...,S,,. As showed in
[119], the CS partitioning method entails at most m < r - log(IN/r) subsets,
where r = |R|. Each transmission requires to send O(r - log N) symmetric
encryptions while, at each user, the storage complexity is O(log N).

As noted in [119, 59], a single-level identity-based encryption scheme allows
implementing a public-key variant of the CS method. The master public key
of the IBE scheme forms the public key of the broadcast encryption system,
which allows for public keys of size O(1) (instead of O(N) in instantiations
using ordinary public-key encryption). When users join the system, they ob-
tain O(¢) IBE private keys (in place of symmetric keys) associated with the
“identities” of nodes on the path between their leaf and the root.

THE SUBSET DIFFERENCE METHOD. The SD method reduces the transmission
cost to O(r) at the expense of increased storage requirements. For each node
z; € T, we call T, the subtree rooted at x;. The set N'\R is now divided
into disjoint subsets Sk, uy,-- -5 Skpm,un- For each ¢ € {1,...,m}, the subset
Sk;,u; 1s determined by a node zj, and one of its descendants x,,, — which are
called primary and secondary roots of Sk, .,, respectively — and it consists of
the leaves of T, that are not in T, . Each user thus belongs to many more
generic subsets than in the CS method and this allows reducing the maximal
number of subsets to m = 2r — 1 (see [119] for a proof of this bound).

A more complex key distribution is necessary to avoid a prohibitive storage
overhead. Each subset S, ., is assigned a “proto-key” Py, ., that allows
deriving the actual symmetric encryption key Ky, ,, for Sku and as well as
proto-keys Py, ., for any descendant x,, of z,. At the same time, Py, .,
should be hard to compute without a proto-key Py, ., for an ancestor z,
of z,,. The key distribution phase then proceeds as follows. Let user i be
assigned a leaf v; and let € = xg,x1,..., 2y = v; denote the path from the root
€ to v;. For each subtree T,; (with j € {1,...,¢}), if copath,,denotes the set
of all siblings of nodes on the path from x; to v;, user ¢ must obtain proto-keys
Py, for each node w € copathwj because he/she belongs to the generic subset
whose primary root is x; and whose secondary root is w. By storing O(¢?)
proto-keys (i.e., O(£) for each subtree T,,), users will be able to derive keys
for all generic subsets they belong to.

In [59], Dodis and Fazio extended the SD method to the public-key setting
using hierarchical identity-based encryption. In the tree, each node w at depth
< ¢ has a label (w) which is defined by assigning the label ¢ to the root (at depth
0). The left and right children of w are then labelled with (w)||0 and (w)||1,
respectively. For each subset Sy, ,,, of N\ R, the sender considers the primary
and secondary roots xy, , &y, and parses the label (x.,) as (z,)||uie, , - - Ui, ,,
with u; ; € {0,1} for each j € {¢;1,...,¢;2}. Then, he/she computes a HIBE
ciphertext for the hierarchical identity ({zx,),ui s, ..., Uiy, ,) at level £; 5 —

i1
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£; 1 + 2. Upon registration, if € = xg,...,xy = v; denotes the path from the
root to his/her leaf v;, for each subtree T, user i receives exactly one HIBE
private key for each w € copathxj: namely, for each w € copath%_, there exist
l1,0y € {1,...,¢} such that (w) = (x;)||we, ... we, with w; € {0,1} for all
j € {f1,...,02} and user i obtains a HIBE private key for the hierarchical
identity ((z;),we,,...,ws,). By construction, this key will allow user ¢ to
decrypt any HIBE ciphertext encrypted for a subset whose primary root is z;
and whose secondary root is a descendant of w. Overall, each user thus has to
store O(log” N) HIBE private keys.
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Group signatures are a central cryptographic primitive where users can
anonymously and accountably sign messages in the name of the group they
belong to. Several efficient constructions with security proofs in the standard
model (i.e., without the random oracle idealization) have appeared in recent
years. However, like standard PKIs, group signatures need an efficient revoca-
tion system to be practical. Despite years of research, membership revocation
remains a non-trivial problem: many existing solutions do not scale well due
to either high overhead (e.g., large group public key size) or constraining op-
erational requirements (like the need for all users to update their keys after
each revocation which forces them to follow the entire history of the system).
In the standard model, the situation is even worse as many existing solutions
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are not readily adaptable. To fill this gap and tackle this challenge, we de-
scribe a new revocation approach based, perhaps somewhat unexpectedly, on
the Naor-Naor-Lotspiech framework which was introduced for a different prob-
lem (namely, that of broadcast encryption). Our mechanism yields efficient
and scalable revocable group signatures in the standard model. Moreover, the
schemes are history-independent: unrevoked group members do not have to
update their keys when a revocation occurs.

In this chapter we propose two constructions based on the NLL subset differ-
ence method after formalizing the revocable group signature (R-GS) primitive.
In particular, our first construction is the first scheme to enjoy a size of signa-
tures and a verification cost that are independent of the number of revocations
and the maximal cardinality N of the group while the other complexities are
at most polylogarithmic in N. In order to decrease the storage requirements at
group members, namely, membership certificates, which used to have constant
size in existing standard model constructions, our second construction shows
how to obtain private keys of constant size at the expense of strengthening the
underlying security assumptions.

3.1 Definition and Security Notions

We consider group signature schemes that have their lifetime divided into re-
vocation periods at the beginning of which group managers update their re-
vocation lists. The syntax and the security model are built on those defined
by Kiayias and Yung [97]. Like the Bellare-Shi-Zhang model [16], the Kiayias-
Yung (KY) model assumes an interactive join protocol whereby a prospective
user becomes a group member by interacting with the group manager. This
protocol provides the user with a membership certificate and a membership
secret.

3.1.1 Definition of Group Signatures with Revocation

Syntax. We denote by N € poly()A) the maximal number of group members.
At the beginning of each revocation period ¢, the group manager publicizes an
up-to-date revocation list RL; and we denote by R; C {1,..., N} the corre-
sponding set of revoked users (we assume that R; is part of RL;). A revocable
group signature (R-GS) scheme consists of the following algorithms or proto-
cols.

Setup(), N): given a security parameter A\ € N and a maximal number of
group members N € N, this algorithm (which is run by a trusted party)
generates a group public key ), the group manager’s private key Sgm and
the opening authority’s private key Soa. Keys Sgm and Spoa are given
to the appropriate authority while ) is publicized. The algorithm also
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initializes a public state St comprising a set data structure Styses = 0
and a string data structure Stians = €.

Join: is an interactive protocol between the group manager GM and a user
U; where the latter becomes a group member. The protocol involves two
interactive Turing machines Jyser and Jgm that both take ) as input. The
execution, denoted as [Juser(A, V), Jam(\, St, YV, Sem)|, ends with user U;
obtaining a membership secret sec;, that no one else knows, and a mem-
bership certificate cert;. If the protocol is successful, the group manager
updates the public state St by setting Stysers := Stusers U {i} as well as
Stirans 1= Stirans|| (%, transcript;).

Revoke: is a (possibly randomized) algorithm allowing the GM to generate an
updated revocation list RL; for the new revocation period t. It takes as
input a public key ) and a set Ry C Styusers that identifies the users to be
revoked. It outputs an updated revocation list RL; for period t.

Sign: given a revocation period t with its revocation list RL;, a membership
certificate cert;, a membership secret sec; and a message M, this algo-
rithm outputs L if i € R; and a signature o otherwise.

Verify: given a signature o, a revocation period ¢, the corresponding revocation
list RL;, a message M and a group public key ), this deterministic
algorithm returns either 0 or 1.

Open: takes as input a message M, a valid signature o w.r.t. ) for the indi-
cated revocation period t, the opening authority’s private key Spa and
the public state St. It outputs ¢ € Stysers U {L}, which is the identity of
a group member or a symbol indicating an opening failure.

Each membership certificate contains a unique tag that identifies the user.

Correctness for Revocable Group Signatures. First of all, following the
KY terminology, we say that a public state St is walid if it is reachable from
St = (0,¢) by a Turing machine having oracle access to Jgm. Also, a state St/
is said to extend another state St if it is within reach from St.

Moreover, still as in [97, 96], when we write cert; =y sec;, it means that
there exists coin tosses w for Jgm and J,ser such that, for some valid public
state St’, the execution of [Jyser(A,Y),Jam(A, St', YV, Sem)](w) provides Jyser
with (7, sec;, cert;).

Definition 22 (Correctness of R-GS.) A R-GS scheme is correct if the fol-
lowing conditions are all satisfied:

1. In a valid state St, |Stysers| = |Stirans| always holds and two distinct
entries of Stirans always contain certificates with distinct tag.
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2. If [Juser(N, D), Jam(A, St, Y, Sem)] is run by two honest parties follow-
ing the protocol and (i, cert;,sec;) is obtained by Jyser, then it holds that
cert; =y sec;.

3. For each revocation period t and any (i, cert;, sec;) such that cert; =y sec;,
satisfying condition 2, Verify (Sign(Y, t, RLy, cert;, sec;, M), M,t, RL;, V) =
1 always holds if i & R;.

4. For any outcome (i, cert;,sec;) of the interaction [Jyser(.,.); Jam(., St, ., .)]
for some wvalid period St, any revocation period t such that i & Ry, if
o = Sign(Y,t, RLy, cert;,sec;, M), then

Open(M, t7RLt7Ua SOA; ya St/) =1

Correctness of (revocable) group signature schemes is implicit in the fol-
lowing. At a high level, it means that if all parties honestly run the protocols,
everything goes well. Until now, nothing is specified when some users misbe-
have and deviate from the procedures. Protecting honest parties from other
ones’ misbehaviours is captured by the following security model.

3.1.2 Security Model for Revocable Group Signatures

A R-GS scheme must satisfy three security notions defined hereafter. The
first one is called security against misidentification attacks. It requires that,
even if the adversary can introduce and revoke users at will, it cannot produce
a signature that traces outside the set of unrevoked adversarially-controlled
users. As in ordinary (i.e., non-revocable) group signatures, the notion of
security against framing attacks captures that under no circumstances should
an honest user be held accountable for messages that he did not sign, even if
the whole system conspired against him. Finally, the notion of anonymity is
also defined by granting the adversary access to a signature opening oracle as
in the models of [16, 97].

We formalize security properties via experiments where the adversary in-
teracts with a stateful interface Z that maintains the following variables:

e stater: is a data structure representing the state of the interface as
the adversary invokes the various oracles. It is initialized as stater =
(St,Y,Sem, Soa) < Setup(A, N). Tt includes the (initially empty) set
Stysers of group members and a dynamically growing database Stirqns
storing the transcripts of previously executed join protocols. Finally,
statez includes a counter ¢ (which is initialized to 0) indicating the num-
ber of user revocation queries so far.

o 1 = |Stysers| < N denotes the current cardinality of the group.

e Sigs: is a database of signatures created by the signing oracle. Each entry
consists of a triple (i,t, M, o) indicating that message M was signed by
user i at period t.
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e U%: is the set of users that were introduced by the adversary in the system
in an execution of the join protocol.

e U’: is the set of honest users that the adversary, acting as a dishonest
group manager, introduced in the system. For these users, the adversary
obtains the transcript of the join protocol but not the user’s membership
secret.

When mounting attacks, adversaries will be granted access to the following
oracles.

® Qpub; Qreyom and Qieyoa: when these oracles are invoked, the interface
looks up statez and returns the group public key ), the GM’s private key
Scem and the opening authority’s private key Soa respectively.

® Qajoin: allows the adversary to introduce users under his control in the
group. On behalf of the GM, the interface runs Jgu in interaction with the
Juser-executing adversary who plays the role of the prospective user in the
join protocol. If this protocol successfully ends, the interface increments
N, updates St by inserting the new user n in both sets Stsers and U?.
It also sets Stirans := Stirans||(n, transcript,,).

® Qb join: allows the adversary, acting as a corrupted group manager, to
introduce new honest group members of his/her choice. The interface
triggers an execution of [Jyser,Jom] and runs Jer in interaction with
the adversary who runs Jgm. If the protocol successfully completes,
the interface increments m, adds user m to Stysers and UP and sets
Stirans := Stirans||(n, transcript,,). It stores the membership certificate
cert, and the membership secret sec,, in a private part of statez.

® (Qsig: given a message M, an index ¢, the interface checks whether the
private area of statez contains a certificate cert; and a membership secret
sec; such that i ¢ R, where t is the current revocation period. If no
such elements (cert;,sec;) exist or if i ¢ UP, the interface returns L.
Otherwise, it outputs a signature ¢ on behalf of user ¢ for period ¢ and
also sets Sigs « Sigs||(i,t, M, o).

® (Qopen: When this oracle is invoked on input of a valid pair (M, o) for
some revocation period t, the interface runs algorithm Open using the
current state St. When S is a set of triples of the form (M, o,t), ;pin
denotes a restricted oracle that only applies the opening algorithm to

triples (M, o,t) which are not in S.

® (Qread and Qurite: are used by the adversary to read and write the content
of statez. Namely, at each invocation, Q,eaq outputs the whole statez but
the public/private keys and the private part of statez where membership
secrets are stored after Qp.join-queries. By using Quwrite, the adversary
can modify stater at will as long as it does not remove or alter elements
of Stysers, Stirans Or invalidate the public state St: for example, the
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adversary is allowed to create dummy users as long as he/she does not
re-use already existing certificate tags.

® (revoke: 18 a revocation oracle. Given an index i such that i € St sers,
the interface checks if ¢ appears in the appropriate user set (namely, U®
or U’ depending on the considered security notion) and if the database
Stirans contains a record (i, transcript;) such that ¢ ¢ R;, where ¢ is the
current revocation period. If not, it returns 1. Otherwise, it increments
t, adds 7 to R; and generates an updated revocation list RL; which is
made available to the adversary. For simplicity purposes, we assume that
the adversary only revokes one user per query to Qyevoke but the model
easily extends to allow multiple revocations at once.

Using this formalism, we can now properly define the three announced se-
curity properties.

Security Against Misidentifiaction In a misidentification attack, the ad-
versary can corrupt the opening authority using the Qeyoa oracle. Moreover,
he/she can also introduce malicious users in the group via Qs join-queries and
revoke users at any time using Qrevoke- His/her purpose is to come up with a
signature o* that verifies w.r.t. RL;«, where t* denotes the current revocation
period (i.e., the number of Qevoke-queries). He/she is deemed successful if the
produced signature o* does not open to any unrevoked adversarially-controlled.

Definition 23 (Security Against Misidentifiaction) A R-GS scheme is se-
cure against misidentification attacks if, for any PPT adversary A involved in
the experiment hereafter, Adv'3="4(\) = Pr[Exp3*9(\) = 1] € negl()).

Experiment Exp3®*i())
1. statez = (St, ), Sem, Soa) <+ Setup(A, N);

2. (M*v U*) — .A(qub, Qa—joina Qrevoke, @read, leyOA);
3. If Verify(o*, M, t*, RLi«,Y) = 0 returns 0;
4. 1= Open(M*,t*, RLi«, 0", Soa, YV, St');
5. If (i ¢ U\Ry+) returns 1;
6. Returns 0;
This definition extends the usual definition [97] in that A also wins if his/her

forgery o* verifies w.r.t. RL;+ but opens to an adversarially-controlled user that
was revoked during the revocation period t*.

Non-Frameability Framing attacks consider the situation where the entire
system, including the group manager and the opening authority, is colluding
against some honest user. The adversary can corrupt the group manager as
well as the opening authority (via oracles Qkeyom and Qeyoa, respectively).
He/she is also allowed to introduce honest group members (via Qp-join-queries),
observe the system while these users sign messages and create dummy users
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using Quwrite- In addition, before the possible corruption of the group manager,
the adversary can revoke group members at any time by invoking the Qrevoke
oracle. As a potentially corrupted group manager, A is allowed to come up
with his/her own revocation list RL;+ at the end of the game. We assume that
anyone can publicly verify that RL;« is correctly formed (i.e., that it could be
a legitimate output of Revoke) so that the adversary does not come up with an
ill-formed revocation list. For consistency, if A chooses not to corrupt the GM,
the produced revocation list RL;« must be the one determined by the history
of Qrevoke-queries. The adversary eventually aims at framing an honest group
member.

Definition 24 (Non-Frameability) A R-GS scheme is secure against fram-
ing attacks if, for any PPT adversary A, Advff‘a()\) = Pr[Expif\a()\) =1] €
negl(\) holds.

Experiment Expff‘a()\)
statez = (St, ), Sem, Soa) < Setup(A, N);
(M*, 0'*7 t*, RLt*)
A A(qub7 leyGMa leyOA; Qb—joina Qrevokea Qsig7 Qreada Qwrite)"
If Verify(o*, M*,t*, RL;~, ) = 0 then returns 0;
i = Open(M™*,t*, RL¢+,0*,Son, Y, St');
If i € U° returns 0;
If (/\jeUb ot jmi U U7 M5 %) & Sigs) then returns 1;
Returns 0;

Full Anonymity The notion of anonymity is formalized by means of a game
involving a two-stage adversary. The first stage is called play stage and al-
lows the adversary A to modify stater via Qurite-queries and open arbitrary
signatures by probing Qopen. When the play stage ends, A chooses a message-
period pair (M™*,t*) as well as two pairs (secj, certy), (sec}, cert}), consisting of
a valid membership certificate and a corresponding membership secret. Then,
the challenger flips a coin d < {0,1} and computes a challenge signature o*
using (sec}, cert). The adversary is given o* with the task of eventually guess-
ing the bit d € {0,1}. Before doing so, he/she is allowed further oracle queries
throughout the second stage, called guess stage, but is restricted not to query
Qopen for (M*,o*,t%).

Definition 25 (Full Anonymity) A R-GS scheme is fully anonymous if, for
any PPT adversary A involved in the following experiment, Advi{*"(\) :=
[Pr[Exp“"(\) = 1] — 1/2]| is negligible.
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Experiment Exp’ " (\)
stater = (St, ), Sem, Soa) « Setup(A);
(aux, M*,t*, RL¢+, (sec, certy), (secy, cert’{))
<~ A(play : qubv leyGMa Qrevokev Qopem Qread7 Qwrite);
If —(certy, =y secy) for b e {0,1} or if certy = certy returns 0;
Picks random bit d <— {0,1}; o* < Sign(Y, t*, certy, sec;, M*);

“{(M* 0%
d A(guess : 0'*, auzx, qub» leyGMv op{e(n 7 )}7 Qreada Qwrite);

If d' = d then returns 1;
Returns 0;

3.2 The First Scalable Group Signature with
Revocation

For an arbitrary but polynomially bounded number N of users, in the security
parameter, we build the first group signature scheme supporting revocation
whose compexity dependency in N is at most poly-logarithmic.

3.2.1 Intuition and Technical Lemma

As already mentioned, the idea is to turn the NNL global ciphertext into a
revocation list in the group signature. Each group member is associated with
a leaf of a binary tree of height ¢ and the outcome of the join protocol is the
user obtaining a membership certificate that contains the same key material
as in the public-key variant of the SD method — i.e., O(¢?) HIBE private keys,
as recalled in section 2.6.3. To ensure traceability and non-frameability, these
NNL private keys are linked to a group element X, of which only the user
knows the discrete logarithm, by means of structure-preserving signatures.

At each revocation period ¢, the group manager generates an up-to-date
revocation list RL; consisting of O(r) HIBE ciphertexts, each of which is signed
using a structure-preserving signature. When it comes to sign a message, the
user U; proves that he/she is not revoked by providing evidence that he/she
is capable of decrypting one of the HIBE ciphertexts in RL;. To this end, U;
commits to that HIBE ciphertext C; and proves that he/she holds a key that
decrypts Cj. To convince the verifier that C; belongs to RL;, he/she proves
knowledge of a signature on the committed HIBE ciphertext C; (this technique
is borrowed from the set membership and range proofs of [134, 34]). Of course,
to preserve the anonymity of signers, we need a HIBE scheme with constant-size
ciphertexts (otherwise, the length of the committed ciphertext could betray the
signer’s location in the tree), which is why the Boneh-Boyen-Goh construction
[22] is the ideal candidate.

More precisely, we require that the key be derived without any random-
ization. Namely, given a private key dip = (D1, D2, Kg41,-..,Ky) for ID =
(I1,...,I1) at level k, a private key for ID’ = (Iy,..., Iy, Ix41) is always de-
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rived as per

I
do = (D} Dy Ko KD = (Dy- KI5 Do K., K
k+1
= (g8 (ho- TII)"s o7 Biya.oos Bi) €GEHHL,
=1

For this reason, a private key and its descendants will always share the same
component Dy. However, it does not affect the security of our construction
since, in the join protocol, users are always given freshly generated HIBE pri-
vate keys.

The scheme is made anonymous and non-frameable using the same tech-
niques as Groth [31] in steps 4-6 of the signing algorithm. As for the security
against misidentification attacks, we cannot prove it by relying on the standard
collusion-resistance (captured by Definition 20 in Section 2.6.2) of the HIBE
scheme. In the proof of Theorem 6, the problem appears in the treatment of
forgeries that open to a revoked user: while this user cannot have obtained a
private key that decrypts the committed HIBE ciphertext of the forgery (be-
cause he/she is revoked), unrevoked adversarially-controlled users can. To solve
this problem, we need to rest on a non-standard security property (formalized
by Definition 21) called “key-robustness”. This notion asks that, given a pri-
vate key generated for some hierarchical identity using specific random coins,
it be infeasible to compute the private key of a different identity for the same
random coins and even knowing the master secret key of the HIBE scheme.
It is also worth observing that a selective flavour of key-robustness suffices.
Indeed, since the number of group members is always polynomial, the target
identity ID' can be guessed upfront with non-negligible probability in the proof
of Lemma 2 on which relies the proof of Theorem 6. While unusual, this prop-
erty can be proved (by Lemma 1 below) under the standard Diffie-Hellman
assumption for the BBG construction.

Perhaps surprisingly, even though we rely on the BBG HIBE, we do not
need its underlying g-type assumption [22]. The reason is that the master secret
key of the scheme is unnecessary here as its role is taken over by the private
key of a structure-preserving signature. In the ordinary BBG system (recalled
in Section 2.6.2), private keys contain components of the form (g5 - F(ID)", g"),
for some r € Z,,, where ¢ is the master secret key and F(ID) is a function of
the hierarchical identity. In the join protocol, the master key ¢g$ disappears:
the user obtains a private key of the form (F(ID)",¢") and an AHO signature
is used to bind the user’s membership public key X to Dy = ¢g". The latter
can be thought of as a public key for a one-time variant (the one-time nature is
what allows for a proof of selective-message security in the standard model) of
the Boneh-Lynn-Shacham signature [27]. The underlying one-time private key
T € Zy is used to compute F(ID)" as well as a number of delegation components
allowing the derivation of signatures for messages of which ID is a prefix.

Technical Lemma The following lemma demonstrates that the BBG HIBE
is selectively key-robust under the Diffie-Hellman assumption. The proof im-
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plicitly relies on the fact (implicitly noted in [38, 87]) that BLS-type signatures
[27] can be proved secure in the standard model when the number of signing
queries is bounded by a small constant (such as one here since the one-time
public key ¢" is used as a one-time public key).

Lemma 1 The BBG HIBE scheme is selectively key-robust assuming that the
CDH assumption holds in G. More precisely, a selective key-robustness adver-
sary A with advantage € implies an algorithm B solving the CDH problem with
advantage € - (1 — 1/p).

Proof. Towards a contradiction, let us assume that a selective adversary A has
non-negligible advantage in the game of Definition 21. We show that A allows
breaking the CDH assumption.

Algorithm B receives as input a CDH instance (g, g%, ¢°) € G* and under-
takes to compute ¢?. At the beginning of its interaction with A, the latter
chooses a target identity IDT = (11, ... ,I;T) € (Z;‘))ZT at the depth ¢f < ¢ of
his/her choice. Then, B generates the master key pair (mskggg, mpkssc) by
choosing o < Ly G2 & G and setting g; = g® as in the normal setup algorithm.

Then, he/she picks v, ..., Yt < Zp, 60, - -, 0¢ & Z,, and defines

hi = g¢%-(¢°)" fori=1,...,¢f
hy = g% fori=01+1,...,¢

To generate a private key d\p+ = (D1, D2, Kyt 41, - - ., K¢) for the target identity
IDT7 B sets

Dy = g5- (ga)60+ZfL1 8:1]
Dy = g*
K = (g%)% fori= (" +1,....¢

which form a valid private key for the random exponent r = a.

The adversary A is given (mpkggpg, msksse = ¢5) and the private key djp+.
His/her goal will be to produce a valid decryption component Dip = (D}, D5)
corresponding to an identity ID" = (I7,...,I}) € (Z;)k, for some k € {1,...,/},
of which ID' is not a prefix. In addition, D,ps should correspond to the same
random exponent r = a as djpt (in other words, D] = Dy = ¢g%).

When A outputs his/her result (ID', Dip/), we distinguish the following
situations.

o If k < ¢t we have

k
4 ’ ’ t
ho - [ Wl = gl Tin 6l (g2 e (=T =Sl vl (3.1)
i=1
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and, with overwhelming probability 1 — 1/p, it holds that

k ¢t
S -1 - Y el £0 32
i=1

i=k+1

Indeed, the vector ¥ = (71,...,7,i) is chosen uniformly in Zf;f and it is
independent of A’s view.

- If k = ¢, we must have I! # IZT for at least one i € {1,...,¢'}. Since
the coordinates of 7 are independent and uniformly distributed, the
probability to have 25;1 vi - (If — Ij) = 0 is at most 1/p since we
are bounding the probability of a random vector 4 to be orthogonal
to a given non-zero vector of ij.

- If k < ¢f, we may have I = Ij for each i € {1,...,k} (i.e., ID’
may be a prefix of IDT). In this situation, the probability to have
Ef;kﬂ 'yilg = 0 is also 1/p since (Yg41,-.-,7et) is independent of
A’s view and identities I ,I IRTRREE IL are always non-zero. Finally,
if ID’ is not a prefix of ID', there exists i € {1,...,k} such that
Il # IZT . Then, the same argument as in previous cases applies.

Since A presumably outputs a decryption component Dpr = (D1, Dy) =
(gg‘ . (ho-l_[f:1 hf )e, g“) with non-negligible probability €, B can compute

gab _

( Dy >1/<z§1vi~<1£IJ)Z?*W%ID
g5 - (gv)PotEin 0l

with probability € - (1 — 1/p).

o If k > (T, there exists i € {1,...,£'} such that I/ # I;r since IDT cannot
be a prefix of ID’. In this case, we can write

k
ho - H hfg = g50+2?:1 ili . (gb)Zf; vi-(Ij—1])
i=1
where Zf;l ~i - (I = I1) # 0 with probability at least 1 —1/p. Then, the
CDH solution g% can be found in the same way as in the case k < £1.

In either case B solves the CDH instance with the announced probability. [

3.2.2 Scalable Construction

As in Section 2.6.3, (z) denotes the label of node x € T and, for any sub-tree
T, rooted at z; and any leaf v; of T, copathxj denotes the set of all siblings
of nodes on the path from z; to v;, not counting x; itself.
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As is standard in group signatures, the description below assumes that,
before joining the group, user U; chooses a long term key pair (uskl[i], upk[i])
and registers it in some PKI.

Setup()\, N): given a security parameter A € N and the permitted number of
users N = 2¢,

1. Chooses bilinear groups (G, Gr) of prime order p > 2*, with a gen-
erator g & G.

2. Generates two key pairs (skg&)o,pk‘gao) and (sk,&ﬁo,pk(Aﬂo) for the
AHO signature of Section 2.2 in order to sign messages of two group
elements. These key pairs consist of

(d) (d)
phifto = (G40, 1, 6 = 61 1 =

)

(G :Ggi‘”? HD = " 2 A B(d>>

K2

and skgﬁo = (at(ld), Oc,()d),’ygd), 52@, {'yi(d),éz(d) le), where d € {0,1}.
3. As a CRS for the NIWI proof system, selects vectors f = (ﬁ, fz, fé)

e - - &1 o2&
st. fi=(f1,1,9) €G> fo=(1,f2,9) €G> and f3=f1 - fo ,
with fl = g,@lmf? :g/g2 <i G and 61762751752 & Z;

. Chooses (U, V) & G? that, together with fi, fo, g, will form a public
encryption key for the tag-based cryptosystem of Section 2.6.1.

>~

5. Generates a master public key mpkggg for the Boneh-Boyen-Goh
HIBE. Such a public key consists' of mpkgeg = ({hi}fzo)7 where
£ =logy(N), and no master secret key is needed.

6. Selects an injective encoding® function H : {0,1}=¢ — Zy and a
strongly unforgeable one-time signature ¥ = (G, S, V).

EN(

. Sets Sgm = (skgol_%o, sk(Aﬂo), Soa = (Bl,ﬂg) as authorities’” private
keys and the group public key is

y = (g7 pk‘(AOI—%O7 pk(Algo, mpkBBGa fa (Ua V)’ H’ Z)

Join(GMUi): the GM and the prospective user U; run the following protocol
[Juser()H y)7 JGM(>\7 St7 y; SGM)]:

1. Juser(A, V) picks x & Zy and computes X = g¢* which is sent to
Jem (A, St, Y, Sem). If the value X already appears in some entry
transcript; of the database Stirans, Jom aborts and returns L to

J user-

L As mentioned earlier, in comparison with the original HIBE scheme (recalled in appendix
2.6.2) where mpkggg includes (g1 = g%, g2) and mskggc = g5, the public elements g; and
g2 have disappeared.

2This encoding allows making sure that “identities” will be non-zero at each level. Since
the set {0, 1}=¢ is of cardinality Zf:o 2i = 2¢+1 _1 < p—1, such a function can be efficiently
constructed without any intractability assumption.
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2. Jem assigns to U; an available leaf v; of label (v;) = v;1... v, €
{0,1}* in the tree T. Let o =€, o1, ..., T4_1, T; = v; be the path
from v; to the root € of T. For j =0 to ¢, Jgm does the following.

a. Considers the sub-tree T, rooted at node ;. Lets copath,  be
the co-path from z; to v;.

b. For each node w € copath,_, since z; is an ancestor of w, (x;)
is a prefix of (w) and we denote by wy, ...wy, € {0,1}2=6+1,
for some ¢; < £y < £, the suffix of (w) coming right after (z;).

b.1 Chooses a random r & Z, and computes a HIBE private
key dw - (Dw,h Dw,27 Kw,lg—fl—‘ri?n ey Kw,Z) equals to

H({z; H(wl) H(wey) \T g
((ho.hl « >)h2 ¢ .-.h€27g412+2> ’gT7 h22761+37"'7 h;)

for the identity (H((z;)), H(we, ), ..., H(we,)) € (Z3)=~0+2,
b.2 Generates an AHO signature oy, = (0,1, .-, 00.7) On the
vector (X, Dy2) € G2 using sk\), so as to bind the HIBE
private key d,, to the value X that identifies U;.
3. Jom sends (v;) € {0,1}*, and the HIBE private keys {du }wecopath,
for j =0,...,0 to Juser that verifies their validity. If these keys are

all well-formed, Jyser acknowledges them by generating a digital sig-
nature sig; = Sign,q(; (XH{{dw}wecopathmj }i—o) and sends it back
to Jgm.

4. Jgm checks if Verify, (XH{{dw}wecopathmj }i—os sigi) = 1 holds or
not. If not Jgm aborts. Otherwise, Jgm returns the AHO signatures
{{Uw}wecopathl,.}gzo to Juser and stores the conversation transcript

J
transcript, = (X, {{dw,aw}wecopathzj }?zo, $1g;) in Stirans-

5. Juser defines cert; = ((vi>,{{dw,Uw}wecopathm_}fzo,X) as the mem-
bership certificate, where X will serve as the tag that identifies U;.
The membership secret sec; is defined to be sec; = z.

Revoke (), Sem, t, Rt):
1. Parses Sgm as Sgm 1= (skg307sk,§ﬂo).

2. Using the SD covering algorithm, finds a cover of the unrevoked
user set {1,..., N}\R: as the union of disjoint subsets of the form
Skhul,...,Sk Withm§2-|Rt|—1.

3. For i =1 to m, does the following.

msUm )

a. Considers Sj, ., as the difference between sub-trees rooted at an
internal node xj, and one of its descendants x,,. The label of
Ty, can be written (x.,) = (Tr,)|[Ui, , - - Ui, , for some £;1 <
l; o < ¢ and where u;, € {0,1} for each K € {;1,...,4;2}.
Then, computes an encoding of Sy, ., as a group element

H(ui,fiyz)

H(ui,ei,l)
Lio—Li1+2"

C; = ho - hJR) g h
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Note that C; can be thought of as a de-randomized HIBE cipher-
text for (H((zk,)), H(uie, ), - H(uie, ) € (Zy)2~ 172 as
the hierarchical identity.

b. To authenticate the HIBE ciphertext C; and bind it to the re-

vocation period ¢, uses skgﬁo to generate an AHO signature
0; =(0;1,...,0;7) € G" on the pair (C;,g") € G?, where the
period number ¢ is interpreted as an element of Z,.

Returns the revocation data RL; which is defined to be

RL, = (t, Re, {(@r,), (Tu), (Ci,0;=(0i1,...,0;7)) 211) (3.3)

Sign(Y,t, RL;, cert;,sec;, M ): returns L if i € R;. Otherwise, to sign M €

{0, 1}*, generates a one-time signature key pair (SK, VK) < G(\). Parses

cert; as ((v;), {{(dw,aw)}wecopathz_}gzo,X) and sec; as x € Z;,. Then, U;
J

conducts the following steps.

1. Using RL,, determines the set S, ,,, with [ € {1,...,m}, that con-

tains the leaf v; (this subset must exist since i ¢ R¢) and lets xy,
and x,, denote the primary and secondary roots of Sy, .,. Since xy,
is an ancestor of x,,, we can write (z,,) = (xg,)||uLe, - - - uie,, for
some {1 < Uy < ¢ and with v, € {0,1} for each k € {l1,...,l2}.
The signer U; computes a HIBE decryption key of the form

H({(a H H(s roo,
(Dy1, Dya) = ((ho-hl (Gor)) 2 (ul,zl).,_hez(jéﬁ;) Ly ) (3.4)

This is possible since, if we denote by (wy1)||uie, - .. u e the short-

est prefix of (x,,) that is not a prefix of (v;), the key material

{dw}chopatth corresponding to the sub-tree rooted at xj, contains
TRy

a HIBE private key du = (Duw,1, Dw2, Kw¢; 0,43, -, Kuwe) such

that

Hlan) Hue) )y o, .
dw: ((hohl ky ,h2 L,eq “.he/l,éleiQ) , g, h,1_£1+3,...,h[>

which allows deriving a key of the form (3.4) for the same r € Z,
(z'.e., Dl,g = Dw,g).

2. To prove his/her ability to “decrypt” Cj, U; first re-randomizes

O, as {O}; T, o+ ReRand(pk(AlH)o,@l). Then, he/she computes
a Groth-Sahai commitment comc¢, to C; as well as commitments
{com@;’i}ie{l,gﬁ} to {@;,i}ie{l?gys}. He/she generates a proof m¢,
that C; is a certified HIBE ciphertext for period ¢: i.e., mg, pro-
vides evidence that, for ijll) =AW . (0] 4,0] )" e(Ggl),gt)f1
and TS = B . ¢( 160177 e(HM, gt) =1 we have

TV = e(G0,0],) - e(GM,0],) - (G, O),

(3.5)
Ty = e(HM . 6]1) - e(H", 0]5) - e(H{".C1).



3.2. The First Scalable Group Signature with Revocation 79

Then, U; generates commitments {comp,,}?; to the HIBE key
components {D;;}2_; derived at step 1 and computes a proof mp,
that e(D;1,9) = e(Ci, Dy 2). The latter is quadratic and requires 9
group elements. Since {O] ;}ic(3.4,6,7) are constants, equations (3.5)
are linear and require 3 elements each (see details in 2.27). Hence,
mc, and mp, take 15 elements altogether.

3. Lets 0y = (011, ..,0;,7) be the AHO signature on (X, D;2). Com-
putes {922 T+ ReRand(pk(Aoljo,al) and generates commitments
{comoz,i}ie{mﬁ} to {92,1}i6{1,2,5} as well as a commitment comx
to X. Then, generates a proof m,, that committed variables sat-
isfy the verification equations with T(" = A© . e(6; 5,07 ,)"" and
Ty = BO - e(0]4.0;) "

T = (G, 0;,) - (G, 0, ,) - e(G, X) - (G, Dy2),
Ty = e(H,6,1) - e(HY, 6] 5) - e(H”, X) - e(H", Dy 2).

Since these equations are linear, m,, requires 6 group elements.

4. Using VK as a tag (we assume that it is first hashed onto Z,, in such
a way that it can be interpreted as a Z,, element), computes a Kiltz’s
tag-based encryption (of Section 2.6.1) of X by drawing 21, 2o <~ Zy,
and setting

(\Ijla \1125 \1137 \Ij4a \II5) = ( f17f§2’X ' gZI+227 (gVK ' U)Zl7 (gVK : V)Z2)

5. Generates a NIZK proof that comx = (1,1, X) -fid)x’l ~JF2¢X’2 -ﬁ¢x’3
and (Uq, Uy, Us3) are BBS encryptions of the same value X. If we
write f3 = (f3,1, f3,2, f3,3), the commitment comx can be written as
( fx‘l . ;5’>1<,3’f2¢x,2 . ;;*3,X~g¢xv1+¢x'z ~f§5§'3), so that we have

comx ® (Uy, Uy, Wy) ™! = ( e 37731; 2 37732; grtr fg?g) (3.6)

with T = ¢X,1 — Z1, T2 = QSX’Q — Z2, T3 = (;5)(’3. The signer Z/{z

. . . “¢7‘x, “(z)Tx,
commits to 71, 72, T3 € Z, (by computing com,, = g7-f; 7 L

for j € {1,2,3}, using the vector g = fs (1,1,¢9) and random
{pr,.1, P, 2}5-1), and generates proofs {Teg-com.j}3—; that 71,72, 73
satisfy the three relations (3.6). Since these are linear equations,
proofs {meq-com,j}3—; cost 2 elements each (see details in 2.28).

6. Computes oyk = ¢/ @*tVK) and generates a commitment COMgyy, tO
ovk. Then, generates a NIWI proof that committed variables ovk
and X satisfy e(ovk, X - ¢VK) = e(g,g). This relation is quadratic
and requires a proof consisting of 9 group elements. We denote this
proof by 7y, = (ﬁUVKal’ Tovk,2> 7?Uvm?))'
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7. Computes o5ts = S(SK, (M, RL;, U1, Uy, U3, Uy, U5, Q, com, IT)) where
0 ={67;,0]:}ie(s.4,6.7) and
com = (comcl, {Cosz,i}?:h comx, {com@{,i}ie{lﬂ,?)}a
{ComQ{,i }i€{1’2,5}’ {Comn}:igzlﬁ ComUVK)

II= (7TCl sy Dy Toyy Teg-com,1s Teg-com,2s Teq-com,3» 7"'UW)

Returns the signature o = (VK, Uy, Uy, Uy, Uy, Up, Q,com7H,aot5).
Verify(o, M,t, RL;,)): parses o as above and does the following.

1. If V(VK, (\Ifl, \I/Q, \113, \114, \I/g',, Q, com, H), Crots) = O7 returns 0.
2. Returns 0 if e(Uy, gVK - U) # e(f1, ¥4) or e(Vy, gVK - V) # e(fa, Us).
3. Returns 1 if all proofs properly verify. Otherwise, return 0.

Open(M,t,RL;,0,S0a, ), St): given Sopn = (B1,82), parses the signature o
as above and returns L if Verify(o, M,t, RL;,Y) = 0. Otherwise, com-
putes X = Uy - \Ill_l/ﬁ1 . \112_1/[32. In the database Stirans, finds a record
(i, transcript, = (X,{{dmow}wecopathzj }?zo,sigi» such that X = X. If
no such record exists in Stians, returns L. Otherwise, returns i.

From an efficiency point of view, for each ¢ € {1...,m}, RL; comprises 8
group elements plus the labels of nodes that identify Sk, .,. If A\g denotes the
bitlength of a group element, the number of bits of RL; is thus bounded by
2 |Re|- (8- Ag +2log N) < 2-|R¢| - (9A¢) bits (as log N < A\g/2 since A < Ag
and N is polynomial). The size of revocation lists thus amounts to that of at
most 18 - |R¢| group elements.

Group members need O(log3 N) group elements to store their membership
certificate. As far as the size of signatures goes, com and II require 42 and
36 group elements, respectively. If the one-time signature of Section 2.2.2 is
used, o consists of 96 group elements, which is less than twice the size of
Groth’s signatures [81]. At the 128-bit security level, if each element has a
representation of 512 bits, a signature takes 6 kB.

Verifying signatures takes constant time. The cost of each signature gen-
eration is dominated by at most ¢ = log N exponentiations to derive a HIBE
private key at step 1. However, this step only has to be executed once per
revocation period, at the first signature of that period.

3.2.3 Security Analysis
Security Against Misidentification

Theorem 6 (Misidentification) The scheme is secure against misidentifi-
cation attacks assuming that the q-SFP problem is hard for ¢ = max(€?-qq,, ¢?),
where q, and g, denote the mazimal numbers of Qajoin queries and Qrevoke
queries, respectively, and £ =log N.



3.2. The First Scalable Group Signature with Revocation 81

Proof. To mount a successful misidentification attack, the adversary A must
output a non-trivial signature for which the opening algorithm fails to point to
an unrevoked adversarially-controlled group member.

Let o* = (VK*, U}, U3, U3, U5, Uz, O, com*, IT*, 6%, ) denote A’s forgery
and parse com* as

* * * 2 * *
com* = (comc,{comDi}izl,comX,{com@;}ie{mﬁ},
* * 13 *
{comgg bieg1,2,5), {com, iy, comy, . ) .

By hypothesis, it must be the case that Open(M™*,t*, RL;+,0*,Son, Y, St) &
U*\R¢«, where U® denotes the set of adversarially-controlled users. Depend-
ing on extractable commitments com’, comy, {comj)i}?:l, {com, Yieqi 2,515
{com(‘;;}ie{l,z’g,} and their contents, we distinguish the following cases:

- Type I forgeries are those for which comg, contains a group element

C* such that (C*,g'") was never signed when the latest revocation list
RL;. was generated.

- Type II forgeries are such that comy contains a properly certified HIBE
ciphertext for period t* (say C* = Cf}, for some | € {1,...,m}, where
¥,...,Cr are the HIBE ciphertexts of RL;«). However, the execution
of Open reveals a previously unseen X* or points some revoked user i €
U "Ry although o* provides convincing evidence that the committed
private key (D7, D3) allows decrypting C; and that committed elements
{65}7_, form a valid signature on (X*, Dj). In this case, we have two
situations:

a. The pair (X*, D}) was not signed by Jgm in any execution of Join.
It means that either: (1) Open uncovers a value X* that does not
appear anywhere in Styans. (2) The traced user i € U*NRy colluded
with some unrevoked user j € U® whose leaf is in Sy, ., — of which
C} is an encoding — and managed to forge an AHO signature so as
to link his X* to an authorized key (Df, D}) for Sy, ;-

b. The pair (X*, D}) was signed by Jem at some execution of Join.
At first, we would like to use the Type II.b adversary to break the
standard selective semantic security of the HIBE system (cf. Defini-
tion 20 in Section 2.6.2). As it turns out, even if we were using the
original BBG HIBE (with its master secret key), such a reduction
would be unlikely to work because the set Sy, ., may contain unre-
voked users in U%, so that A obtained private keys that do decrypt
Cf. Instead, we rely on the security property that we call “selec-
tive key-robustness” (cf. Definition 21) and which relies on a weaker
assumption than the standard security of the BBG HIBE. Observe
that, when user 4 joined the group, he/she cannot have been issued
the private key (D7, D3) (which is an authorized key for Sk, ., ) since
he/she is revoked at period t*. However, since (X*, D%) was signed
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by Jgm, user ¢ must have obtained from Jgv a HIBE private key of
the form (Dq, D), where Dy # D%, for an identity other than the
one encoded by Sy, .,. In this case, as will be showed in Lemma
2, the key-robustness property is necessarily broken in the HIBE
scheme.

It is easy to see that Type I and Type Il.a forgeries imply a forger against the
AHO signature scheme (the proof is straightforward and omitted).

Lemma 2 below demonstrates that a Type IL.b attack necessarily contradicts
the key-robustness property of the Boneh-Boyen-Goh HIBE scheme and thus
the Diffie-Hellman assumption, as established by Lemma 1.

Finally, one can readily check that an adversary cannot produce a signature
o* to win the misidentification game without resorting to one of the above
kinds of forgeries. The result of the theorem follows from the fact that the SFP
assumption implies the CDH assumption. O

Lemma 2 The advantage of any Type ILb forger A is at most
. 1
Adelb_ld_II'b(A) < 4. N2 . (1 _ 7) . AdVCDH(A)
p
where N denotes the mazimal number of users.

Proof. At the beginning of its interaction with its challenger, our selective
key-robustness adversary B chooses a random node z; € T and a random de-
scendant x; of z; (alternatively, B can more simply choose two distinct random
nodes in the tree and, with some probability, m; will be in the subtree rooted
at ;). Since 7 is a descendant of z;, its label (z) can be written (z)) =
(xj)||we, - .. we,, for some integers ¢4, 05 € {1,...,¢} and where w; € {0,1} for
cach i € {¢1,...,0y}. Then, B declares ID" = (H((z;)), H(wy,), ..., H(we,)) as
its target identity at level £5 — ¢1 4+ 2. The key-robustness challenger replies by
returning a master key pair (mskggg, mpkesg) consisting of

mpkeee = ((GaGT)v g, g1 =49, 92, {hi}f:o)a mskeec = 95

together with a private key d\pr = (DI7 D;, Kgrzﬁ?,, e 7Kg) for the identity
IDT.

Then, B uses mpkggg to construct the group public key ) and generates all
other public key elements (including pkgo,io and pk/&ﬂo) according to the spec-
ification of the setup algorithm. In particular, B retains the group manager’s
secret key Sgm = (skgoljo, sk(Alle) and uses it to answer (),-join-queries.

At each Qajoin-query, B executes the join protocol on behalf of Jgm and
proceeds exactly as the real Jgm does (remember that it knows Sgm and can
thus perfectly simulate Jgum) with one exception. Namely, when executing step
b.1 of Join, if the private key D,, has to be computed for the target identity
IDT, B uses the private key djp+ that it received from its challenger to compute

(Dw,lvDUJ,ZvKUJ,€2—€1+37"'7Kw,€) = (DI/937 D;a Kg2_21+37"'7 K;T)
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As for Qpub; Qrevokes; Qread and Qoa-queries, B simply answers them as the real
oracles would.

If the game terminates and B did not have to compute a private key for
ID" at some Qajoin-query, then B halts and reports failure since it must have
guessed the wrong tree nodes x; and 2. Otherwise (i.e., if dip+ was used
to compute part of a membership certificate), we know that A’s forgery o*
will contain a committed HIBE private key (D7, D}) and a committed value
X* such that (X*, D%) is one of the pairs that were signed by B during some
Qa-join-query. Moreover, the pair (X*, D3) was associated with some HIBE pri-
vate key dipe = (D1, D%, K¢,—¢,+3,...,Ky) for a certain hierarchical identity
ID® at step b.1 of Join. Since that identity is entirely defined by two nodes at
the extremities of a path in the tree T, these two nodes happen to be z; and
a/; — so that ID® = ID' — with non-negligible probability 1/(2N —1)2 > 1/4N2.

Therefore, with probability at least 1/4N?, the value Dj is precisely the
element D; of the challenge private key djpt sent by the key-robustness chal-
lenger. Also, we note that dipe and (D7, D}) necessarily correspond to distinct
identities as the signature ¢* would not trace to a revoked user otherwise. If
the desirable event ID® = ID' comes about, this implies that either:

- (D3, D3) = (DI, D)), which means that d,p: and (D%, D) correspond to
distinct hierarchical identities IDT = (I1,...,Ip,_¢,42) and (I],...,Iz),
with k € {1,...,¢}, such that

Lo—L1 42 K
A I
ho- [ mf=ho- [
i=1 i=1
Such a collision is known (as shown in [88][Section 1.2], for example) to
occur with negligible probability under the discrete logarithm assump-

tion.

- Dj = D} and D} # DI, in which case B wins the selective key-robustness
game. It does so by outputting the decryption component (g5 - DY, D}) —
after having extracted (D}, D3) from {com}, }7_, using (81, f2) — and the
identity ID’ corresponding to the HIBE ciphertext C} of the revocation
list. Indeed, if B correctly guessed z; and 3:;-, ID’ cannot be a descendant

of ID' as long as o* opens to a revoked user in U® N Ry«.

Since the probability to have ID® = IDT is at least 1/4N? and due to the
multiplicative factor (1 — 1/p) in the statement of Lemma 1, the announced
result follows. 0

Security against Framing Attacks

Theorem 7 (Non-frameability) The scheme is secure against framing at-
tacks assuming that: (i) the q-SDH assumption holds in G, where qy is the
mazimal number of Qp.join-queries; (i) X is a strongly unforgeable one-time
signature.
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Proof. As in [31], we consider two kinds of framing attacks that can be possibly
mounted by a non-frameability adversary A.

- Type I attacks: the adversary A generates a forgery o* = (VK*7 U, U3,
5, Uy, Ut Q com*, IT*, 0%,,) for which the one-time verification key
VK* was used by some honest group member i € U? when answering a
Qsig'query

- Type II attacks: A outputs a forgery o* = (VK*, Uy, s, s, Uy, Wt QF,
com*,H*,cf;‘ts) for which the one-time verification key VK* was never
used by Qsig to answer a signing query on behalf of an honest user ¢ € U b,

It is immediate that Type I attacks imply a breach in the unforgeability of the
one-time signature. Lemma 3 shows that no PPT adversary can produce a
Type II forgery as long as the Strong Diffie-Hellman assumption holds. g

Lemma 3 The scheme is secure against framing attacks of Type II if the qs-
SDH problem is hard. More precisely, the advantage of any adversary after qs
Qsig-queries and q, Qp-join-queries is at most Advfra'n()\) <q- Adqu‘SDH()\).

Proof. By hypothesis, the adversary A comes up with a forgery (M*,c*) that
opens to some honest user i € U’ and that did not issue a signature containing
the verification key VK*. The same proof as in [31] shows that the Strong
Diffie-Hellman assumption can be broken.

Given a problem instance (§,§%,...,5@")) € G%*! the simulator B gen-
erates ¢s one-time signature keys pairs (SK;,VK;) < G(A) for i = 1 to gs.
Then, using standard techniques (see [21][Lemma 3.2]) it builds a generator g¢
and a randomly distributed public value XT = g% — which implicitly defines
ot =log,(XT) = a — such that it knows {(g/(@+VK) VK;)}& .

Next, using the newly generated g, B generates key pairs {(sk,(\b,_)lo,pk(AbF)io)}bzo’l

for the AHO signature (note that group elements of {pk,&b,lo}b:o,l are computed

as powers of g) and uses pk,&o,_)lo, pk(AlH)O to form the group public key

y = (g7 pki\(am pki\ﬁ@ mpkBBG7 fa U7 ‘/7 Ha E)

In the latter, the Groth-Sahai CRS f = (fi, f2, f3) is prepared for the perfect
soundness setting, i.e., with fi =(fi = ¢%,1,9), ﬁ = (1, fo = g, ¢9) and
f;;, = fi& ® fégz, where &, & & Zy,.

Should the adversary A decide to corrupt the group manager or the opening
authority during the game, B has Sgm = (sk(Aol_zo, sk&ﬂo) and Soa = (61, 52) =
(log,(f1),log,(f2)) at its disposal. At the beginning of the game, B picks a

random index j* < {1,..., ¢} and interacts with A as follows.

- Queyom-queries: if A decides to corrupt the group manager, B surrenders
0 1
Sam = (skptlos Skarlo)-
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- Qbjoin-queries: when A, acting as a rogue group manager, requests the
introduction of a new honest user ¢ in the group, B starts interacting
with A in an execution of Join and runs J,e, on behalf of the prospective
user. Namely, B’s behaviour depends on the index j € {1,...,q} of the

Qb-join-querY

- If 7 #£ 5%, B follows exactly the specification of J ;-

- If j = j*, B sends the value X' to Jgu at step 1 of Join. This
implicitly defines user j*’s membership secret to be the unknown
exponent secj« = a of the SDH instance. In subsequent steps
of the join protocol, B proceeds as the real Jysr would. When
Join terminates, the challenger B obtains a membership certificate

Certj* = (<’U]>, {{du” Uu;}w@copathzj }§:07 XT) .

- Qpub-queries: can be treated as in the real game, by having the simulator
return ).

- Qsig-queries: when A asks user i € U b to sign a message M, the simulator
B can answer the query by running the real signature generation algo-
rithm if ¢ # j*. Otherwise (namely, if ¢ = j*), B uses the next available
pair {(g/(@+VK) VK;)1% | to define oyk,. B also recalls the membership
certificate certjs = ((v;), {{dw, Uw}wecopathzj }gzo, XT1) obtained from the
Jom-executing adversary at the j*-th Qp.jein-query. It is easy to see that,
using ovk, and cert;~, B can easily generate all signature components and

sign them all using SK;.
Finally, A outputs a signature o* = (VK*7 1,05, Wy, Uy, UE, O, com™, IT,
ogts), for some message M*, that opens to some user i* € U’ who did not
sign M*. At this point, B halts and declares failure if it turns out that X
vy - \Il{_l/Bl . \115_1/52 since, in this case, it was unfortunate when drawing the
random index j*. Still, with probability 1/gy, the signature o* opens to the user
introduced at the j*-th Qp-join-query and (U7, ¥3, U%) does decrypt to X*. In
this situation, the perfect soundness of the proof system ensures that comy, .
is a commitment to a group element o3, such that e(o3y., XT-g¥%") = e(g, 9).
Since o* is a Type II forgery, B can use 31, 82 to compute a BBS decryption
of com}, . and obtain a solution (ovk-,VK*) to the ¢,-SDH instance. O

*

Anonymity

As for the anonymity property, it naturally relies on the DLIN assumption.
The proof is essentially identical to that of Lemma 5 in [$1] but we give it for
completeness.

Theorem 8 (Anonymity) The advantage of any anonymity adversary is at
most
Adv™ " (A) < AdvO™()\) + 3 - AdvPHN()),
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where the first term is A’s probability of breaking the strong unforgeability of
the one-time signature.

Proof. We consider a sequence of games at the end of which even an unbounded
adversary has no advantage. In Game i, we call .S; the event that A wins and
define Adv; = |Pr[S;] —1/2|.

Game 1: is the experiment of definition 25. In the play stage, the adver-
sary A can obtain the group public key ), the group manager’s private key
Sem = (sk(AOI_io,skgﬁo). It can also ask for the opening of any group signa-
ture and read/write the content of statez. When it decides to enter the chal-
lenge phase, it outputs a message M*, a period index t* and two member-
ship certificate/secret (certy,secl) and (certy,secy) such that cert} =y secj
for b = 0,1. The simulator B flips a fair coin d < {0,1} and computes
o* « Sign(Y,t*, RLy~, cert), secy, M*), where t* is determined by the history
of Qrevoke-queries. The signature o* is given as a challenge to A who has to
guess d € {0, 1} after another series of queries (under the natural restriction of
not querying the opening of ¢*). We have Adv; = Adv™*™"(A).

Game 2: is as Game 1 but B halts if A queries the opening of a signature
o containing the same one-time verification key VK* as in the challenge phase
(we assume w.l.o.g. that (SK*,VK") is generated at the outset of the game). If
such a query is made before the challenge phase, it means that A was able to
forge a one-time signature even without having seen a signature. If the query
occurs after the challenge phase, then the strong unforgeability of ¥ is broken.
We can thus write |Pr[Sa] — Pr[S;]| < Adv®*®()).

Game 3: we change the generation of Y so as to answer QQopen-queries without
using the secret exponents 31, 82 € Z, that define Soa. To this end, B chooses
Qy, Oty & Z, and defines U = g VK fre and V = g VK -fs. Tt is not hard to
see (see [99] for details) that, for any Qopen-query containing a BBS encryption
(Uq, Wy, Us) = (f7', 52, X -g**T#2), the values (U4, U5) reveal g** and g (and
thus the encrypted X) since VK # VK* unless the event introduced in Game 2
occurs. To generate the challenge signature o* at period t*, B first computes
(97,93, U%) and then (U}, Uf) = (U3, U5*). It sets the challenge signature
to be o* = (VK*, ¥}, U5, W5 U5, U Q% com*, IT*,0%,,). It can be checked

that the distributions of ) and ¢* are unchanged and we have Pr[S5] = Pr[Ss].

Game 4: in the setup phase, we generate the CRS f = (f_i, fé, f;:,) of the proof
system for the perfect WI setting. We choose fé = figl ® 1;252 ®(1,1,9)7 ¢
instead of f;; = fi& ® jzéz so that ﬁ, f; and fp; are linearly independent. Any
significant change in A’s behaviour yields a distinguisher for the DLIN problem
and we can write |Pr[Sy] — Pr[Ss]| = 2- AdvP“™(B). As noted in [34], proofs in
the WI setting reveal no information on which witnesses they were generated
from.

Game 5: we modify the generation of the challenge o* and use the trapdoor
of the CRS (i.e., &1,& s.t. g = ﬁEI ® f;gz) to simulate proofs {Tl'eq_comd}:;:l
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that (¥7, U3, U%) and comyx encrypt of the same value. It is known [34] that
linear multi-exponentiation equations always have perfectly NIZK proofs on
a simulated CRS. For any satisfiable relation, (1, &) allows generating proofs
without using the witnesses 71, 72, 73 for which (3.6) holds and simulated proofs
are perfectly indistinguishable from real ones. Hence, Pr[Ss] = Pr[S4].

Game 6: in the computation of W%, we now replace g** 7#2 by a random group
element in the challenge o*. Since B does not explicitly use z; = log, (¥7),
2y = logy, (¥3), any change in A’s behaviour yields a distinguisher for the

DLIN problem and |[Pr[Ss] — Pr[S5]| < AdvP™N(B). In Game 6, we have
Pr[Ss] = 1/2. Indeed, when we consider the challenge o*, Groth-Sahai com-
mitments are all perfectly hiding in the WI setting and proofs II reveal nothing
about the underlying witnesses (in particular, NIZK proofs {meq-com,; }?:1 are
generated without using them) and (¥7%, W5, ¥3) perfectly hides X*. Finally,
randomized signature components * = {@E,i*’ 9271*}1-6{3’476’7} are information-
theoretically independent of the corresponding messages and the remaining
components of AHO signatures ©F and 6;.

When combining the above, A’s advantage can be bounded by Adv®*"*"(A) <

AdvotS()\) +3. AdVDLIN()‘) as stated by the theorem. 0

3.3 Group Signature with Almost-for-free Re-
vocation

In the scalable group signature with revocation of the previous section, group
members have to store a polylogarithmic number of group elements. In many
applications, however, this can rapidly become unwieldy even for moderately
large groups: for example, with N = 1000 ~ 2'°, users may have to privately
store thousands of group elements. In order to be competitive with other
group signatures in the standard model such as [31] and still be able to revoke
members while keeping them “stateless”, it is highly desirable to reduce this
complexity.

In this section, we start with the same approach so as to instantiate the
Subset Difference method, but obtain private keys of constant size without
degrading other performance criteria. This may sound somewhat surprising
since, in the SD method, (poly)logarithmic complexities inherently seem in-
evitable in several metrics. Here, the only dependency on N is a O(log NV )-size
group public key. Our system uses revocation lists of size O(r), which is on
par with Certificate Revocation Lists (CRLs) of standard PKIs. It is worth
noting that RLs are not part of the group public key: verifiers only need to
know the number of the latest revocation period and should not bother to read
RLs entirely.

To this end, we introduce a new technique to leverage the NNL subset cover
framework in the context of group signatures. Namely, we provide a way for
users to efficiently prove their membership to one of the generic subsets in the
NNL subset cover framework. This technique makes our revocable group sig-
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natures competitive with ordinary group signatures (i.e. , without revocation)
in the standard model. Moreover, unrevoked members (as in PKIs) still do not
need to update their keys at each revocation.

3.3.1 Intuition behind our Scheme

The key idea is as follows. As in the NNL framework, group members are
assigned to a leaf of a binary tree and each unrevoked member should belong
to exactly one subset in the cover of authorized leafs determined by the group
manager. Instead of relying on hierarchical identity-based encryption as in the
public-key variant of NNL, we use a novel way for users to non-interactively
prove their membership to some generic subset of the SD method using a proof
of constant size.

To construct these “compact anonymous membership proofs”, we employ
concise vector commitment schemes (cf. Section 2.4.4), where each commit-
ment can be opened w.r.t. individual coordinates in a space-efficient manner
(namely, the size of a coordinate-wise opening does not depend on the length of
the vector). These vector commitments interact nicely with the specific shape
of subsets — as differences between two subtrees — in the SD method. Using
them, we compactly encode as a vector the path from the user’s leaf to the root.
To provide evidence of their inclusion in one of the SD subsets, group members
successively prove the equality and inequality between two coordinates of their
vector (i.e. , two nodes of the path from their leaf to the root) and specific node
labels indicated by an appropriate entry of the revocation list. This is where
the position-wise openability of concise commitments is very handy. Of course,
for anonymity purposes, the relevant entry of the revocation list only appears
in committed form in the group signature. In order to prove that he/she is
using a legal entry of the revocation list, the user generates a set membership
proof.

Technical Intuition. The number of users is assumed to be N = 2/~ ¢
poly(\), for some integer ¢, so that each group member is assigned to a leaf
of the tree. Each node is assigned a unique identifier. For simplicity, the root
is identified by ID(e) = 1 and, for each other node =, we define the identifier
ID(z) € {1,...,2N — 1} to be ID(x) = 2 - ID(parent(z)) + b, where parent(z)
denotes z’s father in the tree and b = 0 (resp. b = 1) if = is the left (resp.
right) child of its father. The root of the tree is assigned the identifier ID, = 1.

At the beginning of each revocation period ¢, the GM generates an up-to-
date revocation list RL; containing one entry for each generic subset Sk, 4, - -,
Sk, unm Produced by the Subset Difference method. These subsets are encoded
in such a way that unrevoked users can anonymously prove their membership
of one of them. Our technique allows doing this using a proof of constant size.

The intuition is as follows. In the generation of RL;, for each i € {1,...,m},
if zx, (resp. x,,) denotes the primary (resp. secondary) root of Sk, u,, the GM
encodes Sy, ., as a vector of group elements R; that determines the levels of
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nodes xy, and x,, in the tree (which are called ¢; and 1); hereafter) and the
identifiers ID(x,) and 1D(z,,). Then, the resulting vector R; is authenticated
by means of a structure-preserving signature ©;, which is included in RL; and
will be used in a set membership proof.

During the join protocol, users obtain from the GM a structure-preserving
signature on a compact encoding C, — which is computed as a concise com-
mitment to a vector of node identifiers (Iy,...,Is) — of the path (Iy,...,I,)
between their leaf v and the root e. This path is encoded as a single group
element.

The group manager uses two key pairs for the AHO structure-preserving
signature of Section 2.2.2. The first one is used during the join protocol to bind
a group element X chosen by the user, who knows z = log,(X), to the path
from the user’s leaf v to the root e.

In order to anonymously prove his/her non-revocation, a group member U;
uses RL; to determine the generic subset Sk, .,, with I € {1,...,m}, where
his/her leaf v; lies. He/she commits to the corresponding vector of group ele-
ments R; that encodes the node identifiers ID(x,) and ID(x,,) of the primary
and secondary roots of Sk, ., at levels ¢; and ¢, respectively. If (I1,...,1Ip)
identifies the path from his/her leaf v; to €, the unrevoked member U; gener-
ates a membership proof for the subset Sy, ., by proving that ID(zx,) = Iy,
and ID(z,) # Iy, (in other words, that z, is an ancestor of v; and z,, is not).
To succinctly prove these statements, U; uses the properties of the LY concise
vector commitment scheme?® recalled in Section 2.4.4. Finally, in order to con-
vince the verifier that he used a legal element of RL;, U; follows the technique
of [34] and proves knowledge of a signature ©; on the committed vector of
group elements R;. By doing so, U; thus provides evidence that his/her leaf v;
is a member of some authorized subset Sk, ., without revealing [ € {1,...,m}.

In order to obtain the strongest flavour of anonymity (i.e., where the adver-
sary has access to a signature opening oracle), the scheme uses Kiltz’s tag-based
encryption scheme (cf. Section 2.6.1) as in Groth’s construction [81] exactly as
we did in the previous construction. In non-frameability concerns, the group
member U; also generates a weak Boneh-Boyen signature of Section 2.2.2 (which
yields a fully secure signature when combined with a one-time signature) using
r = log,(X), where X € G is a group element certified by the GM and bound
to the path (Iy,...,Iy) during the join protocol.

3.3.2 Construction with Compact Keys

As in standard security models for group signatures, we assume that, before
joining the group, user U; chooses a long term key pair (usk[:], upk[i]) and
registers it in some PKI.

Setup(\, N): given a security parameter A € N and the permitted number of
users N = 2671,

3No randomness is required here. We only need the componentwise binding property.
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1. Chooses bilinear groups (G, Gr) of prime order p > 2*, with a ran-
dom generator g < G.

2. Defines ng = 2 and n; = 5. Generates two key pairs (skﬁ\ol_zo,pk(AO,jo)

and (sk(Alljo, pkgﬁo) for the AHO signature in order to sign messages

of ng and ny group elements, respectively. These key pairs are

(d) (d)
pk{h = (ng%H;d%ng) — o D = g2

d W 5 n
{Gz(' '=a] 7Hi( = }izdlvA(d)’B(d))

and skgfgo = (agd), ozl()d)7’y,§d), 52‘1), {’yfd), 51@ "), where d € {0,1}.
These two schemes will be used to sign messages consisting of 2 and
5 group elements, respectively.

3. Generates a public key ck = (g1,..., ¢, Grs2,---,920) € GH*~1 for
{-dimension vectors of the concise vector commitment scheme re-
called in section 2.4.4. The trapdoor g41 is not needed and can be
discarded.

4. As a CRS for the NIWI proof system, selects vectors f = (f1, fa, f_;;)

- > PR TRy
s.t. flz(f171ag)€G37 f2:(1af27g)€G37 and f3:f1 1'f2 27
with f; = ¢%', f» = ¢®* in G and random 1, B2, &1, & Z,,. We

also define the vector g = fé (1,1, 9).

5. Chooses random (U, V) < G? that, together with generators fi, f2,g €
G, will form a public encryption key.

(=2

. Selects a strongly unforgeable one-time signature X = (G, S, V).

. Sets Sgm = (sk,(\(),_%o, sk(Alljo), Soa = (/3’1,52) as authorities’” private
keys and the group public key is

EN(

Y= (o o Pl k. £, 4. (V). %),

Join(GMUi): the GM and the prospective user If; run the following protocol
[Juser()H y)> JGM(>‘> St7 y, SGM)]:

1. Juser(A, V) draws = < Z,, at random and computes X = ¢g” which is
sent to Jem(A, St,V,Sem). If X € G already appears in some entry
transcript; of the database Stirqans, Jom halts and returns L to Jyser.

2. Jem assigns to U; an available leaf v of identifier ID(v) in the tree T.
Let x1,...,x¢ be the path from x; = v to the root 1 =€ of T. Let
also (I1,...,1Is) = (ID(z1),...,ID(z¢)) be the corresponding vector
of identifiers (with I; =1 and I, = ID(v) € {N,...,2N —1}). Then,
Jom does the following.

(a) Computes a compact encoding C, = [[4_, 9 =9 91
of (Il, NN ,Ig).
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(b) Using ski\(go, generates an AHO signature o, = (0y,1,...,6u,7)
on the pair (X, C,) € G2 so as to bind the encoded path C, to
the value X that identifies If;.

. Jem sends ID(v) € {N,...,2N — 1} and C, to Jus that halts if

ID(v) € {N,...,2N —1} or if C,, is found incorrect. Otherwise, Jyser
sends a signature sig; = Sign, g (X||(I1, ..., 1¢)) to Jgm.

. Jem checks that Verifyupk[i]((XH(Il, .., 1p)), sigi) = 1. If not Jgm

aborts. Otherwise, Jgm returns the AHO signature o, to Jyser and
stores transcript, = (X, ID(v), C,, 0y, sig;) in the database Stirans-

. Juser defines the membership certificate cert; as cert; = (ID(U), X,C,,

O‘U) € {N,...,2N—1} xG?, where X will serve as the tag identifying
U;. The membership secret sec; is defined as sec; = x € Z,,.

Revoke (), Seu, t, Ry ): Parses Som as Sem = (sking, skino) and does the

following.

1. Using the covering algorithm of the SD method, finds a cover of the

unrevoked user set {1,..., N}\R; as the union of disjoint subsets of
the form Sk, uyy-- -, Sk with m <2 |R| — 1.

myUm )

2. For ¢ =1 to m, does the following.

(a) Considers Sk, 4, as the difference between sub-trees rooted at an
internal node xj, and one of its descendants x,,,. Lets ¢;,v¢; €
{1,...,£} be the depths of z, and x,,, respectively, in T as-
suming that the root € is at depth 1. Encodes Sy, ., as a vector

ID(zk;) )
(gqﬁwgl o ag"biang(mul)).

(b) To authenticate S, ,, and bind it to the revocation period ¢,
uses sk,&ﬂo to generate an AHO signature ©; = (0;1,...,0;7) €
G7 on the message R; = (gﬂg(m,gllD(z*’i)7gw“g|D(zui)) € G>,

where the period number ¢ is interpreted as an element of Z,,.

Returns the revocation data

RLt = (ta Rtv {(j)m %‘7 ID(xkl)’ lD(x%)a 61 = (61'717"'762',7)}?;1)'

(3.7)

Sign(),t, RLy, cert;,sec;, M): returns L if i € R;. Otherwise, to sign M €

{0, 1}*, generates a one-time signature key pair (SK, VK) < G()\). Parses
cert; as cert; = (ID(v;), X, Cy,,00,) € {N,...,2N — 1} x G° and sec; as
x € Zp. Lets € = x1,...,2¢0 = v; be the path connecting v; to the root
e of T and lets (I1,...,1;) = (ID(x1),...,ID(xy)) be the vector of node
identifiers. First, i4; generates a commitment comc,, to the encoding C.,
of the path (I1,...,I;) from v; to the root. Then, he does the following.

1. Using RL,, finds the set Sk, ,, with ! € {1,...,m}, that contains the

leaf v; identified by ID(v;). Lets zy, and x,, denote the primary and
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secondary roots of Sj, ., at depths ¢; and 1);, respectively. Since
Xk, is an ancestor of v; but z,, is not, it must be the case that
I¢l = |D(CC]€Z) and L/Jz 75 |D(3}ul)

2. In order to prove that v; belongs to Sk, ., without leaking I, U;
first re-randomizes the [-th AHO signature ©; contained in RL; as
G/ ReRand(pk,&lH)o, ©;). Then, he/she commits to the I-th
revocation message

ID .
Rl = (Rl,la .. -7Rl,5) = (gtag¢zvg1 (xkl)ag’lbzang( ul)) (38)

and its signature ©) = (0] |,...,0] ;) by computing Groth-Sahai
commitments {comp, , }3_, and {com@;,j }ieqi,2,5) to {Ri+}2_, and
{@;J}je{l’g’g)} respectively.
(a) To prove that identifier Iy, = ID(xy,), U; first computes Wy, =
¢ I . .
Ilic1, ke 9051 nyg, that satisfies the equality e(gg,, Cu,) =
e(g1,g0)'* - e(g,Wy,). Then, U; generates a Groth-Sahai com-

mitment comw,, to We,. He/she computes a NIWT proof that
committed variables (R; 2, Ry 3,Cy,;, Wy,) satisfy

e(Ri2,Cy,) = e(Ris,g0)-elg, Wy,). (3.9)

We denote by me, the proof for the quadratic equation (3.9),
which requires 9 group elements.

(b) To prove that identifier I, # ID(xy,), U; computes Wy, =
H£=1, P gt{il—n-s-wl that satisfies the equality e(gy,,Cy,) =
e(g1,90)™ - e(g,Wy,). Then, he/she computes a Groth-Sahai
commitment comw,, to Wy, as well as commitments comr, and
{comy, , }req0,1,2¢y to the group elements

_ I I
(Fl7 \]:11’07 \Ill,lv \I/l,%) = (gl/(Id’L ID(mul))’ glwl , glwl , ng’l ) .

Then, U; provides evidence that committed variables (R; 4, Ry 5,
Cu; s T, W0, W1, Wy o) satisfy

e(Rl,4a Cvi) = e(\pl,hgl) : e(g? W’L[«'z))
e(Vi0/Ri5,T1) = elg,9),
e(¥i,1,9) = e(g1, Yi,0),
e(W1,2e, 9) = e(g2e, Vi,0)-
We denote this NIWI proof by Tpeq = (Tneq, 1 Tneq,2; Tneq,3: Tneq,4)-
Since the first two equations (3.10) and (3.11) are quadratic,
Tneq,1 and Tpeq2 consist of 9 elements each. The last two equa-

tions (3.12) and (3.13) are linear and both cost 3 elements to
prove.

3. U; provides evidence that the tuple R; of (3.8) is a certified revoca-
tion message for period ¢: namely, he/she computes a NIWT proof
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7R, that committed message elements { R, , }2_, and signature com-
ponents {@;’j}je{lyg’g,} satisfy the equations

_ 1 _
AW (0] ,,0] )7 -G, g1
5

= ¢(G1,07,) e(G1,07,) - [ (G, Rir),
T=2
(3.14)
BW - e(6],05,) " - e(H{V, g") !
5
= e(H(,0;,) - e(H, H (HY, Ry,

Since {@§7j}je{3’4’6,7} are constants, equations (3.14) are both lin-
ear and thus require 3 elements each. Hence, mp, takes 6 elements
altogether.

4. Lets oy, = (0, 1,---,0s,7) be the AHO signature on (X,C,,). Re-

randomizes oy, as {0, ; 7 R ReRand(pkAHo,Jv ) and generates

commitments {comy: j}36{1,275} to {0;, j}jef1,2,5) as well as a com-
mitment comx to X. Then, generates a NIWI proof 7, that com-
mitted variables satisfy the verification equations

AO (0] 5,07) 7" = (G, 01,) - e(G,0],) - (G, X) - e(GY, Cu),
BO - e(0) 6,01 7) 7" = e(H,01) - e(H 0] 5) - e(H{”, X) - e(HS", Cy,).

Since these equations are linear, m,, requires 6 group elements.

5. Using VK as a tag (by first hashing it onto Z, in such a way that
it can be interpreted as a Z, element), computes a tag-based en-
cryption [99] of X by drawing z1, 22 < Z, at random and setting
(Tl,Tg, T37T4,T5) — ( fl,f2Z2,X . gz1+z2, (gVK . U)zl (gVK . V)ZQ)

TWx,2 pPWX,3

6. Generates a NIZK proof that comx = (1,1, X) -flw -fa -f3
and (T1,Y3,T3) are BBS encryptions of the same value X. If we
write fz:, = (f3,1, f3,2, f3,3), the Groth-Sahai commitment comy can
be written as (f;ﬂx’l . ;?{(,37 ;vx 2 f;UX 3 x. gux 1twx 2, f;‘jé(,s.)’ 50
that we have

comy - (Y1, T, T3) ™1 = (f{ - 35, f22 - £33, g Tx2 - f33) (3.15)

with x1 = wX 1—21, X2 = Wx,2— 22, X3 = WX 3- Computes COMy; =
FXa - fy 99 with Wy, 1, Wy, 2 < Zp for j € {1,2,3}, as
commitments to {Xj}jzl and generates proofs {Weq_comd-}?:l that
X1, X2, X3 satisfy the three linear relations (3.15). These latter proofs
{Teg-com,j Yi=1 cost 2 elements each. See (2.29) for details.

7. Computes a weak Boneh-Boyen signature oyx = g'/@*tVK) on VK
and a commitment comg,, to oyk. Then, generate a NIWI proof
Toww = (Tow.1s Tow.2s Tow,3) € G that the committed variables
(ovk, X) € G? satisfy the quadratic equation e(oyk, X - gVK) =
e(g,9)-
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8. Computes o,s = S(SK, (M, RL:, Y1, Yo, T3, Ty, T5,Q, com, II))
where ) = {@E,W 9271-}1»6{3’4,6’7} and

com = (comcw ,comx, {comp, }2_,, comy,, ,comw,, ,
comry, {Comllfz,f}re{o,mzp {com@;,j }j€{1,2,5}a
{coma; }jeqn,2,5), {comy, Fi—1:c0moyc),

II = (ﬂ—eq; Tneqs TRy » ﬂ_avi ) {ﬂ_eq—com,j }?‘:1; ﬂ-(T\/K) .

Returns the signature o = (VK, T1, Yo, Y3, Ty, Y5, €, com,l'[,aots).

Verify(o, M,t, RL;,)): parses o as above. If V(VK, (M, RL, Y1, Y2, T3, Ty, Ts,
Q,com,II),0,s) = 0 or if (Y1, Yy, T3, Ty, T5) is not a well-formed tag-
based encryption (that is, if (Y1, gV -U) # e(f1, T4) or e(Ta, gvK- V) £
e(f2,Ys5)), returns 0. Then, returns 1 if all proofs properly verify. Oth-
erwise, returns 0.

Open(M,t,RL;,0,So0a,), St): parses o as above and returns L if Verify(o, M, ¢,
RL;,Y) = 0. Otherwise, given Soa = (f1,02), computes X = Tg -
Tl_l/ﬁl . T;l/ﬂQ. In the database Stians, finds a record (i, transcript, =
(X4, 1D(v;), Ch,, 0, 5ig;)) such that X; = X. If no such record exists in
Stirans, returns L. Otherwise, returns i.

At first glance, the variable ¥; o, and the proof of the second equality (3.12)
may seem unnecessary in step 2.b of the signing algorithm. However, this
element plays a crucial role when it comes to proving the security under the
{-FlexDHE assumption. Indeed, the proof of security against misidentification
attacks (more precisely, the proof of Lemma 4 in Section 3.3.3) ceases to go
through if we remove ¥, 9, and its corresponding proof.

As far as efficiency goes, each entry of RL; contains 7 group elements and
two node identifiers of O(log N) bits each. If Ag is the bitlength of a group
element, we have log N < Ag/2 (since A < Ag and N is polynomial), so that
the number of bits of RL; is bounded by 2-|R¢|-(7-Ag+2log N+2loglog N) <
2 |R¢| - (9Ag) bits. The size of RL; is thus bounded by that of 18 - |R;| group
elements.

Unlike our first scalable construction [109] in the previous section, group
members only need to store 9 group elements in their membership certificate.
As far as the size of signature goes, com and II require 66 and 60 group
elements, respectively. If the one-time signature of [30] is used, VK and o
consist of 3 elements of G and 2 elements of Z,, respectively. The global size
o amounts to that of 144 group elements, which is about 50% longer than
[109]. In comparison with [81] (which does not natively support revocation),
signatures are only longer by a factor of 3. At the 128-bit security level, each
group element should have a 512-bit representation and a signature takes 9 kB.

Verifying signatures takes constant time. The signer has to compute at most
2¢ = O(log N) exponentiations to obtain Wy, and Wy, at the beginning of each
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revocation period. Note that these exponentiations involve short exponents
of O(log N) bits each. Hence, computing Wy, and Wy, requires O(log® N)
multiplications in G. For this reason, since we always have log? N < A (as

long as N < 2*1/2), this cost is dominated by that of a single exponentiation
in G.

3.3.3 Security Analysis
Security Against Misidentification

Theorem 9 (Misidentification) The scheme is secure against misidentifi-
cation attacks assuming that the q-SFP and the ¢-FlexDHE problems are both
hard for ¢ = max(q,,q?) and £ = log N, where q, and q, denote the mazi-
mal numbers of Qajoin queries and Qrevoke queries, respectively, and N is the
mazximal number of group members.

Proof. Towards a contradiction, let us assume that the adversary A out-
puts a non-trivial signature that does not open to an unrevoked adversarially-
controlled group member.

Let o* = (VK*, 1,15, 13,17, g,Q*,com*,H*,a(*)ts) denote A’s forgery
and parse com* as

* * * * 5 *
com” = (comCUi ,com’y, {comF, }7 o, comiy,,
* * * *
comiy,, ,comy,, {com\ph }reqo,1,20 {comegd_ Yief1,2,5)5

{comgid }je{l,z,s} ) {com;j }3:1 ) comZVK)

We thus have Open(M™*,t*, RL;»,0*,Son, Y, St) € U*\ R+, where U* denotes
the set of adversarially-controlled users. Depending on extractable commit-
ments com’, com*cvi, {Com*Rl,T}i:% {comfpm Yieqo,1,2¢3 cam§V¢l, com?,vwl,
comy., , and their contents, we distinguish the following cases:

5

- Type I forgeries are those for which {comj%l _}7— contains group ele-

ments (1] ,, ..., It 5) such that (g"", Rf,, ..., R} 5) was never signed when
the latest revocation list RL;« was generated.

- Type II forgeries are such that {comfzm}i:2 contains group elements
(Rfy, ..., R} 5) for which the message (gt*,RZ‘Q, ..+, Bf 5) was signed when
the latest revocation list RL;« was publicizea at period t*. At the same
time, Open uncovers a user’s tag X* for which one of the following two
situations occurs:

a. The pair (X*,C; ) was not signed using sk(AO,_%O.

b. (X*,Cy) was signed when answering some Qa.join-query. However,
Cy. encodes the path (I7, ..., I}) of a leaf v} assigned to a revoked
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user i* even though the forgery o* provides convincing evidence that
the committed values C7, (Rjq, Ry 3, B 4, Ry 5)s (Vio, Vi, Vioy)

Vi

and (I'f, Wg , W7 ) satisfy the relations

e(Rf5,Cy,) = e(Ris.90) (g, Wg,), (3.16)
and
e(R[ 4, Cy) = e(¥71.90) - e(g, Wy,) (3.17)
e(Wio/Ri5T7) = elg,9) (3.18)
e(Ui,9) = elg,¥]o) (3.19)
e(Wap,9) = elgae, ¥ip)- (3.20)

It is immediate that Type I and Type Il.a forgeries imply a forger against the
AHO signature scheme and the proof is omitted.

Lemma 4 demonstrates that a Type IL.b forgery necessarily contradicts the
{-FlexDHE assumption. This completes the proof since o* cannot constitute a
successful misidentification attack without being a Type I or a Type II forgery.
O

Lemma 4 The advantage of any Type ILb forger A is at most
Advﬂis’id’n'b()\) < Ade—FlexDHE(A)

where £ =log N and N denotes the maximal number of users.

Proof. In the reduction the challenger B of /-FlexDHE takes as input an in-
stance (g, 91,...,9¢, Getr2,---,92¢) € G**. To generate the group public key
Y it follows exactly the specification of the Setup algorithm with the differ-
ence that, instead of computing ck as per step 3 of the algorithm, it de-
fines ck = (g1,...,9¢,Geso, .-, 920) € G271 using its input and gives ) :=
(9, PkWo» PESHos ¢k, £, @, (U, V), %) to the Type ILb forger A.

Throughout the game, the adversary can adaptively invoke the Qpub, Qa-join,
Qrevoke; Qread; and Qreyoa oracles. Since B knows Sgm = (skAHo,skﬁ\lH)o) and
Soa = (B1, B2), it can faithfully answer all adversarial queries. The game ends
with the adversary outputting a forgery o* for which the committed variables
Coor (B s B 3 By 45 B ), (970, W1y, Vig) and (If, W5, W ) satisfy relations
(3 16) (3.20) although o* opens to some user i* € U N Rys.

Note that (Rl*,p R}y, Rf 3, R} 4, R} 5) must be of the form

* * * * ID(zf,) ID(x,
(R;J? ZZ»Rl,3le,47Rl,5) = (gt » ey 91 " y s 9 ( kl))v (3‘21)

for some ¢y, ¢ € {1,...,¢} and some ID(z},),ID(x},) € {1,...,2N — 1} that
B knows for having chosen them himself/herself at the latest Qrevoke-query. By
hypothesis, 0* contains a committed pair (X*,C} ) that was signed by B at
some Q-join-query. Then, B recalls (If,...,I}) such that C} = Hf; 195;_1 .
from his/her interaction with A at that Qa.jein-query. Since i* € U* N Ry, it
must hold that either:
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- I3, # ID(,): In this case, relations (3.21) and (3.16) imply that

e(95.Cy) = elgr.ge) ) - e(g, W) (3.22)
for values ¢; € {1,...,¢} and ID(x,)* € {1,...,2N—1} that are available
¢ I

to B. Since he/she also knows (I7, ..., I;) such that Cy, = [[,_, 9,51 _,.,

he/she can compute W’ = Hi:1 wotbr gl{il—fﬁ@ which satisfies

e(gqbzacqti) = e(gl7g€)I;l ' E(Q,W/). (323)

By combining (3.22) and (3.23), we find go11 = (W} /W) 1/3,~ID(,))
is computable by B and thus he/she solves an instance of the ¢-DHE
problem (which is not easier than ¢-FlexDHE).

- 17, = ID(z7,): In this situation, if we define ¢ = log,, (¥7,), relations
(3.21) and (3.17)-(3.20) imply that

e(gy,Cy.) = elg,90)° - e(g, W},) (3.24)
g £ 1 (3.25)
l*,U = g° (3.26)

l2e = 03 (3.27)

Also, similarly to the previous case, the challenger B can compute W' =
. i h th
HI{:L w#td I3 1— ke, SUC that

e(gu.> C,) = e(gr. g0) 1 - e(g, W). (3.28)

*

If we divide (3.24) by (3.28), we obtain the equality e(gy,g,)? "1 =
e(g, W'/W3 ), so that W' /W5 = g;:l]wl. The triple

* —I* * _I* _I*
* -1 / * * Py _ o—1I =Ly, o1y,
( Lo g v, WHWE L Wiop- gy ) = (g Y Grer s o

thus forms a non-trivial solution to the ¢-FlexDHE problem.

In either case, we observe that B solves either the given ¢-FlexDHE instance
or the potentially harder /-DHE problem. O

Security Against Framing Attacks

Theorem 10 (Non-frameability) The scheme is secure against framing at-
tacks assuming that: (i) the q,-SDH assumption holds in G, where q, is the
mazimal number of Qy.join-queries; (ii) ¥ is a strongly unforgeable one-time
stgnature.

Proof. As in [31], we consider two kinds of framing attacks that can be possibly
mounted by a non-frameability adversary A.
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- Type I attacks: the adversary A generates a forgery o* = (VK*, Ty, 735,
T35, Y5, TE,Q com*, IT*, 0%,,) for which the one-time verification key
VK* was used by some honest group member i € U? when answering a

Qsig‘query

- Type II attacks: A outputs a forgery o* = (VK*, 11,75, Y5, 05, Tt QF
com*, IT*, 0%, ) for which the one-time verification key VK* was never
used by Qs to answer a signing query on behalf of an honest user ¢ € U b,

Type I attacks clearly defeat the security of the one-time signature. Lemma
5 shows that a Type II forgery would contradict the Strong Diffie-Hellman
assumption. O

Lemma 5 The scheme is secure against framing attacks of Type II if the qs-
SDH problem is hard. More precisely, the advantage of any adversary after qs
Qsig-queries and gy Qp-join-queries is at most Advfra'n()\) <q- Advqs'SDH()\).

Proof. Let us assume that a PPT adversary A comes up with a forgery (M*, o*)
that opens to some honest user i € U’ who did not issue a signature containing
the verification key VK*. The same proof as in [31] shows that the Strong
Diffie-Hellman assumption can be broken.

Given a ¢-SDH instance (g,3%,...,3"")) € G%*!, the reduction B gener-
ates a set of ¢; one-time signature keys pairs (SK;, VK;) < G(X) for i = 1 to
¢s- Then, using the Boneh-Boyen techniques (see [21][Lemma 3.2]) it builds a
generator g and a randomly distributed public value X = ¢g* — which implic-
itly defines f = log, (X ') = a — such that it knows {(g'/(@TVK) VK;)}i= .

Next, using the newly generated g, B generates key pairs {(skgbk)'o, pkgb,lo)}b:m
for the AHO signature (note that group elements of {pk/&bgo}bzo)l are computed

as powers of g) and uses pk,&o,jo, pkﬁ\ﬂo to form the group public key
y = (.97 pk(AOg07 pk(A1|-207 Ck? fv 957 (Uv V)v E)

The underlying Groth-Sahai CRS f = (f1, fa, f3) is generated for the perfect
soundness setting, i.e., with f; = (f1 = ¢°1,1,9), fo = (1, fo = ¢2,9) and
Ty \
fa=fi fo, where &, & & Z5.

If the adversary A decides to corrupt the group manager or the opening
authority during the game, B can reveal Sgm = (skggo,skgﬂo) and Spp =
(B1,B2) = (logg(f1)7logg(f2)). At the outset of the game, B picks a random
7% & {1,...,q} and interacts with the Type II forger A as follows.

- Qreyem-queries: if A decides to corrupt the group manager, B surrenders
0 1
Sem = (skanos skhwo)-

- Qb-join-queries: when A, acting as a corrupted group manager, decides to
introduce a new honest user 4 in the group, B starts interacting with .4
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in an execution of Join and runs J,.r on behalf of the honest user. The
actions taken by B depend on the index j € {1,...,¢} of the Qp-join-
query.

- If j # 5*, B follows exactly the specification of Jyser-

- If j = j*, B sends the value X' to Jgu at step 1 of Join. User j*’s
membership secret is implicitly defined to be the unknown exponent
sec;» = a of the ¢-SDH instance. In steps 2-5 of the join protocol,
B proceeds like the real Jyser algorithm . When Join terminates, B
obtains a membership certificate cert;s = (ID(v*)7 Xt Cb*,av*).

- Qpub-queries: can be treated as in the real game, by having the simulator
return ).

- Qsig-queries: when the adversary A asks user ¢ € U b to sign a message
M, B can answer the query by running the real signature generation algo-
rithm if ¢ # j*. Otherwise (namely, if ¢ = j*), B uses the next available
pair {(g"/(@+tVK) VK;)}% | to define oyk, = g/ (@*VK) Tt also recalls
user j*’s membership certificate certjx = (|D(’U*),XT,CU*,O'U*) that it
obtained from the Jgm-executing adversary at the j*-th Qp.join-query. Us-
ing ovk, and cert;+, it can easily generate all signature components and
sign them using the one-time private key SK;.

Finally, A outputs a signature o* = (VK*, 1,15, 15,05, TE, O, com*, IT*,
ogts), for some message M*, that opens to some user i* € U? who did not
sign M*. At this point, B halts and reports failure if it turns out that XT #
13- T{_l/Bl . T§_1/52 since, in this case, it was unfortunate when drawing the
random index j*. Still, with probability 1/gy, the signature o* opens to the user
introduced at the j*-th Qp-join-query and (Y7, Y3, T3) does decrypt to X*. In
this situation, the perfect soundness of the proof system ensures that comy, .
is a commitment to a group element o3, such that e(o3y., XT-gV%") = e(g, g).
Since o* is a Type II forgery, B can use 31, 82 to compute a BBS decryption
of com’ . and obtain a pair of the form (oyk+, VK*) = (g"/@tVK) VK*).

OVK*
The latter eventually yields a solution (§%/(+VK") VK*) to the initial ¢,-SDH
instance by performing a Euclidean division in the exponent as in [21]. O
Anonymity

As for the anonymity property, it naturally relies on the DLIN assumption.

Theorem 11 (Anonymity) The advantage of any anonymity adversary is at
most

Advi™"(A) < Advo®(N) +3- AdvPN (),

where the first term is A’s probability of breaking the strong unforgeability of
the one-time signature.

The proof is identical to that of Theorem 8.
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3.3.4 Efficiency of this second Scheme

Our technique allows making the most of our first approach of section 3.2 by
reducing the size of membership certificates to a small constant: at the cost of
lengthening signatures by a factor of only 1.5, we obtain membership certificates
consisting of only 9 group elements and a small integer. For N = 1000, users’
private keys are thus compressed by a multiplicative factor of several hundreds
and this can only become more dramatic for larger groups. At the same time,
the scheme here retains all the useful properties of the previous scheme: like
the construction of Nakanishi et al. [117], it does not require users to update
their membership certificates at any time but, unlike [117], our group public
key size is O(log N). Our system still uses revocation lists of size O(r), which is
on par with Certificate Revocation Lists (CRLs) of standard PKIs. It is worth
noting that RLs are mot part of the group public key: verifiers only need to
know the number of the latest revocation period and they should not bother
to read RLs entirely.

Eventually, our novel approach yields revocable group signatures that be-
come competitive with the regular CRL approach in PKIs: signature genera-
tion and verification have constant cost, signatures and membership certificates
being of O(1)-size while revocation lists have size O(r).

3.4 Efficiency Comparison and Comments

This section compares pairing-based revocable group signatures with constant-
size signatures where group members are stateless and do not update their
membership certificate whenever a revocation occurs. Comparisons are given
in terms of computational costs and the size (measured by the number of group
elements) of public keys, membership certificates and revocation lists as func-
tions of N, r and, in some cases, the number T of revocation epochs. By
“constant”, we thus mean that the complexity only depends on the security
parameter A. The four first schemes rely on the random oracle model while the
four last schemes are in the standart model.

Table 3.1: Comparison between pairing-based revocable group signatures

Schemes Group public Membership Revocation Signature Verification Revocation
key size certificate size  list size cost cost cost

NFHF1 [117] O(N) O(1) O(r) O(1) O(1) O(r)

NFHF2 [117] O(N/?) o(1) o(r) o(1) 0(1) o(r)

BS [28] O(1) O(1) O(r) O(1) O(r) O(1)

NF [115] o(r)® o(1) O(r) o(1) O(r) O(r)

LV [110] o(1)® 0(1) Oo(r) 0(1) Oo(r) Oo(r)

Thesis I O(log N) O(log® N) O(r) O(log N)f O(1) O(r -log N)

LPY2 (CS) O(1) O(log N)  O(r-log(N/r))  O(1) O(1) O(r-log(N/r))

Thesis II O(log N) O(1) O(r) O(1) O(1) O(r)

N: max.number of users; 7: number of revocations 7: max.number of revocation periods

{ These schemes can be modified to have O(1)-size group public keys.
T This complexity is only involved at the first signature of each revocation epoch.
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As previously mentioned, among schemes where revocations require no up-
date in unrevoked users’ credentials, our last method (Thesis II in the table)
seems asymptotically optimal. The only dependency on N appears in the
group public key size, which is logarithmic and thus quite moderate. At the
same time, it retains revocation lists of size O(r) as in our first scheme (Thesis
I in the table). In comparison with the latter, we also eliminate the O(log N)
multiplicative factor in the revocation cost and the complexity of the signing
algorithm in the worst case.

The joining protocol is also much more efficient in our scheme based on
concise vector commitments as the group manager has to generate only one
structure-preserving signature (computing C, in step 2.a of the protocol is
actually cheaper than a single exponentiation in G), instead of log(N) in our
HIBE-based scheme.

In the full version of our Crypto paper [108], we gave tradeoffs between the
strength of the assumption and the efficiency: in these alternative construc-
tions, the assumption is weakened at the expense of group public keys of size
O(log? N) or O(X + log® N). The table also contains an entry for our second
scheme LPY (CS) described in the full version of [109] where the complete
subtree method is used for the NNL framework.
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With the advent of fully homomorphic encryption [77], much attention has
been paid to the problem of computing on encrypted data in the recent years.
This also revived the interest of the research community in homomorphic sig-
natures which allow computations on authenticated data.

Informally, a signer has a set of messages {mi}le and generates a cor-
responding set of signatures {o;}¥_; with o; = Sign(sk,m;) for each i. The
signed dataset {(m;,o;)}¥_, is then archived on a remote server. Later on, the
server can publicly compute (m, o) = Evaluate(pk, {(m;, o;)}r_;, f) such that
Verify(pk, m,c) = 1, where m = f(myq,...,my) for some function f.
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In the last decade, the area was investigated by several lines of research:
examples include homomorphic signatures for arithmetic functions but also
redactable signatures and various other forms of algebraic signatures. Each
type of homomorphic signatures was studied independently in their own secu-
rity model.

Recently, Ahn et al. [06] defined a framework for computing on signed data.
For a predicate P, their notion of P-homomorphic signature allows anyone who
observes signatures on a message m to publicly derive signatures on messages
m’ such that P(m,m’) = 1. This framework is geared towards capturing ho-
momorphic signatures supporting quoting and redacting, arithmetic functions
and more. Ahn et al. gave thorough definitions for the unforgeability of P-
homomorphic signatures. Besides, they introduced a strong notion of privacy,
called strong context hiding, that captures the infeasibility of linking a derived
signature to the signature it was derived from. A scheme is said strongly
context-hiding when a derived signature is statistically indistinguishable from
a freshly generated signature, even when the original signature is available.

In this chapter, we first reconsider the definition of strong context-hiding
security and point out a subtlety that arises in the context of randomizable sig-
natures. While the definition of Ahn et al. aims at perfect indistinguishability,
it only considers honestly generated original signatures. In specific schemes,
signatures may satisfy the verification algorithm without being produced by the
legitimate signing algorithm. This may be a concern in certain applications.
To address this issue, we suggest other definitions of unlinkability and discuss
the relations among them. In order to unify these definitions, we thus define
a notion of completely context-hiding homomorphic signature, which requires
statistical unlinkability and implies other context-hiding properties.

Then, in the next sections, we propose three schemes for P-homomorphic
signatures with different predicates that all achieve the strongest definition of
context-hiding notions. Our first construction handles P-homomorphic signa-
tures for subset predicates with constant-size public keys. Afterwards, we put
forward a homomorphic signature for quoting substring made of linear-size (in
the number of symbols composing the string). Finally, we provide a solution
for linearly-homomorphic signatures. All the P-homomorphic pairing-based
signature schemes are structure-preserving in the sense that messages, signa-
ture components and public keys live in the group G, as in ordinary signature
schemes. Their security is proven in the standard model.

4.1 Definition and Security Notions

All the homomorphic signature schemes i.e. schemes that generate signatures
supporting a specified kind of public malleability, were encompassed in a com-
mon framework by Ahn et al. in 2012. Here, we recall this unified framework
before proposing some variants of the initial context-hiding (CH) properties.
Beyond their practical interset, we will show that all these unlikability features
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are provably distinct.

4.1.1 Unified Framework

Authorized modifications on signatures are captured by predicates. Hence the
name of P-homomorphic signatures.

Definition 26 ([6]) Let M be a message space and 2™ be its powerset. Let
P 2Mx M — {0, 1} be a predicate. A message m’ is said derivable from M C
M if P(M,m’) = 1. As in [6], P{(M) is the set of messages derivable from
P=Y M), where P°(M) := {m’ € M | P(M,m’) = 1}. Finally, P*(M) :=
U, PH(M) denotes the set of messages derivable from M by iterated derivation.

Definition 27 ([6]) A P-homomorphic signature for a predicate P : 2™ x
M — {0,1} is a triple of algorithms (Keygen, SignDerive, Verify) such that:

Keygen(\): takes as input a security parameter X € N and outputs a key pair
(sk,pk). As in [0], the private key sk is seen as a signature on the empty
tuple € € M.

SignDerive(pk, ({0 }men, M), m'): is a possibly randomized algorithm that
takes as input a public key pk, a set of messages M C M, a corre-
sponding set of signatures {om tmen and a derived message m' € M. If
P(M,m’) =0, it returns L. Otherwise, it outputs a derived signature o’

Verify(pk,o,m): is a deterministic algorithm that takes as input a public key
pk, a signature o and a message m. It outputs 0 or 1.

Note that the empty tuple e € M satisfies P(e, m) = 1 for each m € M.
Like [6], we define the algorithm Sign(pk, sk, m) that runs SignDerive(pk, (sk, &), m)
and returns the resulting output. For any set M = {mq,...,mi} C M, we
define Sign(sk, M) := {Sign(sk,m1),...,Sign(sk,my)}. In the same manner,
Verify(pk, M, {om }menm) = 1 means that Verify(pk, m, o,,) = 1 for each m € M.

CORRECTNESS. It is mandated that, for all pairs (pk, sk) < Keygen()), for any
set M C M, any message m’ € M such that P(M,m’) = 1, then, we have

- SignDerive(pk, (Sign(sk, M), M), m’) #_L.
- Verify(pk,m’,SignDerive(pk, (Sign(sk, M),M),m’)) =1.
Definition 28 ([6]) A P-homomorphic signature (Keygen, SignDerive, Verify)

is unforgeable if no probabilistic polynomial-time (PPT) adversary has non-
negligible advantage in the following game:

1. The challenger B generates (pk,sk) < Keygen(\) and gives pk to the
adversary A. B initializes two initially empty tables T and Q.
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2. A adaptively interleaves the following queries.

- Signing queries: A chooses a message m € M. The challenger
replies by choosing a handle h, runs o < Sign(sk,m) and stores
(h,m,o) in a table T. The handle h is returned to A.

- Derivation queries: A chooses a vector of handles h= (h1,y...,hi)
and a message m' € M. The challenger B retrieves the tuples
{(hiymi,00) s from T and returns L if one of these does not
exist. Otherwise, B defines M := (mq,...,my) and signature set
{om}mem = {o1,...,06}. If P(M,m’) = 1, the challenger runs
o+ SignDerive(pk, {om}tmens, M), m’), chooses a handle h', stores
(W,m',c") in T and returns h’ to A.

- Reveal queries: A chooses a handle h. If no tuple of the form
(h,m',c’) exists in T, the challenger returns 1. Otherwise, it re-
turns o’ to A and adds (m/,0’) to the set Q.

3. A outputs a pair (o',m’') and wins if the following conditions hold.

- Verify(pk,m’,¢’) = 1.
- If M C M is the set of messages in Q, then m' & P*(M).

Definition 29 ([6]) A homomorphic signature (Keygen, Sign, SignDerive, Verify)
is strongly context-hiding for the predicate P if, for all key pairs (pk,sk) +
Keygen(A), for all messages M C M* and m’ € M such that P(M,m') = 1,
the following two distributions are statistically close:

{(sk, {om tmenm < Sign(sk, M), Sign(sk, m'))}sk,M’m/ ,
{(sk, {om }menrr  Sign(sk, M), SignDerive(pk, ({om tmenr, M), m’)) }sk’M’W .

In [6] Ahn et al. showed that, if a scheme is strongly context-hiding, then
Definition 28 can be simplified by removing the SignDerive and Reveal oracles
and only providing the adversary with an ordinary signing oracle.

4.1.2 Variations on Context-Hiding

As we will see, specific constructions leave a gap between signatures accepted
by the verification algorithm and those generated by the original signing pro-
cedure. For these schemes, a stronger definition than Definition 29 may be
necessary in some situations.

To illustrate this, we first give an alternative definition which is almost
identical to the computational security definition of [6][Appendix A]: the only
difference is that, in the challenge phase, one of the signatures is supplied
by the adversary instead of being honestly generated by the challenger. This
modification is motivated by re-randomizable signatures. It allows adversaries
who attempt to re-randomize one of the signatures obtained from the oracle
in order to embed some subliminal information that would help them win the
game.
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Definition 30 A P-homomorphic signature (Keygen, Sign, SignDerive, Verify)
is weakly adaptively context-hiding if no PPT adversary has non-negligible
advantage in the following game:

1. The challenger B runs (sk, pk) < Keygen(\) and gives the public-key pk
to the adversary A.

2. The adversary A adaptively interleaves queries exactly as in Definition 28.

3. The adversary A chooses a message set M C M together with a set of sig-
natures {om tmenm as well as another message m’ € M. If P(M,m') =0
or Verify(pk, M, {om tmenm) = 0, B returns L. Otherwise, the challenger
flips a fair binary coin < {0,1}. If 8 =0, B computes a derived sig-
nature o* = SignDerive(pk, ({om }men, M), m’). If B =1, B computes
o* = Sign(sk,m’). In either case, c* is sent as a challenge to A.

4. A is allowed to make another series of queries as in stage 2.

5. Eventually, A outputs a bit 8 € {0,1} and wins if ' = 5. As usual, A’s
advantage is defined to be Adv(A) = |Pr[p’ = 8] — 1/2].

The latter definition can be seen as an analogue of a definition of unlink-
ability given by Prabhakaran and Rosulek [125] for homomorphic encryption:
both models account for adversarially-chosen original signatures or ciphertexts.

We will see that Definitions 29 and 30 do not imply each other. While
incomparable, we believe that they both make sense in practice. For example,
when it comes to concealing the path followed by packets in network coding
signatures, Definition 30 ensures that each node only learns the last node visited
by incoming packets, even if it colludes with another node far upstream.

Towards unifying previous definitions, we now simplify Definition 30 as
follows. Instead of providing the adversary A with a signing oracle, A is directly
given the private key at the beginning.

Definition 31 A P-homomorphic signature (Keygen, Sign, SignDerive, Verify)
is adaptively context-hiding if no PPT adversary has non-negligible advan-
tage in the following game:

1. The challenger B runs (sk, pk) < Keygen(\) and hands (sk, pk) to A.

2. The adversary A chooses a message set M C M together with a set of sig-
natures {om tmenm as well as another message m' € M. If P(M,m') =0
or Verify(pk, M, {om tmem) = 0, B returns L. Otherwise, the challenger
flips a fair binary coin B < {0,1}. If 3 = 0, B computes a derived sig-
nature o* = SignDerive(pk7 ({Um}meM,M),m’). If B =1, B computes
o* = Sign(sk,m’). In either case, c* is sent as a challenge to A.

3. Eventually, A outputs a bit 3’ € {0,1} and wins if 3’ = 5. As usual, A’s
advantage is defined to be Adv(A) = |Pr[8’ = ] — 1/2|.
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While the latter definition seems sufficient for many applications, it still
does not imply Definition 29 and we may want signatures to be unlinkable in
the statistical sense. The resulting stronger definition implies both Definition
31 and Definition 29 and goes as follows.

Definition 32 A P-homomorphic signature (Keygen, Sign, SignDerive, Verify)
is completely context-hiding if, for all pairs (pk,sk) < Keygen(}\), all mes-
sages M C M* and m' € M such that P(M,m') = 1, for all {om }mem such
that Verify(pk, M, {om}merr) = 1, the following distributions are statistically
close

{(Sk, {O'm}’mGMa Sign(8k7m/))}sk,1\/1,m/ ’
{ (Sk, {Um}mEMv SignDerive(pk, ({Um}mEMa M)7 m/)) }5k,M,m' ’

In all schemes based on the dual system approach [9, 79], the existence of an
alternative distribution of acceptable signatures makes it seemingly impossible
to satisfy the above definition. In these schemes, the combination of strong
(i.e., Definition 29) and adaptive context-hiding security thus appears as the
best we can hope for. For this reason, we chose to present Definition 31 first
instead of directly working with Definition 32.

Definition 32 assumes honestly generated keys (sk, pk). It can be strength-
ened by allowing the adversary to generate a pair (sk, pk) of its own. In the
random oracle model, the construction of [25] is easily seen to satisfy such a
stronger definition (if we assume that all public keys live in a cyclic group which
is part of common public parameters) because it has unique signatures. In the
standard model, we do not know of any scheme that would be secure in that
sense.

In Sections 4.2, 4.3 and 4.4 we satisfy Definition 32 with our homomorphic
signatures for subset predicates, substring predicates and subspace predicates.

4.1.3 Separation Results

Definition 32 of completely context-hiding P-homomorphic signatures trivially
implies the other context-hiding (CH) notions. More precisely, it is easy to
see that Definition 32 implies Definition 31 which in turn implies Definition 30
and that Definition 32 also implies Definition 29. Assuming the existence of a
completely context-hiding P-homomorphic signature scheme IIy we will show
that these implications are all strict by modifying the scheme IIy and graduelly
weakening its security. Furthermore, this will allow us to show that Definitions
31 and 30 are incomparable relatively to Definition 29. The next sections show
that the completely context-hiding level of privacy is not so hard to achieve.

Let us suppose that Iy := (Keygen,, Sign,, SignDerive,, Verify,) is an un-
forgeable scheme which satisfies Definition 32 with secret key skg and signatures
0¢. In order to prove the announced results we extend Iy into schemes II;, for
i = 1,2,3, with sk = skg|sk; and o = o¢l|o;, and show that II; is strongly
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CH but not weakly adaptively CH, that Il is weakly adaptive CH but not
adaptively CH, and finally, that II3 is adaptively CH but not strongly CH.
In our Asiacrypt paper [10] we made these separations using existing linearly
homomorphic schemes in composite-order pairings. Nevertheless this other ap-
proach has the advantage of exhibiting practical attacks in known randomizable
schemes and illustrates that none of them are even adaptively context-hiding.
The method here is less practical or natural but it is also more general and
straightforward.

Separating Strong and Weak-Adaptive Context-Hiding

Let us consider II; where sk; := (a) for a random scalar a. A signature o
on a message m € M is the signature ogp on m concatenated with o1 = ¢g¢
where ¢ is an element of the public key of IIy. The new verification algo-
rithm simply ignores the o; component and checks oy with Verify,. To de-
rive a signature on a message m’ derivable from M C M with valid signa-
tures {(o9(m), o1(m)) }menr, the new algorithm for deriving signatures returns
(00,01) where oo = SignDerive,(pk, ({o0(m)}menrr, M), m’) and oy is o1(m) of
the first m of the list M.

It is easy to see that the construction II; remains unforgeable and is strongly
context-hiding in the sense of Definition 29. Indeed, the signing algorithm is
honestly run in the first distribution of Definition 29. This implies that, for any
message set M C M, the underlying o; will have the same value no matter if
the second signature is produced by Sign; or SignDerive;. Further, since Il is
completely context-hiding by assumption, the distibutions are still statistically
closed. After all, we only add a same constant element in honest distributions.

However, the scheme does not satisfy Definition 30. Indeed, in step 2, the
adversary can first invoke the signing oracle on k occasions to obtain signatures
for some set M = {myq,...,my} of his/her choice. If we denote by {om }menm
the resulting signatures, the adversary replaces the ¢1(m) components by an-
other element h and obtains a new set {0}, }men of valid signatures. The ad-
versary A can then choose a random message m’ € M such that P(M,m’) =1
and send ((M, {0}, }menr), m’) to the challenger. The latter returns a challenge
signature o* = (0§,07) on m’ and A can immediately figure out whether o}
is h or g*. The adversary wins the game by respectively returning 8’ = 0 or

g =1.

Separating Weak-Adaptive and Adaptive Context-Hiding

Let us consider 1Ty where sky := (p, v) such that the three elements g, h = g*
and f¥ augment the public key. A signature (0p,02) on m is obtained by run-
ning Sign,(skg, m) and padding a BBS encryption of 1, i.e. g3 = (h", %, g"+*)
for random scalars r,s. Again, validity of signatures are verified by ignoring
o9 and checking the validity of o as in IIy. Deriving signatures is performed
from the oy components by running SignDerive,. Then, the resulting signature
is padded with a random triple o9 « (u, v, w).
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The scheme II; remains unforgeable since sky is independent of sky. Since
Iy is completely CH, the only usefull information the adversary could embed
in valid signatures {o,,}men) on M in the challenge phase of Definition 30
and Definition 31 are overwritten either by a random triple, if 8 = 0, or by a
fresh BBS encryption of 1, if 3 = 1. When A does not have ski, winning the
game implies breaking the underlined DLin assumption and if the secret key
is available to A, it can check whether w = u'/#v/* The adversary against
adaptive CH wins the game with overwhelming probability.

Separating Adaptive and Strong Context-Hiding

The scheme Il3 is the same as IIy except that the decryption key of the BBS
encryption is not included in the signing secret key, sks = € is the empty string.
Consequently, the adversary A against the adaptive context-hiding security is
exacly in the situation of the adversary against the weak adaptive context-
hiding security of scheme IIs. Under DLin, the scheme II3 satisfies Definition
31. However, the distributions of Definition 29 are no more statistically closed
as in ITy. The indistinguishability is only computational now.

‘We made the additional assumption of DLin to show the separation between
all the context-hiding properties. It is not a drawback since our completely
context-hiding pairing-based signatures are all proven secure assuming that
the DLin problem is intractable.

4.2 Subset Predicate Signatures

In this section, we use the malleability properties of Groth-Sahai proofs (see
Section 2.5.3) to construct a homomorphic signature for subset predicates. The
main advantage over the approach of Ahn et al. [0] is that we obtain constant-
size! public keys in the standard model. In the standard model, the CP-ABE
approach of Ahn et al. is currently limited to provide linear-size public keys in
the maximal length of signed messages.

This limitation could be avoided using a ciphertext-policy adaptation of the
unbounded key-policy ABE system of [105]. However, the ABE construction
of [105] is only known to be selectively secure. Conceivably, such a scheme
can be obtained by extending the techniques of [105]. Meanwhile, Okamoto-
Takashima proposed such a fully secure ABE but it does not seem to support
delegation invariance. This property is necessary to achieve strong context-
hiding privacy when the ABE is turned into a subset predicate signature by
applying the Naor-like transform of Ahn et al.. The details are beyond the
scope of the thesis.

1By “constant”, we mean that it only depends on the security parameter and not on the
number of messages to be signed.
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Nevertheless, the resulting system would probably encounter some difficul-
ties when it comes to obtaining complete context-hiding security. Indeed, both
constructions are based on dual system techniques which allow the generation
of several secret key distributions in a single setup. Transposed in subset pred-
icate signature, it means that the different distributions of signing secret keys
(which corresponds to the master secret key of the ABE scheme) enables com-
puting “dishonest” valid signatures of distinct distribution. Inherently, this
method does not seem to satisfy the requirements of Definition 32 since the
different distributions are only computationally indistinguishable.

In contrast, our scheme is proved completely context-hiding and fully (as
opposed to selective-message) secure. It also allows for messages of unbounded
(but polynomial) length.

4.2.1 Intuition behind our Subset Predicate Signatures

In homomorphic signatures for subset predicates, the message space M can be
defined as the set of tuples M := ¥*, where ¥ is a set of words. The predicate
P is defined in such a way that, for any polynomials n and n’, we have

P({ml,...,mn},{m'h...,m;,}) =1

— (0 <n) /\ (m; € {mi,....,my}).

The intuition of the scheme begins with the following naive construction,
based on any digital signature that only works when privacy is not a concern.
The public key of the scheme is a standard digital signature key pair (sk, pk).

When a message Msg = {m1,...,m,} must be signed, the signer generates
a fresh public key (sk’,pk’), certifies pk’ by computing o,i < Sign(sk, pk’)
and returning (pk’, opr, {o; = Sign(sk’,m;)}7—;). This simple construction

immediately allows signature derivations for subset predicates. Moreover, since
each signed set of words Msg involves a different public key pk’, there is no
way to generate a signature on a message Msg® that mixes words from two
distinct signed messages Msg,, Msg,. However, this construction is trivially
not context-hiding. To achieve the latter property, instead of leaving pk’ and
{0’1'}?;1 appear in the clear within signatures, we let them appear in committed
form and appeal to non-interactive witness indistinguishable (NIWI) arguments
of knowledge of these signatures and keys. Then, the randomizability properties
of Groth-Sahai proofs (which are recalled in Section 2.5.3) come in handy to
obtain the desired privacy properties.

To realize the above idea, we work with Waters signature and the structure-
preserving signature of Abe et al. (see both in Section 2.2.2) because they make
it possible to work with linear pairing product equations. As observed in [70],
these equations have proofs that only depend on the randomness of Groth-
Sahai commitments and not on the committed witnesses or on the constant
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of the target group of the equation. In the SignDerive algorithm, this allows
updating some of the witnesses in such a way that the old proof remains valid.

4.2.2 Construction with Short Keys for Subset Predicates

In the following notations, we use the coordinate-wise pairing E : G x G* — G2,
defined for GS-proofs of linear equations such that, for any element h € G and

any vector g‘: (91792793)7 we have E<h5§) = (6(h,gl),6(h,g2),€(h, 93)) We
also recall the notations ¢(X) = (1g, 1g, X) € G* for X € G and its analogue
forY € GT, TT(Y) = (1GT> 1GT7Y) c G%

Keygen(\): given a security parameter A € N, chooses bilinear groups (G, Gr)
of prime order p > 2*. Then, perform as follows.

1. Generates a Groth-Sahai CRS f = (fl, fg, fg) for the perfect witness
indistinguishability setting. Namely, chooses f1 = (f1,1,9), f; =

- =& =& .
(1, f2,9), and fa = fi" - fo - u(g)™!, with fu, fa & G, &1,& < Z,.

2. Generates a key pair (skano, pkano) for the AHO signature in order
to sign messages consisting of a single group element. This key pair
is skaro = (ta, ¥, 7z, 02,71,61) and

pkAHO = (Gr; Hr7 Gz = G;Yza

H.=H%, G, =G H = H, A, B).

3. Generates parameters for the Waters signature. Namely, chooses
group elements h < G, and (ug,u1,...,ur) <& GF+1. These are
used to implement a hash function Hg : {0,1}Y — G such that, for

any string m = m([1]...m[L] € {0,1}*, Hg(m) = ug - HiL:1 u;”[i],

The public key is defined to be
pk = ((GvGT%g, £, pkano, h, {Ui}iL:O)
and the private key is sk = skano. The public key defines ¥ = {0, 1}.

Sign(sk, Msg): on input of a message Msg = {m;}I,, where m; € {0, 1} for
each i, and the private key sk = skano, performs as follows.

1. Chooses a new public key X = ¢* for Waters signatures, with z <
— =T -8
Z,. Generates a Groth-Sahai commitment Cx = 1g(X)- f1 . - fa *.
St
f3 X, With Tx,SX,tX (i Zp.
2. Generates an AHO signature (01, . ..,07) € G” on the group element
X € G. Then, for each j € {1,2,5}, generates Groth-Sahai com-

— =79 — Sg. —1g.
mitments Cy, = 1c(0;) - f1 % fa % f3 % Finally, generates NIWI
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proofs Tano.1,TaHo.2 € G* that committed variables (X, 61,60s,05)
satisfy

A- 6(93, 94)_1
B- 6(067 97)71

e(Gz, 91) . 6(GT, 92) . 6<G1,X)

(4.1)
G(Hz,gl) . 6(13'7«7 95) . G(Hl,X)

These proofs are obtained as

. —Te ) —r —So —So -5 —to —to —t
Tano1 = (G= "Gy G, G TG URGLY, G MGy PG
. —Te —Tos y7— —8p —8p — —to —tg —
Tawo2 = (H. "“H, “H{"™, H, ™ H. "H_**, H, " H, ™H{")

3. For each i € {1,...,n}, generates a Waters signature (o; 1, 0;2) on
the word m; € {0, 1}* by computing (0,1, 0i,2) = (h*-Hg(m;)Xi, g*i)
for a randomly chosen y; < Z,. Then, generates a Groth-Sahai com-

= =Ti1 —=8i,1 i, .
mitment Cy, | = Ltr}(Ui,l)‘fl7 LR with ity Sitrtin & Ly,
and a NIWI proof myw,; that (X, 0;1) satisfy

e(Hg(m;),052) = e(X,h) " - e(0i1,9). (4.2)

This proof is obtained as my,; = (h'X-g~"i1, hSX.g=%i1 pix.g=ti1),

4. Returns the signature

0= (éXa {C_:Gj }je{1,2,5}, {9j }j€{3,4,6,7}a

7?AHO,1,7?AHO,27{éai,laai,z,ﬁw,i}?d) (4.3)

Note that proofs Tano,1, 7ano,2 and {Tw,;}; only depend on the randomness
used in commitments and not on the committed values or on the left-hand side
members of pairing-product equations (4.1) and (4.2).

SignDerive(pk, Msg, Msg’, 0): given pk, Msg = {m;}"_; and Msg’ = {m! ?;1,
returns L if there exists ¢ € {1,...,n’} such that m} & {m,;}?_,. Other-
wise, parses o as in (4.3). For each i € {1,...,n'}, lets p(i) € {1,...,n}
be the index such that mj = m,@y. Then, for each i € {1,...,n'}, does
the following.

1. Re-randomizes the commitment éX and the proofs Tano,1, TAHO,2,
{@w.i}i accordingly. Lets C, TAHO.1> TAHO.2> and {@yy;}i be the
randomized commitment and proofs. Note that in all of these com-
mitments and proofs (rx, sx,tx) have been updated consistently.

2. Re-randomizes {C’};J. }ieqz,5y and {0;}jeqs.4.6,7) by choosing 02, 05, i1, v
and computing

Gy = Ca, - 16(04)° 0 = (05 - Gr—gz)l/u 6, — o,
é’és = 0'95 . LG(07)Q5 eé — (06 . H;Q5)1/l/ 0,7 _ 9}7’
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We note that, although the committed values inside ééz’ 5{95 have
changed, the proofs mp0 1, Tano o are still valid for the new com-

mitted values. Then, computes {C’é.; }ieq1,2,5) by re-randomizing
the commitments Cp,, {C’éj }ieq2,51 and re-randomizes the proofs
TAHO.1 TAHO 2 again. Lets Tayo 1, Tapg o be the re-randomized proofs.

3. For each i € {1,...,n'}, chooses Y/ < Z, and computes
Cf/’pm,l =Coyya " 6 (He(mpi))*), U/p(i)ﬂ = 0p(i)2 9
Even though the committed value inside C’l’,p (11 Das changed, Ty, (i)

remains a valid proof that the updated committed value cr;7 ()1 sat-
iiﬁes e(X,h) - e(Ha(mp(i)), 00 2) = 6(‘7;(1‘),179)- The commitment
Co iy, 18 then re—rafldomized and the proof @y, ) is re-randomized
accordingly. Lets Cgpw and ﬁ{jv’p(i) denote the new commitment
and proof.

4. Returns the signature

0-/ = (C_:;ﬁ {é‘gj }j€{1,2,5}a {0; }j€{3,4,6,7}7

11 11 S ’ —1/ n’
TAHO,1> TAHO,2> {Ca,)(“,l 1T p(i),2) Ww,p(i)}i:1)- (4.4)

Verify(pk, Msg, 0): given pk, o and Msg = {m;}_,, parses o as per (4.3).

1. Returns 0 if Tano1 = (m,m2,m3) and Tano2 = (w4, 75, m6) do

not satisfy, with t4 = vp(4) - E(93,L@(94))71 and tg = vp(B) -
E(eﬁaLG(97))_la

—

E(mj, f;)

e

ta = E(G.,Co,) E(Gy,Cy,)  E(G1,Cx) -

J

1

w

tp = B(H.,Cy,) - B(H,,Co,) - E(H,Cx) - [ [ E(mjss, f;)-
=1

<
Il

2. Returns 1 if, for each ¢, Tw,; = (w1, Twi,2, Tw.i,3) satisfies

3
E(h,Cx) - E(Hg(mi), (02)) = E(9,Co,,) - [ [ E(nw.i. £7)-

1

<

Otherwise, returns 0.

From an efficiency point of view, the scheme is asymptotically optimal with
constant-size public (and private) keys and signatures consisting of 7n + 22
group elements for messages of length n.
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4.2.3 Security of our Subset Predicate Signatures

This section shows that the above homomorphic signature scheme for subset
predicate reaches the highest level of context hiding privacy. Afterwards, the
P-homomorphic signatures is proved unforgeable in the sense of Definition 28.

Theorem 12 The scheme is completely context-hiding.

Sketch of proof. The security of the scheme in the sense of Definition 32 follows
from the fact that, when the CRS f = (fi, f2, f3) is generated as in step 1
of the key generation algorithm, commitments Cx are always perfectly hiding
and proofs are perfectly witness-indistinguishable.

Moreover, the components {0;},c(34,6,73 of AHO signatures are perfectly
re-randomized by the signature derivation algorithm and the same is true for
{042}1~1. As for Groth-Sahai proofs mano,1,7aH0,2 and {mw,;}},, they are
also perfectly re-randomized. It comes that the output of SignDerive is always
distributed like a fresh signature. |

Theorem 13 The scheme is unforgeable if the DLIN and q-SFP assumptions
hold in G.

Proof. Having shown that the scheme is completely context-hiding (and thus
secure in the sense of Definition 29), we can prove unforgeability using a sim-
plified definition where the adversary only interacts with a signing oracle (see
[6]). The proof uses a sequence of three games where, for each i € {0, 1,2}, we
denote by S; the event that the adversary A produces a successful forgery at
the end of Game;.

Gamey: This game is the real game so A’s advantage is Pr[Sy].

Game;: We modify the generation of the public key and choose f = ( fi. fo fg)
as a Groth-Sahai CRS for the perfect soundness setting, where even an

unbounded adversary cannot prove false statements. More precisely, the
challenger B sets up f1 = (f1,1,9), fo = (1, f2,9) and fs = ]?151 -ﬁ§27

with fi = ¢®* and f, = ¢%2, for randomly chosen ¢, o, &1, & <& Zy. It
is easy to build a DLIN distinguisher that bridges between Gamey and
Game;. This implies that, under the DLIN assumption, this modification
does not significantly affect A’s behaviour. We can thus write |Pr[Si] —
Pr[So]| < AdvP™N(B). Moreover, from Game, onwards, all Groth-Sahai
commitments are perfectly binding and their content can be extracted
using (¢1,¢2) by performing a BBS decryption (see Section 2.3.3 for
details).

Gamey: In this game, B makes use of the values (¢1, #2) = (log,(f1),log,(f2))
that were defined in Game;. When A outputs a forgery o*, the challenger
B uses (¢1,¢2) to extract X* from the Groth-Sahai commitment C%
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contained in o* (recall that, due to the modification introduced in Game;,
C_"}‘( is now an extractable commitment). We raise a failure event, called
F5, and let the challenger B abort if the extracted X* was never used in
any signing query. Clearly, any occurrence of Fy immediately contradicts
the unforgeability of the AHO signature and thus the ¢-SFP assumption.
We can thus write [Pr[Sy] — Pr[S1]| < Pr[F] < Adv? P (B).

In Gamey, we can easily prove that, conditioned on —F5, event Sy only
occurs with negligible probability if the Diffie-Hellman assumption holds. Let
(0*,Msg* = {m7,...,m}.}) denote A’s forgery. If F, does not occur, we
know that X*, which is extracted from the commitment C_”j( contained in o*,
did appear in some signing query. Let j € {1,...,q} denote the index of
that query Msg; = {mj1,...,mjn,}. If 0 is a successful forgery, we know
that Msg* & Msg;. In other words, there exists £ € {1,...,n*} such that
my ¢ Msg,. This allows constructing a forger B’ breaking the unforgeability of
Waters signatures with probability Pr[Se|—F3]/q.

Specifically, the forger B’ of Games receives as input a public key (X, A, (uo,
uy,...,ur)) for Waters signatures. To generate the public key pk of the system,
it generates an AHO key pair (skano, pkano) of its own at the beginning of the
game. It also sets up f = (ﬁ, fg7ﬁ) as an extractable Groth-Sahai CRS. It
finally chooses a random index j* < {1,...,q} as a guess that the extracted
X* € G will coincide with the value X appearing in the j*-th signing query.
At each query Msg; = {m;1,...,m;n, } such that j # j*, B" answers the query
faithfully, by setting up X = ¢* for a randomly chosen = < Z,, which is used
to generate Waters signatures as in the real signing algorithm. If j = j*, B’
computes Cx using its challenge Waters public key X T at step 1 of the signing
algorithm. At step 3 of the signing algorithm, B’ obtains {(0;1,0:2)};2, by
successively invoking its signing oracle for messages m;« 1,..., M« 5. . At the
end of the game, with probability 1/¢, the element X* extracted from C’g} in
A’s forgery happens to be X* = XT. By hypothesis, Msg* = {m},...,m%.}
contains an element m} that B’ did not query to its challenger at the j*-th
signing query. From o*, B’ can thus extract a valid signature (07,07 5) on mj

and break the security of Waters signatures. The result of [138] implies that
Pr[So|-~Fy] <8-¢*- (L +1)- Adv°PH(B).

When collecting probabilities, we find
Pr[So] < AdvPM™N(B) +2- Adv?SP(B) + 8- ¢% - (L + 1) - AdvPH(B").

Since the DLIN and ¢-SFP assumptions both imply the hardness of CDH in
the same group, the statement of the theorem follows. O

We note that, if one of the structure-preserving signatures of Abe et al. [1]
is used in place of the AHO signature, it is easy to build a scheme relying on
the DLIN assumption only.
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4.3 Quotable Signatures

Given a signature on a message m, quotable signatures allow the public deriva-
tion of signatures on any substring of m. Ahn et al. [0] gave a system where
signatures have quasi-linear size: for a message consisting of n symbols, each
signature contains O(nlogn) group elements®. Their construction is known to
be only strongly context-hiding (in the sense of Definition 29) and selectively
unforgeable in the random oracle model. It was argued that their scheme can
be modified so as to be proved fully unforgeable in the standard model using
the dual system encryption technique of Waters [139] (or, more precisely, its
signature analogue [79]). The latter inherently involves two distinct distribu-
tions of signatures satisfying the verification algorithm. The very existence of
an alternative distribution of valid signatures implies that the resulting system
can hardly be completely context-hiding.

The contribution of this section is a quotable signature scheme whose design
principle is very different from Ahn et al.. The new scheme is proved fully
unforgeable in the standard model and also turns out to be the first completely
context-hiding quotable signature. Moreover, it improves upon the worst-case
efficiency of Ahn et al. scheme in that a n-symbol message can be signed using
O(n) group elements.

Our construction builds on the AHO structure-preserving signature which
is used to sign individual message symbols. An important property of the
AHO structure-preserving signature is that certain signature components can
serve as a commitment to the message. Our quotable signature exploits this
property to link signatures on individual symbols: each symbol is signed with
a commitment to the next symbol. Quotable signatures are then obtained as a
sequence of perfectly hiding commitments to these underlying signatures and
non-interactive randomizable arguments of their validity.

Beyond its asymptotically shorter signatures, our scheme also allows signing
messages of arbitrary length using a constant-size public key. In contrast,
the Ahn et al. construction requires the key generation algorithm to define a
logarithmic bound on the maximal number of symbols in messages to be signed.

4.3.1 Intuition behind our Substring Predicate Signatures

In quotable signatures, given a signature on some message, signatures should
only be possible to derive on arbitrary substrings of the original message. The
message space M is also defined as the set of strings M := X*, where X is a
set of symbols. The predicate P is defined by P (Msgl, Msg2) = 1 whenever
Msg, is a substring of Msg; and 0 otherwise.

The scheme bears resemblance to the homomorphic signature for subset
predicates of the previous section which also builds on structure-preserving

2In the signature derivation algorithm of Ahn et al., two kinds of signatures can be
produced. Apart from Type I signatures, which are distributed as original signatures, Type
IT signatures have O(log n)-size signatures but cannot be quoted any further.
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signatures. In fact, the construction is itself a structure-preserving quotable
signature as it allows signing sequences of group elements.

We actually use a variant of the unbounded AHO signature scheme which
allows signing messages of arbitrary length with a public key of fixed size. In [4],
this is achieved by taking advantage of the property called “signature binding”
(proved in [1, Lemma 3]), which informally says that signature components
(03,06) can be used as a commitment to the message: namely, given only the
public key and access to a signing oracle, unless the scheme is existentially
forgeable under chosen-message attacks, it is infeasible to come up with two
distinct messages (M, ..., M,),(Mj,..., M) with corresponding valid signa-
tures o = (01,...,07) and o' = (61,...,0%) such that 65 = 05 and 05 = 0.
This remains true even if (My,..., M,) and (Mj,..., M]) are both submitted
to the signing oracle during the game. Using this observation, a basic signa-
ture scheme where the message space is G? can be turned into an “unbounded”
structure-preserving signature, where the signer can sign messages of arbitrary
length. The idea is to use signature components {(6;3,6;¢)}7—; to link ad-
jacent message blocks together: each block m; € G is signed along with the
(0i—13,0;—16) components of the signature on the previous block m;_1 € G.
In our scheme, we proceed in the same way but, unlike Abe et al. [4], we do
not encode the total number of blocks within the message. This modification
allows anyone to quote signatures by removing portions of the chain in its ex-
tremities. In order to prevent illegal combinations of two different chains, the
signer processes the last block m,, of each message (my,...,m,) by signing it
with a pair of random group elements (53, 56) which are part of the private key.
This allows us to prove security using the same arguments as Abe et al..

For the sake of privacy, the components of {o;}?_; are not explicitly given
out but only appear within perfectly hiding Groth-Sahai commitments accom-
panied with appropriate NIWI arguments. At each signature derivation, com-
mitments and NIWI arguments are suitably re-randomized.

An important difference with our construction for subset predicates is that
underlying AHO signatures entirely appear in committed form. The reason is
that using (6;3,6;¢) in the chaining process prevents their re-randomization.
For this reason, they also have to be committed so that we need to work with
quadratic pairing-product equations.

4.3.2 Construction of Linear-Size Quotable Signatures

In the following, we use the notation presented in Section 2.5.3 for the DLin-
based Groth-Sahai proof system. We quickly sum up that, when X € G
(resp. t € Gr), the notation ¢(X) (resp. ¢r(t)) will be used to denote the
vector (1,1,X) € G? (resp. the 3 x 3 matrix containing ¢ in position (3,3)
and 1g, everywhere else). Finally, we also use a symmetric bilinear map
F : G® x G* - G such that, for any two vectors X = (X1, X0, X3) € G?
and Y = (V1,Y5,Y3) € G3, F(X,Y) = F(X,Y)Y2. F(Y,X)Y2 where the
non-commutative mapping F : G* x G* — G sends (X,Y) onto the matrix
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F()Z:7 }7) of entry-wise pairings (i.e., containing e(X;,Yj) in its entry (4, 7)).

Keygen(\): given a security parameter A € N, chooses a bilinear group (p, G,
Gr,g,e) of prime order p > 2*.

1. Chooses a Groth-Sahai CRS f = (/fi, fa, f3) for the perfect WI set-
= (f1.1,9), f2 = (1, f2,9), and

fi= R BT (L 1,g) 7 with fi, f2.0 & G, 61,6 & 7.
2. Generates a key pair (skano, pkano) for the AHO signature in order

to sign messages consisting of three group elements. This key pair
consists of skapo = (aa,ab,%, 0., {i, 6,»}:3:1) and

ting. More precisely, chooses ﬁ

pkano = (Gr, H,, G, =G},

H,=H%, {G; =G, H =H"}>_,, A, B).

T
3. Chooses two uniformly random group elements 03,0 & G.

The public key consists of pk := ((G, Gr), £, pkAHo> whereas the private

key is defined to be sk = (skamo, (f3,06)). The public key defines the
set of symbols ¥ = G.

Sign(sk, Msg): given sk = (skAHo, (ég,ég)) and a length-n message Msg =
(m1,...,my) € G, for some n € poly(A) and where m; € G for each
i €{1,...,n}, performs as follows.

1. Defines (6p+1,3,0n+1,6) = (53,56). Then, for k € {3,6}, computes

Groth-Sahai commitments Cp, ,, , = t(fn1,) - fi O gk
fTéten{»l,k )
2. For each j = n down to 1, generates an AHO signature (6;,1,...,6;7)

in G” on the message (m;,0;413,0;416) € G®. For each k €
{1,...,7}and j € {1,...,n}, generates commitments Cﬂgjvk = (0} 1)

—

— . Sg. —tg .

flTe“‘ ~f2991”“ -f5 % | Next, generate NTWI proofs TAHO,j,1, TAHO,j,2 €
Gg that variables (9]'71, 9]"2, 9]')3, 9.7')4, 9.7‘)5, 9]’,67 0]‘)7) satisfy, with t;‘ =
A-e(Gr,my) "t and tP = B-e(Hy,m;)™",

A
tj

B
tj

e(G,051) - e(Gr,052) - e(0j3,054) - e(G2,05113) - e(G3,05116)
e(Hz,05,1) - e(Hr,0;5) - €(056,05,7) - €(H2,05413) - e(Hs,0511,6)

(4.5)
These equations are quadratic, so that {Tano, ;1. 7?AHO7J'72}?:1 con-
sists of 9 group elements each.

3. Finally returns the signature

o= ({6971+1.k}k6{3,6}’ {{égj,k }Z=17 ﬁAHO,jala ﬁAHOJ,Q }?:1) . (46)
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SignDerive(pk, Msg, Msg’, o): given the public key pk and two messages Msg =
(m1,...,my,) € G" and Msg’ = (m},...,m},) € G, returns L if Msg’ is

not a substring of Msg. Otherwise, there exists an index i € {1,...,n —
n’ + 1} such that Msg’ = (mf,...,m.,) = (m4,...,miyn—1). Then, it
parses o as in (4.6) and, for each i € {1,...,n'}, conducts the following
steps.

- = = 5 o -1
L Letsa = ({Co,, ., , tre(s.6}> {{C0. 0 Yot 7TAHO,i+j,177TAHO,i+j,2};-l:O )
be the sub-signature.

’

’
. . = = >Tg., . - Sg .
2. Re-randomizes the commitments Cp = Cp,; - f1 "7 fo 70"

otp
f3 "it9k for j =0ton' —1and k =1 to 7. Likewise, computes re-
randomized versions {Céprn/,k}ke{gﬁ} of {Co,. ., ez} Finally,

. - - - — n'—1
re-randomizes the pI‘OOfS {7TAHO,2‘+j,1 = (ﬂ-i—i-j,la7Ti+j,277ri+j,3)}j:0
- - - - n'—1 _. . .
and {Tano,i+j2 = (Titja, Tits5, Titj6)}j—o as suggested in [13]

(see equation 2.20).

3. The signature

n'—1

o' = ({Cé,:m,,k}ke{&,ﬁ}v {{Céiﬂ,k}zzuﬁHo,iH,l’ﬁAHo,Hj,z}j:o )~(4~7)
is returned.

Verify(pk, Msg, 0): given pk, a signature o and a message Msg = (my,...,my)
in G", parses o as per (4.6) and performs as follows. For j = 1 to n,
returns 0 if ﬁAHOLj,l = (ﬁj71,ﬁj72,ﬁj)3) and 7_1:AHO,‘7‘72 = (ﬁjy4,ﬁj75,7_1"j76) do
not satisfy the equations below where tf = A-e(G1,m;)"! and tf =
B -e(Hy,m;)~t. Otherwise, it returns 1.

LT(f?) :F(L(Gz)7 Cﬂgj,l) . F(L(GT), 69).72) . F(Cﬂgjag, C;@jA)

3
CF((G2),Co,yr )  F(1(G3),Copy o) [ F(Rin i) (48)

k=1
vr(t8) =F ((H.),Cy, ) - F(«(H,), Cy, ;) - F(Co, 4. Co, )

3
F(L(H2)769j+1,3) 'F(L(H3)350_7'+1,6) : H F(ﬁj,k—klafk)
k=1

Unlike the scheme of Ahn et al. [(], the above system allows signing arbi-
trarily long messages with a public key of constant size whereas theirs requires
setting a logarithmic bound on the length of signed messages at key genera-
tion. The signature length is asymptotically optimal: a n-symbol message can
be signed using 39n + 6 group elements.

On the other hand, we lose a useful feature of the construction in Ahn et
al. which allows the derivation algorithm to produce two kinds of derived sig-
natures: when the message m’ consists of £ symbols, Type I signatures contain
O(£log ) group elements and support subsequent quoting. Alternatively, the
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quoting algorithm can derive a much shorter Type II signature which comprises
O(log ¢) elements, but cannot be quoted any further. In our scheme, the quoter
can only produce Type I signatures and does not have the same flexibility as
in [6]. It would be interesting to retain this feature while keeping linear-size
Type I signatures.

4.3.3 Security of our Substring Predicate Signatures

We now turn to the security of the scheme and first observe that it is clearly
completely context-hiding due to the use of a witness-indistinguishable Groth-
Sahai CRS.

Theorem 14 The above quotable signature scheme is completely context-hiding.

Sketch of proof. Fach signature only consists of perfectly hiding commitments
and perfectly NIWI arguments which can be perfectly re-randomized at each
derivation. |

The unforgeability relies on the DLIN assumption and the security proper-
ties of AHO signatures, as established by Theorem 15.

Theorem 15 The scheme is existentially unforgeable against chosen-message
attacks under the (q- L+ 1)-SFP and DLIN assumptions, where q denotes the
mazimal number of signing queries and L is the mazimal number of symbols
per signing query.

Proof. Since the scheme is completely context-hiding, we only need to prove
unforgeability using the simpler definition where the adversary A only has a
signing oracle. The proof uses a sequence of games where, for each i, S; stands
for the event that A produces a valid forgery in Game;.

Gamey: This game is the real one. We denote by Sy the event that the adver-
sary A manages to output a successful forgery. Obviously, A’s advantage
is Pr[So].

Game;: We change the generation of the public key and set up f = ( ﬁ, fg, f;;,)
as a perfectly sound Groth-Sahai CRS. Concretely, the only change is
that the challenger B chooses f; in the span of f; = (f1,1,9) and
fg = (1, f2,9), where f; = g%t and f, = g2, for random chosen ¢1, ¢o <
Z,. Signing queries are answered as in Gamey, using the private key
(skano, (03,05)) and generating NIWI arguments faithfully. Under the
DLIN assumption, this change should not significantly affect A’s be-
haviour and we have |Pr[S;] — Pr[So]| < AdvP*™(B). Note that the
reduction is immediate as B does not need the trapdoor (¢1, ¢2) at any
time. In Game;, perfectly hiding Groth-Sahai commitments (and NIWT
arguments) are traded for perfectly binding commitments (and perfectly
sound proofs).
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Game;: This game is identical to Game 1 except that we bring a concep-
tual change in the generation of sk. Instead of merely choosing (63, 6s)
at random, the challenger B picks a uniformly random group element
m < G and computes an AHO signature {ék}zzl on the “dummy” mes-
sage (m,1,1). The resulting (03, 06) are included in the private key sk
whereas m and {0k }re(1,2,4,5,7} are retained by B. We argue that this
change does not alter A’s view whatsoever since (f3,6s) have the same
distribution either way. Indeed, in Games, they remain uniformly dis-
tributed in G? and statistically independent of the message m and other
signature components. We have Pr[S;] = Pr[S;].

In Gamey, B uses the values (¢1, ¢2) = (log,(f1),log,(f2)) that were defined
in Game;. When A outputs a forgery o* on a message (my,...,mr.), B uses
(¢1, ¢2) to extract (0. 3,051 6) as well as a sequence of AHO signatures
{or=(051,.--, ;7)};‘;1 from the Groth-Sahai commitments contained in o*.
The perfect soundness of {Fan0 ;15 TAno, ij};-”;l guarantees that extracted val-
ues (mj,...,my.), {oF ?;1 and (05«1 3,05 11,6) satisfy equations (4.5).

In Games, we can prove that event Ss occurs with negligible probability

if the (¢ - L + 1)-SFP assumption holds. Indeed, if A is successful in Games,
{a; =( JRTRR 9;)7) ;L;l is a sequence of valid AHO signatures on the messages

{(m3, 05,4 3, 9;+1,6)};'L;1 but (m7, ..., m}.) is not a subsequence involved in any
of the signing queries. We can thus distinguish two situations.

Case A. Thereexists jT € {1,...,n} such that B never had to sign (m};, 0

0% Jrl76) in any signing query.

*
jt+1,3°

Case B. The messages {(m}, 07, s, 9;“76)}?;1 were all signed by B at some
point of the game but not all of them were involved in the same query.
This covers the case of an adversary mixing substrings of two different
messages for which it received signatures.

In Case A, it is immediate that A necessarily broke the chosen-message secu-
rity of the AHO signature: the reduction B simply outputs (m;T 0% 4130 Q;TH.,G)
and the signature 0}.

We are thus left with Case B for which we know that (m7,05 3,05 ) was
involved in the x-th signing query Msg, = (mu.1,..., Mk n,.)s for some inte-
gers k € {1,...,q} and n,; € {1,...,L}. Let {(0x1,---,0s,;7)};=, be the
AHO signatures that were used to answer the k-th signing query. Let also
te {1, ‘e ,TLK,} be such that (’IT7J,.€7t7 9,.{7154_173, 0n,t+1,6) = (m{, 05737 05,6)'

We now define j* to be the largest index in {1,...,n* — 1} such that

* * *
(Mgt g —1, On b5+ 35 On g 6) = (mj*vaj*+1,3v 9j*+1,6)-

At this step, we further consider two sub-cases of Case B:

Case t + j* < n, + 1: Since my; 445 #+ Mj»41 OT (en,t—f—j*—i-l,?n95,t+j*+1,6) #*
(07 123,075+ 12,6), the signature binding property of the AHO signature is
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broken since we have two distinct messages whose signatures share the
same 07, 3,071 ¢ components. As implied by the results of [1], this
contradicts the (¢ - L 4+ 1)-SFP assumption since B computes at most
q- L+ 1 AHO signatures.

Case t +j* =n, +1: We have (07,133,605 116) = (Onneir3:0kmeir6) =
(63, 06), which means that (m5e, 0511 3,054 41,6) Was the message of an
“end-of-chain” signature produced by B. In other words, this is a forgery
where (mJ,...,m}.) is a super-string of (M. ,..., My, ). In this case,
thanks to the modification introduced in Game,, B knows {ék}k€{172’475)7}
as well as a dummy message m such that (0~1, . ,(‘}7) is a valid AHO sig-
nature on (7, 1,1). With overwhelming probability, we obtain distinct
messages (1, 1, 1) and (m}., 1, 0% 5 3,075 5 ) that share the same signa-
ture components (07, 3,05 1) = (65, 06). Indeed, the pair (83, 0) is
statistically independent of the dummy message m, which was uniformly
chosen in G. It comes that we can only have m}., = m by pure chance.

In Case B, the signature binding property of AHO signatures is thus broken
cither way and we can eventually write Pr[Sy] < 2 - Adv @ LHDSFP(B) where
the factor 2 accounts for the fact that the reduction has to guess beforehand
which of Case A or Case B will come about. Depending on this guess, B
undertakes to either attack the standard unforgeability of AHO signatures or,
alternatively, break their signature-binding property. In either case, B answers
A’s queries by invoking the signing oracle in its interaction with the appropriate
challenger.

Putting the above altogether, we find the upper bound
Pr[So] < AdvP"™(B) +2- Adv(iI'L+1)—SFP(B)

on the forger’s advantage. O

4.4 Linearly Homomorphic Signatures

Linearly homomorphic signatures are an important class of homomorphic signa-
tures for arithmetic functions, whose study was initiated by Boneh, Freeman,
Katz and Waters [25]. While initially motivated by applications to network
coding [25], they are also useful in proofs of storage [7, 8] or in verifiable com-
putation mechanisms when it comes to authenticate servers’ computations on
outsourced data (see, e.g. , [0]).

In this Section, we put forth the notion of linearly homomorphic structure-
preserving signatures. Of course, linearly homomorphic signatures and structure-
preserving signatures have been defined before, but the combination of the ear-
lier notions is useful and non-trivial. These signature schemes function exactly
like ordinary homomorphic signatures with the additional restriction that sig-
natures and messages only consist of (vectors of ) group elements whose discrete



124 Chapter 4. P-Homomorphic Signatures

logarithms may not be available. We describe three constructions and prove
their security under established complexity assumptions in symmetric bilinear
groups.

As in all SPS systems, the structure-preserving property makes it possible
to efficiently prove knowledge of a homomorphic signature on a committed vec-
tor. However, in the next parts of the thesis, we describe applications of linearly
homomorphic SPS beyond their compatibility with the Groth-Sahai techniques.

In our PKC paper [11], we also suggest a completely context-hiding linearly
homomorphic signatures for vectors of scalars. The unforgeability holds if
the DLin problem and the flex-DH problem are both hard in G. To shorten
the presentation we only consider schemes that lead to structure-preserving
signatures for this highest level of unlinkability.

4.4.1 Intuition behind our Subspace Predicate Signatures

Before presenting the intuition of the linearly homomorphic schemes described
in the following, we rephrase the security notions of Section 4.1 in the context
of linear subspace pedicates for pairing-based instantiations.

Let (G,Gr) be a bilinear configuration of groups of prime order p over
which a bilinear map e : G x G — Gr is efficiently computable. We consider
linearly homomorphic signatures for which the message space M consists of
pairs M := T x G", for some n € N, where T is a tag space. The linear
subspace predicate is defined by

P((T, M)7 {(Ti7]\7[i)}f:1> =1
= (Vie{l,....0}:7=17) A M espan(M,,..., M.

We remark that, in the applications considered in the thesis, tags do not need
to be group elements. We thus allow them to be arbitrary strings.

Definition 33 A linearly homomorphic structure-preserving signature scheme
over (G,Gr) consists of a quadruple of efficient algorithms X = (Keygen, Sign,
SignDerive, Verify) for which the message space is M = T x G™, for some
n € poly(\) and some set T, and with the following specifications.

Keygen(A,n): is a randomized algorithm that takes in a security parameter
X € N and an integer n € poly(\) denoting the dimension of vectors to be
signed. It outputs a key pair (pk,sk) and the description of a tag (i.e.
a file identifier) space T.

Sign(sk, T, M) 18 a possibly probabilistic algorithm that takes as input a pri-
vate key sk, a file identifier T € T and a vector M € G". It outputs a
signature o € G™=, for some ng € poly()\).
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SignDerive(pk, 7, {(w;, 0 ) }_): is a (possibly probabilistic) signature deriva-
tion algorithm. It takes as input a public key pk, a file identifier T as well
as 0 pairs (w;,c?), each of which consists of a weight w; € Zy and a
signature o € G™ on M;. The output is a signature o € G™ on the
vector M = Hle M,“.

Verify(pk, T, M, o): is a deterministic algorithm that takes in a public key pk,
a file identifier T € T, a signature o and a vector M. It outputs 1 if o is
deemed valid and 0 otherwise.

Correctness is expressed by imposing that, for all security parameters A € N,
all integers n € poly(X) and all triples (pk, sk, 7) < Keygen (A, n), the following
holds:

1. For all 7 € T and all n-vectors M, if ¢ = Sign(sk, T, M), then we have
Verify(pk, T7M,O') =1.

2. For all 7 € T, any £ > 0 and any set of triples {(w;,o®, M;)}_,, if
Verify(pk, 7, M;,0() = 1 for each i € {1,...,¢}, then

Verify(pk,T, Hleﬂi“",SignDerive(pk, T,{(wi,a(i)) le)) =1

A slight difference with the correctness of Definition 27 is that, in item 2 here,
the SignDerive algorithm does not only take in signatures output by Sign. More
generally, it preserves the validity of signatures no matter how they have been
generated.

Security. In linearly homomorphic signatures, we use the same definition of
unforgeability as in our Asiacrypt full paper [10, Appendix 2]. This definition
implies security in the stronger model used by Freeman [69] since the adver-
sary can interleave signing queries for individual vectors belonging to distinct
subspaces. Moreover, file identifiers can be chosen by the adversary (which
strengthens the definition of [25]) and are not assumed to be uniformly dis-
tributed. As a result, a file identifier can be a low-entropy, easy-to-remember
string such as the name of the dataset’s owner.

Definition 34 A linearly homomorphic SPS scheme ¥ = (Keygen, Sign, Verify)
is secure if no PPT adversary has non-negligible advantage in the game below:

1. The adversary A chooses an integer n € N and sends it to the challenger
who runs Keygen(A,n) and obtains (pk,sk) before sending pk to A.

2. On polynomially-many occasions, A can interleave the following kinds of
queries.
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o Signing queries: A chooses a tag T € T and a vector M e G". The
challenger picks a handle h and computes o < Sign(sk, 7, M). It
stores (h, (1, M,0)) in a table T and returns h.

e Derivation queries: A chooses a vector of handles h= (h1,...,hg)
and a set of coefficients {wi}i?:l. The challenger retrieves the tuples
{(hy, (7. M;), 0 O)V2E_ | from T and returns L if one of these does not
exist or if there exists i € {1,...,k} such that 7, # 7. Otherwise,
B runs o' + SignDerive(pk,T,{(wi,a(i)) le) and computes M =
Hle M. B also chooses a handle W, stores (W, (r, M),0") in T
and returns h’ to A.

o Reveal queries: A chooses a handle h. If no tuple of the form
(h, (T, M),a’) exists in T, the challenger returns L. Otherwise, B
returns o' to A and adds ((r, M),0") to the set Q.

8. A outputs an identifier T*, a signature o* and a vector M* € G™. The
adversary A wins if Verify(pk, 7%, M*,0*) = 1 and one of the conditions
below is satisfied:

o (Type I): 7 # 7; for any entry (7;,.) in Q and M* # (1g, ..., 1g).

o (Type II): T = 7; for k; > 0 entries (7;,.) in Q and M* ¢ Vi, where
Vi denotes the subspace spanned by all vectors My, . .., My, for which
an entry of the form (7%, M;), with j € {1,...,k;}, appears in Q.

A’s advantage is its probability of success taken over all coin tosses.

In our first scheme, we will consider a weaker notion of one-time security.
In this notion, the adversary is limited to obtain signatures for only one linear
subspace. In this case, there is no need for file identifiers and we assume that
all vectors are assigned the identifier 7 = ¢.

In the following, the adversary will be said independent if

e For any given tag 7, it is restricted to only query signatures on linearly
independent vectors.

e Each vector is only queried at most once.

Non-independent adversaries are not subject to the above restrictions. It will
be necessary to consider these adversaries in our construction of non-malleable
commitments in Chapter 5. Nevertheless, security against independent adver-
saries suffices for many applications —including encrypted cloud storage — since
the signer can always append unit vectors to each newly signed vector.

At first, one may wonder how Definition 34 can be satisfied at all given that
the challenger may not have an efficient way to check whether the adversary is
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successful. Indeed, in cryptographically useful discrete-logarithm-hard groups
G, deciding whether vectors {Ml}l of G™ are linearly dependent is believed
to be difficult when n > 2. However, it may be possible using some trapdoor
information embedded in pk, especially if the adversary additionally outputs
signatures on {M,},.

In some applications, it makes sense to consider a weaker attack model
where, in the case of Type II attacks, the adversary is only deemed successful if
it can output a convincing proof that its target vector M* is indeed independent
of the vectors that were signed for the tag 7*. The proof can be either a NIZK
proof or, alternatively, a vector in the kernel of the matrix whose rows are
the vectors that were signed for 7*. We call such an adversary a targeting
adversary.

Intuition of our Constructions

Our first scheme’s starting point is the one-time (regular) SPS scheme of Abe
et al. [4]. By removing certain public key components, we obtain the desired
linear homomorphism, and prove the security using information-theoretic ar-
guments as in [4, Appendix C]. The key observation here is that, as long as the
adversary does not output a signature on a linear combination of previously
signed vectors, it will be unable to sign its target vector in the same way as the
reduction would, because certain private key components will remain perfectly
hidden.

Our initial scheme inherits the one-time restriction of the Abe et al. scheme
in that only one linear subspace can be safely signed with a given public key.
Nevertheless, we can extend it to build a full linearly homomorphic SPS sys-
tem. To this end, we suitably combine our first scheme with Waters signatures
(see Section 2.2.2). Here, Waters signatures are used as a resting ground for
fresh random exponents which are introduced in each signed vector and help
us refresh the state of the system and apply each time the same argument as
in the one-time scheme. While this “full-fledged” linearly homomorphic sheme
is enough in several situations it does not reach sufficient context hiding se-
curity for others. Then, we also present techniques to turn the scheme into a
fully randomizable one, where a derived signature has the same distribution
as a directly signed message. However, its security stands against independent
targeting adversaries.

4.4.2 A One-Time Linearly Homomorphic Construction

As a warm-up, we begin by describing a one-time homomorphic signature,
where a given public key allows signing only one linear subspace. In the descrip-
tion hereunder, since only one linear subspace can be signed, no file identifier
7 is used. We thus set 7 to be the empty string ¢ in all algorithms.

Keygen(A, n): given a security parameter A and the dimension n € N of the
subspace to be signed, chooses bilinear group (G,Gr) of prime order



128 Chapter 4. P-Homomorphic Signatures

p > 2*. Then, chooses generators h, g, gr, h. < G. Pick x;, %, 0; <= Ly,
for i = 1 to n. Then, for each ¢ € {1,...,n}, computes g; = gXigy,
h; = hXih%. The private key is sk = {xi,7i, 6 }7_, while the public key
is defined to be

pk = (g2, hr, hay by {gi hi}lsy) € G2

Sign(sk, 7, (M1,...,M,)): to sign a vector (My,...,M,) € G™ associated
with the identifier 7 = ¢ using sk = {xi, Vi, 0;}}_;, computing the signa-
ture consists of o = (z,r,u) € G3, where

n n

z:HM;Xi, r:HM[%, u:ﬁMi_‘s".
i=1

i=1 i=1

SignDerive(pk, 7, {(w;, a(i))}le): given the public key pk, a file identifier
7 = e and £ tuples (w;, oY), parses each signature oV as 0 = (z;, 7, u;) €
G? for i = 1 to £. Computes and returns the derived signature o =

y) g DT ;
(z,7,u) = (Hi:l 200 [ Lic i [y “:)1)'

Verify(pk, o, 7, (M, ..., M,)): given a signature o = (z,7,u) € G3, a vec-
tor (Mjy,...,M,) and a file identifier 7 = &, returns 1 if and only if
(My,...,M,) # (1g,...,1g) and (z,7,u) satisfy

]-GT :e(gza Z) : e(g’r’v 7’) : e(gi7 Ml)v

=

1

.
I

(4.9)

.

Il
—

lg, =e(hy,2) - e(h,u) - e(hi, M;).

2

The proof of security relies on the fact that, while the signing algorithm is
deterministic, signatures are not unique. However, the reduction will be able to
compute exactly one signature for each vector. At the same time, an adversary
has no information about which specific signature the legitimate signer would
compute on a vector outside the span of already signed vectors. Moreover, by
obtaining two distinct signatures on a given vector, the reduction can solve a
given SDP instance.

Theorem 16 The scheme is unforgeable if the SDP assumption holds in (G, Gr).

Proof. We describe an algorithm B that takes as input a SDP instance (g., g, h-,
h) € G* and uses a forger A to find a triple (2,7, u) such that e(g,, 2)-e(g,,7) =
e(h;,z) - e(h,u) = 1.

To this end, B honestly runs the key generation algorithm using randomly
chosen {(xi, i, 0:) }_;. Whenever A requests a signature on a vector (M, ...,
M,) € G™, B faithfully follows the specification of the signing algorithm. The
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game ends with the adversary A outputting a vector (M7, ..., M) with a valid
signature (z*,r*,u*). At this point, B computes its own signature

n n n

Fort oty = ([T g T 2 T M) (4.10)

i=1 =1 =1

on (Mf,...,M?). We claim that, with overwhelming probability, (z*, 7%, u*) =
(2" /25,77 /rt,u” Jul) is a non-trivial solution to the SDP instance.

To see this, we first note that a given public key has exponentially many cor-
responding private keys and pk perfectly hides the vector (x1,...,Xxn). More-
over, for a given pk, each message (M, ..., M,) has an exponential number of
valid signatures but the one produced by the signing algorithm is completely
determined by (x1,...,xn). We will see that, in A’s view, guessing the value
2T of (4.10) amounts to inferring which vector (x1,...,X») the reduction B is
using.

Throughout the game, A obtains signatures {(z;, 7;,u;)}7~;' on at most n—1

linearly independent vectors of G™. If we consider discrete logarithms, these
signatures only provide A with n — 1 linearly independent equations because,
for each triple (z;,7;,u;), z; uniquely determines (r;,u;). Taking into account
the information revealed by {(g;, h;)}_, we find that an unbounded adversary
is presented with 3n — 1 linear equations in 3n unknowns. In A’s view, since
(My, ..., M) must be independent of previously signed vectors, predicting 2
is only possible with probability 1/p. With probability 1 — 1/p, we thus have
2t #4 2*, in which case (2%, 7%, u?) solves the SDP instance because (zf, 7T, ul)
and (z*,r*,u*) both satisfy the verification equations. a

The scheme can be modified so as to work in asymmetric pairing configura-
tions and the Double Pairing assumption (see DBP in Section 2.1.2). However,
we need to work with the SDP assumption in the next section.

4.4.3 A Full-Fledged Construction for Linear Subspaces

Here, we upgrade our one-time construction to obtain a scheme allowing us
to sign an arbitrary number of linear subspaces. Here, each file identifier 7
consists of a L-bit string. The construction builds on the observation that,
in the scheme of Section 4.4.2, signatures (z,r,u) could be re-randomized by
computing (z - g%,7 - g7% u - hy logh(g”)'eﬁ with 0 <& Z,, if hy 1081 (97) were
available. Since publicizing h. lo£n(9) would render the scheme insecure, our
idea is to use Waters signatures as a support to introduce extra randomizers
in the exponent.

In the construction, the © component of each signature can be seen as an
aggregation of the one-time signature of Section 4.4.2 with a Waters signature

(hlzogh(gr) - Hg(7)™", h*) on the tag 7.

Keygen(A, n): given a security parameter A and the dimension n € N of the
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subspace to be signed, chooses bilinear group (G,Gr) of prime order
p > 2*. Then, conducts the following steps.

1. Chooses h & G and «, oy, B, & Zy,. Defines g, = h**, g, = h°"
and h, = hP=.

2. Fori = 1ton, picks xs, 7, 0; < Z, and computes the group elements
gi = gXigt, hy = hXiho.

3. Chooses a random vector W = (wo, wy, ..., wy) < GL*!. The latter
defines a hash function Hg : {0,1}* — G which maps file identifier

7=7[1]...7[L] € {0,1} to Hg(r) = wo - [T, wil.
The private key is sk = (h2", {xs,7,d;}/—,) while the public key consists
of

pk = (g2, gry hay by {gi hi}ly, W) €GP x GMTL

Sign(sk, 7, (M1, ..., My,)): to sign a vector (Mi,...,M,) € G™ w.r.t. the
file identifier 7 using sk = (h??‘, {xi» Vi, 51-}?:1), chooses 6, p <& Z, and
outputs o = (z,7,u,v) € G*, where

e=g! - []M r=g 0 [IM
i=1 i=1
w=(h) " [ M7 Ho(m)™r w=h
i=1

SignDerive(pk, T, { (w;, 0@)}£_,): given pk, a file identifier 7 and ¢ tuples
(w;, o), parses o) as oV = (z;,7;,u;,v;) € G* for i = 1 to . Then,
chooses a random p’ < Z, and computes and returns o = (z,7,u,v),
Wl}ere ez = Hle 20 = Hle i = Heg(r)~" - Hle ut and v =
he Ty v

Verify(pk, o, 7, (M, ..., M,)): given a signature o = (z,7,u,v) € G*, a file
identifier 7 and a vector of group elements (M, ..., M,), returns 1 if and
only if (My,...,M,) # (1g,.-.,1lg) and (z,r,u,v) satisfy

1GT = 6(gza Z) : e(gTW’r) . He(gi7 Mi)a
i=1

lg, = e(hs,z) - e(h,u) - e(Hg(7),v) - [] e(hi, My).
i=1

(4.11)

The security of the scheme against non-independent Type 1 adversaries is
proved under the SDP assumption. In the case of Type II forgeries, we need to
assume the adversary to be independent because, at some point, the simulator
is only able to compute a signature for a unique value® of 6.

3Note that this is not a problem since the signer can derive 6 as a pseudorandom function
of 7 and (M, ..., My) to make sure that a given vector is always signed using the same 6.
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Theorem 17 The scheme is unforgeable against independent adversaries if
the SDP assumption holds in (G, Gr). Moreover, the scheme is secure against
non-independent Type I adversaries.

Proof. The result is proved by separately considering Type I and Type II forg-
eries. For simplicity, we first consider Type II adversaries as the case of Type
I attacks will be simpler. Lemmas 6 and 7 show how to build an algorithm
solving the SDP problem either way. O

The proof of Lemma 6 uses Waters signatures as a handle to randomize
signatures. Specifically, whenever the reduction is able to compute a Waters
signatures (h2~-Hg(7)?, h?) on the tag 7, it can inject a fresh extra randomizer
0 € Z, in the exponent for each vector associated with 7. By doing so, with
non-negligible probability, the specific vector (x1, ..., x») used by the reduction
will remain completely undetermined from A’s view.

Lemma 6 For any Type II independent forger A, there exists an algorithm B
solving the SDP problem such that Adv(A) <8-q-(L+1)- (AdeDP(B) + %),
where q is the number of distinct tags appearing in signing queries.

Proof. Let us assume that an independent adversary A can produce a Type
IT forgery with non-negligible advantage €. Using A, we build an algorithm B
solving a SDP instance (g., g, h., h) with probability at least £/(8(¢—1)(L+1)).
Algorithm B chooses (wq, w1, . .., wr) € G¥*!in the same way as in the security
proof of Waters signatures [1358]. Namely, for any string 7 € {0, 1}, the hash
value Hg(7) = wo - [, w] can be expressed as Hg(r) = g/ - hEK(™) for
certain integer-valued functions J, K : {0, 1} — Z, that remain internal to the
simulation. They are further defined using the methodology of programmable
hash functions [88] so that, for any distinct 7,71, ..., 74, we have J(7) = 0 mod
p and J(7;) # 0 mod p for each ¢ € {1,...,q} with non-negligible probability
C=1/8-q-(L+1)).

The remaining public key components are defined by setting g, = ¢gXi g
and h; = hXh%  with x;, v, 0; < Zy for i = 1 to n, as in the real key generation
algorithm.

Since A is a Type II forger, it is expected to produce a forgery (7*, M*, o*)
for a tag 7* that was used by B in some signing query but for which M* ¢
span(]\_jl7 .. ,Mn_l), where Mj, ..., M,_; are the vectors of G" that were as-
sociated with 7*. We denote by 71, ..., 7, the distinct adversarially-chosen tags
involved in A’s queries during the game. Note that, since A is a Type II ad-
versary, we will have 7* € {7,...,7,} at the end of the game. We also assume
w.l.o.g. that exactly n—1 signing queries are made for each tag 7 € {m1,...,7,}
during the game (otherwise, B can simulate signing queries for itself). During
its interaction with A, the reduction B answers Sign, SignDerive and Reveal
queries as follows.
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Signing queries: At each signing query (737]\2 = (My,.. ,Mn)) involving
the j-th distinct tag 7;, B evaluates the function J(7;) and considers the
following situations.

o If J(7;) # 0, B picks p,0 < Z, and computes

K(7;) _o

©1 = Hg(r;)" " (hy) 709 7, Oy = h* - (h,) 7,

which can be written (01,02) = (h; %" - Hg(7)~?, h?) if we define

p=p— ﬁ(—%) Using (0©1,05), B obtains a valid signature on the
vector (My, ..., M,) by computing v = O and

=1

i=1 i=1

The signature o = (z,7,u,v) is not directly sent to A but assigned

—

to a new handle h and stored in an entry (h, (75, M), o) of the table
T.

e If J(1;) = 0, B picks p <~ Z, and computes v = h” and

n n n
c= [, r=TIM7 w=Helr) - T[0%
i=1 i=1 i=1
which corresponds to a valid signature (z,r,u,v) on (My,..., M)

for which 6 =1 Again, the challenger B chooses a handle h and
stores (h, (1, M), (z,7,u,v)) in the table 7.

Derivation queries: Whenever A queries ((hi,...,hy), (7, M), {Bi}F_,) to

the SignDerive oracle, B returns L if not all handles hq, ..., hg correspond
to queries involving 7. Otherwise, let My, ..., M} be the queried vectors.

If M’ # Hle Mf, B returns L. Otherwise, B answers the query in the
same way as the real SignDerive oracle, by updating the table T

Reveal queries: When A supplies a handle h, B returns L if no entry of
the form (h, (7, M),.) exists in T. Otherwise, B returns the previously
generated signature o and adds ((7, M), o) in the list Q.

Forgery: Eventually, A outputs a Type II forgery (7%, M*, o*), where M* =
(M{,..., M) and o* = (2*,r*,u*,v*) € G?* satisfies the verification
equation. At this point, B evaluates J(7*) and reports failure if J(7*) #
0 or if the set {7,...,7,} contains at least two tags 7;,,7;, such that
J(tj,) = J(1j,) = 0. The same analysis as in [13%] shows that, with
probability 1/(8(¢ —1)(L+1)), we have J(7*) = 0 and J(7;) # 0 for each
7; € {m1,..., 7, }\{7*}. We thus find that B’s probability not to abort
during the entire game is at least 1/(8(q — 1)(L + 1)).
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If B does not fail, we have Hg(7*) = h® (") so that B can compute vT = v*
and

n n n
d=Tmp e =M Wt = RO M (4a2)

i=1 i=1 i=1
We see that (27, 7%, uf vT) forms a valid signature on (M7, ..., M}) whose

last component v! coincides with that of A’s forgery. Since (27,7, u!,v") and
(z*,r*, u*,v*) both satisfy the verification equations, the triple

Pty = (i r &)
(Z,?",’LL) ZT7TT)UT
necessarily satisfies e(g., z%) - e(g,, t) = e(h., 2%) - e(h,u*) = 1g,.. We are thus
left with proving that z* # 1g with all but negligible probability.

To do this, the key observation is that, in the desirable event

J(r*) =0 A /\ J(r) #0, (4.13)
TjFT*
the only information that B reveals about (x1,.-..,Xn) is contained in the z-

components of signatures involving 7* if A is a Type II adversary. Indeed,
for each signing query (7, M ) such that 7 # 7*, B introduces in the signature
a fresh random exponent 6 € Z, that does not appear anywhere else. This
allows B not to leak anything about (xi,..., Xx») during these queries.

More precisely, let us first consider what an unbounded Type II adversary
A can see. Throughout the game, A makes n(q¢ — 1) + (n — 1) signing queries
since at most n— 1 independent queries are allowed for the tag 7*. Let us index
these queries as {(Tj,Mk = (Mg, .. .,Mk’n))}j’k, with j € {1,...,q}, and let
{(%j,k, 7j ks Wj ks Vj k) } .6 denote the answers in which B introduces n(g—1) vari-
ables {0k} z;* kef1,...,n} in the exponent. Together with private key elements
{(xi:7:,0:) Y=y, we have a total of 3n + n(¢g — 1) = 2n + ng unknowns. Each
signature (2, 7).k, Uj &, V; k) Provides A with at most one new linearly inde-
pendent equation — recall that (z;x,v;x) uniquely determines 7, u;, while
vj; does not depend on 6} or {(xs,7i,d:)};=; — in addition to the 2n linear
equations resulting from the public key elements {(g;, ki) }7—;.

Overall, a Type II adversary A thus obtains 2n + ng — 1 linear equations
which is insufficient to solve a system of 2n+ng unknowns. Since (M7, ..., M)
is linearly independent of the vectors Mj*,l, e Z\_l'j*m_l associated with 77*,
for A, predicting the value z* of (4.12) is equivalent to finding the missing piece
equation that would determine (x1,...,xn). With probability 1—1/p, we thus
have 2t # 2* as claimed. |

Lemma 7 A Type I forger A implies an algorithm B solving the SDP problem
with non-negligible advantage. More precisely, we have Adv(A) < 8-q-(L+1)-
(AdeDP(B) + %), where q is the number of distinct tags occurring in signing
queries. Moreover, the statement holds even for non-independent adversaries.



134 Chapter 4. P-Homomorphic Signatures

Proof. Let A be a Type I forger with non-negligible advantage . We show that
it implies an algorithm B solving a SDP instance (g., gr, h., h) with probability
at least ¢/(8¢(L + 1)).

Algorithm B begins by choosing (wo, w1, ...,wr) € GET! as in the security
proof of Waters signatures. This is done in such a way that, for any 7 €
{0,1}L, the hash value Hg(7) can be written Hg(r) = g™ - hX() for the
same functions J, K : {0,1}f — Z, as in the proof of Lemma 6. For any
distinet 7,71, ...,74, we will thus have J(7) = 0 mod p and J(7;) # 0 mod p
for each i € {1,..., ¢} with non-negligible probability ( =1/(8-¢- (L + 1)).

Other public key components are defined by setting g; = gX¢g)* and h; =

h;“"h‘s"’, with xi, 7, 0; < Zy for i =1 to n. During the game, A’s queries are
handled as follows.

Signing queries: At each signing query (Tj,M = (My,...,M,)) involving
the j-th distinct tag 7;, B aborts in the event that J(r;) = 0 mod p.
Otherwise, B picks p, 6 & Z,, and computes

O1 = H(m) ™" - (h) 7", Oy ="+ (h:) .

Note that the above pair can be written (01, 02) = (h;%-Hg(r) =7, hP),

0-8-
J(r;)"

on (My,...,M,) by computing v = O,

n n n

—Xi - —Yi —d;

=gl [[M7,  r=g? [[M;, uw=01 []M7.
i=1 i=1

i=1

where p = p — Using (01, 03), B obtains a well-formed signature

The signature o = (z,7,u,v) is not directly returned to .A but associated

—

with a new handle h and stored in an entry (h, (7;, M), o) of the table T'.

Derivation queries: When A queries ((hy,...,hg), (7, M), {8; k1) to the

signature derivation oracle, B returns L if not all handles hq, ..., hg cor-
respond to queries involving 7. Otherwise, lets M1, ..., M} be the queried

vectors. If M’ #+ Hf:l Mf ‘B returns L. Otherwise, B answers exactly
like the real SignDerive oracle and updates the table T.

Reveal queries: When A queries the Reveal oracle with a handle h, B returns
1 if no entry of the form (h, (7, M), .) exists in T'. Otherwise, B returns the
previously computed signature ¢ — just like the actual Reveal oracle —
and adds ((r, M), o) in the list Q.

Forgery: Eventually, A outputs a Type II forgery (7%, M*, o*), where M* =
(M, ..., M) and o* = (2*,7*,u*,v*) € G* is a tuple satisfying the
verification equation. At this step, A computes J(7*) and aborts if
J(t*) # 0. However, the same analysis as in [138] shows that, with
probability 1/(8¢(L + 1)), we have J(7*) = 0 and J(7;) # 0 for each

jed{l,...,q}.
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If B does not fail, we have Hg(7*) = h¥(™") and B can thus compute vf = v*,

2= ﬁMi*_X"', rf= ﬁMZ-*_’”, ul = K0 ﬁM;_éi- (4.14)
i=1 i=1 i=1

The quadruple (27, 7%, uf v") forms a valid signature on (Mjy,..., M) whose
last component is identical to that of A’s forgery. Since (zf,rf uf, ) and

(z*,r*, u*,v*) both satisfy the verification equations, we find that

= (2 i)
(Z ,T‘ 7u )* (ZT7’I"T,UT
necessarily gives a non-trivial solution to the SDP instance with overwhelming
probability.

Indeed, the same arguments as in the proof of Lemma 6 show that we can
only have z* # 1g with probability 1/p. The reason is that, in each signing
query, B introduces a new blinding exponent 6 that does not appear anywhere
else. For this reason, B never leaks any information about (x1,...,x») at any
time and the element z' is thus completely undetermined in A’s view. O

Since the signature component u cannot be publicly randomized, the scheme
does not have fully randomizable signatures. In the next Section 4.4.4, we de-
scribe a fully randomizable variant. In applications like non-malleable commit-
ments to group elements, the above scheme is sufficient anyway.

4.4.4 A Completely Context-Hiding Construction

We show that our scheme of Section 4.4.3 can be modified so as to become
completely context-hiding in the sense of Definition 32. Namely, signatures
produced by the SignDerive algorithm should be statistically indistinguishable
from signatures freshly generated by Sign, even when the original signatures
are given.

The difficulty is that, in the scheme of Section 4.4.3, we cannot re-randomize
the underlying 6 without knowing h%~. To address this problem, it is tempt-
ing to include in each signature a randomization component of the form (hor -
Hg(7)~¢, ht), for some ¢ € Z,, which can be seen as a signature on the vec-
tor (1g,...,1lg). Unfortunately, the security proof ceases to go through as the
reduction finds itself unable to generate a well-formed pair (h%" - Hg (7)™, h°)
at some step of its interaction with the adversary. Our solution actually con-
sists in committing to the signature components that cannot be re-randomized
and provide evidence that committed group elements satisfy the verification
equations. This is achieved using Groth-Sahai non-interactive arguments on a
perfectly witness-indistinguishable Groth-Sahai CRS, as in previous Sections
for subset and substring predicates as well as our linearly homomorphic con-
struction for vectors of scalars (m1,...,m,) € Zj [I1]. A slight difference with
the last contribution, however, is that signature components (Hg(7) ?,h™")
are no longer used and replaced by the technique of Malkin et al. [115], which
yields slightly shorter signatures.
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Keygen(A,n): given a security parameter A and the dimension n € N of the
subspace to be signed, chooses bilinear group (G, Gz) of order p > 2.
Then, does the following.

1. Chooses h <& G and a, oy, 8., & Z,. Defines g, = h®=, g, = ho"
and h, = hP=.

2. For each i € {1,...,n}, pick x4,7i,d; < Z, and computes g; =
gXt - g, hi = hXi - h%,

3. Generates L+ 1 Groth-Sahai common reference strings by choosing
f1, fo & G and defining vectors f; = (f1,1,9) € G>, fo = (1, fa,9) €
G® and f3,; < G®, for each i € {0,...,L}.

The public key consists of
pk = (927 gr, hzv h7 {gi?hi}?::l? f = (ﬁ?ﬁ?{.}%,i}f:O))

while the private key is sk = (h?"7 {XasVis 51-}?:1).

Sign(sk, 7, (M1,...,M,)): to sign a vector (My,...,M,) € G" using the
secret key sk = (h?r7 {XasVis 51‘}?:1) with the file identifier 7, conducts
the following steps.

1. Chooses 6 < Z, and computes

n n n
_ 0 —Xi _ =0 —i _ 13,0« —4;
=gl [[M7 r=g0 [ M w=hZ0o J] M.
i=1 =1 i=1

2. Using the bits 7[1]...7[L] of the file identifier 7 € {0, 1}¥, defines
the vector ﬁ. = f;,ﬂ : HiL=1 j@;m so as to assemble a Groth-Sahai

CRS fT - (ﬁaﬁ,ﬁ')
3. Using f,, computes Groth-Sahai commitments

— P Vz1 PVz2 PVz3
Co=uz)-h " f ",

S VUp1 2Vp2 2 VUp3
r L(T)'flrf2rf‘rra

S Vw2 Va3

W) - fi R R

to z, r and u, respectively. Using the randomness of these commit-
ments, generates Groth-Sahai proofs 71 = (71,1, 71,2, 71,3) € G3 and
7ty = (m2,1, M2, m2,3) € G that elements (z,7,u) satisfy the linear
verification equations lg, = e(g:,2) - e(gr,7) - [1iey €(g:, M;) and
lg, = e(hs,z) - e(h,u) - [];_, e(h;, M;). These proofs are obtained
as

L

—

Cy

—Vz2 ,—V

—Vz,1 4~ Vr1 ,2 —Vz,3 ,7Vrs3
(97=2g, 7, gz =2 g, 2, gz V=g )
(h;l/z,lhfl/u,l7 h;VZTthyu,2’ h;Vz,sh*Vu,s)

2N
Il

P
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and satisfy the following Groth-Sahai verification equations where

we set t)1 =TT, E(gi, L(Mi))_l and t)! =], E(h;, L(Mi))_l,

t_{]w :E(gZ7éz) ! E(g'fac_;?“) : E(Trl,lmfi) ' E(Trl,Qaf_‘é) ' (771 37.f7")
c

thM :E(hzac_:?:) 'E(h” u) . E(ﬂ'2,17fi) : E(ﬂ2,27f2) : (772 37f7') )
(4.15

The signature consists of

o= (C.,C,,C,, 71, 7a) € GY. (4.16)

SignDerive(pk, T, { (w;, 0®)}¢_,): given the public key pk, a file identifier 7

and ¢ tuples (wl,a( )) parses each signature (¥ as a tuple of the form

D) = (C_"zyi,C"M,C'u_,l,m,l,m’z) € G for i = 1 to £. Otherwise, the
derivation process proceeds in two steps.

1. Computes the commitments ¢, = Hf 10“’1 c. = Hiil C_",,“Z’

zZ, )
and C, = H C’u“’lﬁ and the proofs 71 = Hf T and T =
Lz
H 2 [
2. Wlth the fresh randomness used in step 1, re-randomizes the above

commitments and proofs using their homomorphlc property and re-
turns the re-randomized version o = (C’Z, C’T, Cu7 1, T2).

Verify(pk, o, 7, (M1, ..., M,)): given a pair (1, (Mi,...,M,)) and a pur-
ported signature o parses the latter as (C_”Z7 C_"T, C_”u, 71, 72). Then, returns
1 if and only if (My,...,M,) # (lg,...,1g) and equations (4.15) are
satisfied.

The scheme is clearly completely context-hiding because signatures only
consist of perfectly randomizable commitments and NIWI arguments.

As for the unforgeability of the scheme, the proof of the following theorem
is along the lines of [115, Theorem 5]. However, we can only prove unforge-
ability in a weaker sense as we need to assume that the adversary is target-
ing. Namely, in the case of Type II attacks, the adversary must also output
a proof that it actually broke the security of the scheme and that its vector
M* = (M},...,M}) € G" is indeed independent of the vectors for which it
obtained signatures for the target tag 7*.

If {]\;.I"Z =(M;a,..., M; )}, denote the linearly independent vectors that

were signed for 7*, the adversary could simply output a single test vector W =
(Wi,...,W,) € G" such that [[7_, e(M}, W;) # lg, and [[j_, e(M; ;, W;) =
1g, for each i € {1,...,m}. This test guarantees that the adversary’s output
is a non-trivial Type II forgery.

Theorem 18 The above scheme provides unforgeability against independent
targeting adversaries if the DLIN assumption holds in G.
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Proof. Since the scheme is completely context-hiding, we work with a simpler
security definition where the adversary only interacts with a signing oracle.
This suffices to guarantee security in the sense of Definition 34, as implied by
the result of Ahn et al. [6]. The proof proceeds via a sequence of games. In
each game, we denote by X; the probability that the adversary A wins.

Game,.eq; : This is the real game. When the adversary A terminates, the
simulator outputs 1 if A is successful. We thus have Pr[X,.q| = Adv(A).

Gameg : This game is identical to Gamejea_l' buic' we modify the generation of
the public key. Namely, the vectors (f1, fa, {f3.i}2 o) are chosen by setting

f_li = (flaleg) and f; = (lGaf27g)a Wlth flaf2 <i G AS fOI‘ {fg,i}iL:O’ they
are obtained as

r P& ’ 7€ > (=

fro=f"" 7 u(g)sor - u(g)rero 1)
g &, =&, ) o ) .
Foi = FE L REg)fe (o), ie{l.. I}

Wlth scalars 12 <i {0, ey L}, 5071761,1, . 7§L,1 (i Zp, 503,&172, e ,§L72 (i Zp,
50,3a§1,37~"7€L,3 <i Zp and P05 P1y- -5 PL <i {057C - l}a with C = 2q and
where ¢ is the number of distinct tags across all signing queries. Note that

this change is only conceptual since { f:o,,i}iL:O have the same distribution as in
Game,eq;. We thus have Pr[Xy] = Adv(A).

Game; : In this game, we first raise an event F}, which causes the simulator
B to abort if it does not occur. Let 7q,...,7; be the distinct tags successively
involved in A’s queries throughout the game and let 7* be the tag involved
in A’s forgery. We know that, for a Type II forger, 7* € {7,...,7,} whereas
™ & {r1,...,74} for a Type I adversary. For each string 7 € {0,1}X, we
consider the function J(7) = p-¢ — po — EiLzl piT[i]. We also define F; to be
the event that

J(t*)=0 A /\ J(7;) # 0.
T3 €{T1, T N7}

We note that the exponents pg, p1,...,pr are independent of A’s view: as a
consequence, the simulator could equivalently define { fg),,i}fzo first and only
choose {p;}£, — together with values {€5,}%, explaining the {f3,;}L, — at
the end of the game, when 7*,7(,...,7, have been defined. In the case of a

Type I attack, the same analysis as [138] (after the simplification of Bellare
and Ristenpart [11]) shows that Pr[X; A Fy] > Adv(A)?/(27-q- (L +1)).

This follows from the fact that, for any set of queries, a lower bound on
the probability of event Fy is 1/(2¢(L + 1)). In the case of Type II attacks,
a lower bound on the probability of F; for any set of queries is given by n >
1/(2(g—1)(L+1)) > 1/(2¢(L+1)). Indeed, after re-ordering, the set of queried
tags can be written {7*,7y,...,7,—1} and, from the known results [138, 88] on
the programmability of Waters’ hash function, we know that the probability,
taken over the choice of (i, po,--.,pL), to have J(r*) = 0 and A?;}J(Tj) #0
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for any distinct 7%, 71,...,74 is at least 1/(2(¢ —1)(L+1)) > 1/(2¢(L+1)). In
the following, we denote by F; the counterpart of event F} in Game;.

Game; : In this game, we modify the distribution of the public key. Namely,
f1=(f1,1,9) and fo = (1, fa,g) are chosen as before but, instead of generating
the vectors {f3,;}L , as previously, we choose them as

e -&,1 =802 —
fao=fi" - fa - u(g)mero,

- SEi1 i (4.18)
f3,i:f1 1 '.f? ’ '(17179)_%’ 7:6{1,...,[/},
which amounts to setting {3 = &1,3 = ... = {1,353 = 0. This change should not

significantly affect A’s behaviour if the DLIN assumption holds. More precisely,
if events X7 A F; and X5 A Fy occur with noticeably different probabilities in
Game; and Games, this contradicts the DLin assumption. Concretely, consider
a DLIN instance (g, f1, fa, f2', 22, Z), where 61,05 < Z, and Z = g% or
Z €r G. Using the random self-reducibility of DLin, we can create L + 1
independent DLIN instances by picking ¢;, ¢i,1; <~ Z,, for i € {0,..., L} and
setting

f_é,o = (( fl)@o 1450, ( 32)@0]5‘;[)0’ 790 . g¢o+¢o . L(g)llepr)’
f3i= (( fl)tpifl ‘ ( gz)wf?wi’ Z%i .g¢i+1bi . L(g)*pi)’ ie {1’ B .,L}

If Z € G, {fs.}L, is distributed as in Game,. If Z = g%**%2 the distribution
of {ﬁ,i}{;o is the same as in (4.18). For this reason, we can write | Pr[X2 A
Fy] — Pr[X; A Fi]| < AdvPY™(A) as we assumed that the challenger B can
always detect when a targeting adversary is successful.

Gameg : In this game, we modify the treatment of signing queries. We note that,

for a given message (7, M = (M, ..., M,)), there is an exponential number of
witnesses (z,7,u) € G satisfying the verification equations

n
e(gZ7z) : e(gT7r) ) He(giaMi) = 1GT7
i=1

(4.19)

e(hy,z)-e(h,u)- || e(hi, M;) = 1g,.

.

@
Il
-

Specifically, each z €r G determines a unique pair (7, w) for which (4.19) holds.
However, in Gameg, the simulator B answers all signing queries using the wit-
ness (z,r,u) such that

n n n
2= M, r=]]Mm, w= ] M
i=1 i=1 =1

Note that this amounts to choosing 8 = 0 at step 1 of the signing algorithm.
Still, B has a valid witness for the statement to be proved. It thus assembles

a Groth-Sahai CRS f = (f1, fa, ) by computing f, = fao- HiL:1 f;ﬂi]. Using

32
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f, it computes Groth-Sahai commitments 6Z7 Ci, éu to z, r and u. Using the
randomness of these commitments, it faithfully generates proofs 77 and 75
satisfying the verification equations (4.15).

We argue that this change does not affect A’s view whatsoever. Indeed, if
event F3 occurs we have J(7%) = 0 and J(7;) # 0 for each 7; # 7*. Moreover,
when J(7;), the Groth-Sahai CRS (fi, fa, f;J) is a perfectly hiding Groth-Sahai

CRS. This means that C_"Z, ér, C_"u are perfectly hiding commitments and proofs
(71, 7o) are perfectly witness-indistinguishable proofs. In other words, although
the proofs (71, 72) are always generated using the witnesses (z,r,u) for which
0 = 0, their distribution does not depend on which specific witness is used.

In contrast, in the case of Type II attacks, signing queries involving 7,
(éz, c,, C_:u,ﬁ"l,ﬂ_é) reveal the underlying (z,7, ) in the information theoretic
sense since (fi, fa, fr+) is a perfectly binding CRS when J(7*) = 0. However,
at most n — 1 signing queries on linearly independent vectors Mj are made
for the tag 7*, so that A only obtains n — 1 linearly independent equations
in the exponent. As a consequence, A does not obtain a sufficient amount
of information to recognize that § = 0 in the underlying signatures. For this
reason, we find that Pr[X3 A F3] = Pr[Xs A Fy.

In Games, we show that a successful forger A implies an algorithm 5 solv-
ing a given SDP instance (g., g, h., h) with non-negligible advantage, which
contradicts the DLIN assumption.

Recall that, when the adversary A terminates, it outputs (T*,M * o%),
where M* = (M},...,M}) and o* = (Cz,Cr,Cr, 75, 75) € G satisfies the

verification equations. At this point, if the event F) introduced in Game; oc-
curs, we must have J(7*) = 0, which means that f;+ = f3¢ - HZL:ll 3 1 s

in span( fi, fé) This implies that Ct,‘, C_": and 5; are perfectly binding com-
mitments. Moreover, using (log,(f1),log,(f2)), B can extract the underlying
group elements (z*,7*,u*) € G* by performing BBS decryptions of ciphertexts
(Cr,C* C%). Since (7F,73) are valid proofs for a perfectly sound Groth-Sahai
CRS, the extracted elements (z*,7*,u*) necessarily satisfy

—=

]-GT = e(gzv Z*) . e(gra T*) . e(gi, M:)a

1

<.
Il

(4.20)

.

«
Il
-

lg, =e(h,, 2%) - e(h,u*) - e(hi, M).

Having extracted (z*,r*,u*), B also computes
n n n
o= T, rf =T, uf = T, (4.21)
i=1 i=1 i=1
so that (27,7t uf) also satisfies (4.20). Since (2,77, uf) and (2*,7* u*) both

satisfy (4.20), the triple

* * *

R N A
(Hortut) = (5,

‘ﬁ
<)

)

—

r
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necessarily satisfies e(g., %) - e(g,, 7) = e(h., z*) - e(h,u*) = 1g,.. To conclude
the proof, we argue that z* # 1g with all but negligible probability.

To do this, we remark that, if the event F; defined in Game; occurs, the
only information that B leaks about (xi,...,Xn) resides in the unique sign-
ing query involving 7* in the case of Type II attacks. Indeed, for all sign-
ing queries (T, ]\Zf) involving tags 7 such that 7 # 7*, we have J(7) # 0
so that (fi,f;,f:) is a perfectly hiding Groth-Sahai CRS, for which proofs
(71, 72) and commitments are perfectly witness-indistinguishable. In other
words, the signatures (Cl, C,,Cy, 71, 75) for which J(7) # 0 leak nothing about
(X1,---5Xn)- In contrast, in the case of Type II attacks, signing queries involv-
ing 7, (éz,éT,éu,ﬁl,wé) reveal the underlying (z,r,u) in the information
theoretic sense. However, at most n — 1 linearly independent vectors Mj are
signed w.r.t. 7%, so that A only obtains n — 1 linearly independent equations
in the exponent for the unknowns (x1,...,Xxn). As a consequence, we can ap-
ply the same arguments as in the proof of Theorem 16 and Lemma 6. With
probability 1 — 1/p, we thus have z* # z*.

To recap, we find

1y -1
_ SDP 2y (1 1
Pr[X; A F3] = AdvSPP(B) (1 p) .
When putting the above altogether, we find
Adv(A)? SDP 1—t DLIN
— 7 < Ad (1= = Ad .
Sg (L) S AT®) ( p) + AdvPUN(B)

Since any SDP algorithm By yields a DLIN distinguisher B; such that AdvDLIN(BO) >
2. Adv°PP(By), we find

Adv(A) < \/27 g (L4114 % (1- 11))71} - AdvPUN(B)

and the announced result follows. O
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We show that linearly homomorphic SPS schemes generically yield non-
malleable [60] trapdoor commitments to group elements. We actually construct
a simulation-sound trapdoor commitment [73] — a primitive known (by [73,

]) to imply re-usable non-malleable commitments with respect to opening
[55] — from any linearly homomorphic structure-preserving signatures in sym-
metric bilinear groups. To our knowledge, we thus obtain the first constant-size
trapdoor commitments to group elements providing re-usable non-malleability
with respect to opening. Previous non-interactive commitments to group ele-
ments were either malleable [384, 82] or inherently length-increasing [64]: if we
disregard the trivial solution consisting of hashing the message first (which is
not an option when we want to allow for efficient proofs of knowledge of an
opening), no general technique has been known to date for committing to many
group elements at once using a short commitment string.

In our simulation-sound commitments to group elements, the commitment
generation technique appeals to the verification algorithm of the signature
scheme, and proceeds by evaluating the corresponding pairing-product equa-

145
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tions on the message, but using random group elements instead of actual sig-
natures. The binding and simulation-binding properties, in turn, stem from
the infeasibility of forging signatures while the signature homomorphism al-
lows equivocating fake commitments when simulating the view of an adver-
sary. It was already known how to build simulation-sound and non-malleable
commitments [73, , 55, 75, 38] from signature schemes with efficient X pro-
tocols. Our method is, in fact, different and immediately yields length-reducing
structure-preserving commitments to vectors without using ¥ protocols.

This construction of non-malleable commitment schemes from linearly ho-
momorphic signatures is somewhat unexpected considering that the terms
“non-malleability” and “homomorphism” are antagonistic, and thus may be
considered incompatible.

5.1 Definitions and Known Results

Trapdoor commitment schemes have been recalled in Section 2.4.1, however,
we first define them again to make explicit the alternative distribution of “sim-
ulated” commitments that are equivocable using the trapdoor key. We also
slightly modify their notations to bring a better uniformity in the following.

Definition 35 A trapdoor commitment is given by a tuple of five efficient algo-
rithms (Setup, Com, FakeCom, FakeOpen, Verify) where Com and Verify proceed
as in an ordinary commitment and other algorithms proceed as follows,

Setup: is a randomized algorithm that takes as input a security parameter .
It produces a public key pk and a trapdoor tk,

FakeCom: is a randomized algorithm that takes as input a public key pk and the
trapdoor tk. It outputs a fake commitment string com and some auziliary
information aux,

FakeOpen: takes as input a fake commitment produced by FakeCom and the
corresponding auxiliary information aux. It also takes as input a message
Msg and the trapdoor tk and outputs a fake de-commitment dec such that
Verify (pk, Msg, Edﬁw,&&:) =1,

where the trapdoor indistinguishability property implicitly holds:

Dyear := {(pk,tk) + Setup(\); (com,dec) < Com(pk, Msg) : (pk, Msg, com, dec)}
~  Dyake := {(pk,tk) < Setup()); (com,aux) < FakeCom(pk, tk);
dec « FakeOpen(aux, tk, com, Msg) : (pk, Msg,&iﬁ,&)}.
In a SSTC, each commitment is labelled with a tag. The definition of [114]
requires that, even if the adversary can see equivocations of commitments to

possibly distinct messages for several tags tag,...,tag,, it will not be able to
break the binding property for a new tag tag & {tag, ..., tagq}.
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Definition 36 ([114]) A simulation-sound trapdoor commitment is given by a
tuple of efficient algorithms (Setup, Com, FakeCom, FakeOpen, Verify) where the
tuple (Setup, Com, Verify) forms a commitment scheme and (FakeCom, FakeOpen)
are PPT algorithms with the following properties

Trapdoor: for any tag and any message Msg, the following distributions are
computationally indistinguishable:

Dyake := {(pk,tk) < Setup(X\); (com,aux) < FakeCom(pk, tk,tag);
dec FakeOpen(aux, tk,com, Msg) : (pk, tag, Msg, com, dAe/c)}

D, eqr := {(pk, tk) < Setup()); (com,dec) + Com(pk, tag, Msg) :
(pk,tag, Msg, com, dec)}

Simulation-sound binding: for any PPT adversary A, the following proba-
bility is negligible

Pr[(pk, tk) < Setup(\); (com,tag, Msg,, Msg,, decy,decy) « AC» (pk) :
Msg, # Msg, A Verify(pk, tag, Msg,,com,dec;) =1
A Verify(pk, tag, Msg,, com, decy) = 1 A tag € @Q],

where Oy pr @5 an oracle that maintains an initially empty set @ and
operates as follows:

e On input (commit,tag), it runs (com,aux) < FakeCom(pk, tk, tag),
stores (com, tag,aux), returns com and adds tag in Q.

e On input (decommit,com, Msg): if a tuple (com,tag,aux) was pre-

viously stored, it computes dec < FakeOpen(aux, tk, tag, com, Msg)
and returns dec. Otherwise, Oy pi Teturns L.

While our SSTC to group elements will be proved secure in the above sense, a
non-adaptive flavour of simulation-sound binding security is sufficient for the
construction of non-malleable commitments. Indeed, Gennaro used [75] such a
relaxed notion to achieve non-malleability from similar-looking multi-trapdoor
commitments. In the non-adaptive notion, the adversary has to choose the set
of tags tagi, ..., tage for which he/she wants to query the Oy i oracle before
seeing the public key pk.

We now recall the definition of independence for commitment schemes,
which is known (see, e.g. , [76] for a proof) to imply re-usable non-malleability
with respect to opening.

Definition 37 ([53]) A trapdoor commitment scheme (Setup, Com, FakeCom,
FakeOpen, Verify) provides £-independence if, for any PPT adversary (A1, As)
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and any pair of (-tuples (Msgy,...,Msg,), (Msg},...,Msg,)’, the following
probability is a negligible function of the security parameter \:

Pr[(pk, tk) < Setup(\); Ry, ..., Ry < {0,1}PVO;
(com;, aux;) < FakeCom(pk, tk, R;)
(st,com*) < A;(pk,comy,...,com) with com* ¢ {com; }i_,
dec; + FakeOpen(aux;, tk,com;, Msg,) Vi € {1,...,¢}
dec; < FakeOpen(aux;, tk,com;, Msg;) Vi e {1,...,¢}
(Msg}, decl) < Aa(st, pk, Msgy,decy, ..., Msg,, decy)
(Msg}, decs) « Ax(st, pk, Msg],dec], ..., Msgy, dec)) :
Msgy # Msgs A Verify(pk, Msg], com*, decy) = 1
A Verify(pk, Msg3, com™*, dec}) = 1]

A trapdoor commitment is independent if it provides {-independence for any
arbitrary ¢ € poly()).

It is known (see, e.g. , [L14]) that, when a SSTC scheme and a secure one-
time signature are combined to build an ordinary commitment scheme, the
simulation-sound binding property and the security of the one-time signature
imply the notion of independence.

5.2 A Generic Constant-Size Construction

As noted in [82, 83], some applications require committing to group elements
without knowing their discrete logarithms or destroying their algebraic struc-
ture by hashing them first. This section shows that linearly homomorphic SPS
imply length-reducing non-malleable structure-preserving commitments to vec-
tors of group elements.

Using the linearly homomorphic signature scheme of Section 4.4.3, we obtain
the first length-reducing non-malleable structure-preserving trapdoor commit-
ment. The resulting scheme is not strictly' structure-preserving (according
to the terminology of [5]) because the commitment string lives in Gp rather
than G. Still, openings only consist of elements in G, which makes it possi-
ble to generate efficient NIWI proofs that committed group elements satisfy
certain properties. To our knowledge, the only known non-malleable commit-
ment schemes whose openings only consist of group elements were described
by Fischlin et al. [61]. However, these constructions cannot be length-reducing
as they achieve universal composability [37, 39].

We recall that strictly structure-preserving commitments cannot be length-reducing, as
shown by Abe et al. [5], so that our scheme is essentially the best we can hope for if we aim
at short commitment strings.
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5.2.1 Intuition of the Generic Transformation

Our schemes are obtained by first constructing simulation-sound trapdoor com-
mitments (SSTC) — in the sense of Definition 36 — to group elements. SSTC
schemes were first suggested by Garay, MacKenzie and Yang [73] as a tool for
constructing universally composable zero-knowledge proofs [37]. MacKenzie
and Yang subsequently gave a simplified security definition which suffices to
provide non-malleability with respect to opening in the sense of the definition
of re-usable non-malleable commitments [55].

The verification equations (4.11) of the linearly homomorphic signatures of
Section 4.4.3 are given by

n

1GT = e(gz7 Z) ' e(gT,T) ' H 6(91‘7 mi)a
=t (5.1)

n
lg, = e(hs,z) - e(h,u) - e(Hg(r),v) - [ [ e(hir ma),

i=1
where 0 = (z,7,u,v) € G* is a signature on the group elements (mq,...,my),
for the file identifier 7. Instead, the key idea of our construction is to generate
a commitment on (M, ..., M,) associated with a tag 7 by picking the group
elements (z,7,u,v) at random and to evaluate the right-hand side of the above
equations. Concretely, for random dec := (Z, R,U, V) & G* the commitment
C = (C4,Cp) satifies

n

Ca = e(g:,2) - elgr, R) - [ ] elgis M),
= (5.2)

n
Cp = e(hs, Z) - e(h,U) - e(He(7),V) - [ ] e(hi, My).

i=1
Clearly, using the secret key of the linearly homomorphic signature as a trap-
door key, we see how a signature on an appropriate vector of messages (my, ...,
m,) can equivocate the openings of C' = (Ca,Cp) € G% by multiplication of
the equations. Example (2.27) of Groth-Sahai proofs shows how easy it is to
convince a verifier that you are able to open the commitment.

5.2.2 Template of Linearly Homomorphic SPS Scheme

We first observe that any constant-size linearly homomorphic structure-preserving
signature necessarily complies with the template below. Indeed, in order to
have a linear homomorphism, each verification equation necessarily computes

a product of pairings which should equal 1g, in a valid signature. In each
pairing of the product, one of the arguments must be a message or signature
component while the second argument is either part of the public key or an
encoding of the file identifier.

For simplicity, the template is described in terms of symmetric pairings but
generalizations to asymmetric configurations are possible.
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Keygen(A,n): given A and the dimension n € N of the vectors to be signed,
chooses constants n,,n,, m. Among these, n, and n, will determine the
signature length while m will be the number of verification equations.

Then, it chooses {Fj i }jcq1,....m}.ue{l,...n.}» 1Giitie{1,...n}, jeij,...m} D
the group G. The public key is

pk = ({Fjutieqr, . mbpe(t,nt {Giitic(, .n}, j€j..m})

while sk contains information about the representation of public elements
w.r.t. specific bases.

Sign(sk, 7, (M1, ..., M,)): Outputsatuplec = (Zl, cos D Vi, an) €
Gnr=tno,

SignDerive(pk, 7, { (w;, a(i))}le): parses each signature ¢(¥) as (Z{i), ce Z,(fz),
Vl(i), e V,fl)) and computes for all p € {1,...,n.} and v € {1,...,n,}

4 J4
ZM — HZ/SL) wj v, = HVV(z) wi.
=1 i=1

After a possible extra re-randomization step, it outputs the derived sig-
nature (Z1, coisZn V1, .. .,an).

Verify(pk, o, 7, (M1, ..., M,)): given asignature o, atag 7 and (M, ..., M,),
returns 0 if (My,..., My) = (1g, ..., 1g). Otherwise, parses the signature
as (Zl, cosZn Vi an) € G"=*™ and performs as follows.

1. For each j € {1,...,m} and v € {1,...,n,}, computes one-to-one”
encodings Tj, € G of the tag 7 as a group element.

2. Returns 1 if and only if ¢; = 1g,, for j = 1 to m, where

Ny n

¢ = [le@Euz0-[] e Vo) - [] (G M) (5.3)
pn=1 v=1 1

i=

In the following, we say that a linearly homomorphic SPS is regular if, for
each file identifier 7, any non-trivial vector (My,...,M,) # (1g,...,1g) has a
valid signature.

5.2.3 Construction of Simulation-Sound Structure-Preserving
Trapdoor Commitments

Let II5PS = (Keygen, Sign, SignDerive, Verify) be a linearly homomorphic SPS.
We construct a simulation-sound trapdoor commitment as follows.

2This condition can be relaxed to have collision-resistant deterministic encodings. Here,
we assume injectivity for simplicity.
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SSTC.Setup(A, n): given the desired dimension n € N of committed vectors,
chooses public parameters pp for the linearly homomorphic SPS scheme.
Then, it runs II°7S.Keygen(\, n) to obtain a public key

pk = ({Fj,u}jE{l ..... m},u€{l,....nz}> {Gj,i}ie{l ..... n}, j€{j4,.-s m})a

for some constants n,,n,, m, and a sk. The commitment key is pk = pk
and the trapdoor tk consists of sk. Note that the public key defines a
signature space G™=*" for constants n, and n,,.

SSTC.Com(pk, tag, (M1,...,M,)): to commit to (My,...,M,) € G" with
respect to the tag tag = 7, chooses (Z1,...,Z,_,Vi,...,Vy,,) < Gn=Tme
in the signature space. Then, it runs step 1 of the verification algorithm
and evaluates the right-hand side member of (5.3). Namely, it computes
for all j € {1,...,m}

n, Ny n

¢ = [[eEumz) - [1e@w. Vo) - []e(Gii M) (5.4)
p=1 v=1 1

=

where {7} ,};, forms an injective encoding of tag = 7 as a set of group
elements. The commitment string is com = (ci,...,¢,) whereas the
decommitment is dec = (Zl, e Zn Vil Vn)

SSTC.FakeCom(pk, tk,tag): selects random (Ml, ... ,Mn) & G and pro-
ceeds like SSTC.Com. If (cm,dec) denotes the resulting pair, the al-
gorithm outputs com = c¢dm and the auxiliary information aux, which
consists of the pair aux = ((My, ..., M,),dec) for tag = 7.

SSTC.FakeOpen(aux, tk, tag,com, (M, ..., M,)): parses the commitment
com as (€1, ..., 6m) and aux as ((Ml, M) (24, 2 VA ,Vnu))
It first generates a linearly homomorphic signature on the vector of mes-
sages (Ml/Ml, ce Mn/Mn) for the tag tag = 7. Namely, using the trap-
door tk = sk, it computes a signature o’ = (Z1,..., 2, ,V{,..., V] )+
I15PS Sign (sk, 7, (My/M,, ..., Mn/Mn)) Since ¢ is a valid signature and
aux = ((Ml, o J\an), (Zl, e an7171, el an)) satisfies

& = [len 20 I e@w Vo) - T]e(Gha i) (5.5)
p=1 v=1 =1

for all j € {1,...,m}, for 6 = (Z1,...,Zn.,Vi,...,Vy,), the algorithm
can run (Zy,..., an,f/l, e VM) + SignDerive(pk, 7, {(1,0"),(1,5)}),
and outputs dec = (Z1y.. .y Zn, Vi, ..., V,,) which is a valid decommit-
ment to the vector (M, ..., M,) with respect to tag = 7.

SSTC.Verify(pk, tag, (M, ..., M,),com,dec): parsescom as (ci1,...,¢p) €
G7' and the de-commitment dec as (Zl, coisZn Vi, an) € Gn=tne
(if these values do not parses properly, return 0). Then, it computes a
one-to-one encoding {7} , };, of tag = 7. Returns 1 if relations (5.4) hold
and 0 otherwise.
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In the full version of our paper [106, Appendix 5], we extend the above con-
struction so as to build simulation-sound trapdoor commitments to vectors from
any linearly homomorphic signature that fits a certain template. As a result,
we obtain a modular construction of constant-size non-malleable commitments
to vectors which preserves the feasibility of efficiently proving properties about
committed values. We also give an instantiation based on the CDH assump-
tion to commit on a vector of scalars using our linearly homomorphic signature
of [10] which is notably secure against Type I independent adversaries — as
implicitly proved by [10, Lemma 8]. With a further optimization, this results
in a commitment consisting of one target group element and two source group
elements for openings. Unfortunately the details are beyond the scope of this
thesis since we are focusing on structure-preserving application.

Applying the transformation from SSTC to NM commitments.

As stated in the previous section, a standard technique allows constructing
a re-usable non-malleable commitment from a SSTC scheme as follows. To
commit to Msg, the sender generates a key-pair (VK, SK) for a one-time signa-
ture and generates (com, dec) «— SSTC.Commit(pk, VK, MSg) using VK as a tag.
The non-malleable commitment string is the pair (com, VK) and the opening is
given by (dec, o), where o is a one-time signature on com, so that the receiver
additionally checks the validity of o. This construction is known to provide
independence (see Definition 37 of previous section) and thus non-malleability
with respect to opening, as proved in [53, 70].

In our setting, we cannot compute ¢ as a signature of com, as it consists
of Gr elements. However, we can rather sign the pair (Msg, dec) — whose
components live in G— as long as it uniquely determines com. To this end, we
can use the one-time structure-preserving of [4, Appendix C.1] since it allows
signing messages of arbitrary length using a constant-size one-time public key.
Like our scheme of Section 4.4.3, it relies on the SDP assumption and thus yields
a non-malleable commitment based on this sole assumption. Alternatively, we
can move ¢ in the commitment string (which thus consists of (com,VK, o)),
in which case the one-time signature does not need to be structure-preserving
but has to be strongly unforgeable (as can be observed from the definition
of independent commitments recalled in Definition 37 of the previous section)
while the standard notion of unforgeability suffices in the first case.

5.2.4 Security Proof of the Generic Transformation

The security of the generic construction is stated by the following theorem.
Theorem 19 Assuming that the underlying linearly homomorphic SPS is reg-
ular and secure against non-independent Type I adversaries, the above con-

struction is a simulation-sound trapdoor commitment to group elements.

Proof. We first observe that the commitment satisfies the trapdoor property
if the homomorphic SPS is regular. Indeed, in the distribution Dy4ke, the
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commitment com is obtained as
¢; = [leEmz0)- ] e Vo) [] (G M) (5.6)
p=1 v=1 1

1=

for all j € {1,...,m}, where (M,..., M,) €g G" and for a uniformly ran-
dom tuple (Zl, cee an, Vi,..., an) €r G We also know that, for any
(My,...,M,) # (My,...,M,), the vector (M,/M,..., M,/M,) has a valid
signature o’ = (Zy,..., 2, ,V{,...,V, ), so that there exists

Uz

dec = (Z1, .y Znoy iy s Vi) = (20 Z1y e 2 2 V- VAV V)

that explains com as a commitment to (M, ..., M,,). Moreover, since the vec-
tor (Z1,...,Zn,,Vi,...,Va,) was chosen uniformly in G"=*"+, dec is uniform

among values (Z1, ..., an,Vl, ..., Vo, ) such that, for all j € {1,...,m}

Nz Ny n
¢ = [[eEuz)- I e@iw, Vo) [ e(Gir M). (5.7)
p=1 v=1 =1

In other words, the joint distribution of (com, crez) is the same as if it were ob-
tained by choosing (Z1, ..., Zn., Vi,...,Vn,) < G™*" and computing {c; i
as per (5.7).

We now turn to the simulation-sound binding property and show that, if
there exists a PPT adversary A who breaks this property with non-negligible
advantage €, there exits a non-independent Type I forger B against the signa-
ture scheme.

Concretely, our adversary B obtains a public key pk from his/her own chal-
lenger and sends the commitment key pk = pk to A. Whenever A sends a query
(commit, tag) to the Oy pi oracle, B faithfully runs the SSTC.FakeCom algo-
rithm and thus computes com = {¢;}72; according to (5.6) for randomly chosen

(My,...,M,) & G", dec = (Z1,..., Zn.,V1,..., V) & G+ and retains

the information aux = ((Ml, ...y, My),dec). When the oracle Oy pi subse-

quently receives a query of the form (decommit, com, (M, ..., M,)), the reduc-
tion B invokes its own signing oracle on the input (tag, (M1 /M, ..., M,/M,)).
Upon receiving the resulting signature (Z7,...,2),_,V{,...,V, ), B computes

and returns dec = (Z1 - Z),..., Zn. -Z{lz,f/l Vi Vi, Vo).

Eventually, the adversary A outputs a commitment of his/her own com* =
(ct,...,c,) along with valid openings dec = (Z1,...,Z,.,V1,...,Vy,), dec’ =
(Z1,...,2],_,V{,...,V, ) to distinct vectors (M1, ..., My,) # (Mj,...,M)) for

some tag tag* that has never been used in any query to Oy 5. Since both
openings successfully pass the verification test, we find that

(Z1/21, ... 20, ) 2], VAV Vi V)

forms a valid homomorphic signature on the vector (My/Mj,..., M,/M]) #
(1g,...,1g) for the identifier 7* = tag*. By construction, 7% was never the
input of a signing query made by B to his/her own oracle. Consequently, B is
indeed a Type I non-independent forger with advantage ¢. g
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Cryptographic proof systems are central building blocks to turn protocols
into verifiable systems without damaging their security. The description of Sec-
tion 2.5 recalls that they consist of a preponderant place where verifiability and
privacy meet each other. In particular, non-interactive zero-knowledge proofs
play a fundamental role in the design of numerous cryptographic protocols.
Unfortunately, until the breakthrough made by the Groth-Sahai techniques,
detailed in (2.5.3), it was not known how to construct them efficiently with-
out making use of the random oracle methodology. Initially, efficient methods
employed the Fiat-Shamir heuristics.

As we saw in the first part, the Groth-Sahai methodology describes non-
interactive witness-indistinguishable (NIWT) and zero-knowledge (NIZK) proof
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systems for algebraic relations in groups equipped with a bilinear map. Since
2008, it has been the most efficient in constructing such proofs for algebraic
relations in the standard model. For the important task of proving membership
in linear subspaces, Jutla and Roy have quite recently given significantly more
efficient proofs in the quasi-adaptive setting (QA-NIZK). The difference be-
tween ordinary NIZK systems is that the common reference string (CRS) may
depend on the considered language in this model. However, a single simulator
must work for all languages. Even though it is a relaxed model, they pointed
out that QA-NIZK proofs are sufficient for many applications of Groth-Sahai
proofs. Our constructions in the Part IV will further emphasize this observa-
tion.

Chapter 5 pointed out that structure-preserving signatures with linearly
homomorphic properties have unexpected applications in the design of non-
malleable structure-preserving commitments. In this chapter, we greatly ex-
tend their range of applications by demonstrating that they can surprisingly
be used — albeit non-generically — in the design of strongly non-malleable prim-
itives like simulation-sound proofs (Definition 18).

Concretely, we describe unbounded simulation-sound QA-NIZK proofs of
constant-size for linear subspaces. The length of a proof does not depend on
the number of equations or the number of variables, but only on the underlying
assumption. Somewhat surprisingly, they are even asymptotically shorter than
random-oracle-based proofs derived from Y-protocols.

For applications like CCA2 security, where only one-time simulation- sound-
ness is needed, we further optimize our proof system and obtain a relatively
simulation-sound QA-NIZK proof system, as defined in [94]. Under the DLIN
assumption (resp. the k-linear assumption), we achieve this result with only 4
(resp. k + 2) group elements!

6.1 Definition and Security Notions

In this section we first recall the novel notion of quasi-adaptive non-interactive
zero knowledge (NIZK) proofs, of Jutla and Roy [95], for probability distri-
butions on parametrized languages. It is quasi-adaptive in the sense that the
common reference string (CRS) generator can generate the CRS depending on
the language parameters. However, the simulation is required to be uniform,
i.e., a single efficient simulator should work for the whole class of parametrized
languages. Next, for simulation-sound proofs (Definition 18) we first recall the
extended notion of unbounded simulation soundness of Sahai [130], and sec-
ondly the relative simulation soundness of Jutla and Roy [94] for the one-time
notion but where proof systems generate a trapdoor key that allows private
verification. Finally, in the quasi-adaptive setting we introduce our notations
for distributions on languages that are linear subspaces of vector spaces.
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6.1.1 Quasi-Adaptive NIZK Proofs

Quasi-Adaptive NIZK (QA-NIZK) proofs are NIZK proofs where the CRS is
allowed to depend on the specific language for which proofs have to be gener-
ated. The CRS is divided into a fixed part I', produced by an algorithm Ky,
and a language-dependent part v. However, there should be a single simulator
for the entire class of languages.

Let A be a security parameter. For public parameters I' produced by the
algorithm Ko, let Dr be a probability distribution over a collection of rela-
tions R = {R,} with an associated language £, = {z | Jw : R,(z,w) = 1}
parametrized by a string p.

We consider proof systems where the prover and the verifier both take a
label Ibl as additional input. For example, this label can be the message-
carrying part of an Elgamal-like encryption.

Definition 38 (Quasi-Adaptive NIZK Proofs) A quadruple of efficient al-
gorithms (Ko, K1, P, V) is a QA-NIZK proof system for above relation R if there
exists a PPT simulator (S1,S2) such that, for any PPT adversaries Ay, Ay and
As, we have the following properties;

Quasi-Adaptive Completeness:
PT[F «— KO()‘)v p DF; 1/) — Kl(rvp)v (x,w, lbl) «— Al(rvva)v
T+ P, z,w,Ibl) : V(¢,z,m,Ibl) =1 if Ry(z,w) =1] =1,
Quasi-Adaptive Soundness:
PI'[F A KO()\)? P HDFa 1/} — Kl(r7p)a (:1777-[-5 lbl) — AQ(R%P) :
V(¢,z,m,Ibl) =1 A =(Fw: R,(x,w) = 1)] € negl(N),

Quasi-Adaptive Zero-Knowledge:

Pr[T < Ko(A); p < Dri (4, Toim) < S1(T, p) © AZTim (D 4 p) = 1]
~  Prll « Ko(A); p ¢ Dr; ¢ Ki(T,p) © A5, p) = 1],

where

- P(v,.,.,.) emulates the actual prover. It takes as input (x,w) and Ibl and
outputs a proof 7 if (x,w) € R,. Otherwise, it outputs L.

- So(®Y, Tsim, -5 - -) 18 an oracle that takes as input (x,w) and Ibl. It outputs
a simulated proof So(¥, Tsim, x, bl) if (x,w) € R, and L if (z,w) ¢ R,.

We assume that the CRS 1 contains an encoding of p, which is thus avail-
able to V. The definition of Quasi-Adaptive Zero-Knowledge requires a single
simulator for the entire family of relations R.
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6.1.2 Simulation Soundness and Relative Soundness

It is often useful to have a property called simulation-soundness which requires
the adversary to be unable to prove false statements even after having seen
simulated proofs for possibly false statements.

Definition 39 (Simulation-Sound QA-NIZK Proofs) A QA-NIZF proof
(Ko, K1, P,V) for above relation R and simulator (S1,S3) is simulation-sound
if for any PPT adversary A4, we have the following property:

Unbounded Simulation-Soundness:

Pr[I’ < Ko(A); p < Dr; (¢, Tsim) < S1(I', p);
(z,m,1bl) = AT I(T oy ) V(4 m, Ibl) = 1
A =(Fw: Ry(z,w) =1) A (z,m,Ibl) & Q] € negl()),

where the adversary is allowed unbounded access to an oracle So(V, Tsim, - -)
that takes as input statement-label pairs (z,Ibl) (where x may be outside L,)
and outputs simulated proofs ™ < Sao(¥, Teim, x, Ibl) before updating the set
Q = QU {(z,m,Ibl)}, which is initially empty.

In the weaker notion of one-time simulation-soundness, only one query to the
S, oracle is allowed.

In some applications, one may settle for a weaker notion, called relative
soundness by Jutla and Roy [94], which allows for more efficient proofs, es-
pecially in the single-theorem case. Informally, relatively sound proof systems
involve both a public verifier and a private verification algorithm, which has ac-
cess to a trapdoor. For hard languages, the two verifiers should almost always
agree on any adversarially-created proof. Moreover, the private verifier should
not accept a non-trivial proof for a false statement, even if the adversary has
already seen proofs for false statements.

Definition 40 (Single-Theorem Relatively Sound QA-NIZK) A labelled
single-theorem relatively sound QA-NIZK proof system is comprised of a quasi-
adaptive labelled proof system (Ko, K1, P,V) along with an efficient private ver-
ifier W and an efficient simulator (S1,S2). Moreover, the following properties
should hold for any PPT adversaries (A1, A2, Az, A4):

Quasi Adaptive Relative Single-Theorem Zero-Knowledge:

Pr[l = Ko(A); p ¢ Dri ($,7) < Si(T, p); (w,w,1bl, 5) = AV 7 (D, p);
7 Sa(h, po 7y, bl) + AV T (7 g) = 1]

Pr[l’ + Ko(A); p ¢ Drs < Ki(L, p); (z,w, b, 5) = A/ (1,0, p);
7w+ P(, p,x,w,Ibl) : A\Q/(w"")(ﬂ,s) = 1],

Q

Here, A, is restricted to choosing (z,w) such that R,(x,w) = 1;
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Quasi Adaptive Relative Single-Theorem Simulation-Soundness:

Pr[l < Ko(A); p ¢ Dr; (¥,7) < S1(T, p);
(z,1blys) Agv(w’T"")(F,z/J,p); 7 Sa(¢, p, 7,2, 1bl) :
(2',1bl', ') < sz(w’T"")(s,w) : (@, m,1bl) # (2,7, Ibl")
A Bw st Ry(z',w')=1 A W, 7,2, Ibl',7") = 1] € negl()\)

Note that the definition of relative simulation-soundness does not require
the adversary to provide a witness but the definition of single-theorem zero-
knowledge does.

6.1.3 Quasi-Adaptive Language for Linear Subspaces

In the following, vectors are always considered as row vectors unless stated
otherwise. If A € Z;X” is a matrix, we denote by g4 € G'*" the matrix
obtained by exponentiating g using the entries of A.

We consider public parameters I' = (G, G, g) consisting of bilinear groups
(G, Gr) with a generator g € G. We will consider languages £, = {g** € G" |
T € Z1,} that are parametrized by p = g® € G, where A € Zy"™isatxn
matrix of rank ¢t < n.

As Jutla and Roy, we assume that the distribution Dr is efficiently sam-
plable: there exists a PPT algorithm which outputs a pair (p, A) describing a
relation R, and its associated language £, according to Dr. One example of
such a distribution is obtained by picking a uniform matrix A & Z;X” — which
has full rank with overwhelming probability — and setting p = g*.

6.2 Unbounded Simulation-Sound Arguments

For membership of the row space of a t X n matrix, the Jutla and Roy’s QA-
NIZK proofs save §(t) group elements compared to Groth-Sahai. Here, we
give QA-NIZK proofs made of a constant number of group elements — re-
gardless of the number of equations or the number of variables — and addi-
tionally prove them unbounded simulation-sound. Unlike previous unbounded
simulation-sound Groth-Sahai-based proofs, our construction does not involve
quadratic pairing product equations and does not rely on a chosen-ciphertext-
secure encryption scheme. Instead, we build on our structure-preserving lin-
early homomorphic signatures described in Section 4.4.

6.2.1 Realization for Linear Subspace Membership

In our unbounded simulation-sound proofs, each QA-NIZK proof can be seen
as a Groth-Sahai NIWI proof of knowledge of a one-time linearly homomorphic
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signature on the vector that allegedly belongs to the linear subspace. Here, the
NIWTI proof is generated for a Groth-Sahai CRS that depends on the verifica-
tion key of a one-time signature, the private key of which is used to sign the
entire proof so as to prevent re-randomizations. The reason why it provides un-
bounded simulation-soundness is that, with non-negligible probability, the CRS
is perfectly hiding on all simulated proofs and extractable in the adversarially-
generated fake proof. At a high level, the system can be seen as a two-tier
proof system made of a non-malleable proof of knowledge of a malleable proof
of membership.

Technical Intuition. Specifically, the language-dependent CRS 1 contains
one-time linearly homomorphic signatures on the rows of the matrix p € G**™.
For each vector ¥ € L, the prover can use the witness & € Zfa to derive and
prove knowledge of a one-time homomorphic signature (z,r,u) on ¥. This
signature (z,r,u) is already a QA-NIZK proof of membership but it does not
provide simulation-soundness. To acquire this property, we follow [115] and
generate a NIWI proof of knowledge of (z,7,u) for a Groth-Sahai CRS that
depends on the verification key of an ordinary one-time signature, exactly as
we did for the file identifier in our completely context-hiding variant of the
homomorphic signature. The latter’s private key is used to sign the NIWI
proof so as to prevent unwanted proof manipulations. Using the private key
of the homomorphic one-time signature as a trapdoor, the simulator is also
able to create proofs for vectors ¥ ¢ L£,. Due to the use of perfectly NIWI
proofs, these fake proofs do not leak more information about the simulation
key than the CRS does. At the same time, the CRS can be prepared in such
a way that, with non-negligible probability, it becomes perfectly binding on an
adversarially-generated proof, which allows extracting a non-trivial signature
on a vector U & L,.

The Scheme. Like in the Jutla and Roy’s scheme, our quasi-adaptive NIZK
proof system (Ko, K1, P,V) is a split CRS construction in that K; can be di-
vided into two algorithms (Kjg,Ki1). The first one Ko outputs some state
information s and a first CRS CRSy which is only used by the verifier and
does not depend on the language £,. The second part K;; of K; inputs the
state information s and the output of I" of Ky and outputs CRS; which is only
used by the prover.

Ko(\): chooses groups (G,Gr) of prime order p > 2* with g <& G. Then,
outputs I' = (G, Gr, g). The dimensions (¢,n) of the matrix A € ZZX"
can be either fixed or part of the language, so that ¢,n can be given as
input to the CRS generation algorithm Kj.

Ki(T, p): parses I' as (G,Gr, g) and p as a matrix p = (G, ;) € G
1. Generates a key pair (pK,qnqsSKrand) for the randomizable signature of

Section 4.4.4 in order to sign vectors of G. Namely, chooses ¢, gr, b, hy <&
G and performs the following.
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a. For i =1 to n, picks x;, Vi, 0; <= Z, and computes g; = g.X'g,”" and
hi = hXh,”.

b. Generates L 4+ 1 Groth-Sahai common reference strings, for some
L € poly()\). To this end, chooses fi,f> < G and define f; =
(f1,1,9) € G3, fo = (1, f2,g) € G3. Then, picks f3,; < G fori =0
to L.

Lets skyanda = {(Xi,7i, 9i) }7=q be the private key and the matching public
key is

pkrand = (gZa grs hZ7 hua {(g’mhl) ?:17 f= (.ﬁvﬁv{fé,i}fzo) )

2. On the vectors pg; = (Gy1,-...,Gin) € G™ that form the rows of p, uses
skrana to generate one-time linearly homomorphic signatures {(z;, r;, u;) }._;.
These are obtained as

n n n
(zovruw) = ([] 60, TIG TIG)  Wiefl....th.
j=1 j=1 j=1

3. Chooses a strongly unforgeable one-time signature ¥ = (G,S,V) with
verification keys consisting of L-bit strings.

4. The CRS ¢ = (CRS;, CRS,) consists of two parts which are defined as

CRS; = (,0, PRyanas {(zis7is wi) Hioy, 2)= CRS, = (pkrand7 E>7

while the simulation trapdoor g, is skrand = {(Xs, Vi, 0:) }iq-

P(T, 4, ¥, x,Ibl): given a candidate ¥ € G™ and a witness & = (z1,...,2:) € Z;
such that o = g4, generates a one-time signature key pair (SVK, SSK) <
G(\) and does the following.

1. Using {(zj,75,u;)}5_;, derives a one-time linearly homomorphic signa-
— _ t T; _ t T
ture (zt, r,u) on ¥. Namely, computes z = [[,_, 2", r = [[,_; ;" and
— T4
w=[[,_,uj".

2. Using SVK = SVK[1]...SVK[L] € {0,1}%, defines the vector fsyk =
J‘T;;70~Hf:1 f;ivﬂi] and assembles a Groth-Sahai CRS fsyk = (fi, f_é, féVK).
Using fsyk, generate commitments C_"Z, éh C_"u to the components of
(z,7,u) € G* along with NIWI proofs (71, 72) that ¥ and (z,7,u) sat-
isfy (4.9). Lets (éz,éT,éu,ﬁl,ﬁg) € G'® be the resulting commitments
and proofs.

3. Generates 0 = S(SSK, (7, C., 6r, C, 71, o, Ibl)) and outputs

—

m=(SVK,C.,C,,C,, 71, 72, 0) (6.1)
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V(T, ¢, U, m,Ibl): parses m as per (6.1) and returns 1 if (i) V(SVK, (7, c.,C.,C,,
71, 7, Ibl), o) = 1; (ii) (6Z,ér,é'u,ﬁ1,ﬁg) forms a valid NIWI proof for
the CRS fsyk = (ﬁ,fé,fé\m) (see (4.15) for the detailed verification
equations). If either condition fails to hold, returns 0.

In order to simulate a proof for a given vector ¥ € G", the simulator uses
Tsim = SKrand tO generate a fresh one-time homomorphic signature on v € G™
and proceeds as in steps 2-3 of algorithm P.

The proof 7 only consists of 15 group elements and a one-time pair (SVK, o).
Remarkably, its length does not depend on the number of equations n or the
number of variables ¢. In comparison, Groth-Sahai proofs already require 3t+2n
group elements in their basic form and become even more expensive when
it comes to achieving unbounded simulation-soundness. The Jutla-Roy tech-
niques [95] reduce the proof length to 2(n —t) elements — which only competes
with our proofs when ¢ ~ n — but it is unclear how to extend them to get
unbounded simulation-soundness without affecting their efficiency. Our CRS
consists of O(t + n + L) group elements against O(t(n —t)) in [95]. More de-
tailed comparisons are given in Section 6.5 between proof systems based on the
DLIN assumption.

Interestingly, the above scheme even outperforms Fiat-Shamir-like proofs
derived from X-protocols which would give ©(t)-size proofs here. The con-
struction readily extends to rely on the k-linear assumption for k£ > 2. In this
case, the proof comprises (k+1)(2k+1) elements and its size thus only depends
on k, as detailed in Appendix 6.4.

Moreover, the verification algorithm only involves linear pairing product
equations whereas all known unbounded simulation-sound extensions of Groth-
Sahai proofs require either quadratic equations or a linearization step involving
extra variables.

We finally remark that, if we give up the simulation-soundness property,
the proof length drops to k£ + 1 group elements under the k-linear assumption.

6.2.2 Proof of the Simulation-Sound Argument

The security of the above scheme is stated by the following theorem.

Theorem 20 The scheme is an unbounded simulation-sound QA-NIZK proof
system if the DLIN assumption holds in G and % is strongly unforgeable.

Proof. The quasi-adaptive completeness property follows directly from the cor-
rectness of the randomizable linearly homomorphic signature of Section 4.4.4.
We thus focus on the quasi-adaptive zero-knowledge and quasi-adaptive un-
bounded simulation-soundness properties.

Quasi-Adaptive Zero-Knowledge. To prove this property we consider a
sequence of two games which begins with a game where the adversary has
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access to a real prover P on a real CRS 1. In the second game, the adversary
will be faced with a simulator (Sq1,S2).

Game;: is a game where the adversary A is given the description of the lan-
guage £, and is granted access to a real CRS v and an actual prover
P(¢,.,.) which takes as input a vector ¥ along with a witness & € Z;
such that @ = ¢g%#. At each invocation, the oracle outputs a genuine
proof 7 by running the legal P algorithm. The adversary is allowed to
query P(%,.,.) a polynomial number of times and eventually outputs a
bit 8 € {0,1}. We denote by S; the event that 8 = 1.

Games;: This game is identical to Games with the difference that, when the
P(v, .,.) oracle is queried on a pair (7, &), it does not use the witness T €
Zfo anymore at step 1 of the proving algorithm. Instead, it uses the private
key skrana = {(xi,7i,0:)}1-, to compute a one-time signature (z,7,u) =
(H?Zl v;Xj,Hglzl v;w , H?Zl v;[sj) on the vector v = (vq,...,v,) € G™.
The remaining parts of 7 are generated as in the real P(¢, .,.) oracle in
steps 2 and 3 of the proof generation algorithm. Although, the witness
S ng is never used, it is easy to see that (z,r,u) has exactly the same
distribution as in Gamey if ¥ € £, (i.e., as long as ¥ = g% A for some
T € 7). We thus have Pr[S;] = Pr[S1].

We define the simulator (S1,S2) by having S; generate the CRS ¢ as in Game;
(so that ¢ has the same distribution as the real CRS) and letting So generate
proofs without using the witnesses as in Games. It easily comes that the system
is perfectly quasi-adaptive zero-knowledge as, for all language members v € G",
simulated proofs are distributed as real proofs.

Quasi-Adaptive Unbounded Simulation-Soundness. To prove this prop-
erty, we proceed again with a sequence of games.

Game;: is the real game where the adversary A is given the description of the
language £, and is granted access to a simulated CRS v and a simulated
prover So (¥, Tsim, -, -) which takes as input a vector-label pair (7, Ibl) and
returns a simulated proof 7 that ¢ € £,. To generate p € G'*" according
to the distribution Dr, the challenger generates a matrix A € Z;X" with
the appropriate distribution (recall that Dr is efficiently samplable by hy-
pothesis) and computes p = g”. In addition, the challenger B computes
a basis W € Z™ of the right kernel of A and retains it for later use.
The adversary is allowed to query the simulated prover So(v, Tsim, - -)
on polynomially many occasions. The game ends with the adversary A
outputting an element @*, a proof 7* and a label Ibl*. The adversary is
deemed successful if * & £, (i.e., U* is not in the row space of p € G'*")
but (7%, Ibl*) is a valid proof. We denote by S; the latter event, which B

can recognize by testing if & = (v1,...,v,) € G" satisfies [[}_, v =1g
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for each column ;"

= (W14, ..., wn;) " of W. Indeed, the vectors y € Loy
in the row space of A are exactly those for which y - W = 0.

Game;: This game is identical to Game; but the challenger B aborts if the ad-
versary A outputs a fake proof #* that recycles one of the one-time ver-
ification keys appearing in outputs of the So(v), Tsim, -, .) oracle. Clearly,
Gamey and Game; are identical until the latter event occurs and this
event contradicts the strong unforgeability of X: if ¢ denotes the number
of queries to S2(, Tsim, -, -), a standard argument shows that | Pr[Ss] —
Pr[S)]| < ¢ - Adv" " (B).

Games: This game is identical to Gamey but we modify the generation of pk,.,,,4
when the public key is set up. Namely, the vectors ( ﬁ, f;, { f;;,i}iL:O) are
chosen by setting fi = (f1,1g,9) and fé = (lg, f2,9) where f1, f» & G
are chosen at random. As for { ﬁ’i}fzm they are obtained as

fi‘%O = flOYI : f20,2 : (17 l’g)fo,s : (17 lag)#.<7p0 (62)
fai = [t feto(1,1,9)%0 - (1,1,9) 7", ie{l,...,L}

with g1 & {0,..., L}, €0.1,611,- €01 ¢ Zp, L02,81.2,- 562 < Zy,
50,3761,3,---;5L,3 <i Zp and PO P15 PL (i {0,,< — 1}, Wlth C =
2(¢+1) and where ¢ is the number of queries to the Sa (1), Tgim, .) oracle.
Note that this change is only conceptual since the distribution of { f;’;,i}fzo
has not changed since Games. We thus have Pr[S3] = Pr[Ss].

Game,: This game is like Games but we consider an event Good which causes
the challenger B to abort if it does not occur. Let SVKy,...,SVK, be
the distinct one-time verification keys appearing in outputs of the S
oracle throughout the game. Let also SVK* be the verification key in-
volved in the fake proof 7* produced by A. We know that SVK* ¢
{SVKjy,...,SVK,} unless the failure event introduced in Games occurs.
For each verification key SVK € {0, 1}, we consider the function J(SVK) =
p-C—po— Zf:l pi-SVK[i], where {p;}L_, are the values internally defined
by the simulator in Games. We also define Good to be the event that

J(SVK*) =0 A /\  J(SVK;) #0. (6.3)
Je{l,....q}
We remark that the random exponents pg, p1, ..., pr are chosen indepen-

dently of A’s view: this means that the simulator could equivalently
define { f;,,i L, first and only choose {p;}~, — together with values
{€3.4}E, explaining the {f3,}%, — at the very end of the game, when
SVK*,SVKj, ..., SVK;,SVK have been defined. The same analysis as
[138] (using the simplifications of Bellare and Ristenpart [14, Theorem
3.1]) shows that Pr[Ss A Good] > Pr[S5]2/(27- (¢ +1) - (L +1)).

This follows from the fact that, for any set of queries, a lower bound on
the probability of event Good is 1/(2¢(L+1)). Indeed, from the known re-
sults [138, 88] on the programmability of Waters’ hash function, we know
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that the probability, taken over the choice of (u, po, ..., pr), to meet the
conditions (6.3) is at least 1/(2¢(L + 1)).

Game;: We modify again the way to compute pk,.,,,4 in the generation of the

ran
public key. Namely, the vectors f1 = (f1,1c,9), fo = (lg, f2,9) are
chosen as before. However, instead of generating {f3;}L, as in Gamey,

we set them as

f_‘é,O = fl()’l : f§0’2 : (17 179)/L'<—p0 (64)
faa = [ 052 (L1,9)7"7, ie{l,....L}
which amounts to setting o3 =&13 = ... = &r,3 = 0. Clearly, {Jzi;,i}zj'::o

are no longer uniform in the span of (fl, f;, (1, l,g)). Still, this change
should not be noticeable to A if the DLIN assumption holds in G. Con-
cretely, if the adversary wins (recall that the challenger can still detect this
event using the matrix W ¢ ng(n_t) as explained in Game;) with sub-
stantially different probabilities in Games; and Gamey, we can construct
a DLIN distinguisher BP*™ in the group G. This distinguisher uses the
random self-reducibility of DLIN to construct many independent-looking
instances from the same distribution out of a given instance. The distin-
guisher then runs A4 on input of the CRS that was generated using the
DLIN instances and it eventually outputs 1 if the adversary wins. We
can thus write | Pr[S5 A Good] — Pr[S4 A Good]| < Advgprin(A).

In Games, we show that a successful adversary implies an algorithm B solv-
ing a given SDP instance (g, gr, h-, h,) with non-negligible probability, which
a fortiori breaks the DLIN assumption in G.

By hypothesis, we know that 4 manages to create a proof
* = (SVK*, (1, Cr, Gy, 71, 73,0%)

for a vector 7* = (v%, ..., v%) outside the row space of p but (C¥,C*, C*, 7@, 75) €

G' and o* satisfy the verification equations. At this point, if the event Good
introduced in Gamey occurs, we must have J(SVK*) = 0, which implies that
fovke = fao - [T, ;iVK*[Z] lies in span(fi, f2). Consequently, C*, C* and
C_";: are necessarily perfectly binding and extractable commitments. Using
the discret log’s (log,(f1),log,(f2)), algorithm B can thus extract the com-
mitted group elements (z*,7*,u*) € G* by BBS-decrypting the ciphertexts
(Cr,C* C%). Since (@, 73) are perfectly sound Groth-Sahai proofs, the ex-
tracted elements (z*,r*,u*) necessarily satisfy

1GT = 6(927Z*) ’ e(grar*) ’ H?:le(giav:%
]‘GT = e(hz’ Z*) ! e(hu, U*) : H?:le(hiv v:)

Having extracted (z*,r*,u*), B also computes

2= Hv;‘_xﬂ rf = Hvi*_%, ul = Hvi*_&i, (6.6)

(6.5)
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so that (27,77, ut) also satisfies (6.5). Since (zf,7,u’) and (2*,r*,u*) both
satisfy (6.5), the triple

* * *
ot 1) iL&)
O

necessarily satisfies e(g,, z%)-e(gr, *) = e(hs, %) -e(hy, ut) = 1g,.. To conclude
the proof, we argue that z* # 1g with overwhelming probability.

To do this, we observe that, if the event Good defined in Game, actually
comes about, then B never leaks more information about (x1,...,Xx») than A
can infer by just observing {(zj,rj,uj)}z-:l in the public key. Indeed, in this
case we have J(SVK*) = 0 and J(SVK;) # 0 for each j € {1,...,q}. This means
that, in the simulated proofs returned by Sa(%, Tsim, -, - ), the proofs (71, 72) are
perfectly witness-indistinguishable as they are generated for a perfectly hiding
Groth-Sahai CRS. For these simulated proofs, the built-in homomorphic sig-
natures (C_"Z, C,,Cy, 71, 73) leak nothing about the specific vector (x1, ..., Xn)
used by B. As a consequence, the same arguments as in [106, Theorem 1] show
that 27 # 2* with probability 1—1/p. Specifically, in the CRS, {(g;, h;)}?_, and
{(zi,7:,ui)}t_, provide the adversary with a system of 2n + ¢ < 3n equations
in 3n unknowns {(x;, v, d;)}?, which leaves 2T completely undetermined as
long as v is linearly independent of the rows of (Gi;), .. We thus find

1\—1
Pr[S5 A Good] = AdviPP()) - (1 - ]3) .

In turn, in Games, B implies a PPT distinguisher BPYN" for the DLIN as-
sumption such that we have the inequality Pr[S5 A Good] < % - Adv o (A) -

(1- %)71. If AdvP™N()\) denotes the maximal advantage of any PPT distin-
guisher against the DLIN assumption in G, the probability of event Sy A Good
can be bounded as Pr[S; A Good] < 2 CAdvPHN()) (1- %)71 in Gamey. This
in turn yields

1,.-
Pr[Ss) < 7- \/q~ (L+1)- AdvP"™N () - (1)
p
so that A’s advantage in breaking the unbounded simulation-soundness of the
system is at most

AdVUSS(A) S AdVSHf_OtS()\) +7 \/CI' (L_|_]_) 'AdVDLIN()\) . (1 _ %)—1.

O

We note that the above construction is not tightly secure as the gap between
the simulation-soundness adversary’s advantage and the probability to break
the DLIN assumption depends on the number of simulated proofs obtained by
the adversary. For applications like tightly secure public-key encryption [36],
it would be interesting to modify the proof system to obtain tight security.
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6.3 Single-Theorem Relatively Sound Arguments

In applications where single-theorem relatively sound NIZK proofs suffice, we
can further improve the efficiency. Under the k-linear assumption, the proof
length reduces from O(k?) elements to O(k) elements. Under the DLIN as-
sumption, each proof fits within 4 elements and only costs 2n + 6 pairings to
verify. In comparison, the verifier needs 2(n — t)(t + 2) pairing evaluations in

[95]-

6.3.1 Single-Theorem Linear Subspace Membership Proof

Even if relative soundness is a relaxed form of simulation-soundness, we need
to add a private verifier in the system. As in [94], we achieve this property
using smooth projective hash functions [50]. To this end, we need to encode
the matrix p € G'*™ as a 2t x (2n + 1) matrix.

The Scheme.

Ko(\): chooses groups (G,Gr) of prime order p > 2* with g & G. Then,
outputs I' = (G,Gr,g). Again, the dimensions of A € Z;X" can be
either fixed or part of £,, so that ¢,n can be given as input to the CRS
generation algorithm Kj.

Ki(T, p): parses I as (G,Gr,g) and p as p = (Gij)1<z‘<t 1<j<n € G**™ and
performs the following. I

1. Chooses two n-vectors d = (dy, ..., d,) <& Zy and € = (e1,...,en) &
Zy in order to define W = (Wi,..., W) = gA"ZT € G and ¥ =

(Yr,....%) = gA'gT € G*'. These will be used to define a projective
hash function.

2. Generates a key pair (pk,;s, Skots) for the one-time linearly homomorphic
signature of Section 4.4.2 in order to sign vectors in G2"*1,
Lets pk = ((G7 GT)7gza 9r, hZ7 hua {(gi7 hl)}'?z-li_].) be the pubhc key and

ots

lets skots = {(Xi,%i> 0:)}2"7* be the corresponding private key.

3. Uses the secret key sk,ts to generate one-time linearly homomorphic sig-
natures {(2;,7;,u;)}?L; on the independent vectors below, which are ob-

tained from the rows of the matrix p = (Gi’j)1<i<t 1<j<n’

Hai s =(Gip,.. s Gin,Yi, 1, ... 1) €G!

ie{l,...,t}
Hy; :(1 [ 71 aWi7Gi,17"'7G’i,n) € GQTL+1

4. Chooses a collision-resistant hash function H : {0, 1}* — Z,,.
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5. The CRS % consists of a first part CRS; that is only used by the prover
and a second part CRSy which is only used by the verifier. These are
defined as

CRS; = (Pa Pore: W, Y, {(2i,7,u0) 1oLy, H)»
CRS, = (pkm, W, Y, H)

The simulation trapdoor 7g;., is skots and the private verification trapdoor
is 7, = {d, €}.

P(T, 4,7, z,bl): given a candidate ¥ € G", a witness & = (z1,...,2¢) € Z;
such that ¥ = g¥A and a label Ibl, computes o« = H(p,@,lbl) € Z,.
Then, using {(z;,7:,u;)}2L,, derives a one-time linearly homomorphic
signature (z,7,u) on the vector o= (vl, ey Up, T, VT, . .. ,vff) € G2+t
where w9 = HE:I(WZ‘”Y,)“ Namely, computes and outputs the proof
7= (z,7,u,m) € G*, where

i 1(’“21‘71 T,

2 =TI, (2201 - 28)™, T "
(WY

w=Ti_, (uziz1 - ugy)™, o =

[
o

V(T, %, ¥, m,Ibl): parses © as (vi,...,v,) € G and 7 as (z,7,u,m) € G*
Computes o« = H(p, 0, Ibl) and returns 1 if and only if (z,7,u) is a valid
signature on b= (U1, U, To, U, ..., %) € G® L. Namely, it should
satisfy the equalities lg, = e(g.,2) - e(gp,7) - H:-L:l e(gi = 98 ni1, i) -
e(gn+1,m0) and 1g,. = e(hs, 2)-e(hy, u)- [, e(hi-h$y 1, vi)-e(hny1, m0).

W(T, 4, 7, ¥, m, Ibl): given ¥ = (vq,...,v,) € G", parses 7 as (z,7,u,m) € G*
and 7, as {d, €}, with d = (dy,...,d,) € Z} and € = (e1,...,e,) € Zy.
Computes o = H(p, ¥, Ibl) € Z, and returns 0 if the public verification

test V fails. Otherwise, returns 1 if 7o = []}_, v}’ +edi and 0 if not.
We note that, while the proving algorithm is deterministic, each statement has
many valid proofs. However, finding two valid proofs for the same statement
is computationally hard, as will be shown in the proof of Theorem 21. Indeed,
the security proof inherits the argument used in the security of the underlying
one-time linearly homomorphic signature in Section 4.4.2.

The scheme readily extends to rest on the k-linear assumption with & > 2.
In this case, the proof requires k + 2 group elements — whereas combining the
techniques of [94, 95] demands k(n + 1 —t) elements per proof — and a CRS of
size O(k(n +1)).

6.3.2 Security of the Relatively Sound Argument

The security of the above scheme is stated by the following theorem.
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Theorem 21 The above proof system is a relatively sound QA-NIZK proof
system if the SDP assumption holds in (G,Gr) and if H is a collision-resistant
hash function.

Proof. The completeness property is straightforward to verify. To establish
the result, we separately prove the relative quasi-adaptive zero-knowledge and
relative quasi-adaptive simulation-soundness properties.

Quasi-Adaptive Relative Zero-Knowledge. We consider a sequence of
two games which begins with a game where the adversary has oracle access to
the actual prover P and a public verifier on a real CRS . In the last game, the
adversary will be interacting with a simulator (S1,S2) and the private verifier.

Game;: is a game where the adversary A is given the description p of the lan-
guage L, and areal CRS ¢ = (CRS;, CRS;). In addition, the adversary
has access to a public verification oracle V(v, ., .), even though it can run
the verification algorithm by itself. This will be useful to show that the
private verifier always agrees with the public one when it interacts with
a PPT adversary. At some point, the adversary chooses a pair (¥, Ibl)
along with a witness ¥ € Z; such that 7 = ¢g®#. The challenger replies
by returning an actual proof 7 produced by running P (¢, ¢, &, Ibl). When
A terminates, it outputs a bit 8 € {0,1}. We denote by S; the event
that g = 1.

Game;y: is like Game; but the adversary’s public verification oracle V(v,.,.)
is replaced by the private verification oracle W(¢, 7, .,.). Since the pri-
vate verification algorithm begins by running the public one, both games
are clearly identical until A queries the verification oracle on input of a
candidate (¥, (2,7, u, 7o), Ibl) that is accepted by V(¢, .,.) but rejected by
W(4, 7y, ., .). If we call this event Fy, we have | Pr[S;] — Pr[S3]| < Pr[Fs].

Claim 1.

The probability of event F can be bounded as Pr[F] < AdvSPP () + %.

Proof of Claim 1. We first remark that event F, can only occur for a can-
didate (17, (z,7,u,70), Ibl) such that the vector (vy,...,v,, T, 03, ..., 0%)
is not in the span of {I’_jgi_l,ﬁgi}gzl. Indeed, otherwise, there would
exist & = (z1,...,74) € Z such that (vi,...,v,) = g and my =

szl(Wf‘Yi)“. In this case, we would also have

t
R " T )
gI-A-(eTJra'd ) — | | (WiaY;)xlj

i=1
and the private verifier W(4, 7, .,.) would accept the proof (z,r,u,mp).

It comes that the only way for the adversary to cause a divergence between
W(¢, 7y, .,.) and V(¢, ., .) is to create a valid-looking one-time linearly ho-
momorphic signature (z,r,u) on a vector outside span({Hgi_l, Hgi}ﬁzl).
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The result of Section 4.4.2 shows that this occurs with probability at
most Pr[F;] < AdeDP(/\) +1/p. [ ]

Gamej;: This game is like Gamey but, when the adversary outputs his triple
(¥, Z, Ibl), the challenger does not use the witness & € Z]tg any longer. To
simulate the proof for (7, Z, Ibl), he/she first computes o« = H(p, 7, Ibl).
Then, using the private vectors cz € € Zy, he/she computes the element

_ n eita-d; . . _ 2n+1
mo = [[;=, v}’ J.befo%re using the private key skors = {(xi,7ir 0i) }5i07
to compute a one-time signature

2n+1 2n+1 2n+1
_ —X; =i —4;
(zrw) = ([T o T o™ I o)
j=1 =1 =1
on the vector ¥ = (vy,...,V2n41), Where v,411 = m and vy4,41 = v for

1 = 1 to n. The resulting proof is easily seen to have the same distribution
as in Gamey when @' € £,. We thus have Pr[Ss] = Pr[S,].

We define the simulator (S1,S2) by having S; generate the CRS v as in Gameg
(observe that it has not changed since Game; ) and Ss generate the proof without
using the witnesses as in Gamesz. The verification oracle is implemented as in
Games and Games. It easily comes that the system is computationally quasi-
adaptive relatively zero-knowledge if the SDP assumption holds.

Quasi-Adaptive Relative Simulation-Soundness. We have to prove that,
even if the simulator (Sq,S2) provides the adversary A with a simulated proof
m for a pair (7, Ibl), where ¥ € G™ may not be in £,, A will remain unable to
produce a new proof (0%, 7*, Ibl*) # (¥, m, Ibl) such that 0% & L,,.

To prove the result, we rely on the smoothness of the projective hash func-
tion and on a specific property of the one-time linearly homomorphic signature
of Section 4.4.2: namely, unless the SDP assumption is false, it is hard to com-
pute two distinct signatures on the same vector, even when the private key is
available.

We thus proceed with a sequence of games where the first game is the
actual game and the last one is a game where the adversary has statistically
no advantage. In Game;, we denote by S; the event that the adversary wins.

Game;: is the real game where the adversary A is given the description of £,, a
simulated CRS % and access to a simulated prover S (¢, Tgim, -, .) which is
queried only once. On this occasion, Sy takes as input a vector 77 € G™
and a label Ibl" and it produces a simulated proof 7f = (zT,TT,uT,Wg)
that ot € L,. To generate p € G'*™ according to the distribution
Dr at the beginning of the game, the challenger computes p = g¢*
after having sampled a matrix A € Z;X" with the appropriate distri-
bution (which is possible since Dr is efficiently samplable). Moreover,

nx(n—t)

the challenger B computes a basis W € Z, of the right kernel of
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A. The adversary is allowed to query Sa(%, Tsim,-,.) exactly once and
the private verifier W(#), 75, .,.) on polynomially many occasions. When
A terminates, it outputs a triple (o*,7*,Ibl*). The adversary is suc-
cessful if o* ¢ £, but (7*,Ibl*) passes the private verification test and
(@, 7, 1bl*) # (gt 7t Ibl"). We denote by S; the latter event. Note
that B can recognize this event as it can test if ¥* ¢ L, by checking

whether 7% = (vf,...,v},) € G" satisfies [[;_, v;"?" = 1g for each col-
umn W] = (wy, ..., wy;) " of W. Indeed, the vectors y € Zy in the row

space of A are exactly those for which y - W = 0.

Games: In this game, we modify the behaviour of the private verification oracle
W(¢, 7y, .,.) . At each invocation (including the final invocation on the
adversary’s output (7*,7*,Ibl*)) on input of a triple (¢, n,Ibl), the mod-
ified private verification oracle outputs 0 if (7,7, Ibl) # (&, 7T, Ibl") but
H(p,v,Ibl) = H(p, ", IbIT). Clearly, Game; and Gamey proceed identi-
cally until the latter event, called F, occurs. We have | Pr[Sq] —Pr[S;]| <
Pr[Fy]. Moreover, Fy is unlikely to occur if H is a collision-resistant hash
function: we have Pr[F] < AdvE®()).

Games: This game is identical to Gamey with the following difference. When
the private verification oracle W(%), 7, .,.) is run on input of the adver-
sary’s proof (%, 7*, Ibl*), it returns 0 in the event that 7* = (2*,7*, u*, 7§)
is such that (z*,7%,u*) # (2%, 7T, uf) but (@, 1b1*) = (@, bI"). If we
call F3 the event that the private verification oracle W(v, 7, ., .) rejects
a proof that would have been accepted in Gamey, we have |Pr[Ss] —
Pr[S2]| < Pr[F5s]. Moreover, F5 implies a breach in the SDP assumption.
Indeed, if 7} # 7r2;, W(, 7y, ., .) would not accept 7* in Games either, re-
gardless of whether (2*,7* u*) # (27,77, ul) or not. If 7§ = 7T8, event Iy
provides the challenger with two distinct linearly homomorphic signatures
(z*,7*,u*) and (27,77, u") on the same vector (vj,... ,’U:;,?TS,U{&*, el
vE® ) as we also have a* = af. As mentioned in Section 4.4.2 (and as can
be easily observed from the verification equations), this would contradict

the SDP assumption and we thus have | Pr[Ss] — Pr[Ss]| < AdvSPY(\).

Gamey: In this game, we further modify the behaviour of W(1), 7, .,.) when
it assesses the adversary’s output (7%, 7*, Ibl*). Using the basis W of the
right kernel of A, the challenger B first checks if ©* ¢ £, and forces
W(, 7y, .,.) to return 0 whenever this is the case. If we denote by
F, the event that W(v,,,.,.) rejects an adversarially-generated triple
(v*,7*,Ibl*) that would have survived the private verification test of
Games, we have |Pr[Ss] — Pr[Ss]| < Pr[Fy]. Since Pr[S4] = 0 by con-
struction, we are left with the task of bounding Pr[Fy].

Claim 2. The probability of event Fy is at most Pr[Fy] < 1/(p — q), where ¢
denotes the number of private verification queries.

Proof of Claim 2. The proof of the claim is a standard argument based on
the smoothness of the projective hash function. If we consider the information
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that A can infer about the private evaluation key 7, = (J: (di,...,dpn), €=

(el,...,en)) by observing the CRS and the proof nf = (zT,rT,uT,Wg), it

amounts to the first 2¢ 4+ 1 rows of the left-hand side member of the following
linear system:

Y’ A

wT A el

x| | log(d) ol log(vh) | <dT) (6.7)
oy log(0*) o - log(0*

Let us assume that o7,0* ¢ L£,. Since the above (2t + 2) x 2n matrix has
full rank when o* # « (which is the case unless the failure event Fy of Game;
occurs), we see that the only value of 7 that would trick the private verification
oracle W(v, 7, .,.) of Games into accepting 7* is completely independent of the
information provided by the CRS and the simulated proof 7' for #T. However,
A can also take advantage of its private verification queries throughout the
game. Without any verification query, (€,d) is constrained by the first 2t + 1
rows of (6.7) to live in a subspace of dimension 2(n —¢) —1 > 1 in Z2", so
that 7§ has p equally likely values in A’s view. Each private verification query
provides A with an inequality, which allows it to rule out one candidate for
the value of % that W(¢, 7, .,.) would accept. After ¢ queries, A is thus left
with p — ¢ equally likely candidates for 7. We thus find Pr[Fy] < 1/(p—q), as
claimed. [ ]

Putting the above altogether, A’s advantage in breaking the quasi-adaptive
relative simulation-soundness property is bounded as

1

Adv™(A) < AdvOR(\) + AdvPP()) + o
—q

6.4 Extensions for the k-Linear Assumption

To instantiate our proof systems using the k-linear assumption with k& > 2, we
first need to extend the one-time linearly homomorphic structure-preserving
signature of Section 4.4.2. To this end, we need to define the following assump-
tion which is implied by the k-linear assumption in the same way as SDP is
implied by DLIN.

Definition 41 The Simultaneous k-wise Pairing (k-SDP) problem is, given

a random tuple (G1,z, - Gk.zs Gl - - - Glor) ER G?*, to find a non-trivial vector
(2,71,-..,7) € GETY such that, for z # 1g,

e(gj,zaz) 'e(gj,rarj) :]‘GTﬂ VJ € {]ka} (68)
Given a k-linear instance (g1, .-, Gk Gy s -+ > s ) € G2**1, for any non-

trivial tuple (z,71,...,7%) satisfying e(gﬁ,z) -e(gjr,rj) = lg, for each j €
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{1,...,k}, we have
. k
n=g>=1% < eg,[[r)-elzn) = 1o,
j=1

Hence, any algorithm solving k-SDP with non-negligible probability implies a
k-linear distinguisher.

Under the k-SDP assumption, the one-time linearly homomorphic structure-
preserving signature of Section 4.4.2 can be extended as follows.

Keygen(A,n): given a security parameter A and the dimension n € N of vec-
tors to be signed, chooses bilinear group (G,Gr) of prime order p > 2.
For j =1 to k, chooses generators g; ., g;,r & G. Then, for each i = 1 to
n, j = 1to k, picks x; < Z,, v;.i < Z, and computes g; ; = ;.. X gj. .
The private key is sk = ({Xz’» {fyj,i}?:l}?zl) while the public key is

pk = ({gj,z’ Girs {gj,i}?zl}?:l)'

Sign(sk, (M41,...,My)): to sign (My,...,M,) € G™ using the secret key
sk = ({Xia{Vj,i}?:1}?:1), computes and outputs o = (z,7r1,...,7) In
G**1, where

z= HM;XI', and for all j € {1,...,k}: r;= HM[””".
i=1 =1

SignDerive(pk, {(wi, o®)}£_,): given a public key pk and ¢ tuples (w;, o(?),

where w; € Z, for each i, parses o as oM = (zi,ri,l, .. .,TUC) € Gk
for i = 1 to £. Then, computes and returns o = (z,r1,...,7), where
z= Hle 27 = Hle iy for j =1%o k.

Verify(pk, o, (M4, ..., M,)): given a signature ¢ = (z,71,...,7) € GFF!
and (My,...,M,), returns 1 if and only if (My,...,M,) # (1g,.--,1g)
and, for each j € {1,...,k}, the following equality holds:

Lo = e(g)2:2) - e(gsrr5) - [ [ e(gy.0 M) (6.9)

i=1

In order to adapt the unbounded simulation-sound proof system of Sec-
tion 6.2, we need to commit to the components of (z,r1,...,7;) and NIWI
arguments showing that committed group elements satisfy the pairing product
equations (6.9). Under the k-linear assumption, committing to a group ele-
ment requires k + 1 group elements (see, e.g., [36] for details) whereas each
equation of the form (6.9) costs k + 1 elements to prove. Overall, we thus need
(k4 1)(2k 4+ 1) group elements and a one-time verification key pair (SVK, o).

In the relatively-sound QA-NIZK proof of Section 6.3, the proof element
7o remains unchanged and we simply need to replace the triple (z,7,u) by a
one-time linearly homomorphic signature (z,r1,...,7r,). Hence, we only need
k + 2 group elements.
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6.5 Comparison of Linear Subspace Arguments

This section compares the various NIZK proofs of linear subspace membership
based on the DLIN assumption. Comparisons are given in terms of CRS size,
proof size and the number of pairing evaluations for the verifier.

In the table, we consider our basic proof system (without any form of
simulation-soundness, where each proof is a one-time linearly homomorphic
signature (z,r,u)), its unbounded simulation-sound variant and the relatively
simulation-sound variant of Section 6.3. We compare these with the original
Groth-Sahai proofs (the only system achieving perfect soundness here), their
most efficient unbounded simulation-sound extensions due to Camenisch et al.
[36] and the Jutla-Roy techniques [95] with and without relative soundness.

Table 6.1: Comparison between proof systems for linear subspaces

Proof systems CRS size® * Proof length<> Verification®
Groth-Sahai [34] 6 3t + 2n 3n(t+ 3)
Jutla-Roy [95] 4t(n —t) + 3 2(n —t) 2(n-t)(t+2)
Jutla-Roy RSS [95] 4 [94] dt(n+1—-t)+3 2n+1—-t)+1 2(n+1—-t)(t+2)
Groth-Sahai USS [36] 18 6t + 2n + 524 O(tn)

Our basic QA-NIZK proofs 2n + 3t + 4 3 2n + 2

Our RSS QA-NIZK proofs 4n + 8t + 6 4 2n + 6

Our USS QA-NIZK proofs 2n + 3t 4+ 3L + 10 20% 2n + 30

n: num. of equations ¢: num. of variables L: length of a hashed one-time verif. key

{ These sizes are measured in terms of number of group elements.

+ The description p € G'*™ of the language is not counted as being part of the CRS here.
1 In number of pairings without considering batch verification techniques.

1 We consider instantiations using Groth’s one-time signature [80], where verification
keys and signatures consist of 3 group elements and two elements of Z,, respectively.

As can be observed in the table, our constructions all yield constant-size
arguments. Moreover, the number of pairing evaluations is always independent
of the number of variables ¢, which substantially speeds up the verification
process when ¢ = n /2.

We also note that randomized batch verification techniques can be used to
drastically reduce the number of pairing computations. In our USS system, for
example, the number of pairings drops to n+18 if the two verification equations
are processed together and further optimizations are possible.

Our common reference strings always fit within O(¢ + n) group elements
(with another O(L) elements in the USS variant) and thus provide significant
savings w.r.t. [95] when ¢t ~ n/2.
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Threshold cryptography [56, 57, 29] avoids single points of failure by split-
ting keys into n > 1 shares which are held by servers in such a way that at
least ¢ out of n servers should contribute to private key operations. In (t,n)-
threshold cryptosystems, an adversary breaking into up to ¢t — 1 servers should
not jeopardize the security of the system.

This chapter is devoted to building threshold encryption schemes with pub-
licly verifiable ciphertexts that are adaptively secure against chosen-ciphertext
attacks. More precisely, we apply our methods of Chapter 6 to design new and
improved CCAZ2-secure encryption schemes. In particular, we build the first
efficient threshold CCA-secure keyed-homomorphic encryption scheme, where
homomorphic operations can only be carried out using a dedicated evaluation
key.
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7.1 Definition and Security Notions

Threshold cryptosystems were initially suggested in [29, 56, 57]. In the static
corruption setting, several non-interactive CCA-secure threshold systems have
been described in the random oracle model [133, 66] and in the standard model

[23, 31, 140].

Adaptively secure distributed cryptosystems with chosen-ciphertext secu-
rity were proposed in [91, 2] but they require some interaction during the
decryption process. Non-interactive solutions were put forth in [112, | but,
as we will see, they are less efficient than the solution proposed here.

Keyed-homomorphic encryption is a primitive, suggested by Emura et al.
[61], where homomorphic ciphertext manipulations are only possible for a party
holding a devoted evaluation key S K} which, by itself, does not enable decryp-
tion. The scheme should provide IND-CCAZ2 security when the evaluation key
is unavailable to the adversary and remain IND-CCA1 secure when SKj, is
exposed. The results of [61] showed that CCA2-security does not rule out ho-
momorphicity when the capability to compute over encrypted data is restricted.

7.1.1 Threshold Keyed-Homomorphic Encryptions

This section recalls the notion of publicly-verifiable keyed-homomorphic thresh-
old encryptions. Ordinary publicly-verifiable threshold encryptions are strict
particular cases of this definition.

Definition 42 A (t, N)-threshold keyed-homomorphic encryption scheme con-
sists of the following algorithms.

Keygen(\, ¢, N): takes as input a security parameter A and integers t, N €
poly(A) (with 1 <t < N), where N is the number of decryption servers
and t < N is the decryption threshold. It outputs (PK, SK, VK, SK,),
where PK is the public key, SK} is the homomorphic evaluation key,
SKy = (SKg1,...,5K4 ) is a vector of private key shares and VK =
(VKy,...,VKy) is a vector of verification keys. For each 4, the decryp-
tion server i is given the share (i, SKg;). The verification key V K; will
be used to check the validity of decryption shares generated using SKg ;.

Encrypt(PK, M): takes as input a public key PK and a plaintext M. Tt
outputs a ciphertext C.

Ciphertext-Verify(PK, C): takes as input a public key PK and a ciphertext
C. Tt outputs 1 if C is deemed valid w.r.t. PK and 0 otherwise.

Share-Decrypt(PK,i,SKy;,C): oninput of a public key PK, a ciphertext C
and a private-key share (7, SK,;), this (possibly randomized) algorithm
outputs a special symbol (¢, 1) if Ciphertext-Verify(PK,C) = 0. Oth-
erwise, it outputs a decryption share u; = (4, fi;).
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Share-Verify(PK,VK;,C, u;): takes in PK, the verification key VK;, a ci-
phertext C and a purported decryption share u; = (i, ;). It outputs
either 1 or 0. In the former case, pu; is said to be a valid decryption share.
We adopt the convention that (¢, L) is an invalid decryption share.

Combine(PK, VK, C,{p;}ics): takes in (PK,VK,C) and a t-subset S C
{1,..., N} with decryption shares {y;}ics. It outputs either a plaintext
M or L if {p;}ics contains invalid shares.

Eval(PK, SK;“C(U,C(Q)): takes as input PK, the evaluation key SKj and
ciphertexts C1), C(2). If Ciphertext-Verify(PK,CU)) = 0 for some
j € {1,2}, the algorithm returns L. Otherwise, it conducts a binary
homomorphic operation over C*) and C®) and outputs a ciphertext C.

The above syntax assumes a trusted dealer. It consits of an extention of the
one of ordinary threshold cryptosystems. By setting SK}; = ¢ and discarding
the evaluation algorithm, we obtain a classical threshold system.

Definition 43 A threshold keyed-homomorphic public-key cryptosystem is se-
cure against chosen-ciphertext attacks (or KH-CCA secure) if no PPT adver-
sary has noticeable advantage in this game:

1. The challenger runs Keygen(\) to obtain a public key PK, wvectors
SKy = (SKa1,...,5Kaqn), VK = (VKy,...,VKy) and a homomor-
phic evaluation key SKy. He/she gives PK and VK to the adversary
A and keeps (SKp,SKy) to himself/herself. In addition, the challenge
initializes a set D < 0, which is initially empty.

2 The adversary A adaptively makes queries to the following oracles on
multiple occasions:

- Corruption query: at any time, A may decide to corrupt a decryption
server. To this end, he/she specifies an index i € {1,...,N} and
obtains the private key share SKg ;.

- Ewvaluation query: A can invoke the evaluation oracle Eval(SKjp,.)
on a pair (CV),CP)Y of ciphertexts of his/her choice. If there exists
j € {1,2} such that Ciphertext-Verify(PK,CU)) = 0, returns
L. Otherwise, the oracle Eval(SKp,.) computes and returns C <—
Eval(SK;,,C),C®). In addition, if CV) € D or C?) € D, it sets
D+ DU{C}.

- Rewveal query: at any time, A may also decide to corrupt the evalua-
tor by invoking the RevHK oracle on a unique occasion. The oracle
responds by returning SKjy,.

- Decryption query: A can also invoke the partial decryption oracle on
arbitrary ciphertexts C' and indexes i € {1,...,n}. If C € D or if
Ciphertext-Verify (PK,C) = 0, the oracle returns L. Otherwise,
the oracle runs p; < Share-Decrypt(PK,i,SKy,,C) and returns
the decryption share p;.
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3. The adversary A chooses two equal-length messages My, My and obtains
C* = Encrypt(PK, Mg) for some random bit B < {0,1}. In addition,
the challenger sets D + DU {C*}.

4. A makes further queries as in step 2 with some restrictions. Namely,
A cannot corrupt more than t — 1 servers throughout the entire game.
Moreover, if A chooses to obtain SK}, (via the RevHK oracle) at some
point, no more post-challenge decryption query is allowed beyond that
point.

5. A outputs a bit 8 and is deemed successful if 3 = 5. As usual, A’s
advantage is measured as the distance Adv(A) = |Pr[3’ = B8] — 1|.

It is important to note that, even if A chooses to obtain SKj, immediately
after having seen the public key PK, it still has access to the decryption oracle
before the challenge phase. In other words, the scheme should remain IND-
CCALlif Ais given PK and SKj}, at the outset of the game. After the challenge
phase, decryption queries are allowed until the moment when the adversary
obtains SKj,.

In [61], Emura et al. suggested a weaker definition where the adversary
is not allowed to query the evaluation oracle on derivatives of the challenge
ciphertext. As a consequence, the set D is always the singleton {C*} after step
3. Actually, their realizations of chosen-ciphertext-secure keyed-homomorphic
schemes only achieve this relaxed notion. In the following Section 7.3, we will
stick to the stronger definition. Moreover, their schemes do not readily enable
threshold decryption — as would be desirable in voting protocols — since valid
ciphertexts are not publicly recognizable, which makes it harder to prove CCA
security in the threshold setting.

7.2 Adaptively Secure Threshold Cryptosystems

As an application of our relatively sound QA-NIZK proofs, we present a new
robust non-interactive threshold encryption scheme based on the DLIN as-
sumption. This scheme proved secure against chosen-ciphertext attacks in the
adaptive corruption setting [40, 67].

7.2.1 Intuition behind our Publicly-Verifiable Scheme

Consider the DLIN-based cryptosystem based on l-universal hash proof sys-
tems where the ciphertext (Cy, Ca, C, Co) = (0, h0>, g?1+02 M. X" . X%2) is
decrypted as M = Cy-C; " Cq *2C5 ™, where (X1, X2) = (f" g¥, h"2¢"°) is the
public key and (z1, x2, zg) is the private key. In [113], chosen-ciphertext secu-
rity was achieved using a publicly verifiable one-time simulation-sound proof of
well-formedness for (C1, Ca, C3). In the security proof, the one-time simulation-
soundness property guarantees that the adversary is unable to trick the decryp-
tion oracle into returning the decryption of an invalid ciphertext, by generat-
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ing a fake proof for an invalid triple (C,Cs, C3). For this reason, the specific
private key (x1,%2,x0) used by the reduction remains perfectly hidden. Con-
sequently, if the challenge ciphertext is computed by choosing a random tuple
(C1,C5,C3) €r G® and computing Cy = M - C1** - O™ - C3™, the plaintext
M is independent of the adversary’s view. To prove adaptive security in the
threshold setting, [113] took advantage of the fact that the private key (more
precisely, all private key shares) is known to the reduction at all times in the
Cramer-Shoup paradigm.

A similar approach was taken in' [04], where a different method was used
to achieve a form of one-time simulation-soundness. In combination with rela-
tively sound proofs [94], the techniques of Jutla and Roy [95] reduce the size of
ciphertexts to 9 group elements under the DLIN assumption. Here, as applica-
tions of Section 4.4.2 suggested in our paper [100], we obtain shorter ciphertexts
by using linearly homomorphic signatures. We include in the public key the
verification key of a one-time linearly homomorphic SPS for n = 3 as well as
signatures on (f,1lg,g) and (1g,h,g). This allows publicly deriving a homo-
morphic signature (z,7,u) on the vector (Cy,C,C3) = (f%,h%, g?1+%) and
each ciphertext consists of (z,r,u,Cy,C1,Co,C3). In the security proof, the
signature (z,7,u) serves as evidence that (Cq,Cs,C3) has the right form at
each pre-challenge decryption query: in order to generate a proof for a false
statement, the adversary has to break the security of the homomorphic sig-
nature, by deriving a signature on a vector (Cy,Cs,C3) outside the span of

(f,1,g) and (1,h,g).

While this technique does provide IND-CCA1 security, the scheme remains
malleable and thus vulnerable to post-challenge decryption queries. This is
where the relatively sound proof system of Section 6.3 comes into play. By
using (Cy, Cy, Cs,C3) as a label in the relatively sound proof that (Cy,Csy, C3)
lives in span((f,1,9), (1,h,g)), we can make sure that, with all but negligible
probability, the reduction will never accept a proof for a malformed (Cy, Ca, C3)
after the challenge phase without breaking the DLIN assumption. The key idea
of the techniques of [94] is to guarantee that the adversary will not be able to
send a decryption query for which the private verifier and the public verifier
disagree on the validity of (Cy, Cs, Cs).

7.2.2 DLIN-Based CCA Construction

In the threshold setting, the construction can be seen as a DLIN-based version
of the Cramer-Shoup encryption scheme [19] (which is identical to the scheme
in [131]), where the ciphertext components (Cy,Cs,C3) and the designated
verifier proof C4 are additionally signed using a homomorphic signature. The
scheme goes as follows.

Keygen(\,t, N): chooses bilinear groups (G,Gr) of prime order p > 2* and
do the following.

L Although it was not mentioned in [94], relatively sound proofs can be used to acquire
CCAZ2 security in the threshold setting as well, as will be emphasized later on.
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1. Chooses g, f,h & G.

$ $ $
. Choose random xg, %1, T2 < Zp, Yo,Y1,Y2 < Zp and wg,wr, ws <

Z, in order to compute X; = f¥1g"°, Xy = h¥2g"0, Y] = f¥1g%°,
Yy = h¥2g¥% and Wy = fYrg™Wo, Wy = h"2g™o.

. Generates a Groth-Sahai CRS (f_i, fg, fg;) to be used for proving the

validity of decryption shares. Namely, chooses f1, fo & G as well as
¢1, P2 & 7, and defines vectors

—

flz(flalvg)7 j;:(laf%g) f_‘é:filﬁz(Ll?g)

. Chooses random polynomials P;[Z], P2[Z], Py[Z] € Z,[Z] of degree

t — 1 such that P1(0) = x1, P2(0) = 22 and Py(0) = zp. Sets
Xiq = fROgh® and X, = P20 gh® for i = 1 to N (see
section 2.1.4)

. Chooses a collision-resistant hash function H : {0,1}* — Z,.

. Generates a key pair for the one-time linearly homomorphic signa-

ture of Section 4.4.2 with n = 7. Lets (gz, 9rs hzy by { (g4, hz‘)}17=1) be
the public key and lets {(x;, i, ;) }7—; be the corresponding private
key.

. Generates one-time homomorphic signatures {(Z;, R;,U;)}j—; on

the independent vectors
}_il = (f? 17g7Y17 ]" 1’ 1) 6 G7’ EQ = (17h’g’}63 17 17 1) E G77
53 = (1’ 17 17W17f7 179) € G75 54 = (17 la 15 W27 1717’39) € G7'

. Defines decryption key shares SK = (SKj,...,SKy) such that for

each i € {1,...,N} we set SK; = (Py(i), Pa(i), Po(i)) € Z3. The
vector VK = (VKq,...,VKy) of verification keys is defined as
VK; = (X;1,Xi2) € G? for each i € {1,...,N}. The public key is
defined to be

PK = (ga fTiv fé7 f’:’n Xla XZv Ylv }/27 le W27

9z, Gr, h27 hU7 {giahi}:i?:la {(ZjaR]7U_])};1=1a H)

Encrypt(M, PK): to encrypt a message M € G, conducts the following steps.

1. Chooses 61,05 & Z, and computes

Co=M-X{*- X2, Ci=f" Co=h"  C3=4"""
Cy = (W) (We'Ya)™,
where a = H(Co, C4, Csy, C3) S Zp.

2. Constructs a linearly homomorphic signature (Z, R, U) on the vector

C1,Cs,Cs,C4,C¥, Cs,CF) € G7. Namely, computes
1 2 3
Z=20Z% 73" 72", R=R{' Ry R R},
U=vl.ul . ulve.ylre.
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3. Outputs the ciphertext
02(00,01,02,037047Z,R,U) EGS (71)

Ciphertext-Verify(PK, C): parses C as per (7.1) and computes the hash
a = H(Cy,C1,Cy,C3) € Z, and returns 1 if and only if

1GT = e(gZa Z) : e(grvR) )

(X

e(gi - 94, Ci) - €(ga, Ca),

K3

. L

lgr =e(hz, Z) - e(hy,U) - | | e(hi - hi'y, Ci) - -e(ha, Cy).

=1

<
Il

Share-Decrypt(PK, i, SK;,C): on inputs SK; = (Py(i), P,(i), Po(i)) € Z
and C, returns (¢, L) in the event that Ciphertext-Verify(PK, C) =
0. Otherwise, computes ji; = (Vi,épl,ép2,ép,ﬂui) which consists of a
partial decryption v; = C}* @ -C;Q(i) -C:f“(i), commitments Cp, , Cp,, Cp,
to exponents P (i), P»(i), Po(i) € Z, and a proof m,, that these satisfy
the equations

v :Clpl(i) '02132@') . Cé%(i), Xia :fpl(i)gpo(i), Xio —hpz(i)gpo((i)' |
7.2

The commitments 6P1,ép2,6po and the proof m,, are generated using
the CRS f = (fl, fg, fg)

Share-Verify(PK7 VK;,C, (i, /ji)): parses the ciphertext C as (Cy, C1, Co, Cs,
C4,Z, }%7 U) and VK, as (Xi,l,Xi,Q) € G2 If /,Zz = 1 or ﬂl cannot be
properly parsed as (Vi, 6P1,6P2,6P0, 7rm)7 returns 0. Otherwise, returns
1if 7, is a valid proof. In any other situation, returns 0.

Combine(PK, VK, C,{(i, fi;) }ics): for each ¢ € S, parses the decryption

share £i; as (I/i7 Cp,,Cp,,Cp, 7TM) and returns L if Share-Verify (PK, C,

(z,,dz)) = 0. Otherwise, computes v = [[,cg uiAi'S(O), which equals

v=0f . CF2. 080 = X% . X9 and in turn reveals M = Cp/v.

7.2.3 Efficiency and k-Linear Extention.

If each element has a 256-bit representation on BN curves [12] at the 128-bit
security level, the ciphertext overhead amounts to 1792 bits. The DLIN-based
scheme of [113] has a ciphertext overhead comprised of 14 group elements and
a one-time signature with its verification key (or 4864 bits using Groth’s one-
time signature [80]). The results of Escala et al. [62] reduce this overhead to
3328 bits. The recent techniques of Jutla and Roy [94, 95] — which also work
in the threshold setting although it was not explicitly stated in [941] — lead to
ciphertexts comprised of 9 group elements under the DLIN assumption and
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3k 4+ 3 under the k-linear assumption. Under DLIN, we thus further compress
ciphertexts by 11% while relying on the same assumption and retaining tight
security”.

Under the k-linear assumption, our improvement becomes more important
as the ciphertext reduces to 2k + 4 group elements. Specifically, we need k + 1
elements for the homomorphic signature of Section 6.4, another k + 1 elements
to contain the k-linear instance, one element for the Cramer-Shoup-like proof
7o and one element to carry the plaintext. This allows saving k& — 1 group
elements with respect to the techniques of [94, 95].

We believe this result to be of importance as these schemes can potentially
serve as building blocks for protocols in the multi-linear setting [74, 17]. Indeed,
the (k — 1)-linear problem is easy in groups equipped with a k-linear map (as
shown in, e.g., [62]) but we can hope for instantiations where the k-linear
assumption holds, as seems to be the case in [417].

From a computational standpoint, the validity of a ciphertext only requires
to compute a product of 7 pairings. Under the the DLIN assumption, the
framework of [113] requires a product of 12 pairings in the ciphertext verifica-
tion algorithm.

7.2.4 Security of the CCA Threshold Cryptosystem

We prove security in the sense of a definition which is identical to Definition 43
with the difference that there is no evaluation key SKj}, no evaluation oracle
and no RevHK oracle.

As in the scheme of [94], the security proof makes use of to the private
verification algorithm while the scheme itself only uses the public verification
algorithm.

While it would be possible to rely on the relative zero-knowledge and relative
soundness properties of the proof system in a modular way, we obtain a better
exact security via a direct analysis.

Theorem 22 The above threshold cryptosystem is IND-CCA secure against
adaptive corruptions assuming that: (i) H is collision-resistant; (i) The DLIN
assumption holds in G. More precisely, the advantage of any PPT adversary
A is at most

2qg+1
22 —¢q’

Adv(A) < AdvORash()) 4 3. AdvPHN () + (7.3)
where q is the number of decryption queries and the first term of the right-hand

side member accounts for the mazimal advantage of any PPT collision-finding
algorithm for H.

2Note that the techniques of Lewko [104] can be applied to the scheme of [112] to get
a DLIN-based system where ciphertexts contain 7 group elements and a one-time key pair
(SVK, o). However, the reduction involves a degradation factor proportional to the number
of decryption queries.
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Proof. The proof uses a sequence of games starting with the real attack game
and ending with a game where the adversary 4 has no advantage. For each i,
S; stands for the event that the challenger B outputs 1 at the end of Game;.

Game;: is the real attack game. In details, the adversary is given the pub-
lic key PK and the set of verification keys VK = (VKi,...,VKy).
At each corruption query ¢ € {1,...,n}, the challenger B reveals the
queried private key share SK; = (Py(4), P2(i), Py(¢)). At each decryption
query, B faithfully runs the real shared decryption algorithm. In the chal-
lenge phase, the adversary A chooses messages My, M; € G and obtains
c* = (C§,Ct,C3,C5,Cr, Z*, R*,U*) which is an encryption of Mg, for
some random coin 3 < {0, 1} flipped by B. We can assume w.l.o.g. that
(Ct,C3,C%) are computed at the beginning of the game as they do not
depend on Mg.

In the second phase, A makes more adaptive queries under the restric-
tion of not asking for a partial decryption of C* or for more than ¢ — 1
private key shares throughout the entire game. Eventually, A halts and
outputs 3’. At this point, B outputs 1 if 3 = 8’ and 0 otherwise.

Games: This game is like Game; except that the challenger B halts and outputs
a random bit in the event that, before the challenger phase, A queries the
partial decryption oracle on a ciphertext C' = (Cy, Cy,Co,C3,C4, Z, R, U)
such that (C1,Cs,Cs) = (C7,C5,C%). Since (CF, C3,C%) are invisible to
A until the challenge phase, this event can only occur with probability
q/p, so that | Pr[Ss] — Pr[S1]| < ¢/p.

Games: We introduce another failure event F3 and let B halt and output a ran-
dom bit if this event occurs. We define F3 as the event that A makes a de-
cryption query involving a valid ciphertext C' = (Cy, C1,Cy, C3,C4, Z, R, U)
such that H(Cy, C1,Cq,Cs) = H(Cy,Ct,C5,C%) but (C5,CF,C5,C%) #
(Co, Cq,Ca,Cs).

We see that Games and Games are identical until event F3 occurs,
which would contradict the collision-resistance of H. We thus have
|Pr[Ss] — Pr[So]| < Pr[Fs] < Adve™™"(\). In subsequent games, if
we define the values a = H(Cy, C1,C2,C3) and o* = H(Cy, Ct,C3,C%),
we will henceforth assume that o # o* for each decryption query C =
(Co,C1,Co,C5,Cy, Z,R,U).

Gamey: In this game, we modify the decryption oracle and reject all post-
challenge decryption queries (Cy,Cy,Co,C3,Cy, Z, R,U) for which we
have (Cyp, C1,Cq,Cs5,Cy) = (C§,CF,C5,C%,Cy). Clearly Gamey is iden-
tical to Games until B rejects a ciphertext that would not have been
rejected in Games.

If we call the latter event Fy, we find that | Pr[S4] — Pr[Ss3]| < Pr[Fy].
Since Fy necessarily implies (Z, R,U) # (Z*, R*,U*), any occurrence of
F4 necessarily provides A with two distinct signatures on the same vec-
tor (CF,C3,C5, CF, O, 02", C%"), which in turn breaks the SDP as-
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sumption by the specific property of the linearly homomorphic signature
(see Section 4.4.2). Tt comes that Pr[F;] < Adv°°Y(B).

Game;: We modify the generation of C* = (Cy,Ct,C3,C%,Cx, Z*, R*,U*) in
the challenge phase. Specifically, instead of computing Cj = Mg - Xle b
X392 and C; = (W'Y1)" (W5 Y2)%, where 61 = log,(Cf) and 6y =
log;, (C%), the challenger B now computes C§ = Mg-C;™-C5"*-C5™ and
Cp = Cyptotwn . ggvatervn . opuotetvo with o* = H(C§, O, C5,C3).
Likewise, instead of using the encryption exponents (61, 62) to derive a
one-time linearly homomorphic signature (Z*, R*,U*) from the public
key, the challenger B uses {(x:,7i,d:)}/—, and computes

7 7 7

zr=1Jc; R =]Jcr ™ vr=[Jc " (14

=1 =1 =1
where (Cf,C5,C%) = (Cr®, C5%, CE%).

This change is only conceptual since C§ still equals Cf = Mg - X' . x5
and the distribution of (Cy, Z*, R*,U*) has not changed either. We thus
have Pr[Ss] = Pr[S4].

Gameg: Here, we modify the decryption oracle and make use of the exponents
(Y0, Y1, Y2, Wo, w1, ws2) that were chosen by B during the key generation
phase. Namely, the challenger B does not only reject all ciphertexts
(Co,C4,Co,C3,C4, Z, R,U) such that (Z, R,U) does not form a valid sig-
nature on (C1,Cq, Cs, Cy, CY, CS, C$) but also rejects those for which

Y1+o-wy Y2 +awsa Yo+o-wo
Cy # Cy -5 -C3 ;

where a = H(Cy, Cy,Co,C3). We raise a failure event Fg, which causes
B to halt and output a random bit if it occurs. This event Fj is defined
to be the event that the adversary A queries the decryption oracle on a
ciphertext that gets rejected in Gameg and would not have been rejected
in Games. Since Gameg is identical to Games until Fy occurs, we have

1 1
PI‘[SG] == PI‘[SG VAN ﬁFﬁ] + 5 . PI‘[Fg] == PI[S5] + 5 . PI[FG]

At the same time, Lemma 8 shows that Pr[Fs] < Adv PP ()\) + %. We
remark that a side-effect of this modified decryption oracle is that it now
rejects all post-challenge decryption queries (Cy, Cy,Ca,Cs,C4, Z, R, U)
such that (Cy,Cy,Cs,C3) = (C§, CT,C5,C3) but Cy # Cf.

Since Fg is always efficiently detectable by the challenger B, we can
build an efficient DLIN distinguisher if the probability of event Fg in-
creases when C3 is tampered with in the challenge ciphertext as in the
next game.

Game;: This game is identical to Gameg with one modification in the chal-
lenge ciphertext. Instead of setting C5 = g% +%2, where 6; = log;(C})
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and 6y = log,(C%), we choose it as C4 < G. The linearly homo-
morphic signature (Z*, R*,U*) is computed according to (7.4), as pre-
viously. Under the DLIN assumption in G, this modification should
have no noticeable impact on A’s behaviour. In particular, we have
|Pr[S7] — Pr[Se]| < AdvPMN(N).

Gameg: We modify the partial decryption oracle and replace the non-interactive
proofs contained in decryption shares £i; by simulated NIZK proofs. This
entails to turn ( ﬁ, fé, f;;) into a perfectly hiding Groth-Sahai CRS (where
fsisin span( fi, f;)) and non-interactive proofs for multi-exponentiation
equations are simulated using the trapdoor of the simulated CRS. Under
the DLIN assumption, this change is not noticeable by A and we have
| Pr[Ss] — Pr[S7]| < AdvPMN(N).

Gamegy: In this game, we modify again the decryption oracle and make use
of the discrete logarithms oy = log (f) and o), = log,(h). Since we
are done with the transition consisting in replacing C} by a random
element, we are free to use (o, ay) from this point forward. We thus
introduce a modification in the treatment of decryption queries C =
(Co,C1,Co,C3,Cy, Z,R,U). Now B rejects all ciphertexts C' such that
Cs # C1/*7 . C3/*" . Otherwise, it answers as in Games.

If we define Fy to be the event that B rejects a ciphertext which
would not have been rejected in Gameg, we see that Gameg and Gameg
are identical from A’s view until Fy occurs. Therefore it comes that

PI’[Sg] S PI’[Sg AN ﬁFg] + PI‘[FQ] = PT[Sg] + PI‘[FQ]

The same arguments as in the proof of Cramer and Shoup show that
Pr[Fy] < ¢/(p — q). More precisely, after ¢ decryption queries, the adver-
sary is left with p — ¢ equally likely candidates for the value of Cy4 that
would have been accepted by the private ciphertext validation algorithm.
The probability that the i-th decryption query satisfies the test given
that the first i — 1 queries have failed it, is thus at most i¢/(p — 7).

In Gamey, it is easy to see that A has no advantage whatsoever and we
have Pr[Sg] = 1/2. Indeed, in the challenge phase, we have (C7,C3,C%) =
(fOr, hO2, g0 +02%03) with 0),0,03 €Er Z,, so that Cf can be written as Cf =
Mg - X1‘91 . X32 - g%®0_ The latter equality implies that, as long as zo € Z, is
independent of A’s view, so is the bit 8 € {0,1}.

We also note that, in Gameg, decryption shares ji; contain NIZK proofs that
are simulated without using private key shares and thus leak no information
about these. It comes that, as long as 4 does not corrupt more than ¢t — 1
servers, the only possible way to infer information about zo = P(0) is to make
decryption queries on invalid ciphertexts (i.e., for which (C1, Ca, C3) lies outside
the span of f and h).

We thus find
2q+1
pP—q’

P — 5l < AdVETRE () Lo AdVPEN() 20 AdVSPP () +
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Since any algorithm solving SDP immediately provides a DLIN distinguisher,
we also have the inequality AdvSPP(\) < %AdvDLIN()\), which yields

2q+1
22 —¢q

|Pr[51]—%| < AdvORREby L3 AdvPEN (L) 4 (7.5)

and the claimed result follows. O

Lemma 8 In Gameg, the probability of event Fg is at most

Pr[Fs] < AdvPY(\) +1/p.

Proof of the lemma. We show that, if event Fg occurs with non-negligible prob-
ability € in Gameg, there exists an efficient algorithm B that solves a SDP in-
stance (g5, gr, hz, hy) with about the same probability. To this end, we first re-
mark that Fg can only occur for a decryption query (Cy, Cy, Co,C3,Cy, Z, R, U)
such that (Cy,Ca, Cs, Cy, C, CS, CS) is outside span(hy, ha, hs, hy). Indeed,
otherwise, there exist integers 6,62 € Zj, such that (Cy,Cs,Cs,Cy) = (fel, 2,
gh1 02 (WeY:)% (WsYs)%), in which case we always have Cy = C}1+ovt .
CY2rew2 Yot and the rejection rule of Gameg does not apply.

Using the technique of [106][Theorem 1], we show that event Fg implies
an algorithm solving the given SDP instance with nearly the same probabil-
ity. Algorithm B begins by setting up ¢; = ¢.Xg,"" and h; = h,X h.%, with
Xi» Vir 07 €= Z, for i € {1,...,7}. Other public key components are generated
as in the real scheme and the public key is given to the adversary.

Throughout the game, the reduction B answers A’s decryption queries in
the same way as in Gameg. By hypothesis, A must query the decryption
of a ciphertext (Cy,C1,C2,C3,Cy, Z, R,U) such that (Z,R,U) is a valid lin-
early homomorphic signature on the vector (Cy, Cs, C3, Cy, C¢, CS, CF), where
o = H(Cy,C1,Cy, C3), but Cy # CY 401 CfrHowz . 0¥t which implies
that the vector is not in span(h_i,hqg,h_;,,h_;;). When B detects this event, it
defines (Cs, Cs, Cr7) = (C1%, C2%,C3%) and computes its own signature

7 7 7
(z', RN, U = ([ [[ e TI 6™ (7.6)
i=1 i=1

i=1
on (C1,C5,Cs,Cy, Cs5,Cq,C7). We claim that, with overwhelming probability,

ZRU)

tptuuh= (2 =~ —
(24 B0 = (25 e o

is a non-trivial solution to the SDP instance since Z* # 1¢ with all but negli-
gible probability.

To see this, we first note that the vector (xi,...,x7) is independent of A’s
view before the challenge phase. Hence, since (C1, Cs, Cs, Cy, Cs, Cg, C7) is lin-
early independent of (ﬁl7 ho, R, l_“;4)7 the adversary A can only predict Z (as
it is computed in (7.6)) with negligible probability 1/p. The probability Pr[Fg]
can thus be bounded as Pr[Fs] < AdvET () + %. 0
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In the proof of the above theorem, the relative simulation-soundness prop-
erty of the proof system described in Section 6.3.1 is notably used in the tran-
sition from Gameg to Gameg. In order to obtain a tighter reduction, we chose
not to rely on this property in a modular way. In the modular approach, we
would have to build an algorithm B"* that contradicts this property using an
adversary for which event Fy occurs with non-negligible probability. This al-
gorithm B"® would have to interact with the relative soundness challenger for
a given language p € G2*3 for which B does not have the underlying matrix
Ae Z§X3 of discrete logarithms. For this reason, B would not be able to ef-
ficiently detect when Fy occurs. To break the relative soundness property, B
would have to guess the decryption query for which this event occurs, which is
only possible with probability 1/¢. In the exact security result (7.3), we would
thus lose a multiplicative factor of O(q).

7.3 Keyed Homomorphic Threshold Cryptosys-
tems

As an application of our unbounded simulation-sound QA-NIZK proofs, we
present the first keyed-homomorphic threshold encryption scheme based on
the DLIN assumption and prove its security according to Definition 43.

7.3.1 Intuition behind our Keyed-Homomorphic Scheme

The use of linearly homomorphic signatures as publicly verifiable proofs of
ciphertext validity in the Cramer-Shoup paradigm [19, 50] as in the intuition
of the previous scheme only discusses non-adaptive (i.e., CCAl) attacks. In
the CCA2 case, a natural idea is to proceed as in our unbounded simulation-
sound proof system and use the verification key of a one-time signature as the
tag of a homomorphic signature: since cross-tag homomorphic operations are
disallowed, the one-time signature will prevent illegal ciphertext manipulations
after the challenge phase.

To obtain the desired keyed-homomorphic property, we use the simulation
trapdoor of a simulation-sound proof system as the homomorphic evaluation
key. This approach was already used by Emura et al. [61] in the context of
designated verifier proofs. Here, publicly verifiable proofs are obtained from
a homomorphic signature scheme of which the private key serves as an eval-
uation key: anyone equipped with this key can multiply two ciphertexts (or,
more precisely, their built-in homomorphic components), generate a new tag
and sign the resulting ciphertext using the private key of the homomorphic sig-
nature. Moreover, we can leverage the fact that the latter private key is always
available to the reduction in the security proof of Theorem 18 of our randomiz-
able homomorphic signature of Section 4.4.4. In the game of Definition 43, the
simulator can thus hand over the evaluation key SKj} to the adversary upon
request.
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Emura et al. [61] gave constructions of KH-CCA secure encryption schemes
based on hash proof systems [50]. However, these constructions are only known
to provide a relaxed flavour of KH-CCA security where evaluation queries
should not involve derivatives of the challenge ciphertext. The reason is that
2-universal hash proof systems [50] only provide a form of one-time simulation
soundness whereas the model of Definition 43 seemingly requires unbounded
simulation-soundness. Indeed, when the evaluation oracle is queried on input of
a derivative of the challenge ciphertext in the security proof, the homomorphic
operation may result in a ciphertext containing a vector outside the language
L,. Since the oracle has to simulate a proof for this vector, each homomorphic
evaluation can carry a proof for a potentially false statement. In some sense,
the reduction is faced with a multi-challenge game as each output of the evalu-
ation oracle can be seen as yet another challenge ciphertext. In this setting, our
efficient unbounded simulation-sound QA-NIZK proof system comes in handy.

We still have to make sure that CCA1 security is always preserved, should
the adversary obtain the evaluation key S K}, at the outset of the game. To this
end, we include a second derived one-time homomorphic signature (Z, R,U) in
the ciphertext without including its private key in SKj,.

7.3.2 DLIN-Based KH-CCA Construction

Keygen(\,t, N): Chooses bilinear groups (G,Gr) of prime order p > 2*.
Then, does the following.

1. Picks f,g,h & G, zg, 1, 29 < Z, and sets X7 = fP1g" € G, Xy =
h*2g® € G. Then, defines f = (f,1,9) € G3 and h = (1, h, g) € G3.

2. Chooses random polynomials P [Z], P,[Z], P[Z] € Z,[Z] of degree
t — 1 such that P;(0) = 1, P»(0) = z2 and P(0) = xo. For each
i€{l,...,N}, computes VK; = (Y;1,Y;2) where Y; ; = fF1()gP(®
and Y; o = b2 P (see section 2.1.4 for details).

3. Chooses fr1, fro & G in order to define vectors fll = (fr1,1,9),
f_;g = (1, fr2,9) and ﬁ,73 = f?iﬁg -(1,1,9)~ 1, where ¢1, ¢ & Zp,.
These vectors will be used as a Groth-Sahai CRS for the generation
of NIZK proofs showing the validity of decryption shares.

4. Chooses a strongly unforgeable one-time signature ¥ = (G,S,V)
with verification keys consisting of L-bit strings, for some L €
poly(A).

5. Generates a key pair for the one-time linearly homomorphic structure-
preserving signature of Section 4.4.2 with n = 3. The public key is
pk,; = (GZ,GT,Hz,Hu, {(G;, H;) ?:1) and the corresponding pri-
vate key is skor = {(¢i, 9, @)},

6. Generates one-time homomorphic signatures {(Z;, R;j,U;)};j=1,2 on
the vectors f = (f,1,¢) and h = (1, h, g). These signatures consist of
(Z1,R1,Uy) = (f~#1 g%, f =01 g%, f~=1g7%%) and (22, Ra, Us) =
(h"”g*“"if, h*%g*%,h’w?g’wﬂ and erases sko;.
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7. Generates a key pair (pk,.,,q, SKrand) @s in step 1 of the proof system
in Section 6.2 with n = 3. Lets skyana = {(Xi,7i,0:)};_; be the
private key for which the corresponding public key is

pkrand = ( 9z Gr, hZ7 hu; {(giahi)}:is:lv f= (f_l;7.}gé’{.f_.z;7i}£:0) )

8. Uses skyqnq to generate one-time linearly homomorphic signatures
{(zj,75,u;)}j=1,2 on the independent vectors f = (f,1,g) € G* and

—

h = (1,h,g) € G3. These are obtained as

(ZlaTlvul) = (fingixg,fi’hgirys,fiélgiég),
(227 o, u2) — (h-)(zg—XS7 h—“/zg—%7 h_52g_63).

9. The public key is defined to be

PK = (gv f_l: ]_7:7 ﬁ‘,h fT’;‘,Qa .](_.’;,37 Xla X2a
PRots PRrands {(Z5, Ry, Uj) Yoy {(Zj»rjauj)}§:1)~

The evaluation key is SKj, = skyana = {(xi, Vi, ;) }5_; while the i-
th decryption key share is defined to be SKy; = (P1(i), P2(i), P(i)).
The vector of verification keys is defined as VK = (VKy,...,VKy),
where VK; = (Y;1,Y;2) for i =1 to N.

Encrypt(M, PK): to encrypt M € G, generate a one-time signature key pair
(SVK,SSK) + G(\).

1. Chooses 6,0, < Z, and computes
(;'():]\4.4)(191.){2927 Clzfel, Cv2:h927 nggel+92.

2. Constructs a first linearly homomorphic signature (Z, R,U) on the
vector (Cy,C5,C3) € G3. Namely, computes Z = Zfl -Z292, R =
R . RS and U = U - US2.

3. Using {(zj,7;,u;)}j=1,2, derives another homomorphic signature (z,
r,u) on (Cq,Cs,C3). Namely, computes z = zfl - 20 . o2

_ 01 02
and u = uy' - ug’.

4. Using SVK = SVK[1]...SVK[L] € {0,1}~, defines the vector foyk =
f;;,,o . HiL:1 fgiVK[z] and assembles a Groth-Sahai CRS fsyk = (ﬁ, fg,
féVK). Using fsvk, generates commitments C_"Z, 6T, éu to the com-
ponents of (z,7,u) € G along with proofs (7, 72) as in step 2 of
the proving algorithm of Section 6.2. Lets (C_"z, C,,Cy, 7, 7Tp) € G*°
be the resulting NIWI proof.

5. Generates 0 = S(SSK, (Cy, C1,Co,C3,Z, R, U, C,,C.,Cy, 71, 7a)) and
outputs

C = (SVK,Cy,C1,Co,C3, Z, R, U, C., Cy, Gy, 71, 2y 0)  (T.7)
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Ciphertext-Verify(PK, C): parses C as in (7.7). Returns 1 if and only if: (i)
V(SVK, (Co, Ch,Cs, Cs, Z, R, U, C., Gy, Cyy 71, 2),0) = 1; (i) (Z,R,U) €
G3 is a valid homomorphic signature on (Cy, Cy, Cs); (iii) (C., C,, Cy, 71,
#5) € G' is a valid proof w.r.t. the CRS (f1, f2, fovk) that committed
(z,7,u) satisfy the relations (4.9) for the vector (Cy,Cs, C3) € G3. Here,

we define fSVK = f3 0° HZ 1 fgsVK[Z]

Share-Decrypt(PK,i,SK,,C): on inputs SKq; = (P1(i), Py(i), P(i)) € Z3
and C, returns (i, ) if Ciphertext- Verlfy(PK C) = 0. Otherwise,
computes [i; = (1/,, CP1,0P27CP, Ty, ) which consists of a partial decryp-
tion v; = Cfl( . CQPZ(Z) . C’éj(z) as well as commitments Cp,,Cp,,Cp to
exponents P (i), P»(i), P(i) € Zy, and a proof m,, that these satisfy the
linear equations in the variables

v; :Cf’l(i) . C;z(i) .C?I)j(i)7 Yiq = fP1(i)gP(i), Vs :th(i)gP(i).

The commitments épl,épz,ép and the proof m,, are generated using
the CRS (fr.1, fr2, fr3) (see Section 2.5.3 and Equation 2.28 for details).
Then, returns u; = (4, fi;).

Share—Verify(PK7 VK;,C, (i, /ji)): parses C asin (7.7) and VK, as (Y; 1, Y; 2).

If yi; = L or fi; cannot be parsed as (Vi,é'pl,c_:pz,c_;p,ﬂm), returns 0.
Otherwise, returns 1 if and only if 7, is valid.

Combine(PK, VK, C, {(i, i;) }ics): for each i € S, parses the decryption
share (i; as (l/i, Cp,,Cp,,Cp, WM) and returns | if Share-Verify (PK7 C,
(i,ﬂi)) = 0. Otherwise, computes v = [[,.g uiAi’S(O), which equals

v=Cy 052 - 030 = XU - X892 and in turn reveals M = Cp/v.

Eval(PK, SK},,CV),C®): parses SK}, as {(xs,7i, 0:)}2_,. Foreach j € {1,2},
parses CU) as

9) — (SVK(j),Céj),ij),CQ(j) C'(j) ZW R,
U, ¢u ¢Ww ¢w D 70 o)

and returns L if either C) or C? is invalid. Otherwise,

1. Computes Co = [[°_, O, €1 = Hf 10{”, Cy = Hf L CY) and
Cs =TT C(” as well as Z = [[°., 29, R = [[._, RY and
U= H U

2. Generates a new one-time signature key pair (SVK, SSK) — g( )-
Usmg SKy = {(xi,7i,0i) }o_,, generates proof elements C,,C.,C,,

71,2 on the vector (Cq,Cy,C3) using the simulator of the proof
system in Section 6.2 with the one-time verification key SVK.
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. Returns the derived ciphertext C' = (SVK, Cy, C1,Cs,C5,Z, R, U,
C.,C.,C,, 71,7, 0) where o = S(SSK, (Cy, Cy,Ca,Cs, Z, R, U, C.,
C., é 7 7? ))
In the next Section 7.3.3, we prove the KH-CCA security of the scheme as-
suming that ¥ is a strongly unforgeable one-time signature and that the DLIN
assumption holds in G.

In some applications, it may be desirable to add an extra randomization
step to the evaluation algorithm in order to make sure that derived ciphertexts
will be indistinguishable from freshly generated encryption (similarly to [125]).
It is straightforward to modify the scheme to obtain this property.

If the scheme is instantiated using Groth’s one-time signature [30], the
ciphertext consists of 25 elements of G and two elements of Z,,. It is interesting
to compare the above system with an instantiation of the same design principle
using the best known Groth-Sahai-based unbounded simulation-sound proof
[36][Appendix A.2], which requires 65 group elements in this specific case. With
this proof system, we end up with 77 group elements per ciphertexts under the
DLIN assumption (assuming that an element of Z,, has the same length as the
representation of a group element). The above realization thus saves 50 group
elements and compresses ciphertexts to 35% of their original length.

We note that it is possible to adapt the scheme to rely on the Symmetric
eXternal Diffie-Hellman assumption in asymmetric pairings e : G x G — Gr.
In this case, the ciphertext contains 9 elements of G, 2 elements of G and a
one-time key pair (SVK, o). Using the one-time signature of [380], the ciphertext
overhead amounts to 4096 bits on Barreto-Naehrig curves [12] if each element
of G (resp. each element of G) has a 256-bit (resp. 512-bit) representation.

7.3.3 Security of the Keyed-Homomorphic cryptosystem

Instead of relying on the simulation-soundness of the proof system in a modular
manner, our proof of KH-CCA security uses a direct security analysis in order
to obtain a tighter reduction.

Theorem 23 The threshold keyed-homomorphic cryptosystem of Section 7.5.2
provides KH-CCA security in the sense of Definition 43 assuming that: (i) 3
is a strongly unforgeable one-time signature; (it) The DLIN assumption holds
i G. Concretely, the advantage of any PPT adversary A is at most

3

AdvH R (A) < (ge + 1) - AdvHTOS(OL) 4 5 AdvPHN ()

1,- 1
+7- \/(qe+1) (L+1) - AdVPENO) - (1 - =) T 4o,

p p
where AdvS" % (\) denotes A’s probability to break the strong unforgeability
of ¥ and q. is the mazimal number of evaluation queries involving derivatives
of the challenge ciphertext.
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Proof. The proof uses a sequence of games starting with the real attack game
and ending with a game where the adversary 4 has no advantage. For each i,
we also denote by S; the event that the challenger outputs 1 in Game;.

Game;: is the actual attack game with the only difference that the challenger
B does not erase sk,; during the key generation phase. In details, the
adversary is given the public key PK and the set of verification keys
VK = (VK;,...,VKy). If A decides to query the RevHK oracle at
some point, B reveals SKj. At each corruption query i € {1,...,N}, B
reveals the queried private key share SK; = (P1(i), P2(i), P(i)). At each
decryption query, B faithfully runs the real shared decryption algorithm.
At each evaluation query, A supplies two ciphertexts C1), C® which are
processed by B as in the evaluation algorithm. We denote by C’lT e C’;fe
the outputs of the Eval(SKj},.) oracle when the latter is queried on a
pair (C,C®?) such that CU) € D for some j € {1,2} (in other words,
{C1}i, are the results of evaluation queries which increase |D|). We
also denote by SVKJ{, . ,SVK;e the one-time verification keys appearing
in these ciphertexts and assume w.l.o.g. that they are chosen by B at the
very beginning of the game.

When the first phase is over, the adversary A chooses two distinct mes-
sages Mo, M; € G and obtains C* = (SVK*,C},Ct,C5,C5, Z*, R*, U*,
C_"z, C_"T*,C_"Z,ﬁ'f,ﬁg,a*) which is an encryption of Mg, for some random
coin 8 & {0,1} flipped by B.

In the second phase, A makes more decryption, evaluation and corruption
queries under the restriction of not asking for a partial decryption of a
ciphertext in D or for more than ¢t — 1 private key shares throughout the
entire game. Eventually, A halts and outputs 8’ € {0,1}. The challenger
B outputs 1 if and only if 3 = 3’. We denote this event by S;.

Games: This game is identical to Game; with the difference that the challenger
B rejects all decryption queries involving ciphertexts C' = (SVK, Cy, C1,
C2,C3,Z,R,U,C,,C,,C,, 71,7, 0) such that SVK € {SVK*,SVKI, ...,
SVK;@}. It also returns L at each evaluation query (CV), C®) for which
there exists j € {1,2} for which C) contains a verification key SVKY)
such that SVKY) = SVK], for some SVK] € {SVK*,SVKI,...,SVKI },
but CU) # Cf.

If we define Fs to be the event that B rejects a ciphertext that would
not have been rejected in Game;, we see that Games and Game; proceed
identically until event F, occurs. We thus have the inequality |Pr[Sa] —
Pr[S1]| < Pr[Fy]. Moreover, event Fy would imply a breach in the strong
unforgeability of the one-time signature. Indeed, since A is not allowed to
query the partial decryption of any ciphertext in D, a standard argument
allows proving the inequality |Pr[S2] — Pr[Si]| < Pr[Fy] < (g + 1) -
Advsuf'OtS()\). In the forthcoming games, we will assume that SVK &
{SVK*, SVKI7 . ,SVK(TIS} at each decryption query.
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Games: We modify the generation of the challenge ciphertext C*. Namely,
instead of computing C§ = Mg - X{ - X§, using the encryption exponents
¢1 = log;(CY) and 0y = log,,(C3), B uses the private key (zq,z1,72) and
computes C§ = Mg-CT**-C372-C5™°. Likewise, instead of using (61, 62)
to derive the triple (z*,7*,u*) at step 3 of the encryption algorithm, B
uses the simulation trapdoor skyana = {(xi,7i,d:)}5_; of the USS proof
system and computes

3 3 3
s =][c r=][c ™ w=]]cr™" (78)
=1 1=1 i=1

Finally, (Z*, R*,U*) is generated using sk, = {(¢i, Vs, ;) }2_, as

3 3 3
7% — HCZ*—% R = HCZ*—& U* — HC:—wl
i=1 i=1 i=1

Then, B conducts steps 4-6 as in the actual encryption algorithm. It is
easy to see that this change does not modify A’s view since C§ still equals
Cf = Mg - X% . X9 and the distributions of (2*,7*,u*) and (Z*, R*, U*)
remain the same as in Gamey. We thus have Pr[Ss] = Pr[Ss].

Gamey: This game is identical to Games with a new modification in the chal-
lenge ciphertext. Namely, instead of setting C§ = ¢%17%, where 6, =
log;(CT) and 02 = log,, (C3), we choose it as C3 <& G. At the third step of
the encryption algorithm, the linearly homomorphic signature (z*, r*, u*)
is computed according to (7.8), as previously. Under the DLIN assump-
tion in G, this modification should not significantly alter A’s behaviour.
In particular, we have |[Pr[Sy] — Pr[Ss]| < AdvP ™ ()).

Game;: From this point forward, we make explicit use of the discrete loga-
rithms oy = log,(f) and a; = log,(h), which is allowed since we are
done with the transition consisting in tampering with C3% in the chal-
lenge ciphertext. In Games, we first change the treatment of ciphertexts
C = (SVK,Cy,C4,C5,Cs,Z, R, U,éz,ér,éu,ﬁl,ﬁg,o) involved in pre-
challenge decryption and evaluation queries. Namely, B simply ignores
the linearly homomorphic signatures contained in these ciphertexts and
returns L if C3 # C’ll/af . C’Ql/ah. Otherwise, it responds as in earlier
games.

If we call F5 the event that B rejects a ciphertext that would not have
been rejected in Gamey, Games and Game, are clearly identical until Fj
occurs, so that | Pr[S5] — Pr[S4]| < Pr[F5]. At the same time, Lemma 9
shows that Pr[F5] < - AdvP"™N(\) + 1/p.

The proof of Lemma 9 implies that, even if A chooses to expose the
evaluation key SKj, at the very beginning of the game, it should not
be able to create valid-looking ill-formed ciphertexts before the challenge
phase unless the DLIN assumption is false. This will help us prove that
the scheme remains IND-CCA1 if SKj}, is revealed to the adversary when
the game begins.
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Gameg: We now modify the treatment of post-challenge queries and intro-
duce yet another event Fg. In this game, the challenger B halts and
outputs a random bit in the event that the adversary .4 manages to
query the partial decryption oracle or the evaluation oracle on a ci-

phertext C° = (SVK®,C8,C¢, 08,08, Z°, R0, U®,C2,C%,C, 7,73, 0°)
where SVK® ¢ {SVK*,SVKI,...,SVK! } and C§ # Cpt/er . ogt/on
although (C¢,C¢, %, 7¢,73) is a valid linearly homomorphic signature
on the vector (C7,CS,C%). We say that C° is a fatal query in this
case. Since Gameg is identical to Games until event Fg occurs, we have
| Pr[Se] — Pr[S5]| < Pr[Fs]. Lemma 10 demonstrates that the DLIN as-
sumption can be broken in the group G if event Fg occurs with non-
negligible probability. More precisely, Lemma 10 shows that

Pr[Fe] < 7- J (ge +1)- (L+1) - AdvP"N(N) - (1-2) 7

Game;: We now modify the partial decryption oracle and replace the non-
interactive proofs contained in decryption shares f; by simulated NIZK
proofs. This entails to turn ( fl, f;, fg,) into a perfectly hiding Groth-Sahai
CRS (where f3 is in the span of fi and f3) and non-interactive proofs for
multi-exponentiation equations are simulated using the trapdoor of the
simulated CRS. Under the DLIN assumption, this change is not notice-
able to A and we have | Pr[S7] — Pr[Sg]| < AdvPHN()).

In Gamey, it is easy to see that A has no advantage whatsoever, so that
Pr[S7] = 1/2. Indeed, in the challenge phase, we have (C5,C5,C%) = (£, h%,
g?1192493)  where 01,02,03 €r Z,. This implies that C§ can be written as
Cy = Mg ~Xf1 -ng -g¥%®0_ The latter equality implies that, as long as zo € Zy,
remains independent of A’s view, so does the challenger’s bit 8 € {0,1}.

To see why A does not learn anything about z¢ € Z,,, we first note that the
homomorphic evaluation key SKj, is independent of z, so that homomorphic
evaluation queries leak nothing about it. We also remark that, in Gamer,
decryption shares yi; contain NIZK proofs that are simulated without using
private key shares. Hence, as long as A does not corrupt more than ¢ — 1
servers, the only possible way to infer information about 2o = P(0) is to trick
the partial decryption oracle into accepting an invalid ciphertext. However, in
Gamey, all invalid ciphertexts are explicitly rejected.

We thus find the announced result

1 , , 3
IPe[S1] = 51 < (g + 1) Adv 0= () 4 5 AdvPIN ()

+7 \/(qe+1) S(L+1) - AdvPEN () - (1- )T 1
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Lemma 9 In Games, the probability of event Fy is at most

1
Pr{Fy] < - AdvPHN () +1/p.

Proof. We show that, if event F5 occurs with non-negligible probability in
Games, there exists an efficient algorithm B that solves a SDP instance (G, G,
H,, H,) with nearly the same probability. In turn, B implies a distinguisher
for the DLIN assumption in G.

Algorithm B generates public key components that are defined as in the
actual scheme. In particular, B sets G; = G.%G," and H; = H.%" H,™ with
wi, Vi, & L, for i € {1,2,3}.

Throughout the game, the reduction B answers A’s decryption queries in the
same way as in Games. Moreover, since B has generated (skyand, PK;qng) faith-
fully, it is able to consistently reveal the evaluation key SKj, in case A decides
to corrupt the evaluator. If event Fy occurs with non-negligible probability, we
know that, before the challenge phase, A must query the partial decryption or
the homomorphic evaluation of a ciphertext C' = (SVK, Cy, Cy,Co,Cs,Z, R, U,
6Z7ér,éu7ﬁ17ﬁ2,a) such that (Z,R,U) is a valid one-time linearly homo-
morphic signature on (Cq,Cs, C3) although (Ci,Cs,C3) is outside the span
of (f,1,9) and (1,h,g). When algorithm B detects this event (by observing

that C3 # C’il/af Cgl/ah), it computes its own signature

3

3 3
(z', RN, U = (] [[ " T[] ¢™) (7.9)
i=1 =1

i=1
on (C1,C5,C3). We claim that, with overwhelming probability,

Z R U
Zt RY’ ﬁ)

is a non-trivial solution to the SDP instance since Z* # 1¢ with overwhelming
probability.

Indeed, we remark that the vector (1, 2, ¢3) is independent of A’s view
before the challenge phase. Consequently, since (C7,Cs, Cs) is linearly inde-
pendent of (f,1,g) and (1,h,g), the adversary A is only able to predict the
value ZT of (7.9) with probability 1/p. Given that we also have the inequality
AdvSPP()) < i AdvPM™()), we thus find Pr[F5] < i AdvPEN(N) + % as
claimed.

(Z, RY,Ut) = (

In the transition from Games; to Gameg, we could rely on the unbounded
simulation-soundness of the underlying QA-NIZK proof to argue that fatal de-
cryption or evaluation queries only occur with negligible probability. To do this,
we would have to build a reduction algorithm that interacts with a simulation-
soundness challenger for a given matrix p € G2*3 and simultaneously emulates
A’s challenger in the KH-CCA game. Since the reduction would not have the
matrix A € Zixs, it would have no way to detect fatal queries. Consequently,
the reduction would have to guess this query, which would introduce an extra
degradation factor in the reduction.
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Lemma 10 In Gameg, the probability of event Fg is at most

Pr[Fs] < 7- \/(qe +1) - (L+1)- AdvPPN (V) - (1 - Z;)_l-

Proof. The key argument of the proof is that, conditionally on a certain desir-
able event, the evaluation oracle Eval(S K}, -) will never information-theoretically
reveal its evaluation key SKjp.

Assuming that event Fg occurs with non-negligible probability in Gameg,
we show that there exists a distinguisher for the DLIN assumption in G. To
this end, we consider a subsequence of games starting with Gameg and ending
with Gameg.2. For each j € {0, 1,2}, we define Fg ; as the counterpart of event
Fs in Gameg ; (note that Fg ; is efficiently detectable for each j). We first show
that, as long as the DLIN assumption holds, if Pr[Fg] is non-negligible, so is
PI‘[FGQ].

Gameg ( : This game is identical to Gameg but we modify thea gejlerajion of
pK,.ung When the public key is set up. Namely, the vectors (f1, fa, {f3.: }2o)
are chosen by setting ﬁ = (f1,1g,9) and fé = (g, f2,9) where fi, fo &
G are chosen at random. As for { ‘ﬁg7i},il’:(), they are obtained as

f_z;,,o _ -150,1 . ‘250‘2 (1, 179)50,3 (1, Lg)u(—po (7.10)
f3,i = flivwl ’f2i‘2 (17179)£L3 '(1,179)7%7 i€ {1;7-[/}

with g <~ {0,..., L}, €0.1,&11,- 601 € Zp,y €021, 1802 & Zp,
5073751,3,...751/,3 (i Zp and L0 P11y PL (i {0,,C - 1}, with C =
2(ge + 1) and where g, is the number of evaluation queries that increase
the cardinality of D. Note that this change is only conceptual since the
distribution of { f;:,_yi}iL:O has not changed since Games. We thus have
PI’[F(;,()] = PI[FG]

Gameg 1: This game is like Gameg o but we consider another event Good which
causes the challenger B to abort and output a random bit if it does not
occur. Let SVKI, .. .,SVKZ,c be the distinct one-time verification keys
appearing in outputs of the Eval(SKj, .) oracle when the latter is invoked
on a ciphertext in D. Let also SVK* be the verification key involved in
the challenge ciphertext C* and let SVK® be the one involved in the first
fatal query C°. We know that SVK® ¢ {SVK*,SVKJ{, .. .,SVKZC}. For
each verification key SVK € {0,1}%, we consider the function J(SVK) =
peG—po— Zle pi - SVKJi]. We also define Good to be the event that

J(SVK®)=0 A J(SVK*)#0 A AN J(SVKD) #£0. (7.11)
We remark that the random exponents pg, p1, ..., pr are chosen indepen-

dently of A’s view: this means that the simulator could equivalently
define {f3;}L, first and only choose {p;}r, — together with values
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(&34 }L, explaining the {f5;}~, — at the very end of the game, when
SVK*,SVKI, ...,

SVK;e7SVK° have been defined. The same analysis as [138] (using the
simplifications of Bellare and Ristenpart [14]) shows that Pr[Fg 1 AGood] >
Pr{Fy.o?/(27 - (ge + 1) - (L +1).

This follows from the fact that, for any set of queries, a lower bound
on the probability of event Good is 1/(2(¢ge +1)(L+1)). Indeed, from the
known results [138, 88] on the programmability of Waters’ hash function,
we know that the probability, taken over the choice of (u, po,- .., pL), to
meet the conditions (7.11) is at least 1/(2(g. + 1)(L + 1)).

Gameg 2: We modify again the way to compute pk,.,,, in the generation of
the public key. Namely, the vectors f = (f1,16,9), fo = (1g, fa,g) are
chosen as before. However, instead of generating { J?3,¢}¢L:0 as in Gameg 1,
we set them as

foo = I J307 (11,9 (7.12)
fai = A7 (11,977, ie{l,...,L}
which amounts to setting o3 = &13 = ... = §r,3 = 0. Clearly, {ﬁ}i}fzo

are no longer uniform in the span of (fl, fé, (1, 1,g)). Still, this change
should have no noticeable effect on A if the DLIN assumption holds in G.
Concretely, if a fatal decryption/evaluation query occurs with substan-
tially different probabilities in Gameg o and Gameg 1, we can construct a
DLIN distinguisher BPYIN in the group G (recall that the reduction can
detect fatal queries using ay = log,(f) and a; = log,(h)). This dis-
tinguisher uses the random self-reducibility of DLIN to construct many
independent-looking instances from the same distribution out of a given
instance. For this reason, we can write |Pr[Fsa A Good] — Pr[Fs1 A
Good]| < Advgprin(A).

In Gameg 2, we show that an occurrence of event Fg o implies an algorithm
B solving a given SDP instance (g., g,, h, h,) with non-negligible probability,
which a fortiori breaks the DLIN assumption in G as the latter is implied by
SDP.

By hypothesis, we know that the adversary A somehow manages to produce
a fatal decryption/evaluation query on a ciphertext C for which (CY,CS, C%)
is outside the span of (f,1g,g) and (lg, h,g) but (C¢,C°, C, 7, 73) € G5
satisfies the verification equations. At this point, if the event Good introduced
in Gameg 1 occurs, we must have J(SVK®) = 0, which implies that féVKo = ]‘:;:,70-
Hf:ll ;,S;.VKO 1 Yies in span( f_i, f;) Consequently, C_’f, éf and C_:jj are necessarily
perfectly binding and extractable commitments. Using (log,(f1),log,(f2)), B
can thus extract the committed group elements (z°,7°,u®) € G* by BBS-

decrypting of the ciphertexts (ég, C_"f , C_"jj) Since (7, 75) are perfectly sound
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Groth-Sahai proofs, the extracted elements (2°,7°, u®) necessarily satisfy

.

1GT :e(gZ’ZO) 'e(gTvro) : e(giacf)7

- (7.13)
lg, =e(hz,2°) - e(hy,u®) - [ [ e(hs, CF).
i=1
Having extracted (z°,7°,u®), B also computes
3 3 3
2t = H cyx rf = H cy ut = H Cf_‘si, (7.14)
i=1 i=1 i=1

so that (2, rf u") also satisfies (7.13). Since (z',r,u") and (2°,7°,u°) both
satisfy (7.13), the triple

< <o <o
LR ill)
(Z’r’u)_(zf’ﬁ’u’r

satisfies e(g., 2%) - e(g,, r¥) = e(h., 2%) - e(hy, u?) = 1g,.. To conclude the proof,
we argue that zf # 1g with overwhelming probability.

To do this, we observe that, if the event Good defined in Gameg ; actually
comes about, then B never leaks any more information about (x1, X2, x3) than
A can infer by just observing {(z;,7;, uj)}?zl in the public key. Indeed, in this
case we have J(SVK*) # 0 and J(SVK;) # 0 for each j € {1,...,g.}. This
means that, in the challenge ciphertext and all its homomorphic evaluations,
the proofs (7, m3) are perfectly WI as they are generated for a perfectly hiding
Groth-Sahai CRS. For these ciphertexts, the built-in homomorphic signatures
(C.,C,,C,,7,7) leak nothing about the specific vector (x1, x2, x3) € Zg used
by B. As a consequence, we can apply the same arguments as in the proof of
Lemma 9 when it comes to argue that zT # 2z° with probability 1 — 1/p. We
thus find .

Pr[Fy.2 A Good] = AdviPP (1)) - (1 - %) .
In turn, B implies a PPT distinguisher BPLIN' for the DLIN assumption such
that we have the inequality Pr[Fg2 A Good] < 1 - Advgoun (A) - (1 — %)_1. If
AdvP ™ ()) denotes the maximal advantage of any PPT distinguisher against
the DLIN assumption in G, the probability to have Fg 1 A Good can be bounded
as Pr[Fg1 A Good] < 2. AdvPHN (). (1- %)71 in Gameg,;. This eventually
yields the stated result

Pr[Fs] < 7- \/(‘Je +1) - (L+1)- AdvPHN(N) - (1— *)71'



Conclusion

This thesis brings an improvement of the security of cryptographic primitives
supporting public verifiability. After a preliminary part devoted to recalling
some basic concepts of public-key cryptography and some more advanced build-
ing blocks, the contributions of the thesis were divided into three other parts.
The second part focused on primitives related to signatures, the third one con-
centrated on commitments and proof systems, and the last part was dealing
with threshold encryption.

Part II put forth contributions in the areas of group signatures and P-
homomorphic signatures. In Chapter 3 we built two scalable group signature
schemes with revocation. Our new revocation techniques, borrowed from the
tree-based NNL framework of broadcast encryption, allowed building revocable
group signatures where all the complexities depending on the number of group
members N are at most polylogarithmic in V. The first construction relies on
hierarchical identity-based encryptions and preserves the constant-size signa-
tures of previous constructions and even the constant-cost verification of con-
structions in the random oracle model. Based on concise vector-commitments
and a slightly stronger assumption, the second construction increases the per-
formances so that the only dependency in N is a linear size public key in log N,
which makes our scheme competitive with group signatures that do not sup-
port revocation mechanisms.

Chapter 4 first improved the security model of P-homomorphic signatures.
The recent unified framework of Ahn et al. for computing on authenticated
data expressed the need for a new privacy notion called strong context-hiding.
Although this property requires statistical indistinguishability, we showed that
it is not sufficient in the case of randomizable signatures. Indeed, their model
only considered honestly-generated signatures while concrete schemes allow em-
bedding in signatures subliminal information that might be used to detect how
future signatures will be performed. To fill this gap and prevent unwanted
traceability, we strengthened the model with our complete context-hiding prop-
erty that takes into account adversarially-controlled signatures. In a second
step, we built the first homomorphic signature schemes achieving this require-
ments for the subset predicates and quotable signatures. Interestingly these
realizations are both structure-preserving (SP) and more efficient than exist-
ing solutions that are only strongly context-hiding (CH). Eventually, we put
forward three constructions for linearly homomorphic SP signatures: a one-
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time construction where only one vector subspace can be authenticated, a full-
fledged construction but not context-hiding and finally a fully secure completely
CH construction.

In Part ITI, we showed that our linearly homomorphic structure-preserving
(LH-SP) signatures have unexpected applications in commitment schemes and
non-interactive proof systems. In Chapter 5 we proposed the first constant-size
simulation-sound and non-malleable (NM) commitments on vectors of group
elements in bilinear groups. This solution was made possible by evaluating the
verification equations of LH-SP signatures on random group elements instead
of actual signatures. Even though the commitments lie in the target group, it
is still possible to prove statements related to committed opening values and
the committed messages. This construction is purely generic and actually does
not need to rely on any context-hiding property. This allows us to obtain a
better performance of the NM commitments when we instantiate them with
our second LH-SP signatures.

In Chapter 6 we presented two quasi-adaptive NIZK arguments for proving

membership in linear subspaces on bilinear groups. By allowing the common
reference string (CRS) to depend on the specific language of which we need to
prove membership, it is possible to build shorter proofs. A deeper exploitation
of our LH-SP signatures enabled us to show how the context-hiding property
can provide quasi-adaptive ZK when their secret keys are used as trapdoor
keys. In the same way that set membership proofs in the standard model have
a CRS composed of signatures on each set elements, here we can only dispose
of signatures on bases of the vector subspace. This enables a prover to derive
signatures and prove satisfiability of the verification equation.
Combining our one-time signatures with smooth projective hash functions gave
the first constant-size single-theorem relatively sound QA-NIZK arguments for
such subspace proofs. Moreover, combining our one-time signature with Groth-
Sahai NIWI proofs in the same manner as we did to obtain our completely
context-hiding signatures gave the first constant-size solutions to unbounded
simulation-sound QA-NIZK arguments. This result paves the way toward effi-
cient schemes in a multi-user setting like key-dependent-message secure encryp-
tions where the reduction should simulate a polynomial number of challenge
ciphertexts related to the secret keys.

Finally, Part IV looked at publicly verifiable threshold encryption schemes
in Chapter 7. The application of our quasi-adaptive NIZK arguments enabled
us to build the shortest CCA-secure threshold schemes where the above single-
theorem argument provides both verifiabilty and adaptive security. On the
other hand, the unbounded simulation-sound QA-NIZK argument in combi-
nation with a strongly unforgeable one-time signature allowed us to build the
first fully adaptive keyed-homomorphic CCA threshold encryptions. Indeed,
since the cryptosystem must remain secure when the adversary receives new
ciphertexts for adversarially-chosen evaluation of the challenge ciphertext, the
reduction has to produce an unbounded number of fake proofs. This scheme is
also the first where the validity of ciphertexts is publicly verifiable.
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All along this thesis we proposed new pairing-based constructions by com-
posing old and new building blocks. Their security was proved in the standard
model and most of them are structure-preserving, which might allow them to
be easily used in turn in other anonymity-based protocols. All the presented
schemes are highly efficient and each of them supports public verifiability.

Taking a step back, the group signature schemes are those that require the
strongest assumptions of the thesis. It is possible to replace some building
blocks by existing variants that rely on simple(r) assumptions but this will
decrease the overall performance. Therefore, it would be useful to have new
solutions with weaker assumptions and without degrading the efficiency. Nev-
ertheless, the principle based on the concise vector commitments used to prove
that users are non revoked is of value in itself and it will be interesting to see
if it could be applied elsewhere.

All the other contributions only assume the hardness of the DLIN problem.
Even though our constructions seem optimal in several metrics, it might be
possible to build new schemes with tighter reductions to obtain an even better
practicality with respect to the size of the parameters. Besides, the constant-
size simulation-sound arguments should have a wide range of other applications.
This direction seems very promising.

It was amazing to see how relaxing the unforgeability of structure-preserving
signatures has found numerous non-trivial applications. More conceptually,
homomorphism may be reconciled with adaptive security and, to some extent,
non-malleability may emerge from malleability.
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