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Abstract

Identification schemes are public-key cryptographic primitives that allow
an entity (called the prover) to prove his or her identity to another entity.
An identification scheme is secure if no attacker can impersonate the prover.

Digital signature schemes allow an entity to produce a signature on a
message; given the message and the signature, another entity can check the
identity of the signer and verify that the message was not modified. A secure
digital signature scheme is such that an attacker can not produce a forgery,
i.e. a false signature.

There has been a lot of work aiming at establishing, in a provable man-
ner, the security of such schemes. Given a cryptographic scheme and a
security property, one should be able to demonstrate whether the scheme
satisfies it or not. The approach is usually the following: when the security
property is not satisfied, show it with an efficient attack; when it is satisfied,
use a security proof. But even when they are provably secure, cryptographic
schemes can be attacked: it can be at the implementation level, or because
of a flaw in the proof.

The goal of this thesis is to apply these approaches to study the security
of several public-key cryptographic schemes. We study the GPS identifi-
cation scheme and show how some implementations can be broken by an
efficient attack. We show how to securely sign long messages with RSA. We
break a fair exchange signature scheme based on GPS and RSA. We con-
sider a new problem called fair identification and propose a fair identification
scheme.
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Introduction

1. Motivation and Scope

Identification schemes and digital signatures are two related kinds of
public-key cryptographic primitives. In an identification scheme, a prover
convinces a verifier of his identity, while in a signature scheme a signer
produces a digital signature that binds him to a document. In both cases,
a verifier can check the identity of the other entity, either interactively (in
the case of the identification scheme) or non-interactively (in the case of a
signature scheme). These kind of tools find many applications today like
smart card payment systems for example.

The RSA [57] primitive was initially designed as a public-key encryption
and digital signature scheme; it is the most widely used public-key primitive
today. The GPS [38, 55| identification scheme is computationally very effi-
cient. Interestingly, these two schemes have a lot in common. Both schemes
have their security based on problems related to the integer factorization
(the RSA problem in the case of RSA and the discrete logarithm with short
exponents problem modulo a composite number in the case of GPS). The
similarity in their construction was used several times: in the original GPS
paper, the idea was to use RSA with GPS in order to provide self-certified
public keys (i.e. public keys that do not need a separate certificate); later, it
was used by Markowitch and Saeednia [53] to design a fair exchange scheme
based on GPS and RSA.

But there are still many open questions about the security of these two
schemes. When trying to evaluate this security, two approaches are possible.
In order to prove that a security property is not satisfied, one can describe
an attack on the scheme, showing how an attacker can efficiently break the
given security property. On the other hand, in order to prove that a given
security property is satisfied, one can provide a security proof, demonstrating
that no attacker can break the given security property.

Sometimes, schemes have rigorous security proofs but can be broken by
side-channel attacks, therefore one needs to know which attacks are possible
in order to counter them. Moreover, some new cryptographic problems arise
and need their security models and proofs.

In this thesis we apply these different approaches to study the security
of several identification and secure schemes related to GPS and RSA.



2 INTRODUCTION

Moreover, we want to investigate the property of fairness. In electronic
commerce, it often happens that two (or more) users want to obtain some-
thing from each other and agree to make an exchange. Informally, an ex-
change protocol is fair when it ensures that either all the parties get what
they want, or none of them gets nothing. This problem has been studied
in the case of signatures but the situation where two persons want to fairly
exchange proofs identities is a new and distinct problem that is interesting
to investigate.

2. Organization of the Work

This thesis is organized as follows. The first part is an introduction
to several concepts in public-key cryptography. Four new results are then
presented in the second and third part.

The first part introduces all the concepts that are necessary to under-
stand the new results. It provides an introduction to identification and sig-
nature schemes, fair exchange schemes, and also discusses practical aspects
such as side-channel attacks and efficient implementation.

The second part of the thesis describes two new results about the security
of identification and signature schemes. The first result is a new side-channel
strategy called Hamming weight cryptanalysis and its application to the
GPS identification scheme. The second result is about encoding for RSA
signature schemes and presents a new technique to encode long messages.

The third part of the thesis presents two new results related to the
topic of fairness in cryptography. The first result is an attack that breaks a
fair exchange scheme based on GPS and RSA. The second result is a new
problem called fair identification that is introduced and studied.



Part 1

Preliminaries






CHAPTER 1
Public-Key Cryptography

1. Public-Key Identification and Signature

1.1. Secret-Key vs. Public-Key Cryptography. Cryptography
provides tools for the security of communication systems in a wide variety of
situations. The main kind of cryptographic primitives are encryption, which
ensures the confidentiality of a communication, digital signatures that are
meant to be the electronic equivalent of handwritten signatures and identi-
fication schemes that allow to verify the identity of a user or a device.

One can make a distinction between two kind of cryptographic schemes:
secret-key schemes and public-key schemes.

Secret-key cryptography (also called symmetric cryptography) requires
that users share a secret. For example, a symmetric encryption scheme allow
two entities Alice and Bob to communicate in a confidential way, provided
they previously agreed on a secret key. The secret key is used by Alice to
encrypt a message then used by Bob to decrypt the message. This secret
key is only known to Alice and Bob. The requirement that both entities
must know a common secret value is strong, as users must find a way to
choose such a value in a secure way.

Public-key cryptography (also called asymmetric cryptography), invented
in 1976 by Diffie and Hellman [33], aims at removing this need for a common
secret. It allows users to perform cryptographic operations without sharing
a secret. The principle is that each user has two distinct but related keys:
a private key and a public key. The private key is known to the user only
and must be kept secret, while the public key is meant to be available to
anyone.

1.2. Types of Public-Key Schemes.

1.2.1. Public-Key Encryption. An public-key encryption scheme allows
users to encrypt messages under the recipient’s public key, in such a way
that only the intended recipient can decrypt the message using his private
key.

It works as follows. Assume that Alice wants to encrypt a message m,
called the plaintext, that is intended to Bob. Bob has a private key sk and
has already published his corresponding public key pk. Alice encrypts the
message using an encryption algorithm E and Bob’s public key. She obtains
an encrypted message ¢ = Epk(m) called the ciphertezt. When Bob receives

the ciphertext, he uses a decryption algorithm D and his private key in order

5



6 1. PUBLIC-KEY CRYPTOGRAPHY

to obtain the plaintext m = Dy (c). Notice that Alice only used public
information in order to encrypt the message: anyone can encrypt a message
intended to Bob, but only Bob can decrypt it thanks to his private key.
The most famous public-key encryption scheme is the RSA [57] encryption
scheme.

1.2.2. Identification. An identification scheme allows an entity called the
prover to prove his or her identity to another entity called the verifier. In
a public-key identification scheme, the verifier knows the public key of the
prover. The prover interacts with the verifier, using his private key without
revealing it. The verifier becomes convinced that the prover knows the
private key, which confirms the identity of the prover.

1.2.3. Digital Signature. In a signature scheme, when the signer wants
to sign a message m, he computes a digital signature of m with his private
key. This signature can be verified by anyone using the signer’s public key;
the verification algorithm will confirm the integrity of the message and the
identity of the signer.

1.3. Hash Functions. A cryptographic hash function or hash function
for short is a function that takes as input a bit string of arbitrary but finite
length and outputs a bit string of fixed length. Hash functions are designed
to be fast and to yield few collisions (i.e. two different inputs that have the
same output); they are used in a wide variety of cryptographic schemes.

2. Number-Theoretic Reference Problems

The security of a public-key scheme usually relies on the intractability
of a computational problem. Some of the most frequently used problems
are presented in this section. While their exact computational complexity
is not known, they are believed hard. More precisely, one usually makes the
assumption that no polynomial-time algorithm can solve them.

In practice this means that, when appropriate parameters sizes are used,
an adversary cannot solve the problem, even given an important computing
power.

Given two related problems, it useful to know if one is “harder” than
the other; this happens if there is a reduction between the two problems.

DEFINITION 2.1. Let A and B be two computational problems. A is said
to polytime reduce to B if there exists an algorithm that solves A using as a
subroutine a hypothetical algorithm that solves B, which runs in polynomial
time if the algorithm for B does.

If A polytime reduces to B, we write A <p B. This means that A is
not harder than B as the existence of a polynomial algorithm that solves B
would imply the existence of a polynomial algorithm that solves A.

2.1. Factorization and RSA Problem. The security of many cryp-
tographic schemes relies on the hardness of factoring a large integer or solv-
ing equations modulo such an integer.
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DEFINITION 2.2. Let N be a positive integer. The integer factorization
problem is to find the prime factorization of N, i.e. to write N = Hlepiei
where p; are distinct prime numbers and each e; > 1.

In practice, N is often chosen as the product of two primes.

DEFINITION 2.3. The RSA problem is the following: given N = pq

where p and q are two distinct, odd primes, given e such that e is coprime
with (p — 1)(¢ — 1), and an integer X, find x such that z¢ = X (mod N).

In other words, the RSA problem consists in computing e-th roots mod-
ulo N. The RSA problem polytime reduces to the factorization problem:
given p and ¢, one can compute ¢(N) = (p — 1)(¢ — 1) then d = e~! mod
#(N). Then, given X = 2° mod N, x can be computed as =% mod N.

A variant of the RSA problem is when the attacker is given access to an
RSA inversion oracle and is challenged with values for which it has to find
e-th roots; the one more RSA problem is to find a number n of e-th roots
using strictly less than n queries.

We denote by K, (k) the RSA key generation algorithm where k is a
security parameter.

DEFINITION 2.4. An rsa-omi adversary is a randomized, polynomial-
time algorithm I that gets input N,e and has access to two oracles. The
first is an RSA-inversion oracle (.\)* mod N that given Y & Ly returns
Y% mod N. The second is a challenge oracle that, each time it is invoked
(it takes no inputs), returns a random challenge point W € Z,. The game
considered is to run the RSA key generation algorithm K,s.(k) and then
run I(N,e) with its oracles. Let Wh, ..., W,, denote the challenges returned
by I’s challenge oracle. We say that I wins if its output is a sequence of
points w1, ..., w, € Zyn satisfying w; = I/Vz-d (mod N) meaning I inverts
all the challenge points and also the number of queries made by I to its
RSA-inversion oracle is strictly less than n. The rsa-omi advantage of I,
denoted AdviZ® 9" (k), is the probability that I wins, taken over the coins
of Kysq, the coins of I, and the coins used by the challenge oracle across its
invocations. We say that K,s, is OMI secure if the function Advgéfzs;‘}m(k)

is negligible for any rsa-omi adversary I of time complexity polynomial in k.

2.2. Discrete Logarithm Problem. Another frequently used hard
problem is the discrete logarithm problem. It has several variants, depending
on the group and the size of the exponent.

DEFINITION 2.5. The discrete logarithm problem is the following prob-
lem: given a prime number p, a generator g of Z,, and an element X of Z,,
find x € [0,p — 1] such that g* = X (mod p).

It can be generalized to any finite cyclic group (written multiplicatively):

DEFINITION 2.6. The generalized discrete logarithm problem s the fol-

lowing problem: given a finite cyclic group G of order n, a generator g of G
and an element X of G, find x € [0,n] such that g* = X.
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In Schnorr’s identification and signature scheme, for example, G is the
subgroup of Z;, generated by an element of order ¢ where ¢ is a prime.
One can also put a restriction on the size of the exponent.

DEFINITION 2.7. The generalized discrete logarithm problem with short
exponents is the following problem: given a finite cyclic group G of order
n, a generator g of G, an integer S < n and an element X of G such that
g* = X where z € [0, 5], find x.

The generalized discrete logarithm problem with short exponents poly-
time reduces to the generalized discrete logarithm problem if n/S is poly-
nomial.

In the previous problem, we can choose G as the group generated by an
element g modulo a composite number N:

DEFINITION 2.8. The discrete logarithm problem with short exponents
modulo a composite integer is the following problem: given an integer N
such that N is the product of two primes p and q, an integer g € [0, N[, an
integer S < ordn(g) and an integer X of G such that g* = X (mod N)
where x € [0, S, find x.

2.3. Diffie-Hellman Groups. We now present two variants of the
Diffie-Hellman problem: the computational Diffie-Hellman problem (CDH
for short) and the decisional Diffie-Hellman problem (DDH).

In the following definitions, we are given a multiplicative group G of
prime order p.

DEFINITION 2.9. The computational Diffie-Hellman problem is: given
g € G and g%, g°, compute g®.

In other words, the computational Diffie-Hellman problem consists in
finding u!°%s " given three elements g, h,u € G.

DEFINITION 2.10. The decisional Diffie-Hellman problem is : given g €
G, g%, g® and h € G, decide whether h = g®.

In other words, the decisional Diffie-Hellman problem consists in deter-
mining if log, h = log,, v given four elements g, h, u,v in G. In case they do,
the tuple (g, h,u,v) is called a DDH-tuple.

The DDH problem reduces to the CDH problem: given an instance
g,9% g%, h of the DDH problem, one can use the algorithm that solves the
DDH problem with g, g%, ¢° in order to compute ¢?°, then check whether
h = g%.

There are some groups where the DDH problem is easy while the CDH
problem is hard; these groups are called gap Diffie-Hellman groups [46, 45].
We can give a more formal definition:

DEFINITION 2.11. A prime order group G is called a GDH group if there
exists an efficient polynomial time algorithm which solves the DDH problem,
but no polynomial time algorithm can solve the CDH problem with non-
negligible probability, when the inputs g,a,b are chosen at random.
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3. Provable Security

3.1. Standard Model. A cryptographic scheme has no practical use
if it is insecure; when studying a scheme, one must try to find guarantees
that the scheme is indeed secure. For example, given a signature scheme,
one needs to prove that it is unforgeable, i.e. that no attacker can produce
valid signatures without knowing the corresponding private key.

In most cases, one cannot ensure unconditional security; one needs to
prove that a scheme is secure under some computational assumption.

The approach is to choose a computational problem (e.g. the factor-
ization problem) that is supposedly hard, then to prove than the scheme is
secure if the problem is hard.

More precisely, one needs to define:

e The attacker’s goal
e The attacker’s means
e A computational assumption

A security proof is a mathematical demonstration that if the computa-
tional assumption is hard, then no attacker can succeed.

The method used to build a security proof is usually the following. One
assumes that an attacker (that succeeds with non-negligible probability)
exists, then one designs an algorithm that solves the computational as-
sumption. The attacker is used as a subroutine of this algorithm. This
demonstrates that, if the computational problem cannot be solved, then the
attack is not feasible.

3.2. Random Oracle Model. There are some situations in which a
standard security proof is hard to find. This is often due to the fact that
when using the attacker as a subroutine, he makes some requests and the
algorithm has to answer those requests. For example, when proving the
security of a signature scheme against chosen message attacks, the attacker
is going to ask for signatures of messages of his choice thus the algorithm
needs to be able to compute these signatures.

In order to overcome this technical difficulty, Bellare and Rogaway in-
troduced the random oracle model in 1993 [16]. In this security model, hash
functions are replaced by random oracles. A random oracle is a function
that is indistinguishable from a perfectly random function from the point of
view of the attacker.

In the security proof, when the attacker needs the hash of a value, instead
of computing the outputs of the hash function himself, he will send the value
to an oracle that will send back a value as the output, such that the values
sent by the oracle are uniformly distributed over the output space of the
function.

This means that the reduction algorithm that uses the attacker as a
subroutine will now answer the hash queries; it can output a value chosen
in a smart way, as long as it “looks like a random value” to the attacker.



10 1. PUBLIC-KEY CRYPTOGRAPHY

As an example of security proof in the random oracle model, we give
the main idea of the security proof of the Full Domain Hash [28] signature
scheme. In this scheme, RSA parameters are generated. (N, d) is the signer’s
private key and (N, e) is the corresponding public key; a hash function H
such that the outputs of H are uniformly distributed over Z}; is chosen. The
signature of a message m is computed as H(m)? mod N.

During an adaptive chosen-message attack, the attacker has access to a
signing oracle; he sends signature queries for m; of his choice and receives
the corresponding signatures. In the proof, we assume that the attacker also
sends hash queries to a random oracle, and that when he sends a query m; to
the signature oracle, he previously sent a hash query for the same message.

The reduction algorithm answers both kind of queries. When it receives
a hash query for message m;, it computes H(m;) as yf mod N for a random
y; € Z. When it receives a signature query for m;, it sends the value ;.

For the attacker, H(m;) is a random value in Z%,;, but for the reduction
algorithm it means that if the attacker later asks for the signature of m;, it
will be able to answer correctly since H(m;)? mod N = y;.

This shows how, by forcing the attacker to send hash queries, the random
oracle model gives more freedom to design an efficient reduction algorithm.
Some schemes have security proofs both in the standard model and in the
random oracle model, but usually proofs employing random oracles have
better reduction rates or rely on less strong assumptions.

Security in the random oracle model does not imply security in the real
world: some schemes are secure in the random oracle model but can be
broken [26, 11]. A proof in this model should not be seen as a formal proof
that the scheme is secure; it is nevertheless a heuristic way to validate the
design of the cryptographic scheme.



CHAPTER 2

Public-Key Identification Schemes

1. Introduction

Identification schemes allow one entity (called the verifier) to verify the
identity of another entity (called the prover). In real life, there are many
applications where an electronic device must prove its identity to access a
resource or a place; this occurs for example when someone uses a smart card
in order to enter a restricted area in a building (the reader at the door must
ensure that the smart card is indeed a card that belongs to someone allowed
in the area). Another example is cash withdrawal at an automatic cash
dispenser: the machine has to check the identity of the withdrawer before
giving the money.

In an identification scheme, the prover knows a secret and wants to con-
vince the verifier of this knowledge. The verifier will accept the identity of
the prover if he can confirm that the prover knows the secret. An identi-
fication scheme is a protocol that describes a way to do that in a secure
manner, allowing that any entity trying to impersonate another entity will
be detected by the verifier.

Secret key techniques can be used to ensure identification. In this case,
the verifier must know the prover’s secret key. The simplest technique is sim-
ply to reveal the secret key to verifier. This requires a secure communication
channel between the prover and the verifier; otherwise an eavesdropper can
obtain the prover’s secret key. More advanced techniques also exist; one-
time passwords for example are secure against eavesdroppers as a password
will never be used twice by the prover. One can also use challenge-response
protocols based on an encryption scheme: the verifier sends an encrypted
random message and the prover must answer with the decryption of the
message, which proves that he knows the secret key.

Secret-key identification techniques are computationally efficient, but
have the same drawback than other secret-key primitives: the need for the
prover and the verifier to have a common secret. If Alice uses the same
secret-key to be identified by Bob and Charlie, then Bob can run an identi-
fication protocol with Charlie and impersonate Alice. This means that such
secret-key techniques should only be used in situations where the prover
completely trusts the verifier; more precisely, if Alice wants to prove her
identity to Bob, she must trust Bob and check that she is indeed talking to
Bob. In many practical applications, this assumption is not realistic.

11



12 2. PUBLIC-KEY IDENTIFICATION SCHEMES

The solution to avoid this is to use public-key techniques where the
prover will never have to reveal her private key. In the remaining of this
thesis, we focus on public-key techniques.

In this area too, many ways can be employed to design schemes. One
can use public-key encryption: the verifier sends to the prover a random
message m, encrypted under the prover’s public key. The prover decrypts
the message with her private key and sends the decrypted message to the
verifier. The verifier checks that the decrypted message is m and becomes
convinced of the identity of the prover.

A similar idea is to use digital signatures: the verifier sends a random
message m to the prover. The prover signs the message with her private
key and sends the signature to the verifier. The verifier checks the signature
and accepts the identity of the prover.

Another approach is to invent specific identification schemes. In some
cases, this allows to propose more efficient schemes; sometimes the motiva-
tion is also to obtain primitives whose security is easier to prove, as it was
the case with the invention of zero-knowledge schemes.

The remaining of this chapter gives an overview of the provable security
of identification schemes then presents a few of the most well-known schemes.

2. Provable Security of Identification Schemes

In order to discuss the security of identification schemes, we need to
define three entities and their respective goals.

e The prover is an entity that wants to convince the verifier of its
identity.

e The impersonator is an entity, distinct from the prover, who wants
to make the verifier believe that it is the prover.

e The wverifier is an entity that wants to be able to distinguish be-
tween the prover and the impersonator.

An identification scheme is a protocol between an entity and the verifier;
at the end of the protocol, the verifier should be able to know if the entity
is the prover or the impersonator. The verifier can be seen as an algorithm
that outputs a bit at the end of the interaction with an entity, such that
this bit equals 1 if the entity is the prover and 0 otherwise.

2.1. Kinds of Attacks. In an identification scheme, the goal of the
attacker is to impersonate the prover. More precisely, the attack is successful
if the attacker obtains a way to be accepted by the verifier as the honest
prover with a non-negligible probability.

The means of the attacker may be:

o Key-only attack: The attacker has only access to the public key of
the prover.

e Passive attack: The attacker has access to transcripts of identifi-
cations between the prover and the verifier.
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e Active attack: The attacker impersonates the verifier and interacts
with the prover.

o Concurrent attack: The attacker impersonates the verifier and in-
teracts with several clones of the prover concurrently.

2.2. Kinds of Security Proofs. Two approaches exist when it comes
to proving the security of an identification scheme. The first one is the
zero-knowledge paradigm invented by Goldwasser, Micali and Rackoff [41]
in 1989. It is a heuristic method where one checks that the identification
protocol satisfies some properties.

While the zero-knowledge approach and some variants like the witness-
indistinguishable approach [35] have been used for years, they are usually
not considered as formal proofs of security as they do not directly demon-
strate that attacks are impossible. Another approach was proposed by Bel-
lare and Palacio in 2002 [15]; they use a reductionist proof, i.e. a proof
under a computational assumption that no attacker can break the scheme.
The drawback of this approach is the need to use stronger computational
assumptions. We now detail these two approaches.

2.2.1. The Zero-Knowledge Paradigm. Zero-knowledge protocols allow
the prover to demonstrate the knowledge of a secret without revealing any
information on the secret. They are an example of interactive proofs. Zero-
knowledge protocols can be used as identification schemes in the following
way. The prover generates a private key si and the corresponding public
key pi. Prior to an identification session, the verifier is given p, and wants
to check that the prover is indeed in possession of the corresponding private
key si. The prover convinces the verifier that he knows s; without revealing
sk. More precisely, during the protocol, the prover does not reveal any
information about the secret (apart from the fact that he knows the secret).

A zero-knowledge identification scheme should satisfy three properties:
completeness, soundness and zero-knowledge.

DEFINITION 2.1. A protocol is complete if, when executed between an
honest prover and an honest verifier, it succeeds with overwhelming proba-
bility.

DEFINITION 2.2. A protocol is sound if there exists an expected polyno-
mial time algorithm M such that if a dishonest prover can with non-negligible
probability successfully execute the protocol with the verifier, then M can be
used to extract from this prover the private key of the honest prover (or a
knowledge that would allow successful subsequent protocol executions).

A protocol that satisfies these first two properties is called a proof of
knowledge. Informally, a proof a knowledge is a protocol in which a verifier
can determine whether the prover knows the secret or not. The most simple
example of proof of knowledge is a protocol where the prover reveals the
secret to the verifier.



14 2. PUBLIC-KEY IDENTIFICATION SCHEMES

A proof of knowledge is zero-knowledge if an eavesdropper cannot learn
anything about the secret from his observations of the executions of the
protocol between the honest prover and the verifier. The idea is that the
eavesdropper can simulate these executions of the protocol, without knowing
the secret, and that the outputs of this simulation look exactly like real
executions of the protocol.

It can be formalized as follows:

DEFINITION 2.3. A proof of knowledge is zero-knowledge if there exists
an expected polynomial-time algorithm (called the simulator) which can pro-
duce, without interacting with the prover, transcripts indistinguishable from
those resulting from interactions with the prover.

Sometimes, the distribution of simulated transcripts and the distribution
of those resulting from real interactions are very close but not equal. If, in
practice, it is impossible to distinguish between the two distributions, this
means that the eavesdropper will not be able to extract the secret from the
transcripts of the real interactions. This notion is captured by the concept
of statistical zero-knowledge.

DEFINITION 2.4. Let X1, X9 be two random wvariables defined over Sq
and Sy. The statistical distance between X1 and X5 is

SD[X;, X,] = ;Za: |Pr[X| = a] — Pr[X, = d|
DEFINITION 2.5. A proof of knowledge is statistically zero-knowledge
if there exists an expected polynomial-time algorithm (called the simulator )
which can produce, without interacting with the prover, transcripts such that
the statistical distance between the distribution of these transcripts and the
distribution of observable transcripts is negligible.

2.2.2. Reductionist Security Proofs. In 2002, Bellare and Palacio [15]
proved the security of the GQ and Schnorr schemes under concurrent at-
tacks. Rather than using the zero-knowledge paradigm, they propose a
reductionist security proof. They means that they demonstrate that if the
underlying computational problem is hard, then no attacker can succeed in
breaking the given security property.

Their proofs are in the standard model. The security of the GQ iden-
tification scheme is proven under the one more RSA assumption and the
security of the Schnorr identification scheme is proven under the one more
discrete logarithm assumption.

3. Fiat-Shamir Identification Scheme

The Fiat-Shamir scheme was proposed in 1986 [36]. It is a proof of
knowledge of a square root modulo N; its security is based on the factor-
ization problem. We present a simplified version of this protocol in order to
highlight its similarity with Guillou-Quisquater.
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3.1. Description. An authority chooses two strong primes p and q
then computes their product N = pq.

The prover’s private key is a random element = € [0, N[. Her public key
is X = 272 mod N. An identification proceeds as follows:

(1) Commitment: The prover picks a random integer y € [0, N[. She
computes Y = y? mod N and sends Y to the verifier.

(2) Challenge: The verifier sends a random bit ¢ € {0, 1} to the prover.

(3) Response: The prover computes z = yz¢ mod N. She sends z to
the prover.

(4) Verification: The verifier checks that 22X¢ =Y (mod N).

Prover Verifier
Pick y €r [0, N|
Y =y? mod N
_Y

Pick ¢ € {0,1}

z = yz° mod N

2X°Z Y (mod N)

FIGURE 1. A Round of Fiat-Shamir

3.2. Security Discussion. Completeness follows from
22X = (y29)2 (272 =y? =Y (mod N)

In order to prove the soundness, one shows that an attacker that can
perform a successful identification with probability higher than 1/2 can find
the private key . We first note that a dishonest prover can succeed in an
identification if it can predict the value of the challenge ¢: he simply can
choose any z € [0, N[ and compute Y = 22X¢ mod N. He then sends Y to
the verifier and waits for ¢; if the guess on ¢ was correct, he answers with z
such that Y = 22X¢ mod N so he will fool the verifier. Using this technique,
the attacker can succeed with a probability of 1/2 as only two values are
possible for c.

But if an attacker can succeed with a probability higher than 1/2, then
he can find a value Y such that he can answer two challenges ¢ = 0 and
c1 = 1. This means that the attacker knows Y, zy and z; such that

Y = 2°X% = 22X (mod N)

Thus 202 = 2:2X (mod N). The attacker can then compute the private key
x as ¢ = 29 'z mod N. This shows the soundness of the scheme.
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The scheme is zero-knowledge: the simulator produces (Y, ¢, z) triples
such that Y = 22X°mod N by first choosing at random z and c. Such
triples are indistinguishable from the ones observed during real executions
of the protocol.

In practice, the probability of success of the attacker should be negligible.
Therefore the protocol should be used n times and the verifier should confirm
the identity of the prover if all n runs are successful; the probability of success
of an attacker becomes (1/2)".

4. Guillou-Quisquater Identification Scheme

Guillou and Quisquater proposed their identification scheme in 1986 [43].
The scheme is often called GQ. Its security is based on the RSA problem
and can be seen as an adaptation of Fiat-Shamir where square roots are
replaced by e-th roots.

4.1. Description. An authority generates RSA parameters: it chooses
two strong primes p and ¢, computes their product N = pq. It also chooses
an integer e such that e is coprime with (p — 1)(¢ — 1).

The prover’s private key is a random element = € [0, N[. Her public key
is X = z7¢mod N. An identification proceeds as follows:

(1) Commitment: The prover picks a random integer y € [0, N[. She
computes Y = y® mod N and sends Y to the verifier.

(2) Challenge: The verifier sends a random integer ¢ € [0,e[ to the
prover.

(3) Response: The prover computes z = yz¢ mod N. She sends z to
the prover.

(4) Verification: The verifier checks that 2¢X¢ =Y (mod p).

Prover Verifier
Pick y €r [0, N[
Y =y°*mod N
Y .

Pick ¢ €r [0, €]

z =yz° mod N

SXeLy (mod p)

FicUure 2. A Round of GQ



5. SCHNORR IDENTIFICATION SCHEME 17

4.2. Security Discussion. Completeness follows from
22X = (yz©)°(z7 %) =y* =Y (mod N)

Soundness can be proven in a similar manner than Fiat-Shamir. An
attacker can succeed with probability 1/e by guessing the challenge; but if
he can succeed with a higher probability, he can find Y, cg, ¢1, 20, 21 (where
cp and c¢; are different challenges) such that

Y = 20°XC = 2°X  (mod N)

From these values, the attacker can compute the e-th root of X, i.e. the
private key x.

There is an issue when one tries to prove that the scheme is zero-
knowledge. If we assume that the prover is honest, then the simulator can
generate (Y, ¢, z) triples such that Y = 2¢X¢ (mod N) by simply choosing z
and c¢ at random. These triples are indistinguishable from observed triples.
Therefore GQ is honest-verifier zero-knowledge: no information on the se-
cret leaks during an execution of the protocol between the prover and an
honest verifier.

But when one tries to simulate executions of the protocol between the
prover and a dishonest verifier, one must take into account the case where
the verifier chooses his challenges according to a strategy that may depend
on Y and on the result of previous rounds. This means that when the
simulator generates a triple (Y ¢, z), it must check that ¢ corresponds to the
challenge that the attacker would have sent; if not, the triple is not valid
and another has to be computed until the ¢ value fits. This means that the
complexity of the simulation will depend on the value of e. Formally, GQ is
zero-knowledge if e is polynomial; in practice, this means that the guarantee
that no information on x leaks decreases as the size of e increases.

Since the probability of success of an attacker not knowing the secret is
1/e, there is a trade-off to find for the value of e; usually, values of 16, 32 or
64 bits are chosen.

5. Schnorr Identification Scheme

Schnorr’s identification scheme was proposed by Schnorr in 1991. Its
security is based on the discrete logarithm problem modulo a prime number.

5.1. Description. An authority generates two strong primes p and ¢
such that ¢|p — 1. It also chooses an integer g € [0, p[ and an integer B.

The prover’s private key is a random element = € [0, ¢[. Her public key
is X = g7 mod p. An identification with Schnorr proceeds as follows:

(1) Commitment: The prover picks a random integer y € [0,q[. She
computes Y = g¥ mod p and sends Y to the verifier.

(2) Challenge: The verifier sends a random integer ¢ € [0, B[ to the
prover.
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(3) Response: The prover computes z = y + cx mod g. She sends z to
the prover.
(4) Verification: The verifier checks that ¢*°X¢ =Y (mod p).

Prover Verifier
Pick y €r [0, ¢]
Y =¢Y mod p
Y
_
Pick ¢ €g [0, B[
o
z =1y + cx mod q
_®
g*Xe© ly (mod p)

FIGURE 3. A Round of Schnorr

5.2. Security Discussion. Completeness follows from
FX=g"" (") =gy =Y  (mod p)

The soundness of Schnorr can be proven in a similar way than the soundness
of GQ. The protocol is also honest-verifier zero-knowledge; there is the same
issue with the zero-knowledge property than with GQ, meaning that in
practice B should be 16, 32 or 64 bits long.

6. Girault-Poupard-Stern Identification Scheme

GPS is an identification scheme initially proposed by Girault [38]. This
protocol was designed for smart cards, allowing fast identification even on
low-cost processors. GPS is based on a modification of Schnorr’s scheme;
its main difference with Schnorr is that the computation of the response
does not involve modular computations. The scheme, whose name means
Girault-Poupard-Stern, was selected as a standard for identification in the
European project Nessie (“New European Schemes for Signatures, Integrity,
and Encryption”) [27].

6.1. Description. An authority generates two strong primes p and ¢
and computes N = pq. It also chooses an integer g and three security
parameters A, B and S. Weset E=A+ (B—1)(S—1).

The prover’s private key is a random element z € [0, S]. Her public key
is X = g% mod N. An identification with GPS proceeds as follows:

(1) Commitment: The prover picks a random integer y € [0, A[. She
computes Y = g¥ mod N and sends Y to the verifier.

(2) Challenge: The verifier sends a random integer ¢ € [0, B[ to the
prover.
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(3) Response: The prover checks that ¢ € [0, B[ and computes z =
y + cx. She sends z to the prover.
(4) Verification: The verifier checks that z € [0, E[ and ¢°X¢ = Y

(mod N).
Prover Verifier
Pick y €r [0, A[
Y =¢Y mod N
Y
—_—
Pick ¢ €p [0, B]
—°
Check ¢ € [0, B[
z=y+cx
LN
Check z € [0, E]
#X¢ =Y (mod N)

FIGURE 4. A Round of GPS

6.2. Security Discussion. Completeness follows from
FX=gT () =gy =Y  (mod p)

The soundness of GPS was proven by Poupard and Stern in [55]. They
also show that the scheme is statistically zero-knowledge if B is polynomial
and if A >> BS.

We must remark here that the fact that the prover must check that
¢ € [0, B[ is crucial for the security of the scheme. Otherwise, a dishonest
verifier could send a larger value for z. Since x = z/c — y/c, the attacker
tries to guess y/c (he already knows z/c). If ¢ > A, for example, the attacker
knows that y/c € [0, 1] thus can compute x as |z/c|. This means that the
attacker can find the private key in only one round of GPS. This attack is
captured by the security proof of [55] since the (statistical) zero-knowledge
property requires that A >> BS.

6.3. Parameters Sizes. We recall the minimum parameter sizes as
recommended in [40], taking into account the constraints that B should be
chosen with the usual trade-off and that A >> BS to ensure the statistical
zero-knowledge property.

The S value should satisfy |S| > 160. One should choose B such that
|B| = 16,32 or 64 and A such that |A| = |B|+|S|+64 or |A| = |B|+]S|+80.

When choosing the size of the modulus IV, two cases may occur:
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e Each user has his own modulus. In this case, | V| should be at least
1024, and the factors of N, p and ¢, can be revealed to the prover,
allowing her to use the Chinese Remainder Technique to speed-up
the commitment phase.

e Several users share the same modulus N. In that case, |N| should
be at least 2048.

GPS authors [40] recommend the value g = 2, as it fits the security
requirements while allowing good performance.



CHAPTER 3

Digital Signature Schemes

1. Introduction

A digital signature is a public-key cryptographic primitive that simulates
the security properties of a handwritten signature. A handwritten signature
binds a user to a document: when the signer puts her signature on the
document, she links her identity to the content of the document. Anyone
should be able to verify the signature, i.e. to check the identity of the signer,
and no one should be able to produce a false signature.

Digital signatures work in a similar manner. The digital signature of
a message m is a string that depends on m and on some secret known
only to the signer, in such a way that anyone can check the validity of
the signature. Signatures should be wunforgeable: it should be impossible
to compute a forgery, i.e. a false signature. A digital signature allows to
authenticate the message, i.e. to check the identity of the signer and to
ensure that the message was not modified by anyone else.

DEFINITION 1.1 (Signature scheme). A signature scheme is defined by
three algorithms:

o The key generation algorithm Setup is a probabilistic algorithm
which given 1%, outputs a pair of matching public and secret keys,
(pk, sk).

e The signing algorithm Sign takes the message m to be signed and the
secret key sk and returns a signature o = Signg) (m). The signing
algorithm may be probabilistic.

e The verification algorithm Verify takes a message m, a candidate
signature & and the public key pk. It returns a bit Verifypk(m,ﬁ),
equal to one if the signature is accepted, and zero otherwise. We
require that if o < Signgy (m), then Verifypk(m,a) =1.

The key generation algorithm outputs the public and private keys of the
signer. The signing algorithm is executed by the prover: using the private
key and the message, it outputs the signature. The verification algorithm
is run by the verifier: using the message, the public key and the candidate
signature, it returns 1 if the signature is valid and 0 otherwise.

In this chapter, we explain how to study the security of signature schemes
and present a few signature schemes that will be studied in the other parts
of this thesis.

21
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2. Security of Signature Schemes

A signature scheme is secure if no attacker can produce a forgery. In
order to formalize this notion, we need to precisely describe the goal of the
attacker and his means.

The possible ways to break a signature scheme are:

e Total break: The attacker obtains the private key of the signer.

e Selective forgery: The attacker obtains a valid signature on a mes-
sage of his choice.

e FErxistential forgery: The attacker obtains a valid signature on a
message that he did not choose.

They are ordered by difficulty, the hardest problem being the first in the
list. In the case of a total break, the attacker obtains the private key; that
will allow him to sign any message of his choice.

The means of the attacker depends on what he has access to. One
can assume that the attacker will always have access to public data like
the signer’s public key. Obtaining signed messages is also feasible in many
situations, for example by watching publicly available signed documents. In
some cases, the attacker may even have some limited access to a way to sign
messages and use this to obtain some knowledge that would allow him later
to sign other messages. These means are classified in the following way:

e Key-only attack: The attacker has only access to the public key of
the signer and other public parameters.

e Known-message attack: The attacker has access to signatures of
known messages.

e Chosen-message attack: The attacker can obtain signatures on
messages of his choice before he starts attempting to break the
scheme. He obtains these signatures only once, i.e. messages are
chosen before any signature is seen.

o Adaptive chosen-message attack: The attacker has access to a sign-
ing oracle that provides signatures on messages of the attacker’s
choice. The attacker can choose the messages depending on previ-
ously received signatures.

In order to obtain a high level of security, one usually considers an
attacker with powerful means and a modest goal; if the signature scheme is
secure against this kind of attack, it will be secure against all the other kind
of attacks.

The strongest security requirement for a signature scheme is thus resis-
tance against existential forgeries under adaptive chosen-message attacks.

2.1. Security Model. The security of signature schemes was formal-
ized in an asymptotic setting by Goldwasser, Micali and Rivest [42]. Here we
use the definitions of [19] which provide a framework for the concrete secu-
rity analysis of digital signatures. We consider resistance against adaptive
chosen-message attacks: a forger F can dynamically obtain signatures of
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messages of its choice and attempt to output a valid forgery. A valid forgery
is a message/signature pair (m, o) such that Verifypk(m, o) = 1 whilst the
signature of m was never requested by F.

DEFINITION 2.1. A forger F is said to (t,qsig,€)-break the signature
scheme (Setup, Sign, Verify) if after at most qgiq(k) signature queries and
t(k) processing time, it outputs a valid forgery with probability at least (k)
for any k > 0.

A signature scheme is secure is no attacker can break the scheme with
non-negligible probability and in a reasonable time:

DEFINITION 2.2. A signature scheme (Setup, Sign, Verify) is (¢, gsig,
e)-secure if there is no forger who (t, ¢sig, €)-breaks the scheme.

3. RSA Signature Scheme

RSA [57] is the most famous and widely used public-key cryptosystem
since its publication in 1977. It can be used to provide both encryption
schemes and digital signatures; its security is based on the RSA problem.
We now describe how it can be used to generate signatures.

The idea is to compute a modulus N as a product of primes p and ¢
and an exponent e coprime to ¢(IN). A signature of a message is a e-th
root modulo N of the message. The basic RSA signature scheme can be
described as follows:

Setup : The RSA generator RSA, on input 1*, randomly selects two
distinct k/2-bit primes p and ¢ and computes the modulus N = pq.
It randomly picks an encryption exponent e € Zj;( N) and computes
the corresponding decryption exponent d such that e -d = 1 mod
@(N). The output of RSA is (N, e, d); the public key is (NN, e) and
the private key is (N, d).

Sign : To compute a signature on a message m, the signer computes
s =m?mod N. The signature is s.

Verify : To verify a signature s on m, the verifier checks that m =
s mod N.

This basic scheme should not be used in practice as it is not resistant
to chosen-message attacks. An attacker wanting to obtain the signature
on a given message m could find two messages mj and msy such that m =
m1 - mg mod N, ask for the signatures of m; and ms then compute the
signature of m as the product modulo N of the signatures of m; and mso.
This is because

Sign(m) = m% mod N = (m¢ - m%) mod N = Sign(m1) - Sign(mg) mod N

This means that more elaborate constructions should be used in practice.
The usual approach is to first apply a kind of hash or encoding function p
to the message before raising it to the exponent d modulo N.
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Let u be an encoding function taking as input a message of size ¢ bits
and returning a k-bit integer. The RSA scheme with an encoding function
works as follows:

Setup : The RSA generator RSA, on input 1%, randomly selects two
distinct k/2-bit primes p and ¢ and computes the modulus N = pq.
It randomly picks an encryption exponent e € Z(’;( N) and computes
the corresponding decryption exponent d such that e -d = 1 mod
¢(N). The output of RSA is (N, e, d); the public key is (NN, e) and
the private key is (N, d).

Sign : To compute a signature on a message m, the signer computes
s = u(m)? mod N. The signature is s.

Verify : To verify a signature s on m, the verifier checks that pu(m) =
s® mod N.

4. GPS Signature Scheme

A method proposed by Fiat and Shamir [36] allows to turn an interactive
three-passes identification scheme into a non-interactive signature scheme.
The idea is that the signer is doing an identification without interacting
with anyone, by replacing the random challenge sent by the verifier in the
identification scheme by a hash of the commitment and the message. The
size of the challenge must be larger than in the identification scheme to
prevent off-line attacks on the hash function.

The GPS signature scheme is an example of the use of this transform;
it is derived from the GPS identification scheme. It works as follows.

Setup : The TTP generates an RSA modulus N = pg where p and ¢
are primes. It chooses three integers A, B and S such that A >>
BS, and a hash function h such that the outputs of h are uniformly
distributed over [0, B[. The TTP chooses an integer g of large order
modulo N. It publishes N, g, h.

To generate her key pair, the signer chooses a random integer
x € [0, S[ as her secret key and computes X = ¢g~% mod N as her
public key.

Sign : To compute a signature on a message m, the signer takes a
random integer y € [0, A[ and computes Y = ¢¥ mod N, and z =
y + h(Y,m)x. The signature is (Y, 2).

Verify : To verify a signature (Y, z) on m, the verifier checks that
h(Y,m) € [0,B], that z € [0,A+ (B —1)(S — 1)[ and that Y =
g XYM (mod N).

The security of the scheme against existential forgeries under adaptive
chosen message attacks was proven in the random oracle model in [55] under
the assumption that computing discrete logarithms with short exponents
modulo N is hard.
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5. Gap Diffie-Hellman Signature Scheme

We now describe the gap Diffie-Hellman (GDH) signature scheme [22].
This scheme is a good example of the use of the gap Diffie-Hellman problem
to design a scheme.

Setup : The TTP takes a GDH group G of order p and random g € G,
x € Zp. It computes h = g% and sets the public key to be (g, h).
The secret key is x. It also chooses a hash function H whose outputs
are elements of G (in the security proof, H will be considered as a
random oracle).

Sign : To compute a signature on a message m, the signer computes
o= H(m)".

Verify : To verify o on m, the verifier checks that (g, h, H(m), o) form
a DDH-tuple.

The security of this scheme was proven in [22] by Boneh, Shacham and
Lynn:

THEOREM 5.1. If G is a GDH group, then the GDH signature scheme is
existentially unforgeable under adaptive chosen message attack in the ran-
dom oracle model.

Informally, in order to check the signature, the verifier must verify that
(g,h, H(m),o) is a DDH-tuple, which is possible since G is a GDH group.
On the other hand, an attacker trying to compute an forgery on a given
message m’ must be able to find ¢’ such that (g, h, H(m'),o’) is a DDH-
tuple, where he cannot choose g, h or H(m'); this means that the attacker
must solve an instance of the CDH problem, which is impossible under the
GDH assumption.






CHAPTER 4

Optimistic Fair Exchange

1. Introduction

The issue of fairness in cryptography arises when two (or more) entities
want to achieve a transaction but do not trust each other completely.

For example, assume that Alice and Bob meet over the internet and that
Alice wants to buy an object from Bob and Bob is willing to sell it; since
they do not really know each other, Alice does not want to sign the payment
unless she is sure that she will get the object, and Bob does not want to
send the object unless he is sure that Alice is going to pay him.

This is an example of an important issue in electronic commerce and dig-
ital rights management: the problem of exchanging items and information
in a fair way. Let us consider a situation where Alice is ready to sign a doc-
ument if Bob fulfills a given obligation; Bob agrees to fulfill this obligation
if Alice signs the document. This problem is called fair exchange.

A fair exchange protocol involves Alice, Bob and a third party (that
we will call Charlie) trusted by both Alice and Bob. At the beginning of
the protocol, Alice and Bob agree on a message m; Alice agrees to give her
signature on m to Bob and Bob agrees to fulfill his obligation. At the end
of the protocol, either both parties are satisfied (i.e Alice signed m and Bob
fulfilled his obligation) or none of them. This ensures that no one is cheated
and is called the fairness property of the protocol.

We now describe a simple fair exchange protocol. Alice sends her signa-
ture to Charlie and Charlie checks this signature; if the signature is valid,
Charlie asks Bob to fulfill his obligation. Once Charlie is convinced that Bob
fulfilled his obligation, he sends Alice’s signature to Bob. If Alice cheats (or
if for some reason Charlie does not receive her signature), Charlie will ask
nothing to Bob; if Bob cheats (or cannot fulfill his obligation), Charlie will
not send him Alice’s signature. This demonstrates that this protocol is fair.

However, this basic fair exchange protocol involves Charlie in all the
steps of the exchange; this implies a heavy communication load and a heavy
computational load for Charlie, especially in a setting where a lot of transac-
tions occur at the same time. It is thus natural to try and minimize the role
of Charlie, by designing protocols where Charlie only intervenes in case of
problem, i.e. if Alice or Bob tries to cheat or if a technical problem prevents
them from completing the protocol. Such protocols are called optimistic fair
exchange protocols.

27
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The first to formally study optimistic fair exchange protocols were Asokan,
Shoup and Waidner [4, 5]. Several fair exchange of signatures protocols have
been proposed since then [6, 8, 21, 23, 54]. They all rely on some crypto-
graphic primitive allowing the commitment to a signature. This was noticed
by Dodis and Reyzin in [34], who proposed a model for non-interactive fair
exchange protocols. The model relies on a kind of cryptographic primitives
called wverifiably committed signatures that generalize verifiably encrypted
signatures (where a verifier can check that a given ciphertext is the encryp-
tion of a signature on a given message m) and two-signatures (i.e. sequential
two-party multisignature schemes).

2. Verifiably Committed Signatures

The principle of verifiably committed signatures can be summarized as
follows. The participants in the protocol are Alice the signer, Bob the veri-
fier, and Charlie the semi-trusted arbitrator. The signer Alice wants to give
Bob a signature on a message m, but only if Bob fulfills some obligation
I in exchange. Bob does not want to fulfill I until he is sure that he will
eventually get Alice’s signature on m. In order to do this, Alice first com-
putes a partial signature ¢’ on m. Bob can check that this partial signature
corresponds to Alice’s valid signature on m, but cannot extract the valid sig-
nature from the partial one. Then Bob fulfills 1. Alice then sends the final
signature o on m back to Bob. In case Alice aborts the protocol, Bob can
call the arbitrator Charlie, and if Bob can prove that he fulfilled I, Charlie
extracts the full signature from the partial one. Thus Charlie is only needed
in case of problem.

DEFINITION 2.1 (Verifiably Committed Signature scheme). A verifiably
committed signature scheme is defined by siz algorithms:

e The key generation algorithm Setup is a probabilistic algorithm
which given 1%, outputs a pair of matching public and secret keys
(pk,sk) for Alice. It also generates a secret arbitration key ask for
Charlie.

e The partial signing algorithm PSign takes the message m to be
signed and the secret key sk and returns a partial signature o’ =
PSigng (m).

e The partial verification algorithm PVerify takes a message m, a
candidate partial signature o’ and the public key pk. It returns a bit
PVerifypk(m,?), equal to one if the partial signature is accepted,

and zero otherwise. We require that if o' « PSigng (m), then
PVerifypk(m, o')=1.

e The signing algorithm Sign takes the message m to be signed and
the secret key sk and returns a signature o = Signg) (m).

e The verification algorithm Verify takes a message m, a candidate
stgnature o and the public key pk. It returns a bit Verifypk(m,ﬁ),
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equal to one if the signature is accepted, and zero otherwise. We
require that if o < Signgy (m), then Verifypk(m,a) =1.

o The dispute resolution algorithm Res takes a message m, a valid
partial signature o', the public key pk and the secrete arbitration
key ask. It outputs a signature o such that Verifypk(m, o) =1.

Dodis and Reyzin state that a verifiably committed signature scheme
should satisfy the following (informal) security requirements [34]:

o Security against Alice: Alice should not be able to produce a valid
partial signature ¢’ which Charlie cannot convert into a valid full
signature o.

e Security against Bob: Bob should not be able to produce a valid
partial signature o’ which he did not get from Alice, and Bob should
not be able to produce a valid full signature ¢ which he did not get
from Alice or Charlie.

o Security against Charlie: Charlie should not be able to produce
a valid full signature o without seeing a valid partial signature o’
computed by Alice.

In case Charlie is dishonest, he can agree with Bob to cheat Alice by
opening her signature to Bob; however, he will not be able to forge a signa-
ture of Alice on a message of his choice. For this reason, the required level
of trust in Charlie that is not as high as the one of a certification authority
for example. Charlie is often called a semi-trusted arbitrator.

3. Optimistic Fair Exchange of Signatures

We now give an example of application of fair exchange that allows Alice
and Bob to fairly exchange two signatures. Once we are given a verifiably
committed signature scheme, it is relatively straightforward to use it to
design an optimistic fair exchange of signatures scheme where Alice and
Bob exchange their signatures on messages m 4 and mp respectively.

In the verifiably committed signature scheme, Bob must fulfill an obliga-
tion; in the corresponding fair exchange of signatures scheme, this obligation
is to send his signature on a message mp to Alice. Notice that Bob can use
any secure signature scheme (Sign’,Verify); in particular, Bob does not have
to use the verifiably committed signature of Alice.

The protocol will take three steps :

(1) Alice sends her partial signature on message m4 to Bob

(2) Bob checks the partial signature and sends his signature on mp to
Alice

(3) Alice checks Bob’s signature then sends her full signature on m4
to Bob

In case Bob does not receive Alice’s full signature or receives an invalid
signature, he calls Charlie and sends Alice’s partial signature along with
a proof that he sent his signature to Alice. Charlie checks Alice’s partial
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Alice Bob
Compute PSign(m4)
PSign(ma)
Check PVerify(m4)
Compute Sign’(mp)
Sign’(mp)
Check Verify’ (mp)
Compute Sign(m 4)
Sign(m.a)
Check Verify(m4)

F1GURE 1. Fair Exchange based on Verifiably Committed Signatures

signature and Bob’s proof then opens Alice’s partial signature, i.e. computes
Alice’s full signature (or a signature that is indistinguishable from Alice’s
full signature) on m4 and sends it to Bob.

The protocol may fail at any step, because of a technical difficulty (if
the communication channel is cut, for example) or because one of the par-
ticipants is trying to cheat. Let us give a look at every possible case :

(1) The first step fails, i.e. Bob never receives a valid partial signature
from Alice. The protocol stops and is fair since no party obtained
what he or she wanted.

(2) The first step succeeds, but the second step fails, i.e. Alice sent
her partial signature but Bob failed to send his signature or sent
an invalid one. Bob cannot open Alice’s signature without the
help of Charlie since he cannot prove to Charlie that he sent his
signature so Alice. Again, the protocol stops and is fair since no
party obtained what he or she wanted.

(3) The first two step succeed, but the third step fails, i.e. Alice has
got Bob’s signature but Bob only obtained Alice’s partial signature.
Bob calls Charlie and obtains Alice’s full signature. The protocol
is fair since both parties obtained what they wanted.

(4) All the steps succeed. Again, the protocol is fair since both parties
obtained what they wanted.

This shows that in all the cases, the scheme is fair. No one can obtain
the other’s signature without revealing his or her signature.

4. Dodis-Reyzin Fair Exchange Scheme

We now give an example of fair exchange scheme. We choose to describe
Dodis and Reyzin’s scheme [34] because of its simplicity and because it is a
provably secure scheme in the model that we described above.



4. DODIS-REYZIN FAIR EXCHANGE SCHEME 31

The idea is to transform the GDH signature scheme into a verifiably
committed signature scheme based on GDH groups.

Setup : Alice picks a GDH group G of order p, chooses random g € G
and x,x1 € Z, then computes w9 = x —x1 mod p, h = g%, hy = g™*
and sets PK = (g,h), SK = (z,21), APK = hy, ASK = x5. She
sends PK, APK, ASK to Charlie, who checks that h = h1g®2.

PSign : Alice computes a partial signature on m as a GDH signature
with public key hy : her partial signature is o/ = H(m)*.

PVerify : Bob verifies that (g, h1, H(m), o) is a DDH-tuple.

Sign : Alice computes o/ = H(m)?.

Verify : Bob verifies that (g, h, H(m), o) is a DDH-tuple.

Res : In case of problem, given ¢’ and m, Charlie first checks that
(g9,h1,H(m),0’) is a DDH-tuple (i.e. Charlie performs the PVer
algorithm). If it is the case, Charlie outputs o = o’/ H(m)*2.

The authors show that this scheme is as secure as the regular GDH
signature. In particular, it is secure in GDH groups in the random oracle
model.






CHAPTER 5

Secure and Efficient Implementation

Consider a smart card implementation of a signature scheme in a pay-
ment system where a signature is computed each time a user pays something.
Even if the scheme itself is provably secure, what if the computation of a
signature takes several minutes 7 The card will be useless as people want to
be able to pay with their card in a few seconds at most. What if the power
consumption of the card reveals some information on the private key 7 A
dishonest person could build a system that allows to copy the card, then
use a copy to steal money from the legitimate owner of the card. These
examples show that cryptographers must not only design provably secure
schemes; they also have to consider the following questions:

e The scheme’s efficiency: Can it be implemented such that the time
required to perform a signature will be reasonable 7 Several other
efficiency aspects might be important to consider, such as the size of
the keys, the size of the signatures, the time needed for verification.

e The security of the implementation: For example, does the imple-
mentation time leak some information on the private key 7 More
generally, this is the problem of side-channel attacks.

The remaining of this chapter presents a few techniques used to imple-
ment efficiently and securely a scheme.

1. Exponentiation Techniques

Computing an exponentiation is computing ¢* in some group G given
an element ¢ € G and an integer x. This computation occurs in many
public-key cryptographic schemes. Often, one has to compute a modular
exponentiation, where the problem is to compute ¢g* mod M given three
integers g, x, and M. For example, RSA signature and verification involve
modular exponentiations modulo a composite integer N.

Exponentiations are often the heaviest kind of operations that occur
in number-theoretic based schemes; therefore, a fast algorithm for modular
exponentiation is a crucial component in the implementation of a scheme.

The square and multiply algorithm is an exponentiation algorithm whose
complexity is linear in the size of the exponent. The square-and-multiply
algorithm and its variants are often used to implement exponentiations
in cryptography. The idea is to use the binary representation of z =
(z¢w—1 ... 2120)2 and to write g* as a product of values of the form >,

33
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The binary representation of x can be read from right to left or for left to
right:

Algorithm 1 Right to Left Square-and-Multiply

Input: g € G and a positive integer x = (z4z¢—1 ... 2120)2

Output: ¢*

A=1

S:=y

for ¢ from 0 to ¢t do
if z; =1 then

A=AS

end if
S =52

end for

return A

Algorithm 2 Left to Right Square-and-Multiply

Input: g € G and a positive integer = (24241 ...2120)2
Output: ¢”
A:=1
for ¢ from t down to 0 do
A= A?
if z; =1 then
A=Ay
end if
end for
return A

2. Efficiency Optimization of Identification Schemes

Several tricks can be used in order to make efficient implementations of
three-pass identification schemes.

2.1. Precomputed Commitments. The commitment step of a three-
pass identification scheme can be computed before knowing the challenge
sent by the verifier. This means that one or several commitments can be
computed in advance by the device that does the identification, or even
by another trusted, more powerful, device. Care must be taken as such
commitments must be used only once then discarded; otherwise, the security
of the scheme is compromised.

In the case of schemes like Schnorr or GPS, this means that no online
modular exponentiation is needed. With Schnorr, the only online compu-
tation is z = y + cz (mod ¢) and with GPS it is z = y + cz, meaning that
these schemes have a very low computational cost for the prover when using
precomputed commitments.
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2.2. Hashed Commitments. Another common trick can be used to
save communication load. The idea is that the prover applies a hash function
to the commitment before sending it to the verifier. This requires an ex-
ample. In the Schnorr scheme, the prover will compute ¥ = ¢¥ mod p then
Y" = h(Y') where h is a hash function. At the verification step, instead of
checking if Y = ¢°X°¢ (mod p), the verifier will check if Y/ = h(g* X ¢ mod p).
In practice, p may be a 1024 bits integer while the outputs of A may be 256
bits long, this means that the amount of data that the prover needs to send
at the commitment step was divided by 4.

2.3. Precomputed Parts of the Answer. When the device that per-
forms the identification has good storage capacities but a small computing
power, a technique can be used to further simplify the computation of the
answer.

This technique is based on two remarks. The first one is that, in most
well-known identification schemes, the most expensive part of the computa-
tion of the answer only involves the private key and the challenge. In the
GQ scheme, the answer is z = yx® mod N thus the expensive part involves
x and c. In GPS, the answer is z = y 4 cx and the expensive part is cx. The
second remark is that, in practice, the challenge sent by the verifier can be
relatively small, 16 or 32 bits for example.

Thus the idea is to precompute the expensive part of the answer for all
possible values. In the case of GPS, this means computing cx for all possible
values of c¢. In this case, for the price of storing B precomputed values, an
identification only costs one addition.

A similar idea was used to efficiently implement GPS in [39].

3. Side-Channel Attacks

3.1. Principle. Side-channel attacks concern the implementation of a
scheme on a specific device (e.g a laptop, a smart card). Such a device
usually performs operations on secret data like a message or a key. The idea
is to observe the physical behavior of the device; when there is a correlation
between this behavior and the secret data stored in the device, then an
attacker may analyze his observations to derive information on the data
(and sometimes the whole data).

Side-channel attacks on public-key cryptographic primitives usually tar-
get the exponentiation algorithm and aim at finding the exponent. In an
RSA signature, this exponent is the private key d; in a Schnorr signature,
this exponent is an ephemeral secret y whose knowledge allows to find the
private key as = ¢ (2 — y) mod ¢. This means that an attacker able to
find this exponent completely breaks the scheme.

The basis of several attacks (including the first example of side-channel
attacks proposed by Kocher [48] in 1996) is to make the assumption that the
implementation uses a square-and-multiply algorithm. In this algorithm, a
squaring occurs for each bit on the exponent and a multiplication occurs
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only if this bit equals 1. If an attacker can observe the operations that
the device performs and distinguish squarings from multiplications, he can
recover the exponent. Often, the attacker will only obtain a list of data that
is correlated to the behavior of the device, meaning that he will have to
perform some kind of statistical analysis of this data.

3.2. Kinds of Attack. Commonly studied side-channel attacks are :

e Power analysis based on measuring the power consumption of the
device. They were introduced by Kocher, Jaffe and Jun [49].

e FElectromagnetic radiation analysis where the attacker monitor the
electromagnetic field surrounding the device. The first scheme that
was attacked was the DES.

e Timing attacks based on measuring the time between two observ-
able events, for example the time between a question to the device
and its answer

e Fault attacks where the attacker ensures that the device performs
a computing error such that the device outputs some useful infor-
mation on the secret

Such attacks often require a precise knowledge of the specific implemen-
tation that is analyzed.

3.3. Protection Against Side-Channel Attacks. The protection
against side-channel attacks can be done at several levels. For example,
in the case of electromagnetic attacks, one can use tricks that reduce the
field surrounding the device.

The cryptographer can also design algorithms whose behavior reveals
less information on the secret. An exponentiation algorithm whose execu-
tion time is constant will prevent timing attacks (but not necessarily other
attacks).
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CHAPTER 6

Hamming Weight Cryptanalysis of GPS

1. Introduction

1.1. Motivation. The GPS identification scheme is very efficient, it
has a security proof and is a part of Nessie’s portfolio of cryptographic
primitives [27]. All these features make it suitable for implementation in
several kinds of applications. However, an important open question remains:
its resistance to side-channel attacks.

Many cryptographic schemes that are provably secure can be broken
by a side-channel attack. Thus a security proof is not enough to ensure
the security of a scheme in the real world: one needs to try to protect the
scheme from physical attacks. The motivation of this chapter is to study
the feasibility of a side-channel attack on the GPS scheme.

We show that a simple physical attack can efficiently break a non-
protected implementation of GPS. By ”simple”, we mean that we simply
need to be able to observe a modular exponentiation algorithm and find the
Hamming weight of the exponent. This can be done in several ways, even
with a basic timing attack. We then show how to protect the scheme from
our attack.

1.2. Common Belief on Timing Attacks. Timing attacks against
exponentiation schemes have been known for several years, and various coun-
termeasures have been proposed against them. It is widely believed that
these countermeasures are efficient and that timing attacks are not a critical
security threat.

Since some of these countermeasures are precisely based on randomizing
the exponent, one may feel tempted to believe that an algorithm where the
exponent is random by nature, and where a different exponent is used for
each execution may not be subject to a timing attack. We show that this is
not true.

1.3. Using Partial Information on Ephemeral Secrets. The idea
to attack a Schnorr-like scheme by recovering some information on ephemeral
secrets then to use it to find the private key is not new; it is similar to a
method proposed by Nguyen and Shparlinski to attack Schnorr’s scheme.

In [56], they assume that they are given some known bits of the ephemeral
keys (that were found via a side-channel attack for example).

39
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They exploit the relationship between the ephemeral keys and the private
key (namely, that z = y + cx mod ¢ where y is the ephemeral key, x is
the private key and z and c¢ are known to the attacker) with the Lenstra-
Lenstra-Lovész lattice basis reduction algorithm (LLL) [50] in order to find
the private key.

1.4. Summary of the Results. We propose a side-channel attack
strategy on GPS in two steps:

(1) A side-channel attack that finds the Hamming weight of the ephemeral
secrets

(2) An algorithm that computes the private key from those Hamming
weights

In the commitment step of GPS, a modular exponentiation g¥ mod N
occurs where the ephemeral secret y is the exponent. Side-channel attacks
often aim at finding the exponent itself; in our work we only want to find
its Hamming weight. This is not a strong requirement and, depending on
the implementation, several side-channel attacks may be used to find this
Hamming weight. The general idea is that in some implementations, the
number of modular multiplications is equal to the number of 1’s in the binary
representation of the exponent. Thus, any side-channel attack that can
provide some information about the number of multiplications that occurred
will give some information about the Hamming weight.

A timing attack seems to be the easiest and simplest way to find those
Hamming weights, therefore in the remaining of this chapter, we will con-
sider a timing attack scenario.

In our scenario, the attacker impersonates the verifier, and is able to
measure precisely the computation time for the commitment step. Apart
from this, the attacker has no knowledge of the implementation, such as
multiplication algorithm, time needed for an individual multiplication, ...

To our knowledge, none of the previously known timing attacks needed
only the leakage of the exponent’s Hamming weight ([31] and [58], for exam-
ple, were based on modular reductions occurring in Montgomery multiplica-
tions). As a consequence, several of the countermeasures proposed against
timing attacks turn out to be useless in our context.

Lastly, previous timing attacks required big amounts of data to work.
Our attack only needs 600 timings to obtain the key with a probability of
success of 72% after a few hours of treatment on a single PC, while 1000
timings allow 89% success after a few seconds of treatment. Collecting such
a number of timings is easy (we recall that [40] states that the total time
of the commitment followed by the answer takes less than 100 milliseconds
with a crypto-processor card).

The second step of the strategy, that finds the private key given the
Hamming weights of the ephemeral secrets, bears some similarities with the
Nguyen-Spharlinski attack on Schnorr. But our method is different in that
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it requires Hamming weights instead of bits and that our algorithm does not
involve LLL.

2. Recovering Hamming Weights

2.1. The GPS Commitment Step. When implementing GPS, two
methods are possible to manage the commitment issue. The first one consists
in pre-computing commitments outside the device and then storing them in
the device, using several tricks to save memory space (see [9] for details).
This solution is interesting since it can be implemented on a device without
crypto-processor, but it becomes a problem for applications that require a lot
of identifications to be performed (such as pay-TV, for example): the device
has to be reloaded with fresh commitments in a secure way periodically, or
can only perform a limited number of identifications (an optimized version
with 6000 pre-computed commitments needs about 36 kb of memory space).

The second method consists in making the device compute the commit-
ments itself. This solution allows it to perform enough identifications for
any application. Two variants of this method are possible: the computation
can be done online, i.e. during the identification, or offline. The online
variant requires a crypto-processor. In that case, the commitment can be
computed in less that 100 milliseconds [40]. In the offline variant, the device
computes the commitment before the execution of the identification itself.
Speed is not an issue anymore, thus no crypto-processor is needed; however,
the device needs to be supplied with current — and therefore, for classical
smart cards, to be connected to a reader — during this computation.

2.2. Timing Attack. A timing attack on GPS is feasible under some
conditions that we describe here.

We assume that the attacker is able to accurately measure the computa-
tion time of the commitment. We furthermore assume that this computation
time is roughly linear in the Hamming weight of the exponent. This section
briefly discusses the realism of these assumptions.

First of all, this will of course only be possible if the commitments are
computed by the device, either online or offline. In the offline case, run-
ning times may be difficult to obtain by direct measurements, but indirect
methods (e.g. based on power consumption) are still possible.

We also assume that the attacker is able to impersonate a honest verifier,
which is a weak assumption: as resistance to dishonest verifier attacks is a
natural requirement for an identification scheme, there is usually no need to
bother about the verifier’s identity. In its core version, GPS does not check
the verifier’s identity before entering the commitment phase.

As far as accuracy of the measurement is concerned, we believe our
assumption to be realistic, for example in the context of a smart card (a
typical target for side-channel attacks) since smart cards are usually not
equipped with an internal clock, but have their clock signal provided by
the reader they are put in; in this context, accurate running time is easy
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to obtain with a rogue reader. To resist side-channel attacks, some modern
smart cards get equipped with an internal clock. However, our attack seems
to be robust against small imprecision in running time, and could therefore
be carried out simply by measuring the elapsed time between startup and
commitment.

Finally, let us explain why, in the case of a classical square and multiply
algorithm, the running time will be a linear function of the Hamming weight
of the exponent. In such algorithms, a multiplication occurs each time a 1
is read in the binary representation of the exponent, and a squaring occurs
independently of the value of the bit; therefore the number of multiplications
that occurred is equal to the number of 1’s in the binary representation of
the exponent, i.e. its Hamming weight. Moreover, the total running time
of the exponentiation algorithm is equal to the time needed for squarings
(which is constant) plus the time needed for multiplications. Thus this total
running time is a linear function of the Hamming weight of the exponent.

Other methods, such as sliding windows or Walter’s division chains [63],
are discussed in section 5.

Remark: For the sake of simplicity, we will assume in this description
that A is a power of 2 (in fact, it is likely that many implementations choose
this value, because it makes generation of random elements in [0, A[ easier).
Taking this value allows us to use a very simple formula linking the Hamming
weight of the ephemeral key y and the probability for one of its bits to be
0. However, a different A makes computations more fastidious, but has no
effect on the attack’s efficiency.

2.3. Test Platform. To validate our attack, we performed timing mea-
surements using a smart card development kit [51, 1]. Although not strictly
practical, this scenario should be very close to the reality. Since the emula-
tor is designed to allow implementors to optimize their code before “burn-
ing” actual smart cards, its predictions almost perfectly match the smart
card’s behavior. We therefore believe physical attack of an actual smart
card should not induce much more measurement errors than the ones we
encountered here.

2.4. Time Measurements. The attacker impersonates the honest ver-
ifier k times, always sending the same challenge! ¢ = 1, and collects a list
of couples (t(i), z(i)),i = 1...k, where t® is the computation time for the
commitment of the i-th interaction, and z( is the corresponding answer
() =y 4 ).

1Alvvays sending ¢ = 1 improves both the precision and the simplicity of the attack,
but this is not a necessary condition. For example, the principle of the attack also works
when the verifier always sends powers of two as challenges: the pair (w(y),z = y + 2%x)
will leak information on bits z|g)—1 ... %, of T.
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Assuming the exponentiation’s running time is roughly a linear function
of the Hamming weight, i.e.

1D = o x w(y®) + B+ D),

with unknown parameters o and (3 (e(i) represents the error), the attacker
estimates the Hamming weights of the set of ephemeral keys.

Figure 1 gives a clear idea of how parameters « and ( can be esti-
mated. The left graph shows the sorted running times of 80 exponentiations
performed on our test platform (with the following parameters: g = 2,
|N|=1024, A = 2240 and without CRT) and the right graph shows the cor-
responding Hamming weights. Linear regression techniques on the left graph
immediately provide good estimates for o and (5.

These figures might deserve a bit more attention. As we can see, running
times are grouped by “steps”, and the attacker can safely assume that these
“steps” correspond to several exponents having the same Hamming weight,
whereas the average height between two “steps” is the time for a modular
multiplication (i.e. «). The right graph shows that this estimate is pretty
accurate: actual Hamming weight is rarely further than 2 from its estimate.

Remarks:

e We purposely took a small number of samples in order not to over-
load the figures. In practice, using a much larger set (say, 1000
samples) will of course reduce the error.

e We emphasize that this estimation is possible whether the Chinese
Remainder Technique is used or not. Without CRT, the exponen-
tiation time leaks information on w(y). But with CRT, the device
first computes g¥ mod p then ¢g¥ mod ¢ (since y < p,q, we have
y=ymod (p—1) =y mod (¢ — 1)), and the timing leaks informa-
tion on 2 X w(y).

e Smart card implementations of GPS probably require a constant
time between the insertion of the card in the reader and the be-
ginning of the computation of the commitment, meaning that the
attacker gets a list () + R), where R is constant and unknown to
the attacker, instead of a list (t(?). Thanks to the linear regression,
this has no effect on the attack’s efficiency.

3. From Hamming Weights to the Private GPS Key

In this section we describe an algorithm that recovers the private key
given a list of Hamming weights of y values.

3.1. Overview. The attack proceeds in two phases: computation of a
candidate for the key and key recovering.

The core principle of the attack goes as follows: suppose the attacker
has obtained w(y), the Hamming weight of some y generated by the prover.
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Impersonating the verifier and sending the challenge ¢ = 1, he has also
obtained the prover’s response, z = y + x.

He starts by attacking the least significant bit of the secret, xy. If the
Hamming weight of y is smaller than half of ’s bit length, he may assume
that the least significant bit of y is more likely to be equal to 0 than to 1.

More precisely, he assumes that the probability Py = P(yp = 0) is equal to

_ wly)
1 AT -

Therefrom, and knowing the value of z, he can easily deduce a proba-
bility for the least significant bit of = to be zero.

Of course, this single guess has a non-negligible chance to be wrong.
However, if the attacker is able to repeat this experiment over several iden-
tifications and compute the average of these probabilities, then this error
risk shrinks.

Once he has obtained z(, the attacker can deduce the actual value of
the least significant bit y(()l) of every message of his sample, which will allow
him to attack the second bit x;. Note that it is not necessary to collect new

sets of samples.

3.2. Phase I: Computing a Candidate for the Key. In this phase,
the attacker uses the collected data (w(¥, 2()) to recover a candidate Z for
the private key.

3.2.1. Estimation of P(yj(.i) = 0). At step j of the procedure, we must

estimate P(yy) = 0) for each i = 1,...,k. A basic estimation would be

P(y§i) =0)=1- (w(i)/|A|), but we use two tricks to refine it:

e since y(? is at least 64 bits longer than z, the first bits of y@
are very likely to be the same as the first bits of z(). We have
(4) (4) _ ., (4) : g 1
ZlAl-1 7 Z81410 = Yjdl—1 - Yis|+10 with probability 1 — 55. For
simplicity, we will assume in the following that this relationship
always holds.
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e if we already know x;_1...20, then we can use 2 to compute

RS

This leads to the following estimation of P(yj(i) =0):

(1) (1)

. WY\ gag---Y; )
=gy =1 “Wisiao 8
(y;” =0) 1S+ 10—

with
w(yf;)Hg . yj(-l)) =w® — w(z&)'_l .. 'ZI(;’)IHO) — w(yj(.l_)1 . y(()l))

Our procedure will only store k values w(® corresponding to the weight
of the part of y( that has not been guessed yet.

3.2.2. Guessing xg. For each i =1,..., k, we have 20 = y(i) + 2. Thus
z(()i) = y(()i) @ xo. Therefore we have P(xg = 0) = P(z(()i) = y(()i)). For each 1,
we estimate P(y[()i) = 0), then P(z((f) = y(()z)).

0 Pyl =0)if 2 =0
P("«’oZ = yoZ )=
1- Py =0)if 2! =1

Using all the couples (w(i) 2(), we can use the following estimation:

If we get P(zo =0) > 1/2, we set To = 0; else we set 79 = 1.
3.2.3. Guessing x; for j > 0. To try to guess x; for j > 0, the situation
is a little different, because we now have to deal with a carry: zj(z) = y](~z) @

(4) : _ _
z; @ carry; . We use our previous guesses (Tj—1,...,To) to guess the carry.

As we already explained, we also use (Z;_1,...,To) to refine our estimation

of P(y](»i) =0).

Each couple (w(®, 2()) leads to an estimation of P(x; = 0):

P(z; =0) ~ P(y](i) = zj(»i) & carry](-i))

We take the mean of these estimations for i = 1,... k.
oLy (i)
=% Z ) carry;”)
Again, if we get P(z; = 0) > /2, we set T; = 0; else we set T; = 1.
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Our procedure FindCandidate stores the list carry®,i = 1,. .., k, where
(@)

carry® equals carry  _1 at the beginning of procedure Partial Estimate(i, j)

J
and carryj(-l) at the end of this procedure.

Algorithm 3 PartialEstimate(i, j): computes the i-th estimation of
P(z; = 0) and the carry carry( )

J
75‘121 = ZJ('i_)l S CarTy](‘i_)l & 55221
U](Z) = w(l) — 7‘?21

if ;1 Jr@(-ill + carry(i)l > 2 then

i~
0.1

carry;
else ‘
caTry](l) =0
end if ‘
Clear carry](-lzl

(4)

Store carry jz

(@) ._ i :
PR =1 /(8] + 10— )
if zj(»z) &3] carryj(-l) =0 then

)

return Pj(l
else A

return 1 — Pj(z)
end if

Remark: If the estimation is wrong at step j, meaning that =; # x;,
the main consequence is an error on the next carry 2 Tt is easy to see that
this error will essentially propagate like a carry error in a classical addition,
meaning that only a small block of the output bits will be erroneous. Our
experiments confirmed this fact.

3.3. Phase II: Using the Candidate to Find the Key. At the
end of Phase I, the attacker finds a candidate . If g7 = X (mod N),
the attack is a success. Even if T # x, the attacker can make an exhaustive
search on values 2’ such that d(z’, T), the Hamming distance between z’ and
T, is small, testing whether ¢=* = X (mod N). The maximum distance
such that the attack can succeed depends on the capacity of the attacker;

practical values are given in the next section.

4. Practical Results

We chose typical GPS values for the parameters in our tests: g = 2,
|S| = 160, |N| = 1024, A = 220, then used the test platform described in

2Actually, a wrong estimation on x; also induces an error on the updated estimation
w®. This error is small and does not affect the success of our attack.
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Algorithm 4 FindCandidate: computes T

for i;l to k. do 0 0)
w(z) = w(l) — w(z\A|71 .. Z|S|+1O)

end for
for j =0to |S|—1do
P:=0

fori=1to k do
P := P + Partial Estimate(i, j)
end for
P:=P/k
if P > 0.5 then
Zj = 0
else
T = 1
end if
Store T;
end for
return Zg_1...%o

section 2.3 to obtain running times. Our exponentiation algorithm does not
use the Chinese Remainder Technique.

For Phase II, we assumed that the attacker can perform 400 tests per
second (which roughly corresponds to computations on a personal computer
with a 2 Ghz processor with the GMP library). This leads to the following
classification for the candidates:

(1) If T = x, T is already the correct key

(2) d(z,x) < 2, the attacker will need less than 16 seconds on average
to find the correct key; we say that T is a “seconds” candidate

(3) d(z,x) < 4, the attacker will need less than 9 hours on average to
find the correct key; we say that T is a “hours” candidate

(4) d(z,x) < 5, the attacker will need less than 12 days on average to
find the correct key; we say that T is a “days” candidate

Our attack’s results are summarized in Table 1.

TABLE 1. Simulation Results

k (number of samples) | 200 | 400 | 600 | 800 | 1000
Immediate keys 0% | 2% |21% | 52% | 72%
“seconds” candidates | 0% | 3% |54% | 80% | 89%
“hours” candidates 0% | 6% |72% | 94% | 97%
“days” candidates 0% | 10% | 77% | 96% | 98%
avg. distance d(z,z) |45.97 | 16.11 | 3.88 | 1.43 | 0.7
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Phase I itself completes in a few seconds. With as little as 200 samples,
the attack does not produce directly exploitable results; we get a value T
that has 114 bits in common with the private key x while a random 160 bits
value would have on average 80 bits in common with x. This means that
we already obtain substantial information on the key.

5. Countermeasures Against the Timing Attack

Several countermeasures against timing attacks are known today. How-
ever, some care must be taken, as they will not all be efficient against our
attack. In order to be efficient, a countermeasure must ensure that there
is no correlation between the number of modular multiplications and the
Hamming weight of the exponent.

Most timing attacks known so far exploited the modular reduction oc-
curring in a Montgomery (resp. Barrett, ...) multiplication. Therefore,
several countermeasures [32, 61, 62] typically consisted in removing the time
variation in this multiplication. Since our attack is not based on the same
property, these countermeasures are pointless.

Another frequently suggested countermeasure consists in randomizing
the exponent by adding a random multiple of ¢(N) to it, a modification
that does not affect the final result. However, GPS, that was designed
for efficiency, uses a short (typically, between 240 and 304 bits) exponent.
Clearly, adding a multiple of ¢(N) (typically, 1024 or 2048 bits) will imply
a very serious performance drawback.

Simple sliding window techniques are probably too basic to make the
attack impossible (in short, there is still a correlation between running time
and Hamming weight).

Nevertheless, some other countermeasures are possible.

5.1. Pre-computed Commitments. A natural countermeasure is to
use pre-computed commitments. This obviously makes the attack impos-
sible. However, this solution may not be possible in some applications,
where the device that performs the identifications cannot store too many
pre-computed commitments.

5.2. Square and Multiply Always. Using dummy multiplications
during the exponentiation allows to hide the hamming weight of the ephemeral
keys. This countermeasure increases the computation time by about 30%.

5.3. MIST algorithm. A much more efficient countermeasure could
be the use of Walter’s MIST exponentiation algorithm [63]. MIST is not
strictly constant-time (the greater the exponent, the longer the division
chain). However, the information it could leak is probably limited to the
strong bits of the exponent [64], which are already known to any eavesdrop-
per (as they correspond to the strong bits of the answer). Thus MIST, which
was designed to resist power analysis for RSA-like systems, i.e. when a same
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exponent is used many times, seems to fit our needs with GPS, where a new
exponent is used for each commitment.

6. How to Extend the Attack to Schnorr

A natural approach is to try to apply this attack to other schemes than
GPS. First, let us notice that the nature of the attack requires an discrete-
log based scheme, since finding the Hamming weight of the ephemeral secret
seems to be only possible when it is used as an exponent. It turns out
that the attack can be applied to Schnorr’s scheme. Let us observe the
main difference between Schnorr and GPS in the case of the attack. With
GPS, the attacker gets a list (w®, 2()) where w® = W(y®¥) and 2 =
y™ 4+ z. With Schnorr, a modular reduction occurs so the attacker gets a
list (w®, 2 where w® = W (y®) and 2 = y® + z mod ¢.

The idea is to get rid of this modular reduction. We first notice that
when z = y + 2 mod g where y and x are in [0, q[, then either z = y + x if
z>zxorz=y+z—qif z <x.

If we sort and reindex the z values, we obtain a list z() < ... < 2l
Let t € [0, k] be the index such that 2! < z and 21 > .

We have z() = ¢y 42 — g for i = 1,...,t and 290 = @ 4 z for
i =1t+1,...,k. Therefore, from this list, if we know the index ¢, we can
compute a list of k integers 2/ such that 2/) = y) 4z fori = 1,...,k,
simply by setting 2/() = 2() 4 ¢ ifi =1,...,t and 2/) = 2 otherwise.

From this list 2’9 and the list of corresponding Hamming weights of
y™ | we can apply the same Hamming weight cryptanalysis that in GPS.

One difficulty remains: how to find the index ¢ 7 A first possibility is an
exhaustive search. For each of the k£ + 1 possible values for ¢, one computes
the corresponding list 2(¥) then applies the Hamming weight cryptanalysis.
This means that the complexity of the attack is multiplied by a factor k£ + 1
which may be considered as acceptable.

Another way to find ¢ exploits the list of Hamming weight values w(®.
Small values of ¥y will probably have several 0’s at the beginning of their
binary representation, thus a sequence of values with low Hamming weight
is likely to start at index ¢ + 1.

7. Conclusion

This works shows how straightforward GPS implementations can easily
be broken. Our attack is efficient in that it does not need a lot of samples and
only requires limited computing power. It demonstrates that it is necessary
to use countermeasures that hide the Hamming weight of the exponent when
implementing GPS, Schnorr or other discrete-log based identification and
signature schemes.

Because of the history of timing attacks on RSA and the fact that coun-
termeasures against these attacks are well known, people seem to believe
that the problem of timing attacks is solved in general; we show with the
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example of GPS that this is not true. Some schemes, even when implemented
with basic countermeasures, can succumb to a timing attack.



CHAPTER 7

Bimodular RSA Padding

1. Introduction

Finding provably secure ways to sign with RSA is an important topic
of research. Given RSA parameters (IV,e,d), the problem is to design a
provably secure signature scheme. A common approach is to apply some
kind of encoding function to the message then raising the result to the power
d modulo N. Namely, the signing algorithm is m — p(m)? mod N where u
is the encoding function. This is the basis of algorithms like RSA-PSS [19].

DEFINITION 1.1. We say that a function p is a secure encoding func-
tion if the signature scheme whose signing generation algorithm is m —
pw(m)? mod N is existentially unforgeable under adaptive chosen message
attacks.

In the random oracle model, if i behaves as a random oracle then it is
a secure encoding function; this is the idea of the Full Domain Hash (FDH
for short) scheme. However, security proofs in the random oracle model can
be only considered as heuristic, since in the real world random oracles are
necessarily replaced by functions which can be computed by all parties. A
famous result by Canneti, Goldreich and Halevi [26] shows that a security
proof in the random oracle model does not necessarily imply security in the
standard model. In the standard model, finding a secure encoding function
is still an open problem.

A question that arises on this topic is the importance of the length of the
messages that need to be signed. One could think that designing an encoding
function for messages of arbitrary length is more difficult that designing an
encoding function for messages of fixed, relatively short length.

This question was studied by Coron, Koeune and Naccache at Asiacrypt
2000 [29]. They showed that if a secure encoding function for short messages
exists, then it can be turned into a secure encoding function for arbitrarily
long messages. In other words, there is no need to worry about message
length when trying to design a secure encoding function.

However, their construction requires that the input size ¢ of u(m) be
larger than the size of N (hereafter denoted k). Several standards (for
example the ISO/IEC 9796-1 standard [2]) fail to comply with this property.
The authors left as an open problem the case ¢ < k.

Our contribution is to solve this open problem and provide a construc-
tion for any input size £. A variant of this problem was already solved by

51
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Arboit and Robert in [3], who proposed a construction similar to [29] that
works for any £, but at the cost of a new security assumption, namely the
division intractability of the encoding function u(m). The advantage of our
construction is that we do not make any additional assumptions, namely
if RSA signature with p(m) is secure against existential forgery under a
chosen-message attack, then so is RSA with p/(m) for messages of arbitrary
size. As is the case for the constructions in [29] and [3], a practical advantage
of our construction is that it allows to perform some pre-computations on
partially received messages, e.g. on IP packets which are typically received
in random order.

2. The Classical RSA Paradigm

We recall in figure 1 the classical RSA paradigm where an encoding
function p is applied.

System parameters
- two integers k£ > 0 and ¢ > 0
- a function u : {0,1}* — {0,1}%
Key generation: Setup
- (N,e,d) — RSA(1F)
- public key : (N, e)
- private key : (N, d)
Signature generation: Sign
- let y « p(m)
- return y* mod N
Signature verification: Verify
-let y «— 2 mod N
- let y' < p(m)
- if y = 9/ then return one else return zero.

F1GURE 1. The Classical RSA Paradigm: Using p for Sign-
ing Fixed-Length Messages.

3. The Coron-Koeune-Naccache Construction

We recall in figure 2 the construction proposed by Coron, Koeune and
Naccache in [29]. It assumes that the encoding function p can handle inputs
of size k+ 1 where k is the size of the modulus and allows to sign 2% - (k —a)
bit messages where 0 < a < k — 1. The construction can be recursively
iterated to sign messages of arbitrary length.

It is shown in [29] that the scheme described in figure 2 is secure against
existential forgery under a chosen message attack:
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System parameters
- two integers k > 0 and a € [0,k — 1]
- a function g : {0, 1}*+1 — {0, 1}*
Key generation: Setup®
- (N,e,d) «— RSA(1%)
- public key : (N, e)
- private key : (N, d)
Signature generation: Sign*
- Split the message m into (k — a)-bit blocks

such that m = m/[1]||...|lm[r].
- let a = [] p(0]|7||m][i]) mod N
i=1

where ¢ in 0||i||m[i] is an a-bit string representing i.
- let y — p(1f|a)
- return y% mod N
Verification: Verify*
-let y «— 2® mod N
T
-let a = [] p(0]|2||m][i]) mod N
i=1
- let y — p(1f|a)
- if y = 3/ then return one else return zero.

F1GUure 2. Coron-Koeune-Naccache Encoding of Arbitrary
Length Messages.

THEOREM 3.1. If the signature scheme (Setup, Sign, Verify) is (¢, ¢sig, €)
secure, then the signature scheme (Setup*, Sign*, Verify*) which signs 2% -
(k — a) bit messages is (t*,q3;,,€") secure, where:

(1) (k) = t(k) =2 gsig(k) - O(K?),
(2) qzzg(k) = QSig(k>_2a+1v
(3) e*(k) = e(k) .

4. Bimodular Encoding

The drawback of the previous construction is that the the input size £
of pu(m) needs to be larger than the size of the modulus N. In this section,
we describe a construction wherein the input size £ of the encoding function
u does not need to be larger than k. We denote by ¢(k) the input size of
the encoding function p as a function of the security parameter k. In the
following, we assume that ¢(k) is an increasing function of k. For example,
for the ISO/IEC 9796-1 standard [2], we have £(k) ~ k/2.

The new signature scheme (Setup’, Sign’, Verify') is described in figure
3. The new signature scheme is parameterized by two security parameters
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System parameters
- two positive integers ki, ko such that ko > k;
- an integer a € [0,k; — 1]
- two functions su; : {0,1}% — {0,1}% for i = 1,2
such that /5 > k.
Key generation: Setup’
- (Nl,el,dl) — RSA(lkl)
- (Ng,eg,dg) — RSA(le)
- public key : (N7, Na, e2)
- private key : (N1, Na,d2)
Signature generation: Sign’
- Split the message m into (¢; — a)-bit blocks
such that m = m[1]||...||m]r].
T

-let a = [] p1(i||m[i]) mod Ny
i=1
where i in i||m[i] is an a-bit string representing i.

- let y — po(a)
- return y® mod N,

Verification: Verify’
-y «— %2 mod N»
'
-let a = [] p1(é||m[i]) mod Ny
=1

1=
-let y' — pa(a)
- if y = 9/ then return one else return zero.

FiGURE 3. Bimodular Encoding of Arbitrary Length Messages.

k1, ko such that k1 < ko. As the previous construction, it is a deterministic
signature scheme. The construction uses the same encoding function p with
two distinct moduli Ny and N of sizes k1 and ko bits, respectively. For the
sake of clarity and since encoding functions take the modulus as a parameter,
we will write p; when p is used with modulus N;. We denote by ¢; =
U(k1), 0y = l(ko) the input sizes of pi,ps respectively. Our construction
requires that ¢5 > k. Since by assumption ¢(k) is an increasing function of
k, this means that a sufficiently large security parameter ko must be selected
in order to have ly = l(ka) > ki

Our construction enables to sign 2% (¢ —a) bit messages where 0 < a <
f1 —1. The maximum length that can be handled by the new construction is
therefore 261~1 bits for a = £1—1 or a = £;—2 and, as in [29], the construction
can be recursively iterated so as to sign arbitrarily long messages.

A possible realization example is the following: assume that we are given
an encoding function p that takes as input k/2-bit messages and outputs
k-bit strings, for signing with a k-bit RSA modulus. If we take for example
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ki1 = 1024, ky = 2048 and a = 24, then messages of size up to 224 . 488 ~
8.2 - 10? bits can be signed. First, one applies the encoding function s :
{0,1}52 — {0,1}10%* to the 224 blocks of 488 bits; then one multiplies
together the resulting 1024-bit integers modulo N7 and obtains a 1024-bit
integer which is finally signed using the encoding function ps : {0,1}19%4 —
{0,1}29%® modulo N. Notice that d; is not used for signing and e; is not
needed for the verification either; thus (e;,d;) is to be deleted after the
generation of Nj.

The following theorem states that this construction preserves the resis-
tance against chosen message attacks of the original signature scheme:

THEOREM 4.1. If the signature scheme (Setup, Sign, Verify) is (t, ¢sig, €)
secure, then the signature scheme (Setup’, Sign', Verify') which signs 2%-(¢; —
a) bit messages is (t', q,;,,€') secure, where:

(4) (ki k) = t(k1) = dagg - 2° - (Tulk2) + O(k2%))
(5) Qig(k1,k2) = quig(kr) — 2%,
(6) e (k1, k) = 4-e(ky) .

and T, (kz) is the time required to compute p(m) for security parameter ks.

Proor. Without loss of generality, we can assume that t(k), gsig(k) and
T,(k) are increasing functions of k, and that €(k) is a decreasing function
of k.

Let F' be a forger that breaks the signature scheme (Setup’, Sign’,
Verify') for the parameters (ki, k). We construct a forger F; for the signa-
ture scheme (Setup, Sign, Verify) for the parameter k = k; and a forger Fy
for same signature scheme with parameter k = k2. When the same prop-
erty holds for both F; and F», we write this property for a generic forger
F. The forger F will run F’ in order to produce a forgery; it will answer
the signature queries of F’ by itself. F has access to a signing oracle S for
(Setup, Sign, Verify) .

First, we pick a random bit b. If b = 1, we construct a forger Fi for
the parameter k = k1. If b = 0, we construct a forger F for the parameter
k = ko.

F is first given as input (IV,e) where N, e were obtained by running
Generate for the parameter k defined previously. The forger F then starts
running F’ with the public key (N7, Na, e2), where Ny, Na, e5 are defined as
follows:

If b = 1, the forger F; sets N1 « N, e; < e and runs RSA(l’”) to
obtain (N, es,ds). Otherwise (if b = 0) the forger F» sets Ny «— N, eg — e
and runs RSA(1%1) to obtain (Ny,eq,dy).

We observe that the view of the forger ' in independent of the bit b,
since in both cases the moduli Ny and Ny are generated using RSA(1%1)
and RSA(1%2), either by F itself or through (N, e) given as input to F.
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When F” asks the signature of the j-th message m; with m; = m;[1]||...||
mj[r;], F computes:

rj
aj = [T a(illm;[i)) mod Ny
=1

If b = 0 then F» requests the signature s; of a; from S. If b = 1 then Fy
can compute s; = ,ug(ozj)d? mod Ny directly since it knows dy. Let q;ig be
the total number of signatures requested by F’.

Eventually F’ outputs a forgery (m/, s’) for the signature scheme (Setup’,
Sign’, Verify') with m’ = m/[1]||...||m/[r'], from which F computes:

7) o/ = [T (illn'[i)) mod Ny
=1

We denote by [ the probability that o/ ¢ {a1,...,a,}. Note that since the
view of F’ is independent of b, this event is independent of b as well. We
distinguish three cases:

First case: o/ ¢ {a1,...,a4} and b = 0. From the remark above, this
happens with probability /2. In which case 5 outputs the forgery (o, s)
and halts. This is a valid forgery for the signature scheme (Setup, Sign,
Verify) since s’ = p2(a’)% mod Ny and the signature of o/ was never asked
to the signing oracle S.

Second case: o' € {ai,...,a4} and b = 1. This happens with proba-
bility (1 — 3)/2. Let ¢ be such that o = a,.. We write m = m,, & = a, and
r = r., which gives using (7):

(8) Hm(iHm'[i]) mod N :Hm(i!\m[i])mod M

We show that the previous equation leads to a multiplicative forgery for the
modulus N; = N, which enables F; to compute a forgery.

First, the message m’ must be distinct from m because the signature of m
has been requested by F’ whereas the signature of m’ was never requested by
F, since m’ is the message for which a forgery was obtained. Consequently
there exists an integer j such that either:

(9) Jllm/ () & {HIm[1], ..., rllm[r]}
(10) dllmlg) & {Hm/ [, .o’ Im'Tr1}

We assume that condition (9) is satisfied (condition (10) leads to the same
result). Therefore from (8) we can write:

) Gl = (TLwtlnli) (TTpemD) " mod Ny

i#]
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Consequently, F7 asks the signing oracle S for the signatures x; of the mes-
sages i||m[i], 1 < i < r, and for the signatures z of the messages i||m/[i],
1<i<7', i+#j. Using (11), F; can compute the signature of j||m/[j] from
the other signatures:

-1
2y = u(llm' )" = ([T:) (T]F)  mod M
i i#]
and F finally outputs the forgery (j||m'[j], ). This is a valid forgery for
the signature scheme (Setup, Sign, Verify) since the signature of j||m/[j] was
never asked to the signing oracle.

Third case: o ¢ {aq,...,a4} and b = 1, or &/ € {ay,...,q4} and
b= 0. In this case, F fails. This happens with probability 1/2.

To summarize, from a forger 7' that breaks the signature scheme (Setup’,
Sign’, Verify') with probability ¢’(ki, k2) for the parameters (k1, k2), we con-
struct a forger F that breaks the signature scheme (Setup, Sign, Verify) with
probability &’ - 3/2 for the parameter ko, and with probability ¢’ - (1 — 3)/2
for the parameter ki, for some (unknown) 3.

Therefore, if we assume that the signature scheme (Setup, Sign, Verify)
cannot be broken in time #(k) with probability greater than e(k) for all k,
we must have:

' (k1, ko) - 8/2 < e(ka)
and
&' (k1 ko) - (1= P)/2 < e(ky)
which implies using e(kz2) < (k1) that:

8/(1431, kjg) S 4. 5(k1)

which gives (6).
If b = 0, then for each of the ¢, , dueries of F’, the forger Fy makes at

most 2% multiplications modulo N; and one query to §. Thus F» runs in
time

(12) t(ke) = t' (k1 ko) + iy - 2% - (Tu(k1) + O(k1?))

If b = 1 then for each query of F’, the forger F; makes at most 2¢ multipli-
cations modulo N7 and one exponentiation modulo Ns. After it has received
the forgery, it makes at most 2¢*! multiplications modulo N to compute
its own forgery. Thus F; runs in time:

(13) (k1) = t'(k1, ko) + qhig - (2% (Tu(k1) + O(k1?)) + Tu(k2) + O(k2?))

From inequalities (12) and (13), and using t(k1) < t(k2) and T}, (k1) < T, (k2)
we obtain (4).

Finally, the forger F» makes at most q;ig queries to the signing oracle,
and the forger F; makes at most 24t queries to the signing oracle. This
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gives QSig(k2) < q;ig(kla k?) and q$ig(k1) < 20+, Using QSig(kl) < q$ig(k32)v
we obtain

Gsig(k1) < 277 + qlyg (K1, ko),
which gives (5). O

5. Conclusion

This work shows how to construct a secure RSA encoding scheme for
signing arbitrarily long messages, given any secure encoding scheme for sign-
ing fixed-size messages. This solves a problem left open by Coron et al. in
[29]. We believe that our work focuses the question of finding a secure en-
coding for RSA signatures, by showing that the difficulty in building secure
encoding schemes for RSA is not in handling messages of arbitrary length,
but rather in finding a secure redundancy function for short messages, which
remains an open problem in the standard model.
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Fair Exchange of Signatures and
Identities






CHAPTER 8

Breaking a Fair Exchange Scheme Based on GPS
and RSA

1. Introduction

In [53], Markowitch and Saeednia proposed an optimistic fair exchange
scheme. The scheme is based on a verifiably committed signature scheme
that the authors introduce. This verifiably committed signature scheme is
constructed from the basic RSA encryption scheme and the GPS signature
scheme and was also used later in the context of a non-repudiation proto-
col [52].

One advantage of this scheme is its rather low communication and com-
putational cost thanks to the use of GPS. An interesting feature of the
scheme is that it uses the RSA primitive to allow partial signatures to be
opened by Charlie.

In this chapter, we show that the security against Bob is not satisfied
in the verifiably committed signature from [53]. We describe an attack
allowing to extract the full signature o from a partial signature o’. Our
attack is extremely efficient (it only requires that the attacker previously
obtained a very small number of full signatures, and has a computational
cost of a few exponentiations). As a consequence, the fairness property of
two protocols [53, 52] is broken.

Of independent interest, we show how the combination of GPS and RSA
can be very sensitive to attacks. Informally, the problem of extracting a
RSA root of a GPS commitment has some poor security properties: there
is a (non-negligible) subset of the instances of this problem for which the
knowledge of a solution allows the computation of the solution for any in-
stance.

2. Description of the Committed Signature Scheme

This section describes the verifiably committed signature scheme of [53].
In this scheme, the idea is to use GPS signatures combined with the RSA
encryption primitive, a valid signature being a GPS signature along with
the RSA decryption of the corresponding commitment. As a consequence,
the hardness of extracting a full signature from a partial signature implicitly
relies on the problem of computing the RSA decryption of a GPS commit-
ment given the corresponding challenge and answer, but without knowing
neither the GPS private key nor the RSA private key.
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We now describe the committed signature scheme.

Setup : Charlie generates an RSA modulus N = pq where p = 2p’ +
1, =2¢'+1 and p,p’, q,q are primes. He chooses a hash function
h. Charlie chooses an integer g of order p'q’. He also chooses an
integer e coprime to p'q’, and computes d = e~! mod p'q’. Charlie
publishes N, g, h and e. Charlie’s secret arbitration key is d.

To generate her key pair, Alice chooses a random integer = as
her private key and computes X = ¢g=* mod N as her public key.
PSign : To compute a partial signature on a message m, Alice takes
a random integer y and computes Y = ¢gY mod N, and z = ey +

h(Y,m)x. The partial signature is (Y, z).

PVerify : To verify a partial signature (Y, z) on m, Bob - or any verifier
- checks if Y = ¢?X"¥™) (mod N).

Sign : To compute a full signature on m corresponding to her partial
signature (Y, z), Alice computes Y’ = ¢g¥ mod N, with the value of
y used in the partial signature process. The full signature is (Y, 2)
with the same z than in the partial signature.

Verify : To verify a full signature, (Y’,2) on m, Bob - or any verifier
- checks if Y'¢ = g# Xh(Y'" mod N;m) (164 N).

Res : In case Alice refuses to open her signature to Bob, Charlie
uses the partial signature (Y, z) and his secret arbitration key d
to compute the corresponding final signature (Y, z) where Y/ =
Y% mod N.

The signature protocol is as follows: Alice computes a partial signature
(Y, z), where Y = g mod N, sends this partial signature to Bob, and stores
the value Y/ = g¥ mod N. Bob checks that Y = ¢?X"*¥"™) (mod N), then
fulfills his obligation I. Alice sends Y’ to Bob, and Bob checks that Y/ =Y
(mod N).

Remarks:

(1) Note that this verifiably committed signature scheme does not ex-
actly fit the model of Dodis and Reyzin, since both the Sign and
Verify algorithm depend on the public arbitration key e.

(2) Since z = h(Y,m)x (mod e), where z, h(Y, m) and e are public, it is
clear that some information on x mod e leaks. For this reason, the
authors of [53] recommend to take e = 3 to minimize the amount
of information leaked on the private key .

3. Extracting Full Signatures from Partial Signatures

In this section we describe an attack that allows an attacker to extract
the full signature (Y’,2) on m from the partial signature (Y, z). The main
idea of the attack is that computing Y”, the e-th root of Y = ¢°X® mod N
for a given integer a, is simple when one knows the e-th root of the value
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gt mode xamode yy5q N thanks to the euclidian division. We now explain
this more in the detail.

3.1. Preliminary: the F' function. Let F' be the application from
[0, e[ to [0, N[ defined by:

q d
F(e) = <gcx me eXc> mod N

Note that F'(0) = 1. We are going to show how the properties of this
function allow attacking the scheme. The two first properties already show
the insecurity of the scheme for small values of e; the third property may be
viewed as an enhancement of the attack.

PROPERTY 1. Knowing a full signature (Y, ) allows computing F(a mod
e), where a = h(Y'® mod N,m).

Proof: Since Y'® = ¢g°X® (mod N), we apply an euclidian division on z

and a and we have:

Y€ = g(z div e)e+z mod eX(a div e)e+a mod e (mod N)
Therefore
(Y/g—(z div e)X—(a div e))e = gz mod exoa mod e (HlOd N)
= gam mod exa mod e (mod N)

Y/gf(z div e)Xf(a div e) = (gax mod exa mod e)d (mod N)
(14) = F(amode) (mod N)
Thus F(a mod e) can be computed as Y'g~( dive) x—(adive) jpod N, O

PROPERTY 2. Given a partial signature (Y, z), the knowledge of F'(a mod
e) where a = h(Y mod N,m) allows computing the corresponding full sig-
nature (Y, 2).

Proof: From equation (14), we have
V' =g exadivengmod e) mod N
O

PROPERTY 3. Knowing F(ag mod e) such that ag = h(Y}® mod N, m)
is coprime to e for some full signature (Yy,z0) allows computing F(a) for
any a € [0, €.

1

Proof: Since ag is coprime with e, we can compute k = ag™ " a mod e.

By euclidian division,
k(ap mod e) = [k(ap mod e)] div e x e + [k(ap mod e)] mod e
= [k(ap mod e)] div e x e + kap mod e

= [k(ap mod e)] dive x e+ a
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k(apr mod e) = [k(apzr mod e)] div e x e + [k(apz mod e)] mod e
= [k(apx mod €)] div e x e + kagz mod e

= [k(apx mod €)] div e X e + ax mod e

therefore

k
F(ap mod e)¥ ( rormedex o med e> (mod )
gk(aox mod e)Xk(ao mod e) (mod N)

g
(gk(aox mod e) div eXk(ao mod e) div e) ega:c mod exa (mod N)

= (gk(zo mod e) div eXk(ao mod e) div e)e(F(a))e (mod N)
We raise to the power d modulo N and we obtain
(15) F(CL) — F(CLO mod e)kgf(k(zo mod e) div e)Xf(k(ao mod e) div e) mod N
U

3.2. Attack Strategy. The attack proceeds in two steps. In the first
step, the attacker obtains a small number of full signatures from the signer.
In the second step, he asks the signer any number of committed signatures
and extracts the corresponding full signature.

(1) In this step, the attacker obtains a number of full signatures until
he finds a signature (Y{, z0) (on a message mg) such that ap mod e
is coprime with e, where ag = h(Yj® mod N, mg). Once he has
obtained such a signature, he computes F'(ap mod e) and stores
the triple (ap mod e, zp mod e, F'(ap mod e)).

(2) In this step, the attacker plays the role of the verifier. Once he gets
a committed signature (Y, z), he computes F'(a mod e) where a =
(Y mod N,m), using the stored triple (ap mod e, zp mod e, F'(ag mod
e)) and equation (15). He then uses this value of F'(a mod e) to
extract the full signature from the committed one, according to
property 2. The attacker thus obtains the full signature without
fulfilling his obligation. This step obviously succeeds with probabil-
ity 1, and can be done with any number of committed signatures.

It is important to notice that the first step can be active or passive. It
can be performed by Bob, who behaves honestly with Alice during a few
executions of the protocol, or by an outsider who eavesdrop the signatures.

3.3. An Example with Artificially Small Parameters. Let us
show an example of the attack with artificially small parameters. We take
e = 3. Alice, whose private key is z = 110, takes a random y = 213,
and computes Y = ¢3*2!3 mod N. She computes h(Y,m) = 16, and z =
ey + h(Y,m)z =3 x 213 + 16 x 110 = 2399. The full signature contains Y’
such that Y3 = ¢?339X16 (mod N).
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The attacker sees this full signature. Since 2339 = 799 x 3 4+ 2 and
16 = 5 x 3 + 1, the attacker computes 7 = Y/¢g7 ™ X~ mod N. This 7 is
such that 72 = ¢?X (mod N).

Now, the attacker starts the protocol with Alice and receives a partial
signature from which is he is going to extract the full signature. Assume
that the partial signature is (Y, 2) where z = 1933 and h(Y,m) = 14. He
has YV = ¢193 X4 mod N = ¢3%644+1 x3x4+2 15q N, thus he needs to find
a e-th root of gX? mod N. This root is 72g~! thanks to equation (15).

Thus the attacker can compute Y = g% X472 mod N, where Y’¢ mod
N = )N/, meaning that (37’ , Z) is the full signature corresponding to the com-
mitted one: the attack is a success.

3.4. Efficiency Discussion. Since the second step always succeeds
once the first step ended successfully, the efficiency of the attack only de-
pends on the number of full signatures the attacker has to obtain in the first
step.

If we make the reasonable assumption that the outputs of the hash
function taken modulo e are uniformly distributed over [0, e[, then, for each
signature (Y’ z), the probability that @ mod e is coprime with e is ¢(e)/e.
Thus the first step succeeds after at most [ tries with probability

ni-(1-49)

This formula allows us to evaluate the efficiency of the attack depending
on the value of the e parameter.

3.4.1. The e = 3 case. It is natural to study this single case since it
is the value suggested by the authors. We have ¢(3) = 2, thus the attack
succeeds after at most [ tries with probability

P=1-
Obtaining one signature allows a success probability of 66%, whereas 5 sig-
natures allow a probability of success of more than 99%.

3.4.2. The e < 2'0 case. In [53], it is specified that e must be a very
small integer. Thus we can assume that e < 2!°. To compute a lower
bound of ¢(e)/e for values of e between 2 and 2!, we simply compute all
the possible values of ¢(e)/e. The lower bound is reached for e = 210. Thus
we have that

ple) _ #(210) _ 8

Ve € [1,21), == > = — ~0.22857

ccL2T T =T T
While with a single signature, the lower bound on the probability of

success is already 22%, we can see that, with 10 signatures, we have a

probability of success of at least 92%.
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4. Repairing the Scheme

4.1. First Attempt: Increasing the Value of e. A natural idea to
repair the scheme, since the efficiency of our attack depends on ¢(e)/e, is to
minimize this value by taking a larger and specific value for e. Of course,
since x mod e leaks during any execution of the protocol, we have to take
a larger value for x. More precisely, we have to ensure that x div e is large
enough (at least 160 bits) because Xg=*mede — (g¢)* 4V e (1164 N) thus
finding x is equivalent to solving the discrete logarithm of X g% ™°4 € mod N
in basis g¢® mod N. This implies a performance decrease since the size of the
commitments must be such that y >> 2lle.

But we have the following well-known bound: when e is any number
such that e > 5,

(16) ¢(e) =

“ 6lnlne

e

Thus even if e is 4000 bit long, then 2.1% of the full signatures are such
that a is coprime with e. Thus with 33 full signatures the attacker will
succeed with probability 1/2.

In short, taking a larger value for e does not prevent the attack, but just
makes it a little less efficient. We conclude that the scheme is insecure for
any value of e.

4.2. How to Repair the Scheme with GQ. We propose a modified
scheme that uses non-interactive proofs-of-knowledge. The idea is that the
attack is possible because Y’, the e-th root of Y, is revealed by Alice. Thus
we keep the same protocol except for the full signature process. Alice proves
that she knows Y’, but this time she does not reveal it. This can be done
with a non-interactive zero-knowledge proof-of-knowledge of e-th root of Y,
such as a non-interactive version of the Guillou-Quisquater protocol, for
example.

We now describe the modified scheme. The Setup, PSign and PVerify
algorithms are the same as in the original scheme. The other algorithms
work as follows:

Sign : To compute a full signature on m corresponding to her partial
signature (Y, z), Alice computes Y/ = ¢g¥ mod N, with the value
of y used in the partial signature process. Then she picks u €
7%, computes U = u®mod N and V = u(Y")"¥) mod N. The
full signature is (Y, z,U,V) with the same z than in the partial
signature.

Verify : To verify a full signature (Y, z,U, V), Bob checks if V¢ =
UYMU) (mod N) and if Y = g? XY™ (mod N).

Res : In case Alice refuses to open her signature to Bob, Charlie
uses the partial signature (Y, z) and his secret arbitration key d
to compute Y’ = Y% mod N. Then he picks v € Z%, computes
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U =u*mod N and V = u(Y")"Y) mod N. The full signature is
(Y,z,U, V).

This modified scheme is less efficient than the original one but seems to
resist the attack.

5. GPS and RSA can be Securely Combined

In order to show that GPS and RSA can be securely combined, we recall
a way to use them together invented by Girault. The GPS scheme was ini-
tially proposed as a system with self-certified public keys. The motivation is
that any public key needs a way to be certified. Usually, one uses a certifi-
cate, i.e. a document produced by an authority that links the public key to
the identity of its owner. In order to remove the need for such certificates,
Girault proposed in [38] the concept of self-certified public keys, where the
user chooses a private key and the authority computes the corresponding
public key without learning the private key.

The TTP generates an RSA modulus N = pg where p and ¢ are primes,
a public exponent e € [0, N[, computes d = e~! mod ¢(IN), and chooses an
integer g of large order modulo N. It publishes N, g and e. The prover,
whose identity is I, picks a random integer x € [0, S| as her secret key and
sends ¢g~% mod N to the authority. The authority computes the prover’s
public key as X = (¢~ — I)? mod N. Therefore the prover knows x such
that g7* = X+ 1 (mod N).

In the GPS identification protocol with self-certified public keys, the
prover proves that she knows that x. It is the usual GPS scheme where the
public key X is replaced by X¢ + I (mod N).

Prover Verifier
Pick y €r [0, A[
Y =¢Y mod N
Y
Pick ¢ € [0, B[
o
Check ¢ € [0, B[
z=y+cx
.
Check z € [0, E]
F(Xe+ 1) =Y (mod N)

FiGURE 1. A Round of GPS using Self-Certified Public Keys
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6. Conclusion

We showed that the security against the verifier was not verified in the
committed signature scheme from [53] (also used in [52]) by describing an
efficient method to extract a full signature from a partial signature.

This attack is a new example of a well-known fact: constructing a new
cryptographic primitive from two secure primitives can lead to a totally
insecure result. But, interestingly, we notice that GPS and RSA can be
securely combined as it was the case with the initial design of GPS with
self-certified public keys [38].

We conclude that the security of a cryptographic protocol should not rely
on the hardness of computing the RSA decryption of a GPS commitment.



CHAPTER 9

A New Problem: Fair Identification

1. Motivation

We present a new cryptographic problem called fair identification, where
two members of a group agree to exchange proofs of identities (i.e. to si-
multaneously reveal and prove their identities).

We consider a group of anonymous users. By anonymous, we mean that
each user has an identity (it can be a name, an address, a pseudonym) but
two users can meet and discuss without knowing each other’s identity. One
can imagine an organization where participants of a meeting wear masks,
or a chat session on the internet. In such a setting, users have a motivation
to hide their identity: it can be for privacy reasons or for their personal
security for example. Thus it may be against someone’s interests, or even
dangerous, to reveal his or her identity.

However, situations can occur where two people that met want to learn
each other’s identity. Each of them must be ready to reveal his or her
identity in order to learn the identity of the other person. In this case, it is
natural for each person to require a proof of the other’s identity. Otherwise,
it would be very simple to cheat as a dishonest user could simply give a
false identity; the other, honest, user would reveal his or her identity and
the exchange would be unfair.

Without a dedicated protocol, each user will hesitate in revealing his
or her identity first. They need a fair protocol that ensures that no one
is cheated, i.e. no one revealed his or her identity without learning the
other’s identity. This new problem is similar to the problem of fair exchange
of signatures (even if they are some fundamental differences that will be
discussed later) and we call it fair exchange of identities or fair identification
for short.

We call the two persons that want to exchange their identities A and B;
a fair identification protocol should satisfy the following security properties:

o Completeness: If A and B are honest, both of them learn each
other’s identity.

e Fairness: If anyone is cheating, either no one learns anything about
the identity of the other or both of them learn each other’s identity.

o Secrecy: Identities of A and B remain secret to an outsider against
active attacks, unless the outsider is ready to reveal his identity.

69
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If we want to minimize the intervention of the trusted third party, we
should look for optimistic protocols where the third party is needed only in
case of disputes. This fourth property is inspired by optimistic fair exchange
of signatures.

Harder variants of this problem are also possible: for example, one could
consider concurrent attacks instead of active attacks, but in this work we
will focus on active attacks only.

2. Similar Problems

Several problems similar to fair identification have been studied in the
literature. It is thus a natural approach to examine a few kinds of crypto-
graphic primitives used to solve such problems to see if they can trivially
achieve fair identification.

Mutual Authentication: A mutual authentication scheme [18, 12,
44] allows two parties to authenticate each other. Once A proved
her identity, B can abort the scheme without revealing his identity,
therefore such schemes do not achieve fairness.

Fair Exchange of Signatures: In a fair exchange of signatures pro-
tocol, each party obtains the other’s signature in a fair manner. If
A and B run a fair exchange of signatures, A will commit to her
signature. Once B has verified this committed signature, he will
learn A’s identity without revealing his identity. Therefore fair ex-
change of signature protocols do not provide any direct solution to
the fair identification problem.

Identity Escrow: Identity escrow schemes [47] are inspired by group
signatures and allow an entity A to send some information to B that
commits to A’s identity, meaning that this information would allow
an authorized third party to recover A’s identity. A and B could
run a fair identification protocol as follows:

(1) A runs the identity escrow protocol with B.
(2) B confirms his true identity to A.
(3) A confirms her true identity to B.

If A is cheating, B can go to the escrow agent with transcripts of
identity escrow protocol in step 1 to obtain A’s identity.

This protocol is fair but eavesdroppers can learn the identities of
A and B. Encrypting the communication prevents passive attacks
but not active attacks. Thus this protocol does not satisfy the
requirements for fair identification. However, we will use this idea
to commit to one’s identity in our fair identification protocol.

Since there seems to be no trivial way to achieve fair identification,
we propose a new scheme. Rather than build a scheme from scratch, we
use existing cryptographic primitives and combine them to design a fair
identification scheme in order to emphasize on the security mechanisms that
we need.
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3. Building Blocks

In this section, we introduce the cryptographic primitives that we use as
building blocks for our fair identification protocol. These building blocks are
a signature scheme with a special feature, a public key encryption scheme,
and a group signature scheme.

3.1. Signatures with Key-Independent Coupons. Some signature
schemes have the interesting feature that a part of the signature can be
computed prior to the knowledge of the message to sign. They are sometimes
called on-line/off-line signatures [59] or coupon-based signatures, and the
pre-computed part is called the coupon.

In this work, we additionally require that the coupon can be computed
without knowing the signer’s private key and that the coupon does not reveal
anything about the identity of the signer. We call such a scheme a signature
scheme with key-independent coupons.

Many known signature schemes satisfy this requirement; in fact, many
signature schemes obtained by applying the Fiat-Shamir heuristic do (the
coupon is the commitment of the corresponding identification scheme), like
the Schnorr, GQ and GPS signature schemes for example, as long as all users
have the same system-wide parameters. In the GQ scheme, for example,
users must all have the same modulus N and exponent e. In that setting,
a coupon will be a value y® mod N; the knowledge of the coupon does not
reveal the identity of the signer.

More formally, a signature scheme with key-independent coupons is a
tuple of algorithms SS§ = (Kg, S, V) satisfying the usual properties of a sig-
nature scheme where: g, S, and V are the key-generation, signing and ver-
ification algorithms respectively. Additionally, S internally works as follows
(s = signing key and st = some state information, m = message to be signed):
Algorithm S(m, s) : {(z, st) « S1();y « Sa(z, st,m, s); Return(z, y); }.

Here, &7 is the algorithm that generates the coupon and S, is the algo-
rithm that generates the remaining part of the signature.

Let cert denote the certificate for the public key of a signature scheme
with key-independent coupons. This certificate contains the identity Iy of
user U.

3.2. Public Key Encryption in Multi-User Setting. By PE we
denote an IND-CCA secure public-key encryption scheme secure in a multi-
user setting according to the definitions of Bellare et al [10].

A public-key encryption scheme PE = (K, E,D) consists of three algo-
rithms. The key generation algorithm K is a randomized algorithm that
takes nothing as input and returns a pair (pk, sk) of matching public and

secret keys; we write (pk, sk) il K(). The encryption algorithm & is a ran-
domized algorithm that takes the public key pk and a plaintext M (from the

message space MsgSp(pk)) to return a ciphertext C'; we write C” & Ep(M).
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The decryption algorithm D is a deterministic algorithm that takes the se-
cret key sk and a ciphertext C’ to return the corresponding plaintext M (or
a special symbol L if C’ is invalid); we write M «— Dy (C").

Two ideal examples of such encryption schemes are Cramer-Shoup [30,
10] and RSA-OAEP [17, 13, 60, 37].

3.3. Group Signatures. Group signatures allow a group member to
sign anonymously on behalf of the group. If needed, the signature can be
opened by a trusted third party, called group manager, to reveal the identity
of the signer. For an in-depth discussion on group signatures see [25, 24, 7,
14, 20].

Informally, a group signature scheme G = (Setup, Join, Sign, Verify, Open)
is a 5-tuple of algorithms, where:

—Setup is an algorithm which takes no input. It initializes the system
and outputs the group public key GPK, secret data for the group manager,
and any other parameters needed.

—Join is an interactive protocol executed between the group manager and
a user (say A). As a result, A learns his secret data g4 for generating group
signatures and the group manager might also learn some data to aid him
later in opening the signatures if required.

—Sign is the signing algorithm. It takes as input the message m to be
signed and the secret data g4 of any user A to produce a group signature
OA.

—Verify is the algorithm to verify the correctness of a group signature on
a given message. It takes as input the message m, the signature o and the
group public key GPK; it outputs 1 if ¢ is a valid group signature on m,
and 0 otherwise.

—Open is the algorithm that only the group manager can use to identify
the signer of a particular group signature. It takes as input the signature o,
manager’s secret data for opening group signatures and perhaps some other
information; its output is a proof identifying the signer of the signature.

For notation, o4(m) will denote the group signature of A on message
m. When only o4 is written, it means that it is a group signature of A on
whatever message and that opening it would identify A as its signer.

The following properties are desirable for group signatures:

e Correctness: Group signatures produced using Sign are always ac-
cepted by Verify.

o Unforgeability: Only group members can sign efficiently.

o Anonymity: Given a group signature, it is computationally hard to
identify its signer for everyone but the group manager.

o Unlinkability: Deciding whether two valid group signatures were
computed by the same group member, is computationally hard.

o FEzxculpability: Neither a group member nor the group manager can
produce a group signature on behalf of any other member.
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e Openability: The group manager is always able to open and identify
the actual signer of a valid group signature.

e Coalition Resistance: A colluding subset of group members (even
if comprised of the entire group) cannot generate a group signature
that the group manager cannot open.

Let us explain why and how we use group signatures in our scheme. Our
approach to design a fair identification scheme is inspired by the way fair ex-
change of signature schemes are built. In order to fairly exchange signatures,
users needs a way to commit to their signatures such that a third party can
reveal the signature if needed: this is the concept of verifiably committed
signatures. Similarly, in order to fairly exchange identities, users need a way
to commit to their identities. Group signatures solve this problem and can
be seen as “verifiable commitments to identity”.

4. A Fair Identification Protocol

4.1. Sketch. In this section, we describe a fair identification protocol.
We start by giving a sketch of our protocol. First, A generates and sends the
coupon of his signature. Then B generates a group signature on A’s coupon
and sends it to A. A now has the commitment of B to his identity and
hence he now sends his identity and the remaining part of the signature.
B verifies the signature and then sends his identity and signature to A.
To remain anonymous to outsiders, they encrypt the communication using
temporary keys (using PE). To avoid active attacks, these keys are signed
under the group signature of B. Let T denote the trusted third party which
will also take the role of group manager in the group signature scheme.

The protocol works as follows.

(1) A computes a signature coupon x4 and a pair of keys (pky, ska)
for the encryption scheme, then sends the coupon and the public
key to B.

(2) B generates a pair of keys (pkp, skp) for the encryption scheme
and computes a group signature on x 4||pkal||pkp. B sends pkp and
the group signature op to A.

(3) A verifies the group signature; if it is valid, A computes the sig-
nature (z4,y4) (where x4 is the coupon) on z 4||op then encrypts
this signature and his certificate cert4 under B’s public encryption
key pkp. A sends this encrypted message to B.

(4) B decrypts the message, obtains the certificate of A, learns A’s
identity and checks the signature using the certificate. If it is valid,
B signs op and sends an encryption of op and certg under A’s
public key pk 4.

(5) A decrypts the message, obtains the certificate of B, learns B’s
identity and checks the signature using the certificate.

If A does not receive the final message, A can go to the third party
and convince it that B agreed to reveal his identity to A by showing the
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transcripts of the protocol. The third party will open the group signature,
find B’s identity and reveal it to A.

4.2. Protocol Description.
4.2.1. Setup. System specific parameters:

(1) T declares: (a) A secure signature scheme with key-independent
coupons S§ = (Kg,S,V), and (b) An IND-CCA secure public-
key encryption scheme PE = (K, &, D) to be used by each player,
whenever needed.

(2) Pick a group signature scheme G = (Setup, Join, Sign, Verify, Open)
with T being the group manager. T creates an instance of G by
running the procedure Setup. T learns the secrets corresponding to
the group manager and let GPK be the group public key.

User specific parameters:

(1) Each user U first decides his public and private keys, Iy and sy
respectively, for the signature scheme SS by running Kg. U proves
to T that I is his public key.

(2) Now U runs the Join protocol of G, with T, to learn his group
specific secret gy needed to produce the group signatures.

(3) T generates a certificate certy mentioning that person with public
key Iy is registered with T

4.2.2. FExchange. The exchange protocol is described in figure 1.

4.2.3. Resolve. Party A claiming to be cheated, presents op to T and
the corresponding message components x4, pka, pkp, full signature S4 on
op and identifies herself as A to T. T sends a proof identifying the signer
(B) of op to A and sends the full signature S4 to B.

5. Security Discussion

We now discuss the security of our fair identification protocol.

5.1. Completeness. If all the steps of the protocol succeed, then A
and B provably learn each other’s identity: A receives B’s signature on
message (op, sp) after step 4. Since op itself depends on some values sent
by A (namely, x4 and pk4), this means that A’s was indeed talking to the
owner of the private key sp; the certificate certp proves that the owner of
this key has identity Ig. Thus A obtains Ip and is convinced that this is
B’s identity.

Similarly, B receives A’s signature on a message that contains op after
step 3. When he receives the certificate, he obtains 14 and is convinced that
this is A’s identity. This shows that the scheme is complete.
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A B

(Z’A, gt) — 310
(Pka, ska) — K()

zA,pka
(pkp, skp) — K()
op < Sign(zallpkallpks, 9B)
pkp,oB
Verify(x a||pkallpks, o, GPK) =1
ya < Sa(xa,st,0B,54)
A — Eprp (Y, certa)
Ya
(ya,certa) < Dspy(¥a)
SA — (an yA)
Check certa
Extract 14
V(05,S4,14) = 1
SB — S(UBv SB)
Y — Ep, (Sp, certp)
. ¥B

(SB, certp) < Dy, (VB)
Check certp
Extract Ip

V(op,S8,Ip) = 1

Otherwise, run RESOLVE

FIGURE 1. Proposed Fair Identification Protocol

5.2. Fairness. We show that in all circumstances the protocol ends
in a fair situation (i.e. a situation where A and B learned nothing about
each other’s identity, or a situation where they both learned each other’s
identity).

In step 1, A must send x4 and pka to B.

e If B does not receive these values, the protocol stops and the situ-
ation is fair.
e Otherwise, it goes on.

In step 2, B must send pkp and op to A.

e If A does not receive these values, or if op is invalid, the protocol
stops. B learned x4 and pka. By assumption, the coupon x4 does
not reveal anything on A’s private key or any information on A’s
identity. Moreover, pk4 is a random output of the setup procedure



76 9. A NEW PROBLEM: FAIR IDENTIFICATION

of the encryption scheme. Therefore, B has no information on A’s
identity: the situation is fair.
e Otherwise, the protocol goes on.

In step 3, A must send 4 to B.

e If B does not receive a valid 1 4, the protocol stops. A learned pkp
and opg. The security of the group signature ensures that o does
not reveal B’s identity and pkp is a random output of the setup
procedure of the encryption scheme. This shows that A cannot
learn B’s identity: the situation is fair.

e Otherwise, the protocol goes on.

In step 4, B must send g to A.

e If A does not receive a valid ¢pg, the protocol stops. B obtains
ya and certy, therefore B learns A’s identity. A goes to the third
party and learns B’s identity. The situation is fair.

e Otherwise, the valid ¥p contains a proof of B’s identity. The situ-
ation is fair.

5.3. Secrecy. We now consider an attacker trying to learn A or B’s
identity.

5.3.1. Passive Attacks. In the case of a passive attack, the attacker only
has access to the values that are exchanged by A and B: x4, pka, pkp, 0B,
ta and ¢p.

In order to find A’s identity, the attacker must decrypt ¥ 4; this is im-
possible if the encryption scheme is secure.

In order to find B’s identity, the attacker must decrypt ¢)p or open the
group signature op. This is impossible if the encryption scheme and the
group signature scheme are secure.

5.3.2. Active Attacks. In the case of A’s identity, we assume that the
attacker plays the role of B and selects his messages in order to learn A’s
identity. The attacker will obtain A’s identity in step 3 but only if he can
send A a valid group signature on z 4||pk4||pkp. Therefore the attacker has
two solutions: he can break the group signature scheme or compute a group
signature scheme. Under the assumption that the group signature scheme
is secure, the attacker will therefore have to commit to his identity and A
will be able to learn this identity.

In the case of B’s identity, we assume that the attacker plays the role
of A and selects his messages in order to learn B’s identity. The attacker
can try to open B’s group signature, or try to obtain the certificate certp.
Under the assumption that the group signature scheme is secure, B cannot
open op. Thus he has to obtain g, thus send a valid ¥4 to B, therefore
revealing his identity.
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6. Extensions and Future Work

In this section, we discuss a few variants to the problem of fair identifi-
cation. While not all of these variations might find a practical application,
they constitute an interesting challenge.

6.1. Transferable Proofs of Identity. One could imagine a scenario
where users want to fairly exchange transferable proofs of identity. In this
case, the precise statement of the problem will be: how should two parties
identify each other so that either each party learns a transferable proof of
the other’s identity or none of them learns nothing about the identity of the
other.

In our fair identification protocol, the proofs of identity that users get
if the protocol ends normally are indeed transferable (because those proofs
are signatures), but it does not necessarily mean that our protocol is a fair
exchange of identity proofs. This property can be ensured if group signatures
can be opened in a transferable manner, i.e. when the third party opens
the group signature, it outputs a transferable proof that identifies its signer.
Though it might not be possible for every group signature scheme, it is
indeed the case in modern schemes. For example, in ACJT scheme [7],
this proof is actually an interactive zero-knowledge proof of equality of two
discrete logarithms, between the group manager and the party interested
in identifying the signer. This can be made transferable by applying the
Fiat-Shamir heuristic. Thus, if cheating occurs in our protocol, the cheated
party can also get the transferable proof which will be nothing but the group
signature together with a transferable proof identifying its signer (obtained
from 7).

Now let us consider a stronger requirement: the proofs obtained with the
help of the third party should be at least computationally indistinguishable
from the proofs obtained directly from the concerned player. This require-
ment has an interesting link with the fair exchange of signatures where
signatures opened by the third party should be indistinguishable from sig-
natures computed by the signer.

Such indistinguishability cannot be achieved using our protocol. It would
be interesting to see whether existing protocols for fair exchange of signa-
tures can be modified to provide fair identification too.

6.2. Nontransferable Proofs of Identity. If the fair identification
protocol between A and B ended successfully, A revealed her identity to
B, so B can claim to another user that he performed an exchange with A.
But A might want to be sure that B cannot prove that they indeed met.
A protocol that would ensure this for A and B would be a fair exchange of
nontransferable proofs of identities.

More precisely, if A and B execute the fair identification protocol and
identify each other, then after the protocol completes, transcripts of the run
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prove nothing to anyone — transcripts could have very well been simulated
by A (or B) himself.

Our protocol cannot be used to guarantee nontransferable proofs of iden-
tity. One might think of using interactive proof protocols instead of signa-
tures to achieve this goal. Although this could work, neither this construc-
tion nor its security proof are trivial.

6.3. Conditional Fair Identification. Assume a situation where the
parties know in advance whom they want to identify fairly. More precisely,
A is willing to achieve fair identification only with B, and B is willing
to achieve fair identification only with A. With very little tweaking, our
protocol should work for this kind of problem. However a more general
situation is the following one: A is willing to achieve fair identification with
B if and only if B satisfies some condition, say Cg. Similarly, B is willing
to do fair identification with A if and only if A satisfies some condition, say
Ca. We term it as conditional fair identification. Our protocol may work
for this, depending upon what these conditions are.

6.4. Perfect Fairness. In this work, the coalition of adversaries was
considered to be one single adversary. Following an approach used in traitor
tracing schemes, we aimed at identifying at least one user in the coalition.
However, a stronger notion of fairness is possible where one could aim at
identifying each player in the coalition. Precisely, perfect fairness for A
would mean that if A is identified by any player B in a particular run of the
protocol, A will also identify exactly B. With this perfect fairness notion,
it should not matter whether B is in a coalition or not. In order to achieve
perfect fairness, it is necessary to use non-transferable proofs; otherwise,
just one person could interact with A and obtain a transferable proof of
identifying A and then show it to everyone in the coalition. Perfect fairness
seems to be the most challenging property to ensure.



Conclusion

This thesis studied several examples of approaches to establish in a prov-
able manner the security (and, sometimes, the insecurity) of several public-
key identification and signature schemes.

We first showed how a side-channel attack could break a provably se-
cure identification and signature scheme with the example of GPS. This
result illustrates the fact that even when using basic countermeasures, cryp-
tographic schemes can be the target of new side-channel attacks. We believe
that future research should continue to try to find new ways to resist physical
attacks.

We then designed a construction allowing to sign arbitrarily long mes-
sages with RSA, given a secure encoding for short messages. While finding a
secure encoding for RSA signatures in the standard model remains an open
problem, our result shows that the difficulty is not in handling messages of
arbitrary length, but rather in finding a secure encoding for short messages.

The Markowitch-Saeednia verifiably committed signature scheme high-
lighted the interest of using GPS and RSA to design efficient primitives;
however, by showing how to break the fairness property of this scheme, we
demonstrated the difficulty of designing such schemes in a secure manner.
There are several open questions related to this result: what schemes can
be designed that take advantage of the features of GPS and RSA ? How to
design efficient verifiably committed signature schemes 7

We studied a new problem called fair identification and proposed a
scheme that solves this problem. Our scheme can be seen as a proof that fair
identification can be achieved, but designing efficient and provably secure
fair identification schemes is a new and challenging open problem.
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