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Abstract

Traffic engineeringnvolvesadaptingthe routing of traffic to the network conditions,with the joint
goalsof gooduserperformanceandefficient useof network resourcesln this paperwe describeanap-
proachto intradomairtraffic engineeringhatworkswithin the existing deployed baseof Interior Gate-
way Protocols(IGPs),suchasOpenShortestPath First (OSPF)and IntermediateSystem-Intermediate
System(I1S-1S). We explain how to adaptthe configurationof link weights,basedon a network-wide
view of thetraffic andtopologywithin a domain.In addition,we summarizehe resultsof several stud-
ies of techniquedor optimizing OSPF/IS-ISweightsto the prevailing traffic. The paperarguesthat
corventionallGPsaresurprisinglyeffective for engineeringheflow of traffic in large IP networks.

1 Intr oduction

In somesense]P networks managehemseles. A hostimplementingthe TransmissiorControl Protocol
(TCP) adjustsits sendingrateto the bandwidthavailable on the pathto the destination,androutersreact
to changesdn the network topology by computingnew paths. This hasmadethe Internetan extremely
robust communicatiometwork, evenin the faceof rapid growth and occasionafailures. However, these
mechanismslo notensurghatthe network runseficiently. For example,aparticularlink maybecongested
despitethe presencef underutilized links in otherpartsof the network. Or, avoice-averIP call maytravel
over aroutewith high propagatiordelaywhena low-lateny pathis available.Improving userperformance
andmakingmoreefficient useof network resourcesequiresadaptingthe routing of traffic to the prevailing
demandsThis taskis referredto astraffic engineerind1, 2]. Mostwork ontraffic engineerindghasfocused
ontechniquegor controllingtheflow of traffic within asingleAutonomousSystem(AS), suchasacompary,

university campuspr InternetServiceProvider (ISP).

1.1 Intradomain Traffic Engineering

Traffic engineeringdependn having a setof performancebjectivesthat guidethe selectionof paths,as

well aseffective mechanismgor the routersto selectpathsthat satisfytheseobjectives. Most existing IP



Figurel: Shortespathroutingwithin an AutonomousSystembasedn OSPF/IS-I1SFink weights

networks run Interior Gatavay Protocols(IGPs)suchas OSPF(OpenShortestPath First) or IS-IS (Inter
mediateSystem-IntermediatBystem)that selectpathsbasedon staticlink weightsconfiguredby network
operatorsRoutersusetheseprotocolsto exchangdink weightsandconstructa completeview of thetopol-
ogy insidethe AS, asshavn in Figurel. Then,eachroutercomputesshortestpaths(asthe sumof these
weights)andcreatestablethatcontrolstheforwardingof eachlP paclet to thenext hopin its route. In this
paperwe focuson thetechniquedor selectingthe pathsratherthanthe underlyingmechanismsor paclet
forwarding. Traditionally IP forwardingdepend®nthedestinatioraddressn theIP headeiof eachpaclet.
More recently routersrunning Multi-Protocol Label Switching (MPLS) canforward pacletsbasedon the
labelin the MPLS headerln eithercasewe areconcernedvith how the pathis choserratherthanhow the
pacletsareforwarded.

Onthe surface,the basicframeavork of shortest-pathouting doesnot seemflexible enoughto support
traffic engineeringn an IP network supportinga diversesetof applications. First of all, theselGPsare
limited to routing scenarioghat canbe specifiedwith a singleinteger weighton eachlink. However, we
arguethatlink weightssufice to specifynearoptimalroutingfor large,real-world networks. Seconcof all,
in their basicforms,the OSPFandIS-IS protocolsdo not adaptthe link weightsin responséo changesn
traffic or thefailuresof network elementsandthe path-selectioprocessloesnot directly incorporateary
performancebjectives (beyondthe selectionof a “shortest”path). Recentstandardsctiity hasproposed
traffic-engineeringxtensiongo OSPFandIS-IS to incorporatenformationaboutthe prevailing traffic into
thelink-stateadwertisementandthe pathselectiordecisiond3, 4]. However, theseextensiongequiremod-
ificationsto theroutersto collectanddisseminatéinformationaboutnetwork loadandcomputeandestablish
pathsbasedon the load metrics. Instead we arguethatit is often possibleto selectstatic link weightsthat
areresilientto traffic fluctuationsandlink failures,allowing the useof thetraditionalincarnationsof OSPF
and|S-IS.

The examplein Figure 2 from [5] shavs how to control the distribution of traffic in a network by
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Figure2: Smallexampleof globaloptimizationof IGP link weights

tuning the IGP weights. The left side of the figure shavs an example network whereall links have the
samecapacityand eachof the nodesq, r, s, andw have oneunit of traffic to sendto nodet. The simple
performancebjective hereis to minimize the maximumlink load. Thetableon theright sideof thefigure

shawvs theloadon eachlink for certainweightsettings:

¢ Initial configuration with unit weights: Thefirst columnin thetableshavs theresultsof having the
sameweightof 1 on every link. This directsall of thetraffic from nodesq, r, ands throughnodeu,
forcing threeunitsof loadonlink (u,t).

e Local changeto the weight of the congestediink: A nawe, local approachto reducingthe load
might increasethe IGP weight on the overloadedink (u,t) to 2. This configurationresultsin two
shortespathsfor nodesq, r, ands, andasplitting of traffic over pathsvia u andv. Theseconccolumn
in thetableshaws thatthis settingof theweightsplacesa heary loadonthelink (w,t).

e Global optimization of the link weights: A global optimizationof the weightswould producea
weight settinglike the onein the third column,with no link carryingmorethantwo units of traffic.
For this particularexample,the distribution of traffic is optimal with regardto the maximumload.
Since4 units of traffic have to reachnodet alongits two incomingedgesno otherrouting scheme
couldproducea bettersolution.

In this example, changingthe link weightsto alleviate the congestionon the link (u,t) is an attractve
alternatve to buying anddeploying additionalbandwidthbetweerroutersu andt.
1.2 Advantagesof Using Traditional IGPs

This paperpresentsanovervien of a practicalapproacho working within the existing framework of static
link weights,without modificationto the routing protocolsor the routersthemseles. The paperbringsto-

gethertheworkin variouspapergshatdescribandividualcomponentsf thisapproacho traffic engineering.
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Themainpointunderlyingthisbodyof work is thatthe proces®f arriving at goodvaluesfor theweights,or
agoodsetof changedo the existing valuesof theweights,is handledexternallyfrom therouters.This pro-
cesscoulddependon traffic measurementandtopologydatacollectedfrom the operationahetwork. The
selectionof the weightsmay alsodependon a wide variety of differentcost, performanceandreliability
constraintsThelink weightsareconfiguredby anexternalentity, suchasanetwork managemergystemor
ahumanoperatoyto achieve certaintraffic engineeringgoals.Generallywe view a modificationof thelink
weightsasa significantchangeo the network thatis performedon arelatively coarseime scale.

This approachhasthe adwantageenablingoperatorsto engineerthe flow of traffic in their networks
while retainingthe simplicity of existing IGPs. The proposedapproactastwo key features—aentralized
approacho settingtherouting parameterandthe useof link weightsastheway to drive the path-selection
process.The approachs centralizedn thatthe routing parametersre setbasedon a network-wide view
of thetopologyandtraffic, ratherthanthelocal views at eachrouter This centralizedapproactasseveral

adwantagesasfollows:

e Protocol stability: Theroutersin the network do not adaptautomaticallyto locally-constructe (po-
tentially out-of-date)views of the traffic. The pathsdo not changeunlessthe routing parametersire
reconfigurecbr the network topologychangesThis predictabilityaidsnetwork operatorsn diagnos-
ing performanceproblems.

e Low protocol overhead: The routersinside the network do not needto track changesn load and
disseminataew link-stateinformation. This limits the bandwidthconsumedy the routing protocol
andthe computationaloadimposedon therouters.

¢ Diverseperformance constraints: The procesdgor selectingthe routing parametergandependon
awide variety of performancendreliability constraints.New constraintsandimproved techniques
for selectingthe routing parameterganbeincorporatedvithout changego the routing protocolsor
the router implementations.In addition, operatorscan incorporateconstraintsthat are difficult to
formalizein aroutingprotocol.

Usinglink weightsto expressthe routing configuratiorhasthe following adwvantages:

e Compatibility with traditional IGPs: Selectinghelink weightsoutsideof the network allows oper
atorsto engineetheflow of traffic while working with theexisting OSPFandIS-IS routingprotocols.
This avoidsthe needto upgradesquipmenbr introduceadditionalconfigurationcompleity.

e Conciserepresentation: Link weightsare a conciseform of configurationstate. Eachrouteris
configuredwith theweight(andperhapsarea)for eachof its outgoinglinks. Therouterdoesnotneed
to be configuredwith ary path-level informationor with ary stateconcerningthe incidentedgesat
otherrouters.In addition,an operatorcanchangemultiple pathsin the network with the changeof a
singlelink weight.



o Default weightsand backup routes: Link weightscanhave areasonablédefault configuratiorbased
onlink capacity(e.g.,inverselyproportionako capacity).If thetopologychangege.g.,alink failure),
the router can automaticallycomputenew routesbasedon the currenttopology and link weights.
Theseroutescancarrytraffic until anew configurationis selected.

Despitetheseadvantagestraffic engineeringusingconventionallGPsrequiresovercomingseveral practical
challenges. In Section2, we outline the key componentof a systemfor assigninglink weightsbased
on the traffic demandsnetwork topology and performanceobjectives. Next, in Section3 we discussthe
effectivenessof shortest-pathouting basedon link weightsin providing control over the flow of traffic in

the network; discussiorof the algorithmwe useto optimizethe link weightsis deferredto the Appendix.

Section4 concludeghe papemwith a discussiorof futureresearchdirections.

2 Traffic Engineering Framework

In this sectionwe formalizeanapproactto traffic engineerindpasecn externalchangesn the IGP config-
uration.Assigninglink weightsbasednthetraffic demandsandperformancebjectvesdepend®n several
key ingredientsasillustratedin Figure 3. First, instrumentatiorof the operationahetwork shouldprovide
informationaboutthestatusof thenetwork element@andthecurrentofferedtraffic. In practice thistopology
andtraffic dataarenecessaryor a variety of otheroperationatasks. Second gvaluatingpossiblesettings
of thelink weightsdepend®n having an accuratamodelof how the IGP configurationaffectsthe flow of
traffic. Third, selectinggoodsettingsof the weightsdepend®n having an objective functionthat captures
thekey performancendreliability constraintsaswell asanefficient algorithmfor computingweightsthat
satisfytheseconstraintswe discusstheseoptimizationissuesn moredetailin Section3. Fourth,afterde-
ciding onthevaluesof theweights,anautomateaystemor ahumanoperatomeeddo effectthesechanges

in the operationahetwork.

2.1 Inputs: Topologyand Configuration

Selectinggoodlink weightsdepend®n having atimely andaccurateview of thecurrentstateof thenetwork.
Thisview includegtheoperationatoutersandlinks in thenetwork, aswell asthecapacityof thelinks andthe
currentconfigurationof the IGP parameterge.g.,OSPF/IS-ISveightandarea). Trackingthis information
is importantfor a variety of operationapurposesFor example,a Network Operations<Center(NOC) may
displaythe currenttopology on a wallboardto track the failuresof network elementsor changesn basic
statisticg(e.g.,routerCPUload andlink utilization).

Topology and configurationinformation are available from a variety of sources. Link capacityand

IGP parametersre available from routerconfigurationdata(suchas configurationfiles) [6] and may also
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Figure3: Key component®f thetraffic engineeringramewvork

be storedin externaldatabasethat drive the provisioning of the network elements.The Simple Network
Managemen®rotocol (SNMP) provides information aboutthe statusof the network elementsgither by
polling or via traps.In addition,it is possibleto deplgy IGP routemonitorsthattrackthetopologyandIGP
parameterin the operationahetwork. For example,a softwarerouterthat participatesn OSPF/IS-1Swith

the operationatouterscouldtrackandreportthis informationin realtime [7].

2.2 Inputs: Traffic Demands

The selectionof weightsdependson having an estimateof the offered load on the network, in termsof
the volume of traffic betweeneachpair of routersor eachpair of edgelinks. This kind of informationis
necessaryor designingthe network andplanningthe outlay of new capacity In somecasesthe operator
may have an estimateof thetraffic demancdasedon pastexperienceor customeisubscriptiorinformation,
suchasthe amountof bandwidthallocatedfor a Virtual LeasedLine or Virtual Private Network service.
In other caseshe traffic demandscan be gleanedby measuringthe traffic in the operationalnetwork.
Computingestimatesof the offered load requirescombining measuremendatafrom multiple locations
in the network to computethe traffic demands. This instrumentatiorand collection infrastructuremay
be necessaryo supportotheroperationatasks,suchasbasicusagereportingfor billing, marketing, and
capacityplanning.

Constructinga network-wideview of thetraffic demandsequiresrelatively sophisticatedechniquegor
the collectionandanalysisof measuremendata. Four main approachesiave beenconsideredwhich are

describedn moredetailin [8]. First, the necessaryraffic statisticsmay be availabledirectly from SNMP



ManagemeninformationBaseqMIBs), dependingn the forwarding paradigmemplo/ed in the network.
For example,MPLS MIBs were usedto measurehe volume of traffic on the Label SwitchedPath (LSP)
betweeneachpair of edgeroutersin Global Crossings backbond9]. Secondthe offeredtraffic canbe
computedoy combiningpaclet-level or flow-level measurementst the network edgewith theinformation
availablein routingtables.Thisapproachasbeenappliedin the AT&T andSprintnetworks[10,11]. Third,
if fine-graintraffic measuremen@renot available,the offeredtraffic maybeinferredbasednobserations
of theaggregateload on links insidethe network in conjunctionwith routing data. This approacthasbeen
appliedin Lucents IP network [12]. Fourth, nen techniquedor paclet samplingoffer the possibility of

directobsenration of the offeredtraffic asit flows throughthe network [13].

2.3 Routing Model

Traffic engineeringequiresan effective way to predictthe flow of traffic throughthe network basedon

the routing configuration.Knowing the route(s)betweeneachpair of nodesenableghe operatorgo iden-

tify thetraffic thatimposedoad on a congestedink andevaluatethe influenceof possiblechangedo the

IGP parametersThis requiresan accuratanodelof how the routersin an AS computepathsbasedon the

topologyandIGP configuration.Whenall of thelinks belongto a single OSPF/IS-1Sarea,pathselection
simply involves computingthe shortestpath(s)betweeneachpair of routers(e.g., using Dijkstra’s algo-

rithm). Largernetworksaretypically dividedinto multiple OSPF/IS-ISareas For routersin differentareas,
thepathselectiordepend®nthesummarnyinformationcorveyedacrossareaboundariesin somecasesthe

network may have multiple shortesfpathsbetweerthe samepair of routers. The OSPFandIS-IS protocol
specificationglo not dictatehow routershandlethe presencef multiple shortestpaths. In practice,most
routerscapitalizeon the multiple pathsto balanceoad. A routertypically splitstraffic roughlyevenly! over

eachof the outgoinglinks alonga shortespathto the destinationasshavn in Figure4.

Ultimately, then,the routing modelshouldcomputea setof pathsfor eachpair of routers. Thesepaths
canberepresenteth termsof the fraction of thetraffic (for this pair of routers)that traverseseachof the
links. The outputof the routing modelcanbe combinedwith the traffic demanddo estimatethe volume
of traffic on eachlink, basedon the topology andthe IGP configuration. The routing modelalsoplaysa
role in capturingthe interactionof the IGP with interdomainrouting (i.e., the Border Gatavay Protocol
(BGP)).A singleblock of destinatiorlP addressemaybereachablezia multiple exit pointsto neighboring

domains.For example,an AS may have multiple links to anotherserviceprovider at differentgeographic

IThisis achievedby allowing anentryin theforwardingtableto have multiple outgoinglinks. Ratherthanalternatingoetween
theselinks at the paclet level, routerstypically attemptto forward paclets for the samesource-destinatiopair along a single
path;this reduceghelikelihoodthat pacletsfrom the sameTCP connectiorarrive out-of-orderat the recever. Load-balancings
typically achieved by performinga hashfunctionon the sourceanddestinationP addressesf eachpaclet. The valueof thehash
functiondeterminesvhich of the outgoinglinks shouldcarrythe paclet.



Figure4: Traffic splitting acrosamultiple shortespathsin the network

locations. The BGP decisionprocessselectsfrom theseroutesbasedon the IGP costof the shortestpath
to eachexit point [14,15]. This enableseachrouterto selectthe “closest” exit point. The work in [16]
presentsan overvien of a routing modelthat captureshe detailsof multiple OSPF/IS-1Sareas splitting
over multiple shortestpaths,andthe influenceof IGP parameter®n how the traffic exits the network en
routeto aneighboringAS.

2.4 Output: Settingthe Weights

ChanginglGP weightsrequiresapplyingthe appropriatecommandso the affectedrouters. This may in-
volve runningtelnet  or ssh to connectto eachrouters command-lindnterface. The specificcommands
depend®ntheparticularoperatingsystenrunningontherouter For example,in CiscolOS (InternetOper
ating System)parlancetheoperatomwould enteracommandike “ip ospf cost 64” in thecontet of the
appropriateoutgoinglink to changethe OSPFweightto 64. Thesecommandsnay be appliedmanuallyby
anetwork operatoror performedautomaticallyby a script. More generally the serviceprovider mayhave a
network managemergystemfor configuringthe routers.An integratednetwork managemengystemcould
concevably automatdhe entireprocesf detectingcongestionselectingsuitablelGP weights,andeffect-
ing the configurationchanges.However, given the compleity of operatinga network, a serviceprovider
may have a humanoperatorinvolvedto oversegheprocess.

Following a weight change the routerupdatests link-state databasendfloodsthe new value of the
weight to the restof the network. Upon receving the new link-stateadwertisement.eachrouterupdates
its link-statedatabasegsomputeghe new shortespaths,andupdatescertainentriesin its forwardingtable.
During this corvergenceperiod,theroutersin thenetwork do nothave a consistentiew of theshortest-path
routesfor somedestinations.This transientperiodis similar to what happendollowing a changein the
topologyof the network dueto an equipmentfailure or the additionof a new routeror link. Corvergence

following aweightchangds typically fasterthanconvergenceafterafailure, though,sincethe routerdoes



not have to incur a delayto detectthata failure hasoccurred. Still, changinga link weight doesrequire
the network to undego a transientperiodwherethe forwarding pathsare changingfor someof thetraffic.
As such,we do not envision making frequentchangedo the link weights. Instead,link weightswould
changeunderspecialcircumstancefollowing the outlay of new capacity a significantequipmentailure,or
aseriousshiftin thetraffic demandsFortunatelyasinglesettingof thelink weightsoftensuficesto handle

thedaily fluctuationsof thetraffic in alarge IP backboneasdiscussedn the next section.

3 PerformanceProperties

In this sectionwe discusshow we canengineettheflow of traffic usingthetraditional OSPF/IS-ISouting
protocolsin large networks, usinganoptimizationalgorithmto identify goodIGP weightsettings.First, we
describehow to useobjective functionsto judgethe quality of a particularsolutionto the routing problem.
Next, we evaluatesereral heuristicsfor settingthe link weightsfor a given topology and traffic matrix.
Drawing on the experimentsin [5], we shav that good settingsof the IGP weightsperformwithin a few
percentof anoptimal distribution of traffic for realistictopologiesandtraffic demandsThen,we consider
how to dealwith fluctuationsin the traffic demandsover time without modifying the IGP weightsand
describehow to changeheflow of traffic in thenetwork with smallmodificationgo thelink weights.These
resultsdrav ontheresultsof experimentsn [19]. Readers$nterestedn theresultsof experimenton awide

variety of realandsynthetictopologiescanreferto [20].

3.1 Objective Function

Any attemptto optimizethe distribution of traffic dependson having an objective function that quantifies
the “goodness”of a solution. The objective function typically considersthe utilization of eachlink and
biasesagainstsolutionsthat overloadary part of the network. The simplestobjective function is max-
utilization [21], which measureshe ratio of traffic loadto capacityfor the mostheavily-loadedlink in the
network. We usedthis objective function earlierfor our examplein Figure2 in Sectionl. In our example,
all links hadthe samecapacity so maximumutilization wasequivalentto maximumload. Minimizing the
max-utilizationis a naturalandintuitive objective for routing. However, this functionis overly sensitve to
individual bottlenecKinks that may be difficult to avoid. For example,aningresslink from a neighboring
domainmay carry alarge amountof traffic underary routingsolution. Consideringheloadon thislink to

the exclusionof the othertraffic in the network doesnot necessarilyesultin the bestsolution. In addition,

2In somecasesa router mustrely on heartbea(“Hello”) messages$o detectthata link to a neighboringrouter hasfailed.
Smallheartbeatimerscanreducethelateng for detectingfailures[17, 18], atthe expenseof higheroverheador exchanginghese
messages.
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the max-utilizationfunctiondoesnot penalizesolutionsthatforcetraffic to traversevery long paths.
Instead the objective functionshouldconsiderthe utilization of eachof the links in the network, while
still assigninga heary penaltyto solutionswith oneor morehewaily-loadedlinks. To constructa network-

wide view of the “goodness’of aroutingsolution,we considerobjective functionsof theform:

b= Z\(p(éa, Ca)

thatsumalink cost@(£,, ca) from eachlink a dependingntherelationbetweertheload/, andthe capacity

Ca. For example,thework in [22] usesa link costof @(£a,Ca) = £a/(Ca — £a). The costfunction attempts
to estimatethe queuingdelay experiencedby a paclet traversinglink a. The resultingobjective function
malkesit progressiely moreexpensve to sendtraffic alonglinks astheload approachethe capacity This

is adesirablepropertyfor anobjective function. However, this particularfunctionbecomesindefinedf the
estimatedoad on a singlelink matcheghe capacity makingit difficult to explore a large spaceof possible

solutionsin heavily-loadednetworks.
To overcomethis problem,we considera piece-wisdinearapproximatiorof £,/ (ca — £a), definedwith

a heary penaltyfor overloadedinks. More precisely for somefixed capacityc,, we define@(x,c,) asthe

continuoudunctionwith @(0, c;) = 0 andderivative in theload ¢, of
0< x/ca < 1/3,

( 1 for
3 for 1/3<x/ca<2/3,
_ 10 for 2/3 < x/ca < 9/10,
¢ (fa, Ca) = 4 70 for 9/10<x/ca < 1,
500 for 1<x/ca < 11/10,
| 5000 for 11/10 < X/Cy < oo.
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Figure6: Objective functionvs. demandor a proposedAT&T backbone

Thelink costfunction @ is illustratedin Figure5. Generallyit is cheapto sendflow over a link a with a
small utilization £5/ca. The costincreaseprogressiely asthe utilization approache400%,andexplodes
whenwe go above 110%. Becausef the explosive increasen costasload exceedcapacity the objective
functiontypically impliesthatwe keepthe max-utilizationbelow 1, if atall possible.If we wantutilization
belonv 90%ratherthan100%,we cansimply replacec, with ¢, = 0.9¢; in (1).

3.2 Fixed Topologyand Traffic Demands

Routingbasedon link weightsis not flexible enoughto represenall possiblesolutionsto the routing prob-
lem. It is relatively easyto constructhetworks whereno settingof the IGP weightscandistribute the traffic
in an efficient manner(5, 23]. However, these“worst case”examplesarequite contrved. The moreinter-
estingpracticalquestionis how well routing basedon staticweightsperformsfor realistictopologiesand
traffic demandsHere,whenjudgingthe quality of aweightsetting,we comparet againstoptimalrouting
(OPT)thatcandirecttraffic alongary pathsin any proportions.OPT modelsanidealizedrouting scheme
thatcanestablistoneor moreexplicit pathsbetweerevery pair of nodesanddistribute arbitraryamountsof
thetraffic on eachof the paths.For our objective functionwith piecavise-linearink costs this corresponds
to finding the optimal solutionto the multi-commaodityflow problem.Realizingan OPT solutionin practice
wouldrequirenotonly a moreflexible routing protocol(suchasthe explicit routespossiblewith MPLS) but

also,in somecasesaratherlarge numberof pathsbetweernindividual pairsof routers.
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Severalstudieshave evaluatedalgorithmsthat computegoodweightsettingsfor a fixed network topol-
ogy anda givensetof traffic demandgb, 21,22]. All of thesestudiesfound goodIGP weightsettingsthat
performwithin a few percentof OPT in termsof an objective function, though[5] is the only studythat
evaluatesnetworks with morethan30 routers.Figure6 shavs someof theseresultsfor a proposedAT&T
backbonewith a projectedtraffic matrix basedon traffic measurementand grownth trends. Eachelement
in the traffic matrix representshe expectedtraffic from onerouterto another The experimentvariedthe
traffic by multiplying eachelementy ascalingfactor plottedonthex-axis. Thegraphplotsthevalueof the
objectie functionnormalizedto male 1 the thresholdfor anoverloadedhetwork. Eachcurve corresponds

to adifferentapproacho settingthe IGP weights:

e InvCapOSPF:Eachlink’s weightis inverselyproportionalto its capacity

UnitOSPF: Eachlink’s weightis 1.

L20OSPF: Link weightis directly proportionatfto the physicaldistancebetweertheincidentrouters.

RandomOSPF:Eachlink’s weightis random.
e HeurOSPF: Link weightsareglobally optimizedwith respecto (1).

e OPT: Theroutingis optimalwith respecto (1) withoutrequiringthe useof shortespaths.

Thefirst threealgorithmsarereasonablesimple heuristicsthat do not take the traffic matrix into account.
InvCapOSPFattemptsto draw traffic toward high-bandwidthlinks and away from low-bandwidthlinks.
UnitOSPFminimizesthe total bandwidthconsumptiorby minimizing the hop count. L2ZOSPFminimizes
thepropagatiordelayfor traffic betweereachpairof routers.RandomOSPBrovidesabasisfor comparison
usinga nhaive weightsetting. The graphshavs thatHeurOSPFcanhandleabout50% higherdemandghan
ary of InvCapOSPFUNitOSPFE L20SPF andRandomOSPIkeforeit hits the congestiorthreshold. OPT
performsonly slightly betterthanHeurOSPFhandlingabout2% higherdemands.

Figure 7 plots the max-utilizationmetric for the sametopology andtraffic matrix, usingweightsop-
timized basedon the objective functionin (1). This graphillustrateshow the optimizationin Figure 6
performsin termsof the mostheaily-loadedlink in the network. The curve for HeurOSPFeloselyfollows
the changesn the piecavise-linearfunctionin (1). The curve remainsvery closeto the curve for OPT
beforethe max-utilizationpassed. The HeurOSPFschemenicely triesto avoid the high penaltyfrom (1)
of 500for utilizationsabore 1. Ontheotherhand,HeurOSPRloesnot needto reactwhenutilization onthe
link remainsbelav 1/3. An importantpointaboutFigure7 is thatthe weightsettingsfound by HeurOSPF
workedsimultaneouslyvell bothfor (1) andfor max-utilization.In generalwe have foundthatgoodweight

settingsarenotvery sensitve to the exactdetailsof the objective function. Goodweightsettingsaccording
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Figure7: Max-utilizationvs. demandor routingoptimizedbasedon (1)

to oneobjective function were simultaneoushgoodfor otherobjective functions,aslong asthe objective

functionassignsanincreasingoenaltyto links with load approachingapacity

3.3 Changing Traffic Demands

Optimizing the weightsfor a single topology and traffic matrix is not sufiicient. In practice,the traffic
volumesfluctuate over time and unexpectedfailurescanresultin changego the network topology In
addition, acquiringan exact estimateof the traffic matrix is difficult. It is importantthat the setting of
the IGP weightsbe rohust to changesn the traffic and the topology To testrobustnesswe evaluated
the optimizedsettingof the link weightswith differenttraffic matrices. Traffic fluctuationsanderrorsin
measuringthe traffic matrix were capturedoy introducingnoise. Eachelementof the traffic matrix was
multiplied by a randomnumberbetween0 and 2. Although the demandsdo not changein expectation,
this change®achelementby 50% on the average.Still, weightsettingsbasedon the original traffic matrix
continuedto performwell for the new input. An optimizedsettingof the link weightsmakes good useof
the capacitybetweervariouspartsof the network, andthisis not sensitve to smallor moderatechangesn
thetraffic. Large shiftsin thetraffic would requirereoptimizingthe link weightsbasedon the new traffic
matrix.

In additionto statisticalfluctuations,the traffic matrix changegshroughoutthe day For example, ex-

ample,theremay be substantiaktructuraldifferencesdbetweernday andeveningtraffic. We foundthatIGP
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weightsoptimizedfor theday-timetraffic do notnecessarilyperformwell for the night-timetraffic. Instead,
we canselecta singleweight settingthat accountdor two differenttraffic matrices.For example,the op-
timization canminimize the max-utilizationover all links acrossbothtraffic matrices.In our experiments,
we foundthata singleweight settingcould performquite well for bothtraffic matrices—almosaswell as
weightsoptimizedfor eachmatrix individually. Usingthis singleweightsettingfor the entireday hastwo
mainadwantagesFirst, operatorglo not needto disruptthe network with changeso ary of thelink weights.
Secondthe commonweightsettingperformswell for all cornvex combinationsf thetwo demandmatrices
and,assuch,is effective at accommodatinghe gradualtransitionsbetweenday and eveningtraffic. The
approactof optimizingfor multiple demandmatricescanalsobe usedto selectiGP weightsthatsatisfythe
requirementof multiple classef traffic in a network that supportsdifferentiatedservices,asdiscussed
in [19].

3.4 Small Changesto the Link Weights

Ultimately, changego the link weightsare necessaryn responsdo large shifts in the traffic and certain
routeror link failures. Limiting the numberof weight changeds importantto limit the disruptionto the
network. Minimizing the numberof changess especiallyimportantif a humanoperatomeeddo evaluate
thenew weightssubjectto constraintghatarenot capturedoy the objective function. Fortunately changing
a singlelink weightis often quite effective. Whenevaluatedfor anoperationalAT&T topology we found
thatincreasinga singleweightfrom 1024to 1025couldreducethe max-utilizationby 8% by divertingsome
of the traffic to differentpaths. We alsoevaluatedthe effectsof all possiblelink failuresto seehow often
a changein the topology would requirea new settingof the weights. In almostevery case,the existing
IGP weightscontinuedto performrelatively well evenaftera singlelink failure. The valueof the objective
function remainedcloseto the minimum value. However, the failure of a few critical links would require
changedo the link weights. A singleweightchangeis often sufficient to alleviate congestiorthat would
ariseafter a link failure; allowing up to threeweight changeswvas enoughto returnwithin a few percent
of routing optimizedto the new topology As a proactive measurethe necessaryveightchangesouldbe
computedn adwanceof ary link failure.

For simplicity, it is appealingo have a smallnumberof differentweightvalues.The InvCapOSPFRand
UnitOSPFhave theadwantageof beingintuitive andsimple. A humanoperatorinspectinghe configuration
of theroutercouldeasily“eye-ball” the settingof theweightsandidentify ary unusuapatternsln addition,
having a limited setof valuessignificantlyreduceghe overheadof an optimizationalgorithm(suchasthe
onedescribedn the Appendix)thatexplorespossiblechangeso theweights.In our experimentswe found

thathaving integer valuesfrom 1-20is sufiicient to achiese performancehatis competitve with OPT. In
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fact,a network could operatewith a hybrid of the InvCapOSPFRandHeurOSPFapproacho settingthelink

weights. Startingwith an InvCapOSPFsettingof the weights(the default configurationin Ciscorouters),
we foundthatchangingheweightsfor tenlinks wassuficientto performalmostaswell asHeurOSPFThis
hastwo importantimplications.First, operatorsouldstill “eye-ball” the configurationwhile notingthata
few unusualinks may have a differentweightsetting. Secondan optimizationalgorithmthatsearche$or

goodweightsettingscanusethe InvCapOSPFonfigurationasa startingpoint.

4 Conclusions

Intradomainrouting protocolssuchasOSPFand|S-1S have beendeplg/ed in a large numberof networks
throughoutthe Internetfor mary years. In this paper we have describedan approacho engineeringhe
flow of traffic in thesenetworks by monitoringthe traffic andtopology optimizing the settingof the static
link weights,andreconfiguringthe routerswith new weightsettingsasneeded.This approacttreatstraffic
engineeringasa network operationgask, ratherthanthe responsibilityof the underlyingrouting protocol.
Working with traditionallGPshasmary practicaladvantagesandseveral experimentalstudieshave shavn
thatthey performwell relative to moreflexible routing schemesThe approactdescribedn this papercan
be appliedtodayin a wide variety of operationahetworks, andit canhelp guide the decisionsof how to
instrumenthesenetworksto collectaccuraténformationaboutthetopologyandthetraffic demands.

The ultimate decisionof whetherto deploy and usemore advancedrouting protocolsthat adaptauto-
maticallyto the prevailing traffic maydependon avariety of factorsthatarebeyondthe scopeof this paper
For example,more advancedrouting protocolscan supportroute “pinning,” which allows the movement
of sometraffic from one pathto anotherwithout disruptingthe pathsfor othertraffic. In addition,some
protocolssupportthe establishmenof backuppaths,allowing fasterre-routingin the event of a network
failure. Thesetwo enhancementsave the potentialto reducethe temporarydisruptionof existing traffic in
thefaceof routingchangesndnetwork failures. Thefeaturesmaybe usefulfor networksthatsupportreal-
time applicationsor have relatively frequentequipmentailures. The performancéenefitsandoperational
compl«ity of theseenhancementseedto be betterunderstood.The comparisorbetweerHeurOSPFand
OPTcanhelpinform thediscussiorof thecost-performanceade-ofs. In theend,somehybrid mayemepe
whereschemedike HeurOSPFare usedto selectthe configurationof the baselink weightsand dynamic
protocolsareusedto provide additionalinformationaboutthe currentload on eachlink.

Traffic engineeringwith traditionallGPshasa numberof interestingavenuedor future researctwork.
Having a single, integer weight on eachlink is surprisingly effective in controlling the flow of traffic in
realisticnetworks. New theoreticalwork could potentially provide a moreformal explanationfor why this

is true for certainclassesof graphs. In addition, it would be usefulto understanchow far this simple
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paradigmcanbe pushedo incorporateadditionalconstraintssuchaspropagatiordelay Otherinteresting
researchareasinclude the corvergencebehaior of OSPFand|S-IS. This hasbeenconsideredn some
initial work in [17,18], thoughour understandin@f IGP corvergencedelayin operationahetworksis still
quite limited. The designand deployment of new techniqueghat minimize the delayin detectingfailed
links would be quite valuable,both for our approachand for schemedasedon more adwancedrouting
protocols.In addition,nev work couldidentify techniqgueghat minimize the influenceof routing changes
on the forwarding of existing traffic. Progressn theseareasof researchwould be extremelyvaluablein

helpingoperatorgun their networks moreefficiently.

A Optimization Algorithm

In this appendix,we briefly describethe algorithm usedto optimize the link weightsfor the HeurOSPF
schemen Section3. First considerthe simple settingfrom Section3.2 of a fixed topology and demand
matrix. Finding an optimal setting of the link weightsis computationallyintractable,in the sensethat
approximatingthe optimal solutionis NP-hard. As a result,we cannotexpectto find an algorithmthatis
guaranteedo be both fastand producecloseto optimal weight-settings.Instead,in [5], we resortedto a
local searchheuristic[24]. Local searchheuristicsdo not comewith ary guaranteesjeitherfor speednor
for quality, yetthey work well in practicefor mary combinatorialoptimizationproblems.

The basicprinciple of local searchis to iteratively generateand evaluatecandidatesolutions. In each
iteration, they definea neighborhoof candidatesolutionseachof which is a small modificationof the
currentsolution. The next candidatesolutionis chosenfrom the neighborhood.In our case,a candidate
solutionis IGP configurationsj.e., anassignmenbof link weights. Eachneighboris obtainedby changing
one,or afew, link weights.

It is desirablethat the next solutionimproves the objectve function. Among techniquesusing only
movesthatreducethe objective function, descentnethodsconsiderthe entireneighborhoodselectanim-
proving neighbor(usually the bestone), and stop when a local minimum is found. However, this local
minimum canbefar away from the globally optimal configuration.Severaltechniguesiave beenproposed
thatallow non-impraving movesto avoid becomingtrappedin a local minimum. Local searchheuristics
suchastalu searchandsimulatedannealingallow suchnon-impraiing moveswhile applyingrestrictionso
theneighborhoodo preventcycling. We allowed non-impraving moves,usinghashingto avoid cycling.

The bottleneckin finding a goodIGP configurationwith a local searchheuristicis the need,for each
candidateset of link weights,to computethe resulting paths, estimatethe resultingflow of traffic, and
evaluatethe objective function. However, whenevaluatinga neighborof a currentcandidatenveightsetting,

we canbenefitfrom thefactthatthe neighboronly differsin afew weights.Thisis exploitedby incremental
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algorithmsthatinsteadof evaluatingthe neighborfrom scratch reuseghe currentevaluationandonly re-
evaluateghe partsaffectedby weightchanges.

As discoveredrecently[25, 26], therearesereralothermeta-heuristicthatcanbeusedto find goodIGP
weightsettings.

In [19], we usethe samelocal searchto find weight settingsthat are good with respectto multiple
demandmatriceg(c.f. 3.3). Also, we modify the local searchto improve the value of the objective function
with asfew weight changesas possible(c.f. 3.4). From a programmingperspectie, a main advantage
of the local searchfrom [5] is thatit could easily be adaptedo the differentconfigurationsn [19]. The
optimizationalgorithmpresentedn thesetwo papershasbeenincorporatedn the NetScopeool developed
atAT&T [16].
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