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Problem statement ()

Packing =
e Set of transformations
e On binary file

 That preserves the original working at runtime

— Large coverage Iin scientific literature, yet an open issue
— Often employed with malware

— Static detection increasingly relying on Machine Learning
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Problem statement (2)

FACKINIS, °* Dedicated experimental toolkit

?\ e Solves experiments repeatability
Includes adversarial and unsupervised

BOX learning capabilities

Static detection challenges (con't) :

——

* Design efficient or refine existing
attacks against common techniques « Few focus on problem-space
and state-of-the-art features — adversarial learning yet

e Static features robustness evaluation . No operational adversarial tool for
evading packing static detection


https://github.com/packing-box/docker-packing-box
https://www.blackhat.com/eu-22/arsenal/schedule/index.html#packing-box-playing-with-executable-packing-29054
https://www.blackhat.com/eu-23/arsenal/schedule/index.html#packing-box-breaking-detectors--visualizing-packing-35678
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Objectives

1. Review Packing Box's alterations (fix & improve)
2. Design an easy-to-deploy adversarial tool

3. Test this new tool on some data
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* Packing / unpacking
e Static detection & features
2. Background

 Learning Pipeline
e Adversarial Learning
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Packing / unpacking

\

(CD ((D R (" >)
&) &) S
2 O 'mrrm [ 00 | P =
Qo O o
& &5 ) . Packed kU”PaCkin Unpacked =
4>[ Packer ]—» —> Loader — T
. ) / J -... Unpacked
stub ) \/ Stub ¢

Binary file Packed binary CPU Process
\ J \ y, \ / \_ J
Transformations : Common usage :
e Compression  Bundling © Size reduction
 Encryption e Mutation © SW piracy prevention / License management
 Encoding * Virtualization @ Malware

e Protection
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Static detection & features

Features : Header Fields Signature Ratios Static (no execution) :
auS R EELEERI SRR e * Entropy threshold
(0 T : « Pattern matchin
2 Header(s) - Sections | J
% 5 . - ~ - * Signatures
- QL c 2 C - (-
gR 5300 3 = o »  Heuristics
i 7 5 » &
« Disassembly
Binary file e e N

\L o . up to kilobytes : + up to gigabytes

« Control-Flow Graphs
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O ] | FHILCKIINITS
Learning pipeline kﬁaJ
B
| Binary
files
VISUALIZE PREPARE TRAIN PREDICT
Model
Parameters
visualizer B dataset model /
Not packed Tz.exe
'= '= Not?ggtzg Zig?éze " /Y NO‘LBaOEeS unkngwr_l.exe
acke suspiclous .exe

—> Not packed control.exe _ .
) > —> ——>»  Notpacked defrag.exe —» —>
Packed lsass.exe \

Data —> — Dataset Generation & Labelled Preprocessing uninown.. exe
Visualization Feature Extraction & Training ShRlllL -exe

Dataset


https://github.com/packing-box/docker-packing-box
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Adversarial Leaming (1)

Threat model TRAIN TEST
« Attack Surface : e
. N . Ay —
Train (poisoning) VS Test (evasion) phase et i —
Y N e
* Adversary : M T T —"m |
| |
» Goal : Untargeted VS targeted Labelled PED;DQBSSQHG ML
Dataset AL I
» Capatibilities : ability to modify samples | Evasion :
(tied to executable formats) o [
Poisoning _
> Knowledge : white-box VS black-box p EVH'Uatm“:
/
__________ -
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Adversarial Leaming (2)

Problem-space VS Feature-space attacks

\ . : -
SlrSeliatial Problem-space : data transformation Frobiem
space o : space
Original - © Can check validity of data . 3
example

67

©@ No direct control on features

Y
\J
1ilig
Y
Y
11lig

-49

Perturbation 17
' 19
96

-84
17
-86
18

o)
g:__

Adversarial | 18
example ,

Feature-space : features perturbation

v
A4
I

@ Requires to feed features to the model

_—_—_—_—_—_—_\

E35)
SO

@ Feature-to-problem mapping

b

e mm =

Focus © Easier
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 Design & Methodology
e Architecture
e Alterations
3. Adversarial Tool e Capabilities
e (etting Started
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Design & Methodology

e Self-contained tool Therefore aptly named NotPacked++
e PF format only (at this time) In reference to Notepad++ text editor

e Written in C++

e Transforms packed executables to appear as not packed

Find & Evaluate m
Alterations

FHCKING NotPacked
Implement
© ? ‘ Validate 4

R Test Tool

Release )©
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Architecture

7 N
Vs ™\
Alterations
«—+ | Al A2 An
3 components . )
P — _. i ——
o S T Modifiers
1. Parsing library (i.e. LIEF) _ Ml | v Mm
Abstraction of the input binary \ 8
2. Modifiers —D &) Parsing
Specific transformations applied to ‘ —

Input binary executable

3. Alterations
Combination of alterations and modifiers
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Alterations (1) 4R

 BOX |

Starting point : alterations.yml = D'Hondt (2022) + Jennes (2023)

Caveats regarding current Move EP to new section
e LIEF fails to patch the IAT (creates a custom section “./17)
e Trampoline code broken, only valid in non-ASLR environment

e Fixed pattern, vulnerable to signature-based detection


https://github.com/packing-box/docker-packing-box

N —
\

Detection —
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Alterations (2)

Most combination of bytes O after EP in move_ep dataset

a B Not altered HEHE:ERE
1Y 1 2 B — Altered \_ Y,
FiIXxing Move EP to new section
Improved tram pollne Code Samples [%] for the selected feature
(a) Before

» Jump to offset, now valid in ASLR environment

Most combination of bytes 0 after EP in move ep with deadcode dataset

I Not altered
I Altered

Dynamic trampoline code with dead code

» Variable pattern, breaks signature-based detection

1 0x90
> 0x33. OxDB 00 25 50 75 100 125 150 175 200
Sample : Ox83, 0xC0, 0x00 Samples [%] for the selected feature
Code 4 0x87, 0xCO . . .. .
5 0x89, 0XC2 (b) After improvement with dead code injection

<<snipped>>


https://github.com/packing-box/docker-packing-box
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Alterations (3) =

 BOX |

Status of alterations.yml

Alteration Functionality

add_20_common_api_imports Broken
add_low_entropy_text_ section Functional
fill_sections_with_zeros Functional

move_ep_to_new low_entropy_section Broken Fixed
rename_packer_sections Functional



https://github.com/packing-box/docker-packing-box
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Alterations (4) F/%}?\‘\E

 BOX |

Finding new ideas

Edit SizeOfRawData

> Edit section's SizeOfRawData header,
In Section Header only

> Rationale :
Fill sections with zeros increases file size +150%
Edit raw size targets same features

ISrc
upx_/z.exe

upx_7z_out.exe | l

I N — Entry point
removed modified untouched added


https://github.com/packing-box/docker-packing-box
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Alterations (5)

Finding new ideas

FHILCIKTINIS

/gF\

 BOX |

Num. of writable & executable sections for baseline np

Change section permissions

_ _ 13«’ Bl ASPack
» Targeting feature Number of (r)wx sections from 11- . FSG
n MoleBo
Bertrand Van Ouytsel et al. (set of 75 most E g m— Not pacied
significant features among 119 from Biondi et al.) S 6 o opeopact
© 54 1e
=R UPX
» Common that not packed samples have 0 ;‘U %’-_
5 2- 100 |
1 -
0 I 100
Adess_[Se iy _ Peototon Abdess [oe __|ubo Prosgos o 5 10 15 20 25 30 35 40
00401000 | 00010000 | ~daia - |-Rwc- 00401000 | 00010000 | “daia | ERwe- Samples [%] for the selected feature
00411000 | 00009000 rdata -R--- 00411000 | 00009000 rdata ERWC-
0041A000 | 00001000 rsrc -R— 0041A000 | 00001000 rsrc -RWC-
00002000 | *.text ER— [EETEETTIN 00002000 | et ER—

(a) Before (State at entrypoint) (b) After (State after trampoline)
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FHCKINIG
Alterations (6) =
C . .  BHILX )
Finding new ideas
Chaining alterations
1. (Fixed & improved) Move EP to new section 3. Add a low-entropy section
2. Rename packer section names 4. Change section permissions
Before l o
After .ISIC
I I —— Entry point

removed modified untouched added


https://github.com/packing-box/docker-packing-box

/'/ < S / . e ' . "
O " NotPacked+#+: Evading Static Packing Déteg:tlon\

bla‘A:Ea(s,?r\?AE 3. Adversarial Tool

Capabilities

1. Fixed and enhanced alteration : Move EP to new section
Issue fixed with new EP jump (ASLR, x64), trampoline code made dynamic

NotPacked

2. New alterations : Raw size edit, Change section permissions

Modification of related header without increasing the actual raw size
Touching section permissions to make them appear as in not packed samples

3. Super-alteration

Chaining of Move EP to new section > Rename sections >
Add a low entropy section > Change section permissions


https://github.com/packing-box/packer-masking-tool

bla‘A:Ez(s,?r\?AE 3. Adversarial Tool \*

&« Z github.com

Starting point :

O Product ¥ Solutions ¥ Resources ¥ Open Source ¥ Enterprise ¥ Pricing sign in |S|‘gn up |

1. Open terminal mmew | Packing Box

2. Clone the repo =2

() Overview [J] Repositories 11 B projects & Packages A People

Pinned People
. . X This organization has no public members.
[} docker-packing-box | Public ] awesome-executable-packing ' Public - g4 : N
You must be a member to see who's a part

ing p s and tools for making datasets of A curated list of awesa resources related to exec ble packing 2 nizati
ering packers and tools for making datasets . ur  list of awesome resources related to executal king of this organization.
acking

nd training machine learning models fo

@ Python Yy 49 % 10 7 1.2k % 106
Top languages
@ Python @ C++
B peid | Public ] packer-masking-tool | Public
Python implementation of the Packed Executable iDentifier (PEID) Attack tool for altering packed samples so that they evade static
packing detection .
Most used topics
@ Python 130 %16 ®c+—+ Y11 ¥
executable-packing malware-analysis
binary-analysis malware-packers
] dataset-packed-pe | Public (] dataset-packed-elf | Public malware-research

Forked from chesvectain/PackingData Dataset of packed ELF samples

Dataset of packed PE samples

@ Python 29 %6 P18 %


https://github.com/packing-box/packer-masking-tool
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Getting started (2)

Build

NotPacked

# docker build -t notpackedpp
[+] Building 52.9s (13/13) FINISHED
# ./install lief.sh <<snipped>>
# make # docker run -it -h notpackedpp -v “pwd' :/mnt/share notpackedpp
gt+ -Wall -std=c++17 -c src/main.cpp user@notpackedpp:/mnt/share$ make
<<snipped>> g++ -Wall -std=c++17 -c src/main.cpp
rm -f *.o <<snilpped>>

rm —-f *.o

user@notpackedpp:/mnt/share$ exit

$ ./notpacked++ test-upx-packed.exe
$ ./notpacked++ test-upx-packed.exe --permissions --fill-sections -o test-not-packed.exe


https://github.com/packing-box/packer-masking-tool
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e Setup
* |mpact on features
 |mpact on detection

4. Experiments & Results
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Setup

Ingesting @pacis ~

git clone https://github.com/packing-box/dataset—-packed-pe
dataset-packed-pe @ | =
dataset ingest dataset—-packed-pe —-labels dataset-packed-pe/labels. json
aspack ——exclude outliers
e <<snipped>>
petite

upx o

@packin ~
dataset select upx baseline —n 100
100% 100/100 samples « 0:00:17 « 0:00:00 « baseline

Creating our e e N

base“ne dataset dataset select aspack baseline -n 100
100% 100/100 samples - 0:00:17 - 0:00:00

@packin ~
dataset select petite baseline -n 100
100% 100/100 samples + 0:00:17 « 0:00:00 « baseline

<<snipped>>

e baseline
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Visualization with PE-Bear

$ ./notpacked++ test-upx-packed.exe -o test-upx-packed masked.exe

Disasm: UPX1 | General | Strings | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs

Before Name [law Addr. Raw size /irtual Addr. Virtual Size Characteristics Ptrto Reloc. Num. @
» UPXO 0 10000 EO0000080 0

» UPX1 8C00 9000 £E0000040 0
» .ISIC 600 1000 C0000040 0

Disasm: .text | General | Strings | DOS Hdr | Rich Hdr | File Hdr | Optiona Hdr | Section Hdrs

After Name ilaw Addr. Raw size Virtual Addr. Virtual Size Characteristics Ptrto Reloc. Num
» .data 10000 10000 CO0000040 0
» .rdata 9000 9000 40000040 0
P .ISIc 1000 1000 40000040 0
» .Lext 2A00 281C 60000020 0
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Impact on features (1)

Datasets

* Reference : not packed samples Move EP to new section
> Rename sections

* Super-alterations (AllFill, AlRaw/ Permissions) _
. . > Add a low entropy section
* Individual alteration (MoveEP, ..., Rename) . -
> Change section permissions

Plotting information gain from our dataset

S dataset plot infogain-compare not-packed --max-features 20 \
—-—datasets AllFill AllRaw Permissions MoveEP RawSize Fill 0 AddApi Rename
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Impact on features (2)

Infogain comparison (reference = Not-packed)
20 most relevant features AllFill AllRaw Permissions MoveEP RawsSize Fill_O AddApi Rename
ratio_standard_sections - 0.21 0.21 0.15 1.00 0.77 0.77 0.88 0.51

1 reference dataset
3 datasets related to super-alterations
5 datasets ; 1 for each alteration

number_wx_sections - 0.00 0.00 0.00 0.80 0.79 0.80 1.00 0.80
number_rwx_sections - 0.00 0.00 0.00 0.80 0.79 0.80 1.00 0.80

byte_0_after_ep - 0.23 0.23 0.23 0.23 1.00 0.98 1.00 1.00
number_non_standard_sections - 0.18 0.18 0.12 0.88 0.71 0.72 1.00 0.63
ep_ratio - 0.33 0.45 0.46 0.27 0.99 0.65 1.00 1.00

byte X_after_ep - 0.25 0.24 0.25 0.24 0.98 0.90 1.00 1.00
number_rx_sections - 0.31 0.31 0.31 0.86 0.99 1.00 0.86 1.00
number_x_sections - 0.33 0.33 0.33 0.86 0.99 1.00 0.86 1.00
is_Xx_section_not_code - 0.01 0.01 0.01 1.00 0.99 1.00 0.98 1.00
entropy_section_with_ep - 0.74 0.73 0.75 0.51 1.00 1.00 0.99 1.00

is_code_section_not_present - 0.00 0.00 0.00 0.00 0.99 1.00 1.00 0.80

max_ratio_rdata - 0.74 0.68 ‘: L ' 0.47 1.00 0.92 0.83 1.00
number _sections_vsize>dsize - 0.52 1.00 1.00 1.00 m 1.00 1.00

min_ratio_rdata - 0.69 1.00 0.46 0.46 0.95 0.69 0.46 0.46
0.01 0.68 0.98 1.00 0.87
is_ep_not_in_standard_section - 0.00 0.00 0.00 0.65 0.98 1.00 0.75
0.42
ratio_malicious_api_imported - 0.71 0.72 1.00 0.99 0.71 1.00

Normalized |G difference from reference dataset

0.01

is_ep_not_in_code_section -

size_of_code - 0.40 1.00 0.84 0.84 0.84

number_malicious_api_imported - 0.61 0.62 0.94 0.93 0.61 0.94
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Infogain comparison (reference = Not-packed)

AllFill AllRaw Permissions MoveEP RawsSize Fill_O AddApi Rename

1
0.51

ratio_standard_sections - 0.21 0.21 0.15 Useful for

number_wx_sections - 0.00 0.00 0.00 detection
number_rwx_sections - 0.00 0.00 0.00
byte_0_after_ep - 0.23 0.23 0.23
number_non_standard_sections - 0.18 0.18 0.12
ep_ratio - 0.33 0.45 0.46
byte_X_after_ep - 0.25 0.24 0.25
number_rx_sections - 0.31 0.31 0.31
number_x_sections - 0.33 0.33 0.33
is_x_section_not_code - 0.01 0.01 0.01

entropy_section_with_ep
is_code_section_not_present -
max_ratio_rdata
number_sections_vsize>dsize -

min_ratio_rdata

Normalized |G difference from reference dataset

is_ep_not_in_code_section -
is_ep_not_in_standard_section - 0.00

size_of _code -

Useless for
detection

ratio_malicious_api_imported

number_malicious_api_imported
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Impact on features (4)

Infogain comparison (reference = Not-packed)

High impact of super-alterations on detection
6 commonly used features highly impacted

AllFill AllRaw Permissions] MoveEP RawSize Fill_O AddApi Rename
ratio_standard_sections - 0.'21 0.l21 O.l15 1.00 0.77 0.77 0.88 O.l51 Useful for
number_wx_sections - 0.00 0.00 0.00 0.80 0.79 0.80 1.00 0.80 detection
number_rwx_sections - 0.00 0.00 0.00 0.80 0.79 0.80 1.00 0.80
byte_0_after ep | 0.23 0.23 0.23 1.00 0.98 1.00 1.00
number_non_standard_sections - 0.18 0.18 0.12 0.88 0.71 0.72 1.00 0.63
ep_ratio - 0.33 0.45 0.46 0.27 0.99 0.65 1.00 1.00
byte_X_after_ep - 0.25 0.24 0.25 0.24 0.98 0.90 1.00 1.00
number_rx_sections - 0.31 0.31 0.31 0.86 0.99 1.00 0.86 1.00
number_x_sections - 0.33 0.33 0.33 0.86 0.99 1.00 0.86 1.00
I is_x_section_not_code A 0.01 0.01 0.01 1.00 0.99 1.00 0.98 1.00

entropy_section_with_ep 0.74 0.73 0.75 ‘ 1.00 1.00 0.99 1.00

I is_code_section_not_present 0.00 0.00 0.00 0.99 1.00 1.00 0.80
max_ratio_rdata 0.74 0.68 . 1.00 0.92 0.83 1.00

number_sections_vsize>dsize m 1.00 1.00 m 1.00 1.00

min_ratio_rdata 0.69 1.00 0.95 0.69 0.46 0.46
0.01 0.98 1.00 0.87

Normalized |G difference from reference dataset

is_ep_not_in_code_section

is_ep_not_in_standard_section 0.00 0.98 1.00 0.75

size_of_code 0.40 0.84 0.84 0.84

Useless for

ratio_malicious_api_imported 0.72 0.99 0.71 1.00 detection

number_malicious_api_imported 0.62 0.93 0.61 0.94
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Impact on features (5)

Feature “number of writable and executable sections” :
Fewly impacted by single alterations
Fully impacted with super-alterations

Infogain comparison (reference = Not-packed)

AllFill AllRaw Permissions MoveEP RawsSize Fill_O AddApi Rename

ratio_standard_sections - 0.'21 0.I21 0.l15 O.l51 Useful for

| number_wx_sections - 0.00 0.00 0.00 detection
number_rwx_sections - 0.00 0.00 0.00
byte_0_after_ep - 0.23 0.23 0.23
number_non_standard_sections - 0.18 0.18 0.12
ep_ratio - 0.33 0.45 0.46
byte_X_after_ep - 0.25 0.24 0.25
number_rx_sections - 0.31 0.31 0.31
number_x_sections - 0.33 0.33 0.33
is_x_section_not_code - 0.01 0.01 0.01

entropy_section_with_ep 0.74
is_code_section_not_present - 0.00
max_ratio_rdata 0.74
number_sections_vsize>dsize - 0.52

min_ratio_rdata 0.69

is_ep_not_in_code_section - 0.01
is_ep_not_in_standard_section - 0.00
size_of code - 0.42

ratio_malicious_api_imported 0.71

number_malicious_api_imported 0.61

0.73
0.00
0.68
1.00
1.00
0.01
0.00
0.40
0.72
0.62

0.75
0.00

Normalized |G difference from reference dataset

0.00

0.42
Useless for

detection
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Impact on features (6)

Infogain comparison (reference = Not-packed)

Alteration “move entry point to new section” (now fixed and
improved) has a high impact on features “byte X after the EP”

AllFill AllRaw Permissions] MoveEP RawSize Fill_O AddApi Rename
1 I I 1
ratio_standard_sections - 0.21 0.21 0.15 1.00 0.77 0.77 0.88 0.51 Useful for
number_wx_sections - 0.00 0.00 0.00 0.80 0.79 0.80 1.00 0.80 detection

number_rwx_sections - 0.00 0.00 0.00 0.80 0.79 0.80 1.00 0.80
byte_0_after_ep - 0.23 0.23 0.23 0.23 1.00 0.98 1.00 1.00
number_non_standard_sections - 0.18 0.18 0.12 0.88 0.71 0.72 1.00 0.63
ep_ratio - 0.33 0.45 0.46 0.27 0.99 0.65 1.00 1.00

| byte_X_after_ep I 0.25 0.24 0.25 0.24 0.98 0.90 1.00 1.00

number_rx_sections - 0.31 0.31 0.31 0.86 0.99 1.00 0.86 1.00

number_x_sections - 0.33 0.33 0.33 0.86 0.99 1.00 0.86 1.00
is_x_section_not_code - 0.01 0.01 0.01 1.00 0.99 1.00 0.98 1.00
entropy_section_with_ep 0.74 0.73 0.75 0.51 1.00 1.00 0.99 1.00

is_code_section_not_present - 0.00 0.00 0.00 0.00 0.99 1.00 1.00 0.80

max_ratio_rdata 0.74 0.68 . ) 0.47 1.00 0.92 0.83 1.00

number _sections_vsize>dsize - 0.52 1.00 1.00 1.00 m 1.00 1.00

min_ratio_rdata 0.69 1.00 0.46 0.46 0.95 0.69 0.46 0.46

Normalized |G difference from reference dataset

is_ep_not_in_code_section - 0.01 0.01 0.68 0.98 1.00 0.87
is_ep_not_in_standard_section - 0.00 0.00 0.00 0.65 0.98 1.00 0.75
size_of code - 0.42 0.40 0.42 1.00 0.84 0.84 0.84 Useless for
ratio_malicious_api_imported 0.71 0.72 1.00 0.99 0.71 1.00 detection

number_malicious_api_imported 0.61 0.62 0.94 0.93 0.61 0.94
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features (7)

Infogain comparison (reference = Not-packed)

New “edit raw size” alteration seems less
effective than “fill sections with zeros”

Impact on

AllFill AllRaw Permissions MoveEP RawSize Fill_O AddApi Rename
ratio_standard_sections - 0.'21 0.l21 O.l15 1.00 O.l51 Useful for
number_wx_sections - 0.00 0.00 0.00 0.80 detection
number_rwx_sections - 0.00 0.00 0.00 0.80
byte_0_after_ep - 0.23 0.23 0.23 0.23
number_non_standard_sections - 0.18 0.18 0.12
ep_ratio - 0.33 0.45 0.46 0.27
byte_X_after_ep - 0.25 0.24 0.25 0.24
number_rx_sections - 0.31 0.31 0.31
number_x_sections - 0.33 0.33 0.33
is_x_section_not_code - 0.01 0.01 0.01

entropy_section_with_ep
is_code_section_not_present - 0.00 0.00 0.00 0.00

max_ratio_rdata

number_sections_vsize>dsize -

min_ratio_rdata 0.46 0.46

Normalized |G difference from reference dataset

is_ep_not_in_code_section -
is_ep_not_in_standard_section - 0.00 0.00 0.00

size_of _code -

Useless for
detection

ratio_malicious_api_imported

number_malicious_api_imported
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Impact on detection (1)

Datasets

* One per alteration

« Baseline
 All alterations combined

Applying detection on a given dataset with a given detector

$ detector baseline upx —--binary -d die —-m
100.00%,100.00%,100.00%,100.00%
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Impact on detection (2)

_§ - . Baseline
> S V) v () [9)
o = B =) Y = = 2
= = (3] - S a . .
.g E g E‘} = g .E = No impact or negative
o
2 > = & & " _

Em . Very little impact
not-packed _ Baseline Significant impact
baseline 69.5% 100.0% 47.7% 100.0% 100.0% 100.0% 50.5% 100.0%

— . . 0

add_api 66.3% 99.8% . High impact (< 10%)
rename_sections 99.8% 11.0% 97.2%
add_section 0.0% 99.8%

Single
fill_sections 56.5% 81.6% 82.2% 82.8% 18.2% 83.50% — 9 :

alterations
edit_raw_size 97.7% 97.8% 50.3% 97.8%
move_ep_original 17.0% 0.0% 28.8% 99.5% 0.0% 65.5%
move_ep_deadcode 68.3% 17.0% 0.0% 28.8% 99.5% 0.0% 50.0%
change_permissions < 11.2% 03% 0.0% 0.2% 68.8% 49.0% 0.0% 19.2% Super alteration
perm_ﬁll_api (All) 8.2% 0.2% 0.0% 0.0% 38.3% 0.0% 0.0% 19.5% ALL alteratlons

Comparison of Accuracy for 8 different static detectors
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Impact on detection (3)

_§ - . Baseline
> S V) v () [9)
o = = =) Y = = 2
= = (3] - S a . .
.g E g E‘} = g .E = No impact or negative
o
2 > = & & & _

Em . Very little impact
not-packed _ Baseline Significant impact
baseline 69.5% 100.0% 47.7% 100.0% 100.0% 100.0% 50.5% 100.0%

— . . 0

add_api 66.3% 99.8% . High impact (< 10%)
rename_sections 99.8% 11.0% 97.2%
add_section 0.0% 99.8%

Single
fill_sections 56.5% 81.6% 82.2% 82.8% 18.2% 83.50% — 9 :

alterations
edit_raw_size 97.7% 97.8% 50.3% 97.8%
move_ep_original 17.0% 0.0% 28.8% 99.5% 0.0% 65.5%
move_ep_deadcode 68.3% 17.0% 0.0% 28.8% 99.5% 0.0% 50.0%
change_permissions < 11.2% 03% 0.0% 0.2% 68.8% 49.0% 0.0% 19.2% Super alteration
perm_ﬁll_api (All) 8.2% 0.2% 0.0% 0.0% 38.3% 0.0% 0.0% 19.5% ALL alteratlons

Comparison of Accuracy for 8 different static detectors
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Alteration “fill sections with zeros” has a great impact on

ImPaCt 0“ det&ticn (4) REMINDer (heuristic relies on the entropy of the EP section)

- o ,g - . Baseline
N -~ v 9]
g v 7 82 2 B 2|8 - -
=) L R v/ = e No Impact or negative
= & [ o 3) 5 é
= > & = -

E’ . Very little impact
not-packed _ Baseline Significant impact
baseline 69.5% 100.0% 47.7% 100.0% 100.0% 100.0% 50.5% 100.0%

— . . 0

add_api 66.3% 99.8% . High impact (< 10%)
rename_sections 99.8% 11.0% 97.2%
add_section 0.0% 99.8% |

Single
fill_sections 56.5% 81.6% 82.2% 82.8% m 83.50% — :
I I - alterations
edit_raw_size 97.7% 97.8% 50.3% 97.8%
move_ep_original 17.0% 0.0% 28.8% 99.5% 0.0% 65.5%
move_ep_deadcode 68.3% 17.0% 0.0% 28.8% 99.5% 0.0% 50.0%
change_permissions < 11.2% 03% 0.0% 0.2% 68.8% 49.0% 0.0% 19.2% Super alteration
perm_fill_api (Al 82% 02% 00% 0.0% 383% 0.0% 0.0% 19.5% ALL alterations

Comparison of Accuracy for 8 different static detectors
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Even though new “move EP to new section” gives slightly

ImPaCt 0“ detwticn (5) better results, now it does not break executables anymore

- o ,§ - . Baseline

g 8 7 82 % 8 E & - -
=) L R v/ = e No Impact or negative

= & [ o 3) 5 é

= > & 2 -

E’ . Very little impact
not-packed _ Baseline Significant impact
baseline 69.5% 100.0% 47.7% 100.0% 100.0% 100.0% 50.5% 100.0%

— . . 0

add_api 66.3% 99.8% . High impact (< 10%)
rename_sections 99.8% 11.0% 97.2%
add_section 0.0% 99.8% |

Single
fill_sections 56.5% 81.6% 82.2% 82.8% 18.2% 83.50% — 9 :

alterations
edit_raw_size 97.7% 97.8% 50.3% 97.8%
move_ep_original 17.0% 0.0% 28.8% 99.5% 0.0% 65.5%
move_ep_deadcode 68.3% 17.0% 0.0% 28.8% 99.5% 0.0% 50.0%
change_permissions < 11.2% 03% 0.0% 0.2% 68.8% 49.0% 0.0% 19.2% Super alteration
perm_fill_api (Al 82% 02% 00% 0.0% 383% 0.0% 0.0% 19.5% ALL alterations

Comparison of Accuracy for 8 different static detectors
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Super-alteration “change permissions” gives the best

ImPaCt on det&ticn (6) results while not breaking executable samples

- o ,§ - . Baseline

g 8 7 82 % 8 E & - -
@ = [ v/ = = No impact or negative

= = [ o 3) 5 é

= > & = -

E’ . Very little impact
not-packed _ Baseline Significant impact
baseline 69.5% 100.0% 47.7% 100.0% 100.0% 100.0% 50.5% 100.0%

— . . 0

add_api 66.3% 99.8% . High impact (< 10%)
rename_sections 99.8% 11.0% 97.2%
add_section 0.0% 99.8% |

Single
fill_sections 56.5% 81.6% 82.2% 82.8% 18.2% 83.50% — 9 :

alterations
edit_raw_size 97.7% 97.8% 50.3% 97.8%
move_ep_original 17.0% 0.0% 28.8% 99.5% 0.0% 65.5%
move_ep_deadcode 68.3% 17.0% 0.0% 28.8% 99.5% 0.0% 50.0%
change_permissions 7< 11.2% 03% 0.0% 0.2% 68.8% 49.0% 0.0% 19.2% I Super alteration
perm_fill_api (Al 82% 02% 00% 0.0% 383% 0.0% 0.0% 19.5% ALL alterations

Comparison of Accuracy for 8 different static detectors
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Super-alteration “change permissions” combined with

Im ct detwt' “fill sections with zeros” and “add APl imports” gives
pa 0“ |°n even better results but breaks executable samples

- o ,§ - . Baseline

¢ =B 5 8 ¥ & 7 8 . |
B o i3] - g ! = No impact or negative
: T ~ & ¢ § 2

2 > & 2 -

E’ . Very little impact
not-packed _ Baseline Significant impact
baseline 69.5% 100.0% 47.7% 100.0% 100.0% 100.0% 50.5% 100.0%
add_api 66.3% 99.8% . High impact (< 10%)
rename_sections 99.8% 11.0% 97.2%
add_section 0.0% 99.8%

Single
fill_sections 56.5% 81.6% 82.2% 82.8% 18.2% 83.50% — 9 :
alterations
edit_raw_size 97.7% 97.8% 50.3% 97.8%
move_ep_original 17.0% 0.0% 28.8% 99.5% 0.0% 65.5%
move_ep_deadcode 68.3% 17.0% 0.0% 28.8% 99.5% 0.0% 50.0%
change_permissions < 11.2% 03% 0.0% 0.2% 68.8% 49.0% 0.0% 19.2% Super alteration
perm_fill_api (Al 82% 02% 00% 0.0% 383% 0.0% 0.0% 19.5% | ALL alterations

Comparison of Accuracy for 8 different static detectors
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Contribution

Packing Box

v" Reviewed alterations for functionality preservation

v 2 fixed, 1 improved, 2 new alterations

NotPacked++

v" New open source adversarial tool
v’ Selection of functional and relevant alterations

v Tested in a realistic adversarial setting — can be used in design phase of security tools
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Future work

* Parametric study on dead code injection

* New approaches to moving the EP (i.e. using the relocation table)
* Obfuscation of the unpacking stubs

* Impact on malware analysis (e.g. using VirtualProtect)

* Extension to other executable formats (ELF, MachO)
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Datasel of
Packed PE

Dafasek.of

F'a‘t:kedEfF

Ready-to-use dataset of Ready-to-use dataset of
Awesome list gathering our whole bibliography and many other packed and not-packed pack_ed and _not—packe(_j
references to documentation, tools, etc. ELF files PE files (enriched version

of Choi's dataset)

Malware

(DsFF

- PACKER
. JR INDication Jll PETECT
Entropy-based tool Heuristic-based tool Operationalized fork of Python fork of the Attack tool for altering Custom exchange Library for getting
inspired from the inspired from the https://github.com/cylan popular tool, PEID packed samples so format for datasets samples from multiple
study of Lyda et al. study of Han et al. ce/PyPackerDetect that they evade static (supports conversion to malware databases
in 2007 in 2009 packing detection ARFF, CSV, Packing-

Box dataset) #BHEU @BlackHatEvents


https://github.com/packing-box/pypackerdetect
https://github.com/cylance/PyPackerDetect
https://github.com/cylance/PyPackerDetect
https://github.com/packing-box/bintropy
https://github.com/packing-box/peid
https://github.com/packing-box/python-dsff
https://github.com/packing-box/dataset-packed-elf
https://github.com/packing-box/dataset-packed-pe
https://github.com/chesvectain/PackingData
https://github.com/packing-box/awesome-executable-packing
https://github.com/packing-box/bintropy
https://github.com/packing-box/docker-packing-box
https://github.com/packing-box/python-malsearch
https://github.com/packing-box/packer-masking-tool
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