NON-MARKOV SELF-EXCITED CLAIMS
PROCESSES

Donatien Hainaut

LIDAM Discussion Paper ISBA
2021/ 28

I UCLouvain < LIOM

lsBA | Lowvain :nls:'whe of D_aLaa:lsalysis_ann




Moment generating function of non-Markov self-excited
claims processes

Donatien Hainaut*
LIDAM, Université Catholique de Louvain, Belgium

July 2, 2021

Abstract

This article establishes the moment generating function (mgf) of self-excited claim
processes with memory functions that admit a Fourier’s transform representation. In
this case, the claim and intensity processes may be reformulated as an infinite dimen-
sional Markov processes in the complex plane. Approaching these processes by dis-
cretization and next considering the limit allows us to find their moment generating
function. We illustrate the article by fitting non-Markov self-excited processes to the
time-series of cyber-attacks targeting medical and other services, in the US from 2014
to 2018.
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1 Introduction

Self-excited processes offer a natural solution to introduce contagion between claims. In this
approach, the occurrence of a claim depends on previous ones. This dynamic was initially
introduced by Hawkes (1971a, b) and Hawkes and Oakes (1974). In the most common specifi-
cation, the intensity of claim numbers, that is akin to the instantaneous probability of a claim,
increases as soon as a claim is observed. The influence of this claim on the intensity next de-
cays with time according to a memory function, also called kernel. Musmeci and Vere-Jones
(1992) or Ogata (1998) propose such a point-process for earthquake occurrences. Porter and
White (2012) use a similar self-excited process for modeling terrorist activity. Barsotti et
al. (2016) model the contagion of lapses in life insurance with exponential self-excited pro-
cesses. Hainaut (2017) introduces contagion between insurance and financial markets with
a bivariate self-excited process. More recently Bessy-Roland et al. (2020) fit a multivariate
extension of such processes to cyber-claims. The reader may refer to Reinhart (2018) for a
detailed review of other applications and properties of Hawkes processes.

*Postal address: Voie du Roman Pays 20, 1348 Louvain-la-Neuve (Belgium). E-mail to: dona-
tien.hainaut(at)uclouvain.be



In a standard version, the claim-intensity process is Markov. In this case, the moment gen-
erating function (mgf) admits an analytical solution, found by It6’s calculus. This approach
is e.g. applied in Dassios and Jiwook (2003) to price catastrophe reinsurance, in Jiwook and
Dassios (2013) for a bivariate model or in Jiwook et al. (2018) for the calculation of mo-
ments of shot-noise processes. In a general setting, we lose most of the analytical tractability
offered by stochastic calculus mainly because the claim-intensity process is not Markov any-
more. Apart from moments or asymptotic properties, very few results are available in the
literature. For instance, Muzy et al. (2013) find the first moments of stationary processes
and limit behaviour. Stabile and Torrisi (2010) study the asymptotic behavior of infinite and
finite horizon ruin probabilities of non-stationary hawkes claim arrivals. This article fills a
gap in the literature by providing a closed-form expression of the moment generating function
(mgf) of non-Markov self-excited claim processes.

We show that when the memory kernel is the Fourier’s transform of a measure of proba-
bility, the self-excited claim process can be reformulated as an infinite dimensional Markov
process in the complex plane. We focus on four types of memory kernels associated to Laplace,
Gaussian, logistic and Cauchy measures. Next, we approach the infinite dimensional Markov
model by a finite dimensional process and obtained its mgf using standard stochastic calcu-
lus. The mgf of the infinite dimensional process is obtained by considering the limit of the
finite dimensional approximation. As illustration, we exploit these results to compute the
probability density function of cyber-attacks in the USA, targeting medical and other services.

The paper proceeds as follows. Section 2 introduces the multivariate self-excited claim pro-
cesses and the four categories of memory kernels. Taking advantage of the Fourier repre-
sentation of memory functions, we reformulate the model as an infinite dimensional Markov
process in Section 3. The continuous probability measure defining the memory kernel is ap-
proached by an atomic measure in Section 4. We infer in this framework the mgf of claim
processes. Section 5 presents the mgf of original processes. Section 6 focuses on memory
kernels linked to a Cauchy measure. In this case and under some conditions on parameters,
the claim-intensity process is Markov. This particular case has been extensively studied in
the literature and Section 6 reconciliates the expression of the mgf proposed in this article
with the standard formulation. The next section presents a numerical illustration. The dif-
ferent models are fitted to time series of cyber-attacks targeting medical and other services
in the USA. In the last Section, we compute marginal and multivariate probability density
functions of claim processes with a discrete Fourier transform.

2 The claim processes

We consider an insurance company with m business lines covering claims that are mutually

and self-excited. The aggregate claim process of the k' risk is denoted by (Lf) i>p for



k=1,...,m. This is the sum of N} claims noted J € R* :

) 20 Zﬁ k=1,. (1)

. . . . k
£50 is a point process with an intensity denoted by (At)tzo' All

processes are defined on a probability space 2 with a measure P and a filtration (F;),,.

The counting process (Nk)

The claims (JJ’“) are an independent copies of a random variable J*. The probability density
function (pdf) of J* is d (x(z) for z € R*. The intensities of counting processes (NF), _ ”

are akin to the instantaneous probabilities of observing a new claims of category k. To
introduce memory and contagion in the dynamic of claims, the arrival intensities are assumed
driven by the following equation

/\lC = Hk + ()\ - Qk gkk + Zﬁk]/ gk] t— S)dLJ s k= 1, ..., m. (2)

where (gx;j(t)), j—;. ., are positive definite functions such that gi;(0) = 1 and lim;—,o0 gi;(t) =
0. The parameters 0, and 7 ; are positive. In this framework, the occurence of a claim J’
of type 7 immediately raises the probability of observing a new claim accross all categories,
proportionally to (n;J7),_, . Between two successive claims, the intensities revert to
(0k)g—1....m- The speed of reversion depends upon the decay rate of grk(.). The functions
(gkj<t)>k7j:17_.7m are kernels functiong defining the “memory” of claim processes. If they are
fast decreasing, the contagion effect between claims is limited in time. In the opposite case,
the processes remember for a long period of time the history of claims.

Let us adopt the following vector and matrix notations: A; = (A}, ..., )\;”)T, 0= (6',.., Hm)T,
Lt - (Lt1> s L;n)TaNt = (Ntla --~>Ntm)T> G(t) = (gkj(t))k,jzl ..... m and H = (nkj)k,jzl,...,m- This
allows us to reformulate the dynamic of intensity in a concise way

A =0+ (X —0) diag(G(t)) + H /t G(t — s)dL,,

where diag(G(t)) is the matrix of diagonal elements of G(t). The vector of expected claim
sizes is denoted by p; = (E(J?),...,E(J™))T. Let

I ( / |nkjgkj<s>E<ﬂ>|ds)
0 k,j=1,....,m

be the m x m matrix of Li-norm of the elementwise product of H, G(t) and expected claims.
To ensure the stationarity of IV, the spectral radius of the matrix ||Z|| must be strictly lower
than one. We assume that this assumption is satisfied in the remainder of this article. In
this setting, the long-term expectation, noted XA = lim;_,, E ()\;), is such that A = 6 + ||Z||A
and therefore is equal to X = (I — [|Z||) ™"

We consider in this article functions gx;(.) that admit an integral representation. Bochner
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(1933) showed that positive definite functions may be defined by a spectral measure as stated
in the next proposition.

Proposition (Bochner) A continuous function g(h) from R* to the complex plane C is

positive definite if and only if it may be represented as the Fourier transform of a measure
v(.) on R:

glh) = /eih“u(du), (3)
R
where v(.) is a bounded, real valued function such that [, v(du) > 0 for all A C R.
The function v(.) is called the spectral distribution function for g. In the sequel of this

article, we furthermore assume that v(.) is a measure of probability, i.e. [, v(du) = 1. By
definition, an alternative representation of the function g(.) is

glh) = /R(cos (hu) + isin (hu)) v(du) .

Therefore, if A; is R-valued, g(h) is also R-valued and the imaginary part in this last equation
must be null: [; sin (hu) v(du) = 0. This implies that the spectral distribution is symmetric
around the origin. If v(.) is continuous, we have then v(du) = v(—du) and

gh) = /Rcos (hu) v(du) ,
= 2/0mcos(|h|u) v(du) .

We consider four spectral distributions for v(.): the Laplace, Gaussian, logistic and Cauchy
measures. The next paragraphs detail each one.

1) The first measure considered is the Laplace or double exponential measure. Let o € R
be constant. A symmetric exponential measure is defined by the following relation:

vi(du) = = (ae™*ls0p + ae™lg<op) du. (4)

DO | —

The variance of vy, (.) is 07 (o) = 5. If we use this function as spectral distribution, we obtain
the following memory kernel

1 , .
gr(h) = 3 [/w ae™eT M dy + / aelh“eo‘“du} (5)

Oé2

a2+ h?’

which is a power decreasing function. If m = 1, as fooonuj gr(s)ds = ™E2% we infer that
a < % to ensure stability of \; at long-term.



2) The second category of functions g(.) is generated with a Gaussian spectral measure,

v (du) = \/ge—mﬁdu. (6)

2
The variance of vg(.) is 02 () = 5. Given that [, e " cos (hu) du = %\/ge_%a, the kernel
is in this case equal to

«
ga(h) = 2 —/ e~ cos (|h|u) du (7)
™ Jr+
h2
= e 4o

2
In the one-dimensional case (m = 1), [~ nuge s ds = nus/T/a and we infer that \/a <

1 ey
T /= to ensure stability of A;.

3) The third considered distribution is the logistic one. For o > 0, the spectral measure
is in this case given by

Vieg(du) = du, (8)

a?n?
3

i mah h>0
glog(h) — {s1nh(7rah) )

The variance of vjo-(.) is o7, (@) = and the memory kernel is equal to

1 h=20
Iftm=1,as [[“nusg(s)ds = & we infer that 22T < « to ensure stability of \,.

4) The fourth type of spectral measure that we consider is the Cauchy distribution:

1 «
vidu) = ————du, 9
(du) a2+ u? )
where o € RY. By construction this measure is symmetric and the function g(h) is an
exponential decreasing function:

2 cos (|h|u)
h) = — ————d 10
o) = = [ (10)
elhl

Ifm=1, as fooo npye”** ds = ™1 we infer that nu; < o to ensure stability of A;.
This fourth spectral measure encompasses the classical Hawkes process (1971 a,b). This kind

of processes has already been widely studied in the literature and will serves as benchmarck
in this work. If the function (gx;) ;_, ,, are defined by Equation (10) with parameters
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ap; = o for k = 1,...,m, the vector of densities is solution of the stochastic differential
equations (SDE’s):

dX; = diag ((ag)k=1...m) (Ao —0)dt + HdLy,,

and the multivariate process (A, L;);>0 is Markov. It means that for a well behaved function
f(Ag, Ly), the conditional expectation E (f(Ag, Lg)|F;) for s > ¢, depends exclusively on A,
and L;. Furthermore, we can rely on It6 calculus for determining e.g. the moment generating
functions (mgf’s) of claim processes. The mgf is of particular importance since it may be
numerically inverted by a discrete Fourier’s transform to retrieve the pdf of L;. Notice that
when the condition ay; = oy is not fulfilled, the process(A;, Lt);>o is not Markov anymore.

In order to compare memory kernels, we adjust parameters « in order to match variances of
spectral densities. For a given 0 € R* |, we set parameters of Laplace, Gaussian and logistic

kernels to
]2 1 _ [30?
oL = ;,@G—rﬂaazog— 2

For the Cauchy distribution, the variance is not defined. Therefore, we simply find an « by
minimizing the sum of least square between the Log an Cauchy memory kernels. The result
of this procedure for 0> = 16 is illustrated in Figure 1. This graph emphasizes that the
Laplace kernel has a slower decay than Gaussian and logistic ones while the Gaussian kernel
quickly vanishes at mid-term.
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Figure 1: Comparison of Laplace, Gaussian, Logistic kernels for o7 (ay) = oci(ag) =
Opg(Qiog) = 4. The Cauchy kernel is computed with a¢ = 2.71.

For most of memory kernels, the process (As, Ls)s>0 is not Markov and we have very few
information on its behavior conditionally to the filtration F; for ¢ < s. The next sections
propose an alternative formulation that will allows us to find later the moment generating
function of claim processes.



3 Infinite dimensional reformulation

Except for the Cauchy kernel with ay; = ay, the process (L, Ay),~, is not Markov. Nev-
ertheless, if functions gx;(t) admit a spectral representation with a measure v;(z), we can
reformulate the model as an infinite dimensional Markov process in the complex plane. In-
deed, from the Bochner equation (3) and after changing the order of integration, the intensity
process may be rewritten as

m ¢
)\f =0+ ()\]g - Qk) gkk(t) + anj/ / el(t—s)fykj(dg)dL
j=1 0 R
=0, + ()\ — Hk gkk —l— Z??kj/ (/ (tS)deg) ij(df) ,

for kK =1,...,m. Let us define a family of processes Y;(j’o indexed by £ € Rand j =1,...,m
that is

t
Y;(J}f) — / ei(t—s){ dLi )
0

These processes are defined on the complex plane C and their differential is provided by the
SDE

Ay = ey 9dt +dL . (11)

The intensities can then be rewritten as a sum of integrals with respect to Y(] 5)

Ar =0+ (A — 6) gt +Z77kj/ Y9 vy (de) .

As v;(.) is a probability measure, we can check that limg_, VAL vy (d€) = 0 and
lime Y( 2 v;(d€) = 0. The differential of intensities is given by

ik (1) - ;
; dt+jzlnkj /R dY,9% vy (de) |

dAf = (A6 — Ok) !

It is worth noting that \; in this reformulated model is well a real number despite that Yt(j’g)
is a complex process. To check this, let us denote by 7; the time of the [ claim of type j.
We can then rewrite processes Y7 and V,% "% as the following sums

N
Ze =877 = 3" [eos ((t — m)€) + isin (£ — 7)E)] Jj
=1
Ng N}
Y;(J}—&) _ Z e—i(t—ﬂ)ﬁjf = Z [cos ((t — 7)&) —isin ((t — 7)E)] Jlj :
=1 =1



Given that the measures v;(.) are symmetric, the sum of Yt(j’f) and Yt(j’_f) weighted by
vij (d€) and vy (—dg),

Yt(j,ﬁ) v (d€) + y;(J? )yk] = 2 Z cos ((t —m)€ Jlj Vs (dS)

is real valued and so [, dY,"%) vy (d€). From the rewriting of ¥, as ZlN:"]l et J7 e

immediately infer that the quadratic variation of Y;(j ) ig given by
N
[Y(J}f)j Y(j:@]t — 2622 (t—m)€ (JJ)
=1

whereas the quadratic covariation of Y71:61) and YU2£2) is equal to

[Y(jl,&)’y J2,&2) ] Zl— t=m)(&+e) (le) J1=J2,
J1 7 J2-
We have reformulated the process (A, L;) as an infinite dimensional Markov process
(A¢, Ly, (Yt(j’g)) ). We propose a discrete approximation in the next section and

(eER,j=1,....m
infer the moment generating function of claim processes in this setting. By considering the

limit, we retrieve in Section 5 the mgt of the original process.

4 Finite dimensional approximation

Instead of considering an infinity of processes (Yt(‘j’g)) , we approach them with a finite
¢€R

number of equivalent processes. This presents several advantages. Firstly, this makes possible
implementing our model. Secondly, we can rely on the Itd’s calculus to find the mgt’s of
()\f)kzlmm. The key step consists to approach 14;(.) by a symmetric discrete measure with
a finite numbers of atoms. For this purpose we consider a symmetric partition £ := {—o0 <
¢ << =0< . <& < ool with f(_rz) = —ﬁl(n). The mid point of each interval
(& "), fl(ﬁ)l) is denoted by

M4

b = 3 5 5”1 1e€{0,...,n—1} (12)
(n) n
_|_
b = ZTSZH e {-n,.., -1}
The mass of corresponding atoms for the measure vy;(.) is defined as the measure of intervals:
(ki) _ [
wt = v (dz),l € {0,...,n — 1} (13)
&"

(n)

. &1
wl(’w) — /5“1) v (dz),l e {—n,..,—1}

l



for | =€ {—n,...,n}\{0} and k,j = 1,...,m. Due to the symmetry of v;(.), w"? = w?
and b_; = —b;. The discrete measure for a partition of size n is defined as follows

() = Y w(2), (14)

where § bl »(z) is the Dirac measure located at point b;. Notice that the notation ;" cor-

77777

holds for the partltlon EM . Firslty, 5(_72 — —o0 and fn — oo when n — oco. Secondly,

max |§Z(j:)1 —¢M™| = 0 when n — oco. Thirdly, €™ c £+, In this case, for any function (),
integrable with respect to v (.), we have that lim, o [ f(2) T5;( dz I f(2) vgs(dz). To

lighten further developments, we adopt the following notations Y; =Y, ) for j=1,.
and | = —n,...,n. Each of the m x (2n + 1) processes, Yt(k’l) is ruled by the SDE

dY,9) = i bV, dt + aL?

Y

- Vo
where L] = ZlN:tl J} is the j™ claim process in the discretized model. Its intensity is denoted
by A¥ and is such that

S\fzﬁk—i—(;\’g—@k)gkk +Z77kawlkj Y/tjl
l=—n

The symetry of wl(k’j ) (which follows from the symetry of the partition £ and of v;) ensures
that A\F is a real number. Tts differential is given by

A3k = (AO ek) dg’;l’“< dt + an Z w® qy,0Y (15)

l=—n

= (% - o) dg’;’“< dt+z Z e ®Di b Y, d

j=1ll=—n

P30S mgul i

j=11=—n

To lighten notations, we reformulate the dynamic of intensities in matrix form. For this

- . oNT _ oNT -
purpose, we adopt the following notations: A, = ()\%, ...,A;”) , L, = (L}, ...,L;”) , Yi =

(fﬁ(l’l), . }N/t(m’l)) and W, = (w, ]))k j=1...m for I = —n,...,n. Notice that by construction,

-----

we have the two limits,

lim Z w] k])y(] h_ /Y;(j’f)ykj(df),
R

n—o0
' n B l m "5
fuvs lZ WY, = (Z /R vy )vkj(d§)> :
=-n = k=1,...m

-----



If ® is the Hadamard (element wise) product, we reformulate the dynamic of intensities,
Equation (15), as follows

- - T (dGR) | o1
X, = [(AO—O) diag (T)—H S b (HoW) Y,| dt

l=—n

+> (HoW) dL,.

l=—n
whereas df’i = iblf’i dt + dL,. Therefore the differential of any real function
f (t> S\ta (i}i)

with the 1td’s formula,

,f)t) differentiable once with respect to its arguments can be obtained
n

HO =00t +i 3 b (9570)) Frde+ @50

l=—n

< T (dG(t) < - |
[(AO - 0) diag (7> +i ZZZ b (HoW,) Y| dt +
/ f tit+zn:(H®V%)z(?l+z) Li+z
Rm,+ ’ I=—n ’ t l=—n,..., n’

—f() L(dt, dz)
where L(.,.) is the random measure such that L, = f(f Jum+ zdL(du,dz). The notations
Oif, Og1f and 05 f are the partial derivatives of f (.) with respect to time, f’i and .

As already mentioned, the mgf of the claim process is of particular importance since it
may be numerically inverted by a discrete Fourier’s transform to retrieve the pdf of L;. The
next proposition provides an analytical expression of this function.

Proposition 4.1. The moment generating function of claim processes E <e“’T’:‘S

.7-}) for

w = (w1, ...,wm)T € C™ is equal to

E (e“’T’:‘S

E) = exp <q0<t,s> +ay(t,s) A+ Z a(t,s)  (HOW) Y, + wTL)(m)

l=—n

where qo(t,s) : (RY)? = R, q,(t,s) : (RT)> = R™ and q,(t,s) : (RT)> = R™. We denote by
ej = (0,...,1,...,0) , the j™ wvector of the orthonormed basis of R™. The element of vectors
q,\(t,s) and q,(t,s) are noted ¢%(t, s) and qi'(t,s). These functions are solutions of the system
of ordinary equations s (ODE’s)

Duaoft, s) = —az(t:8) diag (4G) (R~

atQ)\ = - f (Zr (0t T+a(ts) T ) (HOW)+w T Jejz 1 Cj(dZ) (17)

atql< ) ) - Zbl(ql(t78)+qA(tvs))

10



forl=—n,..nandj=1,.,m. The terminal conditions are q(s,s) = 0, qi(s,s) =0 and
J
q(s,s) = 0.

Proof Let us denote by f (t, A, <1~’i>

.....

processes: £ (e“’TES ft>. As f(.) is a conditional expectation, it is also a martingale and

therefore f(.) is solution of the following differential equation:

=00 +5 3w (0010) T+ @30 (1
ldlag (dfzi )) ()\0— )+7; zn: b (HoW,) Y, +£:Xg’ x
/Oof<t,5\t+zn:(H@M/l)ejz,<l7i+ejz>l_n ..... n,it+ejz)

—f()¢(dz).

We do the ansatz that f(.) is an exponential affine function of the form

f() = exp <q0(t, 5) + qA(t7 S)TS‘t + Z ql(t7 S)T (H © VVI) Y/f& + wTj-:/t> .

l=—n

The mgf is real and therefore > q,(t,s)" (H® W) f’i must be real. Given that ¥;""
are random and

Z a,(t, s) H@VVZ zn: qul t,s) 77kjwliu)m(yl)

l=—n l=—n k=1 j=1

the sum > ql"‘( $)w™ Y7 e R. This necessary implies that Re(ql (.)) = Re(¢*;())
and —Im(qF(.)) = Im(q¢¥,(.)). This relation can be checked once that ¢F(.) is found. The
partial derivatives of f(.) with respect to state variables and times are given by

Ogif() = f() (HOW) qt,s)

aj\f() = f()q)\(ta 8) )

and

af() = 10 (atqo<t,s>+atqk<t,sm+Zatht,sﬂﬂ@w?i).

l=—n

Under the assumption that f(.) is an exponential affine function, the jump term in Equation
(18) becomes

f( )\t+z (HoW)e,z, (Y +e;z >

l=—n

£0) (eqmsf Sr o (HOW:) ) 2+ 50, aults) T (HOWy) e 2w ez _ 1)

11



Combining the previous equations allows us to infer that qo(¢, s) , q,(t, s) and gq,(t, s) satisfy
the relation

0 = Dugo(t, s) + Degy(t,5) T A + Z diq(t,s)" (H© W) ifi

l=—n

I T ol
+i Y b ((HoW) alts)) Vi+auts) x

l=—n

ldlag <dfl£t)> ()\ —0)—|—z Zbl (HoW,) Y,

l=—n

/ )T I (HOWD) €5 2 45 () (HOW) e =+ e; =
162,
Regrouping terms leads allows us to infer the following ODE’s
0= dqo(t, s) + q,(t,s) " diag <%it)> (5\0 — 0) :
0= /OO |:€q/\(t,s)T S (HOW:) e; 24520, a(t,s) T (HOW)) ej 24w e; 2 _ ¢;(dz)
—E@m (t,s),

0= Zﬁtqlts (Ho W) +i Zblqlts) (HoW,)

l=—n l=—n

—I—szlths (HoW,) .

l=—n
The last equation is fulfilled if
dq,(t,s) = —ib (q(t,s)+ q,(,s))
for j = 1,...,m from which we infer equations (17). leen that b, = —b; and ¢, € R, we have
well that Re(q(.)) = Re(¢%(.)) and —Im(qf(.)) = Im(q",(.)).

end

5 Moment generating function

We establish the moment generating function (mgf) of claim processes by considering the
limit of the mgf of the discretized model detailed in the previous section. Firstly, we provide
the analytical expression of g;(.) in the next corollary:

Corollary 5.1. The function q,(t, s) : (]RJF)2 — R™ is equal to

q,(t, s) :/ ibett g, (u, s) du . (19)
¢

12



This result is directly proven by checking that the proposed expression of g,(.,.) is s
solution of the ODE’s (17),

dats) = —iby ( [ i f>qA<u,s>du) —ibigy(t5).
t

-~

ql(tvs)

As the process Ly is the limit of L, when n — co, we can find its moment generating function
by considering the limit of Equation (16). The next proposition presents the main result of
this article.

F) for

Proposition 5.2. The moment generating function of the claim process, E (e""TLS
weCm s

]E(e“’TLS|]-"t> = exp (qolt, s) + @y (t,8) A + w  Ly) (20)

con( [ [ o (15500 auar),

where qo(t,s) : (RT)? = R and q,(t, s) : (RT)* = R™ are solutions of the system of ordinary
equations s (ODE’s)
. (dG(t
Ou(t5) = ~as(t.9) ding (50 ) (30 0) @)

(t.5) = — [ el (O )=
0

for j=1,....,m. The terminal conditions are qo(s,s) = 0 and ¢(s,s) = 0.

.7-}) = lim,, .o E (e“’T’:‘S

Proof By construction E (e“’TLS .7-}). We can then develop the

sum present in Equation (16) as

m n

l " NGl
,}L@oqu“ (HoW)Y, =3 % lim > gt s)mgu V7"

k=1 j=1 l=—n

If we remember the definition of wl(k’j) and Yt( 5), we obtain after a change of order of

integration that

lim Y gf (¢, sy VY = / gt (t, )Y, g (d€) (22)

| / / ge (t, 5)e’" ™ ngvy (d€) AL

From the previous corollary, the function ¢f(t, s) is given by

qF(t, s) :/ i bt gk (u, ) du
¢

13



Therefore, the limit of this function when the size of the partition tends to infinity is

lim qf(t,s) =qi(t,s) = /ifei““_“q'ﬁ(%S)du,
t

n—oo

for some ¢ € R. Injecting this expression in the integrand of Equation (22) leads to
/ng(@ $)e' " v (dE) (23)
= / /S i€k (u, 5) du ei(t_”)gnkjukj(df)
R Jt
- /t ax (u, 5)1; /Rife"““”)vkj(d&) du..

As gi;(.) admits a spectral representation, its derivative is also equal to

dar. — .
—gkj(dz v) _ /Rz'fe’““”)ij(dg)- (24)

Combining Equations (23) and (24) gives us

o 5 dgri(u — v
/qf(t, 5)e v (d€) 2/ A (u, S)Ukj—gkj(d >du-
R t u

It is then possible to develop Equation (22) as follows

n t S
: (k) Gd) dgr;(u —v) :
Jim > a (s Y = /0 /t q’i(u,S)nkjdeudL%,

l=—n

N ~ I :
and the limit of ;" q,(¢t,s)" (H ® W;)Y, when n — oo can then be rewritten under the
matrix form:

T

k=1 j=1 I=—n
tors & e dgii(u — v -
[ o =
0 Jt g=1 j=1
t s _
= / q,(u,s)" <H ® —dG(Z ”>) dudL, .
0o Jt u

The expression (20) immediately follows from this last result. The derivative of ¢} with
respect to time is
oo

. . T n . n T . To.
Ay (t,s) = — lim eI (68) " L HOWr &) 240 e arlts) Wiej zhw ez ¢(dz) .
n—oo
0

14



Using a similar reasoning as for previous developments, we infer that

— 3 (k, )
Jim Z alts) (HOW) e; = lm 337 gt smui™

k=1l=—n

_ Z// i &' D (u, s) dumvg; (d€)
=1 RJt
= Z/ qli(U,S)nkj/igeig(“_t) vij (d€) du
d
_Z/unsnkg gk]il )d

- /t qx(u,s)’ (H®%> due;.

As v;(.) is a measure of probability, we have that lim, o Y~ wl(k’j ) — 1 and

Jim. dats) (HoW)e = Jim Z ZCA (t, )iy ;™

l=—n l=—n k=1

= Z q)\(t> 5)77kj
k=1
= q)\(ta S)THej :
These two last expressions leads to Equation (21).

end

This result may be used to estimate the value of each and all business lines by indiffer-

ence pricing. For instance, let us denote by U(x) = —le* , the insurer’s utility function.

The initial surplus is Sy whereas P(s) is the total prermum for covering the m risks up to
time s. The surplus at time s is defined as

S, = Sy+ P(s ZLk

The premium is P(s) estimated such that the company is indifferent to or not to ensure the
risks, i.e.

U(Sy) =E <U <So + P(s ZL’“) |f0> .
If we denote by e the vector (1,1,...,1)". The indifference premium for insuring the m risks
is given

1
P(s)=—-InE (e”eT Ls !.7:0> ;
Y

15



.
where E (e”e Ls

interesting use of the mgf is the computation of joint and marginal probability density func-
tions of aggregated claims. This point is developed in the case study concluding the article.
But before, we focus on a sub-category of Cauchy memory kernels for which (A, Lt)i> is
Markov.

.7:0> can be calculated with Proposition 5.2 in which w = ve. Another

6 Cauchy memory kernels

As already mentioned in Section 2, the process (A, Li):>o is Markov with Cauchy memory
kernels such that ag; = oy, for & = 1, ..., m. This model is extensively studied in the literature.
For such kernels, the moment generating function is obtained by taking advantages of the
Markov properties of (A, L;),~, and Ito’s calculus. Nevertheless, the expression of the mgf
obtained by this way differs from the one presented in Proposition 5.2. The aim of this
section is to reconciliate these results. We start by briefly reviewing the expression of the
mgf inferred by Ito’s calculus. If gx;(t) = e " with «p € RT for k,j € {1,...,m}, the
multivariate process (A, L), is Markov and

dX\; = diag(a) (0 — A\y) dt + HdLy,

where o = (1, ..., ) | The matrix G(t) = (e7*), ., has identical columns and

:jzlv"w

dG(t)

dt - (_akeiakt)k

= —diag(a) G(t)

7j:17"~7m

We write diag(ae™®') = diag ((ake_akt))kzlmm) to lighten notations. According to Proposi-
tion 5.2, the mgf of cumulated claims process is given by

E (e“’TLS

.7-",5) = exp (qo(t, 8) 4 qy(t, )" A + wTLt) (25)
t s
<o (= [ [ antw” 1 @ingte) G(u - ) dua, )
o Jt
where q(t,s) : (RT)? = R, g,(t, s) : (RT)> — R™ are solutions of the system of ODE’s

8tqq(t, s) = q,(t, s) "diag(ae=") (Ao — 0) (26)
Oigi(t, ) = — [57 ear(bs) Hes 2 [ ax(ws) T (HO(diagle) Glu—0)) duejztwTe; = ] (4(dz)

for j = 1,...,m. The terminal conditions are gy(s,s) = 0 and qi(s, s) = 0. This formulation
of the mgf is not standard in the literature. The most common expression for the mgf is
obtained with the Itd’s lemma and recalled in the next proposition.

Proposition 6.1. When the memory kernels are exponential decreasing with ay; = «y for
k=1,...,m, the moment generating function of cumulated claim processes for w € C™™ is:

E <€wTLS |]'—t> = exp (po(t, 8) + Pyt s) " A +w ' Ly) (27)
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where po(t, s) : (RT)> = R, py(t,s) : (RY)> = R™ are solutions of the system of ordinary
equations s (ODE’s)

{@pq(u s) = —pa(t, )" diag () 0 (28)

ath\(ta 5) = Oéjp‘i(t’ 5) — fooo ep,\(t,s)THej ztw'ejz _ 1 C](dz)

for j =1,....m. The terminal conditions are py(s,s) =0 and pi(s,s) =0.

Proof Let us momentaneously denote by f(t, A, L;) the mgf E (e“’TLS .7-"t> Since f(.)

is a conditional expectation, it is also a martingale. This is then solution of the following Ito6
equation:

0 = 8f()+0fa() diag(a)(@ — Ay)
+> N /OO flt, N+ Hejz Ly +e;z) — f(.)¢(d2) .
j=1 0

If we consider the ansatz f (t, A, L;) = exp(po(t, s) + py(t,8) ' A + w' L;) then
0 = Owolt,s) +op,(t,s) A + py(t,s) diag(a) (0 — X))
+ Z )\g/ epx(t,s)THej z+wTejz 1 C](dz) .
=1 70

Regrouping terms leads to the result.
end

The next proposition reconciliates propositions 6.1 and 5.2.

Proposition 6.2. When memory kernels are exponential decreasing with ay; = oy for k =
1,....m, the functions po(t,s), p,(t,s) defined by Equations (28) are related to functions
qo(t, s), q,\(t,s) of Equations (26) by the relations:

poltys) = wlt.s) + [} ax(u, )T diag(e=) du
X (diag(cx) @ + diag(ae™") (Ao — 0))

pat,s)T =ay(t.s)" — [ ax(u,s)" (H © (diag(er) G(u — 1)) H ' du
=q,(t,5)" — [ a\(u, s)" diag(ae™*“Y) du

(29)

and

Proof Let us denote by E = (1)kj=1..,» the m x m matrix of ones. We start the proof
by deriving the second equation of (29) with respect to time,

Opa(ts)' = Oqi(t,s)" +ax(t,s)' (H O (diag(@)E)) H' (30)
—/t q\(u,s)" (H© (diag(a)*G(u—1t))) H ' du.

17



Basic matrix algebra allows us to infer two interesting relations:
(H ® (diag(a)E)) H! = diag(a),

and

(H® (diag(a)*G(u—1t))) H ' =

diag(a) (H ® (diag(a) G(u —t))) H™".
Equation (18) becomes then
aps(t,s)" = Oas(t,s)" +a,(t.s) diag(a)

- /S q,(u, s) " diag(a) (H ® (diag(a) G(u —t))) H ' du
from which we infer that t

OA(t,s) = Oal(t,s) +a;ps(t,s) e (31)
By definition of qi(t, s), we have

atqg\(t’ S) _ _/ epk(t,s)THejz—i-wTejz -1 C](dz>
0

and we check that d,p)(t, s) satisfies the ODE’s in Equation (28). Let us recall that q, (s, s) =
0. If we denote by diag(a’e ') the m x m diagonal matrix diag ((age™**'),_, ), the
derivative of py(t, s) with respect to ¢ is given by

Oupn(t,5) = Outot:5) — [ a5(:9) gl
x (diag (age_o‘t) (Ao —0))
—q,(t,s)" (diag(ax) 6 + diag(ae ") (Ao — 0))
+ /5 q, (u, s) " diag(ae ) du
t x (diag(cx) 0 + diag(ae™") (A9 — 0)) .
From the definition of qo(t, s), its derivative is equal to
qo(t, s) = q,(t,s)" diag (ae™®") (Ao — 6)
and therefore Oypy(t, s) satisfies the ODE’s in Equation (28):
Opo(t,s) = — [q,\(t, s) — /s q, (u, s) "diag(ae 1) du| diag(a) 6 .
L L

-~

pk(t»s)T

end

To conclude this section, we draw the attention of the reader on the fact that proposi-
tion 6.1 holds only if ay; = ay for k = 1,...,m. If this condition is not fulfilled the process
is not Markov anymore and the mgf must be evaluated with propositions 4.1 or 5.2. Before
explaining how we can retrieve the joint density function from the mgf, we briefly review the
method for fitting parameters of a multivariate Hawkes process.
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7 Estimation

Multivariate self-excited processes are estimated by log-likelihood maximization. Before pre-
senting an illustration, we briefly recall the expression of this log-likelihood adapted to our
framework. The time interval of observations is denoted by [0, 7] whereas the jump times of
L¥ are denoted by T;f for k = 1,...,m. If the number of jumps of L% is noted n;, and under
the assumption that \f = 6, the sample path of intensities is calculated as follows:

m NE
ZZ Meigri(t — )T k=1,..,m.

From e.g. Embrechts et al. (2001), we know that the log-likelihood is equal to
Inl = —Z/ Ade—FZZlog <)\k)
k=1 j=1

To benchmark our model, we also consider a Poisson process with constant intensities
(Mk)p—1_ - In this case, the log-likelihood simply becomes:

mL==> MT+> nilog (M) .

k=1 k=1

15

— MED

- BSF-O-R

# of attacks
10

Figure 2: Weekly numbers of cyber-attacks in the MED and BSF-O-R sectors from 2014 to
2018.

We illustrate this procedure with the dataset from the Privacy Rights Clearinghouse!
(PRC) that contains information about 8871 data breaches in USA since 2005. We focus on

Lhttps:/ /www.privacyrights.org/data-breaches
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cyber-attacks by outside party and infections by malware from the 1/12014 to 31/12/2018.
We consider two categories of sectors targeted by these attacks. The first one regroups
healthcare, medical providers or medical Insurance services (MED). The second one gathers
financial businesses (BSF), other businesses (BSO) and retail businesses (BSR). This dataset
is analysed by Bessy-Roland et al. (2020) who provide evidence of mutual excitations be-
tween sectors and attacks. Over the considered period, 762 and 624 events were respectively
reported for MED and BSF-O-R sectors. The evolution of weekly numbers of cyber-attacks
between 2014 and 2018 is plotted in Figure 2. The dataset contains dates of attacks but do
not provide information about the exact timing and about costs caused by them. As several
events are reported on same days, we consider that claim sizes correspond to the number of
attacks recorded for one day. Figure 3 shows the empirical distributions of the number of
attacks recorded during the same day.

MED BSF-O-R
n
o~ - 7
N~
o
S
o
® | - 7
o
2 2
@ @
c — c
8] Q
[a} a)
v ]
o o
N
pge
o o
[SH S~
T 1 1 T 71T 1 1T 1 T 1 T 1
1 2 3 4 5 6 7 1 2 3 4 5 6 7
Number of events per day Number of events per day

Figure 3: Empirical distributions of numbers of attacks per sector, reported on the same day.

Table 1 presents the results of the estimation procedure for the four memory kernels con-
sidered in this article. Except for the Gauss kernel, all other models achieve a similar goodness
of fit in term of log-likelihoods. The MED and BSF-O-R sectors are respectively indexed
by kK = 1 and 2. The intensities reverts to values in the interval [31.10, 44.23] depending
upon the kernel. Whatever the model, self-excitation (measured by n;; and 1,5) prevails on
mutual contagion (712 and 791). The log-likelihood of a bivariate Poisson process is equal
to 3276.43 and is clearly lower than the ones computed with our models. This emphasizes
that considering self-excitation improves the quality of the fit. Notice that the corresponding
Poisson intensities, Ay = 94.60 and \; = 91.00 are twicer larger than mean reversion levels
¢, and 0,. Figure 4 compares the Logistic, Laplace and Cauchy memory functions gy;(.)
computed with estimated parameters. In the next section, we use the parameter estimates
obtained in this section to compute the joint and marginal distributions of the cumulated
number of cyber-attacks.
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Kernel
Laplace \ Gauss \ Logistic \ Cauchy
61 | 36.2924 | 44.2328 | 40.9028 | 37.8796
6, | 31.1032 | 39.8425 | 30.6998 | 39.1864
aq; | 0.0456 | 0.0094 | 10.9251 | 13.4944
agp | 0.0816 | 1.4087 | 24.2666 | 21.0842
gy | 0.0103 | 0.4791 | 15.4625 | 23.3067
age | 0.0520 | 0.0004 | 7.3451 | 13.6574
m1 | 5.7489 | 3.1507 | 5.2305 | 5.3892
me | 0.1209 | 0.0325 | 0.3872 | 0.0475
o | 0.0764 | 0.6828 | 0.5021 | 0.1365
M2 | 5.8786 | 8.5866 | 4.2646 | 5.8997

| In£ | 3321.72 | 3315.59 | 3321.12 | 3321.21 |

Table 1: Parameter estimates and log-likelihoods (In £).
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Figure 4: Comparison of estimated Laplace, logistic and Cauchy memory kernels.
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8 Probability density functions by fast Fourier’s trans-
form

We have found the moment generating function of a multivariate claim process with mutual
excitation. We exploit this result in this paragraph to compute the joint or the marginal
probability density functions (pdf’s) of this process. Our approach is based on a discrete
fast Fourier’s transform (DFFT). It roughly consists in inverting the characteristic function
of the claim process, that is the mgf appraised on the imaginary axis.

For numerical reasons, we focus on the discrete version of the claim process, introduced
in Section 4. Its characteristic function, denoted by T, (iw) = E (e“"TLS |]-"t>, is the in-
verse Fourier transform of the multivariate probability density function (pdf) f, s(a) of L|F;.

Therefore, this density can be retrieved by computing the following multiple integrals (the
Fourier transform of Y, 4(.)):

1 .
fule) = G FTuw))
1 e e : —iw @
= W/_oo /_Oo T, s(iw)e dwy ...dw,y, . (32)

The calculation of this multiple integral is computationally intensive but it may be speed
up if we discretize it in a compatible expression with the DFFT, as presented in the next
proposition.

Proposition 8.1. Let M be the number of steps used in the Discrete Fast Fourier Transform

(DFFT) and A, = ®22=, be the step of discretizalion. Lel us denote A, = MQZL and

Wi gaseim (_?Aw + (]1 - 1)Aw7 _7Aw + (]2 - 1)Awa ey _?Aw + (Jm - 1>Aw>

for g1, ..., jm € {1, ..., M + 1}. The values of fi5(.) at points
Thy kgrkom = (k1 — DAL, (ke — DAL, o, (b — 1A,)

for ki, ... km € {1,.... M} are approached by

M+1 M+1 M+1

Frs@r k) = (A" DD > i Yo (W5 i) (33)

=1 j2=1 Jm=1

X exp (ZZ ((k; — V) ) X exp (—iZ(kz - 1) — 1)%)

=1

whereY s(iw) = E <e“’£s ]—"t> is defined by equation (16) and

1\ C=nt+-tym=1})
Oy jzrerson = <§) (1= Tgtgm1y) + L, gz} -
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Proof. Using a trapezoidal approximation of integral (32), leads to the following discrete
approximation

“+o00 400 o
/ / Ty s(iw)e™ Tdw...dwy =
—00 —00
M+1M+1  M+1

Z Z Z Ot s Lt (U Wi o) e_iijl’jQ """ e VAV L

Ji1=1 j2=1 Jm=1
. _ 27 T 3 7 .
and given that A, A, = 77, the scalar product w; ;. . Tk, ky .k, i TEWTitten as follows:

T
wj17j27“'77jm wklvk27"'vkm

3 (—%(lﬁ — DAAL+ (kb — 1)1 — 1)Awa)

=1
m

(= -1+ - 00 - 13T

=1
and we immediately retrieve Equation (33). O

The expression (33) emphasizes that f; s(@k, x, ) is computable with a standard DFET
algorithm applied to (A,)™ 64 o Teos (1(Wjy o)) €XP (0 Yoy ((ky — 1)7)) valued on
the meshgrid ji,...,jm € {1,...,M + 1} (eventually adjusted by W, depending of the
DFFT implementation).
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Figure 5: Plots of atomic measures approaching the Laplace distribution defining memory
kernels gi1, g12, g21 and goa.
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This procedure is illustrated by the left upper plot of Figure 6 that shows the joint pdf
of accumulated numbers of cyber-attacks targeting MED and BSF-O-R sectors, over a one
year period. The memory kernels are of Laplace type with parameters of Table 1. The
corresponding probability measures are discretized on a grid of n = 50 atoms covering the
largest 95% confidence interval of the four measures. Figure 5 presents these atomic measures.

The discrete distributions of the number of claims reported on the same day is approached
by a continuous exponential random variable, as illustrated in Figure 3. The rates of these
random variables are respectively 0.6391 and 0.7067 for the MED and BSF-O-R sectors. The
system of ODE’s (17) is numerically solved by backward iterations? with a time step of 1/200.
The bivariate DFFT is run with M = 25. We also set X\g = 0.

Joint pdf MED
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0.000
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L2 L1+L2

Figure 6: left upper plot: joint pdf of numbers of cyber-attacks targeting MED and BSF-O-R
sectors, over 1 year. Other plots: marginal pdf’s and pdf of the sum.

In practice, computing the joint pdf of more than 2 claim processes is time consuming.
Nevertheless, in high dimension, it is still possible to calculate the marginal pdf’s or the pdf
of aggregated claim processes with a one dimensional Fourier transform. Let x be a m-vector
taking its value in the set of orthonormal basis vectors {ey, ...e;,} of R™ or being equal to the
unit vector e = (1,...,1)". We denote by fX(.) the univariate pdf of the linear combination

2The q;(.) are computed with the relation q,(t — A, s) = ibje’"2q,(t,s) A + e'"2q,(t,s) coming from
Equation (19) instead of using the related ODE’s.
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XT1~35|~7:t- This density is equal to the following univariate Fourier transform:

1 [T :
) = 5 [ Mo,

From the previous proposition, this integral can be discretized in a compatible expression
with the one dimensional DFFT as detailed in the next corollary.

Corollary 8.2. Let M be the number of steps used in the Discrete Fast Fourier Transform

an z = T, ve € Step o] discretlizatlion. €l us aenote A, = ana w; =
DFFT) and A, = Zma= be the st discretization. Let us denote A, = 375 and w;

—%Aw + (j = DA, for j =1,..,M + 1. The values of f(.) at points v, = (k — 1)A, for
k=1,...M are approached by

M+1

f(e) = Ay 8 e (iw; x)) exp (i ((k — D)) (34)

coxp (i),

whered; = (%)1“1:1} + 15213

Marginal and aggregated pdf’s are then computable in a reasonable time (less than one
minute for M = 2% on a standard laptop) with a 1D DFFT applied to

A0 Tes (i(w;y x)) exp (i (k — 1)m))

The upper right and lower left, right plots of Figure 6 respectively present the pdf of attacks
numbers targeting MED, BSF-O-R and both sectors over a period of one year (with Laplace
kernels). These pdf’s are obtained with a 1D DFFT and 2° discretization steps. The ex-
pectations, standard deviations (st. dev.), 5% and 95% percentiles of these distributions are
reported in Table 2. The same statistics computed with two independent compound Poisson
(CP) processes are reported in Table 3. The comparison of these figures reveals that the CP
model overestimates the expected numbers of cyber-attacks but underestimates their stan-
dard deviations. This case study confirms the usefulness of results proposed in this article
for computing the pdf of self-excited non-Markov claim processes.

Laplace kernels
| MED | BSF-O-R | TOTAL
Expectation | 118.30 96.86 215.30
St. dev. 38.55 35.83 53.81
5% perc. 62.35 45.88 134.12
95% perc. | 188.24 | 162.35 310.59
Tmaz 300 300 600
M 28 28 28

Table 2: Expectations, standard deviations (st. dev.), 5% and 95% percentiles of the number
of cyber-attacks over 1 year targeting MED, BSF-O-R and both sectors. x,,,, and M are
the DFFT parameters. Laplace memory kernel.
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Compound Poisson

| MED | BSF-O-R | TOTAL
Expectation | 148.01 | 128.76 276.78
St. dev. 21.52 19.08 28.76
5% perc. 112.94 97.25 228.23
95% perc. | 185.09 229.01 324.70

Tomaz 300 300 600

M 28 28 28

Table 3: Expectations, standard deviations (st. dev.), 5% and 95% percentiles of the number
of cyber-attacks over 1 year targeting MED, BSF-O-R and both sectors. x,,,, and M are
the DFFT parameters. Compound Poisson process.

9 Conclusions

This article proposes a closed form expression for the moment generating function of self-
excited claim processes with memory kernels that admit a Fourier’s representation. This
encompasses processes with power, quadratic exponential, hyperbolic sine and exponential
decreasing memory functions. We show that this category of models may be reformulated as
an infinite dimensional Markov process in the complex plane. Results are found by analysing
the asymptotic properties of an approximation with a finite dimensional process. This finite
dimensional approximation also offers a solution for the numerical computation of the mgf.
We reconciliate the general expression of the mgf proposed in this article with standard one
derived in the Markov case.

To illustrate the usefulness of our results, we fit proposed models to time-series of cyber-
attacks in the USA, targeting medical and other services from 2014 to 2018. We confirm the
results of Bessy-Roland et al. (2020) who find that considering self and mutual contagion
between attacks improves the goodness of fit. We detail and apply the method for computing
the joint and marginal pdf’s of claim processes by DFFT. This allows us to compare moments
and percentiles to these of a compound Poisson model. Notice that without the results of
this article, the only alternative for approaching the pdf’s consists to perform Monte-Carlo
simulations.

This article opens the way to further research. Firstly, we can probably extend the fam-
ily of memory functions casting the framework proposed in this work. Secondly, it would be
interesting to investigate the impact of contagion between claims on utility prices. The mgf
can also be used for defining an equivalent Esscher measure. Nevertheless, to the best of our
knowledge, the dynamic of claims is undetermined under this new measure.
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