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Problem statement

Packing Drivers

Transformations of executable’s syntax

oreserving its semantic e Literature coverage on unsupervised learning

Challenges  Visualizing the effects of adversarial attacks
Performance

Features robustness
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ODbjectives

1. Visualize a baseline dataset and its altered versions

2. Describe the datasets and analyze the impact of alterations
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Packing Box (2)
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Alterations

D’'Hondt et al [6]
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Experimental Procedure
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Baseline Detection )
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Impact of AO1 (Evasion)

Kmeans visualization of dataset AO1
with PCA (20 components) and t-SNE (2 components, perplexity=100)
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Impact of AO2 (Alarm Flooding) )
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Impact on Metrics )

A0X

Classification metrics Cluster quality

Dataset
|
[—] 2 false negatlves

BL
Clear clusters
AO01 41.20% 24.40% 33.10%
AQO2 62.85% 25.70% 34.10%
A02-A01 43.06% 25.70% 34.10%

AO01: rename packer sections
A02: move EP to new code section
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Impact on Metrics )

A0X

Dataset
detect
® (&

Dataset Classification metrics Cluster quality

BL Many false negatives
A01 [ 41.20% 24.40% 33.10% ] Bad clusters

AQ2 62.85% 25.70% 34.10% Evasion

A02-A01 [ 43.06% 25.70% 34.10% ] Similar to AO1

AO01: rename packer sections
A02: move EP to new code section
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Impact on Metrics )

A0X

Classification metrics Cluster quality
Dataset
BL
A02 [ 62.85% 25.70% 34.10% ] Bad clusters
A02-A01 43.06% 25.70% 34.10% Alarm flooding

AO01: rename packer sections
A02: move EP to new code section
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ODbjectives

1. Generated visualizations for a baseline dataset and its altered versions

2. Described clusters and analyzed the impact of alterations
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Future works

e Building high-quality datasets (WIP)
e Adversarial learning (cont'd)

 Packer categories
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