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ABSTRACT

TCP and TLS are among the most essential protocols in today’s
Internet. TCP ensures reliable delivery of data while TLS secures
the data transfer. Following the layered model, TLS was designed
to be as independent as possible from the underlying transport
protocol.

This paper revisits this assumption and demonstrates the various
benefits that a closer integration between TCP and TLS brings. We
implement a first TCPLS prototype that demonstrates the feasibility
of this integration. We show its usefulness on different use cases
such as the benefit of bandwidth aggregation during a connection
migration, and discuss several open research directions.
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1 INTRODUCTION

The Transmission Control Protocol (TCP ) [55] is one of the most
critical protocols in today’s Internet. A wide range of applications
that require reliable delivery use it. During the last four decades,
TCP evolved under the pressure of competing protocols. During
the 1980s, software-based TCP implementations were considered
too slow. Researchers proposed new transport protocols such as
XTP [61] which could be implemented in hardware. TCP imple-
mentations got a considerable speed boost [16], and XTP did not
succeed. However, the TCP speed boost and usage triggered the
development of various important TCP extensions, including, times-
tamps and large windows [10] to scale to the gigabit link speed or
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During the late nineties, early 2000s, transport protocol researchers
explored other alternatives to TCP . Two of these approaches were
adopted and standardized within the IETF: DCCP [43] and SCTP
[65]. We rarely use DCCP today. Despite its benefits (support for
multihoming, better design, and extensibility), only a few niche
applications use SCTP [12]. This limited deployment is probably
due to two different factors. First, SCTP required changes to the
applications to replace TCP . Second, operators have deployed mid-
dleboxes (NAT, firewalls) that often block packets that do not carry
TCP or UDP [35].

SCTP initially supported multihoming by switching from one
path to another. It was later extended to be able to use different
paths continuously [40]. Multipath TCP [26, 57] brought similar
multihoming capabilitiy to TCP , and included a coupled congestion
control scheme [75], later brought to SCTP as well. This particular
succession of events shows how different designs can collobarate
to advance each others. Multipath TCP is now deployed, notably
on smartphones [8]. Other recent TCP extensions include TCP Fast
Open [15] or TCPCrypt [7].

In the mid-nineties, the Secure Socket Layer protocol was pro-
posed to secure emerging e-commerce websites [22]. This protocol
evolved in different versions of the Transport Layer Security (TLS )
protocol, the most recent one being version 1.3 [58]. Many details
of the TLS protocol have changed since the first version of SSL [44].
Nowadays, TLS is almost ubiquitous on web servers [34] thanks
to the availability of various TLS implementations and automated
certificate authorities [1]. Furthermore, many non-web applications
also rely on TLS [2].

Transport protocols continued to evolve in parallel. QUIC started
as a proprietary protocol used by Google to speed up web trans-
fers [45, 60]. During the last years, it evolved into a complete trans-
port protocol whose standardization is being finalized within the
IETF [39]. QUIC combines the functions that are usually found in
TCP, TLS, and HTTP/2. A key characteristic of QUIC is that it
encrypts almost all the packets, including most of their headers.
Although QUIC is essentially a new transport protocol, it does not
run directly above IP in contrast with SCTP, TCP , or DCCP. QUIC
runs above UDP. This choice is mainly motivated by the desire to
avoid as much as possible middlebox interference. QUIC’s clean
architecture has attracted researchers who have already proposed
various extensions to the protocol [17, 18, 37, 50, 54, 66, 72].

Does the finalization of version 1 of the QUIC specification mark
the end of the TCP era and move all transport research on this new
protocol? We do not think so. History tells us that TCP has evolved
with competing transport protocols. QUIC is today’s competitor,
but there is still plenty of room to improve TCP .

In this paper, we take a step back. As QUIC benefits from a closer
integration between the reliability and the security mechanisms,
we reconsider the separation between TCP and TLS . TLS brings
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security features, but TLS 1.3 can do much more. Thanks to the
TLS 1.3 messages and records’ extensibility, TLS can provide a
secondary channel that enables hosts to exchange more control
information and structured data. Furthermore, since TLS records
are encrypted, middleboxes cannot easily interfere with the data
exchanged over this new channel.

We combine TCP and TLS in a protocol that we call TCPLS . We
describe in Section 2 a first design for TCPLS with the goals of (i)
solving extensibility issues in TCP . (ii) Exporting complex trans-
port features to the application and (iii) drawing a path to make
TCP /TLS a good challenger to QUIC with modern appications. Then,
we discuss how TLS ’ flexible record layer can be used to provide a
new channel to exchange information between TCPLS implementa-
tions. The design presentation concludes with an overview of the
API to interact with the application. Our second contribution is the
ongoing implementation of a TCPLS prototype on Linux by extend-
ing picotls, a TLS 1.3 implementation. We use it in Section 3
to illustrate the benefits of TCPLS with a multihoming connection
migration use case. Finally, we analyze in Section 4 some of the
research questions that TCPLS opens.

2 TCPLS DESIGN

TCPLS offers a cross-layer interface to TLS and TCP with the moti-
vation to do more than securing the transport layer. Merging the
stacks benefits both protocols and the application using this new
approach. First, TCP suffers from a lack of extensibility due to size
restrictions in its header and due to potential middlebox interfer-
ences [35]. TCPLS aims to solve TCP ’s extensibility issue in the long
run by offering a secure control channel to exchange TCP options
without suffering from middlebox interferences and size restric-
tions in TCP headers. Second, TLS does not have a clear view of the
transport protocol, and offering one with TCPLS brings opportunity
for performance improvement (e.g., avoiding records fragmentation
by matching the record size to the congestion window), and for con-
nection reliability (e.g., failover). Third, applications are becoming
more complex, which appeals to exposing transport-level function-
alities and letting them tune the underlying transport to their use
case. Essentially, this last motivation discusses a novel manner to
expose transport-level functionalities that are encrypted, authenti-
cated, reliable, extensible and adapted to complex application-level
requirements.

2.1 Overview

TCP separates control information and data by placing the con-
trol information in the packet header and the data in the payload.
This separation worked well until middleboxes started to interfere
with TCP [19, 35, 49]. On a fraction of Internet paths, including e.g.,
some enterprise and cellular networks, some middleboxes interfere
by adding, removing, or changing TCP options [35, 73, 76] and, in
some cases, also transparently terminating TCP connections. These
middleboxes have slowed down the evolution of TCP in recent
years. TCPLS also uses the packet header to exchange TCP control
information, but it leverages TLS to create a second and secure
control channel. In a nutshell, TCPLS leverages the extensibility of
TLS 1.3 to place control information such as TCP options inside the
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TLS handshake messages and new TLS records. Since this informa-
tion is encrypted and authenticated, the communicating hosts can
exchange new control information without encountering middle-
box interference. We describe several examples of these new types
of control information in Section 2.2 and Section 3.2.

In our current prototype, a TCPLS session starts with a classic
TCP handshake. Immediately after, the client sends the ClientHello
TLS message. The server replies with a ServerHello message which
can contain encrypted data but also encrypted control information.
For example, a dual-stack server may advertise its IPv6 address in
the encrypted ServerHello message when contacted over its IPv4
address. We highlight one of our roadmap features in Section 4 to
enable a 0-RTT TCPLS which would enable TCP to catchup the QUIC
design regarding fast connection establishment. We also describe
in Section 3 how our current prototype uses this information to
support connection migration, failover, and other features.

Once the TCPLS session has been established, TCPLS sends TLS
records. Most of these records contain application data transmit-
ted by the client or the server. The control channel between the
client and the server enables TCPLS to support new features, such
as streams. Indeed, applications such as HTTP/2 support multiple
streams mapped to a single TCP connection. However, there are
situations, e.g., to prevent head-of-line blocking, where different
streams should be mapped over other underlying TCP connections.
With TCPLS , the client and the server can establish different datas-
treams over a single TCPLS session. The data from all these streams
is encrypted using TLS . Furthermore, thanks to the TCPLS API, the
client and the server can map each data stream to an underlying
TCP connection. Thus, a TCPLS session can be composed of one
or more TCP connections similarly as a Multipath TCP connection
gathers subflows. Note that, if the multipath mode is enabled, then
a lost packet over one TCP connection may create HOL blocking
since packets received on other streams may have to wait for the
lost packet to be properly reordered and delivered to the application.
In the case of the multipath mode not enabled, this problem would
not happen, but the application has to be careful to map application
objects per stream, and not to mix these objects among several
streams since the ordering would not be guaranteed.

To support data from a given datastream to be exchanged over
several TCP connections, TCPLS includes its sequence numbers. A
client and server can also enable acknowledgments. Thanks to
these TCPLS acknowledgments, a TCPLS session can react to the
failure of the underlying TCP connection by reestablishing a new
TCP connection to continue the transfer of data and replay the
records that have been lost.

A TCP connection ends with the exchange of FIN or RST pack-
ets. However, some middleboxes force the termination of TCP con-
nections by sending RST packets [24, 74]. TCPLS can preserve es-
tablished connections by automatically restarting the underlying
TCP connection upon reception of a spurious reset. TCPLS defines
the connection termination at the stream level: closing the last
stream attached to a TCP connection allows clients and servers to
securely terminate the TCPLS session.

2.2 The Secure Control Channel

TLS 1.3 [58] has been designed with careful consideration for
potential extensions. It supports the EncryptedExtensions message
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Figure 1: A new type of TLS Record containing a TCP option.

sent by the server alongside the ServerHello. Any extension sent
with the ServerHello message is encrypted with the handshake key,
and is not part of the context used to derive the eventual application
key.

A reasonable approach to designing extensibility mechanisms in
today’s Internet is to avoid leaking any information that could help
an on-path attacker recognize specific users or applications. Indeed,
censorship [13, 29, 51] can be easily implemented when protocol
messages can be distinguished, and avoiding trivial opportunities
to implement censorship should become the bare minimum in
designing a new protocol. TCPLS ’s control protocol considers those
problems by avoiding unencrypted data within the ClientHello.

In our design, the client indicates its willingness to use TC-
PLS with a transport parameter in the ClientHello. Upon reception
of this parameter, the server can opportunistically send lightweight
TCPLS data and TCP options as EncryptedExtensions. If the client
does not support some extension, it echoes back an alert with the
value of the option it does not recognize, but the connection con-
tinues.

The server or the client can also send TCPLS control messages
after the handshake. These control messages take advantage of
the TLS 1.3 content-type extensibility feature to avoid middlebox
interference. Indeed, in TLS 1.3, the Record Protocol ensures that
any new message appears as an APPDATA message type while the
true content type (TType) is stored at the end of the encrypted
payload. As an example, Figure 1 shows the TCPLS control message
structure that carries the TCP User Timeout [28] option. TType is
the true type of this record (TCP_OPTION), while its Type is set to
APPDATA.

2.3 Datastreams and TCP Connections

In TCPLS , each stream has its own cryptographic context. They
use the same key but derive the blockcipher IV such that nonce-
misuse cannot happen while the record sequence number within
each stream starts at 0. Only one application-level key is used for N
streams, for each direction. The reason behind this design choice is
to avoid security degradation with the usage of multiple keys (by a
factor k with k keys) [14].

Having a separate cryptographic context means that TCPLS can
do concurrent encryption and decryption between streams while
maintaining decryption correctness and security, and potentially
also use this capability to process streams over multiple cores. Fi-
nally, if we have multiple streams over the same TCP connection,
TCPLS does not explicitely know which received data belongs to
which stream. To obtain this information, we either require to mod-
ify the associated information within TLS records to add a stream
id (these associated data are not encrypted but the AEAD cipher
authenticates them). This choice means potential middlebox inter-
ference, which we chose to avoid. The other option is to leverage
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the AEAD cipher to check the authentication tag of the incoming
record until we find the stream that properly verifies the tag). This
operation is lightweight: it does not require full decryption of the
record because TLS 1.3 uses AEAD ciphers doing Encrypt then
MAC (and MAC then Decrypt), and looking for the right stream
needs to be performed once each time the application writes to
another stream over the same TCP connection.

Note that, security-wise, each failed decryption is considered as a
forgery attempt. However, we have large limits on the confidential-
ity and integrity with all AEAD ciphers [31, 46] before a successful
iorgery may be considered as a non-negligeable probability.

TCPLS enables the client or the server to associate new TCP con-
nections to an existing TCPLS connection. This is similar to what
Mutipath TCP does [26, 57], but with some differences. First, Multi-
path TCP supports only one bytestream. Second, TCPLS does not
suffer from the same security limitations as Multipath TCP. To
secure the attachment of additional subflows, Multipath TCP hosts
exchange keys in plaintext during the handshake [26, 27]. These
keys are then used later to authenticate the attachment of subflows
to a connection. An attacker that has observed the initial handshake
can attach any subflow to an existing Multipath TCP connection
[3].

TCPLS securely solves this "connection join" problem. For
example, consider a client connecting to a dual-stack server. Fig-
ure 2 depicts the TLS messages exchanged. The client starts with a
ClientHello. This includes the TCPLS extension to negotiate TCPLS .
The server replies with a ServerHello containing several important
and encrypted control information «. First, the server announces
its IPv4 and IPv6 addresses. Second, it associates one connection
identifier. This identifier uniquely identifies the connection on the
server. Third, the server provides a list of cookies that enable the
client to attach additional TCP connections to the TCPLS connection.
To attach a new connection, e.g., using the server’s IPv6 address,
the client opens a TCP connection and sends a ClientHello message
containing the connection identifier (CONNID) and one of the
cookies supplied (COOKIE) by the server.

The Connection identifier allows the server to attach the new
TCP connection to the right TCPLS session, assuming the received
cookie is valid. The Connection identifier and the cookie play that
same role as Multipath TCP’s token. However, the cookie is longer,
encrypted in the ServerHello message, and one-time use (i.e., when
the server receives a valid cookie, it accepts the connection, attaches
it to the right TCPLS session, and discard the cookie). Thanks to the
cookies, the server can limit the number of TCP connections that a
client can attach to a TCPLS connection. This prevents some denial
of service attacks that are possible with Multipath TCP.

2.4 The TCPLS API

The API that applications use to interact with a protocol plays an
important role in enabling them to leverage all the protocol features.
The most popular API to interact with the transport layer remains
the BSD socket APIL Researchers and the IETF have explored new
ways to expose a transport API [32, 36, 53, 63, 71].

In this spirit, application-level developers would only be required
to configure a TCPLS context and register function callbacks. To
illustrate TCPLS APT’s flexibility, we consider a simple use case
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ClientHello+TCPLS
ServerHello+TCPLS (ag...an)
ClientHello
+JOIN(CONNID,COOKIE)

Figure 2: TCPLS supports the attachment of additional
TCP connections to a TCPLS connection. Each ¢; is encrypted
with the handshake key.

Sender Receiver
tepls_new() listen()
tepls_add_v4(addr, primary)
*tepls_add_vé(addr6)
[ if (tcpls_connect(addr, NULL)<0)*
tepls_connect(addr6, timeout)*]
k—— TCP Handshake accept()
tcpls_new
- pls new(
CB events
\ tepls_accept()

tepls_handshake() tepls_handshake()

k— TCPLS Handshake —>|
e
CB events CB events
[tepls_handshake(addr6)*
tepls_send()*
tepls_stream_new()*
tepls_streams_attach()*
tepls_send_tcpoption()*]
P pop {TCPLS Data} {AP-
| PDATA}
l tepls_receive()

Figure 3: API Workflow example. * means optional call, [ ]
means optional call flow, and { } means encrypted.

inspired by Happy Eyeballs [62]. This technique is used by web
browsers when interacting with dual-stack servers. They try to
establish TCP connections using IPv4 and IPv6 and prefer the one
that offers the lowest latency. This avoids problems when an address
family is broken on a path but not the other and sometimes results
in lower latency [4].

Figure 3 shows an example of our current API workflow. The API
can handle explicit multipath techniques such as Happy Eyeball by
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TCP  TLS/TCP QUIC TCPLS

Transport reliability v v v v
Message conf. and auth. X v v v
Connection reliability X X v )
0-RTT v X) v v
Session Resumption X v v v
Connection Migration X X v v
Application-exposed features

Streams X X v v

Happy eyeballs X X X v

Explicit Multipath X X X v

App-level Con. migration X X X v

Pluginization X X X )
Resilience to HOL blocking X X v )
Secure Connection Closing X X v )

Table 1: Protocol features comparison. (X) means that the
feature is available, but not straightforward to use. (V)
means that the feature is partially available and under de-
velopment.

chaining tcpls_connect() with an appropriate timeout of 50ms,
as shown in the Figure. TCPLS lets the application explicitly choose
the multipath mesh by calling several times tcpls_connect(src,
dest, timeout);. The application may configure callbacks to con-
nection events that would occur within TCPLS, such as a connection
establishment, a stream attachment, a multipath join, the reception
of a TCP option to tune TCP, and more. When multiple streams are
attached to multiple TCP connections, the application may configure
various TCPLS behaviours. Among them, we support HOL-blocking
avoidance, aggregation of bandwidth with multipathing, connec-
tion failover, and connection migration. Note that, HOL-blocking
avoidance is incompatible with the aggregation of bandwidth with
multipathing (the application can do either one but not both at the
same time).

2.5 Comparison to QUIC, TCP and TLS /TCP

Table 1 compares the features supported by TCP, TLS /TCP , QUIC
and TCPLS . QUIC and TCPLS are very similar in their capabilities.
They mainly differ in their semantic. TCPLS ’s semantic is to let the
applications make the decision, and we design its API to fulfill this
goal. That is, the meaning of TCPLS is to offer advanced, extensible
and secure transport-layer functionalities on top of TCP , while
exposing a simple but powerful API to let the application composes
the properties its transport should have. One example is further
demonstrated in Section 3.2, in which TCPLS ’s simple API allows
the application to take advantage of path aggregation (in multipath
mode) and connection migration to obtain a smooth handover
between networks.

Note that several of the features suggested by TCPLS are also
suggested on TCP or QUIC via research works such as a new socket
API for explicit multipath for TCP [32], or eBPF plugins in QUIC [18].

3 TCPLS PROTOTYPE

This section describes several of the possible benefits of TCPLS com-
pared to keeping TCP and TLS isolated. We provide some use cases
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and experiment with the connection application-level connection
migration offered by our APIL Other user cases described in Sec-
tion 4 are flagged to the roadmap and we expect them to further
demonstrate the strength of a more intertwined TLS /TCP transport
protocol.

Our current implementation offers: (i) An experimental API
that wraps TLS and TCP and enables applications to handle mul-
tihoming, multipathing, and various transport layer mechanisms.
(ii) An improved TCP extensibility mechanism that sends TCP op-
tions through the secure TCPLS channel. We currently support the
TCP User Timeout option. Supporting another TCP option is only
a matter of extending the sender’s API and processing the option
on the receiver side. TCPLS ’s internal machinery can already send
any TCP option during or after the handshake. (iii) The ability for
the server to send eBPF bytecode over the secure channel to up-
grade the client’s TCP congestion control scheme or tune other
TCP mechanisms [11, 69]. (iv) The support of parallel streams and
multiplexing over TCP connections with different cryptographic
context.

3.1 More Space for TCP Options

The TCP specification limits the size of the entire TCP header (in-
cluding options) to 64 bytes. Unfortunately, the TCP designers did
not foresee that so many TCP extensions would be standardized.
Today, the size of the TCP header becomes a constraint. For exam-
ple, it severely limits the number of gaps that can be covered by
selective acknowledgments. This gets worse with extensions such
as Multipath TCP [26] that consume more space in the TCP header.
The IETF has discussed this problem for several years, but the latest
attempt to solve it [68] has not yet been implemented by major
TCP stacks.

TCPLS provides more space for some TCP options. First, with
TCPLS, TCP options can be negotiated during the TLS handshake.
Since the TLS messages are included in the TCP payload, there is
more space to carry them. Another advantage of this approach is
that the TCP options are secured by TLS . This implies that they
cannot be modified by middleboxes. This could be an advantage,
but could also prevent TCPLS from correctly working through some
types of transparent TCP proxies.

Second, we can also carry TCP options inside TLS records. For
example, we used this feature to implement the TCP User Time Out
option [28]. A client can use this option to set the maximum value of
the retransmission timer on a server. Linux TCP has a socket option
that allows setting this timer locally, but it does not implement the
option. With TCPLS, the client sends the option inside a TLS record,
the server extracts it and performs the required setsockopt.

3.2 Application-level Connection Migration

Given the availability of multiple IP paths, connection migration
might be a powerful tool to improve the application connection’s
reliability. We implement Connection migration and Failover as
two distinct measures to handle two different inquiries: 1) The ap-
plication expects to take advantage of multiple IP paths. 2) The
application expects to be resilient to a network outage. In the first
case, we implement connection migration and multipathing from
a protocol viewpoint, as the same exchange of messages and API
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Application-level TCPLS connection migration
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Figure 4: Application-level connection migration during a
60MB file download

calls from TCPLS . It is left for the application to decide and pro-
gram through the API calls whether it wants to move all the traffic
from one path to another or split the traffic among the available
paths according. The second inquiry focuses on simply configuring
TCPLS to automatically move the traffic to another available IP-level
path if a network outage is detected.

Figure 4 shows the result of an Application-level connection
migration demo using the API (i.e., it is left to the application to
decide when to migrate, and we expose a simplistic code flow to
perform it). In this experiment, we use an IPMininet network [41,
67] composed of a client and a server with a dual-stack of IPs. One
path within the network is composed of OSPF routers with IPv4
only, and one path is composed of OSPF6 routers IPv6 only. We
configure the bandwidth to 30Mbps, the lowest delay to the v4 link.
Our application downloads a 60 MB file from a server and migrates
to the v6 connection in the middle of the download.

Triggering the connection migration involves chaining 5 API
calls: first, tcpls_handshake () configured with handshake prop-
erties announcing a JOIN over the v6 connection id. Then, the cre-
ation of a new stream tcpls_stream_new() for the v6 connection
id, finally followed by the attachment of this new stream tcpls_-
streams_attach() and the secure closing of the v4 TCP connection
using tcpls_stream_close(). Following these events, the server
seamlessly switches the path while looping over tcpls_send to
send the file content. Note that all the events trigger callbacks
on the server side, to let the server react appropriately if other
requirements need to be fulfilled.

TCPLS ’s application connection migration takes advantage of
multipath to offer a smooth handover to applications, which QUIC
cannot do at the moment.

4 RESEARCH AGENDA

By closely integrating TCP and TLS , TCPLS opens new research
questions in the transport layer and above. We highlight some of
these in this section.
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4.1 A More Secure Multipath TCP

Multipath TCP [26, 27] is a recent TCP extension that allows a
connection to send data over different paths. It defines several
TCP options, including ADD_ADDR to advertise addresses and RM_-
ADDR to remove addresses. Thanks to the ADD_ADDR option, a dual-
stack server can advertise its IPv6 address over an IPv4 connection
initiated by the client. The client can then use this address to create
an IPv6 subflow that is part of the same connection.

One of the major deployments of Multipath TCP is on Apple’s
iPhones [8]. This implementation has decided not to support the
ADD_ADDR option for security reasons. Since the Multipath TCP
options are sent in clear, an attacker or a malicious middlebox
could try to hijack connections. With TCPLS , this security concern
can be addressed elegantly. First, Multipath TCPLS would not need
to exchange a key in clear. It uses cookies (random 128-bits bit-
strings) sent as Encrypted Extensions in the ServerHello during the
handshake, and utilized in TCPLS JOIN handshakes. Second, in the
case of Multipath TCP, the ADD_ADDR and RM_ADDR option could be
sent inside TLS records that are encrypted and authenticated. The
information would then reach MPTCP using a new setsockopt.
Furthermore, since the TLS records are part of the bytestream, they
are reliably delivered in contrast with the new ADD_ADDR option
that is transmitted unreliably, like all TCP options, and thus needs
to be echoed.

4.2 A More Secure TCP Fast Open

TCP Fast Open (TFO) [15, 56] is another recent TCP extension that al-
lows sending data inside the SYN. TFO defines a TCP option that en-
codes a cookie. This cookie is used to prevent attacks from spoofed
IP addresses. When a client connects first to a server, it sends an
empty cookie but no data in the SYN packet. The server computes
a cookie bound (e.g. using a hash) to the client’s IP address and
returns it in the SYN+ACK. For subsequent connections, the client
sends its cookie in the SYN and places data in the payload. The
server validates the cookie and processes the data since it comes
from a legitimate IP address. However, the TCP header length limits
the size of the TFO cookie. TCPLS could easily include a longer
cookie inside the TLS ClientHello within the SYN payload. This
solution would reduce the number of options in the TCP header and
provide stronger protections against attackers. With this change,
TCPLS would support a 0-RTT connection establishment similar
to QUIC. In datacenters and controlled environments, this would
work well. However, measurements are required before deploying
that approach in enterprise and wireless networks as some of them
contain middleboxes that block TCP Fast Open [52]. This middlebox
interference has also affected QUIC [45] and is thus not specific to
TCP.

4.3 Pluginizing TCPLS

PQUIC [18] proposed an elegant approach to deploy QUIC exten-
sions. Instead of waiting for new client and server implementations,
PQUIC includes an eBPF virtual machine to implement new features
as bytecode that can be exchanged over the QUIC connection.

A TCPLS implementation could also be pluginized. The Linux
kernel already includes an eBPF virtual machine [64]. It has already
been used to develop several types of TCP extensions [11, 69, 70]
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and recent versions of the mainline kernel allow loading congestion
control schemes implemented in eBPF bytecode. TCPLS can trans-
port eBPF bytecode using TLS records as a second non-data stream.
An interesting research question would be to evaluate the limits of
such a dynamic extensibility? A first intuition to make TCP ’s exten-
sibility mechanism independent from the TCPLS version would be
to let TCPLS communicating plugins to handle new TCP options and
control behaviours, such that the supported TCP extensibility capa-
bility is not frozen by a given TCPLS version, but rather dependent
on the set of plugins exchanged.

4.4 Limits to Cross-Layer Integration

QUIC and TCPLS show that there are benefits in integrating proto-
cols at adjacent layers. QUIC already integrates HTTP/3 [6], but will
likely be used by other applications [5, 38] in the future. TCP and
TLS are already used by a wide range of applications [2]. Should
TCPLS also be tuned for specific applications such as HTTP/3? What
are the critical differences between QUIC and TCPLS from a func-
tionality viewpoint?

4.5 Middlebox Interference

As explained earlier, the deployment of recent TCP extensions has
been hindered by various types of middleboxes [20, 21, 33, 48].
QUIC already suffered from such problems [45] and many imple-
mentations fall back to TLS over TCP when blocked by a firewall.
Researchers and application developers could include middlebox
detection techniques inside TCPLS . Consider a TCPLS client that
copies its SYN header within a TCPLS message alongside the early
data, or makes it part of the zero-rtt resumption ticket message.
By comparing the received TCP header with the original one, the
server would immediately and reliably detect the presence of NAT,
transparent proxies or other types of middleboxes. It could then
inform the client and adjust the configuration of their stacks ac-
cordingly or fall back to regular TCP to preserve connectivity. If
deployed, such a protocol would enable researchers to understand
the impact of middleboxes more accurately.

4.6 Efficient TCPLS Implementations

During the last years, researchers have proposed to move trans-
port protocol implementations to user-space [42, 47] to kernel by-
pass techniques such as netmap [59] or DPDK. In parallel, parts of
TLS moved to the Linux kernel [9] for performance reasons. With
new results on SmartNICs [23], it would be interesting to analyze
the best architecture for new TCPLS implementations. Given the
enormous efforts on implementing QUIC[30], it would be exciting
to compare QUIC and TCPLS from a performance viewpoint. From
a protocol standpoint, performance advantages of combining those
two layers may be achieved from, for example, adjusting the size of
TLS records based on the current TCP congestion window to avoid
fragmented records (non-fragmented records makes TCPLS * design
having a zero-copy code path). More generally, we expect many
performance benefits from a more intertwined TLS /TCP transport
protocol at the cost of design complexity.
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SOFTWARE ARTEFACTS

A TCPLS reference documentation and implementation is under
active development. The current specifications and code are avail-
able on https://pluginized-protocols.org/tcpls, forked from a fast
and full TLS 1.3 implementation written in C. Our TCPLS prototype
adds about 5k lines of C code to picotls latest version based on
the latest specification of TLS 1.3.
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