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Plan of the presentation

1) Context: example of the smartphone
2) Starting point and RQ
3) State of art
4) The four phases of privacy regulation
5) Data privacy policy dynamics (DV)
6) I have nothing to hide
7) Web-tracking
8) Encryption
9) Conclusion
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App trackers (android phone)
Exodus Privacy website
https://reports.exodus-privacy.eu.org/en/

TrackerControl app (limited version on Google Play, 
extended version that allows you to block them on F-droid)

https://reports.exodus-privacy.eu.org/en/
https://play.google.com/store/apps/details?id=net.kollnig.missioncontrol.play
https://f-droid.org/en/packages/net.kollnig.missioncontrol.fdroid/
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Cookies tracking
Under Firefox: Lightbeam extension to see (third-party) cookies

Firefox settings:
- Delete cookies when you close your browser
- Reject third-party cookies

Firefox extensions to limit the tracking:
- uBlock origin - Https everywhere
- Decentraleye - Privacy Badger
- Cookie AutoDelete

https://addons.mozilla.org/en-US/firefox/addon/lightbeam-3-0/
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Fingerprinting
Cover your tracks website→How easy it is to identify yourself individually with your fingerprint?

https://coveryourtracks.eff.org/
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Many alternatives...
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Many alternatives...
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Lots of resources available on:
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