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ABSTRACT

Fault injection is widely used as a method to evaluate the robustness
and security of a system against many kinds of faults and attacks.
Recent works have considered many ways to demonstrate security
risks and viable attacks using fault injection, and some have also
proposed countermeasures. However, no general and formal defini-
tion of fault injection or countermeasure has been provided that can
be used to reason about such attacks. This leaves significant results
in this area to be ad-hoc and without broad applicability. This paper
presents formal definitions of both fault injection on an arbitrary
system and what an effective countermeasure is. These definitions
are used to prove that fault injection attacks cannot in general be
prevented (by any countermeasure). An example is presented that
demonstrates how to construct an effective countermeasure for a
specific fault injection that parallels some well known approaches.
Further extensions to account for probabilistic behaviour and sys-
tems with time are also presented. These definitions and results
demonstrate formal proofs about the security and defences of sys-
tems in ways that can be used, thus yielding a broadly applicable
approach that can formalise fault injections and countermeasures
in the future.
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1 INTRODUCTION

Fault injection has been widely and increasingly used both to test
the robustness of software systems, and as a method to attack such
software systems. There are a wide variety of different kinds of fault
injections that can trigger unwanted or malicious behaviour. Many
attacks have been demonstrated on various systems, showing that
faults can be injected into many kinds of devices and achieve many
kinds of faults or attacks [1, 7, 8, 10, 12, 19, 20, 28, 33, 34]. This
also includes some recent examples of attacks that can be achieved
using only software, an example of this is row hammer [16] that
has been exploited in various attacks [24, 29, 36]. Thus the current
state-of-the-art is that many new fault injections are being found,
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and indeed many new approaches to automatically discover fault
injection vulnerabilities [10, 11].

Due to this large number of fault injection vulnerabilities that
are continuing to be found, some recent works have attempted
to implement countermeasures that can prevent a fault injection
causing harm [2, 3, 7, 17, 21, 26]. The goal of these works is to
demonstrate that some fault injection attacks or other vulnerabilities
can be mitigated by some kind of countermeasure.

More broadly, both the definition of a fault injection (attack)
and what it means to be a countermeasure to such a fault injection
attack has been treated in an ad-hoc manner [1, 7, 8, 10-12, 16, 19,
20, 24, 28, 29, 33, 34, 36]. That is, no general definition that can be
formally reasoned about has been provided. This makes it infeasible
to clearly define the limits of what a fault injection attack is, and
whether a countermeasure is truly effective or not.

This paper approaches the challenges of defining what a fault
injection is for an arbitrary computing system by considering the
foundations of computation. By defining fault injection on Turing
Machines (TM) and Universal Turing Machines (UTM) [14, 15, 31, 32]
it is possible to define how a fault operates on an arbitrary computer.
In addition to being well recognised key definitions of computabil-
ity, including computation of other machines and programs, the
representation of TMs and UTMs captures key distinctions of the
components of the von Neumann architectures used in almost all
contemporary systems [18, 22].

Fault injections can be defined as a Parallel Turing Machine (PTM)
[13, 25, 35] where a single tape is shared between two (or more)
TMs that may both operate on this tape. One TM is defined to be
the normal behaviour of the program, and a second TM to be the
behaviour of injecting faults via the tape. This abstraction allows for
a very simple and straightforward representation of the interesting
behaviour, as well as having a strong mathematical basis to work
with.

Combining these concepts allows the clear definition of the pro-
gram and the fault injection upon that program. This formalises
both the capabilities of a fault injection and their affects on the
program. Further, an effective countermeasure can be defined: an
equivalent program that prevents a fault injection from changing
the original program’s behaviour.

Armed with this formalism we then prove that equivalent be-
haviour is impossible to protect from arbitrary fault injection. That
is, fault injection attacks cannot in general be prevented (by any
possible countermeasure) from changing program behaviour. The
intuition behind this result is to consider the output of the program.
This output can be changed by fault injection, and so the program
behaviour changed. The only way to prevent this, is to check the
output before termination. However the fault injection can always
occur after this check, or inside the check itself. The only resolu-
tion is a program that never terminate and produces output, which
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cannot be equivalent to a program that terminates and produces
output.

This result may be unsurprising since an unbounded fault injec-
tion attack is unbounded in the damage it can cause to the system.
However, the fault models necessary to prove an effective counter-
measure impossible prove very simple to implement in practice.

More interesting is to consider under which definitions of equiv-
alent, and for which fault models, an effective countermeasure can
be defined. This paper also presents an example of an effective
countermeasure using redundancy techniques similar to current
systems. This demonstrates how to exploit the formalism here to
construct a proof of an effective countermeasure in practice.

These results are then extended with probabilistic behaviour and
time to demonstrate broader flexibility and utility of the approaches
defined here.

Probabilistic systems allow the representation of the probability
of a fault occurring, and also definition of a countermeasure can
be effective with a high degree of confidence. This allows strong
results to be achieved to demonstrate the robustness of a system
when the probability of a fault can be approximated. The intuition
here is that given the probability of a fault occurring, it is possible
to define a countermeasure that will ensure the system’s behaviour
remains unchanged with very high probability.

Systems with concepts of time allow for the representation of
faults that occur infrequently and for reasoning over the timing
of program execution. In practice this allows results that show
an effective countermeasure against fault injections that are rate
limited, or when the program has time to recover between faults.

The contributions of the paper are as follows.

e Defining a formal model for fault injection attacks upon
systems (defined using TMs and variations).

o Formally defining an effective countermeasure for the above
model.

e Proving the impossibility of an effective countermeasure
against arbitrary fault injection attacks.

e Proving the impossibility of an effective countermeasure
up to output equivalence against even a very limited fault
injection attack.

e Demonstrating how to prove a countermeasure to be effec-
tive, including an example.

e Demonstrating how to prove probabilistic results, including
probabilistically effective countermeasures.

e Demonstrating how to account for faults over time, and
prove countermeasures against rate-limited faults.

The structure of the paper is as follows. Section 2 recalls back-
ground on various forms of Turing Machines. Section 3 defines the
model of a system and fault injection attacks. Section 4 formalises
what it means to be an effective countermeasure and proves they
are in general impossible. Section 5 demonstrates how to formalise
and prove an effective countermeasure. Section 6 considers varia-
tions and extensions to the results. Section 7 discusses the results
and their relation to real-world applications. Section 8 concludes.
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2 BACKGROUND

This section recalls various Turing Machines as a formalism to
represent an arbitrary computing system.

2.1 Turing Machines

This section recalls Turing Machines as a universal model of com-
putation [4, 31, 32]. The majority of this section is notation, as key
results rely upon the definition of TMs.

Assume an alphabet A to be a finite set of symbols a € A.
Denote by |A| to be the number of symbols in A, e.g., if A =
{ag, a1, a, ..., a;} then |A| = i+1. Observe that for any alphabet the
symbols of that alphabet can be given an indexing based upon the
natural numbers. Here | A| is assumed to be greater than 1, i.e., there
are at least two symbols in the alphabet. This is by convention since
TMs are normally defined to have a blank symbol b and at least one
other symbol is needed to be able to make use of symbols on the
tape.

A tape P is an infinite sequence of symbols ay, a1, az, . . . indexed
by the natural numbers. Denote by i## the ith symbol of the tape
P, e.g., 1#P where P = ag,ai, ay, ... denotes a; and denote by
P[i := a] the tape P with the ith symbol set to a.

Aside: The traditional definition of TMs assumes an infinite tape
in both directions, instead of here only infinite in one direction.
There are straightforward approaches to adapt a tape that is infinite
in both directions to a single direction for a TM, here this is assumed
a priori for simplicity.

When a TM operates on a tape, the TM has a current position
on the tape. Denote by pos;(#) the current position on the tape
% according to the TM 7. When no ambiguity may occur, the
notation pos(P) is used.

TMs exploit a set of movements they can perform with respect
to the current position on their tape. To support this assume a finite
set of movements m € M that are functions f : N — N where N is
the natural numbers. Traditionally there are two movements: left
that would be the function that decrements the current position
by one; and right that increments the current position by one. The
choice to use functions on natural numbers here is to allow for
movements that are more complex than a single step left or right,
and also to simplify edge cases when a movement would otherwise
extend below the 0Oth position on the tape (i.e., when moving left
from position 0).

Also assume a finite set of states s € S. These represent the
possible states of the TM and include an initial state sy and at least
one final state sp.

Definition 2.1 (Turing Machine). A Turing Machine 7" is a tuple
(S, A, >, s¢, P) with: states S including an initial state sy and at
least one final state sp; alphabet A; a transition relation —; a current
state s¢; and tape P. The transition relation — is a set of tuples
(Sw» @x, @y, m, s;) where s,, and s are states, ax and a, are symbols,
and m is a movement.

Intuitively the tuples (s, ax, ay,m, sz) of the transition relation
indicate that when 7 is in a state s,, and reads the symbol ayx
then 7~ write the symbol ay at the current position, performs the
movement m, and transitions to the state s,. Formally, a TM 7~
transitions to a TM 7 (denoted 7 +— 7’) when 7 = (S, A, —
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Sw,P) and T/ = (8, A, =, 52, P’) and (s, ax, ay, m, s;) €— and
P’ = P[pos(P) := ay| and pos(P’) = m(pos(P)). Denote with =
the reflexive transitive closure of +, and by L an infinite sequence
of reductions > . . ..

The initial state sy is the first state the TM will being in and
exists by convention. The final states sf are those states that does
not appear at the beginning of any transition, i.e., there exists no
tuples of the form (sg, ax, ay, m, sz) in — for any ay, ay, m, or sz.

Note that it is possible to define the transition relation such that
two (or more) tuples (sw1, ax1, @y1, M1, 5z1) and (sw2, ax2, ayz, M2, $z2)
may exist where siy1 = sy,2 and ax1 = axz (where therestof ayy, ay2
and mq, my and s;1, sz» may or may not be equal). In practice such
transition relations allow for non-deterministic TMs.

Observe that givena TM 7 = (S, A, —, sc, P) that S and A
and — remain fixed under reduction. That is, when 7~ = (S, A, —
e P)and T > T/ and T/ = (S’ A, —',s,,P’) then S = S’
and A = A’ and —=—". Thus for simplicity denote with 7 (-1, 2)
the TM 7 = (S, A, —, -1, -2) with current state -1 and tape -5.

Definition 2.2 (Halted). A Turing Machine 7~ = (S, A, —, s¢c, P)
is halted (alternatively terminated) if there exists no tuple (s, ax.,
ay, m, sz) in — where ay = pos(P) (for any a, and m and s).

2.2 Universal Turing Machines

A useful capability of TMs is the ability to simulate another TM,
this is done by a Universal Turing Machine (UTM). The UTM takes
the representation of another TM 7~ encoded onto the UTM’s tape,
and simulates 7°. The details of how this is done are not recalled
here (for details see [14, 15]), the key point to know is that this
encodes an entire TM onto the tape of the UTM, and so any aspect
of the encoded TM can be observed or modified directly through
the tape of the UTM.

Definition 2.3 (Universal Turing Machine Representation). Denote
by 7 the Universal Turing Machine that simulates the Turing Ma-
chine 7.

The choice of TMs and UTMs is to be extremely general, while
also having a notion of the concepts in modern computing systems
(i.e., von Neumann architectures as implementing modern hard-
ware). One key benefit is to be able to distinguish: the instructions
part of a program (represented by the TM tape); and the hardware
functions such as the CPU (represented by the transition function
of the TM). This is particularly useful when considering the UTM,
since this mirrors current systems when the entire program is writ-
ten into memory (a UTM tape) and interpreted by hardware (the
UTM current state and transition relation).

2.3 Parallel Turing Machines

One extension of TMs is Parallel Turing Machines (PTM) that sup-
port multiple TMs operating on a single shared tape [13, 25, 35].
The main interest in the design of PTMs was to allow the repre-
sentation of parallel computing where multiple computations can
share the same memory (or tape).

One of the main challenges with PTMs is in the synchronisation
and safety between the two (or more, although this work only
considers two) TMs that share the same tape. For parallel computing
this is a major challenge to address, however for fault injection
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and countermeasures as considered here the most permissive (or
dangerous) behaviour is allowed. That is, it is assumed that the two
TMs sharing the tape may behave in a manner that is disruptive
or dangerous to each other and share no safety of synchronisation
mechanisms designed to prevent “bad” behaviour.

Definition 2.4 (Parallel Turing Machines). Given two Turing Ma-
chines 71 and 7; such that 77 = (S1, A1, =1, w1, P1) and T3 =
(S, Az, =2, Sw2, P2) such that A; = Ay and P; = P, then the
Parallel Turing Machine 71 @ 77 that allows both 77 and 77 to share
the same tape.

Observe that for clarity this paper shall consider interleaving
behaviour for the parallel operations of PTMs, although none of
the results here rely upon this choice.

Intuitively the behaviour of the PTM 771 @ 77 can be considered
to be of both 77 and 73 operating independently except that each
alteration of the tape affects the other, i.e.:

e when 77 = 7, of the form 71 = 71 (sy1, P) = T1(s,,,, P’)
then this induces that 73 = 73 (54,2, P) becomes 73 (s2, P’),
and

e when 7; = 7, of the form 73 = 71 (sy2, P) > T2(s,, 5, P’)
then this induces that 77 = 71 (sw1, ) becomes 71 (54,1, P”).

In particular the other TM that shares the tape # has the same
change made to the tape, although this is not a transition (or reduc-
tion) of the other TM.

Note that PTMs can introduce non-determinism and interactions
between the TM that neither can exhibit alone. In this work this
will be exploited to have on TM be the normal behaviour of the
system, and the other parallel component of the PTM act as the
fault injection mechanism.

Finally, observe that Parallel TMs do not have any inherent com-
munication or synchronisation mechanisms outside of the shared
tape. In particular there is no way for one TM to determine the
status of another TM that shares the same tape outside of sending
messages via the shared tape itself. In particular two TMs sharing
the same tape cannot determine the state or termination state of
the other.

2.4 Properties of Turing Machines

This section presents some properties of Turing Machines useful
for this work.

Define the tape equivalence relation ~ as the binary relation that
denotes an equivalence between two tapes 1 =~ ;. Note that
tape equivalence may be defined in various ways, consider the
following two examples. The first would be simple equality when
~ is defined to be =, i.e,, P; ~ Py if Vi € N . i#P; = i#P,. The
second might be equality for the first k symbols, e.g., P1 =~ Py if
Vie{0,1,2,...k — 1} . i#P1 = i#Ps.

Exploiting a definition of tape equivalence, then functional equiv-
alence =f can be defined for two TMs.

Definition 2.5 (Functional Equivalence). Given two TMs 77 and
72 and a tape equivalence relation ~. Then 71=p7; the following
hold:

(1) 71 = T{'(spr. P;) where 7, (spp, Py) is halted iff 7; =

7, (sgF, P,) where T, (sgF, P,) is halted and | ~ P,

(2) TiLiff 7oL,
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That is, two TMs 77 and 73 are functionally equivalent under =~
if either: both terminate with equivalent tapes | ~ #,, or both
fail to terminate.

The above definition of equivalence can be extended to abstract
away the tape as an input.

Definition 2.6 (Input Equivalence). Given two TMs 77 (s1, ) and
T2(s2,-) and a tape equivalence relation =, then for all tapes % it
holds that 77 (s1, P)=p72(s2, ) under ~.

Observe that the above definition for TMs can be easily extended
to UTMs and PTMs.

3 MODEL

This section formalises how fault injection can be modeled by a Par-
allel Turing Machine. This allows the representation and reasoning
about a wide variety of fault models in a consistent framework that
can support formal results regarding fault injection. To formalise
fault injection involves two aspects. The first is how to formalise
that notion of a “fault”, or behaviour that is not part of the sys-
tem/TM being considered. The second part is how to formalise the
capabilities of the fault, or the fault model.

3.1 Formalising Faults

Formally a fault is a change of the state of the system that is not an
outcome of the normal operation of the system. For the purposes
of this work the source of this change is unimportant, whether it
is an EMP, laser, radiation, row-hammer or other mechanism. The
goal here is to precisely capture that such behaviour is not within
this definition of the correct system behaviour and model. Note
that discussion of fault models on real systems and how they relate
to this work is covered in Section 7.

When considering the system as represented by a TM, faults
could include: changing the states S, the alphabet A, the transi-
tion relation —, the current state s, or the tape #. In particular
this concerns any change (or combination of changes) that is not
performed by the normal reduction of the TM. Note that both in
reality and here a “fault” could exactly achieve the results of normal
operations, however this is ignored for now as this is uninteresting.

Changes to the state of a TM can effectively be considered to
be adding or removing states (or both). However, observe that in
both cases the significance of the states is in their existence in the
transition relation. That is, if a state does not appear anywhere in
the transition relation then this state can merely be considered as
an additional final state that cannot be reached (except through
faulting the transition relation). If a state is removed from the set
of states but still appears in the transition relation then the TM
becomes incorrectly defined, but will still operate as expected.

Similarly, changes to the alphabet include the adding or removing
of symbols. Again observe that the significance of the addition or
removal of symbols is mostly related to the transition relation rather
than the definition of the alphabet itself. If an additional symbol is
added that does not appear anywhere in the transition relation then
(unless this symbol appears on the tape) this will be ignored by
the TM. If a symbol is removed from the alphabet but still appears
in the transition relation then (again) the TM becomes incorrectly
defined, but will still operate as expected. Aside, in practice on some
systems the adding or removing of symbols is effectively impossible.
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Consider a 64-bit system and the memory as arranged as words
of 64-bits. Any 64-bit value is a valid symbol and so the alphabet
is all 64-bit values. In practice one cannot introduce a new 64-bit
value or erase one from (practical) existence, so the alphabet may
be impossible to change in practice.

Changes to the transition relation are more wide ranging in their
impact. These can include changing states, symbols, movements,
or adding/removing entire tuples. Generally such changes affect
the behaviour of the TM. Observe that without a clear limitation
on the scope of changes to the transition relation the effect can
range from none, to a completely new TM with new behaviour.
Thus, all possible such changes are not explored here, although the
rest of this paragraph identifies some smaller examples. Changing
a single symbol or state in one tuple of the transition relation
has a minor impact on the behaviour if that tuple is part of the
(future) reductions of the TM. This can include introducing non-
deterministic behaviour in an otherwise deterministic TM, or also
cause the TM to halt unexpectedly. Less significant impacts can be
changing a part of the computation or results. When entire tuples
are added or removed this can change the behaviour in a similar
manner as to changes within a tuple. Further, observe that changes
to the transition relation can also include referencing states or
symbols that do not exist, and this lead to the same impacts as for
the changes mentioned above.

Changes to the current state are relatively straightforward. These
yield a new choice from the transition relation when considering
the next reduction. Although this can have significant impact on
the result of the TM (or it’s behaviour), the reasoning to determine
the impact is minimal.

Lastly, changes to the tape are fairly wide ranging. The addition
of new symbols is already partly covered by changes above. Oth-
erwise, changes include altering the symbols on the tape, or the
current position. Generally these can have significant impact on the
outcome of the TM. These are particularly significant when consid-
ering a UTM since all of the other faults above are now possible
merely by faulting the tape, this is exploited in the results.

Formally, a fault T ~» 7' is a transition ~> from a TM 7 to
another TM 7. Observe that this places no particular constraints
upon the similarities or differences between 7~ and 7. This is
instead handled by the fault model.

It is important to remember that when considering a UTM that
is simulating another TM, it is possible to produce any of the above
faults (i.e. states, alphabet, transitions, state, or tape) using only
a fault of the tape itself. This is significant in later results and
analogous to modern systems where the program itself is loaded
onto the hardware machine for execution.

3.2 Fault Models

Generally when considering fault injection, the kind of fault that
can occur is limited to a specific fault model [10, 11]. The fault
model describes how the system under consideration is altered by
the fault injection. Here such a model describes the changes to the
TM made by the fault, including any of the possible faults described
in the previous section.

Since faults can cover many possible changes, the easiest way
to capture the behaviour of the fault is to define the fault model
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to operate upon the tape of a TM. This would severely limit the
capabilities of the fault model to impact the behaviour of the TM.
However, this can be resolved by taking the fault model to only
affect the tape and then apply this to a UTM. Now the fault model
has access to the tape that in turn represents all of the: state, al-
phabet, transition relation, current state, and tape of the TM that is
being simulated.

Aside. Note that for some results later it is sufficient to reason
only about faults on the tape of the TM that performs the compu-
tation. In particular the use of the UTM is only required for some
fault models and some results.

Now that the injection of a fault is the alteration of the tape of a
(Universal) TM, the next step is to define how such an alteration can
occur in practice. Here the use of a Parallel TM provides an elegant
and straightforward solution since this allows both the (Universal)
TM in question and the fault model (represented by another TM)
to operate on the same tape.

To represent a fault model # upon a TM 7~ the most general way
to represent this is to consider the Parallel Turing Machine F & 7
where F is the TM that implements # on T. Thus, the Parallel
Turing Machine F @ 7 may at any time inject the fault represented
by the fault model F while the UTM is performing the operations
of the TM 7. Note that F may have any number of transitions to
induce the fault and that these may (or may not) be considered to
happen during or in between operations of the UTM 7~ or the TM
being simulated 7. For simplicity here the operations of the fault
¥ will be assumed to occur atomically, although no result relies
upon this choice.

Aside. Note that when the fault model only changes the tape of
a TM 7 then the fault model upon 7 can be represented by the
Parallel Turing Machine F @ 7~ (with F adapted to implement #
adapted appropriately).

4 COUNTERMEASURES

This section considers countermeasures as a gateway to reasoning
about formal properties of fault injection. This begins by formal-
ising what a countermeasure is, and presenting results related to
countermeasures.

One of the main goals of a countermeasure is to be able to prevent
a fault injection from causing “bad” behaviour or outcome [2, 3, 7,
17, 21, 26]. In most related works a countermeasure is considered to
be a mechanism that prevents some particular outcome, typically
defined very locally and with very specific and tight restrictions if
defined at all [7, 21, 26]. Here the goal is to address countermeasures
in a more general sense, albeit still related to the fault model being
considered.

A countermeasure for a fault model is a mechanism that ensures
the fault model cannot change the result of the computation.

Definition 4.1 (Effective Countermeasure). Given a Turing Ma-
chine 7~ and fault model # an effective countermeasure C#(7") for
the fault model # ensures that F&C#(7") is functionally equivalent
to 7.

That is, given a TM 7~ and a fault model ¥ an effective coun-
termeasure C#(7") for the same fault model # ensures that the
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Parallel Turing Machine F & C#(7") is functionally equivalent to
T for all possible operations. In practice this means that in the
presence of the fault model ¥ implemented by the TM F operating
on the effective countermeasure C#(7") of the simulation of 7
no change to the simulation 7~ of 7~ by the UTM can change the
behaviour. Observe that functional equivalence is parametrised by
a tape equivalence relation, for this section this relation is defined
to be equality for the most general results.

The intuition behind the above definition is that the effective
countermeasure ensures that the TM still produces the same be-
haviour regardless of the operation of the fault model. The lifting
to simulation by the UTM is here done to ensure that the fault
model can operate on any part of the TM considered (i.e., also on
the state, alphabet, transition relation, and current state, not only
on the tape). However, if the fault model is limited to the tape, the
following (more direct) definition of an effective countermeasure
can be used.

Definition 4.2 (Direct Effective Countermeasure). Given a Turing
Machine 7~ and fault model # that operates on the tape of 7, a
direct effective countermeasure Cq(7") for ¥ ensures that F& C#(7T")
is functionally equivalent to 7.

This definition of a direct effective countermeasure is useful
when the fault model operates only on the tape, but is much more
limited in fault model capabilities. The introduction of this defini-
tion here is for illustration and later results.

PROPOSITION 4.3. Any direct effective countermeasure is also an
effective countermeasure.

Proor. The proof is straightforward by observing that if the
relation that F @ C#(7") is equivalent to 7 holds, then by definition
of the encoding to a UTM it follows that F & C#(7") is equivalent
to 7. The only delicate point is that a UTM may turn a single
transition of 7~ — 7’ into many transitions. However, since the
translation of the fault model ¥ has been adapted to preserve the
effect on (the encoded) tape, this has no effect on the result. O

For effective countermeasures the choice here to parametrise by
the fault model is to allow finer grained reasoning about the fault
and effectiveness of the countermeasure. This is due to infeasibility
of general countermeasures to all possible faults, as intuited by the
following result.

THEOREM 4.4. It is impossible to have an effective countermeasure
against all fault models.

Proor. The proof is by contradiction. Given an arbitrary TM 7~
consider whether or not this TM terminates.

e If 7 = 7 (s,P) terminates by reducing to a TM 7 (s, P’)
then consider the fault model ¥ that permutes the symbol to
the right of the symbol at the current position of the tape and
then terminates. That is, ¥ indexes the alphabet A by the
natural numbers and changes the symbol a; at pos(P’) +1 to
be aj where j = (i+1)%|A| where % is the modulo operator,
and then terminates.

Now consider F & C#(7 (s, P)) where C#(7 (s, P)) is an
effective countermeasure. Since C#(7 (s, P)) is an effective
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countermeasure, it follows that there exists a sequence of
reductions F & C#(7 (s,P)) = F & C#(T (s’,P’)) such
that C#(7 (s, £)) has terminated (with the same tape P’ as
TP’ at termination). Observe that so far the fault TM F has
not reduced.

Now since C#(7 (s, P)) has terminated, the only possible
reduction of F & C#(7 (s, P’)) is F & Cx(T (s’,P’)) ~
F' @& C#(T (s',P”")) from F and by definition of F it must
be that P’ # P”’. (Aside, note that since the fault modifies
the symbol at a position different to the current position
the only way for the countermeasure to check this position
is to move the current position, which in turn means that

Cq(7 (s’,P’)) has not terminated, yielding contradiction.)
However, this contradicts the definition of an effective coun-
termeasure.

o If 7 (s, ) does not terminate then consider the fault model
F that givenaTM T = (S, A, —, s¢, P) changes the current
state to some sr in the final states of 7. This immediately
puts the TM into a final and terminated state.

Now observe that since 7 (s, P) never terminates 7 (s, P)
never terminates. It follows by definition of an effective
countermeasure that F & C#(7 (s, $)) must also never ter-
minate. Now consider the PTM after the reduction(s) F &
CHT (s,P)) ~» F' @& Co(T (sp,P)). Since ¥’ has termi-
nated, the only possible way for another reduction to occur
is via a reduction of C#(7 (sg, P)), however the fault has
put 7 (sp, P) into a terminated state. Now there are two
possible scenarios.

(1) If C#(T (s, P)) is terminated then this contradicts the

definition of an effective countermeasure since

F’ & C#(T (sp, P)) is terminated but F/ & C#(T (sp, P))

must also not terminate.

If C#(7T (sp, P)) has a reduction then this reduction must

be due to some part of the countermeasure Cy(-) since

T (sp, P) and the UTM simulation. If these reductions are

only due to the UTM simulation then C#(-) since 7 (s, P)

will terminate and yield contradiction.

Thus, the only possible outcome is that the countermea-

sure continues to reduce infinitely. Now consider two

possibilities:

(a) If the reduction is due solely to the countermeasure
itself and so C#(-) reduces regardless of what TM is
introduced into - then this contradicts termination with
a TM that terminates. Thus again yielding contradiction.

(b) The only other possibility is that the countermeasure
Cg(-) can detect whether an arbitrary TM 7 given to
it will halt or not, which is known to be contradictory
(i.e. this would solve the halting problem). O

2

~

The intuition behind this proof is as follows. If the machine ter-
minates and produces output, then a fault that changes the output
effectively changes the program behaviour. The only way for a
program to check the output at all times is to not terminate. If the
program never terminates, a fault can put the (simulated) program
into a terminated state (e.g., jump past last instruction). Therefore,
any non-termination that cannot be in the (simulated) program

Thomas Given-Wilson and Axel Legay

must be in the UTM (e.g., operating system). However, now any
program must fail to terminate, so this cannot be an effective coun-
termeasure for trivial programs like “always return 1”.

COROLLARY 4.5. It is impossible to have a direct effective counter-
measure against all fault models.

ProOF. Theresultis achieved in a similar manner to Theorem 4.4
by considering a TM 7~ = 7 (s, #) and tape P.

e If 7 (s,P) terminates at 7 (s’,P’) then consider when If
C#(T (s,P)) terminates at CF 7 (s’,P’) and use the fault
model that changes the symbol to the right of the current
position as before.

e If 7 (s,P) does not terminate, then use a fault model that
inserts a symbol ax (that does not appear in any transition
relation tuple of C#(7 (s, P))) onto the tape at the current
position. Since there is no transition that applies for the
symbol ax then the TM will halt. o

The above results show that effective countermeasures to all
possible fault models are impossible. Indeed, just within the scope
of some carefully chosen fault models there is no way to protect an
arbitrary TM from being affected. However, this is not a particularly
unexpected result, since if one can change any aspect of a system
at any time, it is (unsurprisingly) impossible to prevent some faulty
behaviour.

Observe that in Corollary 4.5 the non-terminating condition re-
quires the ability for the fault model to inject a symbol ax onto
the tape that is not in the alphabet of the original TM. This may
appear unsatisfactory in its triviality since creating a new symbol
for the TM is a simple way to break the transition relation, and
indeed unreasonable since one can consider implementation on a
real system where all valid words can be enumerated and so no
new symbols created. This is a limitation of a fault model that can
only modify the tape and so have very limited access to the TM
they fault. Without allowing new symbols it is trivial to design
a non-terminating TM that would be impossible to fault into ter-
mination by modifying the tape, simply by having two states and
for all symbols on the tape simply alternate moving left and right
(transitioning into the other state). However, such a TM is not very
interesting as an actual program.

The above considered, it is more interesting is to consider how
such approaches can be employed to formalise the effectiveness of
countermeasures against specific fault models, or within specific
contexts, and while allowing arbitrary TMs that can do interesting
computations.

5 EXAMPLE COUNTERMEASURE

Consider the fault model ¥ from the first case of Theorem 4.4;
i.e., the fault model that changes a single symbol on the tape. An
effective countermeasure can be constructed by altering structure
of the tape to have triples to represent each symbol, i.e., the tape
aop, ai, az, . .. would be represented as ag, ao, a9, a1, a1, a1, az, az, az, . . ..
The TM can then be adapted to instead take the majority of the
symbols as the symbol read, thus preventing any single symbol
modification from changing the behaviour.

This kind of countermeasure is designed to be effective against
very limited fault injection attacks and has parallels in various real
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(Sws> a0, ag, +1, Syo)
(S, a1, a1, +1,S41)
(5w, @0, @0, =1, Siiix)
(5w0, a1, 1, +1, $101)

(Sw1, a0, a0, +1, Swo1)

(Sitix> A0, @i, +1, Siix)
(Siiix» a1, @i, +1, Siix)
(Siix> a0, ai, +1, Six)
(Siix> a1, ai, +1, Six)
(six, @0, aj, my, Sx)
(swi1,a1,a1,=1,5jjjy) (Six, a1, aj, my, sx)
(swot» 40, 40, =2, Siiix)

(swo1, a1, a1, =2, 8jjjy)
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(sjjjy> a0, ai, +1,8jjy)
(sjjjy> @1 ais +1,jjy)
(sjjy, ag, aj, +1, sjy)
(sjjy a1, ai, +1,s5y)
(sjy» a0, ai, mé, sj)

(sjy> a1, ai, mj, sj) -

Figure 1: A new transition relation for a simple TM that uses majority of three consensus to be an effective countermeasure

against single symbol fault injection.

world applications. Examples of this approach used in practice are:
Redundant Arrays of Independent Drives (RAID)s, Error-Correcting
Codes (ECC) in network communication, & consensus multi-sensor
systems in aviation.

The following shows how this can be implemented for a single
state s,,. Assume that A = {ao, a1} for simplicity. The transitions
(Sw» a0, aj, my, sx) and (s, ao, aj, ma, sy) can be represented by the
transition relation in Fig. 1. The first state s, now proceeds to the
state s,,r when the first symbol is aj. The states s, and s, and
swo1 are used to determine how many instances of each symbol
(ap or aj) have been observed so far, proceeding to one another
as required. Once a majority (two of the same symbol) have been
detected, the movement returns to the initial position when at state
sw and writes out three copies of either a; or a; as required. After
writing the third symbol, the movement is then either mi or mé
that has been adapted from m; and my (respectively) to account for
the tripling of symbols on the tape.

To formalise an effective countermeasure now here define the
triple-equivalence P1 =3 P, of two tapes P and P to be true if
foralli € {0,...,oc0} then at least two of: (3i)#P; = (3i)#P, and
(3i + 1)#P; = (3i + 1)#P, and (3i + 2)#P; = (3i + 2)#P3 hold.
Observe that 1 =3 P, holds when for all triples of symbols, the
two tapes disagree on at most one symbol.

THEOREM 5.1. Triplicating the symbols on the tape and adapting
the TM appropriately is a direct effective countermeasure against a
single symbol alteration fault model.

Proor. If the fault occurs after the termination of the TM then
it is trivial to show that £ =3 ' where P’ is produced by ¥. The
alteration of the tape also does not affect the state of the terminated
TM and so cannot introduce new reductions.

If the fault occurs during the reductions of the TM C#(7") then
it is straightforward (if tedious) to show that each reduction of 7 is
now mapped to several reductions of C#(7") but that the majority
will win out if the fault has changed one symbol. (Aside, if the fault
occurs on part of the tape where no further reads by the TM are
done, then this trivially reverts to the previous case.) O

The only delicate point in the above proof is to recall that the
tape must start in a correctly configured state. Note that if the tape
begins with one triple of symbols already being mismatched (e.g.
ao, a1, ap) then a single change can reverse the majority.

One may observe that the triple-equality relation is much more
flexible than is required for a single fault to a single symbol. Indeed,
if the fault model is allowed to fault a single symbol out of each
three consecutive symbols on the tape, then the same approach is
still an effective countermeasure.

CoroLLARY 5.2. Triplicating the symbols on the tape and adapting
the TM appropriately is a direct effective countermeasure against a
fault model that alters at most a single symbol for any three symbols
indexed asj, azj+1, asi+z fori € {0, ..., 00}

Proor. This is a straightforward adaptation of the proof of
Theroem 5.1. O

These results show that although the general results of Section 4
may appear daunting and discourage the investigation of effective
countermeasures, in practice effective countermeasures can exist
and indeed some existing approaches are effective countermeasures
to some fault models.

6 VARIATIONS

This section discusses some natural extensions to the models and
results above that can be useful. Since the goal of the above results
and examples is to demonstrate that formalising fault injection
can be done and the limits of such formal approaches, this section
explores two ways to extend these limits using similar methods.

6.1 Probabilistic Turing Machines

The results here have exploited simple TMs in the sense that they
have been assumed to have deterministic or non-deterministic
behaviours. There is also the possibility to reason over proba-
bilistic Turing Machines where the transition relation also con-
siders the probability when multiple possible transitions can be
taken. For example, when the transition relation includes both
(sw1, @x1, ay1, M1, 5z1) and (Sw2, Gx2, Ay2, M2, Sz2) Where sy1 = Sy2
and ax1 = axz (where the rest of ay1, ay2 and my, my and sz1, 522
may or may not be equal). Instead of a non-deterministic choice
between them, the transition relation could be augmented with a
probability distribution over all transitions that share the same s,,
and ay (i.e., of the form (s,y, ay, -, -, *)).

This would be particularly useful for quantifying the probability
of faults or fault injection attacks occurring. In practice a very
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low probability could be given to a rare fault injection, and then
probabilistic results about the countermeasure used.

For example, consider when the fault may be a memory cor-
ruption due to background radiation. This could be formalised by
defining a fault model that randomly changes the value of one
symbol on the tape (e.g., flips a bit to create a new symbol). In prac-
tice this could be quantified with a probability such that the fault
happens with only p probability for any given tick of the system.
Now, the fault could be represented by F,, such that when F, ® 7
operates at any given tick the possible reductions are:

® Fp ® 7 ~~ F, ® 7 with probability p (where F/ and 7~
indicate the fault injection has occurred) and
e F, &7 + F, ® 7' with probability 1 - p (where 7" 7).

Note that there is no limitation here that F/ does not cause further
faults, and indeed in the case of modeling atmospheric radiation it
may be best to define F), = F,, and thus allow any number of faults.

Now it would be possible to formalise that given a TM 7 that
terminates in k reductions, then given F,eT would have had a
fault injection occur with probability (1 — p)¥ after k ticks when
7 would be expected to terminate.

This gives an immediate probability of a fault, but does not
indicate whether this causes a significant problem (since the fault
injection may or may not have changed the behaviour). However,
assuming that a fault has occurred, this can provide a probability
of a fault injection damaging the safety or security of the program.

Now consider the same fault model and the countermeasure of
triplicating the tape as in Section 5. To obtain a useful result it is
helpful (but not necessary, see the end of this section) to assume
that the tape is finite. Thus, assume that the tape is has length I
and that the probability of the fault injection happening to each
symbol is uniform. Now, to cause a fault injection to two symbols
in the same triple can be calculated to be p X p X % X % X ﬁ where

the fault must occur twice p X p and must be in the same triple %
and must affect different symbols % and must also map them both
to the same symbol ‘% (In practice the probability is even lower
since this does not consider faulting a symbol to the same as the
original, or the two faults occurring one before and one after the
first faulted symbol is read and over-written.)

Observe that in such a scenario even though the countermea-
sure can be proven not to be effective, if one is willing to accept a
very small probability of a fault then the countermeasure may be
acceptable.

Note that above the tape was assumed finite since this simplifies
the reasoning and is more closely related to real world systems.
However, the only place this is used is in the probability of the fault
occurring (the value %). The same equations hold if one assumes
that faults are limited to the first [ symbols of the tape, and are
uniformly distributed within these symbols. Indeed, one can still
produce results on TMs with infinite tapes by merely limiting the
fault model.

Definition 6.1 (e-Effective Countermeasure). Given a probabilistic
Turing Machine 7 and a probabilistic fault model ¥, and a value
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€ an e-effective countermeasure C;cp (77) for the fault model ¥, en-

sures that F, ® C. 7, (77) is probabilistically functionally equivalent

to 7 with probability > 1 — €.

The above definition is a straightforward adaptation where the
TM and fault model are both now represented by probabilistic TMs.
The other extension is to define the functional equivalence relation
to account for probabilistic transitions of a TM (this is non-trivial
in the general sense, but results here rely only upon the existence
of this relation).

THEOREM 6.2. Given a probabilistic Turing machine T, with al-
phabet A that terminates within k ticks and a probabilistic fault
model ¥, (that changes one symbol uniformly at random, and within
the first | symbols of the tape with uniform probability p then transi-
tions to its initial state), Then there exists an e-effective countermea-
sure fore < pX -1 g—1 Pr(i;k—1,p) X % X % X ﬁ

Proor SKETCH. The proof is by triplicating the tape as in Theo-
rem 5.1 and then calculating the probability of two faults within the
same triple and mapping to the same symbol within the number of
ticks required for 7 to terminate. This can be approximated by

3i 2 1
pXA Z Pr(z,k—l,p)XTxgxﬁ.
i=1...k—1
This is the probability of a fault occurring p multiplied by the
sum of the probabilities of i further faults occurring Pr(i; k — 1, p)
(where Pr(i; k — 1, p) is the standard probability mass function for
a binomial distribution) and one of these other faults being in the

same part of the tape as a prior fault % and modifying different

parts of the same triple % and both changing to the same symbol
L
[ A
Definition 2.5, when 7 has probabilistic branches in execution
then an appropriate probabilistic functional equivalence relation

must be used. ]

. This is sufficient to prove when 75 is deterministic and using

Note that the above result is a sketch to focus on the concepts
and can be made more precise (but less clear). In particular this is
an over approximation since it does not consider for example when:
faults occur and are fixed by the operation of 7, faults change
a symbol to itself, 7 terminates in less than k ticks, and faults
over-write other faults.

On the other hand, the above illustrates that the approach of
triplicating the tape as in Theorem 5.1 is likely to be faulted if the
7 does not terminate. This could in turn be countered by having
7 inspect/repair the entire tape (of length [) before faults could
(probabilistically) build up. However, this becomes non-trivial to
design and reason about.

The above illustrates how one can construct an effective coun-
termeasure up to a confidence level € when an absolute counter-
measure may be impossible or too expensive.

6.2 Time

The above extension for probability already exploits some notion of
a “tick” or clock cycle that implies time for some clarity. However,
time can also be made an explicit part of the model in a more
concrete manner that allows use of time to understand and control
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fault injections. For example, a fault could only occur before or after
a certain amount of time and thus proofs could be constructed to
show that a system could recover from a fault or have an effective
countermeasure if the fault occurs only during certain times.

Observe that incorporating time into the model brings the model
closer to real world systems even if time is handled relatively ab-
stractly. As in Section 6.1 a simple notion of a tick or clock cycle
for the reductions being applied to the normal behaviour of the
system would allow reasoning about the computation time and
thus the scope of faults. Further, by defining the fault reductions
~~ to take zero time this models the atomicity of a fault without
the assumption that faults are atomic (as generally assumed here,
although not required for any result).

In addition to including a notion of time, this allows the modeling
if faults that occur only rarely or allows the definition of effective
countermeasures that can defend a (finite) system against recurring
but rare faults.

THEOREM 6.3. Given a Turing Machine 7 that operates within a
finite tape of length | and a fault model ¥ that changes exactly one
symbol of the tape and then has no affect for greater than 61 + 8 ticks,
there exists an effective countermeasure.

Proor SKETCH. The countermeasure is to triplicate the tape as
in Theorem 5.1 and modify 7~ to some 7 that takes into account
the triplicating of the tape as described in Section 5. Now further
modify 7 to created 7R that after each transition of 7~ into a
state s, of 7~ to go into a “check state” sqx. Now this check state
scx initialises a traversal of the entire tape length that repairs any
mismatch of symbols before ending in the original position and in
the state equivalent to ¢, of 7~ in the modified 7R. Observe that
to traverse (and if necessary repair) the tape takes 2 X [ X 3 + 2
transitions (2 X [ to traverse the length [ of the tape and return
to the original position, and X3 for the triplicating of the tape,
and +2 to go back and rewrite a symbol if necessary). Further, the
modified transitions of 7~ in 78 can be achieved with a maximum
of 6 transitions. Thus, if faults occur greater than 6/ + 8 ticks apart,
then this countermeasure is effective. O

Observe that the above countermeasure is very expensive in time
taken as the entire tape is checked for faults after every transition
of the original TM (and also that no optimisations are assumed in
traversing and repairing the tape). In practice this would be equiva-
lent to checking parity and repairing the entire system memory on
every CPU instruction, so far too expensive in practice. However,
combined with probabilistic tolerances and likelihood of faults (see
Section 6.1) this could provide a good assurance of reliability and
security of a system with regular checks for memory corruption.
(Note that this is conceptually very similar to the current systems
used by modern hard disks to routinely check for bad sectors and
repair/replace them.)

7 DISCUSSION

This section briefly discussed the results and variations, and a
broader understanding of their connections and implications.
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7.1 Finite Turing Machines

Observe that in Section 6 when the scope of some computation or
effects are limited to a finite tape it is possible to prove interesting
results that are less clear on an infinite tape.

The results here have all considered the spirit of the original
definition of Turing Machines where the tape is infinite. However,
in practice many modern systems have many effectively finite com-
ponents (finite memory, finite storage, finite alphabet, finite states)
and so considering a finite tape could be a reasonable limitation.
The results of Section 4 exploit the infinite nature of TMs (as this
is used in some proofs of the halting problem) and so the results
must be redone for a finite system. However, the key concepts can
be applied regardless of the finite or infinite nature of the system,
as the key emphasis of this work is to encourage a formal proof of
effectiveness for a countermeasure, not to discourage such efforts.

7.2 Fault Models

There are many different fault models described in the literature
that define how a fault can affect a system [9, 27]. The focus in
this work has been on formalising fault models, and doing this by
exploiting the properties of TMs and UTMs as a basis for comput-
ing. Since modern systems are mostly derived from von Neumann
architectures that are close to TMs in practice, this applies naturally.
The core point to recognise is that by considering a UTM where
a program is written on the tape and interpreted by the Universal
Turing Machine, this very closely matches how current hardware
interprets programs stored in some form of memory.

Focusing on the different kinds of fault models, most can be
considered as modifications of the memory rather than defined
separately. Fault models such as control flow modification [9, 23],
instruction faults [10], non-operations [9, 21], value modification
[9, 30] and bit-flips [9, 27] amongst others can all be captures by
the modifications here. Consider the following brief examples.

Control flow modification can be modeled here in different ways.
A conditional control flow can be modified by changing the symbol
for the value that is used for the condition. Alternatively, the target
address of a jump can be modified by changing the value of the
address in the memory (the tape). Another method would be to
change the symbol for the transition relation to change the next
state in the TM on the tape of the UTM and so change control flow
that way.

Instruction faults are straightforward by changing the symbol
that represents the instruction on the tape of the UTM to a different
symbol. This is most trivial when the tape exactly maps to memory
and thus each symbol of the tape is an instruction. (Aside: of course
this is easiest to handle on systems with fixed instruction size, but
even with variable instruction size the change of a single hardware
word can be considered equivalent even if multiple instructions can
potentially be effected by one symbol. Vice versa is the symbols
are at the level of bytes then the fault may need to change multiple
symbols, but is conceptually straightforward.)

Non-operations or instruction skips can be defined to be modifi-
cation of the instruction (see above) to be one that has no effect
on the system (and NOP in the UTM/hardware), or by faulting the
transition related stored on the tape of the UTM to skip over the
next instruction.
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Value modification can be done directly to a TM without the need
of a UTM when the values are stored on the tape, merely change
the appropriate symbols on the tape.

Bit-flips as essentially a special instance of other fault models
where only some modifications are allowed and thus they can
be modeled as above. (Aside: such hardware/cause focused fault
models are interesting to consider in some domains, but their repre-
sentation here is a limited instance of a more general fault model.)

Observe that this allows many common and widely considered
fault models to be easily represented and reasoned about using the
techniques here. The main limitation of such approaches is in the
complexity of reasoning about the full alphabet and instruction set
for a modern system. However, this only makes the proofs and effort
required larger, not significantly more complex than the examples
shown here.

8 CONCLUSIONS

Fault injection can be formalised to allow reasoning on the affects
of a fault, and also formalising results related to fault injection
(as robustness measures or attacks) and countermeasures. This
allows results that can prove (or disprove) whether a fault injection
can have an effective countermeasure. Generalising this allows
for various properties about different systems to be proved to be
robust and secure, in particular by proving that a countermeasure
is effective in the presence of fault injection attacks.

The results and examples here prove both: it is impossible to have
an effective countermeasure against arbitrary fault injection, and
that effective countermeasures can be created. The variations illus-
trate how to extend to probabilistic behaviours with probabilistic
countermeasures, and to time to have effective rate-limited fault
injection countermeasures.

Future Work. There are two clear directions of interesting future
work that can be extended from this paper. The first is in the direct
applications of using the methods developed here to prove the
robustness and security of systems to specific kinds of faults, and
the effectiveness of specific ountermeasures. The other is to consider
the relations to other kinds of fault tolerance and related systems
and results since these may be able to benefit each other [5, 6].
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