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Abstract—Content-based publish/subscribe provides a loosely-coupled and expressive form of communication for large-scale distributed
systems. Confidentiality is a major challenge for publish/subscribe middleware deployed over multiple administrative domains. Encrypted
matching allows confidentiality-preserving content-based filtering but has high performance overheads. It may also prevent the use of
classical optimizations based on subscriptions containment.

We propose a support mechanism that reduces the cost of encrypted matching, in the form of a prefiltering operator using Bloom filters
and simple randomization techniques. This operator greatly reduces the amount of encrypted subscriptions that must be matched against
incoming encrypted publications. It leverages subscription containment information when available, but also ensures that containment
confidentiality is preserved otherwise. We propose containment obfuscation techniques and provide a rigorous security analysis of the
information leaked by Bloom filters in this case. We conduct a thorough experimental evaluation of prefiltering under a large variety of
workloads. Our results indicate that prefiltering is successful at reducing the space of subscriptions to be tested in all cases. We show
that while there is a tradeoff between prefiltering efficiency and information leakage when using containment obfuscation, it is practically

possible to obtain good prefiltering performance while securing the technique against potential leakages.

Index Terms—Publish/subscribe, Confidentiality, Security, Encrypted processing, Bloom filters

1 INTRODUCTION

UBLISH /SUBSCRIBE [1], or pub/sub for short, is an appeal-
P ing communication paradigm for building large-scale
applications composed of dynamic entities that produce and
consume data events according to complex and unpredictable
workflows. It offers an indirect, decoupled communication
model between application components that act as either
publishers of, or subscribers to, data. Publishers and subscribers
do not need to know one another but only exchange data via
some pub/sub middleware. Subscribers simply inform the
system about what new elements of data they wish to receive
by registering a subscription. Conversely, publishers send new
events to the system in the form of publications. It is then
the responsibility of the pub/sub system to appropriately
route each publication towards all subscribers with matching
interests.

Pub/sub systems are often classified according to the ex-
pressiveness of the subscriptions they allow. The model of in-
terest in this article is content-based filtering. In this model, pub-
lications contain a descriptive header representing their con-
tent, generally as values over a set of attributes. Subscriptions
are composed of predicates specifying constraints over these
attributes. An emblematic example of content-based pub/sub
is that of a financial network supporting automated trading.
Stock quotes form a flow of publications, each describing
the quotation for a given stock (name, price, volume of
exchange, time, ... ), while subscribers are companies, other
agencies, or private investors wishing to invest or speculate
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Fig. 1: A content-based pub/sub system.

on stocks. Only a subset of the quotes is of interest to these
subscribers, who express their specific interests by means of
subscriptions. For instance, as illustrated by Figure 1, a user
monitoring the stock market might register a subscription
s1 = {symbol = ACME A price > 100 A currency = USD}
to be notified of quotes for company ACME with share price
greater than or equal to $100. A publication quote with
content p = {symbol = ACME, price = 102.23, volume =
210425, currency = USD} matches the subscription s; and
is forwarded to the subscriber in the form of a notification.
The publication p also matches s, but not s3.

1.1

Hosting publish/subscribe middleware on public or third
party clouds yields many benefits, such as elasticity, costs
reduction in personnel and infrastructure, ease of deploy-
ment, and availability. Pub/sub might even be offered as a
service running on public clouds for connecting applications
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through a high-throughput and scalable communication
service [2]. However, cloud computing services raise major
privacy protection concerns, especially in regard to data con-
fidentiality. Recent research [3], [4] has shown that exploits
at the hypervisor level, or exploits based on virtual machines
collocation, could be used to gather private information.
More general privacy issues have been raised regarding
the non-uniform regulation access to stored data [5]. Cloud
providers might store or migrate data in different locations,
bound to different legislation granting different access rights
to external entities (e.g., law enforcement agencies in the
hosting countries). These rights and data migrations are not
always transparent to the customer and can lead to unwanted
access to the stored information. Data confidentiality is
therefore one of the major hurdles for pub/sub middleware
running on such infrastructures. As subscriptions” predicates
must be compared against the headers of publications, the
entity performing the routing must be trusted by all parties.
Otherwise, the nature of subscriptions may reveal sensitive
information about users. For instance, with the example
of Figure 1, the availability of subscriptions may reveal
investments strategies of the users.

A solution to address these privacy concerns is to
assume that the pub/sub service runs on an untrusted
environment by default and to use operations on encrypted
publications and subscriptions to preserve their confiden-
tiality. The filtering operation is thus performed without a
decryption key. Unfortunately, existing encrypted filtering
techniques have a prohibitive computational cost preventing
their adoption for high-throughput content-based routing in
untrusted environments despite their interesting properties.
An interesting encrypted-filtering solution is asymmetric
scalar-product preserving encryption (ASPE) [6]. ASPE re-
lies on a distance-preserving but not distance-recoverable
transformation, which was first used in the context of secure
kNN query processing on databases [7]. The transformation
performed by ASPE allows comparison between pairs of
encrypted publications and subscriptions. Other schemes
with comparable costs were also proposed [8], [9], [10], [11],
[12].

1.2 Subscription Containment

Subscription containment is often used to speed up filter-
ing [13], [14], [15]. We say that a subscription s; contains
another subscription s; if any event that matches s; also
matches s;, in other words if s; is more general than s;.
For instance, in Figure 1, sy contains s; and s3. When a
subscription contains another subscription, any publication
known not to match the former will never match the latter.
Conversely, any publication known to match the latter will
always match the former. Containment relationship creates
a partial order on subscriptions, and by organizing them
according to that order it is possible to quickly discard or
accept many subscriptions at once. The ability to determine
containment between subscriptions, even when encrypted,
can pose a threat to confidentiality. For instance, in the exam-
ple of Figure 1, three subscriptions for the same symbol name
would be grouped together in the same containment subtree.
Using domain-specific information on the relative popularity
of stocks, an attacker may be able to derive information
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Fig. 2: High-level picture of the performance and confidentiality
tradeoffs addressed in this paper (subs stands for subscriptions
confidentiality and cont for containment confidentiality).
about the symbol associated to each subtree based on its size.
Even without such domain-specific knowledge, containment
information can be leveraged by an attacker to obtain the
information that two particular subscribers have common
interests. Similar observations were made in [8]. For this
reason, some schemes completely disallow the possibility to
determine containment [9], [12], whereas for other schemes
containment determination is optional and only provided if
requested by the application [6], [8], [10]. We name the ability
of an encrypted matching scheme to prevent containment
determination as containment confidentiality.

1.3 Our contributions

The main objective of this article is to reduce the prohibitive
costs of encrypted filtering while preserving confidentiality.
It is the extension of the work presented in [16], [17]. We
provide a more comprehensive description of the security
issues and motivations, complete the mathematical analysis,
include all the proofs, expand numerical evaluations, discuss
potential extensions, and more generally present our contri-
butions in a cohesive fashion. Our main contributions are
depicted in Figure 2 and summarized below. We consider
both the case where containment determination is allowed
by the scheme (left-hand side of Figure 2) and the case where
containment information must remain confidential (right-
hand side of Figure 2).

1.3.1 Prefiltering using Bloom filters

Our first contribution is an efficient prefiltering technique
to significantly reduce the space of subscriptions that must
be tested by the costly encrypted filtering engine during
routing. Prefiltering followed by encrypted matching is a
two-step process reminiscent of other work where an efficient
preprocessing step imperfectly and quickly discards data to
decrease the use of an accurate but costly processing task [18].
In a nutshell, the principle is to embed Bloom filters [19]
inside publications and subscriptions. These Bloom filters
encode the values carried by the publications and the equality
constraints of the subscriptions. By testing the Bloom filters
of subscriptions for inclusion in those of publications, one
can efficiently determine the possibility for a message to
match a subscription: if the test is negative, the message is
guaranteed not to match; otherwise, it might match and must
be further analyzed by the encrypted filtering engine. The
prefiltering operation significantly improves the performance
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of confidentiality-preserving encrypted matching, with or
without the support for containment determination.

1.3.2 Containment obfuscation

We also consider the case where the base scheme provides
containment confidentiality. Since prefiltering appends ad-
ditional information to subscriptions (the Bloom filters), we
analyze the power this additional information gives to an
attacker. Indeed, despite their hash-based construction and
their probabilistic nature, Bloom filters may still convey sen-
sitive information. In particular, identical subscriptions yield
equal Bloom filters, and contained subscriptions produce
Bloom filters that are included in one another. As illustrated
on the right-hand side of Figure 2, the use of prefiltering
atop a scheme providing containment confidentiality may
result in potential leaks of containment information-albeit
strictly less so than by determining containment directly
from encrypted subscriptions.

Our second contribution is a method for containment ob-
fuscation as well as a comprehensive mathematical analysis
of the impact of prefiltering on containment confidentiality.
Containment obfuscation introduces randomness in the
prefiltering process by randomly choosing a small number
of hash functions from a larger set for each subscription
equality constraint encoded in the Bloom filters. The main
difficulty is the analysis of the dependencies introduced
by hash functions collisions, which are cumbersome to
model mathematically. We show that there is a fundamental
tradeoff between the information that can be leaked to an
attacker from the Bloom filters and the performance of the
prefiltering operation. Fortunately, we provide evidence, both
mathematically and using numerical simulations, that one
can achieve efficient prefiltering and preserve containment
confidentiality. More precisely, we show that prefiltering can
improve the matching performance while providing almost
no additional information to an attacker than what can be
obtained from the encrypted subscriptions themselves.

1.4 Roadmap

This article is organized as follows. Our prefiltering algo-
rithm is described in Section 2. The theoretical analysis
of the performance-confidentiality tradeoff of the prefilter-
ing scheme using containment obfuscation is presented in
Section 3, with some of the proofs and the discussion of
alternative attacks relegated to Appendices A and B. We
present evaluation results on performance and security in
Section 4, with additional evaluation figures in Appendix C.
Related work is reviewed in Section 5. We conclude the paper
in Section 6. Finally, we propose an extension to prefilter
inequalities in Appendix D, which was never considered
before.

2 PREFILTERING ALGORITHM

In this section, we present a prefiltering operator based on
Bloom filters embedded with subscriptions and publications.
The operator can take advantage of containment relation-
ships when available. The Bloom filters and the containment
information can be used in isolation but provide the best
performance when combined. Both aim at reducing the
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number of calls to the costly encrypted matching operation,
which we denote as ENC-MATCH. They do so by quickly
discarding some of the subscriptions that do not match
(negative matching) and selecting some of the subscriptions
that do match (positive matching) without calling ENC-
MATCH. Our contributions are oblivious to the nature of
the ENC-MATCH encrypted matching operation used.

2.1

We start by discussing how we can leverage containment
relationships at the subscription level. This approach only
works when the encrypted matching scheme does not
preserve containment confidentiality and therefore allows
determining containment relations from encrypted subscrip-
tions.

Exploiting Containment Relations

Fig. 3: Five subscriptions and their containment relationships
(represented by arrows).

We follow a classical approach to exploit containment
relationships as part of the filtering process [14], [15]. We
organize subscriptions in a partially ordered set (or poset
for short). Precedence relations in the poset correspond
to containment relations between subscriptions. A poset
constructed from a set of five subscriptions is shown in
Figure 3. Note that a poset can be formed of several, non
connected subgraphs. Upon filtering, when encountering
a subscription s that matches a publication, we know that
all its containers (ancestors in the containment poset) also
match the publication and do not need to be sent to ENC-
MATCH. Conversely, if s does not match the publication, all
its containees (descendants in the poset) do not match either
and can be discarded.

We leverage both positive and negative containment-
based matching. As we describe in Section 2.3, our algorithm
works by evaluating the complete set of subscriptions, split
in several lists. The order in which subscriptions are tested
is of great importance: a random evaluation order may lead,
for instance, to containers being evaluated with positive
matching before their containees, resulting in two calls to
the costly ENC-MATCH function instead of a single one
with the opposite evaluation order. Conversely, it is better
to evaluate containers for negative matching before their
containees. Determining positive matching requires calls to
ENC-MATCH. Negative matching can also be determined
with ENC-MATCH, but more efficiently based on the Bloom
filters. We evaluate subscriptions in an order that respects
the precedence relation in the poset to take full advantage of
these early and fast negative matching decisions.

2.2 Negative Matching Using Bloom Filters

One of the key principles of prefiltering is to quickly identify
subscriptions that are known not to match an incoming
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Fig. 4: Information used for prefiltering: Bloom filters embedded
with subscriptions and publications, and containment-based
matching.

publication (negative matching) without calling the costly
ENC-MATCH function. To that end, we embed Bloom
filters [19] in publications and subscriptions, when applicable,
and use simple bit-wise operations to discard non-matching
subscriptions.

Bloom filters are probabilistic data structures that allow
for efficient testing of whether or not an item belongs to a
set. A Bloom filter is essentially a bit array. When adding an
item, one or several hash functions hq,..., h; are used to
identify bit(s) of the Bloom filter that must be set to 1. To test
whether an item belongs to the set, it is hashed again and, if
all corresponding bits are set, it is likely a member the set;
otherwise it is guaranteed not to be. Therefore, Bloom filters
can yield false positives but no false negatives. The accuracy
of the Bloom filter can be tuned by properly choosing its size
and the number of hash functions.

When injecting a publication p in the system, besides
encrypting it, we additionally hash the values of all its fields
and insert them in a non-encrypted Bloom filter B(p). On
the other side, every subscription s also embeds a Bloom
filter B(s) containing the hashed values of its predicates with
equality constraints. For instance, given a predicate x=2, the
value 2 will be added to the Bloom filter. Figure 4 shows the
same subscriptions as Figure 3, along with the information
that can be used for prefiltering for a publication p;. We
assume for the illustration filters of 8 bits and two hash
functions A1, hy. Upon matching, if B(s) ¢ B(p),! we know
that s does not match p, irrespectively of the other (non-
equality) predicates, and we can discard it. This is the case for
so where two bits set in B(s3) are not set in B(p; ). Otherwise,
s must be checked using the ENC-MATCH function (s, S3
and ss).

Non-matching subscriptions, i.e., false positives, may be
sent to the ENC-MATCH function for three reasons. First,
since Bloom filters B(s) only encodes values associated
to the equality constraints of s, a subscription may not
match due to non-encoded constraints such as inequalities.
Second, B(s) includes values irrespective of the attribute
they are associated with. For instance, x = 5 and y = 5 have
the same Bloom filter representation. Finally, Bloom filters
themselves produce false positives because distinct values
can be associated to the same bits. The likelihood of such
collisions can be controlled by carefully choosing the filter
size and number of hash functions.

1. The operator C denotes bitwise inclusion, i.e., B(s) C B(p) if and
only if all the bits in B(s) are also set in B(p).

candidates|[]
[0] [1]

tested[]
[n-1][n]

Fig. 5: Data structures used for prefiltering.

The hash functions are not known to the brokers, who
only have access to encrypted data. Moreover, they are
typically parameterized by an encryption key, and use
a cryptographically secure scheme such as SHA-1 in a
HMAC [20] construction.? Therefore, the Bloom filters do
not reveal the values they contain. They may however
allow determining a subset of containment relationships.
We analyze this risk and provide a mitigation in Section 3.

The hash functions constitute a secret key, known only to
the subscribers and publishers. The exchange of this secret
key between the peers is the result of a preliminary key
agreement protocol. The chosen key agreement protocol
can be the same as the one required for the encrypted
matching process itself, and is therefore independent of our
prefiltering mechanism. An example could be an adaptation
of OFT [21] as used for pub/sub key management in [22].
Key management in content-based systems is a challenging
task and outside the scope of this article [6], [8], [12]. Most
of the schemes used to secure the content of subscriptions
and publications consider key management as an orthogonal
issue and do not propose a solution.

2.3 Prefiltering Algorithm

The prefiltering algorithm takes advantage of Bloom filters
for negative matching and, when available, containment
relationships for negative and positive matching. Both reduce
the number of calls to the costly ENC-MATCH encrypted
matching function.

The prefiltering algorithm uses the data structures shown
in Figure 5. We maintain an array (candidates[])ofn+1
lists of candidate subscriptions, where n is the number of bits
in Bloom filters. The i " list for i € {0,1,...,n — 1} contains
subscriptions that have the i bit of their Bloom filter set.
It follows that each subscription may belong to several lists.
The last list, called default list, contains subscriptions that
have no equality predicate, i.e., an empty Bloom filter.

In case containment relationships can be determined
between encrypted subscriptions, we sort subscriptions in
the candidate lists in such a way that containers appear
before their containees. To that end, when inserting a
new subscription, we place it just before its first containee
appearing in the list, or at the end if none is found.

We additionally maintain an array (tested[]) to keep
track of which subscriptions have already been tested.
We also track known containment relationships between
subscriptions (denoted by arrows on the right-hand side of
Figure 5 but actually stored as a graph like in Figure 3).

We will consider several variants of the basic algorithm.
For instance, if containment relationships are known, we

2. Even if SHA-1 (or other possible cryptographic hashes) output
values over 160 bits, we can consider without loss of generality that a
combination of these is used to set bits in the filter.
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Algorithm 1: Prefiltering algorithm

1 PF-MATCH(p)
2 tested[] < {false, ..., false} // No subscription tested yet
3 fori < 0...ndo // Check every list (including default)
4 ifi = n Vv B(p)[i] = 1 then // Default list or bit set in BF?
5 foreach s € candidates[i] do // Traverse list
6 if —tested|[s] then // Not yet tested?
7 m < false // Initially not a match
8 ifi =nV B(s) C B(p) then // Possible match?
9 | m < ENC-MATCH(p,s)  //Must do costly test

10 if m then // Match?

11 FORWARD(p, s) // Forward to subscriber

12 if CB-POSITIVE-MATCH then // Do positive

match?

13 foreach s’ € containers(s) do

14 if —tested[s’] then // Not yet tested?

15 tested[s'] < true

16 FORWARD(p, s”) // Forward to

subscriber
17 else // No match
18 if CB-NEGATIVE-MATCH then // Do negative
match?

19 foreach s’ € containees(s) do

20 | tested[s'] + true

21 tested[s] < true

may discard additional subscriptions when one is found that
does not match, or conversely accept several subscriptions
at once upon successful match, respectively denoted by
CB-NEGATIVE-MATCH and CB-POSITIVE-MATCH in the
code (CB stands for containment-based).

The prefiltering process is shown in Algorithm 1. Ini-

tially, the tested[] array is reset to indicate that no
matching has taken place yet (Line 2). We then traverse
the list candidates[i] associated with each bit i set in
the publication’s Bloom filter B(p), as well as the default
list (Lines 3-5). If the current subscription s has not yet
been tested, as indicated by tested[s], we check if there
is a possible match (Lines 6-8). This can happen in two
cases: s is part of the default list, i.e.,, B(s) is empty; or
B(s) € B(p). If so, we must use the costly but accurate
ENC-MATCH encrypted matching function that tells us
with certainty if the publication must be forwarded to the
corresponding subscriber (Line 9). In case of a match, we
forward the publication to the interested subscriber (Line 11)
and we optionally use containment-based positive matching
to accept any yet-untested subscription (Lines 12-16). On
the other end, if the publication does not match s, we may
use containment-based negative matching to mark all the
subscription’s containees as having been tested, effectively
discarding them for the rest of the filtering process (Lines 18-
20).
Discussion. Let us first consider prefiltering with containment
obfuscation. The very role of the Bloom filter is to perform
aggressive negative matching without knowing containment
relationships between subscriptions. During prefiltering, we
only need to traverse the candidate lists associated with
the bits set in the publication’s Bloom filter, as well as
the default list. All other subscriptions are discarded. The
number of lists to traverse is therefore function of the number
of fields (i.e., attributes) of the publication, which is expected
to be much smaller than the size of the Bloom filters. In
addition, no subscription is tested more than once thanks to
the bookkeeping of the tested[] array.
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Let us now consider containment-based prefiltering. If
containment relationships are known, one can perform
additional negative and positive matching. When testing
a subscription that does not match, one can immediately
discard all of its containees. However, it might happen that a
subscription is tested before some of its containers, because
they do not all belong to the same candidate lists. In such
cases, when successfully matching a subscription, one can
apply the positive matching optimization to immediately
accept any yet-untested container.

The likelihood for any of these scenarios to occur depends
on the nature and distribution of the publications and
subscriptions. We experimentally evaluate the efficiency of
the prefiltering variants in Section 4.

3 CONTAINMENT OBFUSCATION

We now focus on the case where the encrypted matching
function does not allow determining containment relations
between subscriptions. As depicted in Figure 2, we are
interested in preserving containment confidentiality while
still benefiting from the performance improvement obtained
from prefiltering.

3.1

We consider as setting for our analysis a pub/sub overlay
of brokers deployed in an untrusted environment. This
environment can be for instance a public cloud which
does not guarantee the confidentiality of persistently stored
data, represented in our case by subscriptions. As discussed
before, the stored subscriptions at the brokers and the flow
of publications are encrypted, and the matching is done
over encrypted data. We do not consider the case where
a pub/sub entity can play multiple roles (e.g, a broker
being also a subscriber), thus the brokers do not know the
secret keys. We consider as attacker an external malicious
entity capable to collect snapshots of a broker’s persistent
storage, thus gaining access to the registered subscriptions
in encrypted form. We do not consider the case when the
attacker colludes with one of the pub/sub system entities
(publisher, subscriber or broker).

Protecting the subscribers’ interests is usually the most
critical confidentiality task. In fact, some broker-based match-
ing schemes do not even encrypt the data that must be
matched with the subscribers” interests [23]. For this reason,
in our analysis we do not consider the case where the attacker
can monitor and collect data from the dynamic flow of
publications.

Our security analysis formally studies whether the ad-
dition of the non-encrypted Bloom filters to the encrypted
subscriptions allows an attacker to determine more information
about subscribers than otherwise possible (i.e., when observ-
ing the encrypted subscriptions only). We mention again
that an evaluation of the security of the encrypted matching
functions themselves is out of the scope of this article and
that our contribution is oblivious to the encrypted matching
scheme used. Under these assumptions, we consider the
confidentiality level of the encrypted matching as the baseline
when evaluating the security of our prefiltering, which adds
a Bloom filter to every encrypted subscription.

Adversary model and limitations
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3.2 Obfuscation mechanism

By using our prefiltering mechanism we observe that con-
tained subscriptions produce Bloom filters that are included
in one another. This may allow an attacker to derive
approximate containment relationships between encrypted
subscriptions, therefore leaking more information than without
prefiltering. To counter this, we provide a containment obfus-
cation mechanism. The principle is to introduce additional
randomness in the Bloom filters by randomly removing set
bits from the subscriptions Bloom filters (truncation). This is
illustrated in the top half of Figure 6. As can be seen from the
figure, s; is more general than s9%, but after truncation their
Bloom filters do not contain each other anymore. This makes
it much harder for an attacker to derive accurate containment
graphs.

If publications also require protection, bits can be ran-
domly set to one in their associated Bloom filters (pollution).
Pollution is illustrated in the bottom half of Figure 6. We note
that polluting subscriptions and/or truncating publications
would introduce false negatives, and prefiltering would not
work. Since protecting the privacy of the publication flow is
out of the scope of this article, we only analyze the impact of
truncation and do not consider pollution.

C
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Fig. 6: Polluting publications Bloom filters and truncating
subscriptions Bloom filters.

3.3 Security analysis

It should be clear that truncating subscriptions (and op-
tionally polluting publications) increases the probability of
false positive and does not introduce false negatives. In
the following we study the tradeoff between prefiltering
efficiency and containment information leaked to an attacker
from the Bloom filters. We show that efficient prefiltering
is possible while making containment information so noisy
that it essentially becomes useless for potential attackers.
The rest of the section is organized as follows. Notation, as-
sumptions and the truncation hashing strategy are described
in 3.3.1, and the subscription/publication domain in 3.3.2.
The amount of containment information leaked to an attacker
from the subscriptions Bloom filters and the efficiency of

3. We write s1 C s3 to say that s; is more general than sz. This is
justified and explained further in Section 3.3.1.
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prefiltering are formally stated in Subsection 3.3.3 and solved
in 3.3.4. In addition, we discuss and analyze two other
potential but weaker attacks in Appendix A.

3.3.1 Notation and Assumptions

The notation is summarized in Table 1. Consider a subscrip-
tion s; with ¢; > 0 different equality constraints encoded
in a Bloom filter B,(s1) of size n using « out of k hash
functions per constraint. Furthermore, let us consider a
second subscription sy with ¢z > ¢; different equality
constraints also encoded in a Bloom filter B, (s2) of size
n with « out of k hash functions per constraint. We also
consider a publication p with ¢, > ¢; different values. The
publication is encoded in a Bloom filter By, (p), that is, all
k hash functions are used. We write B, (s1) C Ba(s2) if
and only if all the nonzero bits in the Bloom filter of s; are
also nonzero in the Bloom filter of s5. Likewise, we write

B, (s1) € Bg(p) if the Bloom filter of a subscription s; is
included in the Bloom filter of a publication p.

i Subscription i

c; Number of different equality constraints in s;

P Publication

Cp Number of different values in p

k Cardinality of the set of hash functions used to encode

values in Bloom filters
a Number of hashes randomly chosen out of k to encode

a value in a subscription Bloom filter
Bloom filter representation of Subscription s;
using o hash functions per value
Bloom filter representation of Publication p
using all £ hash functions per value
n Bloom filter size
a Number of attributes in the domain
v Number of values per attribute in the domain
0 Number of common values between two subscriptions
(or between a subscription and a publication)
Py The probability that s C s2 when Ba(s1) C Ba(s2)
The false positive probability that
Ba(s1) C Bi(p) when sy Z p

TABLE 1: Notation and definitions

We only consider the number of distinguishable values
for subscriptions and publications since it is assumed that the
same value appearing for multiple attributes is only hashed
once. We only consider equality constraints, which are the
only ones encoded in the Bloom filters. Thus, s1, s2 and p
can formally be defined as sets of cardinality ¢, ¢z and ¢,
respectively, and we use A C B to denote that A is a subset
of B. The reason behind this nonstandard notation is to keep
in mind that when s; C ss, the set s is included in the set
59, but the subscription s; is more general and is a container
of S9.

We assume that Bloom filters use a set of k independent
and perfectly random hash functions. Our hashing strategy
Heo consists, for a fixed @ € {1,2,...,k}, of randomly
selecting o among the k hash functions for each subscription
value to be encoded. We emphasize again that the hashing
strategy is only applied to subscriptions; all the k hash
functions must be used for publications, otherwise false
negatives can occur.

3.3.2 Subscription/Publication Domain

We assume that there are a possible attributes A1, As, ..., A,
with equality constraints that can be used for each subscrip-
tion and in publications, and that the set of v possible values
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for attribute A; is V; = {v%, v}, ..., vi}. It is assumed that
when a subscriber or publisher selects an attribute to put in a
subscription or publication, it chooses any of the a attributes
with probability 1. It is also assumed that the attribute takes
each of its possible values with probability . The domain
we consider assumes that V; N'V; = () for ¢ # j. Non-disjoint
value sets can always be made disjoint by encoding each
value with a small prefix representing its attribute.

It is assumed that an attacker knows the domain and
its probability distribution and also £ and «. We assume
that when an attacker examines a subscription Bloom filter,
it knows the number of different equality constraints that
were encoded in it. This increases its power, but only slightly
because the number of nonzero bits in a Bloom filter is highly
correlated with the number of encoded values. Furthermore,
this allows us to do the analysis without any assumption
on the distribution of the number of equality attributes per
subscription.

The domain uniformity is not a realistic assumption for
most content-based systems, although two remarks must be
made. Firstly, the domain uniformity allows us to analyze
rigorously how an attacker can infer subscription contain-
ment from the Bloom filters as well as the performance of
the prefiltering scheme. Secondly, the analysis can be carried
out numerically for any content-based system for which
an estimate of the statistics at the subscriber, publisher, or
system level is available. One such example is presented in
Section 4.

3.3.3 Problem Statement

Our objective is to study the tradeoff between the amount
of information about subscriptions containment that can
be inferred by an attacker and the performance of the
prefiltering process. We formalize these notions below.

Containment Leaks. We want to prove that randomly selecting
a small number of hash functions for each coded attribute
of the Bloom filters restricts the attacker capacity to derive
containment between the two subscriptions based on their
attached Bloom filters. The expression of interest is

Pa £ PI‘[Sl C 52 ‘ Ba(sl) c Ba<52)]- (1)

The higher this probability is, the easier it is for an attacker
to build an accurate containment graph when having access
to a large number of subscription Bloom filters included in
other subscription Bloom filters. Using Bayes’ law, we can
write

Pr[Ba(s1) C Ba(s2) | 51 E s9]
Pr[Ba(s1) C Ba(s2)] '

When all the k£ hash functions are chosen,

Pr[By(s1) C Bi(s2) | 51 C 5] = 1.

Prefiltering Efficiency. Decreasing the amount of information
to potential attackers is useless if it results in a prefiltering
operation that fails to discard a significant fraction of the
subscriptions with equality constraints that do not match
an incoming publication. The expression of interest is the
probability of false positive

Pf_pos £ Pr[Ba(sl) C Bk(p) | s1 L p}' 3)

It is the probability, when the equality constraints of a
subscription are not included in the set of values of a

P, =Pr[s; C s9] - ()

7

publication, that the Bloom filter of the subscription is
included in the Bloom filter of the publication.

3.3.4 Analysis with Collisions

We first present preliminary results followed by the exact
expressions for P, and % pos. We start by analyzing the
number of common values between a pair of subscriptions.
Let Pr [y] be the probability that there are 4y common

common . .
values between subscriptions s; and s3 for 0 <y < ¢;.

Lemma 1.

()5 [ (2 ) - e
(o) ver '

Proof: Supplementary material (Appendix B.1). O

Pr

common

Corollary 2.
Pr[si Esa] = Pr [¢] = ﬂ
- common (Cal)vcl :
Proof: The probability that s; T s is the probability
that all ¢; values of s; also appear in ss. O

We now focus on Pr[B,(s1) C Ba(s2) | s1 C s9]
and Pr[B,(s1) C B,(s2)]. Our main insight is to split the
hashes into two categories. First, consider an attribute value
common to subscriptions s; and ss. If, for this value, there
is a hash function h which is randomly chosen for both
Bloom filters B, (s1) and B, (s2), we say there is a good hash
between s; and s5. Second, it is also possible that unrelated
hash functions selected by both s; and s, randomly hash at
the same position in the Bloom filters; this is called a lucky
hash. Since we want B, (s1) C B,(s2), all the hashes of s;
in B, (s1) must be covered by the hashes of s; in B, (s2) by
good and/or lucky hashes.

Let gE’Ord [9, 7] be the probability that there are g good hashes

between s and so, where 7 is the number of common values
between both subscriptions. Prd [g, 7] is difficult to calculate
800

for o > 1 because, for instance, the probability that there are
two good hashes for one common value between s; and s
is different from the probability that there are two common
values with one good hash each. Thus, to evaluate gl(?ord[g7 7]

we must consider the integer partitions of g [24].

Let IntPart(g, 7, umin, &) be the set of all integer parti-
tions of g into exactly 7y parts with the additional constraint
that the size of each part is at least o, and at most a.. We
write A - IntPart(g, 7y, min, ) to denote that ) is an integer
partition of g with the desired properties. The frequency
representation of a partition A F IntPart(g,y, min, @) is
(QminPomin ipin 417 omint1 ... aP), meaning that the value «;
appears p,, times in the partition.

Lemma 3.
v
Ppl= Y [( )
good AFIntPart(g,7, Qmins ) PaminsPaming1s - Pa

where amin = max(0, 2 — k).
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Proof: Supplementary material (Appendix B.2). O
The formula is much simpler when a = 1, since there is
only one integer partition of g into 7y parts when each part is
either 0 or 1. This is described by the following corollary.

Corollary 4. When oo =1,

Y\ (1\? (k—1\"""
)& ()

Proof: When o = 1, the problem is a direct application
of the binomial distribution with g successes out of v events
and probability of success +. O

If B,(s1) C Ba(s2), all the Bloom filter bits derived from
the hash functions randomly chosen for s; must somehow be
covered by some of the hash functions randomly chosen for
the Bloom filter of s,. If we have g good hashes between s; and
59, that leaves ciov — g lucky hashes of s, that must be covered
by some of the hash functions of s; randomly hashing at
the same positions in the Bloom filter. Let 1£1£y[h1’ hs] be the

g{’ord l9,7] =

probability that /; hashes of a subscription or publication are
covered by some of the hy hashes of a second subscription
or publication randomly hashing at the same positions in the
Bloom filter.

Lemma 5.
Pr [hl,hg] =
lucky
h 4 .
1 2 njy. hQ 2 . hl
- E | E |
nhiths [(Z)Z{ i }j:O (j)j.{ J }] .

where { I,z; } represent the Stirling numbers of the second
kind [25].
Proof: Supplementary material (Appendix B.3). O

Lemma 6.
Pr[Bu(s1) C Ba(s2) | s1 C 9]

(5 e%

= Prlg,c1| Pr i — ,ca).
!]z_%(good[g 1]lucky[ 1 9,C2 ]

Proof: Since s; C sy, there are ¢; common attribute
values between s; and sy. The probability that B, (s1) C
B,(s2) can be obtained by summing, for all values of g
between 0 and c; o, the probability of having g good hashes
times the probability that the c¢; o — g lucky hashes of s; can be
covered by the cocr hash functions of s; randomly hashing
at the same place in the Bloom filter of ss. O

Lemma 7.
Pr[Ba(s1) C Ba(s2)]
i
v=0
Proof: Suppose that there are v common attribute val-
ues between s; and s3. The probability that B, (s1) C By (S2)
given < can be obtained by summing, for all values of g
between 0 and 7y, the probability of having g good hashes
times the probability that the c; o — g lucky hashes of s; can be
covered by the coa hash functions of s; randomly hashing

at the same place in the Bloom filter of s3. The probability
that B, (s1) C B,(s2) can be obtained by summing, for all

Yo
P P P —g,c
comnlq‘onb/] gz:;) (goord [97 7] lucEy[61a 9,2 a})
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values of v between 0 and c¢;, the probability that there are

v common attribute values between s; and ss times the

probability that By (s1) C By(s2) given v. O
We are now ready to prove our main results.

Theorem 1.
—1 c1x
((i)vq) (if) i (Prd[g, cl] IPE [Cla — g,Cza])
P — g=0 \800 ucky

~=0 common g=0 good

> ( Pr [y 3 (Pr [9,7]1513[0104—9,0204])).

Proof: The theorem can be derived by merging (2),

Lemmas 1, 3, 5, 6, 7, and Corollaries 2 and 4. |
Theorem 2.
Cc1— 1
P = 3 (0 P fater =)0

Proof: From (3), P pos 2 Pr[B,(s1) C Bi(p) | s1 Z pl.
Suppose that there are v < ¢; common attribute values
between s; and p. Since the publication uses all the k£ hash
functions for each value in its Bloom filter, it follows that
there are ary good hashes for s1, leaving o(c; — ) lucky hashes
that must be covered by the c,k hashes of p randomly
hashing at the same positions in the Bloom filters. The
probability of this occurring is given by li{y[a(cl — ), cpk].

The result can be obtained by summing, for all values of v
between 0 and ¢; (s1 E pif v = ¢1), the probability that there
are v common attribute values between s; and p times the
probability of «(c; — y) lucky hashes. O

4 EVALUATION AND DISCUSSION

In this section, we evaluate the performance of our prefilter-
ing strategy under a wide range of scenarios. To the best of
our knowledge, no existing work that we are aware of can
be used for a meaningful comparison. We thus compare
our prefiltering strategy with sensible and well-known
algorithms and baselines. The evaluation when containment
information is available is presented in Subsection 4.1; the
baseline is the performance of a standard containment-based
algorithm without prefiltering. In Subsection 4.2, we cover
the performance-confidentiality tradeoffs with containment
obfuscation. The performance baseline is the number of
publications discarded by the brokers (i.e., publications that
prefiltering could potentially discard), whereas the confiden-
tiality baseline is the containment information leaked from
random encrypted subscriptions based on their domain’s
probability distribution.

41

In this subsection, we experimentally study the efficiency
of prefiltering by comparing its performance with a
containment-based algorithm without prefiltering for dif-
ferent workloads described in Section 4.1.1. In Section 4.1.2,
we focus on the reduction in the number of calls to the
ENC-MATCH encrypted matching function with the different
variants of prefiltering. In Section 4.1.3, we evaluate the
performance gains on a complete implementation of the
matching engine using ASPE [6] as the encrypted matching

Prefiltering Performance
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Workload | Number of equality| Number of | Distribution
name predicates attributes of values
€100 |100% : 1 eq. pred. 8-11 (default)
e80
——=——1 20% : 0eq. pred.
e80-2x 80% : 1 eq. pred 2 X more
e80-4x i : © |4x more
15% : 0 eq. pred. Uniform
e¥-2x 60% : 1eq. pred. 2x more
=5 | 0% | 30q pred. | X O
e80-z| 20% : 0eq. pred. Zipf on symbol
e80-z+| 80% : 1eq.pred. |8-11 (default)|Zipf on all
€100-z+|100% : 1eq. pred. attributes

TABLE 2: Description of the workloads.

operation. Finally, as supplementary material in Appendix C,
we study the effect of varying the size of the Bloom filters
and the number of hash functions on the effectiveness of all
prefiltering variants.

4.1.1 Workloads

We constructed an experimental workload inspired by the
one used for the evaluation of the Meghdoot publish/sub-
scribe system [26]. We gathered five years of quotes for 200
randomly selected stocks from the Yahoo! finance website
(http:/ /finance.yahoo.com/) which corresponds to a set of
over 250,000 publications with between 8 and 11 attributes.
We built synthetic subscriptions based on the same categories
as in [26]. These subscriptions contain a variety of equality
and range predicates on the attributes of stock quotes, namely
the symbol, date, exchanged volume, and daily statistics
on their price (open, close, high, low). By default, equality
predicates are expressed on the symbol, while ranges apply
to the volume and the various daily statistics. For workloads
with additional equality predicates, we used extra attributes
from the Yahoo! finance data: the stock exchange on which
the stock is available; the trend indicating if the stock is
higher or lower than the previous day; and the type of
product (among 8 possible categories).

We also experimented with workloads containing more
attributes than available in the original Yahoo! finance data.
To that end, we simply created additional copies of the
volume and daily statistics attributes by merging data from
multiple quotes. We produced workloads with twice and four
times more attributes on which subscriptions can express
range predicates.

We finally experimented with different subscription
distributions, by choosing predicate values either uniformly
at random, or according to a Zipf’s law with exponent s = 1.*
Recall that publications are real data from Yahoo! finance
and we did not modify their distribution in any way.

Table 2 describes the nine workloads used in our evalu-
ation. We experimented with populations of up to 100,000
subscriptions of every type.

Table 3 presents characteristics of the workloads instru-
mental in the interpretation of experimental results. For each
workload of 100,000 subscriptions, we created a containment
graph. The second column indicates the number of nodes in
the graph, with identical subscriptions being collapsed in a
single node. Columns 3-5 respectively show the number of
nodes that are root, leaf, or both (i.e., isolated nodes) in the

4. Zipf’s law and other power laws appear in a wide range of
disciplines like finance, demography, biology, networks, ... [27]
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graph. A node may be reachable from several roots and by
multiple paths. Column 6 presents the average shortest (117)
and longest (1) paths from some root to each node, as well
as the maximum path length. Column 7 gives the average
and maximum number of children at each node (excluding
leaves), while Column 8 provides the same statistics for
parents of each node (excluding roots). Columns 9, 10, and 11
respectively list the number of identical subscriptions in the
workloads, the number of predicates in the subscriptions, and
the number of equality predicates. Finally, the last column
specifies the percentage of matching subscriptions for each
of the considered workloads, averaged over a set of 1,000
publications.

4.1.2 Reducing the Number of Tests

We first study the number of calls to the ENC-MATCH
encrypted matching function. We express this value as a
“tests ratio” over the number of subscriptions. A value of
1 indicates that a call to ENC-MATCH must be performed
for each subscription, as would be the case with a naive
approach consisting in traversing the whole collection of
subscriptions to test each one individually.
We evaluate the following algorithms:

CB Containment-based strategy (baseline).

PF Prefiltering with complete Bloom filters.

PF-TB  Prefiltering with truncated Bloom filters, using
a = 1 out of k = 3 hash functions.

PF+NM  PF combined with containment-based negative

matching.
PE+NM+PM PF combined with containment-based negative
and positive matching.

We use Bloom filters of 128 bits and 3 hash functions. The
reason for using Bloom filters of this dimension is that, as
results show, this size is sufficient to provide good results for
the considered workloads.

Results are shown in Figure 7 (note the logarithmic
scales). Let us first consider the baseline CB strategy. One can
observe that the most important savings can be obtained
with workloads that have few matches (€100, e80-4x,
e+-4x, and e100-z+, all of which report less than 1% of
matches in Table 3) because many subscriptions can be
discarded early while traversing the containment graph.
With other workloads, the performance of CB still improves
with the number of subscriptions, albeit at a lower rate.
Both PF and PF-TB exhibit almost constant performance
independent of the number of subscriptions. The reason is
that savings depend in these cases only on negative matching
obtained from subscriptions Bloom filters, which do not
have an impact on the matching of other subscriptions as
containment is not exploited. The only noticeable exception
is with e80-z+ and e100-z+ where PF slightly improves.
This is due to the fact that PF collapses identical subscriptions
(which reach up to 1,000 in these workloads) into a single
node in the lists, while PF-TB does not (recall that PF-TB is
designed for containment obfuscation, thus it does not allow
to determine subscriptions equality).

PF is significantly more efficient than PF-TB because
truncation adds false positives. The difference between both
strategies is more important for workloads that report few
matches. It is also worth pointing out that PF-TB it more
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Workload|Nodes|Roots|Leaves| R N L Depth Children Parents Identical Predicates Equality Matches

n- ut max| p max| g max| p max| p minmax| g min max|| p (%)

e100| 89102| 1688 3839 27| 53.04 53.80 192| 1.47 13| 1.44 10/ 1.12 5| 2.20 2 3] 1.00 1 1 0.19

e80| 79786 45| 3504 0| 78.41 298.29 2056| 3.02 75| 2.89 17| 1.25 28 2.00 1 3] 080 0 1 7.48
e80-2x| 99944| 1705 21812 320{ 3.90 27.73 106| 10.64 336 8.46 49| 1.00 2| 3.20 2 5 0.8 0 1 2.78
e80-4x(100000(41315| 78624(32229| 1.61  2.09 9/ 16.52 307| 6.02 63| 1.00 1] 560 4 9/ 080 0 1 0.40
e+-2x| 99980| 1956| 36416 621 3.76 23.68 88| 12.25 573| 7.94 43| 1.00 2| 3.60 2 7 1.21 0 3 2.14
e+-4x|100000|46635| 83596|38793| 1.55  1.93 9/ 17.60 344 5.41 59| 1.00 1| 599 4 11 1.20 0 3 0.30
e80-z| 63671 31| 2821 0[118.70 309.75 2019| 3.27 76 3.13 18| 1.57 29| 2.00 1 3| 0.80 0 1 7.49
e80-z+| 43059 23| 2453 1| 59.91 205.96 483| 2.92 201| 2.75 19| 2.321015| 2.00 1 3] 080 0 1 8.93
e100-z+| 46125| 1148| 2648| 32| 45.30 54.70 477| 1.57 11| 1.52 11| 2.17 898 2.20 2 3| 1.00 1 1 0.21

TABLE 3: Workload characteristics for 100,000 subscriptions (matches evaluated on 1,000 publications).

Tests ratio

CB —e—

PF-TB 5-

PF —a—

PF+NM ——
PF+NM+PM —¢
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Number of subscriptions
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Fig. 7: Evolution of the number of tests, i.e., calls to the encrypted matching function, with different populations of subscribers

(128-bit Bloom filters and 3 hash functions).

efficient that CB on most of the workloads up to large
populations of subscriptions. This is notably the case of
workloads with shallow containment graphs (e80-4x and
e+-4x, with average node depth lower than 2).

Finally, the PF+NM and PF+NM+PM strategies perform best
in all our experiments. They combine the benefits of PF
and CB: like the former, they perform already well with
few subscriptions; like the latter, they can take advantage
of the large number of containment relationships available
with many subscriptions. Unsurprisingly, positive matching
is helpful with workloads that exhibit sufficient matches
(e80, e80-2x, e+-2x, €80~-z, and e80~-z+, which report
between 2% and 9% of matches). Workloads with high depth
and a good proportion of subscriptions with no equality
predicate (80, e80-z, and e80-z+) exhibit an interesting
trend, with performance initially improving and then slightly
degrading as the number of subscription grows. The reason
why PF+NM and PF+NM+PM do not follow the same slope as
CB is that traversal is performed in containment order within
the lists, but not globally in the whole graph. Consider two
subscriptions s and s’ with s J s’ and s containing s’. The
containee s’ may have additional equality predicates and,
therefore, belong to more lists in the prefilter structure than
s. If &' is first encountered as part of a list to which s does
not belong, the containee may be tested before its container
against a publication p. If neither matches p, PF+NM would
still test both subscriptions while CB would only test s as
it strictly follows the global containment graphs. Note that
despite the difference in slopes, CB does not catch up PF+NM
nor PF+NM+PM in any of our workloads up for to 100,000
subscriptions, and the gains of the latter are in most cases
close to one order of magnitude.

4.1.3 Improving Filtering Time: Complete Implementation

We present in this section the performance of privacy-
preserving filtering on a complete implementation. The
matching engine used is ASPE [6]. The goal is to verify how
the reduction in calls to the ENC-MATCH function affects
the actual filtering time. To that end, we have executed the
same experiment as in Figure 7 using a single-threaded C++
implementation of our algorithms running on a dual 8-core
2.4 GHz Xeon with 64 GB RAM. Figure 8 reports the average
time necessary to filter a publication with all considered
workloads and algorithm variants, with the addition of
a “naive” strategy that simply iterates through the set of
subscriptions and tests them one by one using ASPE.

The gains expected from our evaluation of the tests ratio
are mirrored in most of the graphs. While the behavior
of the algorithms is consistent with results of Figure 7,
PF+NM and PF+NM+PM strategies do not scale as well as
anticipated on some workloads, notably when the average
depth of nodes is high and many subscriptions have no
equality predicate (¢80, e80~-z, and e80~z+). This can be
explained by memory management and cache effects on
our hardware, as well as the prohibitive size of the last list
in the prefilter structure. More precisely, even though the
ENC-MATCH function may not be actually called, the whole
list must still be traversed; in contrast, exploration of the
containment graph can be interrupted early. Despite these
implementation artifacts, performance results clearly show
that prefiltering provides a significant time reduction of the
matching operation.
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Fig. 8: Filtering performance using ASPE with different populations of subscribers (n =128-bit Bloom filters and k£ =3 hash

functions).
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Fig. 9: General containment obfuscation and prefiltering effi-
ciency tradeoffs, using a = 10, v = 100, ¢c1 = c2 = 3, ¢, = 5.

4.2 Performance/Confidentiality Tradeoffs

We now use Theorems 1 and 2 to study the fundamental
tradeoffs between the efficiency and the containment confi-
dentiality of prefiltering using truncation for containment
obfuscation. We first consider as an example the uniform
domain with a = 10 attributes and v = 100 values per
attribute. We further assume that all the subscriptions contain
¢y = ¢y = 3 equality constraints, that all the publications
contain ¢, = 5 values, and that a set with k¥ = 5 hash
functions is used. Figure 9(a) shows how P, and Pt pos
vary with the Bloom filter size. For both P, and P p.s, the
five curves correspond to o € {1,2,3,4,5}, where « is the
number of hash functions randomly selected out of k. It can
be observed that P, converges to 1 as the Bloom filter size
increases. This can be explained by the fact that when Bloom
filters are large, the probability that a pair of subscriptions

that do not cover each other generates two Bloom filters such
that one is included in the other approaches zero. We also
notice that P, converges much slower to 1 with small values
of c. This indicates that using truncation used in conjunction
with Bloom filters of reasonable size is an efficient strategy
to decrease containment information leakage.

Figure 9(a) also shows that Pt s decreases as n and k
increase. Figure 9(b) uses the same domain as Figure 9(a),
except that it shows how P, and P} ;s vary with k with
Bloom filters of 128 bits. It should be clear from both figures
that in order to minimize the amount of information to an
attacker, we can choose a small Bloom filter and select one
hash function randomly out of a very large set. We can show
from (2) and Theorem 1 that

klim P,

L Pr[B,(s1) € Ba(s2) | s1 C s9]
= (Pr[sl = B Ba(s1) € Ba(s2) )
- . Pr[Ba(s1) C Ba(s2) | 51 E s2]
e Sl T B (o) € Bl

= Pr[s; C sq].

4)

With a very large value of k, there is no containment
information leaked to an attacker who knows the domain
probability space. However, since all the hash functions
must be encoded in the Bloom filters for publications, the
publications Bloom filters then have all their bits set to one.
The probability of false positive then approaches 1 and
prefiltering becomes useless. We illustrate these baselines
in Figure 9(b), where F ;,,s approaches 1 and P, approaches
Prs; C s5] ~ 8.3 1079 as k increases.

Figure 10(a) further illustrates the tradeoffs. In Fig-
ure 10(a), we choose k such that the false positive rate is
always 3% (P;_pos & 0.03). We study how it affects P, as «
and the Bloom filter size vary. The observation is that for a
fixed false positive rate, the containment confidentiality of
the prefiltering is essentially fixed no matter how we vary
the size of the Bloom filters and the cardinality of the hash
functions set. One observation that can be drawn from this
is that for complexity reasons we should set the Bloom filter
size as small as we can get away with (for very small Bloom
filters it is not possible to set the probability of false positive
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Fig. 10: Containment obfuscation and prefiltering efficiency
tradeoffs, using a = 10, v = 100 and k = 5.

low enough). Typically, Bloom filters of size 64 or 128 are
more than sufficient. Figure 10(a) also shows that the best
tradeoff is reached when randomly selecting only o = 1 hash
function from the set. We mention that for some values of ¢;
and c; we obtained a slightly better tradeoff for o = 2 than
for a = 1, but we believe that the small gain, the increased
complexity (much larger k) and infrequent occurrence do
not really justify considering o« > 1. Despite the observed
tradeoffs, the truncating strategy is a valuable mechanism.
For instance, it can be observed from Figure 10(a) that for a
3% false positive rate, which is excellent, P, is approximately
1-107°. This makes it challenging for an attacker to build an
accurate containment graph and run statistical attacks using
a set of encrypted subscriptions.

Figure 10(b) shows that the confidentiality of the pre-
filtering scheme increases dramatically when the number of
equality constraints per subscription increases, but decreases
slightly if an attacker tries to gain information by comparing
a subscription with a small number of constraints with
a second subscription with a large number of equality
constraints. In Figure 10(c) we again choose k such that the
false positive rate is always 3% (I _pos = 0.03). It shows that
the performance/confidentiality tradeoff is better when the
number of subscription equality constraints approaches the
number of publication values. Of course, in practical systems,
subscribers do not necessarily generate subscriptions with
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a fixed number of equality attributes nor do publishers
generate publications with a fixed number of values. When
this occurs, the performance/confidentiality tradeoff must
be approximated based on an estimation of the system
workload.

1;\ P, uniform exact —e—
1 0-2 P, Zipf experimental
R L 3
1 0-3 o
: >
* 107 '//' e
s / p » " ?
10° &7 5 P55 uniform-exact
Pt pos Zipf experimental —e—
0-6
64 128 256 512 768 1024

Filter size (n bits)

Fig. 11: Comparison of P, and P p, for uniform and non-
uniform domains. Numerical simulations using a = 10, v = 100,
cio=c2=3,¢p,=5k=5and a=1

Finally, since real-world publication and subscription
domains are rarely uniform, we also test our prefiltering
scheme on a nonuniform domain. We use Zipf’s law with
exponential parameter 0, ie., Pr[X = z] = w for
xz = {1,2,3,...}. We consider that the domain attributes
follow Zipf’s law; likewise, we assume that the possible val-
ues for each attribute also follow Zipf’s law. We use a = 10,
v = 100, 5 values per publication, 3 equality constraints per
subscription, k = 5 and o = 1. Non-uniform distributions
like Zipf’s law are harder to handle mathematically, thus we
compute P, and P ;s using numerical simulations. The
results are shown in Figure 11. It can be observed that
P, is slightly higher when the domain follows Zipf’s law,
which is not surprising since the domain entropy is lower
and the probability that the subscriptions share common
values increases. It _pos is almost equal for small Bloom filters.
This example provides evidence that our prefiltering scheme
can be made secure and efficient with nonuniform real-life
practical workloads.

5 RELATED WORK

Our prefiltering operator usability relates with encrypted
matching schemes in the context of privacy-preserving content-
based publish/subscribe. Several such techniques have been
described in the literature. We already presented ASPE [6]
in our introduction. ASPE is adapted from secure kNN
queries [7] used on databases, and only supports containment
determination when encrypted subscriptions are augmented
with additional reference vectors. C-CBPS [8] is another
encrypted matching scheme. It proposes several distinct al-
gorithms depending on the type of constraints and attributes.
Most of these algorithms partition the attributes domain to
build an approximation dictionary used as a set of reference
points in the encryption process (the method can result in
false positives). This shares similarities with the extension of
prefiltering to range queries that we present in Appendix D.
Containment evaluation can be supported by embedding
extra information into the subscriptions, which adds a high
overhead. The method described by Nabeel ef al. [10] defines
a matching scheme based on the public-key homomorphic
Paillier cryptosystem. In order to support containment, the
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scheme also requires additional encrypted values to be
added to the subscriptions. The encrypted matching scheme
in [9] is a commutative multiple encryption scheme, that
uses the Pohlig-Hellman cryptosystem. It does not consider
ranges nor coverage for subscriptions, and therefore does
not support containment. In [12], Li et al. propose to sup-
port encrypted matching by transforming interval-matching
into prefix-matching. The scheme then leverages prefix-
preserving encryption, such that prefix matching can be
performed on the encrypted subscriptions. The mechanism
does not support containment. It presents an interesting
approach but its security level is unclear according to [8].
Finally, in [11], Ion et al. present an encryption scheme that
uses an attribute-based encryption approach, combined with
an El Gamal-based searchable data encryption scheme for
subscriptions. The scheme does not support containment,
but was successfully leveraged for confidentiality-preserving
filtering in the context of an e-Health application [28].

In [18], the authors use a two-step process for private
record linkage. In a first preprocessing step, anonymized
data sets quickly match or discard a large fraction of record
pairs. This decreases the need of a costly secure multi-
party computation protocol. Several performance/anonymity
tradoffs are explored. The two-step process uses different
techniques in a different context, but the main objective is
the same as ours: improve performance without leaking
information.

Our prefiltering technique makes use of Bloom filters.
This data structure is also used in other work relating to
confidentiality or security purposes in distributed systems.
Kerschbaum [29] use Bloom filters to protect supply chains
information against, for instance, malicious suppliers coun-
terfeiting products. Shikfa et al. [30] use counting Bloom
filters to securely compute a weighted matching ratio in a
broker-based scenario. Perl et al. [31] use Bloom filters for
a form of prefiltering of DNA search using homomorphic
encryptions. They use pollution to obfuscate the filters, which
is complementary to the pruning approach we use in this
article. Goh [32] also use Bloom filter pollution in the context
of a secure indexing technique allowing word searches
over a collection of encrypted documents. Bellovin and
Cheswick [33] briefly mention that randomizing the inputs
could be beneficial for using Bloom filters for encrypted
search, but they did not develop the idea further. Kuzu et
al. [34] perform a cryptanalysis on Bloom filters used in
private record linkage applications. This applies to keywords
n-grams which are encoded in Bloom filters. Their work
shares some characteristics with ours. Their Bloom filters are
not encrypted, and they make similar assumptions on the
information available to attackers (domain probability space
and number of hash functions). Readers interested in other
general uses of Bloom filters in distributed systems may refer
to the survey [35]. In particular, Bloom filters have been used
in content-based pub/sub for speeding up non-encrypted
matching in [36].

6 CONCLUSION

Content-based routing middleware provides multiple advan-
tages in terms of flexibility, scalability, and simplicity for the
development of distributed applications. A major obstacle to
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the wider adoption of these techniques is their confidentiality:
messages, individual subscriptions, and containment rela-
tionships among a set of subscriptions may reveal important
information about a user or group of users. While encrypted
routing hides the content of messages and subscriptions, it
requires costly encrypted processing algorithms that make
the filtering operation computationally prohibitive for high-
throughput systems.

Prefiltering, and when available containment relation-
ships between subscriptions, allow us to greatly reduce the
performance gap between non-encrypted and encrypted
filtering. By adding Bloom filters that encode publication
values and subscription equality constraints, we can discard
a large fraction of subscriptions before reaching the costly
encrypted filtering operation. Evaluations confirmed that our
mechanisms reduce the number of such costly operations
required to filter an incoming publication by approximately
one order of magnitude. Furthermore, when selecting a
subset of the hash functions for encoding subscription
equality constraints in the Bloom filters, we showed that it is
still possible to prefilter a large fraction of the subscriptions
while leaking very little containment information to potential
attackers.

Several extensions of this work are possible. In Appendix
D, we discuss how Bloom filters could be used to prefilter
inequality constraints. We also believe that our results and
techniques can be applied to many other problems in dis-
tributed systems where set inclusions are represented using
a compact structure such as Bloom filters, and where confi-
dentiality requirements are stringent. One such application
is encrypted distributed databases [37], [38]. The rigorous
mathematical analysis presented in this article could also be
applied to other problems that were presented empirically,
for instance the filter obfuscation technique presented by
Perl et al. [31].
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APPENDIX A
OTHER ATTACKS

-9

8.410 : w ‘ ‘ o=l ——
8.310° 1 o=
3107 ¢ =3 —8—

| 9/9———65——W* o=4 —6—
8.210° // 1 Pris; syl
8.1.10° /
8.0-10°

64128 256 512 768 1024

Filter size (n bits)

Fig. 12: P,, for Bloom filters of varying size (c1 = ¢z = 3).

In section 3, we studied how subscription containment
information could be derived from Bloom filter contain-
ment. An attacker can also try to derive containment rela-
tionships based on mismatched Bloom filters, i.e., Bloom
filters B,(s1) and By(s2) such that B,(s1) € Ba(s2)
and B,(s2) € Ba(s1). Let us consider the probability
P, 2 Prs; C sy | Ba(s1) € Ba(s2)] which from Bayes’
law can be rewritten as
Pr[s; C sg] - Pr[Ba(s1) €

Pr[Ba(s1) € Ba(s2)]
Pr[s; C s9] - (1 — Pr[Ba(s1) C Ba(s2) | s1 E s2])
1= Pt[Ba(s1) C Bals) '

Po =

Ba(s2) | 51 E s2]

©)

P, can be evaluated using the formulas derived earlier in
this section. It should be clear that P, = 0 and that P, > 0
for a < k, so at first sight randomly choosing some of the
hash functions appears to provide more information to a
potential attacker than selecting all the hash functions. This
is misleading, since P, essentially increases from zero to
Pr[s1 C sg], providing no more information to an attacker
than from random subscriptions. This is a welcome tradeoff
considering how our hashing strategy decreases the amount
of information leaked from contained subscriptions. An
example comparing P, and Pr[s; C so] is displayed in
Figure 12.

Finally, although it is unclear what could be done
with such information, an attacker could try to derive
“noncontainment” attributes about pairs of encrypted sub-
scriptions. In that case, the probability of interest is
Prs1 Z s3 | Ba(s1) € Ba(s2)] which with Bayes” law and
a little work can be rewritten as

Pr[s; I s2 | Ba(s1) € Ba(s2)]
~ Prfsi £ 52] r[B

Pr[Ba(s

(81) B (52) | S1 |: 82]
1) € Ba(s2)]

(6)

Interestingly, Pr[s; Z s2 | Ba(s1) € Bo(s2)] = 1 with a =
k and smaller than 1 when a < k. This means that when
a < k, the attacker cannot even conclude with certainty that
two subscriptions are not included into each other.

APPENDIX B
PROOFS FROM SECTION 3

We present in this appendix the proofs of Lemmas 1, 3 and 5
presented in Section 3.

B.1 Proof of Lemma 1

Proof: There are (C“l) ways to choose c; attributes and
v possible values for each attribute, thus the number of ways
to choose the values for Subscription s; is given by

@)

We now fix Subscription s, and count, among the possible
ways to assign the values for s;, how many of them have
exactly v common values with s,. First, the number ways
to select the attributes containing the values in s; which are
also common to s, is given by

()

The ¢; — -y values of s; that must not be in s5 fall in one
of the following two categories: either they are associated
with an attribute that is also present in s, (but must take a
different value) or they are from an attribute not present in
s9. Let § be the number of values of s; that fall in the first
category. Since there are c; — v attributes to choose from,
each with v — 1 allowed values, the number of ways to assign
0 values of s; in the first category is

C2—7
(25 >(v—1)6.

With v common values and § different values in the first
category, there are ¢; — § — y values of s; that must be put
in the second category. Since there are a — ¢y attributes to
choose from, and since all v values per attribute are allowed,
the number of ways to assign ¢; —y — § values in the second

category is
a=Cc ) ea-y-3
CL— 7Y — 5

From (8)-(10) and the fact that § can vary between 0 and
— 7, the number of ways to assign values to s; with

common values with ss is
) |- a—=c2
. v— 1)1
) Z |00 e
(11)
The probability that s; and s, have exactly v common values
follow from (11) and (7). |

®)

©)

(10)
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B.2 Proof of Lemma 3

Proof: We first explain why we must consider all
the partitions A F IntPart(g,y, Ommn, ) (we recall that
IntPart(g, 7, mmn, @) is the set of all integer partitions of
g into exactly v parts with the additional constraint that
the size of each part is at least amin and at most «). The
g good hashes must be chosen among the hash functions of
the v common values between s; and ss, thus we consider
the partitions of g into exactly « parts. Since there are o
hashes per attribute value, each gvart of the partitions is at
most «. Furthermore, when o > 5, itis not possible that the
hashes chosen by s; and s for a common value are mutually
exclusive. More precisely, the number of good hashes per
common value is at least amin = max(0,2a — k), which
explains why the size of each part in the partitions is at
least amin. The reason to consider all such partitions is that

they have different probabilities of occurrence when o > 1.

For instance, selecting two good hashes for one common
value between subscriptions s; and sz does not have the
same probability as selecting one good hash for two different
common values.

Consider a fixed partition A F IntPart(g, v, Qtmin, @) using
the frequency representation

(aminpami“ O‘minﬂ—lpw'"i“Jrl o Oépa)v

meaning that the value «; appears p,, times in A. The
number of ways to assign the number of good hashes for each
common value for our fixed A corresponds to the number
of different permutations of v objects, where there are p,,

indistinguishable objects of type «; for amint1 < a; < a.

This is given by the multinomial coefficient

ol
pamjn7pamm+1, e
(12)

We now fix the number of good hashes for each attribute

2 ik
7pa pamin!.p(¥7nin+1!""

and calculate the probability of occurrence of this assignment.

The probability of having 5 good hashes (and o — 3 lucky
hashes) for a common value between both subscriptions is
given by

(5)(625)
(o)

and it follows that the probability of having g good hashes for
a given number of good hashes per common value is given

by

(13)

(14)

B=0tmin

From (13) and (14), the probability of having g good hashes

for a fixed partition A is
a a\ (k—a\ P8
Y (ﬁ) (a—/j)
e e 15
(paminap()émm,+1 ’ .. '7p(l> B:gmin |: (2) ( )

and by considering all partitions A F IntPart(g, ¥, Gmin, @)
we can conclude that

y
Prg,9] = > ( )
good AFIntPart(g,7,min, ) Pomins Pamint1s ++ s Pa
«@ (oz) (kfa) ps (16)
11 {6;—6} .
B=Cmin (a)
1

B.3 Proof of Lemma5

Proof: The probability that a Bloom filter of size n with
c constraints and o hash functions per constraint has exactly

¢ nonzero bits is
(-t}
AV WA S (17)

nCOé

where {}} stands for the Stirling numbers of the second
kind [25]. More precisely, there are ('}) distinct Bloom filters

with i nonzero bits, each occurring with probability

N cx
A5 (18)
nCOt

We prove the lemma with two subscriptions s; and ss.
We remove the bits of B, (s1) obtained from the good hashes
between s; and s, and only consider the h; lucky hashes that
need to be randomly covered by the hy hashes of s3. Let
B! (s1) be the Bloom filter of s; with only the h; lucky hash

functions.

h2

ph-Y 3

i=1 B! (s2) with i nonzero bits
-Pr[B,(s1) C By (s2)]
and from (17) and (18) it follows that

e M} 00 {5 ) <;‘->]
)

Pr[By,(s2)] (19)

P =
luclfy[h17 h2] ‘

APPENDIX C
ADDITIONAL EVALUATIONS: TUNING BLooM FiL-
TERS

We study in this section the influence of Bloom filter parame-
ters on the efficiency of the prefiltering variants. This Section
complements the evaluation presented in Section 4.1.2 of the
main part of the paper, where we use a fixed setup of Bloom
filters of 128 bits and 3 hash functions.

Figure 13 shows the tests ratios as function of the size
of the Bloom filters (top) and the number of hash functions
(bottom).
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Fig. 13: Evolution of the number of tests when varying the size of the Bloom filters (top, using k¥ =3 hash functions) and the
number of hash functions (bottom, using n =128-bit Bloom filters).

A first observation is that the default values we have
chosen (128-bit Bloom filters and 3 hash functions) perform
well with all workloads and most algorithm variants. The
benefits one can expect from larger Bloom filters and more
hash functions are not significant, although for workloads
with more attributes and equality predicates one should
likely increase the size of the Bloom filters.

PF-TB is the exception: its efficiency continues to increase
with larger Bloom filters, reaching almost the performance
of PF with 2,048 bits. This shows that the higher rate of false
positives resulting from truncation can be compensated by
properly dimensioning the Bloom filters. Conversely, with
more hash functions, the performance of PF-TB degrades
faster than the performance of PF because the number of
bits in the Bloom filters of the subscriptions does not change
(only one hash function is used), while the Bloom filters of
the publications become more densely populated, yielding
additional false positives.

APPENDIX D
EXTENSION: PREFILTERING INEQUALITIES

In addition to the filtering of equality constraints, it would
also be interesting to prefilter inequality constraints effi-
ciently. We present an extension that is a first step in this
direction. One way to achieve this is to adapt a technique
using reference points for searching in dictionaries. Raiciu ef
al. [8] present an application to publish/subscribe systems
of such a technique. The idea is to partition the domains
in smaller intervals, and to use the boundaries of these
intervals in inequality Bloom filters to approximate inequality

constraints. An example is given by Figure 14. In this
example, the domain V' = {1,2,...,100} is partitioned into
five intervals, each containing 20 values. If a subscription
contains the constraint v > 25, the closest interval boundary
covering the inequality, in this case > 20, will be encoded in
its inequality Bloom filter. Each incoming publication must
encode all the interval boundaries covering its values. In the
figure, the publication is v = 30. The interval bounds > 1,
> 20, <100, < 80, < 60 and < 40 thus must all be encoded
in its inequality Bloom filter. The inequality Bloom filters
of subscriptions and publications can then be compared
exactly like the Bloom filters for equality constraints. This
can provide a second prefiltering stage executed after the
prefiltering on equality constraints. It should be noted
that failure to encode all the covering interval bounds in
publications may lead to false negatives. Interestingly, the
truncation containment obfuscation technique discussed in
Section 3 can also be applied to the inequality Bloom filters.

One additional drawback of prefiltering inequalities is
the amount of leaked information from the Bloom filters.
The analysis of containment information leaked from the
subscriptions inequality filters is similar to the analysis done
for equality constraints, with two differences: on the one
hand, the size of the subscription domain is reduced to twice
the number of interval boundaries, but on the other hand
those boundaries do not correspond to the exact inequalities.
Unfortunately, the size of the publication domain is also
reduced to the number of interval boundaries, which can be
very small.

We simulated inequality prefiltering with uniform pub-
lication and subscription domains of a = 10 attributes and
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. Initial domain (100 values) :
O 1...100 | :

Approximated domain (10 values) :
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Fig. 14: Inequality prefiltering pre-mapping mechanism.
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Fig. 15: Probability of false positives for inequality prefiltering as
the size of the Bloom filters and the number of domain intervals
vary, using a = 10, v =100, ¢c1 =3,¢p =5, k=5and a = 1.

v = 100 values per attribute, ¢; = 3 inequality constraints
per subscription, ¢, = 5 attributes per publication, and one
hash function randomly chosen out of 5 for the subscriptions
Bloom filters. The results are in Figure 15 for {5, 10, 20} equal-
size domain partitions. For a Bloom filter of 256 bits and 5
domain intervals, we can prefilter more than 50% of the non-
matching publications. Unsurprisingly, the performance is
significantly worse than for equality constraints. This is due
to the difference between the real constraints and the interval
boundaries, but more importantly to the large number of
values that must be encoded in the publications Bloom filters.



