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Abstract. We present NetSheriff — a system to automatically isolate
faulty switches in Software-Defined Networks. To pinpoint the devices
responsible for network misbehaviors, NetSheriff performs a differen-
tial analysis between expected paths of packets (obtained from a formal
model of the network forwarding specification) and the corresponding ob-
served paths taken by flows (obtained through network monitoring). We
have built a prototype of NetSheriff supporting both OpenFlow and P4
Programmable devices and evaluated it on different network topologies,
simulating real traffic behavior following recent data center studies. Our
results show that NetSheriff is able to accurately identify the switch(es)
responsible for different types of errors.

1 Introduction

The Software-Defined Networking (SDN) paradigm has emerged as an appealing
and powerful approach for simplified network management [23}28] and trou-
bleshooting [11,|16], by allowing a logically centralized view of the network,
through which network operators can apply fine-grained routing policies to net-
work traffic. It provides a clear separation between the data plane, a collection
of switches in charge of forwarding packets, and the control plane, which de-
fines the actual network behavior by installing routing rules specifying how the
packet-handling is performed at each switch. The controller entity communi-
cates these rules using a standard API such as OpenFlow [24]. Recent advances
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in programmable switching hardware also allow programming custom forwarding
behavior and monitoring algorithms via a high-level language such as P4 [6].

The well-defined architecture of SDN along with a clear-cut semantics of the
control protocol offers new capabilities for automatic testing and verification
of different layers of the SDN stack [12]. A large body of recent work in SDN
has been devoted to the development of such tools [1}[7,/10,|15H17} 25} 26}[29].
Despite these advances, debugging SDNs still remains a daunting task. In fact,
errors such as forwarding loops, black holes, suboptimal routing, and access
control violations can potentially stem from firmware and hardware bugs in
the equipment [14}/30] that prevent the forwarding devices from operating as
expected. The root causes of these errors are not easily identifiable [13}21].
Verification tools are not adequate for this type of situations, because they are
based on high-level models, derived from static configuration analysis, and rely
on predictable models of the network to detect problems. Due to their non-
deterministic nature, errors caused by hardware faults can only be detected at
runtime. To help network operators identify misbehaving devices, tools such as
OFRewind [29], ndb [10] and EverFlow [33] typically resort to instrumentation,
event logging, and replay mechanisms. However, inspecting the event trace in
order to isolate the faulty component(s) is usually time-consuming |[8}26].

In this paper, we propose NetSheriff, a system that combines features from
both verification and debugging tools to automatically isolate faulty switches
in SDNs. NetSheriff achieves its goal by comparing the expected path of a flow
(computed statically) against the actual route followed in the network (cap-
tured dynamically). Concretely, NetSheriff leverages its knowledge of the network
model and exploits the forwarding rules issued by the controller to compute the
path expected to be followed by the packets as they traverse the network. Then,
at runtime, NetSheriff records the actual sequence of switches a packet traverses
and performs an analysis between the expected and the observed paths to check
whether they match. If a mismatch is detected, NetSheriff searches for the loca-
tion where the two paths began to diverge and reports the faulty components
responsible for the error. Since issues are characterized by peculiar differences
between the expected and observed paths, NetSheriff is also able to indicate the
nature of the error (e.g., suboptimal routing or black hole). This helps network
operators diagnose and fix problems in a more timely manner. We evaluated our
prototype of NetSheriff on networks with different topologies and facing different
bugs. The results of our experiments show that NetSheriff is able to accurately
and efficiently identify faulty switches.

NetSheriff is built upon existing tools and systems, namely VeriFlow [16],
NetSight [11], VeriDP [32], and MAFIA |[20]. Each of these systems have limi-
tations when used in isolation. VeriFlow cannot detect run-time errors; NetSight
and MAFIA can extract debug information from the switches but leave up to the
network administrator the work of analyzing the logs to detect the root cause of
a bug; VeriDP can only detect a limited number of bugs. The main contribution
of our work is to show that, by combining these tools, it is possible to create
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a system that detects bugs in a more efficient and comprehensive manner than
with previous work.

2 Related Work

Over the past few years a number of solutions have been proposed to improve
the reliability of Software Defined Networks. In this section, we overview some
of the prior efforts on this topic that are most related to our work.

An important line of research is represented by approaches whose goal is to
capture and replay sequences of events in order to reproduce an issue. Interesting
systems that follow in this category are NetSight [11], OFRewind [29], STS [26]
and EverFlow [33]. OFRewind is a debugging tool that allows the record and
replay of packets flowing in the network. A network operator can then repro-
duce the bug multiple times in an attempt to isolate the root cause. NetSight
records the packet histories and offers an interactive debugger (ndb [10]) that
eases the navigation through different states of the network in order to help net-
work operators identify which sequences of events cause the incorrect behavior.
Note that both NetSight and OFRewind offer the means to inspect a sequence of
packets that lead to a failure, but do not provide any clue about the switch(es)
that actually caused the error. As a consequence, network operators still have
to progressively inspect these sequences in order to isolate the problem. Ever-
Flow permits fine-grained recording of specific packets by marking them with a
“debug” flag. EverFlow is then able to inject the recorded packet as an exact
copy of the original and trace its behavior in the network. Although the gran-
ularity of the recording allows for precise identification of errors, operators still
need to detect the issues before being able to trace the behavior of the probe
in the network. STS [26], on the contrary, aims at reducing the effort spent on
troubleshooting SDN control software by automatically eliminating from buggy
traces the events that are not related to the error. This curated trace, denoted
minimal causal sequence, contains the smallest amount of events responsible for
triggering the bug. STS is, however, unable to detect errors outside the control
software (for instance, hardware problems in switches).

Several tools focus on verifying the correctness of Software Defined Net-
works [3,[7]. Some follow a static approach, usually prior to deployment, per-
forming either symbolic execution of controller and switch implementations or
thorough testing against a model of the network. For instance, NICE [7] com-
bines model checking and symbolic execution to automatically discover errors in
SDN controller programs, by generating a sequence of carefully crafted packets
that triggers the flaw. VeriCon [3] verifies SDN programs at compilation time,
validating their correctness not only for any admissible topology but also for all
possible sequences of network events. VeriCon has the advantage of guarantee-
ing that a given SDN program is indeed free of errors. In turn, SOFT [17] is
a tool designed to find bugs in OpenFlow implementations or interoperability
problems among switches from different vendors. VeriFlow [16] is a real-time
approach that intercepts commands issued by the controller and certifies, by
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building a static model of the forwarding policy, whether the forwarding rules
installed do not violate network invariants. VeriFlow is able to detect flawed
configurations in real-time but its outcome only highlights issues intrinsic to the
policies, as it does not take into account the actual switch runtime behavior.

Conversely to static tools, systems that employ a dynamic approach perform
verification of the forwarding behavior of the network at runtime. ATPG [30]
frequently generates probe packets that verify reachability policies and perfor-
mance health in the data plane, however, it does not check the trajectory of
probes. In contrast, SDN Traceroute [1] is a tool to collect information about
the path taken by probes forged with specific header fields that mimick real data
packets in the network. However, it does not provide automatic checking for the
whole network model, thus not relieving the user from the burden of checking
the correctness of the network configuration. Monocle [25] takes similar concepts
a step forward and aims at verifying whether the switch actions over the packets
are consistent with the ones intended by the set of rules installed. It does so by
periodically generating probes whose goal is to test the appropriate matching of
all rules installed in each switch. However, the probes may be treated differently
from real packets. PathletTracer |31] and CherryPick [27], instead, perform tag-
ging of switch identifiers directly in the packets to be able to reconstruct their
paths. However, they do not perform any verification that packets actually re-
spect the routing policy specified from the controller. VeriDP [32] checks if the
routing policies are being applied by having the switches tag packets with their
identifier (and input/output port) as they flow. The path a packet takes is di-
rectly encoded in its header by means of a Bloom filter updated at each hop.
When the packet leaves the network, a report is sent to a centralized collector
which then verifies the path. However, it may suffer limitations in the presence of
a switch hardware fault which prevents a packet from completing the processing
pipeline. In this case, the report for the packet may never be generated and the
problem might remain indefinitely in the network.

3 Motivation and Fault Scenarios

To motivate our work, we illustrate how hardware and/or software faults can
cause forwarding errors in current networks. These bugs are common reasons for
network failures according to a survey of network operators [30].

Inconsistent routing. Due to limited hardware resources (and in particular
memory), modern SDN switches typically split forwarding tables between hard-
ware and software [14]. While hardware innovations will eventually enable larger
memory capacity, there still exists a fundamental trade-off between the size
of the rules table, power consumption, and costs. A hybrid hardware-software
implementation of forwarding tables requires, however, the usage of rule evic-
tion policies which may fail to respect dependencies among multiple forwarding
rules [14]. Furthermore, some implementations lack features such as rule priority
ordering [19}/32]. All of these issues may cause a switch to handle a packet us-
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ing an incorrect forwarding rule, thus causing a mismatch between the routing
policy known by the controller and its actual execution in the network.

Connectivity loss. The process of reliably updating the network data plane
is challenging in SDN [1§]. Switches might fail in correctly installing or updat-
ing forwarding rules |25], causing a mismatch between the routing behavior and
the controller’s policy. This issue typically stems from an incorrect execution of
the acknowledgment protocol between the switch and the controller [19}32]. An
overloaded switch might even indefinitely delay the execution of controller com-
mands [9]. These problems could inevitable cause packet losses or reachability
issues, hence degrading performance and the overall quality of service.

4 NetSheriff

NetSheriff is a system that automatically detects incorrect traffic paths and
pinpoints the network devices responsible for the network misconfiguration.
NetSheriff relies on features from model checking to compute the expected path
of a packet, as well as tracing mechanisms to efficiently obtain the respective
observed path. NetSheriff supports two different tracing mechanisms. The first,
only requiring standard SDN switches, is based on an extension of NetSight [11]
and relies on the online generation of postcards. The second is designed to work
with programmable switches and uses the MAFIA [20] interface to implement a
robust P4-based variant of VeriDP [32]. While the first implementation is more
general, the second is able to trace paths more efficiently.

NetSheriff comprises four components: (1) the seer, (2) the instrumenter
proxies, (3) the collector, and (4) the checker. These components, depicted in
Figure [1} are described in the following paragraphs.

Seer. The seer component in NetSheriff is responsible for computing in real-
time the expected path of a packet. The seer is built upon VeriFlow [16], which
models the network’s behavior as a set of forwarding graphs. A forwarding graph
is a representation of how packets belonging to the same equivalence class should
traverse the network. Any two packets pl and p2 are said to belong the same
equivalence class (EC) if and only if, for any network device R, the forwarding
action at R is identical for pl and p2. Forwarding graphs indicate, therefore, how
the traffic is expected to flow across the network. Vertices in a forwarding graph
represent switches, while edges model network links and indicate forwarding
decisions between pairs of switches. To maintain the network model consistent,
VeriFlow intercepts OpenFlow messages exchanged between the controller and
the switches and updates forwarding graphs according to the newly installed
rules. Results are then reported to the NetSheriff checker, which will store them
to perform the differential analysis between expected and observed packet flows.

Instrumenter. After being processed by the seer, OpenFlow messages are then
intercepted by the instrumenter. The role of the instrumenter is to setup actions
in the switches that allow NetSheriff to trace the actual path followed by packets
of a given flow. These actions force switches to create, in certain conditions, a
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postcard for an incoming packet that matches an installed rule. These postcards
are forwarded to the NetSheriff’s collector for analysis. Currently, NetSheriff
supports two different technologies to generate postcards when packets of a tar-
get flow are forwarded by a given switch. The first is based on NetSight
and works with any SDN compliant switch. The second uses the MAFIA [20]
interface and only works with programmable switches.

Collector. The collector component consists of a server (centralized or dis-
tributed) that receives the postcards sent from the switches and reorganizes them
in order to create multiple distinct collections called packet histories . The
collector can run on the same host as the SDN controller, assuming it is capa-
ble to handle the additional load of processing packet histories. A packet history
corresponds to the set of all postcards generated by a packet while traversing the
network. The packet history allows to (1) reconstruct the path taken by a given
packet, and (2) understand which switches performed any header modifications.
The propagation of postcards can be performed in two different modes: in-band
or out-of-band. With the former, postcards share the same network used by nor-
mal traffic and therefore consume part of the available bandwidth; with the latter
postcards are instead routed via dedicated links that connect each switch to the
collector, avoiding bandwidth reservation at the expense of additional hardware
dedicated to this purpose.

Checker. The checker component is responsible for comparing the expected
and observed graphs of packets and signaling unexpected forwarding decisions,
pinpointing the switch that misbehaved. To this end, the checker leverages both
the forwarding graphs generated by the seer and the packet histories assem-
bled by the collector to perform a differential analysis. The differential analysis
consists in projecting the expected path of a packet (given by the forwarding
graph) against its actual path (indicated by the packet history) and in check-
ing for potential divergences. If the projection of the two paths yields a per-
fect match, then the packet was correctly forwarded across the network and
NetSheriff does not report any anomaly. On the other hand, when a mismatch is
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Fig. 2: Differential analysis performed by NetSheriff’s checker.

detected NetSheriff reports the issue indicating the switch where the divergence
occurred. This switch is then deemed as responsible for the fault. As an exam-
ple, consider the scenario in Figure [2| which depicts a network of five switches:
A, B,C, D, and E and assume that a given packet is expected to be routed from
Ato E via A— D — E (Figure ) If the actual trajectory of the packet ends
to be A - D — B — E (Figure k), the checker would be able to notice the
mismatch while performing the differential analysis between the two paths and,
as a result, report an error identifying switch D as the source of the problem.
Depending upon the pattern of the mismatch in the path projection, NetSheriff

is able to report additional information regarding the type of the error, e.g., a
black hole or suboptimal routing. Section 5] further details the algorithm allowing
to infer the type of error according to the projection. NetSheriff can also handle
scenarios where there are multiple correct paths for a given flow (e.g., when
using load balancing); however, in the current implementation, we only assume
that a single correct path exists. An extension to cover the use of multiple paths
is planned for future work.

5 Implementation

We have built NetSheriff’s by leveraging upon the features provided by previous
works: VeriFlow [16], NetSight [11], VeriDP [32], and MAFIA [20]. In par-
ticular, the seer component is built upon VeriFlow, adding the necessary code
to communicate the computed graphs to NetSheriff. One version of the instru-
menter is based on NetSight. The other is a variant of VeriDP [32] that uses
MAFTA [20]@ The NetSheriff collector and checker are built on top of NetSight’s
server. Since both VeriFlow and NetSight have been implemented by introducing
a proxy layer between the SDN controller and the switches, our implementation
follows this approach and connects the two proxies together. Forwarding rules
issued by the controller are thus first intercepted by VeriFlow, which uses them

4 Hybrid setups can also be supported by instrumenting P4 compliant switches using
MAFTA code, whereas the remaining switches would be configured using NetSight.
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to compute the expected graphs that will then be notified to NetSheriff. Then,
the rules are relayed to the instrumenter, that uses NetSight or MAFTA to cre-
ate the actions required to generate postcards. Only the packet headers are sent
to the collector and the payload is stripped. In the current implementation, we
install postcard generation rules to track all flows. Clearly, the system is flexible
to allow fine-grained monitoring of a selection of flows and reducing network
overheads. Postcards generated by switches are sent to the collector which will
perform the differential analysis and identify possible forwarding mismatches. In
the following, we describe the implementation of these steps.

5.1 NetSight-based Instrumentation

The first implementation of the instrumenter is an extension of NetSight’s Flow
Table State Recorder |11] and has the goal of enabling the capture of the in-
formation required to reconstruct the path that packets follow at runtime. To
achieve this, it intercepts forwarding rule modifications sent to the switches and
augments them with two new actions. The first action instructs the switch to
create a postcard for any incoming packet that matches the newly installed rule.
The postcard consists of a copy of the original packet extended to carry addi-
tional information, namely the identity of the switch, an identifier indicating the
version of the switch’s flow table, and the input port and then truncated to the
minimum network packet size. The second action, in turn, instructs the switch
to forward the postcard to the NetSheriff’s collector. In this case, postcards are
created for every packet of the flow being analyzed, and at every switch. The ad-
vantage of this implementation is that it works with any SDN compliant switch,
although with a non-negligible signaling overhead (discussed in the evaluation).

5.2 MAFIA-based Instrumentation

The second implementation of the instrumenter uses the MAFIA [20] interface
to implement a robust variant of VeriDP [32]. This method significantly reduces
the number of postcards generated, but only works with programmable switches.
This implementation requires switches to have the ability to inspect and change
packet fields on the fly, something that is supported by P4 [6] compliant switches.

In this implementation, the instrumenter instructs the ingress switch to sam-
ple packets of the flow. A fraction of these packets are tagged to be processed
by other switches in a horizon that is set to a value from 1 to the maximum
path length (different sampled packets use different horizons). Packets that have
been tagged will be processed by other switches in their path until the horizon
is reached. When the horizon is reached, a postcard is generated and sent to
the collector. This simple mechanism allows to implement a simplified version
of traceroute in the SDN context [1], without requiring much involvement from
the SDN controller and generating way less probing traffic.

In order to setup the action in each switch, we leverage the MAFIA [20]
language, that has been designed to simplify the development of monitoring so-
lutions for SDN networks. MAFTA, that stands for Measurements As Flrst-class



NetSheriff

1 // Code executed at ingress switch
2 flowid = key(ip.src,ip.dest,tcp.src,tcp.dest,ip.proto)
3 // Current horizon values
4 horizons = HashMap(key=flowid, size=1024, type=Counter(width=4));
5 // Perflow horizon values. Configured by the controller
6 horizons_max = HashMap(key=flowid, size=1024, type=Counter(width=4));
7
8 pkts
9 > tag(pkt.mafia.monitor, Ox1)
10 > match(horizons.read() = horizons_max.read()) > horizons.reset()
11 > horizons.set(horizons.read() + 1)
12 > tag(pkt.mafia.horizon, horizons.read()) )
Fig. 3: MAFIA code for ingress switches.
1 // Code executed at all switches (including the ingress)
2 location = key(pkt.input_port, switch.id, pkt.output_port)
3 trajectory = BloomFilter(alg="membership”, nhash=4, key=location, size=16);
4 horizon = Counter(width=4);
5
6  pkts
7 > match(pkt. mafia. monitor— 0x1)
8 >
9 (
10 > trajectory.insert()
11 > tag(pkt.mafia.path_bf, pkt.mafia.path_bf | trajectory.read()))
12 > trajectory.reset() )
13 +
14 (> horizon.set(pkt.mafia.horizon — 1)
15 > tag(pkt.mafia.horizon, horizon.read())
16 > match(pkt.mafia.horizon = 0) >> duplicate(reports) )
17  reports
18 > collect()

Fig. 4: MAFIA code to generate the path Bloom filter.

Artifacts, defines a set of reusable primitive building blocks that can be com-
posed to express measurement tasks in a concise way. MAFIA code associated
with the NetSheriff instrumentation described above is presented in Figures
and [4l It consists of a brief state declaration and the operations to be executed
for each incoming packet. The packets that need to be traced are tagged with
two control fields: a Bloom filter that captures the path followed by the packet
and a horizon field that indicates when a postcard needs to be generated.

Figure |3| depicts the relevant code that runs at the ingress switch. Two
hashmaps indexed by the flow 5-tuple (Lines 4 and 6) are used as persistent
state about the flow horizons. The former will store the latest value used while
the latter will hold its max value as configured by the controller (e.g., the ex-
pected path length). The switch sets the monitor flag to 1 and sets the horizon
counter to a value in the interval [1, path_length]. The current horizon value is
incremented for each packet (Line 11). Each packet is tagged, therefore, with a
different horizon in a round-robin manner.

Figure [d] depicts the relevant code to generate the Bloom filter representation
of the packet’s path. It is executed at all switches, including the ingresses. Persis-
tent state includes a Bloom filter (Line 3) which is constructed on a per-packet
basis and a counter (Line 4) to handle the packet’s horizon. Only packets that
have the monitor flag set to 1 are processed (Line 7), by executing the follow-
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ing sequence of actions: first, the trajectory Bloom filter is computed using the
switch identifier and the current packet’s input and (expected) output port(Line
10); then, its value written back in the packet into the path_bf field (Line 11)
and finally reset (locally). Afterwards, the horizon counter is decremented (Line
14) and, if the horizon has reached the value 0, a postcard is generated (Line
16). Postcards are finally sent to a pre-configured collector (Lines 17-18).

5.3 Postcard Consolidation and Construction of Gp

NetSheriff works by comparing a graph Gg representing its expected path Pg
and the graph Go representing its observed path Po. The observed path is con-
structed by consolidating multiple postcards associated with multiple individual
packets. Consolidation is mandatory in the MAFIA-based version of NetSheriff
because postcards are generated for different packets at different points in the
path (depending on the horizon parameter, as described above). Thus multiple
postcards need to be combined to create a complete observed path. However,
even with the NetSight implementation postcards can be lost in the network and
by consolidating postcards generated by multiple individual packets it is possible
to obtain a more reliable observation of the actual path.

Postcard consolidation is performed by the collector as follows. First, post-
cards produced by the MAFTA instrumentation are unfolded by creating a sep-
arate postcard for every switch included in the Bloom filter, as if an individual
postcard has been sent by each of these switches. This allows to process MAFIA
postcards in the same way as NetSight postcards. Then, postcards associated
with the same packet are grouped. The sets of postcards from the same packet
are then fed to the algorithm that constructs the observed path. The graph Go
representing the observed path Po is constructed as follows. Let v; and v; be
two adjacent vertices of the physical network graph (i.e., they represent switches
that are directly connected to each other). If in the set of consolidated postcards
there is a postcard from v; and one from vj;, such that both postcards belong
to the same packet, then both v;, v;, and the edge between these vertices are
added to Go. This process is performed for all adjacent vertices.

5.4 Differential Analysis

Depending upon the divergences between the expected and the observed paths,
NetSheriff categorizes different forwarding errors. Routing flaws appear as pe-
culiar patterns in the observed graphs when compared to the expected one.
Consider, for a packet of a given EC, a graph Gg representing its expected path
Pg and the graph Go representing its observed path Po. We can distinguish
four macro-situations:

1. Gg = Go: if the expected and observed graphs match, then the packet
traversed the network topology correctly and no error is reported.

2. Gg D Go: if the observed path is a subgraph of the expected, then packets
have been incorrectly dropped at some switch. This typically captures the
existence of a black hole in the network.
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3. Gg C Go: if the expected path is a subgraph of the observed, then a switch
might have forwarded a packet to a switch it was not expected to. This
error may cause an access control violation as packets may reach a protected
network segment and/or network congestion since switch and link resources
may be used by unexpected flows.

4. Gg # Go: if the observed path is not equivalent to the expected, meaning
that they diverge in some vertex, then the packet traversed the network
via switches it was not supposed to use. The packet might however reach
its destination, although not along the path that was defined by the rules
defined by the controller. This may cause suboptimal routing in the network,
possibly affecting its overall performance and efficacy.

6 Evaluation

We evaluated NetSherift’s prototype in terms of its efficacy in identifying faulty
switches and differentiate multiple types of errors. The experiments were per-
formed on an Intel i7-720QM with 8GB RAM DDR3, 250 GB SSD and Ubuntu
14.04, using Mininet [22]. To evaluate NetSheriff’s efficiency in detecting errors,
we randomly injected different faults in switches.

We evaluate the impact of NetSheriff’s instrumentation overhead, i.e., how
long it takes to compute expected paths and configure the switches tables and
actions, in terms of the delay to setup a TCP connection. Finally, we measure
the efficiency at which NetSheriff is able to process packet histories to detect
forwarding errors. Unless otherwise specified, we employ simple linear topolo-
gies for the microbenchmarks since the number of hops in a path is the only
factor affecting the experiments. Different topologies variate features such as
the number of back-up paths or the average network diameter, but NetSheriff
mechanisms are independent of these characteristics.

6.1 Proxy Overhead

When a new path is setup, NetSheriff requires SDN commands to be intercepted
by the seer and by the instrumenter, such that the expected graph is extracted
and the actions to generate postcards are installed at the switches. In the case
of the MAFIA implementation, postcard generation code is embedded in the
P4 MAFTA program loaded on the switch but requires initial state (e.g., flow
horizons) to be set up by the measurement controller. We measure the delay of
performing these steps by establishing a TCP connection between two hosts and
monitoring the TCP handshaking phase. Figure [5| depicts the average overhead
across ten runs (variance negligible) for the various approaches. As it can be seen,
the overhead increases with the number of switches. This happens because, in
the current prototype, the deployment of the required rules at each individual
switch in the path is done sequentially.

Thus, the longer the path, the larger the impact of both a non-instrumented
system and of a system using NetSheriff during routing policy changes (e.g., new
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Fig.5: The impact of NetSight and NetSheriff proxies on TCP handshaking.
Both include VeriFlow’s graph computation times.

flow setup or steering), because both forwarding graph and switch configuration
need to be updated. Note that even in a system without instrumentation, the
setup of a path also grows proportionally with the number of hops. In the figure,
it is possible to see that the NetSight implementation is slower than the MAFIA
implementation, because with NetSight the postcard generation actions are gen-
erated and deployed on the fly while the corresponding code is pre-installed in
the MAFTA implementation.

6.2 Performance of the Differential Analysis

To evaluate the performance of NetSheriff while processing the postcards it re-
ceives, we conducted various experiments recording the time it takes to fully
check the history of a packet. We vary the path length up to a maximum of ten
switches, which is a fair upper bound for the average diameter of most mod-
ern networks, with topologies that can even be optimized down to a diameter
of 2-3 [5]. Figure |§| shows the CDF of the processing latency of one million
packets injected into the network. The history processing time stays below 6
microseconds for paths up to 5 hops, while it may require up to 10 and 15 mi-
croseconds as the length increases to 7 and 10 switches, respectively. For fat trees
topologies, which experience an average path length less than 5 hops, hence, the
verification throughput stays between 14 - 10 and 16 - 105 histories per second
in 90% of the cases. However, as our implementation is still non-optimized and
single-threaded, we expect a higher verification throughput in the future.
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Fig. 6: CDF of the history processing delay in NetSheriff.

6.3 Error Identification

We have run an extensive evaluation of the tool, by manually injecting sev-
eral types of faults in different configurations of fat-tree network topologies [2],
commonly adopted in data centers. Figure [7] illustrates the forwarding errors
generated by the faults (using a simplified network view). The faults were in-
jected by modifying directly the forwarding tables in the switches. In all cases,
NetSheriff was able to pinpoint the faulty switch responsible for the errors.

Table [I] shows the error detection latency for the various bugs. To detect a
routing error, in a NetSight-based instrumentation, we need to wait for a single
packet to traverse its path consisting of N hops (NT}) and for the correspond-
ing postcards to arrive at the collector (T.). The MAFTA-based instrumentation
adds an additional N§ to the latency, because it needs to collect postcards from
N packets, until a complete path is formed (each packet generates a postcard at
a different hop). The latency for detecting partial and total drops is dominated
by a timeout (which can be configured), since postcard generation is interrupted
after the misbehaving hop. If the network gets congested due to a spike in traffic,
postcards might get delayed and received after the timeout is expired, causing
false positives; this can be easily solved by raising an alarm after multiple, sub-
sequent packet histories indicate the presence of a forwarding error.

6.4 Overhead

Figure [§ shows the traffic increase due to the postcard generation. We use the
same metric as in the original NetSight paper [11]. The plot shows the traffic
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Fig. 7: Forwarding bugs detected by NetSheriff.
Green arrows depict the expected paths; red arrows the faulty observed paths.

Bug NetSheriff

NetSight-based [ Mafia-based
Routing errors NTy+ T, NS+ NT;+ T,
PartiaI/TotaI drop NTy+ T.+ Timeout NO6+NTyg+ T.+ Timeout

Table 1: Error detection latency (N: correct path length; T: single hop latency;
0: inter-packet arrival time; T: time for a postcard to reach the collector).

increase in percentage for the two different versions of NetSheriff, namely the
NetSight based implementation (lines tagged as “NS”) and the MAFIA based
implementation (lines tagged as “M”). Naturally, the overhead is a function of
the average packet size in the network and the size of the postcard. Both im-
plementations generate postcards that are truncated to the minimum network
packet size, which in this case is 64 Bytes. We have also considered three different
average network packet sizes, namely 1,031 Bytes, as reported in the NetSight
paper |11], 850 Bytes, a value observed in datacenters [4], and a network with
a smaller average packet size of 576 Bytes. In the z-axis we varied the number
of hops of the flow path. As expected, with the NetSight implementation, traffic
increase is larger for paths with larger number of hops, given that a postcard
is generated at every hop for every packet. Conversely, in the MAFIA imple-
mentation, a single postcard is generated for each data packet at deterministic
points in the path, as deep as the current horizon value for the flow. Thus, the
overhead of the MAFIA implementation is below 12%, even in networks with
a small average packet size. The overhead for the NetSight implementation is
31% for a network with average packet size of 1,031 Bytes and paths of 5 hops
(as detailed by Handigol et al. [11]), but can be substantially larger in networks
with smaller average packet size.

Table [2] shows the additional switch resources consumed by NetSheriff. If
NetSight-based, instrumenting the switch to generate the postcards requires 4
additional OpenFlow actions (3 tagging, 1 sampling); we couldn’t characterized
the amount of stages required because it varies between OpenFlow implementa-
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Overhead NetSheriff

NetSight-based | MATFTA-based
Stateful computations|4 OpenFlow actions|4 pkt manipulations + 14 mem. read/write
Pipeline stages NA 7

Table 2: NetSheriff processing overhead.

tions. If MAFIA-based, the resource overhead consists of 4 packet manipulations
actions (same as OpenFlow), plus 14 stateful memory read/write associated to
the generation of the path bloom filter and horizon updating. These actions are
spread across 7 stages of the P4 switch pipeline. The resource overhead for the
MAFTA case is low given its capability to drastically reduce postcard traffic.

7 Conclusions

We proposed and evaluated NetSheriff, an automatic debugging tool for SDN.
NetSheriff combines formal validation techniques and packet recording mecha-
nisms with the goal of monitoring the consistency between the forwarding be-
havior and the policies defined by the SDN controller. NetSheriff works with
standard SDN switches and with programmable switches, offering different cov-
erage/efficiency trade-offs. We experimentally evaluated NetSheriff with different
types of errors, showing that NetSheriff was able to pinpoint the faulty switch
and categorize the errors.
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