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Université catholique de Louvain

Louvain-la-Neuve (Belgium)





To my parents,

to my husband,

and to my daughter





CONTENTS

Acknowledgments xi

Abstract xv

Acronyms xvii

List of Symbols xxi

Author’s Publication List xxiii

1 Introduction 1

1.1 Motivation 3

1.2 Contributions 5

1.3 Thesis outline 12

2 Dynamic Differential Swing Limited Logic (DDSLL): Design and

performance 19

2.1 Introduction 19

2.2 Concept of the dynamic differential logic (DDL) style 22

2.3 State of the art 23

2.3.1 Sense amplifier based logic (SABL) 23

2.3.2 Dynamic current-mode logic (DyCML) 26

2.4 DDSLL in a nutshell 27

2.4.1 Circuit topology 27

2.4.2 Functional operation 28

2.5 DDSLL Implementation details 30

2.5.1 DDSLL design methodology 30

2.5.2 Circuit design 31

2.5.3 Differential pull down network (DPDN) creation: Design

and Layout 32

2.5.4 Sharing principle 38

2.5.5 Interface with static CMOS logic 40

2.5.6 Current implementation summary 41

vii



viii CONTENTS

2.6 Comparison between compact and balanced DPDNs 42

2.7 Case study summary 47

2.8 Simulation and measurement results 47

2.8.1 Test chip 47

2.8.2 Power consumption test bench and measurement setup 48

2.8.3 Power consumption performance results 50

2.8.4 Delay test bench and measurement setup 54

2.8.5 Delay performance results 56

2.8.6 Effect of temperature on power and delay 58

2.8.7 PVT analysis 59

2.9 Summary 61

3 Impact of process variations on the power, delay and functionality of

DDSLL and static CMOS styles 69

3.1 Introduction 69

3.2 Sources and types of variability 72

3.3 Test chip and measurement setup 74

3.4 Impact of variability on dynamic power / energy in voltage-scaled

nano-CMOS circuits 76

3.4.1 Load capacitance variability 76

3.4.2 Glitch-induced activity factor variability 81

3.5 Comparison between DDSLL and static CMOS styles 85

3.5.1 Dynamic power 86

3.5.2 Delay 93

3.5.3 Functionality 98

3.6 Summary 101

4 Assessment of side-channel security of DDSLL and static CMOS S-

boxes 111

4.1 Introduction 111

4.2 Preliminaries and definitions 114

4.2.1 Attack environment: Definitions and terminology 115

4.2.2 Side-channel analysis 116

4.2.3 Models 117

4.2.4 Terminology 118

4.2.5 Distinguishers: profiled versus non-profiled 118

4.3 Countermeasures 121

4.3.1 Masking 122



CONTENTS ix

4.3.2 Noise addition 124

4.3.3 DDL styles 124

4.3.4 The big picture: Comparison between the different types

of countermeasures 126

4.4 Security tools and metrics 127

4.4.1 Notations 128

4.4.2 Leakage traces and standard deviation analysis 128

4.4.3 Information theoretic analysis 129

4.4.4 Security analysis 131

4.5 Simulation and measurement setups 131

4.6 Assessing the security of the DDSLL style 132

4.6.1 Leakage traces and standard deviation analysis 132

4.6.2 Information theoretic analysis 136

4.6.3 Security analysis 144

4.7 Analyzing the effect of variability on the static CMOS logic 149

4.7.1 Leakage trace and standard deviation analysis 149

4.7.2 Information theoretic analysis 150

4.7.3 Security analysis 154

4.8 Summary 156

5 Conclusions 165

Appendix A: AES S-box static CMOS design 173

Appendix B: DPDNs of DDSLL S-box complex functions 179

Appendix C: DDSLL design details 187

Appendix D: Layout design 191

Appendix E: Example of a physical leakage linear function 195

Appendix F: Examples of masking schemes 197





ACKNOWLEDGMENTS

All praise is due to ALLAH, the almighty, for guiding me through my whole
life and for blessing me with the strength to start and finish this work.

If it were not for my parent, I would not be here today. They are always there
for me with their love, care, support, constant encouragement and guidance
through all the years of my life. They are my role models in all aspects of
life and they are always proud of me. My sweet mother with her dedication
encouraged me to pursue my masters degree and she was delighted and provided
me with all the love and help in her power during the years of this PhD. My
loving father, who is not with us today, guided me with all the love and care
in the world. During the sleepless studying nights, he would stay up late just
to see if I needed any help and this is just a single example. They taught me
perseverance, hard work, contentment, patience, how to love and care for others
and all the values I cherish. Words are incapable to express my gratitude to them.

I would not have started this thesis if it were not for my husband, Mostafa.
After arriving in Belgium to begin his PhD, he searched for a PhD position for
me as well and he contacted Prof. Flandre, my adviser who kindly provided me
with the opportunity to work with him. During the years of the PhD, he always
stood by me and encouraged me to continue. With his professional view, he
advised me in all possible ways. All the technical discussions we had enriched
my knowledge about the devices, which are his field of expertise. I know I can
always rely on him and I could not have finished without him.

My sweetheart, Mona entered my life in the middle of the PhD and I could
not have been happier. Her beautiful smile, cute giggles, loving hugs made all
difficulties melt away. Returning home after a hard day of work just to start
playing with her provided me with unlimited happiness.

I would like to sincerely thank Prof. Denis Flandre, my adviser, for giving
me the honor to work with him on this PhD. When I first arrived in Belgium, I
had not finished my masters yet. Prof. Flandre kindly provided me with all the
means to continue my masters to be able to start the PhD. He offered me an
internship opportunity through which I had access to all the necessary software
tools in the laboratory that enabled me to finish the work of my masters. During
the internship year and the PhD years, he was always there when I needed
advice. His deep scientific knowledge, detailed explanations and advice, both

xi



xii

scientifically and administratively helped me achieve this distinguished degree.

Although not officially an adviser, I have always considered Prof. François-
Xavier Standaert as a co-adviser of this thesis. He helped me understand all
the cryptographic aspects I needed to finish this PhD. We had long fruitful
discussions through which he would explain to me all the difficult details and
provide me with the necessary materials. Thanks to him, I learned a lot about
cryptography which I really enjoy and would like to continue working on.

I would like to sincerely thank Dr. David Bol, committee member and my
colleague in the office during the PhD for all the support he gave me. I specially
appreciate the long brainstorming discussions that we had and all the advice he
gave me. I learnt a lot from his expertise in the digital field. During tape-outs,
measurements, writing papers, I knew I could count on his help.

I would also like to thank my committee members, Prof. Jean-Didier Legat,
Prof. Christian Piguet, Prof. Ingrid Verbauwhede and Prof. Christophe De
Vleeschouwer for accepting to be members of this committee, for the time
they gave to read this thesis and for their valuable advice, corrections and
recommendations that they gave me during the private defense. Their guidance
is of great value to this thesis.

My family members, specially my brother Abdelfattah and my aunt Salwa
have always been there for me and constantly encouraged me. Abdelfattah
always reminded me of how my father used to be proud of me and this made
me really happy. He never misses an opportunity to support me through every
achievement. My aunt Salwa used to always call and raise my spirits specially
during the hard writing period of the thesis. I will never forget the support and
encouragement of my uncles, Sherief, Mostafa and Ahmed, my aunts, Amal and
Nahla, my grandmother Malak and my cousins, Ola and Cleopatra.

I cannot forget Prof. Mohamed Dessouky, my masters adviser. I am truly
grateful to him for all the support he has given me. I learnt a lot from him,
not only during the masters, but also during the last year of college and the
graduation project. He gave me the basis of analog circuit design. It was also a
great honor to work with him in the former IPD team at Mentor Graphics Egypt.

I would like to thank my parents in law for encouraging me after taking my
masters degree to continue and pursue a PhD degree.

I also would like to thank all my former and current colleagues in the
laboratory and the CRYPTO group. My office colleagues, Cédric Hocquet,
Julian de Vos, Angelo Kuti, François Botman and François Durvaux were
always of great help, we shared many scientific discussions and brainstorming.
Special thanks goes to my colleagues at the CRYPTO group for all the fruitful



xiii

seminars they presented which improved my cryptographic knowledge. I would
also like to thank my former CRYPTO colleagues, François Macé and François
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ABSTRACT

Highly power-constrained secure applications such as radio frequency identifi-
cation (RFID) and contactelss smart cards, present a great challenge for circuit
designers who try to determine the best tradeoff between security and perfor-
mance. They feature tight power consumption and area budgets while relaxing
the timing constraint. Circuit designers are directly involved since ”computation-
ally” secure applications are not secure anymore due to the physical information
leakage of the hardware implementations that use static CMOS (e.g. the power
consumption, the electromagnetic radiation or the timing information). These
types of physical information leakage are exploited by side-channel attacks. Con-
sequently, it is the responsibility of circuit designers to develop new techniques
that maximize the security of the implementation with minimum cost in terms
of power consumption and area in light of the growing concern of variability as-
sociated to nano-CMOS technologies as well. Hardware-level solutions, specially
dynamic differential logic (DDL) styles are seemingly attractive as they tackle
the problem directly where it lies and they potentially allow for hardware opti-
mizations to reduce the power consumption and the area. Unfortunately, most of
the proposed DDL styles in the literature consume a minimum of 2× the power
consumption of static CMOS and also occupy a minimum of 2× its area.

In this context, the work of this PhD thesis aims at optimizing the design
of the previously introduced dynamic differential swing-limited logic (DDSLL)
style for low power, small area and adequate security enhancement compared to
static CMOS. The use of complex differential pull down networks (DPDN) to
implement n-input functions, sharing the common blocks of DDSLL among the
different functions and lowering the voltage swing are the major design guidelines
to reduce the power consumption and the circuit footprint. Implementing these
techniques on a LP 65 nm CMOS technology, DDSLL consumes ∼ power con-
sumption to static CMOS and occupies ∼ area. Another important study is the
impact of process variations on the power closure of highly power-constrained
applications. The dynamic power consumption (Pdyn) of complex static CMOS
combinatorial circuits suffers from glitch-induced activity factor (αF ) variability
that leads to a 75 % increase in Pdyn using the 3σ metric for high yield. However,
DDSLL features a low impact of process variations on its power consumption
(only 3 %) thanks to its deterministic αF . As for the resistance against side-
channel attacks, DDSLL is 10× harder to attack (using worst-case templates)
than static CMOS. Even though the security gain of DDSLL is not sufficient
compared to other types of countermeasures (e.g. masking - exponential gain
and noise addition - linear gain), its low power consumption and area overheads
give more room to combine countermeasures.
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CHAPTER 1

INTRODUCTION

Low-power (LP) applications have been gaining a lot of attention since their ap-
pearance about a decade ago. Among them are radio frequency identifier (RFID)
tags [1] which, as the name implies, use radio frequency to identify different types
of subjects. Smart cards [2] represent another important category that shares a
significant amount of the LP applications market, specially the contactless type.
They provide various services such as identification, authentication, data stor-
age and application processing. These low-power applications share the fact that
they are highly constrained in terms of power consumption / energy and chip
area while featuring loose speed constraints. Certainly, they are power- / energy-
constrained because they either harvest power from the environment or operate
on small batteries. Also, they require small chip area in order to fit in miniature
tags / cards / nodes and to reduce the overall cost of the application.

To be able to lower the power consumption, designers rely on several tech-
niques. Operating at low frequencies is one of the straightforward methods due
to the linear relation between the dynamic power consumption (Pdyn) and the
frequency of operation. For example, in passive RFID tags, the operating fre-
quency of the digital blocks can be as low as 100 kHz [3]. For smart cards, the
operating frequency is in the MHz range. For example, in contactless smart cards,
such as [2], the clock frequency is 13.56 MHz (compliant with the ISO/IEC 14443
standard [4]). Furthermore, designers developed several power-management tech-
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niques such as voltage scaling that aims at meeting tight power constraints. It
benefits from the quadratic relation between the dynamic power consumption
and the supply voltage (VDD) at the expense of excess delay. Voltage scaling
can either be static with a fixed VDD reduction at design time or dynamic with
on-demand VDD lowering in low-power modes [5]. Also, the use of advanced tech-
nologies further reduces the dynamic power consumption thanks to the shrinking
devices, thus gate capacitances. In addition, the availability of multiple process
flavors and different threshold voltages (Vt) for transistors allows to minimize
leakage power consumption as well.

However, when reaching nanometer-scale geometries for MOSFET devices,
variability becomes a serious concern [6] such that circuit designers face a chal-
lenging task to meet the market’s constrained specifications in presence of vari-
ability. Indeed, the delay and the leakage power consumption of nano-CMOS
circuits are inevitably influenced to a great extent. Consequently, it is impor-
tant that the designers take these effects into account during early design stages.
For example, cycle time margins are required to accommodate worst-case delay
which has been traditionally dealt with at design time by carrying out global pro-
cess corner simulations. However, the recent increase of uncorrelated variability
sources in nanometer CMOS technologies such as random dopant fluctuations
(RDF) and line edge roughness (LER) has motivated the development of statis-
tical static timing analysis tools [7]. They help to avoid overestimating margins,
by taking averaging effect and parametric yield into consideration. As a result,
CAD-tool providers raced to integrate statistical simulation tools that incorpo-
rate variability in order to properly model its impact on the different design
parameters which allows designers to efficiently characterize the performance of
the circuits and minimize the effect of variability at design time.

Another important aspect of such applications is the security level of the
implementation. There are many methods to protect an implementation and
at different abstraction levels (protocol, e.g. [8], algorithm, e.g. [9] and hard-
ware, e.g. [10]). Previously, the algorithm was considered to be “computation-
ally” secure against classical cryptanalysis if breaking it requires impractical
computing power [11]. However, new sources of information leakage emerged at
the hardware-level that jeopardize the security of these algorithms. In the late
1990’s, side-channel attacks proved to be extremely powerful because they rely
on observing and analyzing the inherent physical information leakages of imple-
mentations, regardless the strength of the protocol or the algorithm [11]. These
information leakages can be the power consumption of the device [12], electro-
magnetic radiation [13] or timing information [14]. During the same period, fault
attacks [15] also became popular. They try to induce errors in the computation
to manipulate the functionality of the implementation and recover the secret
information.

In this study we are mainly interested in side-channel attacks, especially the
ones that involve power analysis [12] because they are easily performed without
requiring sophisticated equipment or methods to extract the secret information
(basically they need an oscilloscope and a PC to monitor, capture and process
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the power information). Therefore, they pose a real threat to the applications
that demand certain levels of security. As a result, countless countermeasures
arose to mitigate the physical information leakage and they are grouped in two
main categories; namely, hiding and masking. Hiding is mainly concerned with
eliminating the power consumption dependency on the processed data. On the
other hand, masking aims at decorrelating the power consumption and the inter-
mediate values of an implementation by randomizing these intermediate values.
Both categories of countermeasures exist at the algorithm-level, the architecture-
level and the gate-level. However, these countermeasures cause significant per-
formance degradations, such as large area, high power consumption overheads
and low throughput.

Nevertheless, hiding techniques at the gate-level are particularly appealing,
more specifically the ones that involve the usage of dedicated logics such as the
dynamic differential logic (DDL) styles. They are seemingly attractive as they
tackle the problem directly where it lies and they offer a substantial opportunity
for optimizing the power consumption and the footprint of the logic. These tech-
niques aim at hiding the secret information by minimizing the signal-to-noise
ratio (SNR) through the reduction of the signal [11]. Let us specify here that
the signal refers to the variance of the exploitable power consumption and the
noise denotes the noise power consumption variance. This hiding technique can
be achieved by equalizing the instantaneous power consumption of the imple-
mentation during each clock cycle which is the challenging task of the DDL
styles.

In the following section we elaborate more on our motivations behind the
choice of logic, design methodology, type of analysis and assessment techniques
in the next section. Then, we detail our contributions in each aspect; namely,
design and performance, variability study and security assessment in Section 1.2.
Finally, we describe the thesis outline in Section 1.3.

1.1 MOTIVATION

The work in this dissertation is mainly motivated by the three following concerns:

1. For highly power-constrained secure applications, the need for implement-
ing a low-power, small size, side-channel resistant security module is crucial.
Several DDL styles are proposed in the literature, for example, wave dy-
namic differential logic (WDDL) [16], sense amplifier based logic (SABL)
[10], dynamic current mode logic (DyCML) [17], . . . etc. However, these
styles suffer from high power consumption and area overheads compared
to the traditional static CMOS (a minimum factor of 2 for both the power
consumption and area). Moreover, they do not completely fulfill the pri-
mary requirement which they were employed for and that is, balancing
the instantaneous power consumption during each clock cycle, rendering
the power consumption independent on the data being processed. Con-
sequently, an important research goal is to determine the best tradeoff



4 INTRODUCTION

between security and performance, specially for highly power-constrained
secure applications.

Therefore, we took the work that has been done by Hassoune et al. in
[18] as a starting point. They proposed a new DDL family that is based
on low-swing operation in order to reduce the power consumption of the
implementation. Also, based on preliminary metrics (that later on proved
to be inaccurate), the new DDL family features a security gain compared to
other DDL styles. Based on these givens, we decided to adopt the dynamic
differential swing-limited logic (DDSLL) that belongs to this DDL family
and further improve its design and performance in order to achieve the
best security - performance tradeoff.

2. With the rising concern of process variations in nano-scale technologies,
thorough studies have been made on the effect of variability on delay,
which is important for timing closure [19] and functionality [20], and on
the leakage power. However, dynamic power has been considered as weakly
sensitive to variability [21, 22], until recently we reported in [23] that dy-
namic power consumption of combinatorial circuits is susceptible to process
variations as well due to glitch-induced activity factor (αF ) fluctuations,
especially at low voltages. This is particularly important because large
deviations in the dynamic power threatens the power closure of highly
power-constrained applications.

Also to our knowledge, there has not been any variability studies for any
of the proposed DDL styles in the literature. Since the power consumption
of DDSLL is dominated by dynamic power even at low frequencies (as will
be explained later in Chapter 2), it is interesting to study how its dynamic
power behaves in presence of variability, knowing that the dynamic power
of static CMOS suffers from glitch-induced αF variations.

3. Several techniques are proposed to counteract the growing threat of side-
channel attacks at different abstraction levels. Special attention is given to
the hardware-level countermeasures that aim to solve the problem directly
where it lies. Masking and hiding are the main two categories of the coun-
termeasures against side-channel attacks. Furthermore, hiding that tar-
gets the power consumption directly, is further subdivided into two classes
whose goal is to reduce the signal-to-noise (SNR) ratio. First, noise addition
that is concerned with increasing the noise level. Second, DDL styles that
try to equalize the power consumption in each clock cycle. Unfortunately,
the use of these countermeasures lead to significant performance degrada-
tions, such as high power consumption overheads and low throughput as
well as larger area penalty. Since DDSLL shows a significant reduction of
the power consumption and area overheads compared to other DDL styles,
it may be considered as a potential efficient countermeasure against side-
channel attacks for highly power-constrained secure applications.
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In this dissertation we try to answer the following question: “What is the
numerical amount of security gain brought by the use of DDL styles in
general and more specifically, DDSLL?” This question is brought up in the
context of comparing DDLs to masking and noise addition countermea-
sures. Masking is known to increase the security gain exponentially with
the order of the mask (if the amount of noise present is large enough) [24].
On the other hand, noise addition shows a linear increase of security gain.
Meanwhile, DDL styles increases the security gain by adding a constant
compared to an unprotected implementation.

Until recently, no unified method was used to quantify the security gain of
these DDL styles, each one or group are characterized individually. This
makes it extremely difficult to point out countermeasure that is superior
to all others. As a result, a unified framework is introduced in [25] to solve
this problem and we employ it in our security assessment. Briefly, it sepa-
rates two important, usually confused, issues, namely the evaluation of the
implementation (“How good is the implementation ?”) and the evaluation
of the adversary (“How good is the adversary ?”). Using an information
theoretical analysis, a worst-case adversary (e.g. profiled template attacks
[26]) is considered in order to fairly evaluate different countermeasures. A
security analysis is then used to numerically evaluate the strength of a
particular adversary to mount a successful attack using the measurement
to disclosure (MTD) metric.

Another pressing issue that needs to be addressed, especially in nano-scale
technologies, is the impact of process variations on security. To the best
of our knowledge, the simulated experiments in [27] are the only avail-
able reference. Using their own developed security metric, the authors in
[27] showed that process variability deteriorates the security of both static
CMOS and SABL (as a representative of DDL styles) in the same way.
However, these conclusions do not reflect the effect of variability on actual
attack scenarios. Therefore, in this dissertation we try to qualitatively and
numerically evaluate the impact of process variations on the security of the
static CMOS S-box implemented in LP 65 nm CMOS technology using the
unified framework introduced in [25].

1.2 CONTRIBUTIONS

In view of the current need of implementing secure modules at the gate-level in
highly resource constrained applications, mainly in terms of power consumption
and chip area, this dissertation focuses on the following:

1. Developing a compact DDL style that consumes less power than static
CMOS, that is the dynamic differential swing limited logic (DDSLL) style.

The DDSLL style was first realized by Hassoune et al [18]. It is mainly a low-
swing DDL style that features a feed-back circuitry to cut off the current
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source once the evaluation is done, thus limiting the static current. It was
designed to consume low power, yet it was never compared to static CMOS.
Additionally, the performances of DDSLL were evaluated using simulation
results and still needed to be validated with real measurements.

In this dissertation, we take additional steps in the design of the DDSLL
style in order to further reduce its power consumption below that of static
CMOS using some well known and other new proposed techniques [28]
summarized as follows:

• Using an advanced technology node in order to reduce the dynamic
power by lowering the gate capacitance and also the routing capaci-
tance, since as the design shrinks the connecting routes are shorter,
hence lower routing capacitance. As a result, good layout techniques
can benefit from the shrinking of the routing lengths and lead to
reduced routing capacitance. In this dissertation, the 65 nm CMOS
technology is used as recommended by [29].

• Using the low-power (LP) flavor provided by the 65 nm CMOS tech-
nology in order to reduce the static power as this provides longer
channel length transistors with larger oxide thickness and higher Vt

to lower the subthreshold and the gate leakage currents [29].

• Using complex differential pull-down networks (DPDN) in the design
of n-input functions, thus limiting the need of using several gates to
implement complex n-input functions which results in lower power
consumption.

• Sharing some resources among the DDSLL blocks, mainly the feed-
back circuitry, the dynamic current source and the self-timing buffer,
hence, saving more power consumption.

• Optimizing the voltage swing to lower the power consumption of
DDSLL without jeopardizing its functionality.

In this context a design methodology is proposed to design a compact low-
power DDSLL AES S-box using the LP 65 nm CMOS technology [28]. The
performance of the DDSLL S-box is compared to SABL and DyCML S-
boxes as well as two version of static CMOS S-boxes; namely a 2-input
static CMOS S-box that limits the gates to simple 2-input gates and a
4-input static CMOS S-box that uses 4-input functions as needed (similar
to the DDL styles). Simulation results at typical conditions (1.2 V, 25◦C
and TT conditions) without adding the parasitic routing capacitances -
only gate capacitances are accounted for, are plotted in Fig. 1.1. It shows
that the power consumptions of DDSLL and DyCML S-boxes are similar
and they are about 1.9× lower than that of the SABL S-box across the
frequency range. Also, when compared to static CMOS, they feature a
2× and 1.5× reduction in power consumption at 100 kHz, and 1.45× and
12 % reduction in power consumption above 1 MHz compared to the 2-
input and 4-input versions of static CMOS, respectively. It is worth noting
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Fig. 1.1.: SPICE simulations of total power consumption (without adding
the extracted routing parasitics) versus frequency of 2-input and 4-input static
CMOS, SABL, DyCML and DDSLL S-boxes (average over 10 input transitions).

that the SABL S-box consumes similar power consumption to the 2-input
static CMOS at 100 kHz and about 31 % higher power compared to the
4-input version. We further validate these results by performing measure-
ments using the DDSLL and 2-input static CMOS S-boxes. Under the same
conditions as simulations, the measured power reduction brought by the
DDSLL S-box is found to be 35 % which is fairly predicted by post-layout
simulation (37.8 %), compared to 2-input static CMOS S-box at 100 kHz.

Another interesting point that DDSLL achieve is the reduction of the leak-
age power as seen by the reduced slope below 1 MHz. Rough calculations
show that 2-input and 4-input static CMOS, SABL, DyCML and DDSLL
S-boxes consume 40 nW, 28 nW, 16 nW, 11 nW and 9 nW leakage power,
respectively. This advantage is particularly useful at high temperatures as
we show that the power consumption reduction brought by DDSLL over
static CMOS increases even more with temperature thanks to its lower leak-
age power (the ratio (Ptot|staticCMOS/Ptot|DDSLL) increases from 1.5× to
4× as the temperature rises from 25◦C to 125◦C).

On the other hand, the SABL, DDSLL and DyCML S-boxes have a delay
penalty of 70 %, 2.5× and 6.7×, respectively when compared to either ver-
sions of the static CMOS S-boxes which have comparable delays. However,
the delay overhead of DDSLL is considered moderate and still respects
the loose timing constraints of the low-power applications. As for the area,
due to the compact implementation of the DDSLL S-box (using the sharing
principle and implementing complex functions with 4-input DPDNs), its
area is 1125 µm2 which is only 12 % larger than its counterpart in static
CMOS (2-input version). Also, an important fact about DDSLL is that it
is designed in a full-custom fashion which means a longer time-to-market
and higher design costs compared to semi-custom designed logic styles.
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Therefore, we demonstrate that reducing the power consumption of DDL
styles that use the DPDN concept in general can be achieved by applying
three main steps; share the common blocks, implement the functions as
complex DPDNs when necessary and reduce the voltage swing [28]. The
first two steps rendered the SABL S-box more power efficient than the
original version [10] (∼ 2×). The final step led to further reduction in the
power consumption such that DDSLL and DyCML that are both low-swing
logic styles feature 1.85× less power than SABL. As a result, we prove that
DDSLL can achieve similar or even less power consumption than static
CMOS if properly designed using these steps. Despite the higher delay
penalty and design costs (due to being full-custom), DDSLL features low
power and occupies a small footprint relative to other DDL styles, which
renders it a potential candidate for low-power applications.

2. Study the impact of glitch-induced within-die variations on the dynamic
(energy) power consumption of voltage-scaled nano-CMOS circuits as an
extension to the work that we did in [23]. We also investigate the effect of
process variations on the DDSLL style, with respect to static CMOS. To
our knowledge, this is the first variability study performed on DDSLL as
a representative of DDL styles.

In the first part of the variability analysis, we thoroughly study the dy-
namic energy (power) variations in voltage-scaled logic circuits; namely
ring oscillators and static CMOS S-box implemented in LP 65 nm CMOS
technology which represent two different types of logic circuits. The dy-
namic power consumption of an n-gate static CMOS circuit is given by:

Pdyn = V 2
DD/2× fclk ×

n
∑

j=1

(αF,j .CL,j) (1.1)

where VDD is the supply voltage, fclk denotes the clock frequency, αF,j

represents the activity factor and CL,j is the load capacitance of the jth

gate.

We report that uncorrelated WID delay variability significantly magnifies
the dynamic energy (power) variations of combinatorial circuits at low volt-
ages via the activity factor (αF ) because of the generated random glitches
[23]. We measured relative Edyn standard deviation up to 8 % for the
static CMOS S-box using input patterns with 256 transitions at 0.4 V.
However, worst-case input transitions also exist that feature higher Edyn

variations. Due to the random nature of the glitch-induced αF variability,
it is subject to averaging over the number of input transitions. Therefore,
averaging over a large number of input transitions can lead to a false sense
of variability tolerance. Moreover, the glitch-induced αF phenomenon is
not restricted to low-voltage operation. As technology scales further, Edyn

(Pdyn) is expected to gain more sensitivity to the glitch-induced αF variabil-
ity even while the operation is at nominal supply voltage. From this study,
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we show that dynamic energy (power) variability cannot be neglected in
combinatorial circuits and that statistical simulations are required for prop-
erly capturing worst-case energy (power) consumption.

In the second part of the variability study, we assess the impact of process
variations on the power consumption [28], delay and functionality at low
supply voltages of the DDSLL style with respect to static CMOS. We first
demonstrate in Fig. 1.2 (a) the averaging out of the WID Pdyn variability of
DDSLL with the logic depth (of course true for circuit size as well) similar
to the chain of inverters, thanks to the deterministic αF of the DDSLL style.
Also in Fig. 1.2 (b), DDSLL features nearly constant D2D Pdyn variations,
independent on the logic depth, again in accordance with the chain of
inverters due to its deterministic αF . On the other hand, static CMOS
suffers from an accelerating WID and D2D dynamic power variabilities
for increasing logic depth because of the glitch-induced αF variations. The
importance of taking the Pdyn variability into account is to meet the power
specification set by the highly power-constrained applications. Considering
the 3σ metric for high yield, the dynamic power of the static CMOS S-box
rises 75 %, whereas the percentage increase is only 3 % in the case of the
DDSLL S-box. Consequently, in case of tight power budgets, DDSLL is
expected to meet power closure with minimum power deviations, whereas
static CMOS can potentially jeopardize it due to its high dynamic power
variability, not to mention the leakage power variability as well.

Second, we show that the delay is also affected by the glitch-induced αF

variability. The WID delay variability of static CMOS circuits was ex-
pected to average out with the logic depth because of the random nature
of the CL and Ion WID variabilities. Also, the D2D delay variability was
expected to be independent on the logic depth since both CL and Ion
D2D variations are correlated. However, in the case of combinatorial static
CMOS circuits, glitch-induced αF variability causes the WID and D2D
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delay variabilities to increase with the logic depth, similar to its effect on
dynamic power.

Finally, we prove that the functionality of the DDSLL at low voltage is lost
due to WID process variations. This is compliant with the claim in [30]
that dynamic circuits are vulnerable to variability because the information
is saved as charge on the output node capacitor. Moreover, DDSLL suffers
from a diminishing voltage swing at low supply voltages that also con-
tribute to its sensitivity to WID process variations. Therefore, we propose
several techniques to overcome this problem that represent an interesting
research topic for the future.

3. Assess the security of the DDSLL S-box implemented in LP 65 nm CMOS
technology [31], using the methodology proposed by Standaert et al in [25]
in order to answer the raised question in Section 1.1. That is, “What is
the numerical amount of security gain brought by the use of DDL styles
in general and more specifically, DDSLL?”. We also analyze the impact of
variability on the security of the static CMOS S-box implemented in LP
65 nm CMOS technology [32].

In a worst-case scenario, we show that the security enhancement brought
by the use of DDSLL over static CMOS against the most powerful adver-
sary who uses profiled template attacks [26], is one order of magnitude in
terms of MTD [31]. This value is rather modest compared to masking that
features an exponential gain as the order of mask increases and noise ad-
dition that provides a linear increase of security gain as shown in Fig. 4.1.
Nevertheless, the low power and area overheads of DDSLL give room for
adding another countermeasure, for example, masking.
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In non-worst-case scenarios, actual adversaries that use non-profiled dis-
tinguishers (they do not have the full capability to profile the leakage
functions of the implementation in an off-line phase) face new challenges.
More specifically, the non-linearity of the leakage functions and the growing
concern of process variations in sub-100 nm technologies.

First, we tackle the non-linearity of the leakage function of the DDSLL
style [31]. Although it does not affect the security analysis performed us-
ing the optimal adversary in a worst-case scenario, actual adversaries that
use non-profiled distinguishers (they do not have the full capability to
profile the leakage function of the implementation in an off-line phase)
encounter great challenges. Indeed, they rely on the fact that the leakage
functions of the attacked implementations are linear [33], thus lowering the
chance of a successful attack. The stochastic approach [34] is a powerful
tool to analyze the linearity nature of the leakage functions because it is a
linear, regression-based approach that approximates the leakage function
with a linear function. In this study, we consider the “on-the-fly” variant
of the stochastic approach proposed in [35]. Simulation results show that
the leakages of the DDSLL S-box are completely non-linear. Contrarily,
actual leakages are rather linear except of a few samples that feature some
non-linearity. This is attributed to the measurement artifacts that are not
taken into consideration during simulations. As a result, practical attacks
are feasible against DDSLL even if only a few linear leakage samples are
available. Therefore, we raise an open question whether it is possible that
designers consider non-linearity as a design guideline while developing se-
cure logic styles.

Second, process variations associated with the scaling of CMOS technology
impacts both types of distinguishers, profiled and non-profiled. In the case
of profiled distinguishers, we report that extending template attacks to in-
fer process variations causes a significant loss of information as a result of
profiling more than one die, so the template is not accurate for any die. Sub-
sequently, actual adversaries using profiled attacks face a challenging task
trying to build accurate templates, due to technology scaling. Nevertheless,
the use of profiled template attacks is still important in the worst-case
scenario because they provide the lower limit which the designer should
consider while evaluating an implementation. As for the non-profiled dis-
tinguishers, we show that variability causes the correlation power analysis
(CPA) attacks [36] using the Hamming weight model to fail due to the defi-
ciency of the model to accurately estimate the leakage function of the static
CMOS S-box at 65 nm CMOS technology and clearly beyond. Contrarily,
“on-the-fly” stochastic attacks are completely successful since in presence
of process variations, the leakage functions of each die are still linear and
can be separately estimated by a linear function. Therefore, we conclude
that process variations necessitate the use of new distinguishers that are
capable of modeling the leakage function of the target die “on-the-fly”.
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1.3 THESIS OUTLINE

Chapter 2. The concept of dynamic differential logic styles is briefly explained
to manifest the challenges the designers experience while developing such logic
styles and the pitfalls some logic styles feature. State of the art DDL styles are
shown with the focus on SABL and DyCML as we use them as references to
compare the performance of DDSLL. We then describe the original circuit topol-
ogy of DDSLL proposed by Hassoune et a. in [18] and its functional operation
followed by the methodology we adopted to design compact low-power DDSLL
style circuits. The design phase is divided into the following stages barring in
mind the two design goals that are minimizing the power consumption and the
area:

− Decide upon technologically related and transistor sizing selections.

− Design the DPDNs of the complex functions based on the use of binary
decision diagrams (BDD)s [37] with special care taken to symmetrize the
DPDNs and the differential routes.

− Identify the blocks that can share the available resources.

− Design the interface circuit with static CMOS.

During the design of the DDSLL S-box, we implemented two versions, one with
compact DPDNs that employs some of the balancing techniques in order to limit
the power consumption and the area overheads, the other one with balanced
DPDNs that uses all the balancing techniques described in this dissertation.
We show that the latter still suffers from data-dependent power consumption
(slightly lower than the compact version) due to imbalances in the internal
node capacitances of some of the DPDNs with a 7.15 % and 12.6 % power
consumption and delay penalties, respectively. Therefore, we decided to focus on
the compact version of the DDSLL S-box. The area of the DDSLL S-box is 1125
µm2 which is only 12 % larger than its counterpart in static CMOS. We then
start the performance analysis phase by describing the power consumption and
delay test-benches that we used, in addition to the measurement setup. We show
the importance of the sharing principle where the DDSLL that uses it features
2.7× less power than that without sharing. We then detail the performance
results at the simulation level (pre- and post-layout) and at the measurement
level. Measurement results prove to correspond well to simulations, they respect
the ratio of the power consumption and the delay between both S-boxes despite
somehow deviating from the absolute numerical values. The power consumption
results are briefly discussed in Section 1.2. As for the delay, the DDSLL S-box
suffers from 2.5× higher delay that static CMOS. We also analyze the effect of
temperature on the power consumption and the delay of the S-boxes. We report
that the power consumption reduction brought by DDSLL over static CMOS
increases even more with temperature thanks to its lower leakage power (1.5× to
4× as the temperature rises from 25◦C to 125◦C). On the other hand, the delay
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of both S-boxes is more insensitive to temperature. We also perform a PVT
analysis where we show that the power consumption of DDSLL features less sen-
sitivity to process corners as the temperature is raised compared to static CMOS.

Chapter 3. The sources of variability are first identified to give a clear insight
of the importance of studying its effects in nano-scale technologies. Then we di-
vide the variability study into two parts. In the first part we address the impact
of variability on the dynamic power and energy of voltage-scaled nano-CMOS
circuits. We demonstrate how the ring oscillators represent a perfect test-case
to study the effect of variability on the load capacitance (CL) as it is the only
factor that plays a role in the variation of the dynamic power / energy. We
reinforce the usual belief that the with-in-die (WID) CL variations are averaged
out over the number of stages in the ring oscillator, whereas the correlated
die-to-die (D2D) CL variability is constant, independent on the number of
stages in the ring oscillator and independent on the supply voltage. We then
investigate the impact of the glitch induced αF variability on the dynamic
power consumption of the AES S-box that exemplifies complex combinatorial
circuits. The main conclusion of this study is briefly discussed in Section 1.2. In
the second part of this chapter we compare the power consumption and delay
performances as well as the functionality at low supply voltages of DDSLL to
static CMOS in presence of variability. We report that due to its deterministic
αF , WID variations of the dynamic power of DDSLL averages out over logic
depth and circuit size and D2D variations remain constant and independent
on logic depth and circuit size. These phenomena are illustrated in Section 1.2
along with a short description of their impact on DDSLL and static CMOS
S-boxes. As for the delay, we reveal the impact of glitch-induced αF variations
on static CMOS circuits, where due to WID and D2D process variations,
the delay deviations increase rapidly with the logic depth. However, DDSLL
maintains an averaged out and constant WID and D2D delay variabilities with
the logic depth, respectively. Finally explain the reason behind the failure of the
DDSLL S-box to operate at low supply voltages and provide some propositions
to solve this problem.

Chapter 4. The preliminaries and definitions related to the security assessment
are first detailed to set a basic foundation for circuit designers who are not fa-
miliar with the security aspects. We start by describing the attack environment
related to side-channel analysis, following a brief discussion of the models that
are normally used by actual attackers. We then list the different types of distin-
guishers that we employ in our study grouped as profiled and non-profiled. The
main classes of countermeasures are described; namely, masking and hiding with
its subclasses, noise addition and DDL styles. We note that masking brings an
exponential increase of security as the order of the mask increases and the noise
addition linearly enhances the security, while the DDL styles add a constant to
the security of the unprotected implementation. As a result, we investigate how
significant is this constant brought by the use of DDSLL with respect to the
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other categories of countermeasures in light of the low performance overheads
it achieves [31]. To achieve this goal, we define the security tools and metrics
that we employed. We use three tools that have their dedicated metrics; namely,
observation of the power traces and compute the standard deviation over the
different inputs as the metric, application of the information theoretic analysis
[25] using a worst-case scenario and its metric is the perceived information [32]
and finally using the security analysis to numerically assess the different types of
distinguishers with the MTD metric [25]. Using the profiled template attacks in
a worst-case scenario, the DDSLL is found to improve the security by one order
of magnitude (MTD) compared to static CMOS and it features similar trends as
SABL and DyCML styles using the perceived information metric. We take the
security assessment one step further and investigate the challenges encountered
by actual (suboptimal) adversaries. That is, the effect of the non-linearity nature
of the leakage functions and the growing concern of process variations in sub-100
nm technologies. The impact of these two aspects are briefly demonstrated in
Section 1.2.
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CHAPTER 2

DYNAMIC DIFFERENTIAL SWING
LIMITED LOGIC (DDSLL): DESIGN AND
PERFORMANCE

2.1 INTRODUCTION

Low-power applications that require a certain amount of security such as passive
Radio Frequency IDentification (RFID)[1–3] and smart cards [4, 5] feature loose
constraints in terms of speed performance, but are highly challenging in terms
of power consumption and chip area. Hence, to reduce the power consumption,
designers either reduce the power supply or the operating frequency or both. For
example, in passive RFID tags, the operating frequency of the digital blocks can
be as low as 100 kHz [6]. For smart cards, the operating frequency is in the MHz
range, for example in contactless smart cards such as [4, 7], the clock frequency is
13.56 MHz compliant with the ISO/IEC 14443 standard [8]. Another important
aspect of such applications is the security level of the implementation [6, 9, 10].
To obtain a secure chip, a combination of light-weight low-power secure protocol,
algorithm and hardware should be implemented.

Currently, static CMOS logic is widely used in digital circuit design for low-
power (LP) applications due to its inherent low power, small size (compared to
dynamic differential logic styles (DDL)), robustness to voltage scaling and scala-
bility with technology. It is also highly automated in CAD tools which makes it
an ideal choice for logic functions. However for secure applications, static CMOS
logic is not suitable, since its dynamic power consumption is highly correlated to
the processed data as will be explained in Chapter 4. Such a deficiency leads to
leaking information about the secured data through analyzing the instantaneous
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power consumption. Resulting deciphering is called power-analysis (PA) attacks
[11]. There exist many solutions (protocol-level, e.g., [12], algorithm-level, e.g.,
[13], hardware-level, e.g., [14]) which allows improving security against such
attacks. However, these solutions in general cause significant performance degra-
dations (power consumption, chip area and latency overheads).

As a result, an important research goal is to determine the best security
versus performance tradeoff. We consider hardware-level solutions, in particular
DDL styles that are intuitively attractive as they tackle the problem directly
where it lies. More specifically, we study the dynamic differential swing-limited
logic (DDSLL) that was developed in [15]. As the name implies, DDSLL is a
low-swing logic which suggests a potential reduction in power consumption. Of
course, several logic styles are proposed in the literature, such as sense amplifier
based logic (SABL) [14], wave dynamic differential logic (WDDL) [16], charge-
recycling SABL [17], dynamic current mode logic (DyCML) [18], . . . etc. However,
all these styles prove to be much less efficient than static CMOS because of
their high power consumption, area and/or latency overheads, making them
unattractive for low-cost, low-power applications. Indeed, one exception to the
above mentioned logic styles is the DyCML that is actually low-swing, hence
similar to DDSLL, it is expected to reduce the power consumption overhead.
In fact, simulation results of a Khazad S-box [19] using 0.13 µm 1.2 V CMOS
PD SOI technology show that DDSLL consumes comparable power to that of
DyCML while having a reduction in delay ranging from a factor of 2.2 - 5.2,
depending on the output swing of the DyCML [15]. These results imply that
DDSLL can be an interesting solution if it proves to enhance the security as well.
Anyway, we study the security aspect of DDSLL based on detailed assessments
using security tools and metrics in Chapter 4.

Consequently, in this chapter we focus on the design of DDSLL with the
aim to achieve similar or even better performances compared to static CMOS,
keeping in mind the main goal of DDSLL as a DDL style which is, eliminating
the data dependency of the power consumption. For this purpose, we use the
advanced encryption standard (AES) [20] S-box as a case study. We start by
introducing our design methodology to achieve these goals in the first part of
this chapter as an extension to the work presented in [21]. The initial step is the
circuit design where we first select an appropriate technology. Here, we choose
the 65 nm CMOS technology with the low-power (LP) flavor as suggested by
[22]. Then, we discuss how the different transistors of a DDSLL gate are sized
in order to optimize the power consumption - delay tradeoff. The second step
in our methodology is the design of the differential pull-down network (DPDN).
This is considered a crucial step as it involves proper balancing of the differential
nodes in order to reduce the power consumption data dependency. We employ
the binary decision diagram (BDD) [23] to create and optimize the DPDN of
the different functions of the DDSLL S-box. However, achieving fully balanced
DPDNs is not just a tedious job, but also it is power and area consuming. We
performed preliminary simulation on two versions of the DDSLL S-box, one
with balanced DPDNs and the other with more compact DPDNs. By visually
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inspecting the current traces and calculating the standard deviation over the
inputs, we see that the balanced DDSLL S-box brings only a slight reduction in
the power consumption sensitivity to the input pattern at the expense of 7.15 %
increase in total power compared to the compact DDSLL S-box. Consequently,
an interesting research topic would be to investigate other balancing techniques
with the goal of reducing the power consumption dependency on the data to
a minimum level without increasing the performance overheads. Anyway, our
focus for the remainder of the chapter will be on the compact DDSLL S-box.

The third step is to maximize the efficiency of the DDSLL by sharing the
common blocks. By this we mean that several gates operating at the same
time can share the self-timing, feed-back and parts of the precharge circuitry
of the DDSLL. Hence, sharing contributes to the reduction of both the area
and the power consumption of the DDSLL S-box. Simulation results show that
the DDSLL S-box that uses the sharing principle features 2.7× less power than
that without sharing. The last step of the methodology discusses how to inter-
face DDSLL gates with static CMOS. The output of DDSLL needs a special
buffer to connect to static CMOS. To be able to do that, we suggest to not only
transform the low-swing signal to a full-swing signal, but also to eliminate the
precharge phase of the signal. That is, preserve the evaluated output signals
during precharge.

The second part of this chapter investigates the performance of the DDSLL
style with respect to static CMOS and also SABL and DyCML styles [21]. It is
worth mentioning that the static CMOS S-box was designed in this work in two
versions; a 2-input static CMOS S-box that limits the gates to simple 2-input
gates and a 4-input static CMOS S-box that uses 4-input functions as needed
(similar to the DDL styles). Simulation results at typical conditions (without
adding the parasitic routing capacitances - only gate and junction capacitances
are accounted for) show that the power consumptions of DDSLL and DyCML
S-boxes are similar and they are about 1.9× lower than that of the SABL S-box
across the frequency range. Also, when compared to static CMOS, they feature
a 2× and 1.5× reduction in power consumption at 100 kHz compared to the
2-input and 4-input versions of static CMOS, respectively. As for the delay, the
SABL, DDSLL and DyCML S-boxes have a delay penalty of 70 %, 2.5× and
6.7×, respectively when compared to either versions of the static CMOS S-boxes
which have comparable delays. These observations confirm the results obtained
in [15] which compare the performance of DDSLL to DyCML using 0.13 µm 1.2
V CMOS PD SOI technology.

In addition, measurement results demonstrate the reduction of power con-
sumption brought by DDSLL. When compared to the 2-input static CMOS S-
box, the DDSLL S-box has 1.5× less power which is fairly predicted by the
post-layout simulation results. Also, the measured delay shows that DDSLL is
2.5× slower than 2-input static CMOS. From these results, we confirm that shar-
ing the common blocks, using complex DPDNs when necessary and reducing the
voltage swing are three important guidelines in designing a low-power DDL style.
As a result, DDSLL is considered a good compromise relative to the other DDL
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styles because it reduces the power consumption with a relatively moderate delay
penalty compared to static CMOS.

We further demonstrate the impact of temperature on the power consumption
of the 2-input static CMOS and the DDSLL S-boxes. We illustrate the exponen-
tial increase in the total power consumption of both S-boxes at high temperatures
due to the escalating contribution of the leakage power. Moreover, the gap be-
tween the power consumption of DDSLL and static CMOS S-boxes widens as
the temperature rises from 25◦C to 125◦C; the ratio increases from 1.5× to 4×
in favor of the DDSLL S-box. This is the result of the reduced leakage power of
DDSLL thanks to its large stack of transistors, its dynamic current source that
cuts off the current when the gates evaluate their functions and the low-swing
operation. However, these ratios are expected to be somehow less if we use the
4-input static CMOS S-box instead of the 2-input version because it features
large stack of transistors similar to DDSLL which decreases the leakage power
by 40 %. Nevertheless, judging from the leakage power of both versions of the
static CMOS and DDSLL S-boxes, it is still expected that the latter experiences
less power consumption at high temperatures.

2.2 CONCEPT OF THE DYNAMIC DIFFERENTIAL LOGIC (DDL)
STYLE

Due to the inefficiency of the static CMOS logic to implement secure crypto-
graphic circuits, the concept of DDL is proposed to overcome this problem. The
main goal of DDL is to hide the secret information directly associated to the
power consumption of the circuit, by having a constant power in each clock cy-
cle. The dynamic differential logic mainly combines two concepts; the differential
logic concept and the precharge, also known as the dynamic logic concept [24].
The differential logic equalizes the power consumption of the two input transi-
tions (0 - 1) and (1 - 0), where there is a charging/discharging event and also
those of (0 - 0) and (1 - 1), where there is no power consumed. However, one can
still differentiate between these two categories. On the other hand, the dynamic
logic requires a precharge event every clock cycle. Thus, the power consumption
is equal both input transitions (1 - 1) and (0 - 1), where there is a charging
event and it is also equal for the (0 - 0) and (1 - 0) input transitions, where
there is a discharging event. Nevertheless, we can still discriminate between the
charging and discharging events. Clearly, neither the differential logic nor the dy-
namic logic equalize the instantaneous power consumption by itself. As a result,
merging the two concepts to achieve a dynamic differential logic is mandatory.

Even though the main goal of the DDL style is to hide the secret information
by equalizing the contribution of all input transitions to the overall instanta-
neous power consumption, it remains theoretically ideal. Proposed state of the
art DDL styles try to achieve this ideal goal, however, it is not an easy task.
Also, applying the concept of DDL inherently means that in each clock cycle,
the circuit always consumes the maximum amount of power [11]. As a result,
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designers face several challenges at both the security and performance levels.
Mitigating glitches, overcoming the problem of different arrival times of the sig-
nals to an arbitrary gate (known as the early propagation effect) and balancing
the capacitances of the differential signals are the three main categories that
the designer must address to ensure the security goal of the DDL concept. Also,
reducing the power consumption, decreasing the footprint and increasing the
throughput of the DDL circuit are the general performance requirements. Con-
sequently, designers should optimize the best security - performance tradeoff.
Nevertheless, depending on the application, some of the above mentioned con-
straints are not necessary, thus, lightening the load of requirements the designer
must fulfill. For example, low-power secure applications such as, RFIDs, contact-
less smart-cards and wireless sensor networks are highly constrained applications
in terms of power consumption and die size while featuring a loose constraint on
throughput.

2.3 STATE OF THE ART

Several logic styles are proposed in the literature, such as sense amplifier based
logic (SABL) [14], wave dynamic differential logic (WDDL) [16], charge-recycling
SABL [17], dynamic current mode logic (DyCML) [18], 3-state differential dy-
namic Logic (3sDDL) [25], balanced cell-based dual-rail logic (BCDL) [26], secure
triple track logic (STTL) [27], dual-rail random switching logic (DRSL) [28],
masked dual-rail precharge logic (MDPL) [29], dynamic differential self-timed
logic families [15], . . . etc. In this section we focus on two particular state of the
art DDL styles, namely SABL and DyCML mainly because of their ability to
solve security related issues associated with other DDL styles. More specifically,
in their design they avoid glitches, early propagation effects and they either try
to eliminate or reduce the power consumption sensitivity to unbalanced differ-
ential signals. Another reason for choosing these DDL styles is their potential
performance overhead reduction as will be shown later in our analysis. Of course,
other types of DDL styles feature the same design guidelines. However to avoid
redundancy, we limit our comparison with DDSLL to only SABL and DyCML
styles.

2.3.1 Sense amplifier based logic (SABL)

SABL [14] is a dynamic differential logic whose functions are built using differ-
ential pull down networks (DPDN)s. In order to have data-independent power
consumption, SABL is designed to guarantee that in every clock cycle it charges
a total capacitance with a constant value despite the fact that during each clock
cycle different capacitances are switched. This goal is based on the fact that
designing a logic that is dynamic and differential is a crucial step, but not suf-
ficient because of the existence of unbalanced capacitances of the differential
signals. The total capacitance comprises, the gate output capacitance Co, the in-
terconnect capacitance to the subsequent connected gates Crout and the input ca-
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Fig. 2.1.: The schematic of a generic SABL gate.

pacitances of these gates Ci. To balance the gate differential output capacitances,
the complementary outputs need to be driven by an equal number of transistors
(having the same parameters). As for the differential input capacitances of the
subsequent gates, they can be balanced by connecting the differential outputs
to the same number of gate terminals. Despite these considerations, the differ-
ential interconnect capacitances and the internal DPDN nodes still need to be
equalized which is a tedious job. Therefore, SABL aims to solve this problem by
applying two principles:

1. It is a DDL logic, hence it switches the output once every clock cycle
independent on the input value and sequence.

2. During each clock cycle, it charges / discharges the same capacitance value:
one of the balanced output capacitances (Co + Crout + Ci) + the sum of
all the internal node capacitances of the gate DPDN.

SABL achieves the second principle by introducing a means to overcome the
problem of unbalanced internal node capacitances without having to balance
them. This is simply realized by connecting an always ON transistorM1 between
both outputs of the DPDN as shown in the generic SABL gate shown in Fig. 2.1
where it is responsible for:

− providing a path for subthreshold currents, thus preventing floating nodes.

− discharging all internal nodes during the evaluation phase.

During the evaluation phase, the clock signal Clki is high forming a path to
ground and discharging one of the output nodes through the DPDN. Thanks
to transistor M1, all internal nodes and their capacitances discharge along with
the discharging output node and its capacitance disregarding the fact that the
internal node capacitances are most probably unbalanced. The same concept
apply during the precharge phase where the Clki signal is low and both out
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Fig. 2.2.: The schematic of a generic CRSABL gate.

and out are precharged to VDD. Here, the value of the precharged capacitance is
always constant regardless of the input pattern or the input sequence because all
the discharged nodes and their capacitances will be precharged. Also, It is worth
mentioning that SABL gates are connected to each other in a domino fashion
using an inverter at each output node as seen in Fig. 2.1.

The authors in [14] implemented a Kasumi [30] substitution box (S9-box)
using a 0.18 µm, 1.8 V technology node. It comprises 5 inverters, 86 NANDs
and 92 XORs. Simulations are done using Hspice with random input sequence
of length 500 clock cycles and they show that the energy of the SABL S9-box is
slightly less than 2× that of static CMOS. Also, the area of the SABL S9-box
exhibits the same increase factor compared to static CMOS. Not only the average
power consumption of SABL is considered high (compared to static CMOS),
but also the peak precharge power consumption is relatively high because the
precharge event takes place at the same time for all gates.

This drawback motivated the authors of [14] to design a low power variant of
SABL which is the charge recycling sense amplifier based logic (CRSABL) [17].
Its main goal is to reduce both the average power consumption and the peak
precharge current of SABL using two key features:

1. To use the charge recycling principle in order to reduce the amount of
needed charge from the supply by reusing the charge of one of the output
nodes to charge the remaining nodes.

2. To charge the output and the internal nodes during the precharge phase
to intermediate values instead of VDD.

Fig. 2.2 shows the generic CRSABL gate. The main difference between
CRSABL and SABL gates is the substitution of the two precharge clocked tran-
sistors by a single clocked transistor between the output nodes.



26 DYNAMIC DIFFERENTIAL SWING LIMITED LOGIC (DDSLL): DESIGN AND PERFORMANCE

At the beginning of the precharge phase, the clock signal Clki goes low and the
output nodes are shorted through the clocked transistor as the charged output
from the previous evaluation phase drops and the discharged output node rises to
VDD − |Vtp|, where Vtp is the threshold voltage of the clocked PMOS transistor.
Now, both the PMOS cross coupled transistors are turned off and both the
NMOS ones are turned on charging the internal nodes X and Y to VDD −|Vtp|−
Vtn, where Vtn is the threshold voltage of the cross coupled NMOS transistors.
Hence, the charge at the high output node is recycled and used to charge the
low output node and the internal nodes. During the evaluation phase, the Clki
signal is high forming a path to ground and discharging one of the output nodes
through the DPDN to GND. At the same time the other output node is charged
from VDD − |Vtp| to VDD through the cross coupled transistors.

Simulation results using the same conditions as in [14] show that CRSABL
saves 20 % energy per cycle compared to SABL and also reduces the peak
precharge current by 63 %. However, the delay increases by 34 %. Also, the
power consumption of CRSABL is reduced by 40 % compared to SABL.

2.3.2 Dynamic current-mode logic (DyCML)

DyCML [18] is designed as an enhancement to the MOS current-mode logic
(MCML) [31] as it cancels the associated leakage power dissipation. Meanwhile,
it maintains the main benefits of current-mode logic which are reducing the
dynamic power by decreasing the output voltage swing and enhancing the per-
formance. DyCML is also a self-timed logic that generates an internal clock for
each block indicating the end of operation (either evaluation or precharge).

Fig. 2.3 shows a schematic diagram of the generic DyCML gate. The main
concept of DyCML lies in the dynamic current source represented by transistors
M1, M2 and the capacitor C1. During precharge the input clock signal Clki is low
discharging transistor C1, which is used as a capacitor, through transistor M2,
thus transistor C1 serves as a virtual ground. At the same time, both out and
out are precharged to VDD. During the evaluation phase, the clock signal Clki
is high turning on the dynamic current source through transistor M1 allowing a
path to the virtual ground formed by transistor C1 and discharging one of the
output nodes through the DPDN.

The design of this capacitor depends on two factors according to Equation 2.1
[18], the required voltage swing and the output load capacitance which includes
drain capacitances of the DPDNs, gate capacitances of the associated latch, input
gate capacitances of the following connected stages, and the routing parasitic
capacitances. As a result, the size of this capacitor is different from one gate to
another, which makes the design of the DyCML logic difficult.

Vswing . CL = WC1 . LC1 . Cox . (VDD − Vswing) (2.1)

where Vswing, CL, WC1, LC1 and Cox are the required voltage swing, output
load capacitance, width of transistor C1, length of transistor C1 and the gate
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Fig. 2.3.: The schematic of a generic DyCML gate.

oxide capacitance, respectively. Moreover, Fig. 2.3 also shows the self-timing
buffer used to generate a completion signal for the following stage to start its
subsequent phase. It depends on the low-swing signal of the capacitor to generate
the output clock Clki+1.

Simulation results of a Khazad S-box [19] using 0.13 µm partially depleted
(PD) SOI CMOS technology are used to compare the performance of DyCML to
SABL [32]. The Khazad S-box designed with both logic styles adopts the use of
complex functions through complex DPDNs. However, the design of the DyCML
gates of the Khazad S-box required special attention to the sizing of the gates
because of the variations of fan-out, which was not needed for SABL. DyCML
with output swings of 0.8 V and 0.4 V has a power reduction of 33 % and 50
%, respectively compared to SABL at 100 MHz. As for the area, the DyCML
Khazad S-box is 9 % smaller than that of SABL.

2.4 DDSLL IN A NUTSHELL

In order to design a digital circuit using the DDSLL style, several features and
design guidelines have to be first understood. First, we introduce the general
topology and describe the functionality of the DDSLL style as described in [15].
In the next section, we provide the implementation details that we employed to
implement the case study; an AES S-box, using the DDSLL style.

2.4.1 Circuit topology

The DDSLL style is one of several DDL self-timed logic styles developed by
[15] for secure low-power applications. It features a precharge phase where all
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differential outputs are charged to VDD. Similar to the DyCML logic, DDSLL
operates in a self-timing scheme. It employs a dynamic current source to elimi-
nate the leakage power consumption associated with regular current-mode logic
styles. The cut off of this current source is performed when a feed-back loop
detects the completion of the evaluation. If operated with a self-time scheme,
the completion signal denoted by ENO (i.e ENd of Operation) is propagated to
the next logic stage to start its evaluation phase.

Fig. 2.4 shows the schematics of a simple XOR gate implemented using
DDSLL. It uses the same DPDN as DyCML to evaluate the function at hand.
Transistors M1 and M2 operate as the dynamic current source, while transistors
M3 - M5 perform the feed-back operation necessary for cutting off the current
after evaluation. Transistors M6 - M11 form the precharge circuit, and transis-
tors M12 and M13 function as a latch. The self-timing buffer used for the DDSLL
style is a simple inverter as shown in Fig. 2.4.

2.4.2 Functional operation

The operation of the DDSLL style is quite simple. It consists of two phases:
precharge and evaluation. Fig. 2.5 shows how the precharge and evaluation
phases function. During the precharge phase, the input clock signal Clki is low,
discharging node S to GND and charging node ENO to VDD. However, there



DDSLL IN A NUTSHELL 29

1.5 2 2.5 3

0

0.6

1.2

Time [ns]

[V
]

 

 

 V(Clk
i
)  

 V(Clk
i+1

)

 

 

(a) DDSLL XOR input/output clocks.

1.5 2 2.5 3

0

0.6

1.2

Time [ns]

[V
]

 

 

 V(outb)
 V(out) 
 V(ENO) 

 

 

(b) DDSLL XOR output/internal nodes.

Fig. 2.5.: DDSLL XOR functional operation.

is no current path from VDD to GND as M1 is switched off. Meanwhile, both
output nodes out and out are precharged to VDD via transistors M10 and M11.

During the evaluation phase, the input clock signal Clki is high, allowing
current to flow through the dynamic current source (M1, M2), as node ENO
was previously charged to VDD, in order to provide a discharge path for one of
the precharged output nodes. Depending on the logic function and the inputs,
there will be a single low impedance path from one of the output nodes to GND.
As soon as one of the output nodes falls below VDD − VtP |FB, where VtP |FB is
the threshold voltage of the feed-back PMOS transistors, node S will be charged
to VDD turning on the feedback transistor M3, which in turn discharges node
ENO to GND switching off the dynamic current source. Meanwhile, one of the
latch transistors (M12, M13) turns on as the output node connected to its gate
falls below VDD−VtP |L, where VtP |L is the threshold voltage of the latch PMOS
transistors, preserving the voltage of the other output node at VDD.

The self-timing buffer acts as the interface between cascaded stages of the
DDSLL style, as it delivers a slightly shifted version of the input clock indicating
the termination of the evaluation phase of the current block.
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2.5 DDSLL IMPLEMENTATION DETAILS

In this section, we detail the design guidelines we proposed in [21] to optimize the
performance of the DDSLL1 compared to static CMOS and other DDL styles.
We first provide the design methodology of DDSLL followed by the detailed steps
that lead to a full picture of how to implement complex circuits such as the AES
S-box using DDSLL.

2.5.1 DDSLL design methodology

The initial step in the circuit design is to choose an appropriate technology. For
low-power applications, it is important to have low dynamic and leakage power
consumptions. As suggested in [22], the choice of the 65 nm CMOS technol-
ogy node with low-power (LP) flavor reduces both the dynamic power and the
two major contributors to leakage power; namely, the subthreshold and gate
leakages compared to 0.13 µm CMOS technology. An advanced encryption stan-
dard (AES) [20] S-box is implemented using the LP 65 nm CMOS technology
with standard Vt devices. It features 1.8× and 5.6× reduced dynamic and leak-
age power consumptions, respectively when compared to the same S-box imple-
mented using the 0.13 µm CMOS technology with high Vt devices. Then we
select the transistor sizes with the aim of reducing the power consumption with-
out jeopardizing the functionality at different operating conditions. For example,
the use of minimum feature size transistors only may lead to insufficient voltage
swing if process variations or different operating temperatures are taken into
consideration. Further details are provided in Section 2.5.2.

The second step is the design of the DPDN which is a rather challenging
task due to their excess sensitivity to the data patterns. To achieve optimum
security, the differential output nodes and internal nodes of the DPDN have to
be completely balanced. Of course, this is the ideal case. Realistically, partial
balancing of the differential nodes is achievable using certain techniques that
we detail in Section 2.5.3. Here, we use the BDD [23] to create the DPDNs and
further optimize them. The capacitance counting technique used by the tool that
is proposed in [33] is a good start to try and balance the DPDN. Furthermore,
special care has to be taken at the layout level to preserve the symmetry of the
DPDNs and balance the capacitances of the differential routes as well.

The third step involves the reduction of the redundant operations by sharing
the common blocks of the gates that function at the same time. The goal is to
decrease the overall power consumption of the DDSLL S-box and also minimize
the area. This can be achieved by sharing the self-timing buffer, the feed-back
transistors and parts of the precharge circuitry as explained in Section 2.5.4. The
last step in the methodology discusses how to interface DDSLL gates with static
CMOS as illustrated in Section 2.5.5. Normally, a low-swing full-swing buffer

1In this study we consider only combinatorial circuits. Implementing storage elements and
flipflops using DDSLL would be interesting for future research.
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is proposed in the literature, but this does not take into account the fact that
the differential outputs are precharged to VDD every clock cycle. As a result, we
propose a special buffer that does not only transform the low-swing signal to
a full-swing signal, but also eliminates the precharge phase of the signal. That
is, preserve the evaluated output signals during precharge. This buffer is only
needed at the output of DDSLL circuits to connect to inputs of static CMOS
gates. However, the input of DDSLL gates can be directly connected to the
output of static CMOS.

2.5.2 Circuit design

As was previously shown in [22], the choice of the technology node with the ap-
propriate flavor and device type greatly affects the circuit delay and power con-
sumption performance. In general, high-performance applications benefit from
scaling while low-power applications suffer from increased leakage [34]. This is
the main reason for developing both the General Purpose (GP) and the Low
Power (LP) flavors in advanced technology nodes such as the 65 nm to serve
high-performance and low-power applications, respectively.

2.5.2.1 Technology selection

As discussed in [22], simulation results of the AES S-box using a 0.13 µm CMOS
technology interestingly showed that at 100 kHz, the power consumption is dom-
inated by leakage power (96.4 % in case of low Vt devices and 54 % in case of
high Vt devices). A thorough investigation was consequently conducted to select
the most appropriate technology in order to minimize the power consumption of
the S-box [22]. Despite the reduction in dynamic power, a major disadvantage
of advanced technologies is their high gate leakage. However, it can be mitigated
by employing the LP flavor introduced in sub 100 nm technology nodes. Another
drawback of these advanced technologies is the relatively high subthreshold cur-
rent. Nevertheless, the use of LP flavor coupled with high Vt devices reduces the
subthreshold current substantially. Indeed, the dynamic power of the S-box im-
plemented using LP 65 nm CMOS technology with standard Vt (SVT) devices,
is reduced by a factor of 1.8 compared to the one implemented using 0.13 µm
CMOS technology with high Vt devices. As for the leakage power, the reduction
factor is 5.6×. These observations lead to favoring the use of the 65 nm CMOS
technology with LP flavor and SVT devices. Further details are provided in Ap-
pendix C. On the other hand, the delay of the S-box implemented using this
technology with SVT devices was found to be slightly higher than that of a 0.13
µm CMOS technology with low Vt devices thanks to the significant reduction of
the gate capacitance. As a result, we choose to use the 65 nm technology node
with LP flavor in order to reduce both the dynamic power and leakage power
without sacrificing the performance.
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2.5.2.2 DDSLL circuit design using LP 65 nm technology node

With respect to the sizing of the transistors, all are designed with minimum gate
length (Lg = 0.06µm) to minimize the gate capacitances; thus, reducing the
power consumption. As for the transistors width:

− The precharge, latch, feed-back circuits and the self-timing buffer are de-
signed using minimum feature size transistors (W = 0.12µm) to reduce
the power consumption except for the PMOS transistors in the inverters
of the precharge circuit and self-timing buffer (W = 0.24µm) to maintain
the duty cycle of the input clock.

− The dynamic current source uses wider transistors (W = 0.3µm) in order
to drive sufficient current from the DPDN during the evaluation period
providing the desired output voltage swing.

− The DPDN is also designed with wider transistors (W = 0.3µm) for two
reasons, the first is to increase the output voltage swing and the second is
to reduce the effect of within-die (WID) variability on the output voltage
swing.

Regarding the choice of the devices, this technology offers three different Vt

devices, low-Vt (LVT), standard-Vt (SVT) and high-Vt (HVT). Most DDSLL
devices are chosen to be SVT devices to reduce the leakage power without great
loss of performance as shown in [22]. Contrarily, the latch and transistors M10-
M11 of the precharge circuit use HVT devices in order to reduce the leakage that
charges the low-voltage output nodes during the evaluation phase especially at
higher temperatures. The choice of HVT for these transistors was favored after
performing preliminary simulations on the S-box using all SVT devices at high
temperature (125◦C) which lead to the failure of the S-box due to the charging
of the low-voltage output nodes during evaluation.

2.5.3 Differential pull down network (DPDN) creation: Design and Layout

The DDSLL style is developed as a countermeasure against power analysis at-
tacks [15, 35]. As a result, special care has to be taken while designing the DPDNs,
especially since large DPDNs can be used to implement complex functions with
even three or four inputs in order to save area. Hence, the capacitances have to
be balanced between both output nodes and for all input sequences. The gate
load capacitance has three main contributors: (1) The gate intrinsic output ca-
pacitance Co, (2) the parasitic routing capacitance Crout and (3) the intrinsic
input capacitance of the load gate Ci. According to [25], the following items
guarantee a balanced DPDN network:

1. Both out and out of each DPDN must be connected to the same number
of parallel branches in order to have the same load.

2. The number of series connected transistors in each out/out branch should
not depend on the input of the implemented function.
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3. The total number of connected capacitances for each input sequence should
be the same.

4. The layout of the DPDN should preserve the symmetry between out and
out branches and also balance the routes in order to match the interconnect
capacitances.

The DPDN representing a certain function can be easily created from the binary
decision diagram (BDD) [23] used to define this function [33, 36].

2.5.3.1 Binary decision diagram (BDD)

BDD is used as a tool to optimize the design of the DPDNs representing large
complex functions [36]. These diagrams can be easily created using the Shannon
expansion theorem, where a Boolean function can be recursively represented by
the sum of two sub-functions of the original to form a graph structure.

The basic representation of Boolean functions using BDDs is defined according
to [37]:

• A function graph is a rooted, directed graph with vertex set V containing
two types of vertices.

– A nonterminal vertex v whose attributes are: an input xi (i ∈
0,.....,m-1) of the function (f :0, 1m ∈ 0,1), an index index(v) ∈ 1,.....,n
and two children vertices low(v) and high(v).

– A terminal vertex v whose attributes are: an index index(v) and a
value value(v) ∈ 0,1.

• A function graph can be reduced by:

– Eliminating the redundant nodes: If the two children vertices of a
vertex v are identical (low(v) = high(v)), then vertex v is said to be
redundant and can be removed such that its parent vertex can connect
directly to its child vertex. For example in Fig. 2.6 (a), vertex with
index 4 is redundant.

– Merging the duplicate nodes: A vertex is said to be duplicated if other
vertices that define the same function exist. Therefore, all duplicate
vertices can be removed and replaced by only one vertex. For example
in Fig. 2.6 (c), vertex with index 7 is a duplicated version of vertex
with index 8.

and thus transforming the BDD into a reduced ordered binary decision
diagram (ROBDD).
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Fig. 2.6.: Reduction of binary decision diagram: (a), (b) Eliminating the re-
dundant nodes and (c), (d) merging the duplicate nodes [33].

2.5.3.2 DPDN design using BDD

The use of BDDs is extended from optimizing the Boolean functions, in terms of
minimizing their representations, to mapping the BDDs into differential gates
exploiting the isomorphism between the DPDN and the BDD implementing the
Boolean function [36].

The mapping is done as follows:

− Each nonterminal vertex of the BDD is substituted by a net of the DPDN.

− Each edge connecting a nonterminal vertex to its children vertices is sub-
stituted by an NMOS transistor whose source and drain are the parent
nonterminal vertex and the child vertex, respectively.

− The terminal vertices whose values are 0 and 1 are mapped to f and f ′,
respectively.

Fig. 2.7 shows an example of mapping both an AND and XOR functions from
BDD to their equivalent DPDN counterparts.



DDSLL IMPLEMENTATION DETAILS 35

X1

X2

01

(a)

X1 X1

X2X2

f f

(b)

X1

X2X2

01

(c)

X1 X1

X2X2 X2

f f

(d)

Fig. 2.7.: Mapping BDD to DPDN for AND (a,b) and XOR (c,d) functions.

2.5.3.3 Balancing the capacitances of DPDN using BDD

As mentioned in Section 2.5.3, balancing the capacitances between both output
nodes of a DPDN and for all input sequences is extremely important to coun-
teract power analysis attacks. Accordingly, a tool based on BDD is proposed in
[33] to explore different implementations of the targeted DPDN in order to pre-
dict the most secure structure. It is based on modeling the power consumption
related to a single input sequence using the following assumptions:

− Variations in the power consumption with different input sequences are
a result of different number of internally connected capacitances in the
DPDN that are charged / discharged during the evaluation phase [14].

− The diffusion capacitances of the transistors are only considered.

− The drain-gate and source-gate capacitances are considered equal and they
are the only ones to play a role.

− To predict the power consumption associated to an input sequence, only the
number of normalized capacitances that are connected to the discharging
output node are counted.

− The number of normalized connected capacitances are: two source-drain
capacitances connected to each vertex, a drain-gate capacitance as a con-
tribution of each sub-vertex. Fig. 2.8 shows an AND gate as an example of
how the tool counts the capacitances connected to the discharging output
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node and Table 2.1 provides the number of normalized connected capaci-
tances according to the input sequence.

Table 2.1.: Predicted number of capacitances connected to the discharging
node based on the input sequence of an AND gate [33].

f discharged node connected capacitances

0 0 0 out 8
0 1 0 out 8
1 1 0 out 5
1 1 1 out 7

The function of the tool proposed in [33] is summarized as follows:

− It investigates all the possible structures (input ordering) of a certain func-
tion by building the BDDs and applying the reduction rules. For example
a 4-input function can have 4! i.e. 24 different structures.

− For each structure, it builds a model by counting the number of capaci-
tances connected to the discharging output node of the DPDN for all the
input sequences.

− For each structure, it creates a SPICE netlist relative to the transistor
implementation of the BDD. The netlist is then simulated and the power
consumption related to each input sequence is extracted.

− For each structure, the variance of the connected capacitance related to
the input sequences is calculated and the structure that has the minimum
capacitance variance is chosen as it indicates a minimum difference in
the power consumption between different input sequence making it more
difficult to attack.

The use of this tool helps to find the most information leakage efficient structure
among all possible n! different structures of n-input functions. This will be
further investigated in details in Section 2.6.

2.5.3.4 Balancing the capacitances of DPDN from the layout perspective

As the technology scales down, the parasitic routing capacitance becomes the
dominating contributor of the total gate load capacitance [34, 38]. Therefore,
special care has to be taken while designing the routes at the layout stage. As a
result, a technique proposed in [39, 40] employs standard place and route tools
to route the differential signals guaranteeing the matching of the routing ca-
pacitances within a few percent. This technique is based on routing the output
of any differential pair as one ”fat” wire, which has the width of two differ-
ential parallel wires plus the spacing between them, then transforming it into
differential parallel wires as shown in Fig. 2.9. It guarantees that the differential
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Fig. 2.8.: AND gate capacitances that are taken into account by the tool (a)
[33], capacitances that are connected to the discharging node when the inputs
X2X1=00 (b), X2X1=01 (c), X2X1=10 (d), X2X1=11 (e).
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(a) (b)

Fig. 2.9.: Differential pair routing methodology: (a) Fat wire representation
and (b) Transformation of the fat wire into differential routes [40].

wires are always routed in adjacent tracks [39] ensuring the matching between
the differential routes. Also, the DPDNs themselves need to be balanced at the
layout level. That is, special care has to be taken while placing the differential
transistors in order to preserve the symmetry and thus, maintain the balance of
between the capacitances of the differential nodes. The basic layout guidelines
that we employed are discussed in Appendix D along with illustrative examples
of the layouts of the Inversion in GF (24) function and the whole AES S-box.

2.5.4 Sharing principle

The sharing of common blocks is generally used to reduce the power consumption
overhead of these blocks and also to reduce the die size. It is applicable to
differential current-mode logic styles which are either dynamic such as DyCML
or static as in MCML [41–43]. For example, in subthreshold MCML [41] the
feedback bias circuit, which defines the gate voltage of the PMOS load devices
can be shared among several logic gates as shown in Fig. 2.10. Also in [43] the
replica bias in the subthreshold source couple logic (STSCL), which biases both
the PMOS load devices and the tail current source, can be shared. However,
sharing in these cases causes the design to be vulnerable to within-die variability
as the feedback bias / replica bias should be well matched to the MCML/SCL
gates in order to minimize the deviation of the output voltage swing. As a result,
a deviation of 40 mV in STCL for minimum size devices using 0.18 µm technology
is reported by [43].

On the other hand, the principle of sharing in DDSLL is quite different.
Fig. 2.11 depicts the technique we introduce so that several DPDNs can share
the same feed-back, dynamic current source, self-timing buffer, and part of the
precharge circuit. However, the latch transistors connected to the output nodes
cannot be shared as they are needed for each output of the DPDNs. Also the
output precharge transistors are not shared, although they can be, because of
the excess complexity that would be added at the layout phase. Accordingly,
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Fig. 2.10.: Schematic of an MCML inverter and its feed-back bias circuit that
can be shared among several gates [41].

sharing is useful among gates whose operations can be performed at the same
time, since in this case these functions will terminate their evaluation process at
the same time. Therefore, they need a single dynamic source, a single feed-back
circuit and a single self-timing buffer.

Finally, the out/out of the DPDN that derive the shared feed-back circuit
should be chosen to be the most loaded outputs (which means the slowest sig-
nals). This way, the output clock Clki+1 of these shared functions is generated
after the slowest output is evaluated which guarantees successful operation and
avoids early propagation (not taking WID variations into account which pose
a potential threat to the success of DDSLL)2. Moreover, choosing the functions
that will share the common blocks and the most loaded output signals (by calcu-
lating the fan-out of each gate) are done manually. Of course, this indicates that
thorough testing is needed not only at nominal conditions, but also in presence
of process variations. Also, maintaining the same output voltage swing of the
gates that employ the sharing principle as the other simple gates is not an easy
task and due to the manual design of these gates, their output voltage swings ex-
perience some deviations. Nevertheless, automating this procedure to avoid the
tedious manual job and to increase the efficiency and reliability of the sharing
principle would be interesting for future research. In addition, this will increase
the output voltage swing of the shared blocks as the slowest output will cut off
the current of the dynamic current source after a longer period.

2However SPICE simulation results while enabling WID process variations, using 100 Monte-
Carlo runs show that the adopted design guidelines helped avoid the failure of DDSLL due to
WID process variations at 1.2 V supply and there were not any early propagation problems
visible.
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Fig. 2.11.: Schematic of DDSLL gates using the sharing principle.

2.5.5 Interface with static CMOS logic

To interface the output of the DDSLL style with the input of the static CMOS
logic, a special buffer is needed to convert the DDSLL low-swing clocked signal to
a full-swing non-clocked signal. Low-swing to full-swing buffers exist in literature,
for example in [18]. However, it does not take into account the fact that the
differential outputs are both precharged to VDD every clock cycle, while in static
CMOS logic this is not the case, unless the use of flip-flops is intended to sample
the correct output state. Therefore, the buffer interface needs not only to convert
the low-swing signal to a full-swing signal, but also to preserve the evaluated
output during the precharge phase of the clock.

Fig. 2.12 shows the schematic of the output buffer we propose to interface
the DDSLL style with the static CMOS logic. All transistors are SVT devices
with minimum feature size. The input signals in and in are the differential low-
swing outputs of the DDSLL style, while the out and out signals are the input
signals to the static CMOS logic. In order to explain the functionality of the
output buffer let us assume that during evaluation in is the low signal and in
is the high signal. During the evaluation phase, transistor M6 is on, charging
node out to VDD which in turn will switch on transistor M1. Now the two series
NMOS transistorsM1 and M3 are on, discharging node out to GND. During the
precharge phase, both in and in signals are high, turning on transistors M3 and
M4. As a consequence, the output buffer acts as a latch preserving the voltages
of the differential full-swing previously evaluated outputs. The operation of the
output buffer is shown in Fig. 2.13.

On another hand, the interface between the output of the static CMOS logic
and the input of the DDSLL style does not require special buffers, it is sufficient
to directly connect the output of the static CMOS logic to the input of the
DDSLL style similar to [18].
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Fig. 2.13.: Operation of the DDSLL output buffer interface with static CMOS
logic

2.5.6 Current implementation summary

In the current manufactured implementation of the DDSLL S-box the following
design items are considered:

− In the design of the DPDNs of the six 4-input functions of the DDSLL
S-box care has been given to items 1 and 4 only in Section 2.5.3 namely:
Both out and out of each DPDN must be connected to the same number
of parallel branches in order to have the same load and the layout of the
DPDN should preserve the symmetry between out and out branches in
order to match their interconnect capacitances, respectively.

− BDDs are designed using both reduction techniques (eliminating the redun-
dant nodes and merging the duplicate nodes) in order to create the most
compact implementation of each function. As a result, while designing the
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BDDs for the manufactured implementation of the DDSLL S-box care was
not given to obtain the most balanced implementations. However, a second
version of the DDSLL S-box that features balanced implementations of the
six 4-input functions is designed and discussed in the following section.

− DPDN creation and layout are done in a full-custom manner. Accordingly,
the differential wires are manually routed in adjacent tracks ensuring the
matching between them in the same manner proposed in [39, 40] only
without the use of standard place and route tools.

2.6 COMPARISON BETWEEN COMPACT AND BALANCED DPDNS

In order to utilize the concept of the tool proposed in [33] and briefly described in
Section 2.5.3.3, the complex functions in the AES S-box have to be first identified.
Then, we apply the same technique as the tool to find the most balanced structure
for each of the complex functions. Notably, there are 6 functions that can be
implemented in a complex fashion; 4 functions are in the Inversion GF (2)4 block
and 2 functions are in the Multiplication GF (2)2 block.

In the Inversion GF (2)4 block:

X−1
3 = x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0

+ x3x2x1x0 + x3x2x1x0 + x3x2x1x0

(2.2)

X−1
2 = x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0

+ x3x2x1x0 + x3x2x1x0 + x3x2x1x0

(2.3)

X−1
1 = x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0

+ x3x2x1x0 + x3x2x1x0 + x3x2x1x0

(2.4)

X−1
0 = x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0

+ x3x2x1x0 + x3x2x1x0 + x3x2x1x0

(2.5)

In the Multiplication GF (2)2 block:

k0 = q1w1q0w0 + q1w1q0w0 + q1w1q0w0 + q1w1q0w0 + q1w1q0w0

+ q1w1q0w0

(2.6)

k1 = q1w1q0w0 + q1w1q0w0 + q1w1q0w0 + q1w1q0w0 + q1w1q0w0

+ q1w1q0w0

(2.7)
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Fig. 2.14 (a) and (b) show the BDDs of two different implementations of the
function k−1

3 in the Inversion GF (2)4 block as an example. In Fig. 2.14 (a), the
compact structure is developed (6 vertices) and in Fig. 2.14 (b), the balanced
structure (11 vertices), which is allegedly information leakage efficient, is estab-
lished. It is worth noting that the only reduction rule applied for the balanced
structure is: merging the duplicate nodes, since eliminating the redundant node
causes imbalance in the structure. Also, the transistor level of the structures of
both implementations are shown in Fig. 2.14 (c) and (d). The number of con-
nected capacitances to the discharging node according to each input sequence (
input) is detailed in Table 2.2. The total number of input sequences is 16 (24

since the functions are implemented using 4-input gates). As a result of balanc-
ing the structure of the function k−1

3 in the Inversion GF (2)4 block, the variance
of the capacitance over the different input sequences is 0, while for the compact
structure, it is equal to 8.25. However, balancing the structure leads to an in-
crease of almost 2× in the number of transistors used. The BDDs and DPDNs of
the remaining 5 functions are detailed in Appendix B, whereas the capacitance
count of each structure is given in Table 2.2.

Table 2.2.: Difference between the compact and balanced structures of all
functions in the inversion GF (2)4 and multiplication GF (2)2 blocks in terms of
the number of capacitances connected to the discharging output node based on
the input sequence, and the standard deviations of these capacitances.

Function Parameter compact balanced

K−1
3

# input 2 2 4 8 16
# capacitances 16 15 13 9 17

std 2.87 0

K−1
2

# input 8 8 12 4
# capacitances 12 9 17 16

std 1.55 0.45

K−1
1

# input 6 2 8 12 4
# capacitances 18 16 13 18 16

std 2.41 0.89

K−1
0

# input 4 4 4 4 4 10 2
# capacitances 17 16 14 12 18 17 16

std 1.98 0.62

k1

# input 1 2 1 2 4 2 4 12 4
# capacitances 17 16 15 14 13 12 10 18 16

std 2.28 0.89

k0

# input 2 2 6 2 4 12 4
# capacitances 16 15 13 12 10 18 16

std 2.05 0.89
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Fig. 2.14.: BDD of the function k−1
3 in the inversion GF (2)4 block with the

compact structure (a) and with the balanced structure (b). DPDN of the function
k−1
3 in the inversion GF (2)4 block with the compact structure (c) and with the

balanced structure (d).

Evidently, not all balanced DPDNs of the remaining 5 functions feature 0
variance of the capacitance over the different input sequences. For example, the
function K−1

1 in the inversion GF (2)4 and both functions of the multiplication
GF (2)2 suffer a maximum capacitance variance of 0.89. Although the capac-
itance variance reduction brought by the balanced structures is evident, the
majority of these structures are still inevitably unbalanced to a certain extent.
As a result, an interesting research for the future would be to investigate other
balancing techniques in order to reduce the capacitance variance to 0.

Nevertheless, to show the importance of having completely balanced struc-
tures we plot the current traces of the two version of the DDSLL S-box; namely,
the one with the compact DPDNs and the one with the “balanced” DPDNs. By
current traces, we mean the supply current resulting from the different opera-
tions of the S-box. In the SPICE simulations, we use n different input sequences
where the inputs to the S-box under test transitions from the state of 0 to an
arbitrary input state ranging from 0 to 255. The supply current is then extracted
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for the evaluation period and divided into n current traces corresponding to the
n different input sequences that took place during n clock cycles. Then, these
n current traces are overlapped in order to visually inspect the differences re-
sulting from applying the n input sequences. Finally, the standard deviation of
the current traces over the different input sequences is plotted for all the time
samples in order to numerically identify the sample that is most affected by the
different transitions and the maximum value of this deviation. Details and fur-
ther explanations of the choices we made in order to obtain the current traces
are presented in Chapter 4. Of course, visually inspecting the current traces and
calculating the standard deviations are not sufficient to claim a security enhance-
ment of one implementation over another. In Chapter 4, we discuss the tools and
metrics that we use to analyze the security of the DDSLL S-box implementa-
tion. Nevertheless, computing the standard deviations over the input sequences
is considered an informal step in the security assessment and it also proved to
be related to security metrics [44, 45].

In Fig. 2.15, we plot the current traces and the standard deviation over the
input sequences for both DDSLL S-boxes. Simulations are done at typical condi-
tions, 25◦C temperature, 1.2 V supply voltage and without adding the extracted
routing parasitics (only gate and junction capacitances are accounted for). The
standard deviations (σ) are computed based on normal (Gaussian) and lognor-
mal distributions. Normally, a normal assumption is sufficient, but due to the
irregular shape at the end of the current traces (different termination times of
the evaluation period), we plotted σ for the lognormal distribution as well. It
appears that the sample that maximizes the σ for both S-boxes is almost the
same for both distributions, despite the different values. Evidently, the use of
balanced DPDNs renders the DDSLL S-box with slightly lower σ over most of
the time samples compared to the compact version. However, the maximum log-
normal σ dropped from 95 µA (compact DPDNs) to 30 µA (balanced DPDNs)
which results in similar lognormal and normal distributions in the case of the
balanced DDSLL S-box for all time samples.

These observations lead to an important conclusion; the use of balanced
DPDNs does not enormously reduce the standard deviation (normal) with re-
spect to the compact version of the DDSLL S-box. We also conclude that con-
sidering a lognormal distribution does not contribute to the final decision of
whether the security enhancement of an implementation is substantial or not,
compared to another, rendering it rather irrelevant. That is, we cannot claim
that balancing the DPDNs lead to a significant reduction of standard deviation
using the lognormal distribution while having only a slight improvement if we
consider the normal assumption. This is simply because the standard deviation
reduction brought by the use of a lognormal distribution is not coupled by the
same reduction using a normal distribution. As a result, analyzing the current
traces based on a normal assumption is enough. Also, it is important to state that
the time sample that provides the maximum standard deviation is the critical
time sample that the adversary will probably exploit (knowing that the standard
deviation is related to security metrics [44, 45]). As a result, the lower standard
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Fig. 2.15.: Simulated current traces and standard deviations of DDSLL com-
pact (a, c) and balanced structures (b, d) for 256 different input transitions.

deviation over the inputs for most of the time samples of the balanced DDSLL
S-box compared to the compact version is not important as long as there exists
at least one time sample that features a similarly high standard deviation.

Furthermore, the balanced version of the DDSLL S-box caused a 7.15 %
increase in the power consumption and a 12.6 % increase in its delay compared
to the compact one. Therefore, these conclusions reinforce our believe that
balancing the DPDNs is not a trivial task and that an interesting research
topic is to investigate other balancing techniques in order to reduce the current
standard deviations over the input sequences to a minimum level without
increasing the performance overheads.

The use of balanced DPDNs does not enormously reduce the
maximum standard deviation (normal) with respect to the com-
pact version of the DDSLL S-box. Therefore, the security of
the balanced DPDN is not expected to be improved. As a re-
sult, current balancing techniques are not sufficient and new
methods need to be investigated. In the following discussions,
we only use the compact form of the DDSLL S-box.
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Fig. 2.16.: AES S-box block diagram [47].

Table 2.3.: Characteristics of the S-boxes.

Circuit Logic gates Logic depth Transistors

2-input static CMOS 138 22 1530
4-input static CMOS 90 13 1099
SABL 90 13 1672
DyCML 90 13 1241
DDSLL 90 13 1275

2.7 CASE STUDY SUMMARY

We employ the AES S-box [20] as implemented in [22] and based on the proposed
architecture of [46, 47]. The block diagram is shown in Fig. A.1. Details of the
AES S-box implementation is described in Appendix A. We designed the S-box
using two versions of static CMOS; namely the 2-input static CMOS that limits
the gates to simple 2-input XOR/XNOR, AND/NAND gates and the 4-input
static CMOS that uses 4-input functions as needed besides the before mentioned
2-input gates. Also, SABL, DyCML and DDSLL S-boxes are implemented and
the characteristics of all S-boxes are summarized in Table 2.3. The circuit im-
plementation of all the DDL styles is quite simple, each function can be realized
using a single DPDN and all functions that operate at the same time can be
grouped to share the common blocks as discussed in Section 2.5.4. Pre-layout
simulation results are available for both versions of static CMOS and all DDL
styles, whereas post-layout simulation results are available for the 2-input static
CMOS S-box and the DDSLL styles only. It is worth mentioning that the 2-
input static CMOS S-box was initially designed with the intention to work at
sub-threshold voltages.

2.8 SIMULATION AND MEASUREMENT RESULTS

2.8.1 Test chip

A test chip was fabricated in order to investigate the power consumption, delay
performances and the security of the DDSLL S-box and compare it to a reference
static CMOS S-box [21]. In this chapter we study the power consumption and



48 DYNAMIC DIFFERENTIAL SWING LIMITED LOGIC (DDSLL): DESIGN AND PERFORMANCE

A

B

C

D

700 µm

70
0 

µ
m

A: static CMOS S-box

B: DDSLL S-box

C: 34-stages of 
static CMOS S-box

D: 40-stages of 
DDSLL S-box

Fig. 2.17.: Test chip

delay performances as means only. The deviations of the power consumption
and the delay of both S-boxes are detailed in Chapter 3. Whereas, the security
assessment of the S-boxes is addressed in Chapter 4. Here, the static CMOS
implementation uses SVT devices only with minimum gate length and 0.12/0.24
µm wide NMOS/PMOS transistors, while the DDSLL S-box is designed as ex-
plained in Section 2.5.2 with a target of minimizing both the area and the power
consumption. As a result, the area of the DDSLL S-box is 1125 µm2 which is
only 12 % larger than its counterpart in static CMOS.

Fig. 2.17 shows the microphotograph of the test chip which has been fabri-
cated using a 65 nm LP CMOS technology. The test chip comprises two blocks
consisting of stand-alone S-boxes for power consumption measurements in static
CMOS (block A) and DDSLL (block B) logics. Also to measure the delay perfor-
mance of both logic styles, two blocks consisting of n-stage chained S-boxes in
static CMOS (block C, n=34) and DDSLL (block D, n=40) styles are realized.

2.8.2 Power consumption test bench and measurement setup

To measure the power consumption, a single DDSLL S-box or static CMOS S-box
is sufficient as the current sensitivity of the measuring equipment is very high
which allows for measuring currents in the range of pA. The used test bench
simply consists of input and output buffers that have an independent supply
source, whereas the S-box under test has a separate supply source that also acts
as a meter to measure the current of the S-box under test.

Simulations are done at typical conditions (VDD = 1.2 V, temperature =
25◦C, typical NMOS and PMOS transistors) using ELDO SPICE simulator. It
is worth reminding that both static CMOS and SABL are full-swing logics while
DyCML and DDSLL are low-swing logics. In order to have a fair comparison
between DDSLL and DyCML styles, the transistors of the latter are sized so that
the output voltage swing is the same as that of the DDSLL. Of course, having
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a less output swing for the DyCML is feasible, however in practice, we should
maintain a sufficient swing to mitigate the impact of WID variability. As a result,
we chose to keep the voltage swing of DyCML the same as for DDSLL (0.6V ).
The power consumption is extracted by averaging over 10 input transitions.

As for the measurement setup, it consists of a 100MHz digital waveform
generator/analyzer (NI 6552) to provide the 8-bit input pattern to the S-boxes
and the clock signal to the DDSLL S-box. It also consists of three power supplies
for ESD, I/O buffers and for sourcing the voltage to the power supply of the
S-box under test and measuring the current drawn from it. A Keithley 236 SMU
is used here as its current sensitivity is 10fA. Fig. 2.18 shows all the equipment
used in the test bench to measure the power consumption of the S-boxes along
with the PCB.

(a) National instruments 100MHz

digital waveform generator/analyzer
(NI 6552)

(b) Keithley K2400 source meter
used for I/O buffers

(c) Keithley K236 source meter used
to measure the current of the S-box
under test

(d) The PCB under test

Fig. 2.18.: The measurement equipment used to measure the power consump-
tion of the S-boxes.

In order to measure the power consumption, we use a 10 input transition
pattern that is continuously repeated. In the case of 2-input static CMOS S-
box, the leakage power consumption Pleak is measured by introducing constant
inputs, then averaging over the corresponding leakage currents and multiplying
by the supply voltage. The dynamic power is the result of subtracting the leakage
power from the total power. In the case of DDSLL S-box, only the total power
consumption can be measured. This is mainly due to the dynamic nature of the
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DDSLL style where it has precharge and evaluation periods and also because of
its floating nodes during evaluation. As a result, reproducing the same voltage
levels as in normal operation during static mode (setting the clock and input
signals to either GND or VDD) is not possible. For both S-boxes, the measured
power consumption results are averaged over 20 dies.

2.8.3 Power consumption performance results

First, we show the impact of sharing the common blocks on DDSLL in compar-
ison to static CMOS logic using SPICE simulations. Fig. 2.19 plots the total
power consumption of several blocks implemented using 2-input static CMOS
and DDSLL with or without sharing versus the number of gates used by the
2-input static CMOS blocks. Simulations are done at typical conditions (VDD

= 1.2 V, temperature = 25◦C, typical NMOS and PMOS transistors) without
adding the extracted routing parasitics (only gate and junction capacitances are
accounted for) at 100 kHz. It can be seen that the total power consumption of
a single DDSLL XOR gate is almost 3× higher than that of a 2-input static
CMOS XOR gate. Therefore, if DDSLL gates are implemented without sharing
the common blocks, the power consumption is kept higher than that of the cor-
responding 2-input static CMOS blocks as seen for example, in the case of the
S-box (1.4×). However, if the principle of sharing is applied to the DDSLL gates,
then the power consumption tends to be lower than that of the 2-input static
CMOS as the number of gates increases. As a result, the DDSLL S-box that uses
the sharing principle consumes 1.9× less power than the 2-input static CMOS
S-box and 2.7× less power than that without sharing. Knowing the fact that
a 4-input static CMOS complex gate would have reduced dynamic and leakage
power consumptions with respect to its 2-input static CMOS implementation,
simulation results are conducted on the 4-input static CMOS S-box and its total
power consumption is 24 % less than the 2-input static CMOS implementation.
If the power of the DDSLL S-box with sharing is compared to that of the 4-input
static CMOS S-box, the reduction will be a factor of 1.5× (instead of 1.9× if
compared to the 2-input static CMOS S-box). However, the power reduction
brought by the principle of sharing in the DDSLL style is evident regardless of
the static CMOS implementation.

As the simulation of the DDSLL S-box demonstrates a significant reduction of
power thanks to sharing the common blocks, here we apply the sharing principle
to the SABL, DyCML S-boxes as well and compare their power consumption to
that of the 2-input and 4-input static CMOS S-boxes. It is worth reminding that
in this chapter we address the mean power consumption only and the analysis
of the power consumption deviations is separately discussed in the following
chapter.

Fig. 2.20 shows that the power consumption of SABL S-box is comparable to
that of 2-input static CMOS at 100 kHz and starts to show a larger difference of
about 30 % above 1 MHz. However when compared to 4-input static CMOS S-
box, the SABL S-box consumes even more power, 25 % and 64 % at 100 kHz and
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Fig. 2.19.: Evolution of total power consumption versus the number of gates
due to the sharing principle.

above 1 MHz, respectively. Fig. 2.20 also shows that both the DyCML and the
DDSLL S-boxes consume similar power which is almost 2× and 1.45× less than
that of 2-input static CMOS S-box at 100 kHz and above 1 MHz, respectively.
Nevertheless, when DyCML and DDSLL S-boxes are compared to 4-input static
CMOS, the power reduction is limited to 1.5× and 11 % at 100 kHz and above 1
MHz, respectively. However, the power advantage of DDSLL and DyCML styles
over SABL is clear; a reduction by a minimum factor of 1.85. Another interesting
point is that above 1 MHz, the leakage power starts to be negligible and the Ptot

represented as µW/MHz is almost constant. However at 100 kHz, where the
leakage power has a significant contribution, the Ptot represented as µW/MHz
is greater than that at higher frequencies. This is true for all logic styles, however
for the DDL styles, the contribution of leakage power at 100 kHz seems to be
less than that of the two versions of static CMOS. Using rough calculations,
the leakage power is 40 nW, 28 nW, 16 nW, 11 nW and 9 nW for 2-input static
CMOS, 4-input static CMOS, SABL, DyCML and DDSLL S-boxes, respectively.

The benefit of using a DDL style over static CMOS appears first in the reduc-
tion of the leakage power, more pronounced in DyCML and DDSLL due to the
dynamic operation and in the use of a larger stack of transistors. However, not
all DDL styles feature a reduced dynamic power. Although they all use the shar-
ing principle discussed in Section 2.5.4 and they implement complex functions in
single DPDNs as explained in Section 2.5.3, SABL S-box consumes 64 % more
dynamic power than 4-input static CMOS S-box while DyCML and DDSLL S-
boxes consume 12 % less at 100 kHz. This is because DyCML and DDSLL are
low-swing logics while SABL is a full-swing logic. It is noteworthy that so far,
simulations are done without adding the extracted routing parasitics (only gate
and junction capacitances are accounted for).

As a further step to more realistic simulation results, extracted parasitic rout-
ing capacitances are added to the 2-input static CMOS and DDSLL S-boxes
only. Table 2.4 demonstrates the effect of routing capacitance on the power con-
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Fig. 2.20.: SPICE simulations of total power consumption (without adding
the extracted routing parasitics) versus frequency of 2-input and 4-input static
CMOS, SABL, DyCML and DDSLL S-boxes (average over 10 input transitions).

Table 2.4.: Power consumption simulation (pre- and post-layout) and measure-
ment results of both 2-input static CMOS and DDSLL S-boxes.

static CMOS DDSLL

No Typical
Meas.

No Typical
Meas.

Crout Crout Crout Crout

Pstat [nW] 46.6 20.3 - - -
Pdyn@100 kHz [nW] 54.2 107.9 106.4 - - -
Ptot@100 kHz [nW] 99.4 154.5 126.8 48.8 96.1 82.2
Pdyn@13.56 MHz [nW] 7,365 14,830 14,620 - - -
Ptot@13.56 MHz [nW] 7,412 14,877 14,640 5,246 10,856 9,042

sumption of 2-input static CMOS and DDSLL S-boxes. Results are shown at 100
kHz (the minimum clock frequency for throughput/latency constraint in passive
RFID tags [6]) and 13.56 MHz (the clock frequency of contactless smart cards -
ISO/IEC 14443). It shows that the dynamic power consumption of the 2-input
static CMOS S-box increases almost by a factor 2× due to routing. As a result,
the total power consumption of the static CMOS S-box increases by 1.55× due
to the notable contribution of leakage power (46 % in case no routing parasitic
capacitances are added and 30 % in case they are added) and 2× at a frequency
of 100 kHz and 13.56 MHz, respectively. As for the DDSLL S-box, since it is a dy-
namic logic it is more practical to compute the total power which also increases
by 2×.

Next, the power consumption of both 2-input static CMOS and DDSLL S-
boxes are measured using the 10 input transition pattern and under the con-
ditions described in Section 2.8.2. The comparison between measured and sim-
ulated power consumption of both S-boxes is also given in Table 2.4. Looking
at the leakage power consumption of the 2-input static CMOS S-box, one can



SIMULATION AND MEASUREMENT RESULTS 53

10
5

10
6

10
7

0.5

1

1.5

2

2.5

Frequency [Hz]

P
to

t [
µW

/M
H

z]

 

 

 

 

 

 

 2−input static CMOS (meas.)
 2−input static CMOS (sim.)

 DDSLL (meas.)
 DDSLL (sim.)

Fig. 2.21.: Measurement and simulation results (with extracted parasitic rout-
ing capacitances) of total power consumption versus frequency of 2-input static
CMOS and DDSLL S-boxes (average of 20 dies, average over 10 input transi-
tions).

fairly assume that the measured dies are between an SS corner (slow NMOS,
slow PMOS) and the TT conditions (typical NMOS, typical PMOS). This is
because at TT conditions the simulated leakage power is 46.6 nW, while at SS
corner it is 9 nW. On the other hand, the measured dynamic power of the 2-input
static CMOS S-box is accurately predicted by simulations as both TT conditions
and SS corner render the same dynamic power. Accordingly, the measured total
power of the 2-input static CMOS S-box is 18 % less than simulation at TT
conditions. It is worth mentioning that according to the measurement results of
the 2-input static CMOS S-box, the leakage power is 16 % of the total power at
100 kHz. As for the DDSLL S-box, the measured total power is 14.4 % less than
the total power predicted by simulation at TT conditions.

Additionally, Fig. 2.21 shows the same trend as simulations for the measured
total power consumption versus frequency for both S-boxes. As explained before,
the leakage power can almost be neglected above 1 MHz, whereas at 100 kHz
it has a substantial share for both 2-input static CMOS and DDSLL S-boxes.
However for DDSLL, the contribution of leakage power at 100 kHz seems to
be less than that of 2-input static CMOS, confirming the results obtained from
simulations. Using the same calculations as for simulation, the leakage power is
19.5 nW and 3.9 nW for 2-input static CMOS and DDSLL S-boxes, respectively,
which for the case of 2-input static CMOS matches the measured leakage power
calculated for constant inputs in Table 2.4. To conclude, the measured power
reduction brought by the DDSLL S-box is found to be 35 % which is fairly
predicted by post-layout simulation (37.8 %), compared to 2-input static CMOS
S-box at 100 kHz.

Moreover, the 2-input static CMOS S-box could be operated at a near-
threshold supply voltage which would dramatically reduce its power consump-
tion compared to DDSLL. However, we use the nominal 1.2 V supply for both
S-boxes. Indeed, for cost concern, RFID tags and smart cards applications still fa-
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vor operating at a nominal voltage to avoid multiple power domains on the chip,
given that other circuitries such as the SRAM can hardly be operated at lower
supply voltages. Another important aspect is security which will be discussed
separately in Chapter 4. It is shown in [48] that operating at a near-threshold
supply voltage greatly affects the security of the static CMOS S-box due to the
rising impact of variability. As a result, the security evaluation of an implemen-
tation greatly depends on the choice of the supply voltage. In order to have a
practical comparison from the application stand-point and a fair comparison of
security, we thus maintain this choice of 1.2 V supply.

Finally, we conclude that reducing the power consumption of DDL styles that
use the DPDN concept in general can be achieved by applying three main steps;
share the common blocks, implement the functions as complex DPDNs when
necessary and reduce the voltage swing. Indeed, all three steps are necessary,
yet reducing the voltage swing renders the DDSLL and DyCML styles the most
power efficient DDLs. Here, we compare DDSLL and DyCML to SABL and we
conclude that the former styles reduce the power consumption by a minimum fac-
tor of 1.85. Also, DDL styles in the literature are known to consume a minimum
of 2× more power compared to static CMOS; for example, [14, 16, 25]. In this
section, we show that at frequencies higher than 1 MHz, DDSLL and DyCML
consumes 12 % less power than static CMOS implemented with 4-input gates
(similar to DDSLL). However at 100 kHz, the reduction factor is 1.5. As a re-
sult, low-swing DDLs (DDSLL and DyCML) are considered a potential solution
for power constrained secure applications if they prove to enhance the security
as well. Anyway, the security assessment of the DDSLL style is discussed in
Chapter 4.

Reduction of the power consumption of DDL styles that use
the DPDN concept is achieved by:

1. Sharing the common blocks.

2. Using complex DPDNs to implement complex functions.

3. Reducing the voltage swing.

2.8.4 Delay test bench and measurement setup

At the simulation level, the delay of either the static CMOS or DDSLL S-boxes
is easily extracted from a single S-box using a test bench similar to the one
described in Section 2.8.2. For the static CMOS S-box, the delay is calculated as
the worst-case delay between the input and output signals of the S-box. However
for the DDSLL S-box, the delay is calculated as the worst-case delay between
the input and output clock signals of the S-box. Simulations are done using the
same conditions described in Section 2.8.2.
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As for the actual measurements, the delay of both S-boxes is measured over a
chain of n-stages between two flipflops as this relaxes the requirements of the test
equipment. The input/output transition that provides the worst-case delay in
simulations is considered for both S-boxes. Actually, the input pin Din is the one
that features the transition, whereas as the remained input pins of both S-boxes
are hard-wired to either VDD or GND. Fig. 2.23 shows the block diagram and
the waveforms of the test bench used to measure the delay of either S-box. Here,
two flipflops are clocked by the same Clk signal. The one at the beginning of
the chain is used to toggle a single transition in Din signal through the n-stages
of the S-box chain and the other one at the end of the chain is used to capture
the transition of the output of the last S-box in the chain Dout. By reducing the
clock period to the same range of the chain delay, the output flipflop will not be
able to sample the transition of the output of the last S-box in the chain due to
setup time violation which indicates that this clock period represents the delay
of the chain. The Din and Clk signals are generated as data signals in order to
avoid synchronization problems with the actual clock of the pattern generator.
Of course, there could still be some skew between the two data signals, but it
is expected to be much less than between a clock and a data signal. Therefore,
the frequency of the Clk in the case of static CMOS is actually half the entered
frequency to the pattern generator, while that of the DDSLL is 1/5 the entered
frequency to the pattern generator since the precharge phase is considered 20
% of the clock period. To relax the requirements of the test equipment, the
static CMOS chain is constructed of 34 stages, whereas the DDSLL S-box chain
consists of 40 stages. Therefore, the delay of a single gate of DDSLL S-box is:

td|DDSLL = (
5

fgen
)/40 (2.8)

while the delay of a single gate of static CMOS S-box is:

td|static CMOS = (
2

fgen
)/34 (2.9)

where td|DDSLL and td|static CMOS are the delays of a single S-box in DDSLL
and static CMOS styles, respectively and fgen is the frequency of the NI 6552
pattern generator.

Fig. 2.22.: MSO8104 1
GHz real-time oscilloscope
from Agilent.

The measurement setup consists of a 100MHz
digital waveform generator/analyzer (NI 6552) to
provide the 1-bit input pattern that acts as the
single transition of Din and the clock signal that
feeds both input and output flipflops associated
with the S-boxes. It also consists of three power
supplies for ESD, I/O buffers and for the chain
of S-boxes. To monitor the waveforms and hence
calculate the delays of the S-boxes, MSO8104A 1
GHz real-time oscilloscope is used (see Fig. 2.22).
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Fig. 2.23.: (a) Delay measurement test bench block diagram and related wave-
forms in case of success/failure for (b) DDSLL S-box and (c) static CMOS S-box.

2.8.5 Delay performance results

First, we compare the delay of the 2-input and 4-input static CMOS, SABL,
DyCML and DDSLL S-boxes at the simulation level without adding the ex-
tracted routing parasitics (only gate and junction capacitances are accounted
for). Fig. 2.24 plots the power consumption of these S-boxes at 100 kHz versus
the delay and Table 2.5 details the numerical values. It shows that the DDSLL
is the most suitable logic style because it has a 2× and 1.5× reduction in power
consumption compared to 2-input and 4-input static CMOS, respectively and
only a 2.5× increase in delay. DyCML also shows the same power consumption
as DDSLL, but it has a greater delay penalty which is 6.8× higher than that of
the two static CMOS versions. On the other hand, the SABL S-box consumes
almost the same power as 2-input static CMOS with a 70 % increase in de-
lay. These results further confirm the conclusion of [15] which clearly states that
both DDSLL and DyCML consume comparable power while having a delay ratio
varying from 2.2× to 2.5×, depending on the output swing of the DyCML.
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Fig. 2.24.: SPICE simulations (without adding the extracted routing parasitics)
of total power consumption versus delay of 2-input and 4-input static CMOS,
SABL, DyCML and DDSLL S-boxes (Ptot is at 100 kHz).

Table 2.5.: Simulation results of power consumption at 100 kHz and delay
performances of 2-input and 4-input static CMOS versions, SABL, DDSLL and
DyCML S-boxes at typical conditions (without adding the extracted routing
parasitics).

S-box Ptot @ 100 kHz [nW] Delay [ns]

2-input static CMOS 94 1.7
4-input static CMOS 72 1.6
SABL 90 2.9
DDSLL 49 3.9
DyCML 51 11

As for the simulation results with parasitic routing capacitances and the mea-
surement results, they are shown in Table 2.6 for the 2-input static CMOS and
DDSLL S-boxes. The parasitic routing capacitances cause the delay of the 2-
input static CMOS and DDSLL S-boxes to increase by a factor of ∼ 1.9 and 2,
respectively. These results correspond well to the dynamic power consumption
increase related to the parasitic routing capacitances, which is a factor of 2 for
both S-boxes. Also, It is clear that the measured delays of both S-boxes are
higher than that predicted by simulation with parasitic routing capacitances at
TT condition which further proves the assumption made in Section 2.8.3. That
is, the measured dies are closer to an SS corner than to a typical one. Numeri-
cally, the increase in the measured delay of the static CMOS S-box compared to
simulation is 19 % while that of the DDSLL S-box is 6.8 % only.
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Table 2.6.: The effect of parasitic routing capacitance on the delay of both
static CMOS and DDSLL S-boxes.

static CMOS DDSLL

No Typical
Meas.

No Typical
Meas.

Crout Crout Crout Crout

delay [ns] 1.4 2.6 3.1 3.6 7.3 7.8

2.8.6 Effect of temperature on power and delay

In this section we demonstrate the impact of temperature on the power con-
sumption and delay of the static CMOS and the DDSLL S-boxes. Simulation
as well as measurement results in Fig. 2.25 illustrate the exponential increase
in the total power consumption of both S-boxes at high temperatures. This is
mainly attributed to the escalating contribution of the leakage power which is
exponentially dependent on the temperature. Moreover, one can see that the gap
between the power consumption of DDSLL and static CMOS S-boxes widens as
the temperature increases (the ratio increases from 1.5× to 4× in favor of the
DDSLL S-box as the temperature rises from 25◦C to 125◦C). This reduction
of power consumption trend brought by DDSLL with temperature is due to its
reduced leakage power thanks to its large stack of transistors, its less number of
stacked branches, its dynamic current source that cuts off the current when the
gates evaluate their functions and the low-swing operation. Till now, we have
considered only the 2-input version of the static CMOS S-box. However, if we
compare the DDSLL to the 4-input static CMOS, these ratios are expected to
be somehow less because it features large stack of transistors similar to DDSLL
which decreases the leakage power by 40 %. Nevertheless, judging from the leak-
age power of both versions of the static CMOS and DDSLL S-boxes, it is still ex-
pected that the latter experiences less power consumption at high temperatures.
It is worth mentioning that we were not able to measure the power consumption
below 0◦C due to problems with the measurement setup.

As for the delay, simulation results show that it is less sensitive to temperature
variations for both static CMOS and DDSLL S-boxes. The static CMOS S-box
features an increase of 18 % across the whole temperature range (25◦C to 125◦C)
and the DDSLL S-box shows a similar trend (14 %). This is mainly because both
logic styles operate at the super-threshold region where the Ion ∝ µ . (VGS −
Vt)

n. Now, µ ∝ (T/T0)
−1.5, where T0 is the room temperature and Vt ∝ T−1.

As a result, the impact of temperature on both µ and Vt cancel out the effect of
temperature on Ion.

An important point that may be seen as a disadvantage of DDSLL is the
sensitivity of the floating nodes to temperature. Since the MOSFET subthreshold
current increases exponentially with temperature, the floating nodes are more
susceptible to being charged back to or close to VDD. Therefore, this upsets



SIMULATION AND MEASUREMENT RESULTS 59

−50 0 50 100 150
10

−8

10
−7

10
−6

10
−5

 

 

Temperature [oC]

P
to

t [
W

]

 DDSLL    
 static CMOS

 

 

(a) Simulations

0 25 50 75 100
10

−8

10
−7

10
−6

10
−5

Temperature [oC]

P
to

t [
W

]

 

 

 DDSLL
 static CMOS

 

 

(b) Measurements

Fig. 2.25.: Total power consumption versus temperature of static CMOS and
DDSLL S-boxes at (a) the simulation level and (b) the measurement level at 1.2
V supply.

the equilibrium of the charges and may cause the DDSLL gate to fail and not
function correctly. That is why for the latch and the clocked transistors; M10

and M11 of the precharge circuit, we use HVT devices because of their reduced
subthreshold current compared to SVT devices.

2.8.7 PVT analysis

We further investigate the sensitivity of the DDSLL and static CMOS S-boxes to
PVT corners. For the process corners, we consider the FF (fast NMOS and fast
PMOS), TT (typical NMOS and typical PMOS) and SS (slow NMOS and slow
PMOS). For the voltage, we use the nominal supply voltage and ± 10 %, i.e.,
1.08 V, 1.2 V and 1.32 V. As for the temperature, we simulate at -55◦C, 25◦C
and 125◦C. SPICE simulations are performed using extracted parasitic routing
capacitances.

First, we consider the effect of PVT on the power consumption as illustrated
in Fig. 2.26 (a) and Fig. 2.26 (b). At -55◦C, the power consumption of both
S-boxes is insensitive to process corners. This is because leakage power that is
greatly affected by process corners is severely reduced at such low temperatures
and dynamic power becomes dominating.

Now, as the temperature increases, the effect of process on the power con-
sumption of both S-boxes increases. Considering the 1.2 V supply, we report
that at 25◦C, the power consumption increases 206 % and 62 % for the static
CMOS and DDSLL S-boxes, respectively which demonstrates the higher toler-
ance of DDSLL to process corners as the temperature increases. The main cause
behind this tolerance is the reduced leakage power of DDSLL (∼ 18 % at TT)
compared to static CMOS (∼ 30 % at TT). Therefore, process corners cause
the gap of the power consumption between DDSLL and static CMOS to widen
further with temperature as long as the leakage power difference is substantial.
However, we can see that at 125◦C, process corners affect both S-boxes in a
similar way such that the power consumption increases 341 % and 307 % for the
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Fig. 2.26.: Impact of PVT on the power consumption of the S-boxes (a), (b)
and on their delay (c), (d).

static CMOS and DDSLL S-boxes, respectively. We attribute this leap of power
consumption fluctuations of the DDSLL S-box due to process corners (from 62
% at 25◦C to 307 % at 125◦C) to the considerable increase of leakage power
at 125◦C. Nevertheless, we see that for all process corners, the DDSLL S-box
features a reduced power consumption compared to static CMOS (for example
at TT, 1.2 V, 25◦C, the power consumption ratio is 1.6× and at TT, 1.2 V,
125◦C, the power consumption ratio is 4×).

In addition, the impact of supply voltage variations is classic since it quadrat-
ically affects the dynamic power consumption of static CMOS (which is domi-
nating in the case of the AES S-box: 84 % at 100 kHz - measurement results).
Also, due to the low-swing operation of DDSLL, the supply voltage relation to
the dynamic power consumption is linear. We can see the effect of supply voltage
variations is moderate (compared to the impact of process corners) in the case
of both S-boxes and it increases slightly with temperature.

As for the delay, Fig. 2.26 (c) and Fig. 2.26 (d) show that process corners, sup-
ply voltage and temperature have almost the same effect on both static CMOS
and DDSLL S-boxes.

Finally, it is interesting to demonstrate the two extreme corners for the power
consumption of both S-boxes; namely, the SS, -55◦C, 1.08 V and the FF, 125◦C,
1.32 V. Fig. 2.27 plots the power consumption of the static CMOS and DDSLL
S-boxes at these extreme corners taking into account WID process variations as
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Fig. 2.27.: Impact of the two extreme corners on the power consumption of
both S-boxes while enabling WID variations.

well. For power closure, it is important to examine the worst-case corner while
considering 3σ variations for high yield (assuming Gaussian distributions). We
can clearly see the advantage of DDSLL over static CMOS as the Ptot+3σ is
4× less (2.25µW, 8.97µW for DDSLL and static CMOS S-boxes, respectively),
although the span of the power consumption of DDSLL is larger than that of
static CMOS. A complete study on the impact of process variations on DDSLL
and static CMOS is discussed in Chapter 3.

2.9 SUMMARY

Although static CMOS is the traditional logic style used in building all kind of
digital circuits because of its attractive features (e.g. robustness to voltage scal-
ing, scalability with technology, automation in CAD tools, low power and small
size compared to DDL styles), it fails to meet the one requirement of secure appli-
cations; the elimination of the data dependency of the power consumption. This
requirement arose from the existence of recent types of attacks on cryptographic
systems that are called power analysis attacks [11] which take advantage of this
major drawback of static CMOS. Consequently, for the last decade researches
have set their eyes on developing new logic styles with special attention to DDLs
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[11]. However, designing logic styles for low-power secure applications is a chal-
lenging task. Indeed, currently existing solutions aim to enhance the security of
the DDL styles at the expense of high performance costs. To the author’s knowl-
edge, the minimum power consumption of DDL styles is 2× higher than static
CMOS coupled with the same penalty in die size.

Therefore, in this chapter we explore the major design guidelines that lead to a
potentially secure low-power DDL style. We focus on DDSLL which was proposed
in [15] to implement an AES S-box. The main challenge that we encountered
was the design of the DPDNs of complex functions which is not trivial. Since we
decided to implement complex functions with 4-input gates, we had to take care
of balancing the DPDNs of these gates while trying to optimize the gate size
and power consumption. Balancing simply means that the differential output
capacitances and the DPDN internal node capacitances should be symmetric
and independent on the data being processed. Of course, this is the ideal case.
Realistically, partial balancing of the differential nodes is achievable using certain
techniques that we detail in Section 2.5.3. Consequently we designed two versions
of the DDSLL S-box, one with compact DPDNs (uses only some of the proposed
balancing techniques) and another one with balanced DPDNs (uses most of the
proposed balancing techniques). However, the results of the balanced DDSLL
S-box is not very encouraging. By visually inspecting the current traces and
calculating the standard deviation over the inputs, we see that the balanced
DDSLL S-box brings only a slight reduction in the power consumption sensitivity
to the input pattern. Therefore, an important open question is raised: “Is
it possible to develop other balancing techniques that minimize the
data dependency of the power consumption without adding additional
performance overheads?”

In the context of this study, we demonstrate three techniques that when com-
bined, lead to a significant reduction of the power consumption relative to other
DDL styles.More specifically, sharing the common blocks, implementing complex
functions with n-input DPDNs and reducing the voltage swing are the main con-
tributors to the low power performance of DDSLL. The sharing principle leads
to a 2.7× reduction in power consumption of the DDSLL S-box with respect
to a DDSLL S-box that does not employ sharing. On the other hand, the low
voltage swing enabled DDSLL (as well as DyCML) to have less power consump-
tion than SABL, which is a full-swing logic, by a factor of 1.9. Thanks to these
techniques, the DDSLL S-box shows a 35 % reduction in power consumption at
100 kHz when compared to 2-input static CMOS S-box (measurement results)
and almost the same power consumption (12 % - simulation results with only
gate and junction capacitances) compared to 4-input static CMOS at frequencies
higher than 1 MHz (the percentage is even higher if we consider 100 kHz). The
main drawback of DDSLL is its high delay which is 2.5× that of static CMOS .
However, DyCML shows even a greater delay penalty; 6.7× compared to static
CMOS, whereas SABL features a modest delay increase of 70 %. Anyway, the de-
lay overhead of DDSLL is considered moderate and still respects the loose timing
constraints of the ultra-low-power applications. Also when operated at high tem-
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peratures, both DDSLL and static CMOS S-boxes show an exponential increase
in power consumption due to the escalating contribution of the leakage power
(exponentially dependent on the temperature). However, the power consump-
tion reduction brought by DDSLL over static CMOS increases even more with
temperature thanks to its lower leakage power. In addition, the power consump-
tion of DDSLL features less sensitivity to process corners as the temperature
is raised compared to static CMOS. As for the area, due to the compact imple-
mentation of the DDSLL S-box (using the sharing principle and implementing
complex functions with 4-input DPDNs), its area is 1125 µm2 which is only 12 %
larger than its counterpart in static CMOS . However, the fact that DDSLL is de-
signed in a full-custom fashion is considered another disadvantage. Therefore,
it would be an interesting topic for future research to implement the
three techniques that DDSLL uses in a semi-custom flow. Nevertheless,
DDSLL represents a potential candidate for secure low-power applications if it
proves to bring significant security enhancements with respect to static CMOS.
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CHAPTER 3

IMPACT OF PROCESS VARIATIONS ON
THE POWER, DELAY AND
FUNCTIONALITY OF DDSLL AND STATIC
CMOS STYLES

3.1 INTRODUCTION

The high demand for low-power secure and portable electronic applications mo-
tivates the use of advanced power-management techniques aiming at meeting
tight power constraints and minimizing energy per operation. Amongst them,
voltage scaling is the most straightforward. It leads to a quadratic reduction in
the energy (power) consumed to switch internal capacitances at the expense of
delay penalty [1]. Voltage scaling can either be static with a fixed VDD reduction
at design time or dynamic with on-demand VDD lowering in low-power modes
[2]. When speed performances are not critical, VDD can ultimately be set at a
value below the threshold voltage Vt, leading to the so-called subthreshold logic
[3, 4].

On top of this, CMOS technology scaling brings increased speed performances
and functionalities with reduced energy per operation. However, when reaching
nanometer-scale geometries for MOSFET devices, variability becomes a serious
concern [5, 6]. Nowadays, circuit designers face a challenging task to meet the
market’s constrained specifications in presence of variability. Indeed, the delay
and the leakage power consumption of nano-CMOS circuits are inevitably influ-
enced to a great extent. Consequently, it is important that the designers take
these effects into account during early design stages. As a result, the variability
impact on circuit performances should thus be properly characterized and mod-
eled for allowing its prediction and minimization at design time. This motivated

69
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CAD-tool providers to integrate statistical simulation tools that incorporate vari-
ability [7, 8]. These statistical simulation tools either target the timing issues [9]
or the leakage power [10, 11].

On the first order, MOSFET variability sources can be classified into two
main categories:

− spatially-correlated variations that equally affect all transistors from the
same type on die-to-die (D2D), wafer-to-wafer (W2W) or lot-to-lot (L2L)
basis,

− uncorrelated variations that affect each transistor independently on a
within-die (WID) basis.

Let us precise here that we mean spatial randomness between manufactured cir-
cuits. Indeed, noise-induced temporal randomness does not come from MOSFET
variability and is thus beyond the scope of this paper.

At circuit level, these sources induce delay variations. Cycle time margins
are thus required to accommodate worst-case delay. This has traditionally been
dealt with at design time by carrying out global process corner simulations. How-
ever, the recent increase of uncorrelated variability sources in nanometer CMOS
technologies such as random dopant fluctuations (RDF) and line edge roughness
(LER) has motivated the development of statistical static timing analysis tools
[9]. They help to avoid overestimating margins, by taking averaging effect and
parametric yield into consideration. Deep voltage scaling worsens the picture by
magnifying the sensitivity against MOSFET variations [12]. Noticeably, Vt con-
tribution to delay variations increases as VDD is scaled down. This comes from
Ion dependence on Vt, which increases with the reduction of the gate overdrive
voltage (VDD − Vt) and which ultimately becomes exponential in subthreshold
regime. Also, WID delay variations might lead to hold time violations due to high
timing uncertainties [13]. These effects get worst when entering the nanometer
era [14].

Delay variations also impact the dynamic energy (power) in an indirect way.
Till recently, dynamic energy / power has been considered as weakly sensitive
to variability [5, 10], and thus it is not usually statistically modeled in circuit
simulations [11, 12, 15] nor explicitly measured in circuit characterizations [16–
18]. In the first part of this chapter, we thoroughly study the dynamic energy
(power) variations in voltage-scaled logic circuits; namely ring oscillators and
static CMOS S-box which represent two different types of logic circuits. We
demonstrate that uncorrelated WID delay variability significantly magnifies the
dynamic energy (power) variations at low voltages via the activity factor (αF )
because of the generated random glitches [19]. Meanwhile, we confirm that dy-
namic energy (power) variations remain low at 1 V. From this study, we show
that dynamic energy variability cannot be neglected in combinatorial circuits at
low voltages and that statistical simulations are required for properly capturing
worst-case energy consumption.

In the second part of this chapter we aim at assessing the influence of pro-
cess variations on the DDSLL style, with respect to static CMOS, as a potential



INTRODUCTION 71

candidate for low-power secure applications, since it demonstrated an interesting
power reduction compared to other dynamic differential logic (DDL) styles as ex-
plained in Chapter 2. First, we introduce the impact of process variations on the
power consumption of both logic styles as an extension to the work that has been
done in [20]. Indeed, variability sources strongly affect leakage power of logic cir-
cuits through variations of subthreshold leakage. Its exponential dependence on
Vt and Lg through short-channel and DIBL effects makes it also highly sensitive
to both D2D and WID variability sources [5]; thus promoting their incorporation
in statistical simulation / prediction tools [10, 11]. However in this chapter, we do
not address the leakage power because of the following reasons. First, DDSLL
is a dynamic logic; thus, it consumes negligible leakage power (roughly 4.7 %
according to measurement results Chapter 2). Second, even at 100 kHz, which
is the lower bound on the clock frequency for throughput / latency constraint
in passive RFID tags [21] (an example of power-constrained applications), the
measured power consumption of the static CMOS S-box at 1.2 V in a 65 nm
low-power CMOS process is dominated by 84 % dynamic power as shown in
Chapter 2. Therefore, we decided to only focus on the dynamic power variability.
Thanks to the deterministic αF of the DDSLL style, its WID dynamic power
variability averages out with the logic depth and/or circuit size and its D2D
dynamic power variability is constant. On the other hand, static CMOS suffers
from an accelerating WID and D2D dynamic power variabilities for increasing
logic depth because of the glitch-induced αF variations. Consequently, in case
of tight power budgets, DDSLL is expected to meet power closure with mini-
mum power deviations, whereas static CMOS can potentially jeopardize power
closure due to its high dynamic power variability, not to mention the leakage
power variability as well.

We also study the impact of process variations on the delay of both logic styles.
DDSLL features high tolerance to WID process variations as manifested by the
case of the 13 stage DDSLL S-box; whereas, the delay of the static CMOS S-box
suffers from Vt variability. As a result, the DDSLL style reduces the probability
of hold time violations by limiting the timing uncertainties. However, the delay
of the DDSLL style suffers from high D2D process variations, which is still
independent on the logic depth. This result is considered a drawback in the
DDSLL style which causes parametric yield loss.

Finally, we address the functionality issues of both S-boxes at low supply
voltages in light of WID process variations. Indeed, process variations lead to
vanishing noise margins in SRAMs and register circuits [22]. Static CMOS com-
binatorial circuits (logic) are known to function correctly at low voltages despite
the associated large process variations [23]. However, the functionality of the
DDSLL style proves to be sensitive to WID process variations at low supply
voltage in compliance with the claim in [23] that dynamic circuits are vulnerable
to variability.
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3.2 SOURCES AND TYPES OF VARIABILITY

Variability is generally classified according to its nature which can either be
temporal or spatial [5]. Temporal variability can range from nanoseconds to years
according to its source. Examples of these sources are: SOI history effect, self
heating, aging induced deviations, Negative-bias temperature instability (NBTI),
hot electron effects and electromigration (EM). However, temporal variability
is out of the scope of this study and therefore we focus only on the second
type of variability which is spatial in nature. Spatial variations exists between
devices; within-die (WID), between dies; die-to-die (D2D), across wafers; wafer-
to-wafer (W2W) and across lots; lot-to-lot (L2L) [5, 18]. Furthermore, spatial
variations can be sub-categorized as random (due to random dopant fluctuation
(RDF) [24, 25], line edge roughness (LER) [26, 27] and oxide thickness variations
[28, 29]), systematic (e.g., well proximity effects [30] and wire thickness variation
[31]) and environmental (such as, temperature and supply voltage variations [32])
[33].

Random variations are device specific because they are present at the atomic
level. They mainly impact the threshold voltage, the gate length and the oxide
thickness (tox) of the device. The primary contributor to the random variations
is the atomistic nature of the doping profile in terms of the random number of
dopants in the channel and the random positioning of the atoms that are present
[6], collectively denoted by random dopant fluctuations (RDF). Consequently,
Vt of the device is significantly affected by RDF. It was shown in [6] that the
standard deviation of the device threshold voltage (σVt

) induced by RDF is
inversely proportional to the square root of the channel area. Numerically, the
3σVt

edges up to 58 mV for minimum sized MOSFETs at the 65 nm technology
node (SOI) and it is expected to worsen even more in future technologies due to
further scaling [34].

The second influential contributor to random variations is the line-edge rough-
ness which is caused by the statistical variations of lithographic-related causes
[35]. Since LER is in the order of several nanometers, it was orders of magnitude
lower than the critical dimension (CD) of MOS devices in old technology nodes.
However as the technology aggressively scales below 100 nm, LER which does
not scale accordingly, presents a substantial faction of the gate length [26]. Sim-
ilar to RDF [24, 25], LER generates variations in the device threshold voltage
that is inversely proportional to the square root of the channel length [25]. More-
over, σVt

due to LER increases as the device size is reduced, and it may even
overweight the impact of RDF on Vt fluctuations for channel lengths below 30
nm [25, 36].

Another contributor to random variations is the atomic-scale oxide thickness
variations (OTV). In sub-100 nm technologies, the physical gate oxide thickness
is scaled down to 1 nm, giving rise to more than 50 % tox variations [6, 37].
Similar to RDF and LER, tox variations cause threshold voltage fluctuations
[29]. They also induce variations in the surface roughness limited mobility and
gate tunneling current [38]. The impact of tox variations on Vt is compared to that
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of RDF using a 30× 30 nm MOSFET [6] where simulation results showed that
Vt fluctuations due to RDF ranges between 2× and 5× those of tox variations.
However, since both sources of variations are statistically independent, therefore
the total standard deviation is given by:

σVt
|total =

√

(σVt
|OTV )2 + (σVt

|RDF )2 (3.1)

As a result, σVt
increases by only 10 % and is still dominated by RDF [6, 33].

So far, we addressed spatial random variations while focusing on the effect
of the three main sources; namely, RDF, LER and OTV on the Vt fluctuations.
Indeed, these random variations are at the atomistic-level of the device; thus,
they are associated with the WID spatial variations. Now, the remaining spatial
variation classes are rather correlated, and they are subdivided into systematic
and environmental variations as previously discussed. Nevertheless, the WID
class also incorporates systematic and environmental deviations in the case of a
large chip area. Systematic variations have different sources within the manufac-
turing process depending on the spatial class [33]. For example, as discussed in
[33], D2D variability can be caused by variations in the rapid thermal annealing,
in the photoresist development and in the etching [39], whereas W2W variabil-
ity can be caused by focus and exposure variations where the mask position can
shift from one wafer to another [40]. There exists also layout dependent varia-
tions that exhibit a spatial correlation, causing a significant systematic shift in
the device parameters. For example, lithographic variations in poly pitch and
orientation cause critical dimension (CD) variations [17]. Another well known
example of layout dependent variations is the well-proximity effect that cause Vt

variations [30]. Also [31, 41] discuss the interconnect variability that rise from
the chemical mechanical polishing (CMP) process as another example of lay-
out dependent systematic variations, causing fluctuations in the interconnect’s
resistance, capacitance and inductance. All these different types of correlated
systematic variations correspond to changes in electrical parameters of devices
and interconnects; thus they need to be integrated in the models for technologies
below 100 nm.

Environmental variations are also spatial in nature and are mainly caused by
deviations in the temperature and the supply voltage [32]. Indeed, power supply
variations in advanced high-speed power-hungry ICs edge up to 10 % leading
to a delay variability of also 10 % [33]. Also temperature variations causes the
mobility and threshold voltage of transistors as well as the wire resistivity to
fluctuate [33].

In the end, all these spatial variability sources ranging from WID random
variations to correlated systematic and environmental variations impact the
electrical parameters of both devices and interconnects, which directly affects
circuit performance. Consequently, for the last few years, modeling these effects
has been an important research field [10, 11, 42, 43] and the target of CAD-tool
providers to integrate statistical simulation tools that incorporate them [7, 8].
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Throughout the rest of this chapter we refer to spatial random variations
as WID variability and correlated systematic variations as D2D variability al-
though it also incorporates WID, W2W and L2L variabilities. The reason behind
such naming convention is that the measurements are carried out using 20 dies
from the same wafer, therefore, we do not encounter W2W or L2L variations.
As a result, correlated systematic variations are actually D2D which inherently
includes systematic WID variability if it exists. As for attributing the random
variations to WID variability, this is because in our case the chip area is rather
small (1 mm2), therefore WID variability adequately presents the randomness
between devices. It is important to mention that for the 65 nm CMOS technology
we use, the interconnect fluctuations are not modeled in the design kit; therefore,
they are not considered in our simulations, but included in measurements with
only a limited effect. Also, environmental variations are not taken into account,
only random WID and correlated systematic D2D variabilities are studied.

3.3 TEST CHIP AND MEASUREMENT SETUP

For monitoring dynamic power / energy variations of digital circuits, the same
test chip described in Chapter 2 is used with extra structures implemented on
the same chip as summarized here. In brief, it is fabricated in a 65nm low-
power (LP) CMOS technology. It features logic circuits with different topologies
and logic styles to highlight various variability effects. First, a fan-out 1 (FO1)
inverter ring oscillator (RO) enables the characterization of simple effects. It
comes in two versions with 53 (RO53) and 251 (RO251) stages to investigate the
impact of averaging over the number of stages on variability. Second, the AES
S-box with the architecture from [44] as implemented in [45] using static CMOS
logic style as detailed in Appendix A. The static CMOS S-box represents a
non-regular combinatorial circuit used to investigate complex effects. Third, the
same AES S-box implemented using the DDSLL style as described in Chapter 2
emphasizes the advantage of such logic families in limiting the growing effects of
variability on the dynamic power / energy of nano-CMOS digital circuits. The
characteristics of all these logic circuits are described in Table 3.1.

In order to enable measurements for a wide range of supply voltages, the test
chip contains buffers and level shifters. Table 3.1 summarizes the characteristics
of the ring oscillators, the static CMOS and DDSLL S-boxes implemented on the
test chip. Two copies (A and B) of RO251 test circuit are placed on each die to
monitor within-die variability. A single copy of RO53, static CMOS S-box and
DDSLL S-box test circuits is on each die. Measurement results are based on data
from 20 dies. All circuits on the 20 measured dies are operational with scaled
VDD down to 0.2V except for the DDSLL S-box as will be explained later in
Section 3.5.3. However, we limit our analysis to 0.4V, as the huge delay penalty
below 0.4V strongly limits the possible applications.
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Table 3.1.: Characteristics of the test chip components

Circuit RO53 RO251 static CMOS S-box DDSLL S-box

Architecture - - 8-bit input / 8-bit output
Logic gates 52×FO1 INVs 250×FO1 INVs 138 XOR / XNOR, 90 XOR / XNOR,

+ 1 NOR2 + 1 NOR2 AND / NAND, INVs complex 4-in functions
Logic depth - - 22 13
Transistors 106 504 1530 1275
Device type SVT SVT SVT a

Wp/Wn 200 nm / 200 nm 200 nm / 200 nm 240 nm / 120 nm a

Lg 60 nm 60 nm 60 nm 60 nm

aThe device type and transistor sizing of the DDSLL S-box are detailed in Chapter 2
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3.4 IMPACT OF VARIABILITY ON DYNAMIC POWER / ENERGY IN
VOLTAGE-SCALED NANO-CMOS CIRCUITS

Till recently, dynamic energy / power has been considered as weakly sensitive to
variability [5, 10] and thus it is not usually statistically modeled in circuit simu-
lations [11, 12, 15] nor explicitly measured in circuit characterizations [16–18]. In
[19], we thoroughly studied the dynamic energy variations in voltage-scaled logic
circuits; namely ring oscillators and static CMOS S-box which represent two dif-
ferent types of logic circuits. In this study, we demonstrated for the first time
that uncorrelated delay variability significantly magnifies the dynamic energy
variations at low voltages because of the generated random glitches.

The dynamic energy is composed of two parts, the switching component
(ESW ) due to charging of capacitive loads and the short circuit component
(ESC) due to the direct current path from the supply voltage to the ground.
Short-circuit energy is usually 10 % of the total Edyn at nominal VDD and is
even neglected at subthreshold operation [1]. We thus simplify the nominal Edyn

expression of an n-gate circuit to the summation of switching energies ESW of
all gates:

Edyn =
∑

gate

ESW

= V 2
DD/2×

n
∑

j=1

(αF,j .CL,j)

(3.2)

where αF,j represents the activity factor and CL,j is the load capacitance of the
jth gate.

When it comes to variability, the distribution of Edyn is modeled as a normal
distribution which is verified by plotting the histograms of Edyn as will be seen
in the following sections. As a consequence, Edyn can be considered as a summa-
tion of normally distributed random variables (αF .CL), since VDD is considered
as fixed. Similar reasoning is applicable for the dynamic power at a fixed clock
frequency. Let us precise here that we mean spatial randomness between man-
ufactured circuits. Indeed, noise-induced temporal randomness does not come
from MOSFET variability and is thus beyond the scope of this study.

In this context, we address the effect of variability on the dynamic energy /
power as follows:

1. Characterize the simple effects of variability on the load capacitance
through studying ring oscillators.

2. Investigate the impact of variability on the activity factor of complex com-
binatorial static CMOS circuits, taking the AES S-box as an example.

3.4.1 Load capacitance variability

In this section we aim at studying the effect of variability on the load capacitance
component of Equation 3.2 through the characterization of ring oscillators. This
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choice of circuitry is mainly motivated by the fact that in a ring oscillator αF is
always constant and it is equal to 1. Therefore, αF is not affected by variability,
allowing to study the impact of process variations on CL only.

The two ring oscillators; RO53 and RO251 that are implemented on the test
chip are used in this study. Here, the dynamic energy (Edyn) is extracted from
total power (Ptot), leakage power (Pleak) and frequency (f) data following:

Edyn =
Ptot − Pleak

f
(3.3)

The Ptot of the ring oscillators is measured at their natural oscillating fre-
quency, while Pleak is measured when gating the oscillation through a NOR gate.
First, we start by analyzing the histogram of Edyn for copy A of RO251 test chip
at 1 V as shown in Fig. 3.1 (a). For the sake of generality, the Edyn distribution
is modeled as Gaussian with a mean (µ) = 422 fJ and a standard deviation (σ)
= 3.89 fJ. In this experiment, the total measured Edyn variations come from
three contributing variables: measurement noise, within-die (WID) and die-to-
die (D2D) variability. We consider these variables as independent so that the
measured total Edyn standard deviation σtotal can be expressed as:

σtotal =
√

σ2
noise + σ2

WID + σ2
D2D (3.4)

In order to evaluate the importance of each contribution, we first perform
noise measurement on a single die by simply repeating the measurement step
20 times. The resulting σnoise is shown in Fig. 3.1 (b). It is an order of mag-
nitude below σtotal. Second, we perform differential measurement of A and B
copies of RO251 circuit on each die. For estimating the importance of within-
die contribution, the standard deviation of the Edyn difference between A and
B copies are computed, denoted as σ(∆ |AB) . Computed values are shown in
Fig. 3.1 (b). From those measurements, we can isolate noise, WID and D2D
contributions to total Edyn variations with Equation 3.4. The relative standard
deviation normalized to mean Edyn for copy A of RO251 over the 20 dies are
given in Table 3.2. The noise contribution is small, whereas the D2D variability
is dominating. Similar contributions are observed at 0.4V.

It is important to note that in order to accurately characterize the within-
die contribution to the variability of the RO251, several versions of the RO251
should have been implemented on the same die. However, for the sake of reducing
the die area and hence the fabrication cost, we adopted the method of [46] to
evaluate the WID variability of the RO. Only 2 copies, A and B are placed on
each die as described in Section 3.3. After computing the difference between the
standard deviations of the Edyn of the two copies, it is then divided by

√
2 in

order to reflect the actual value of the WID standard deviation because σ(∆ |AB)
is

√
2× larger than the actual value.

Now, the results obtained from Table 3.2 show that the WID contribution is
rather modest compared to the share of D2D variability. We try to explain this
observation through the following analysis. Knowing that CL is the only source
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Fig. 3.1.: (a) Measured Edyn of a 251-stage FO1 ring oscillator (RO251) for 20
dies at 1V and (b) standard deviations of the performed measurements.

Table 3.2.: Relative contributions to total Edyn variations of RO251.

σ/µ [%] noise WID D2D

@1V 0.13 0.42 0.80
@0.4V 0.23 0.53 0.76

of variability in the case of RO, we first identify the CL components to be the
gate output capacitance Co, the input capacitance of the subsequent gate Ci

and the routing capacitance Crout. The first two components can be collectively
considered as device capacitance. It was shown in [47] that WID device CL

variability is quite small and mainly due to random dopant fluctuations. For
a device with 30nm channel length and 30nm width, the normalized standard
deviation (σ/µ) is below 1% at 1V [47]. Also, the authors in [48] mention that
the routing capacitance variation for a 90 nm CMOS technology is the dominant
component, and it suffers from small variations, about 3 %. In this study, only
the device capacitance fluctuations are studied, because the routing capacitance
variations are not modeled in the design kit; therefore, they are not considered
in our simulations, but included in measurements with only a limited effect (in
the case of RO, there are only short interconnects that result in low Crout).

Considering only the device capacitance fluctuations, Fig. 3.2 shows the in-
stantaneous power and energy in three extreme Monte-Carlo runs of a single
minimum-sized inverter under high-to-low input transition, when enabling WID
variations at 0.4 V. It is clear that even though the instantaneous power strongly
varies, Edyn variations remain within 5% while including all variability sources;
i.e., capacitances and currents. The variations of Edyn in the case of the single
inverter functioning at 0.4 V is somehow higher than the reported value in [47]
of a single device operating at 1 V (< 1 %). The main reason of such a discrep-
ancy is because the variability sources in the case of the inverter includes both
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capacitance and short-circuit current fluctuations, where the current variations
increase exponentially as the inverter enters the sub-threshold region [12, 14],
whereas in [47] only the device capacitance is considered at 1 V. Moreover, as
WID variations are uncorrelated, they are averaged out over the number of
stages n in the ring oscillator [12] as:

σWID |RO =
√
n× σWID |inverter (3.5)

This observation is confirmed in Fig. 3.3 fromMonte-Carlo SPICE simulations
of an inverter chain with a varying number of stages. While the average Edyn

denoted as µEdyn increases linearly with the increase of gate count, the variations
of Edyn (which follow a Gaussian distribution) decreases as:

µ |RO = n× µ |inverter (3.6)

(σ/µ)WID |RO =
1√
n
× (σ/µ)WID |inverter (3.7)

In these simulations, only WID contribution is considered, which clearly
demonstrates the averaging effect on Edyn variations. Also, measurement results
of the two versions of the ring oscillators, namely RO53 and RO251 are plotted.
The µEdyn of the measured ROs are lower than the simulated curve, while the
(σ/µ)Edyn is rather constant (where Edyn distributions of the measured ROs
is assumed to be Gaussian). The measured (σ/µ)Edyn of both ROs inherently
includes noise, WID and D2D variations. This observation further manifests
the dominating effect of the D2D variations, since the WID variations are av-
eraged out and the noise contribution is relatively small as shown in Table 3.2.
It also shows that the D2D variations are correlated in the sense that they do
not average out with the increasing number of stages in the ring oscillator, they
remain constant. To confirm the D2D contribution to the total variability, we
perform corner simulations using a single device which show a global variability
of CL about 3.5 % at 1V. This is between FF (Fast NMOS, Fast PMOS) and SS
(Slow NMOS, Slow PMOS) corners that implies W2W or even L2L variability.
In the case of D2D variability, 3.5 % is a bit over-estimated. This validates the
low Edyn variability for ring oscillator structures (1 %) dominated by correlated
D2D capacitance fluctuations.

Furthermore, in order to show how the variability of the ring oscillators is
affected by the reduction of the supply voltage, Fig. 3.4 shows that relative Edyn

variations of both RO53 and RO251 circuits are small and roughly constant over
the whole VDD range. Again, this observation proves the dominancy of the D2D
variability in the ring oscillators since the WID variations are averaged out as
explained earlier, and this is valid over the whole VDD range.
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Fig. 3.2.: SPICE simulations of 3 particular Monte Carlo runs of (a) dynamic
power and (b) dynamic energy of a single inverter due to short circuit current
at 0.4 V.
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Fig. 3.4.: Measured mean dynamic energy and variability of ring oscillators
with 53 and 251 stages.

The observations made in this section lead to the following
conclusions:

1. The ring oscillators represent a perfect test case to study
the effect of variability on the CL.

2. The WID variations of CL are uncorrelated and hence
are averaged out over the number of stages of the ring
oscillator.

3. The correlated D2D variability of CL is constant, inde-
pendent on the number of stages of the ring oscillator
and independent on the supply voltage.

3.4.2 Glitch-induced activity factor variability

In the previous section we analyzed the impact of variability on ring oscillators
in order to study the simple effects of process variations on the load capaci-
tance that represents one of the two components of the dynamic energy affected
by variability as expressed in Equation 3.2. In this section, we target the second
component of the dynamic energy that is also proved to be dramatically affected
by the process variations at low voltages [19]. For this purpose, we analyze the
dynamic energy of a static CMOS S-box that represents a non-regular combina-
torial circuit used to investigate the impact of variability on the activity factor
αF .
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Fig. 3.5.: Measured mean dynamic energy and variability of ring oscillators
with 53 and 251 stages and static CMOS S-box.

The Ptot of the static CMOS S-box is measured with a pseudo-random 2560-
transition input pattern, at 100 kHz to avoid timing problems at low voltage.
Pleak is measured as the average consumption over the 28 input vectors, under
static conditions. Fig. 3.5 shows the mean measured dynamic energy (µEdyn)
of the 20 dies for the static CMOS S-box and RO53, RO251 as references, and
their normalized standard deviations in function of the supply voltage. It is seen
that µ of the ring oscillators increases by the same ratio as the number of stages
which was observed before from Fig. 3.3 in the previous section. Also, it is shown
that the µEdyn of all the three circuits decreases quadratically with VDD. On the
other hand, σ/µ of both RO53 and RO251 are similar (∼ 1% and constant along
the whole VDD range). In contrast, σ/µ of the static CMOS S-box is similar to
that of RO53 and RO251 at 1V, but it increases up to 5.6% as VDD drops to
0.4V (where the Edyn distribution of the measured S-box is Gaussian). As the
dynamic energy variations depend on the CL and αF fluctuations and since CL

variations are merely dominated by correlated D2D variability, which is rather
constant and independent on VDD, then, only αF is responsible for this behavior.

It is important at this stage to determine the causes behind the αF variations.
As explained in [1], αF is a function of topology, signal statistics and spurious
transitions or glitches associated to delay skew and logic depth. Notably, the
glitches are rather random in nature and at the same time dependent on the input
transition. That is, finite propagation delays of input signals traveling through
different logic depths in a circuit and arriving at the inputs of an arbitrary gate,
cause the output node of this gate to suffer multiple transitions in a single clock
cycle before achieving the correct state. Indeed, these spurious transitions are
well known to cause extra power dissipation over that required by a function to
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perform the computation. For example in [1], it is stated that an 8-bit ripple-
carry adder is expected to consume an extra 30 % of energy due to these spurious
transitions. However until recently, αF has been regarded as deterministic for
a given circuit topology and input transition, disregarding the randomness of
the glitches. However, measurement results of the static CMOS S-box tend to
show that αF becomes randomly distributed between manufactured circuits at
low voltage [19] due to the glitch-induced random variations.

As a demonstration, we perform Monte-Carlo simulations of an internal node
voltage of the static CMOS S-box, when considering WID variations. Fig. 3.6
shows the simulated waveforms of an arbitrary internal node for three distinct
Monte-Carlo runs at 1 V and 0.4V, with a single input transition. Although
the topology, signal statistics, input transition and logic depth are the same,
the node activity considerably varies and this variation increases at 0.4 V. This
comes from WID delay variability that is magnified at low voltage. More pro-
nounced at 0.4 V, large delay skews between the inputs of a gate are present,
which cause the WID variability to be more distinguished, generating random
glitches; thus αF variations. These random glitches affect the dynamic power
consumption of the static CMOS S-box as seen from the supply current traces
in Fig. 3.7, where 10 distinct Monte-Carlo runs are performed for two random
input vectors. It illustrates the WID variability effect on αF which is clearly
magnified at 0.4 V. The glitch-induced WID αF variations cause the current
traces to behave differently with the Monte-Carlo runs and also with the input
transition. This further manifests that some input transitions may suffer more
from the αF variations due to the different delay skews associated to these input
transitions. Accordingly, the increase in the Edyn variations of the static CMOS
S-box at low voltages in Fig. 3.5 is a direct result of this phenomenon.
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Fig. 3.6.: SPICE simulations of 3 particular Monte Carlo runs of an internal
node voltage of the static CMOS S-box at (a) VDD = 1V and (b) VDD = 0.4V.

Furthermore, the associated impact of WID variability on dynamic power
(Edyn×f) variations becomes comparable to the measured D2D Pleak variations
as shown in Table 3.3. At 1 V, σ/µ of dynamic power is about 1 % which is small
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Fig. 3.7.: Static CMOS S-box supply current traces of 10 Monte Carlo runs for
two random input vectors at (a) VDD = 1.2V and (b) VDD = 0.4V.

Table 3.3.: Comparison of normalized standard deviation of Pdyn and Pleak of
static CMOS S-box.

σ/µ [%] Pdyn Pleak

@ 1V 1.07 8.23
@ 0.4V 5.56 8.9

compared to the Pleak variations (8.23 %), whereas at 0.4 V, σ/µ of dynamic
power rises to 5.5 % due to the glitch-induced WID αF variability and becomes
comparable to that of Pleak (8.9 %) which is dominated by D2D variations.

It is worth mentioning that Edyn variations reported so far for the static
CMOS S-box result from averaging the measured power consumption over a
2560-transition input pattern. However, worst-case input transitions also exist
that feature higher Edyn variations. For example, we measured relative Edyn

standard deviation σ/µ up to 8% for input patterns with 256 transitions at 0.4
V. As a result, averaging over a large number of input transitions can lead to a
false sense of variability tolerance.

So far we have demonstrated that not only CL variations contribute to the
Edyn or Pdyn variabilities, but also glitch-induced WID αF variations have a
substantial influence, which has not been taken into consideration until recently
[19]. This new phenomenon is further magnified at low voltages. Due to the
uncorrelated nature of the glitch-induced WID αF variations, they are averaged
out over the input transitions. As a result, it is important that the circuit designer
takes the worst-case condition into consideration.
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The observations made in this section lead to the following
conclusions:

1. Edyn (Pdyn) variabilities of complex combinatorial circuits
suffer from not only CL variations, but also glitch-induced
αF variations.

2. Glitch-induced WID αF variability is the dominant con-
tributor to the Edyn (Pdyn) variabilities since the WID vari-
ations of CL are averaged out.

3. Pdyn variability at low voltages approaches the rising Pleak

variability which is dominated by D2D variations.

3.5 COMPARISON BETWEEN DDSLL AND STATIC CMOS STYLES

In this section we investigate the advantages and disadvantages brought by the
use of the DDSLL style compared to static CMOS under the effect of variability.
The reason behind our interest in how the DDSLL style is affected by variability
is its inherently fixed αF . It has been reported in the previous section how the
glitch-induced WID αF variability affects the dynamic power of combinatorial
static CMOS circuits, specially at low voltages. Indeed, finite propagation delays
of input signals of an arbitrary gate, traveling through different logic depths in
a circuit, induce glitches at the output node before settling. This also leads to
uncorrelated delay variability. As a result, combinatorial static CMOS circuits
suffer glitch-induced delay variability as well as αF variability. Consequently,
DDSLL is expected to overcome the glitch-induced delay and dynamic power
variabilities as a result of its glitch-free nature thanks to the self-timing scheme
it utilizes.

Also, variability is well known to greatly impact leakage power [5]. However,
we do not address it in our variability study because of two reasons. First, DDSLL
is a dynamic logic; thus, it consumes negligible leakage power (roughly 4.7 %
according to measurement results Chapter 2). Second, even at 100 kHz, which
is the minimum clock frequency for throughput / latency constraint in passive
RFID tags [21]), the measured power consumption of the static CMOS S-box
in 65 nm LP CMOS process at 1.2 V is dominated by dynamic power (84 %).
Therefore, we will focus only focus on the dynamic power variability.

Another important aspect is the effect of variability on the functionality, spe-
cially as the supply voltage decreases. Certainly, the functionality of combina-
torial static CMOS circuits is known to withstand magnified variability at low
supply voltages, whereas circuits such as SRAMs fail to function [23]. Also dy-
namic circuits are claimed to be vulnerable to process variations [23]. However,
the static CMOS style suffers from possible parametric failure when operated
in the sub-threshold region. For example, random WID variations might lead to
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hold time violations due to high timing uncertainties [13]. In this analysis we
aim at studying the impact of process variations under low supply voltages on
the functionality of the DDSLL S-box compared to the static CMOS S-box.14

3.5.1 Dynamic power

In Section 3.4, the impact of process variations on the dynamic energy of ring
oscillators and a static CMOS S-box, was studied. It was shown that the ring
oscillator is a suitable test case to study the impact of variability on the load
capacitance. On the other hand, the static CMOS S-box provided a good insight
on the role of the glitch-induced αF variations in the overall variability of its
dynamic energy, specially in low-voltages. As expected, the CL variations are
dominated by D2D variability which is correlated and constant; thus, indepen-
dent on the logic depth and the supply voltage. However, αF is not deterministic
as previously believed [5, 10]. It was proved in Section 3.4.2 that αF is random
in nature due to the presence of glitch-induced WID variations, associated to
delay skew and logic depth.

The importance of the impact of WID variability on αF is not limited to
low voltage operation only, further advanced technology nodes are concerned
as well. In this study, the investigated circuits are implemented on 65 nm LP
CMOS technology. Indeed, variability cannot be neglected anymore in sub-100
nm technology nodes [49, 50], yet these studies focus on low-voltage and even
ultra-low-voltage operations. Additionally, they are mainly concerned with the
impact of variability on delay and minimum energy. However, Edyn is expected
to gain more sensitivity to the glitch-induced αF variability in sub-100 nm tech-
nology even while the operation is at nominal supply voltage.

Consequently, in this section we investigate the advantage brought by the
use of the DDSLL style in eliminating the glitch-induced αF WID variability of
complex combinatorial circuits as an extension to the work done in [20]. First,
we define Pdyn of DDSLL as follows:

Pdyn = VDD/2× αF × f ×
n
∑

j=1

(∆Vj .CL,j) (3.8)

where αF is fixed thanks to the self-timing operation of DDSLL and ∆Vj is
the voltage swing of the jth gate. Certainly, the main objective of DDSLL as a
DDL style is to maintain a constant ∆V that does not change with either the
input sequence or process variations. This constraint is normal because if ∆V
varies with the data being processed, then the power consumption will be data
dependent to some extent (this issue will be further discussed in Chapter 4).
Also, if ∆V changes with process variations, then it is expected to affect the
data dependency of the power consumption as well. Consequently, the ideal case
is to have a fixed ∆V . However, since DDSLL is based upon the principle of
charging and discharging floating nodes, its ∆V is considered a random variable.
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Fig. 3.8.: Block diagram of the XOR chain implemented using either static
CMOS or DDSLL styles.

It is mainly affected by Vt variations that directly impact the ON current and
resistance of the transistors.

This study is performed at the nominal supply voltage, knowing that the min-
imum VDD of DDSLL is limited by functionality to only 1 V as will be explained
later in Section 3.5.3. We start by analyzing the effect of WID variability on the
dynamic power of both DDSLL and static CMOS styles followed by a similar
analysis of D2D variability. The dynamic power of a static CMOS gate is cal-
culated by subtracting the Pleak from the Ptot, where Pleak is extracted under
static conditions. On the other hand, DDSLL being a DDL style, its dynamic
power is not easily determined in the same way. As a result, in simulations, Pdyn

is calculated by averaging the instantaneous power over the transition periods
of precharge and evaluation. Although this method is not very accurate, it is
used in order to be consistent while comparing DDSLL to static CMOS. Besides,
the static power of DDSLL calculated using the same method is negligible com-
pared to the total power (4.7 % according to measurement results) as previously
explained in Chapter 2. Therefore, Ptot of DDSLL is dominated by its dynamic
power which justifies the use of such method.

With-in-die (WID): In order to demonstrate the impact of WID variability
on the dynamic power of both DDSLL and static CMOS gates, we use the
classical chain of inverters as a reference. Fig. 3.8 shows the test-bench used in
simulating either the static CMOS or the DDSLL XOR gate chain. To manifest
the impact of increasing delay skew between the inputs of an arbitrary gate,
the two inputs of any XOR gate in the chain are driven by the output of the
previous gate and the same input as the first XOR gate in the chain. This way,
the delay skew increases with the logic depth of the XOR chain; thus, giving rise
to magnified glitches in the case of static CMOS.

In the case of the inverter chain, σ/µ of the dynamic power decreases with
the increasing

√
n, where n is the logic depth as seen in Fig. 3.9 and previously
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Fig. 3.9.: SPICE simulations of dynamic power WID variability of inverter
chain, static CMOS XOR chain and DDSLL XOR chain with different logic
depths 25◦C, 1.2 V supply (100 Monte-Carlo runs with local process variations).

expressed in Equation 3.7. This relation was explained in Section 3.4.1 by the
fact that the only source of variability in the case of the inverter chain is the
WID CL since αF is fixed. Indeed, the WID CL variations are uncorrelated; thus,
they are averaged out over the logic depth. However, the chain of static CMOS
XOR gates manifests the claim of dominating glitch-induced WID αF variability.
Fig. 3.9 shows that Pdyn variations of the static CMOS XOR chain (the Pdyn

distribution is considered Gaussian) increases with the logic depth. That is, the
WID variability of the (αF .CL) term in Equation 3.2 is no longer decreasing with
the increase of logic depth, but it actually increases. Since, WID CL variations
average out, therefore, αF is responsible for the increasing WID variations of
Pdyn in static CMOS due to the magnified glitches resulting from the increasing
delay skew with the logic depth. Contrarily, the Pdyn WID variability of the
DDSLL XOR chain (the Pdyn distribution is considered Gaussian) decreases as
the logic depth increases in accordance with the case of the inverter chain, i.e,
with the increasing

√
n. The averaging out of Pdyn WID variability in the case

of the DDSLL is a direct result of its fixed αF , which indicates that (∆V . CL)
is the only factor that count. This also implies that WID ∆V variations are
uncorrelated, thus they are averaged out as well. In fact, ∆V variations are
directly related to Vt deviations that are uncorrelated in the case of WID process
variations. Certainly, being a DDL style, DDSLL is designed to avoid glitches,
which are a major source of information leakage from the security perspective
[51, 52]. Thanks to its self-timing operation, DDSLL is able to achieve this goal,
and hence, it has a deterministic αF .

Die-to-die (D2D): Although the D2D (global) variability is spatially-
correlated, i.e, it affects all transistors on one die in the same way, it features
dissimilar impact on the three test cases. Fig. 3.10 shows the effect of D2D vari-
ability on the dynamic power of the inverter chain, static CMOS and DDSLL
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Fig. 3.10.: SPICE simulations of dynamic power D2D variability of inverter
chain, static CMOS XOR chain and DDSLL XOR chain with different logic
depths at 25◦C, 1.2 V supply (100 Monte-Carlo runs with global variations).

XOR chains (the Pdyn distributions in all cases are considered Gaussian). The
first conclusion is that in the cases where αF is deterministic, the D2D CL or
D2D (∆V . CL) variability is independent on the logic depth as seen by the
Pdyn variations of the inverter and the DDSLL XOR chains, respectively. In-
deed, D2D CL variations are correlated; hence σ/µ of Pdyn is fixed for all logic
depths in the case of the inverter chain. As for the DDSLL XOR chain, D2D
∆V variations contribute as well. Since fluctuations in ∆V is a direct result
of Vt deviations, then they are also correlated while considering D2D process
variations. Consequently, σ/µ of Pdyn of the DDSLL XOR chain is fixed for all
logic depths. For the inverter chain, σ/µ of dynamic power D2D variability is
about 1 %, whereas it is around 3 % in the case of the DDSLL XOR chain. The
reason behind the higher Pdyn D2D variability of the DDSLL XOR chain is the
presence of ∆V D2D variations that add to the CL variations since they are
statistically independent. As for the static CMOS XOR chain, again σ/µ of the
dynamic power is dependent on the D2D variability of αF such that it increases
with the logic depth as shown in Fig. 3.10. Therefore, the second conclusion is
that glitch-induced αF variations due to D2D variability is responsible for the
increase in σ/µ of the dynamic power of the static CMOS XOR chain with logic
depth.

It is worth reminding that in Monte-Carlo SPICE simulations, the D2D vari-
ability actually refers to global variations that includes W2W and L2L variations
as well. Consequently, the numerical values demonstrated in Fig. 3.10 reflect a
wide spatial spread of variations, whereas the measurement results, as demon-
strated in Section 3.4, feature only D2D variability.
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Thanks to the deterministic nature of αF in the DDSLL style:

− WID Pdyn variations are averaged out with the increase of
the logic depth and circuit size, unlike these of the static
CMOS that actually increase with logic depth.

− D2D Pdyn variations are independent on the logic depths
and circuit size, also unlike static CMOS whose D2D Pdyn

variations increase with logic depth.

Effect of variability on the power consumption of the AES S-box:
First, we focus on the impact of WID variability on the dynamic power consump-
tion of the DDSLL and static CMOS S-boxes. It is important to analyze how
the glitch-induced WID αF variations affect the dynamic power of both S-boxes.
Fig. 3.11 compares the normalized standard deviation of Pdyn of both static
CMOS and DDSLL S-boxes, where Pdyn is averaged over different numbers of
input transitions at 100 kHz. Clearly in the case of the static CMOS S-box, (σ/µ)
of Pdyn varies between 1.6 % and 25 % for a 2-transition input pattern as a direct
result of variations in αF . However, the increase in the number of transitions in
the input pattern leads to a reduced WID variability around 1.3 % which further
manifests the effect of averaging over the number of input transitions. On the
other hand, the DDSLL S-box shows almost a constant (σ/µ) of Pdyn around 1
% thanks to its deterministic αF .

As a result, for strongly-power constrained applications such as RFID and
contactless smart cards, the impact of variability on the dynamic power plays
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Fig. 3.11.: SPICE simulations of dynamic power WID variability of static
CMOS and DDSLL S-boxes versus the number of transitions, showing the min-
imum and maximum Pdyn variability of static CMOS (for averaged 100 Monte-
Carlo runs with local process variations).
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an important role. In the case of high yield, the typical Pdyn + 3σ should be
less than the allocated power budget (dynamic). For a worst case scenario, a 2-
transition input pattern is considered. For static CMOS, the typical Pdyn at 100
kHz is 108 nW and the worst case σ is 27 nW (derived from Fig. 3.11). Therefore,
the typical Pdyn+3σ is evaluated as 189 nW. Now for DDSLL, the typical Pdyn

at 100 kHz is assumed to be 96 nW (Ptot= 96 nW, however for simplicity and
since the dynamic power dominates, we approximate Pdyn to be equal to Ptot)
and the worst case σ is 0.96 nW (also acquired from Fig. 3.11). Therefore, the
typical Pdyn + 3σ would be 98.9 nW. Clearly the power advantage of DDSLL
is magnified when taking the WID process variability into account (i.e. as its
worst-case power consumption remains within the allocated budget). For static
CMOS, process variations can cause the typical Pdyn + 3σ to be almost 1.75×
the typical Pdyn, whereas for DDSLL, the 3σ metric leads to a 3 % increase of
Pdyn only.

It is worth reminding that the impact of the glitch-induced WID αF vari-
ability on Edyn of the static CMOS S-box is demonstrated at low voltages for
a pseudo-random 2560-transition input pattern in Section 3.4.2. If a worst-case
input pattern is considered, the typical Pdyn + 3σ is expected to be further
magnified, jeopardizing the power closure.

− Pdyn variations of static CMOS combinatorial circuits de-
crease as the number of averaged input transitions in-
crease. Therefore, worst-case input patterns should be
considered (2-input transitions).

− For power closure, WID process variations cause the typ-
ical Pdyn + 3σ of the static CMOS S-box to be 1.75× the
typical Pdyn, whereas for DDSLL, the 3σ metric leads to
a 3 % increase only.

As for the measured results of both S-boxes, measurements are carried out
on 20 dies at ambient temperature with 1.2 V supply for 10 input transitions in
order to assess the variability of their power consumption. Fig. 3.12 (a) shows
the histogram of the total power consumption of both S-boxes at 100 kHz. The
total variability comprising both WID and D2D (σ/µ) of DDSLL S-box is 1.04 %
and that of static CMOS is 2.78 % (the Pdyn distributions can be fairly assumed
Gaussian for both S-boxes). It is worth mentioning that the D2D variability is
far less important in this case as measurements are done on the same wafer.
Therefore, these results complies with simulations as the DDSLL S-box shows
dynamic power WID variability of about 1 % for all input patterns, while the
static CMOS S-box shows dynamic power WID variability ranging from 2 % to
5 % for a set of 10 input transitions.
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Fig. 3.12.: Histograms of the (a) measured and (b) simulated total power
consumption of both static CMOS and DDSLL S-boxes at 100 kHz at 25◦C and
1.2 V supply (average over 10 input transitions). Measurements are carried out
on 20 dies, while SPICE simulations are performed while enabling local process
variations (100 Monte-Carlo runs).

As a result, the worst case maximum power, considering 3σ for high yield,
is 147.6 nW for static CMOS and 87.3 nW for DDSLL resulting in a worst
case power ratio of 1.69× instead of the 1.54× ratio in the case of typical power
consumption. The difference between the worst case and typical ratios is not very
high because in the measurements we averaged over 10 input transitions, whereas
if 2-transition inputs were considered as a worst-case scenario, the difference
between the worst case and typical ratios would have been more significant as
previously demonstrated with Monte-Carlo simulations.



COMPARISON BETWEEN DDSLL AND STATIC CMOS STYLES 93

Fig. 3.12 (b) reinforces the dominancy of WID variability with respect to D2D.
The histograms of the total power consumption of both S-boxes simulated with
the same conditions of the measurements while enabling local process variations,
are plotted, where the distributions are again considered Gaussian. The normal-
ized standard deviation of the DDSLL S-box is 1.29 % and that of static CMOS
is 2.94 %, which is almost the same as the obtained measurement results.

3.5.2 Delay

Delay variability is becoming a major concern for timing-constrained applica-
tions, especially in sub-100 nm technologies. Therefore, it is important to inves-
tigate the impact of variability on the delay of the DDSLL style and compare it
to that of static CMOS. How the process variations (local and global) affect the
delay of static CMOS circuits and mitigation techniques have been an open area
of research for decades [9, 13, 53]. Indeed, in sub-100 nm technologies, uncorre-
lated WID (local) variations are known to cause hold time violations in digital
static CMOS circuits due to high timing uncertainties which are further magni-
fied in the sub-threshold operation [13]. Also, process variations may cause the
failure of the design to meet the target frequency and consequently, the minimum
energy [54], leading to parametric yield loss [23, 54].

The delay in a logic path is generally expressed for static CMOS as in [55]:

td ∼
n
∑

j=1

td,j

∼ 1

2
× VDD

n
∑

j=1

Ceff L,j

Ion,j

(3.9)

and for DDSLL as follows:

td ∼ 1

2
×

n
∑

j=1

CL,j .∆Vj

Ion,j
(3.10)

where Ceff L,j represents the effective load capacitance, Ion,j is the on current
and ∆V (in DDSLL only) denotes the voltage swing of the jth gate of the path.
The effective load capacitance comprises the activity factor αF as well as the
physical load capacitance CL. In this section we are mainly concerned with the
effect of process variations on the delay of static CMOS and DDSLL S-boxes.
First, we analyze the WID process variations.

With-in-die (WID): Fig. 3.13 shows the histograms of the delay of both
S-boxes operating at 25◦C and 1.2 V supply while enabling the WID variability
during SPICE simulations (the WID delay distributions of both S-boxes are
roughly assumed to be Gaussian). The WID delay normalized standard deviation
of the static CMOS S-box is 6.2 %, whereas that of the DDSLL S-box is 2.05 %.
Table 3.4 details the µ, σ and σ/µ of the delay for both S-boxes. It can be seen
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Fig. 3.13.: Histograms of the delay of static CMOS and DDSLL S-boxes at
25◦C and 1.2 V supply using SPICE simulations (100 Monte-Carlo runs with
local process variations).

that the delay standard deviations of both S-boxes are comparable, although the
mean delay of the DDSLL S-box is 2.62x higher than static CMOS. This is an
interesting result that favors the DDSLL style. In [23], the authors explained that
one of the pitfalls of static CMOS is that when operating at low VDD, the σ of the
overall path delay distribution increases as well as the mean delay. As a result,
more paths are affected by these variations leading to a degradation of the timing
yield at low VDD. Now, DDSLL already has a higher delay penalty; thus limiting
the maximum speed, but it features a small delay WID standard deviation which
allows for meeting the desired speed specification with high process variations
tolerance. In addition, we expect the delay of the DDSLL style to maintain this
high tolerance to process variations if it is capable of operating at lower supply
voltages.

The reason behind the low impact of WID process variations on the delay of
DDSLL is twofold. The first is related to the common averaging of uncorrelated
WID CL, Ion [48] and ∆V variabilities. For this reason, we consider the total
number of transistors present in the critical path of both S-boxes which consists
of n-stages and m-stack per stage. For the static CMOS S-box, the critical path

Table 3.4.: WID mean and standard deviations of the delay of static CMOS
and DDSLL S-boxes at 25◦C and 1.2 V supply (100 Monte-Carlo runs with local
process variations).

Parameter static CMOS DDSLL

µ [ns] 2.67 6.96
σ [ns] 0.17 0.14
σ/µ [%] 6.20 2.05
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contains 22 stages and 2 stacked NMOS transistors per stage, leading to a total
of 44 NMOS transistors. As for the DDSLL S-box, its critical path consists of
13 stages and each stage is formed of 6 stacked NMOS transistors (forming the
DPDN and the dynamic current source) and 1 NMOS transistor in the self-timing
buffer, resulting in a total of 102 NMOS transistors. Therefore, the reduction of
the WID delay variability of the DDSLL S-box with respect to static CMOS is
approximately related to the increased number of transistors in the critical path.
However, a second factor plays an important role in this relation; namely, αF .
Since DDSLL has a deterministic αF , therefore it gives rise to the dominancy
of the WID CL, Ion and ∆V variabilities that average out with the logic depth.
On the other hand, the delay of the static CMOS S-box suffers from glitch-
induced WID αF variations that causes the WID variability of Ceff L to increase
with the logic depth as in the case of Edyn fluctuations previously explained in
Section 3.4.2. Certainly, there are significant amounts of delay skews between
the input signals of a static CMOS gate, such that WID process variations affect
these delay skews in a random manner causing the output signal of the gate to
fluctuate before settling on the correct state. Therefore, the delay of static CMOS
gates is affected by the glitch-induced WID αF variations which contribute to
the increase of the WID delay variability of the static CMOS S-box compared to
DDSLL. Of course, the impact will be further magnified for static CMOS gates
at low voltages.

This is further illustrated in Table 3.5 taking the XOR chain shown in Fig. 3.8
as an example. The WID delay variability of DDSLL clearly averages out as the
number of XORs in the chain increases from 1 to 10. However, the WID σ/µ
of the delay of static CMOS increases from 7 % to 43 % moving from 1-XOR
to 9-XORs instead of the common belief, which expects the reduction of the
WID delay variability with the logic depth due to the averaging of uncorrelated
WID CL and Ion variabilities. Therefore, only αF can be responsible for this
phenomenon. Also, using a chain of 20 static CMOS XORs, we see a reduction
in the WID delay variability compared to the 9-XOR static CMOS chain. This
can be explained by the fact that WID αF variations are still random in nature
and according to the input sequence and the logic depth they can still feature
some averaging. However, the WID delay variability of the 20 static CMOS
XOR chain is still higher than that of the single XOR.
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Table 3.5.: Mean and standard deviations of the delay of 1 and 10 series XOR
DDSLL and static CMOS gates due to WID process variations at 25◦C and 1.2
V supply (100 Monte-Carlo runs with local process variations).

DDSLL static CMOS

Parameter 1-XOR 10-XORs 1-XOR 9-XORs 20-XORs

WID
µ [ns] 0.102 1.011 0.057 0.274 0.826
σ [ps] 3.960 12.28 0.004 0.119 0.195
σ/µ [%] 3.870 1.210 7.160 43.60 23.68

− WID delay variability of the DDSLL style decreases with
the increase of the logic depth thanks to its deterministic
αF .

− WID delay variability of the static CMOS style depends
and increases with the logic depth due to the glitch-
induced WID αF variations that impact the Ceff L term
in Equation 3.9.

Die-to-die (D2D): Now, we analyze the impact of D2D process variations
on the delay of both S-boxes. The same simulation conditions are used to pro-
duce the histograms of the delay of the S-boxes, while enabling global process
variations as shown in Fig. 3.14 (the D2D delay distributions of both S-boxes are
considered Gaussian). Unfortunately, the D2D process variations cause the delay
of the DDSLL S-box to spread more than static CMOS such that the normal-
ized standard deviations of both S-boxes are comparable (since the mean delay
of the DDSLL S-box is already higher than static CMOS). Table 3.6 presents the
extracted D2D µ, σ and σ/µ for both S-boxes. It can be seen that the value of
σ for the delay of DDSLL S-box increases with the mean delay when compared
to the static CMOS, thereby keeping σ/µ nearly the same.

Table 3.6.: D2D mean and standard deviations of the delay of static CMOS and
DDSLL S-boxes at 25◦C and 1.2 V supply (100 Monte-Carlo runs with global
process variations).

Parameter static CMOS DDSLL

µ [ns] 2.67 6.96
σ [ns] 0.31 0.94
σ/µ [%] 11.6 13.5

The larger spread of the delay variability of DDSLL caused by D2D process
variations is quite expected. The only contributors to the D2D delay variability
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Fig. 3.14.: Histograms of the delay of static CMOS and DDSLL S-boxes at
25◦C and 1.2 V supply using SPICE simulations (100 Monte-Carlo runs with
global process variations).

are D2D CL, Ion and ∆V variations because αF of the DDSLL style is deter-
ministic. It was explained in [48] that the fluctuations of the delay for tapered
buffers due to D2D variability is independent on the number of stages. That is,
the increase in the mean delay with the number of stages has to be matched by
an increase in the standard deviation to maintain a constant delay variation. The
case of the tapered buffers is analogous to the DDSLL style because both feature
a deterministic αF . Therefore, D2D CL, Ion and ∆V variations are correlated
and cause the delay variability to be independent on the logic depth.

This is further explained by using the same XOR chains in Table 3.5. Table 3.7
demonstrates how, due to the impact of D2D process variations, σ increases by
the same factor as µ (x10) moving from a single DDSLL XOR gate to a chain
of 10-XORs, so that σ/µ is kept constant. Therefore, the D2D delay variability
of the DDSLL S-box is actually the same as that of a DDSLL XOR gate and
that of a chain of 10 series DDSLL XOR gates. Now, the reason behind the
higher D2D delay variability of DDSLL gates in general is the presence of D2D
∆V variations that add to the normal CL and Ion variations since they are
statistically independent.

Table 3.7 also shows the D2D delay variability of static CMOS XOR chains.
Moving from a single XOR gate to a chain of 9 static CMOS XOR gates causes
the D2D delay variability of the chain to rise from 14 % to 24 % as a direct
result to the D2D αF variability that is not correlated, but rather random. The
20 static CMOS XOR chain features a reduced D2D delay variability compared
to its 9-XOR chain counterpart. Again, this is explained by the random nature
of D2D αF variability that can either increase or experience some averaging with
logic depth.
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Table 3.7.: Mean and standard deviations of the delay of 1 and 10 series XOR
DDSLL and static CMOS gates due to D2D process variations at 25◦C and 1.2
V supply (100 Monte-Carlo runs with global process variations).

DDSLL static CMOS

Parameter 1-XOR 10-XORs 1-XOR 9-XORs 20-XORs

D2D
µ [ns] 0.104 1.030 0.055 0.288 0.871
σ [ns] 0.014 0.135 0.007 0.069 0.142
σ/µ [%] 13.10 13.01 13.94 23.89 16.36

− D2D delay variability of the DDSLL style is independent
on the logic depth thanks to its deterministic αF . However,
it is relatively high (13.5 %).

− D2D delay variability of the static CMOS style depends
and increases with the logic depth due to the glitch-
induced αF variations that impact the Ceff L term in Equa-
tion 3.9.

To conclude, the delay of the DDSLL style features high tolerance to WID pro-
cess variations as manifested by the case of the 13 stage DDSLL S-box; whereas,
the delay of the static CMOS suffers from glitch-induced WID αF variations.
As a result, the DDSLL style reduces the probability of hold time violations by
limiting the timing uncertainties. However, the delay of the DDSLL style suffers
from high D2D process variations. Parametric yield loss, such as, the failure to
meet the target frequency and the energy increase above the target minimum
are among the implications of the DDSLL sensitivity to D2D delay variations.
Nevertheless, several design techniques are proposed to mitigate such sensitiv-
ity. For example, adaptive body biasing (ABB) [16, 56] compensation technique
that adjusts the transistor threshold voltage in order to reduce process-related
timing failures. This technique has been heavily investigated in the past decade
for static CMOS circuits, such as microprocessors [16, 54, 56–58]. However to
the author’s knowledge, the ABB technique has not been applied to DDL styles
before. This could be an interesting topic for future research.

3.5.3 Functionality

In the previous sections, the effect of process variations on the delay and the
power consumption of DDSLL and static CMOS styles has been addressed,
mainly at nominal supply voltage. In this section, we are interested in the im-
pact of WID variability on the functionality of both logic styles at lower VDD.
Static CMOS combinatorial circuits (logic) are known to function correctly at
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low voltages despite the associated large process variations [23]. However, it was
also explained in [23] that dynamic circuits that operate on the principle of
precharge and evaluation are susceptible to functional failure because of WID
variability. Accordingly, we performed Monte-Carlo SPICE simulations, while
enabling local process variation, on the static CMOS and DDSLL S-boxes as
demonstrated in Fig. 3.15. Simulations are done at 25◦C across a supply voltage
that ranges from 0.3 V to 1.2 V. To check the functionality, the final outputs of
the S-boxes are tested for each VDD and compared with the expected outputs.
The number of Monte-Carlo runs that fail the functionality test are counted and
normalized to the total number of runs. Clearly, the static CMOS S-box is fully
functional across the whole VDD range. However, the DDSLL S-box has a 25 %
failure rate at 1 V and it further increases to 100 % starting 0.8 V.
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Fig. 3.15.: Normalized failure rates of static CMOS and DDSLL S-boxes with
supply voltage at 25◦C using SPICE simulations (50 Monte-Carlo runs with local
process variations).

To understand why the DDSLL S-box fails to function at voltages below 1
V, we first need to observe one of the output signals that fails at 0.9 V as an
example. Fig. 3.16 shows the waveforms of the DDSLL S-box’s output signal k1
at 1.2 V with nominal conditions and at 0.9 V with nominal and 1 particular
Monte-Carlo run that fails. At 1.2 V, the average voltage swing is 650 mV and
the variation caused by WID process variability is about 70 mV. However at
0.9 V, the voltage swing of the nominal run is about 480 mV and due to the
WID process variations, this voltage swing may diminish such that the DDSLL
S-box becomes nonfunctional. That is, due to the lower voltage swing at the
inputs of a DDSLL gate, the DPDN of this gate becomes more sensitive to
WID variability. Consequently, if Vt of an OFF transistor in the wrong path is
lowered and that of another ON transistor in the correct path is raised due to
WID variability, then a small voltage swing at the inputs of the gate can cause
it to evaluate a wrong output. Another important reason that contributes to
the failure of DDSLL gates to operate below 1 V is the fact that the DPDN
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Fig. 3.16.: SPICE simulations of the DDSLL S-box’s output signal k1 with
nominal and 3 Monte-Carlo runs (a) at 1.2 V and (b) at 0.9 V.

switches the current between its branches based upon fully ON and partially
ON transistors. At 0.9 V, all transistors are partially ON to a certain extent.
This further reduces the tolerance of the DDSLL style to WID process variations.

The DDSLL S-box does not function correctly below 1 V due
to the magnified impact of WID process variations at the lower
operating voltage swings.

To conclude, the functionality of the DDSLL style proved to be sensitive to
WID process variations at low supply voltage in compliance with the claim in
[23] that dynamic circuits are vulnerable to variability because the information
is saved as charge on the output node capacitor. In the case of DDSLL, the
functionality is limited to near nominal supply voltages also due to low-swing
operation. In order to overcome this deficiency, the voltage swing has to be
maintained at lower VDD, where ∆Vmax is limited to VDD, but then the low-
swing advantage is lost. In addition, this technique may still fail below a certain
VDD due to the rising sensitivity of transistors to WID variability. Another
approach is to increase the tolerance of the DPDN by increasing the sizes of
the transistors and tweaking their Vt by applying the ABB technique [16, 56].
A different approach that could extend the operation of dynamic logic styles to
near or even sub threshold is to maximize the Ion/Ioff ratio of the transistors.
That is, instead of having the NMOS transistors of the DPDN operate in the
region where the slope of the ID −VG curve is small ((VDD)− (VDD −∆V ), thus
low Ion/Ioff ratio), we can shift the operation to the ((0)− (∆V )) region which
features a high Ion/Ioff ratio. This can be achieved by having the DDL style
discharge to GND during the precharge and charge to a predetermined voltage
level during the evaluation phase. By maximizing the Ion/Ioff ratio, the DDL
style can withstand higher levels of WID process variations. However, the main
draw back of this technique is its slower operation and its feasibility is still not
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guaranteed. Anyway, all the above mentioned mitigation techniques represent
an interesting research topic for the future.

Proposed solution to extend the functionality of the DDSLL
style to lower supply voltages:

− Maintain ∆V with VDD.
− Increase transistor sizes and apply local ABB to the tran-

sistors of the DPDN.
− Increase Ion/Ioff ratio.

3.6 SUMMARY

As technology scales down, the device parameters are not deterministic anymore
[6]. Indeed, with the technology entering the sub-100 nm, fluctuations in device
parameters can no longer be neglected as they degrade the parametric yield by
deeply jeopardizing the timing and power constraints of ICs [23]. Also, they
lead to functionality failures in circuits such as SRAMs and registers [22, 23].
As a result, process variations, their impact on different design aspects and
incorporating them in the simulation environment through statistical analysis
tools have been a wide area of research for the past decades. Designers are
mainly concerned with the effect of variability on the delay, the leakage power
of CMOS circuits and on the functionality of sensitive circuits, such as, SRAMs
and registers [9, 13, 22, 23, 53]. The first two design aspects are associated with
timing uncertainties and total power fluctuations that lead to parametric yield
loss, such as, failure to meet the target frequency, hold time violations, failure
to achieve power closure and minimum energy. On the contrary, dynamic energy
(power) has been considered till recently, as weakly sensitive to variability [5, 10].

In this chapter, we first address the impact of process variations on the dy-
namic energy of different types of voltage-scaled 65 nm CMOS circuits. We
show that the dynamic energy of αF -sensitive circuits is deeply affected by WID
process variations at low VDD. However, the dynamic energy of simple circuits
such as ring oscillators are dominated by D2D CL variability because WID CL

variations tend to average out with the increase of circuit size. Nevertheless for
complex circuits, large delay skews between the inputs of a static CMOS gate
are present, specially at low voltage, which cause the WID variability to be
more distinguished, generating random glitches; thus αF variations. These ran-
dom glitches cause the dynamic power of the static CMOS S-box (representing
an example of complex combinatorial circuits) to have σ/µ about 5.6 % at 0.4
V, which then becomes comparable to that of Pleak, 8.9 % (dominated by D2D
variations). This value is expected to get worse if a worst-case input test pattern
is used, since the glitch-induced WID αF variations tend to average out over
the input transitions, and of course as the technology scales further. As a re-
sult, Edyn (Pdyn) variability of static CMOS circuits can no longer be neglected



102 IMPACT OF PROCESS VARIATIONS ON THE POWER, DELAY AND FUNCTIONALITY OF DDSLL AND STATICCMOS STYLES

and should strongly be considered for statistical circuit simulations, as it might
change design paradigms at next technology nodes.

Also in this chapter, we provide a comparison between the DDSLL style and
static CMOS with the goal of highlighting the advantages and disadvantages
of the DDSLL style in light of the process variations. We start by addressing
how variability influences the dynamic power of the DDSLL style. Thanks to its
self-timing operation, DDSLL is able to maintain a deterministic αF . Therefore,
WID Pdyn variability of DDSLL circuits is averaged out with the increase of logic
depth, since ∆V . CL is the only factor that count and its WID fluctuations
are random in nature. In addition, the dynamic power of the DDSLL S-box,
under the effect of WID variability, proved to be insensitive to the number of
averaged input transitions. However, Pdyn of the static CMOS S-box suffers from
a large dependency on the input pattern. Averaging over a small number of input
transitions leads to a wide range of σ/µ for its dynamic power. This is because
WID input-dependent αF variations of the static CMOS S-box affects Pdyn in a
random manner. As a result, considering a large number of input transitions (>
10) reduces the WID Pdyn variability of the static CMOS S-box and can lead to
a false sense of variability tolerance.

The importance of the dynamic power variability is the impact it has on power
closure. The comparison between the DDSLL and static CMOS S-boxes is made
at 1.2 V, where the WID variability is not as highly pronounced as for lower
voltages. Yet, Pdyn variability causes the 3σ yield metric in the case of static
CMOS S-box to raise the worst-case dynamic power to 1.75× compared to the
typical power, whereas the factor is only 1.03 for the DDSLL S-box considering
a 10-input transition pattern. Again, the factor for the static CMOS S-box is
expected to be higher if a worst-case 2-input pattern is used, and of course as
the technology scales down.

With respect to D2D variations, static CMOS demonstrated a significant sen-
sitivity due to its glitch-induced αF variations. A chain of static CMOS XOR
gates feature a rising D2D Pdyn σ/µ with the logic depth. On the contrary, a
chain of DDSLL XOR gates maintain a constant D2D Pdyn σ/µ with the logic
depth thanks to its fixed αF . This further impacts the power closure in the sense
that the D2D Pdyn variability of static CMOS circuits is uncontrollable and can
reach high levels between 10 % and 15 %, depending on the logic depth. However
for the DDSLL style, the D2D Pdyn variability is independent on the logic depth
and it is limited to ∼ 3 %. As a result, the usage of DDSLL style helps main-
tain the power consumption within the allocated budget; whereas, static CMOS
requires a substantial margin to accommodate worst-case power consumption.

Secondly, we consider the impact of the process variations on the delay of
both S-boxes. The delay of the DDSLL style features high tolerance to WID pro-
cess variations as manifested by the case of the 13 stage DDSLL S-box (2.05 %),
whereas the delay of the static CMOS suffers from glitch-induced WID αF vari-
ations (6.2 %). As a result, the DDSLL style reduces the probability of hold time
violations by limiting the timing uncertainties. However, the delay of the DDSLL
style suffers from high D2D process variations , although it is independent on the
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logic depth due its deterministic αF . The D2D delay variability of the DDSLL
S-box is actually the same as that of a single DDSLL XOR gate. Consequently,
parametric yield loss, such as, the failure to meet the target frequency and the
energy increase above the target minimum are among the implications of the
DDSLL sensitivity to D2D delay variations. Nevertheless, adopting the ABB
compensation technique helps reduce process-related timing failures
[16, 56]. This technique has been heavily investigated in the past decade for
static CMOS circuits, such as microprocessors [16, 54, 56–58], but has not been
applied to DDL styles, to the author’s knowledge. This can be an interesting
topic for future research.

Finally, the functionality of both S-boxes at low VDD under the impact of
WID process variations is addressed. The static CMOS S-box has a 0 % fail-
ure rate along the whole VDD range, as expected. However, the DDSLL S-box
starts to fail with 25 % failure rate at 1 V. The DDSLL S-box completely fails
to function below 0.9 V. This is attributed to the inherent dynamic nature of
DDSLL (data is stored as a charge on the capacitance of the output nodes) along
with the diminishing voltage swing at low supply voltages, besides the DDSLL
principle of operation based on low Ion/Ioff ratio of NMOS transistors. Several
techniques are proposed to reduce the failure rate and extend the functionality
of the DDSLL style to lower supply voltages. The first approach is to main-
tain a constant voltage swing to avoid the increasing sensitivity of
the DPDN transistors at low supply voltages. However, this method will
keep the power consumption at high levels, which contradicts the reason why we
scale VDD in the first place. Another approach is to increase the tolerance of
the DPDN by increasing the sizes of the transistors (which results in
an increased CL, thus higher power consumption) and tweaking their
Vt by applying the ABB technique [16, 56]. A different approach that could
extend the operation of dynamic logic styles to near or even sub threshold is to
increase the Ion/Ioff ratios of the NMOS transistors of the DPDN.
Anyway, all the above mentioned mitigation techniques represent an interesting
research topic for the future.
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CHAPTER 4

ASSESSMENT OF SIDE-CHANNEL
SECURITY OF DDSLL AND STATIC CMOS
S-BOXES

4.1 INTRODUCTION

Since the apparition of side-channel attacks in the late 1990’s, there has been
an escalating attention in both the industry and the research fields to develop
solutions that ideally prevent them. The strength behind these types of attacks
is the fact that they are relatively cheap and easy to conduct compared to clas-
sical cryptanalysis based on a black box approach that explores the weaknesses
of the algorithm (mathematical model). Independent on the type of algorithm,
whether it is symmetric or asymmetric cryptographic algorithms, the main goal
is to protect the secret information at all levels. Previously, the algorithm was
considered to be “computationally” secure against classical cryptanalysis if break-
ing it requires impractical computing power [1]. However, side-channel attacks
opened a whole new field of vulnerabilities that cause these computationally se-
cure algorithms to leak information at the physical-level. Power analysis attacks,
especially the differential power analysis (DPA) attacks [2], are particularly ap-
pealing in this field because they are easily mounted against the cryptographic
device (basically they need an oscilloscope and a PC to monitor, capture and
process the power information) and because they are considered very powerful.

The main cause of information leakage through the power consumption of a
cryptographic device is related to the inherent use of the static CMOS logic to
build its gates. Historically, static CMOS logic has been widely used in digital
circuit design for low-power (LP) applications due to its intrinsic low power,
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small size (compared to dynamic differential logic styles (DDL)), robustness to
voltage scaling and scalability with technology. It has been also highly automated
in CAD tools which renders it an ideal choice for most applications. However
for secure cryptographic devices, static CMOS logic is not suitable, since its
dynamic power consumption is highly correlated to the processed data. Such a
deficiency leads to leaking secure information through power analysis attacks.

Meanwhile, countermeasures against power analysis attacks extend through
various abstraction levels (protocol-level, e.g. [3], algorithm-level, e.g. [4],
hardware-level, e.g. [5]). Hiding techniques, such as noise generation and the
use of dynamic differential logic (DDL) styles (e.g. [5]) and masking techniques
(e.g. [6]) are potential solutions [1]. However, these countermeasures cause sig-
nificant performance degradations, such as large area, high power consumption
overheads and low throughput. An important research goal is to determine the
best tradeoff between security and performance specially for highly constrained
low-power secure applications, such as RFIDs and smart cards.

In this study we are concerned with hardware-level countermeasures that
are intuitively attractive as they tackle the problem directly where it lies. We
are particularly interested in evaluating the security of the dynamic differential
swing limited logic (DDSLL) style [7]. In Chapter 2, we discussed the different
design aspects of the DDSLL style while concentrating on reducing the large area
and power consumption overheads generally attributed to the use of DDL styles.
For this purpose, we use the AES S-box designed using 65 nm CMOS technology
as a test case. The first part of this study tackles an important question: What
is the numerical amount of security gain brought by the use of DDL styles in
general and more specifically, DDSLL? This question is brought up in the context
of comparing different types of well known countermeasures. More specifically,
masking is known to increase the security gain exponentially with the order of
the mask (if the amount of noise present is large enough) [8]. On the other hand,
noise addition shows a linear increase of security gain. Meanwhile, DDL styles
increases the security gain by adding a constant compared to an unprotected
device.

As a result, we try to find out the significance of this constant brought by the
use of DDSLL [9] relative to the high security gain of masking and noise addi-
tion, specially that DDSLL reduces the power / area overhead, whereas masking
for example is known to increase these overheads. We apply the unified secu-
rity framework proposed in [10] to the DDSLL style. We start by performing
an information theoretic analysis to assess the security of DDSLL in a worst-
case scenario against the most powerful adversary who uses profiled template
attacks [11]. The second step is to apply the security analysis in order to numer-
ically evaluate the security enhancement (the value of the constant) achieved
by DDSLL, which is reported to be one order of magnitude compared to static
CMOS. This figure is rather modest compared to masking for example. As a re-
sult, an important open question is raised to determine whether we can do better.
That is, either develop a logic style that sufficiently increases the security gain
constant over static CMOS, or combine several countermeasures, e.g. DDL style
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that features masking as an additional countermeasure. The second solution is
particularly appealing, especially with the use of DDSLL because of its power /
area overhead reduction that potentially gives room for implementing a masking
scheme as well.

Another interesting issue that we address in this part of the study is the
non-linearity of the leakage function of the DDSLL style (the leakage function
is considered linear1 if it can be estimated by well known and linear models,
e.g., Hamming weight or by linear functions as in the case of the stochastic ap-
proach [12]). Indeed, current non-profiled distinguishers rely on the fact that
the leakage functions of the attacked devices are linear [13]. Therefore, having
a non-linear leakage function (where the leakage traces cannot be described by
amplitude differences between states only) would make the success of these at-
tacks more difficult to achieve. A good choice to reveal the linearity nature of
the leakages is to use the stochastic approach [12] or its non-profiled version,
“on-the-fly” [14]. This choice is motivated by the fact that the stochastic attack
is a linear, regression-based approach that approximates the device’s leakages
with a linear function [12, 15]. Therefore, it evaluates the linearity of a leakage
function by comparing the obtained estimated information leakage to the one
acquired from the profiled template attack [11]. In the case of the DDSLL S-box,
these leakages appear to be non-linear at the simulation level. Contrarily, actual
(measured) leakages are rather linear except for a few samples that feature some
non-linearity. This is attributed to the measurement artifacts (such as the differ-
ent capacitances and inductances of the chip’s package, the wire bonds, the ZIF
socket, the PCB traces and the cables used) that are not taken into considera-
tion during simulations. As a result, practical attacks are feasible against DDSLL
even if only a few linear leakage samples are available. This is also true for static
CMOS; the simulated traces reveal a non-linear leakage function, whereas the
actual measured traces prove the leakage function to be linear for most of the
time samples. Therefore, we raise an open question whether it is possible that
designers consider non-linearity as a design guideline while developing secure
logic styles.

The second part of this study targets the impact of increasing variability in
advanced technologies on the security of the static CMOS logic [16]. Indeed,
variability is a growing concern for circuit designers as explained in the previous
chapter. Also from a cryptanalysis perspective, process variations present more
challenges to actual adversaries. Here, we also study the AES S-box designed
using 65 nm CMOS technology as a test case. In this part of the study, we
first employ the information theoretic analysis using profiled templates in order
to investigate two possible scenarios. The first is a worst-case scenario, where
the adversary profiles and attacks the same die. The second and more realistic

1The processed data (either input, output or even internal signals) whose values are either 0
or 1 are used by the model / function to estimate the physical leakage of an implementation.
Therefore, the resulting leakage model best describes amplitude differences between states. An
example of current traces that feature a linear leakage function is given in Appendix E.
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scenario is that the adversary profiles n dies and attacks the n+ 1th die. In this
case, extending template attacks to infer process variations causes a significant
loss of information as a result of profiling more than one die, so the template is
not accurate for any die. Subsequently, actual adversaries using profiled attacks
face a challenging task trying to build accurate templates, due to technology
scaling. Nevertheless, the use of profiled template attacks is still important in
the worst-case scenario because they provide the lower limit which the designer
should consider while evaluating an implementation.

As a result, it is interesting to evaluate the effectiveness of the second category
of distinguishers, namely the non-profiled attacks under the impact of process
variations using the security analysis proposed in [10]. We employ the security
analysis to determine the accuracy of the models used by these non-profiled
attacks for the 65 nm CMOS technology. The correlation power analysis (CPA)
that use Pearson’s correlation coefficient [17] is a classical DPA tool that we
use in our evaluation. Generally, CPA attacks use either the Hamming weight
or the Hamming distance to model the leakage function of the cryptographic
device. Another type of non-profiled attacks that we employ is the “on-the-fly”
stochastic approach with a linear basis. We see that variability causes the CPA
attacks using the Hamming weight model to fail due to the deficiency of the model
to accurately estimate the leakage function of the static CMOS S-box at 65 nm
CMOS technology and clearly beyond. Contrarily, the “on-the-fly” stochastic
attack proves to be a particularly interesting approach in this context, since the
leakage function of each die can be separately estimated by a linear function.
This clearly indicates that the leakage functions of the dies implemented on a
65 nm CMOS technology in presence of process variations, are still linear. It is
important to note that although the Hamming weight model used by the CPA
attacks rely on the fact that the leakage functions are linear, it fails to estimate
the correct leakage functions of the measured dies on 65 nm CMOS technology
under the impact of process variations due to the fixed nature of the model.

4.2 PRELIMINARIES AND DEFINITIONS

In this section we list the necessary preliminary information needed by the circuit
designer to understand the results obtained in this chapter. We start by defining
the key elements in an attack environment where the described terminology will
be used in the remainder of the chapter. A simple explanation of side-channel
analysis is given to be aware of the various steps needed to mount a side-channel
attack. The basic leakage models used in the case of static CMOS devices are
introduced. Finally, the adversary’s choice between two main categories of dis-
tinguishers is discussed along with an insight of the different types of attacks
used in this chapter.
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4.2.1 Attack environment: Definitions and terminology

Extracting secret information from a secure application can be done at different
abstraction levels; either at the algorithmic level (mathematically), or at the
hardware level (physically). However during the last decade, targeting actual
hardware has proved to leak secret information from algorithm-secure crypto-
graphic devices. Generally, physical attacks are categorized [1]:

− Invasive vs. non-invasive: The former is considered a tamper attack that
damages the device it tries to extract the secret information from. While
the latter exploits externally available information without physically mod-
ifying the device.

− Active vs. passive: Active attacks manipulates the functionality of the
device, for example fault attacks [18] that try to induce errors in the com-
putation. On the other hand, passive attacks just observe the inherent
physical leakage of the device which can be the power consumption of the
device [2], electromagnetic radiation [19, 20] or timing information [21].

In this study, we focus on the context of side-channel attacks which are consid-
ered non-invasive and passive in nature. First we define the attack environment
as described in [10]. It basically consists of:

− The device: To define the device, we have to first introduce the term prim-
itive which corresponds to the cryptographic algorithm. For example, the
AES Rijndael is a cryptographic primitive. Now, the device denotes the
physical realization of a cryptographic primitive using a specific implemen-
tation. It can be a smart card, an FPGA or even a µprocessor that features
a cryptographic primitive. The implementation of the device corresponds
to the way the device is designed, for example, the type of adopted logic
style, the desired countermeasure technique, . . . etc.

− The side-channel: It is the communication channel that the cryptographic
device transfers its information through. However, this channel leaks some
information about the processed data denoted by the physical observable.
The power consumption and the electromagnetic radiation of a target de-
vice are examples of side-channel physical observables.

− The measurement equipment: It usually comprises an oscilloscope to moni-
tor the physical observable and a PC to carry out communications between
the device and the oscilloscope.

− The leakage trace: It refers to a set of power consumptions or electro-
magnetic radiations (as examples of the physical observable) consecutively
captured across the operation of the device.

− The leakage function: It describes how the device actually leaks informa-
tion through the side-channel. It also includes all the specificities of the
measurement setup.
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− The side-channel adversary: He is a malicious entity (attacker) that aims
at analyzing the physical observable in order to obtain the leakage function.
He is assumed to have full access to the physical observables.

− The leakage model: It is how the adversary interprets the physical ob-
servable. For example, in the case of the standard CPA attack [17], the
adversary uses a Hamming weight leakage model in order to approximate
the leakage function.

4.2.2 Side-channel analysis

As previously explained, the output of the side-channel can be the power con-
sumption of the target device, its electromagnetic radiation or timing informa-
tion. In this study we are mainly concerned with the information leaked by the
power consumption and hence we briefly describe the types of power analysis.

First, we introduce how the power consumption of a device leaks information
about the processed data. The power consumption consists of three components;
the dynamic power, the short-circuit power and the leakage power. The first one
is due to the charging and discharging of the load capacitance (CL). The second
one results from the short-circuit current that flows through simultaneously ON
NMOS and PMOS transistors during an input transition. Finally, the leakage
power is caused by the leakage currents of transistors and pn-junctions. The con-
tributions of these components to the total power consumption depends on the
technology and the operating supply voltage. Since the emergence of side-channel
analysis and particularly the power analysis, the dynamic power consumption
has been considered the main source of information leakage because of its direct
relation to the activity of the device. Equation 4.1 expresses this relationship as
follows:

Pdyn =
1

2
× CL × V 2

DD × f × αF (4.1)

where VDD is the supply voltage, f is the frequency of operation and αF is the
activity factor of the device. In static CMOS devices, αF reveals which transition
actually occurred. It can be concluded that when the input transitions from high
to low, the measured power consumption will exhibit a high peak due to the
charging of the load capacitance through the PMOS transistor. Whereas, when
the input goes from low to high, thus turning on the NMOS transistor, CL is
discharged and the power consumption features a small peak due to the short-
circuit currents. On the other hand, if the input remains unchanged (either low
or high), there will be no changes in the power consumption. As a result, the
switching information in the power trace of a static CMOS device is very useful
from a side-channel view because the adversary can detect which input transition
took place.

Now, the power analysis pioneered by Kocher in [2] is divided into simple
power analysis (SPA) and differential power analysis (DPA). Simple power anal-
ysis depends on capturing a single or few power traces and analyzing the patterns



PRELIMINARIES AND DEFINITIONS 117

within one trace. It involves correctly assigning intermediate results occurring
during the operation of the device to parts of the power trace caused by process-
ing these results; thus interpreting the secret information. On the other hand,
differential power analysis is more sophisticated because it is based on statistical
analysis rather than visual inspection as in SPA. The main advantage of DPA
compared to SPA is that there is no need to have a detailed knowledge about
the cryptographic device, it is enough to just know the type of algorithm used.
Further details of the DPA and how it is used in an attack are discussed in
Section 4.2.5.2.

Anyway, using these types of power analyses to mount attacks against cryp-
tographic devices has been an extensive field of research for the last decade. The
steps that an adversary takes to perform a side-channel attack in general are
introduced in [10] and tailored for our case study as follows. The adversary first
selects the target algorithm (AES), the leakage source (dynamic power consump-
tion) and the measurement setup (described in Section 4.5). The adversary then
identifies the target signal. Since side-channel attacks are generally based on a
divide-and-conquer strategy, the adversary chooses small parts of the key as the
target of his attack. After that, he either selects or monitors the inputs to the
device (plaintexts) depending on his accessibility. Then, the adversary builds
matrices of predicted key-dependent internal values. In order to reduce the com-
putational complexity, the key is subdivided into small sub-keys as dictated by
the divide-and-conquer strategy. These prediction matrices are used later dur-
ing the execution phase. Following, the adversary chooses and applies a leakage
model (is described in Section 4.2.3). Hamming weight and Hamming distance
models are widely used in the context of power analysis to predict the leakage
of the target device. Now, the adversary is ready to perform the actual mea-
surements of the leakage source, which is the power consumption in this study.
He then builds leakage matrices that contain leakage traces. After selecting the
relevant leakage samples, the adversary compares the predicted leakages to the
measured ones based on the type of distinguisher (as discussed in Section 4.2.5)
he adopts.

4.2.3 Models

The most well known leakage models that are derived for and best suit devices
designed using the static CMOS style are the Hamming weight and the Hamming
distance. The first model simply counts the number of non-zero bits present in the
analyzed value. It assumes that the side-channel leakage (the power consumption
in this study) is correlated to the Hamming weight of the value computed in a
device. On the other hand, the Hamming distance model counts the number of
different bits present in two values of equal length. It assumes that when a value
in a static CMOS device switches, the side-channel leakage is correlated with the
Hamming distance of these values.

These models in the above mentioned form are considered raw because the
Hamming weight model assumes that all bits have equal contributions to the
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overall power consumption and the Hamming distance model considers the tran-
sition from high to low and vice versa to have the same impact to the overall
power consumption as well. Therefore, to improve the efficiency of the side-
channel attack, these leakage models are improved. For example, in [22] different
leakages for the high to low transition and vice vera are proposed. Also in [23],
the authors proposed the use of the weighting sum technique for the predictions
of the different leaking signals in a device based upon the fact that these signals
leak differently depending on their load capacitances.

Although the modified Hamming weight or Hamming distance models can ac-
curately predict the leakage of a device, they are only suitable for static CMOS
devices. Devices that use other logic styles; for example, DDL styles, have differ-
ent power consumption behavior that cannot be simply modeled using Hamming
weights or Hamming distances as shown latter in the chapter.

4.2.4 Terminology

The following are the general guidelines for the notation undertaken in the re-
maining sections of this chapter.

− Capital letters are generally assigned to random variables, while lower cases
refer to specific samples of the random variable.

− In symmetric cryptography where the key Ks is kept secret, the plaintext
is denoted by P while the ciphertext is referred to as Cc.

− In the simulation / measurement environment, L represents the model of
the leakage function whose output l is the power trace.

− Generally, the leakage function has three input arguments: the discrete
random variable X which denotes the value of the processed data under
investigation, the discrete random variable C which refers to the index of
the die under investigation and the continuous random variable N repre-
sents the noise in the measurements.

− The power trace is composed of t time samples.

4.2.5 Distinguishers: profiled versus non-profiled

Generally, the term distinguisher refers to the type of attack that an adversary
mounts against the target device. Distinguishers can be classified as profiled and
non-profiled attacks. Each class is equally important, however, depending on the
context, one class might be favored over the other.

Profiled attacks are simply divided into two phases; a characterization (offline)
phase and an exploitation (online) phase. In the characterization phase, the
adversary studies the target device with the goal of obtaining a precise knowledge
of the leakage functions. This step is done offline where the adversary is expected
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to have access to all the necessary resources enabling him to fully profile the
leakage distributions of the target device. The second phase involves exploiting
the knowledge obtained from the characterization phase to actually mount the
attack. This step is done online with the goal of recovering the secret key. Despite
the fact that profiling the leakages prior to mounting the actual attack increases
the efficiency of the adversary, it requires a lot of computational resources as well
as time and storage capabilities. This makes the class of profiled attacks a worst-
case scenario where the adversary who employs them is considered an optimal
adversary because the tedious profiling phase and the huge amount of allocated
resources are traded for the higher achieved efficiency. As a result of their high
efficiency, profiled attacks are considered good candidates for evaluating the
security of a target implementation.

On the other hand, non-profiled attacks do not feature an offline characteriza-
tion phase since actual adversaries do not have the required capabilities to fully
profile the leakages of the target device. In this context, the actual adversary is
considered suboptimal. This class of distinguishers is further divided into two
subclasses; non-profiled attacks that involve the use of predefined models such
as the Hamming weight and Hamming distance or predefined selection functions
such as the single-bit DPA attack [2], and the non-profiled attacks that feature
limited profiling of the leakages which in this case is done on-the-fly. The sec-
ond subclass of distinguishers have gained particular attention since the use of
typical models has proved to be not completely adequate in certain contexts,
such as the presence of process variations [16, 24] and the use of DDL styles [13].
Another important point in favor of the “on-the-fly” non-profiled distinguishers
is that they allow performing optimized attacks that lead to a higher efficiency
in obtaining the secret key [10].

In general, these two categories of distinguishers may lead to different conclu-
sions. However, profiled and non-profiled attacks are considered complementary
in the sense that they shed different lights on the security of devices.

4.2.5.1 Profiled attacks

Template attacks [11] are considered a good example of profiled attacks because
they are useful for estimating the worst-case scenario with the most powerful
adversary. The adversary is assumed to have the prior knowledge of the target
implementation that allows him to profile the leakage function (offline - during
a preparation phase) and capture all the information available [25, 26]. This is
essentially important for evaluating the security of a certain implementation,
since the designer should base his assessment on a worst-case scenario. However,
this requires a lot of computational efforts in order to first profile and characterize
the leakages which is also time and memory consuming. Nevertheless, while this
drawback is considered a limitation for an adversary, it is not a problem for a
designer, since the designer is assumed to have all the computational, time and
memory capabilities to perform the profiling phase of the template attack.

The basic principle as described in [11], comes from the signal processing do-
main, where the measured signal is divided into two parts; an intrinsic signal and
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noise. The intrinsic signal is considered deterministic, whereas the noise is actu-
ally random. Now, the template consists of the mean signal and noise probability
distributions. During the characterization phase of the template attack, the ad-
versary builds 2n templates corresponding to the 2n values of the unknown n-bit
key. Each template is a Gaussian distribution N (l|µ̂x,N , σ̂2

x,N ), where x refers to
the processed data and N denotes the noise random variable. In the exploita-
tion phase, the adversary uses the maximum likelihood approach [27] where the
candidate key maximizes the probability of the noise in the measured signal as
in:

x̃ = argmax
x∗

P̂ rmodel[x
∗|l] (4.2)

Building templates is done in an iterative manner because at first the choice
for the key bits and the processed data is limited to a small set. Then, it is
repeated with an increasingly longer portions of the data and the corresponding
templates to limit the space of possible key guesses. Thus, the limiting strategy is
key to the success of the template attacks because it depends on how effectively
the adversary can limit the combinatorial explosion during the iterative process.

As for the stochastic attack [12], it is basically introduced as a type of profiled
distinguishers that depend on linear models (that best describe amplitude dif-
ferences between states) during the characterization phase. It works as follows:
First, during the characterization phase, the adversary chooses the base vectors
which in our case are the S-box output bits (i.e., a 9-element basis, with 8 output
bits and a constant term). Then he tries to approximate the leakages with a lin-
ear function L̂t = Σi βi,t . gi(x), where the coefficients βi,t are determined by
regression and gi(x) represent the basis. Intuitively, stochastic attacks are less
precise than template attacks because of their dependency on linear models with
a small set of base vectors as in our case. In this context, the stochastic attack
can be mounted rapidly and thus provides a “simpler to estimate” approximation
of the leakage function [25, 26]. Of course, if the degree of the stochastic model
increases to 8 with 256 coefficients, then it would be equivalent to a template.
Also, stochastic attacks are very convenient in evaluating the non-linearity of
the leakage function.

4.2.5.2 Non-profiled attacks

We start by describing Kocher et al.’s single-bit DPA attack [2]. The basic idea
is to magnify the effect of a well chosen single bit within an n-bit word in the
target device. The first step in the single-bit DPA involves the measurement
of m encryption operations and capturing power traces l1..m[1..t] containing
t samples each. Also, the adversary is assumed to have access to the cipher-
texts Cc 1..m. Next, the adversary chooses a key-dependent selection function
D(Cc, b,Ks) which is defined by computing the value of bit b (1..n of an n-bit
word) of an intermediate signal in the device for a given ciphertext Cc, where
Ks represents the secret key associated to bit b. In other words, the output of
D(Cc, b,Ks) is the value of the selection bit b corresponding to fixed Cc and Ks.
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The adversary then computes the differential trace ∆D[1..t] which is defined as
the difference between the average of the traces for which the selection bit is 1
and the average of the traces for which the section bit is 0. The resulting curve
will feature a peak corresponding to the correct key guess and a noise floor ap-
proaching 0 as the number of measurements m increases. As a result, at the
peak of the differential trace, the selection function is correlated to the value of
the processed bit b. Thus, the adversary is capable of differentiating between the
correct key guess and the rest of the key guesses.

The second type of non-profiled attacks is the correlation power analysis
(CPA) attack [17, 28]. Similar to the single-bit DPA attack, the CPA attack
depends on statistical analysis. However, they feature different decision criteria.
CPA attacks differentiate the correct key by analyzing the correlation coefficient
of the processed data and their measured power consumption. It depends on the
fact that the power consumption associated to the processed data is proportional
to the Hamming weight of this data. In [17], the authors suggest the use of the
Hamming distance in order to obtain a more accurate power model. To mount
the attack, the adversary gathers l power traces, such that L represents the ran-
dom variable of the measured power traces. Using either model, the adversary
builds the leakage model, where H refers to the random variable of the Hamming
weight / distance of the processed data X . Then the correlation coefficient ρL,H

between L and H is expressed as:

ρL,H =
Cov(L,H)

σLσH

=
E((L− µL)(H − µH))√

V ar(L)
√
V ar(H)

(4.3)

where E is the expected value function, Cov(L,H) is the covariance between L
and H and V ar is the variance of either L or H . The maximum value of ρL,H

indicates a correct key guess since the measured power consumption is correlated
to the hypothetical power model.

Also, the stochastic approach can be implemented as a non-profile distin-
guisher by applying a variant version described in [14]. In this case, the adver-
sary builds the leakage model “on-the-fly” using a linear basis. The main idea of
this variant is that it assumes that the most accurate model should correspond
to the correct key hypothesis under the condition that the base vectors used to
build this model reasonably match the actual leakages.

4.3 COUNTERMEASURES

Since side-channel attacks rely on the fact that the side-channel is correlated
to the processed data, therefore, the goal of countermeasures is to break this
correlation or at least reduce it. Countermeasures exist at different abstraction
levels (e.g. protocol, algorithm, hardware). Generally, they are grouped into two
main categories; namely, masking and hiding as detailed in [1].
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Masking aims at decorrelating the power consumption of a cryptographic
device and its intermediate values by randomizing these intermediate values. As
a potential candidate for countermeasures against side-channel attacks, it has
been a popular research area for the last decade. Masking can be implemented
at the algorithm level, for example in [6, 29–31], without changing the power
consumption characteristics of the cryptographic device. It is also implemented at
the hardware-level which further contains architecture- and gate-level solutions
[32–34].

On the other hand, the goal of hiding is to make the power consumption of the
cryptographic device independent on the processed data. Hiding can be achieved
either by randomizing the power consumption of the device in each clock cycle,
or by having the device consume exactly the same power in each clock cycle. The
first method, which is the randomization of the power consumption, is addressed
at the algorithmic level via time randomization, in which case the operations of
the cryptographic device are performed in an arbitrary order [35] or by the
random insertion of dummy operations. A second approach is to randomize the
power consumption of the cryptographic device at the hardware architecture
level by performing random switching activities in parallel to the actual operation
with the goal of increasing the switching noise variance (V ar(Psw. noise)), also
known as algorithmic noise, in order to reduce the signal-to-noise ratio (SNR)
given by:

SNR =
V ar(Pexp)

V ar(Psw. noise + Pel. noise)
(4.4)

where V ar(Pexp) refers to the exploitable power consumption variance
and V ar(Pel. noise) denotes the electronic noise variance. Also, increasing
V ar(Pel. noise) through the use of noise engines to achieve higher background
noise has been proposed in [1]. Another approach to reduce the SNR is to re-
duce the signal; i.e, reduce V ar(Pexp) which falls under the category of having
the cryptographic device consume exactly the same power during each clock
cycle. This can be achieved at the hardware gate-level by employing dynamic
differential logic (DDL) which is also referred to as dual-rail precharge (DRP)
logic.

Despite all the efforts to avoid the dependency of the power consumption on
the processed data through various types of countermeasures, this goal is still
considered ideal. The above mentioned solutions only reduce the dependency;
hence, increase the difficulty of performing the side-channel attacks, but do not
fundamentally prevent them.

4.3.1 Masking

As mentioned earlier, masking represents a potential candidate as a countermea-
sure against side-channel attacks, thus it has been a wide research area for the
last decade. The basic idea is to use a random value m that is called mask to
conceal the intermediate value v as follows:
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vm = v ∗m (4.5)

The mask is generated within the cryptographic device, hence it is not known
to the adversary. The operation ∗ is most often the Boolean exclusive-or func-
tion ⊕, the modular addition +, or the modular multiplication ×, depending
on the type of masking, whether it is Boolean or arithmetic (further details of
the different types of masking and their fields of application is beyond the scope
of this study). The security proof of masking is based on the assumption that
if the masked value vm is independent on v and m, then the power consump-
tion of vm is likewise independent on v [36]. However, this assumption is not
always valid since the power consumption normally depends on several values of
v that, in the case of a single mask, share the same mask m. Hence, the power
consumption can be correlated to the unmasked intermediate values [1]. As a
result, increasing the order of masking d (where d + 1 is the number of shares),
i.e., using more than one mask is an appealing solution to enhance the security
of this countermeasure and makes it less prone to standard DPA attacks. Now,
higher-order DPA attacks are necessary to retrieve the secret information from
higher-order masking schemes [6]. However, extending the order of the masking
comes at the cost of an inevitable significant performance overhead as well as
a large increase of area because masking requires the computation of the differ-
ent shares individually. In Appendix F, we illustrate some examples of masking
schemes implemented at both the algorithm and gate (logic style) levels.

Using dedicated masked logic styles is an interesting solution because it en-
ables the optimization of the masking scheme which can reduce the performance
overhead. Such a solution still needs certain precautions to be effective, for ex-
ample the problem of glitches jeopardizes the security of masked logic styles
[37, 38] and it needs to be addressed. Also, the early propagation effect weakens
the security of masked logic styles [39–41] and it has to be avoided. Another
important issue is that a higher-order DPA attack (e.g. [6, 42]) can be mounted
against cryptographic devices that feature masked logic styles. In this case the
adversary processes the leakages such that he combines the ones corresponding
to the shares that use the same mask in order to obtain key-dependent infor-
mation. Thus, combining the mask scheme with a hiding solution, such as noise
addition or the use of dynamic differential logic further enhances the security of
the cryptographic device [8, 13].

Consequently, it is important to quantify the security gain that a masking
scheme provides in function of the order of the scheme (d). Since, the effectiveness
of the masking scheme is dependent on the amount of noise [8] proposed to
plot the evaluating metrics with its respect. It was shown in [8] that the data
complexity of a side-channel attack increases exponentially with the number of
shares in the masking scheme if the amount of noise present is large enough. In
Section 4.3.4, the impact of masking in function of the order of the scheme along
with other types of countermeasures is expressed in the preliminary plot of data
complexity versus the noise variance.
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4.3.2 Noise addition

Among the methods to implement hiding is the noise addition with the goal
of reducing the SNR as mentioned earlier. Performing random switching activ-
ities in parallel to the actual operation in the cryptographic device increases
V ar(Psw. noise), whereas the use of noise engines help increase V ar(Pel. noise) [1].
Noise engines fundamentally rely on random number generators that are con-
nected to a network of large capacitors to be able to have a big impact on the
power consumption. The charging / discharging of these capacitors is done in a
random fashion which leads to the increase of V ar(Pel. noise).

Independent on the technique used to increase the noise variance, the impact
of noise addition is manifested as a linear increase in the security against side-
channel attacks. Since it is considered as a generic countermeasure, [8] suggested
to plot the evaluating metrics with its respect. In Section 4.3.4, the impact of
noise addition along with other types of countermeasures is expressed in the
preliminary plot of data complexity versus the noise variance. Also, the authors
in [8, 43] showed that using a stand-alone countermeasure, such as masking or
time randomization is not effective unless there exists a sufficient amount of
noise. As a result, for small cryptographic devices, where there is a big chance
its noise level is low, additional noise generation should be considered to further
enhance the security gain [43]. The impact of noise addition as a complementary
countermeasure to masking of even high orders is shown to significantly improve
the resistance of the cryptographic device against DPA attacks by an order of
magnitude [31] depending on the amount of generated noise.

4.3.3 DDL styles

The use of DDL styles as a countermeasure against side-channel attacks has been
a popular research area for the last decade [5, 7, 44–46]. They are considered a
type of hiding technique that aims at reducing the SNR at the hardware gate
level, where the instantaneous power consumption of a cryptographic device is
ideally the same in each clock cycle. As detailed in Chapter 2 and mentioned here
as a reminder, equalizing the effect of different events on the power consumption
is done as follows:

− The differential operation eliminates the difference in the power consump-
tion between a 1 - 0 and a 0 - 1 event as well as between a 0 - 0 and a 1 -
1 event. However, 1 - 0 / 0 - 1 events consume power, whereas 0 - 0 / 1 -
1 do not.

− The dynamic operation (precharge) eliminates the difference between a 0 -
0 and a 1 - 0 event and between a 1 - 1 and a 0 - 1 event. Nevertheless, the
1 - 1 / 0 - 1 are the only events that consume power due to the precharging.

As a result, combining the differential and the dynamic operations into a single
logic style is essential to have the same instantaneous power consumption every
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clock cycle. However, it is not sufficient as other factors play an important role
causing variations in the power consumption that are dependent on the processed
data. Key factors, such as the presence of glitches [38], early propagation effects
[39, 47] and capacitance imbalances in the differential nodes cause the DDL style
to leak information as its power consumption is still correlated to the processed
data.

Since glitches are a main source of information leakage in side-channel attacks,
they are usually avoided in the design of DDL styles. On the other hand, early
propagation effects that appear in some DDL styles, such as wave dynamic dif-
ferential logic (WDDL) [39, 44], masked dual-rail with precharge logic (MDPL)
[33, 40] and dual-rail random switching logic (DRSL) [34] should be avoided by
simple self-timing techniques. Sense amplifier based logic (SABL) [5], dynamic
current mode logic (DyCML) [45] and dynamic differential self-timed logic fam-
ilies developed by Hassoune et al. [7] are good examples of DDL styles that are
designed to avoid both glitches and early propagation effects.

However, capacitance imbalances of the differential nodes are considered a
serious threat to the security of the DDL styles. The capacitances of the differ-
ential outputs consist of three components; namely, the output capacitance of
the DDL gate Co, the sum of the input capacitances of the subsequent gates Ci

and the routing capacitance to the subsequent gates Crout. As the technology
scales down below 100 nm, the contribution of Crout becomes dominating [48, 49].
Therefore, balancing the differential wire capacitance is the most essential task
according to [1]. A differential routing methodology is proposed in [50] and its
details are previously discussed in Chapter 2.

In order to understand to which extent these DDL styles add to the security
of the cryptographic device, some sort of security assessment is needed. Unfor-
tunately, no unified method is used to quantify the security gain of these DDL
styles, each one or group are characterized individually. This makes it extremely
difficult to point out a single DDL style that is superior to all others. A well
known method uses the normalized energy deviation and the normalized stan-
dard deviation metrics proposed in [5], which are given by:

NED =
max(E) −min(E)

max(E)
(4.6)

NSD =
σ(E)

µ(E)
(4.7)

where E is a random variable representing the energy per cycle of an operation.
The NED is claimed to be useful, since the smaller the NED value (the variations
of the energy), the more measurements will be necessary for an attack to succeed
[5]. Moreover, NSD is used in order to take into account the normal distribution
of the energy due to the different input patterns. However, these two metrics tend
to overestimate the security gain achieved by logic styles generating a high power
consumption due to the normalization by either max(E) or µ(E). Consequently,
NED and NSD cannot be considered reliable metrics [1, 51]. Also, it was recalled
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Fig. 4.1.: Data complexity in function of the noise for different types of counter-
measures, namely masking with different orders, noise addition and using DDL
styles.

in [51] that the standard deviation is related to the result of a CPA attack in an
optimal statistical analysis [17, 52] which further justifies the importance of the
standard deviations and not the normalized deviations.

Another popular approach to assess the efficiency of a DDL style is to mount
a real attack at the measurement level (for example, [53]) or at the simulation
level (for example, [33]). However, this approach is attack dependent, whereas
the metric should depend on the implementation only. Also, using the SNR
as a metric sounds appealing, specially for DDL styles, because it shows how
efficiently the DDL style reduces the variance of the signal with respect to the
variance of the noise. Nevertheless, SNR does not quantify the security strength
of the implementation because it deals with the signal and noise variances only.

4.3.4 The big picture: Comparison between the different types of

countermeasures

In order to evaluate the security gain of any countermeasure and compare it to
previously introduced ones, it requires the unification of the assessment frame-
work. This includes the benchmark circuits that are suggested to be standard
encryption algorithms, such as data encryption standard (DES), AES and ellip-
tic curve cryptography (ECC) [53]. The authors of [53] also propose mounting
actual attacks either at the simulation level, using adequate power simulation
models and correct assumptions on the attack or at the measurement level. They
also suggest the use of the number of measurements to disclosure (MTD) as an
evaluation metric. This guarantees a trustworthy comparison between counter-
measures not only from a security point of view, but also from the performance
perspective (power consumption, execution time, . . . etc.).

In this section we show the general trend of the three aforementioned cat-
egories of countermeasures against side-channel attacks and specifically power
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analysis attacks. In Fig. 4.1 we plot the data complexity expressed in MTD
resulting from an arbitrary side-channel attack mounted against the different
countermeasures as well as an unprotected device versus the noise variance. As
explained earlier, this choice of plot is justified by the need to study the secu-
rity gain of a countermeasure with respect to the noise because generally these
countermeasures are known to be ineffective if the noise level is too low. For the
masking scheme, Fig. 4.1 illustrates the exponential increase in data complexity
with the order of masking only if the level of noise is high enough, otherwise the
data complexity is sufficiently low for all orders of masking to mount a successful
attack. As for the noise addition countermeasure, Fig. 4.1 manifests its impact
as a linear increase in the data complexity. Finally, the DDL styles feature an
increase in the data complexity by the addition of a constant compared to the
unprotected device. It remains an open question to determine the value of this
constant and whether it is significant or not in order to endure the high cost of
implementing the DDL style.

We try to answer this question by studying the security of DDSLL as a repre-
sentative of DDL styles in Section 4.6. DDSLL is particularly interesting because
of its low performance overhead as detailed in Chapter 2. Nevertheless, it is still
a full-custom design that requires more design efforts and time-to-market than
semi-custom DDL styles.

With respect to an unprotected implementation:

1. Masking increases the security exponentially (based on the
order of the mask).

2. Noise addition increases the security linearly.

3. DDL styles add a constant.

It is important to quantify the value of this constant to evaluate
the efficiency of the DDSLL style.

4.4 SECURITY TOOLS AND METRICS

In this section we explain the tools and metrics we used in the security anal-
ysis of the DDSLL and static CMOS S-boxes. These tools and metrics can be
used by both the circuit designer and the adversary to assess the quality of the
countermeasure he adopts and to mount a successful attack against the crypto-
graphic device, respectively. The following subsections represent the framework
of our study where we start by a visual inspection of the leakage traces and a
basic standard deviation analysis. Then, we follow the framework of [10] which
is divided into two categories, a (worst-case) information theoretic analysis and
a security analysis.
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4.4.1 Notations

Using the terminology described in Section 4.2.4, the model of the leakage func-
tion denoted by L( , , ) contains either random variable arguments or fixed ar-
guments. Since the target of our study is the assessment of AES S-boxes under
different conditions, therefore, the random variable X which refers to the pro-
cessed data, will represent the input value of the S-box under investigation. As
an example, L(x, c,N) is a random variable representing the noisy traces corre-
sponding to input x and die c. We also denote the tth time sample in a leakage
trace as Lt( , , ).

In the measurement environment, it is useful to consider noise-free mean
traces:

Lmeas
t (X,C) = E

n
L(X,C, n) (4.8)

where E denotes the mean operator. Now in the simulation environment, the
provided traces are noise-free by default. In this case, and in order to analyze
the impact of noise on the security of the S-boxes, we added a Gaussian noise
(the Gaussian assumption is considered a good choice from a side-channel point
of view because it renders almost the same results when it is used with the
simulated traces, as the actual measurements) in the evaluating tools. As a
result, the simulated leakage function model is given by:

L1
t (X,C,N) = Lsim

t (X,C) +N (4.9)

By contrast, when the actual power traces are considered, the noise is directly
present in the obtained measurements from the oscilloscope and the correspond-
ing leakage function model is given by:

L2
t (X,C,N) = Lmeas

t (X,C,N) (4.10)

However, we also need to assess the security of the measured S-boxes under
the impact of noise. Therefore, it is useful to use the noise-free mean traces
in Equation 4.8 to achieve a hybrid leakage function model, where the noise is
represented by the additive Gaussian noise:

L3
t (X,C,N) = Lmeas

t (X,C) +N (4.11)

4.4.2 Leakage traces and standard deviation analysis

The first step a designer (adversary) takes in order to assess the security of
(perform an attack on) an implementation is to produce the power traces corre-
sponding to all possible input transitions. Therefore, it makes sense to observe
and analyze these traces with hope of gaining some insight about the qualitative
information regarding the security of an implementation. Of course to be able
to benefit from such a preliminary analysis, the target implementation has to be
compared to a reference one. For assessing the security of the DDSLL S-box, we
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analyze its traces and compare it to those of the static CMOS S-box operating
in the same conditions. For evaluating the impact of variability on the static
CMOS S-box, we capture power traces at 0.5 V supply and compare it to those
operating under a 1.2 V supply. In any case, the measured power traces are
practically misaligned, unlike in the simulation environment where the traces
are always aligned. The main cause of misalignment is directly related with the
way the actual power traces are captured. In measurements, the power traces are
recorded by an oscilloscope via a triggering signal that initiates the capture of
traces every clock cycle. In the case of the static CMOS S-box, there is no clock
signal, therefore one of the input signals of the S-box is used as a trigger signal.
As for the DDSLL S-box, its clock signal is directly used as a trigger. We used
the NI 6552 signal generator to produce the input signals and the clock of the
S-boxes. In case the clock signal is used for triggering the oscilloscope, there is
always a certain amount of jitter that is present and it causes the misalignment
of the captured traces. In case an input signal is used for triggering the oscil-
loscope, it is not always synchronized to the clock signal even if the clock had
minimum jitter. This is also explained in [1]. Now, producing power traces for
all possible input transitions (28 × 28) is very time and memory consuming. As
a result and in order to have a sufficient number of traces at the same time, we
consider 256 transitions between 0 and an arbitrary S-box input for both static
CMOS and DDSLL styles.

4.4.3 Information theoretic analysis

The need for an information theoretic analysis in the evaluation and compari-
son of different implementations was explained in [10]. It is mainly motivated
by the lack of concrete unified evaluation techniques in the literature. As de-
scribed in [10], the present techniques used for comparing the security against
side-channel attacks of an implementation to another unprotected one, are typi-
cally adversary (attack) dependent. This means they evaluate the security of the
implementations against a certain type of adversary, for example the CPA attack
[17]. Such techniques may result in the failure of an attack due to either the qual-
ity of an implementation or the inefficiency of an adversary, which can lead to a
false sense of security. Therefore, claiming a security gain of an implementation
should be based only upon the strength of an implementation in protecting the
information and not on the type of adversary as well. Consequently, the informa-
tion theoretic analysis in [10] aims at theoretically evaluating the security of an
implementation using a worst-case scenario of an attack, namely the template
attacks [11], summarized in Section 4.2.5.1, which represent the most powerful
adversary. Hence, the information theoretic analysis is considered independent
on the type of adversary.

Another important benefit of using the information theoretic analysis is that
performing the actual attacks is very resource consuming (time and storage) for
reaching a high security level [8]. This implies the need for such an analysis
at the design phase of a countermeasure in order to evaluate the quality of an
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implementation against a worst-case adversary before needing to prototype and
mount tedious, time and memory consuming attacks.

It is worth noting that the information theoretic metric (mutual information
[10]) was found to be related to the correlation coefficient of the CPA attack [54]
which allows to link currently used metrics for the security analysis to evaluate
standard DPA attacks (for example, the measurements to disclosure (MTD)
metric as will be explained in Section 4.4.4), to the information theoretic metric.
Also in [8], it was shown that the information theoretic metric is correlated with
the MTD metric required to achieve a certain success rate. As a result, these
meaningful relations confirm the relevance of using the information theoretic
analysis as an important step while evaluating the security of an implementation
during the design phase.

The information theoretic metric we use to evaluate the leakage of an imple-
mentation is the perceived information (PI) introduced in [16]:

PI(X ;L) = H [X ]−
∑

x∈X

Pr[x]
∑

l∈L

P̂ rimpl[l|x] . log2(P̂ rmodel[x|l]) (4.12)

This metric mainly captures the accuracy of the adversary’s leakage model
estimate (given by P̂ rmodel[x|l]) at predicting the leakage distribution estimate
of an implementation (denoted as P̂ rimpl[l|x]). These leakage estimates are used
because in practice, the actual leakage distributions are unknown. The perceived
information introduced in [16] is in fact equal to the mutual information met-
ric from [10] that actually captures the worst-case information leakage only if
the adversary’s model is perfect. In some contexts this is not the case, i.e the
adversary’s model is not perfect. For example, in [16] the effect of inter chip
variability is studied and the main conclusion was that the adversary’s model
and the actual chip’s leakage distribution can strongly differ. For this purpose,
the perceived information metric is considered as a generalization of the mutual
information that allows the quantification of an adversary’s degraded leakage
model. Indeed, the perceived information could be either lower or equal to the
mutual information.

The remaining terms in Equation 4.12 are the H [X ] term which is defined as
the entropy of the implementation’s input random variable X before any side-
channel attack has been performed. The Pr[x] term denotes the probability of
each input hypothesis before taking into account the side-channel information.

Indeed, the information theoretic analysis is an important step in the evalu-
ation of an implementation’s security. However, it has to be completed with a
security analysis in order to quantify the security gain of using a certain imple-
mentation in terms of the security metric; the MTD as discussed in the following
section.

In the context of this chapter, the information theoretic analysis is used to
study the security gain of DDSLL that presents a type of DDL styles as discussed
in Section 4.6.2. Also, it is used to investigate the impact of variability on the
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security of cryptographic devices (static CMOS S-box) designed using 65 nm
CMOS technology as explained in Section 4.7.2.

4.4.4 Security analysis

The security analysis is considered the second complementary step of the eval-
uation framework proposed in [10]. It evaluates the strength of a particular
adversary to mount a successful attack using the MTD metric at a required suc-
cess rate. Also, the efficiency of the attack can be assessed using the security
analysis. Indeed, an attack is considered the most efficient one if it achieves a
minimum MTD at a certain success rate compared to other mounted attacks.
Furthermore, it allows mounting actual attacks on either simulated or measured
traces. As a result, the security analysis represents a useful tool to quantify the
security gain of an implementation. The attacks considered in this study vary
between profiled template attacks [11] (see Section 4.2.5.1) and non-profiled at-
tacks (see Section 4.2.5.2 that include standard DPA attack [2], CPA attack [17]
and “on-the-fly” stochastic attacks [12, 14].

In this context, we try to quantify the security enhancement achieved by the
use of the DDSLL style compared to static CMOS as detailed in Section 4.6.3.
We also employ the security analysis to quantify the degradation of mounting
successful attacks in the presence of variability (Section 4.7.3).

4.5 SIMULATION AND MEASUREMENT SETUPS

The analysis provided in this chapter is based on simulated and measured power
traces of full-custom designed AES S-boxes using static CMOS and DDSLL styles
implemented on a LP 65 nm CMOS technology as described in Chapter 2. Since
only the S-boxes are implemented without being xored with the key, therefore
an additional post-processing step is needed to mount the attacks. That is a key
byte Ks is chosen and xored with a set of plaintext bytes P , where each plaintext
byte corresponds to a power trace L. During an attack, L is chosen such that it
corresponds to the output of the S-box S(P xor Ks).

Measurements were performed on 20 prototype dies where the voltage drop
on a resistor (1kΩ) introduced in the path of the power supply of the measured
S-box is captured using a differential probe. We used a high sampling rate oscil-
loscope (1 Gsample/second), while running the chips at 2 MHz (motivated by
interface constraints of our prototype board) to store the voltage drop samples.
Further processing using Matlab was done in order to convert the voltage drop
sample values into power and be able to prepare the measured power traces. On
the other hand, simulated power traces are obtained using post-layout SPICE
simulations. We directly probed the current flowing into the supply voltage with-
out adding a resistor in its path. Also for simplicity, measurement specificities,
such as the different capacitances and inductances of the chip’s package, the wire
bonds, the ZIF socket, the PCB traces and the cables used, are not included in
the simulation environment. While assessing the impact of variability on static
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CMOS, Monte-Carlo simulations are done using SPICE models for 100 runs,
where only with-in die (WID) variability is considered. The reason behind not
considering the die-to-die (D2D) process variations in simulations is that mea-
sured dies are implemented on the same wafer, therefore they do not experience
wafer-to-wafer (W2W) and lot-to-lot (L2L) variations that are incorporated in
the global process variations simulation environment and hence would magnify
the impact of D2D process variations. The test-bench of the S-boxes features
buffered inputs and outputs without registers and the DDSLL S-box has an ad-
ditional buffered clock2. Each S-box is provided with its own VDD source and
the input / output buffers are fed from a different power supply. This test-bench
is the same for the simulation and measurement environments. Both simulations
and measurements are done at ambient temperature using a nominal supply volt-
age of 1.2 V and an additional VDD of 0.5 V which is necessary in the case of
static CMOS to study the effect of variability at low supply voltages.

4.6 ASSESSING THE SECURITY OF THE DDSLL STYLE

In this section, we analyze the security of the DDSLL style, as a potential DDL
candidate because of its hardware efficiency in terms of power consumption and
chip area compared to static CMOS that is considered the unprotected imple-
mentation in this case. We follow the framework discussed in Section 4.4 by first,
visually inspecting the power traces, and then apply the information theoretic
and security analyses [10].

4.6.1 Leakage traces and standard deviation analysis

In Section 4.4.2 we mention that in order to generate the power traces, we use
256 transitions between 0 and an arbitrary S-box input instead of all input
combinations (28 × 28) for both static CMOS and DDSLL S-boxes (to save
time and memory). Although this choice of input transitions is theoretically not
mandatory for DDSLL because it is a precharge logic, it is essential in order to
have a fair comparison between both logic styles. In practice, the power trace
of the DDSLL style is divided into a precharge phase and an evaluation phase,
where the precharge phase of the trace is slightly dependent, in an indirect
way, on the input transition. This slight dependency is the result of the DDSLL
being a low-swing logic. That is, the evaluated discharged output node of a
gate is kept floating at VDD-∆V , where ∆V is the voltage swing that varies
from one input transition to the other because of the imbalances of the intrinsic
capacitance of the DPDNs (assuming the differential routing capacitances are
perfectly matched) and also because of the WID variability (it is not studied in
this context). Appendix C provides a brief explanation about how the voltage

2For the sake of perfectly aligning the inputs of the static CMOS S-box, on-chip registers at
the input of the S-box would avoid potential skew from the measurement setup, the PCB, the
wire bond, . . . etc.
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swing depends on the input transition. Consequently, the precharge power is
dependent on the value of ∆V of the previous evaluation phase, i.e on the amount
of resident charge. This dependency is demonstrated in Fig. 4.2 (c) which shows
the standard deviation over the inputs (σin) for the precharge phase of the
DDSLL S-box. However, σin is not insignificant, its maximum value is about
6× 10−6.

An interesting comparison would be between the traces of the DDSLL S-
box and that of SABL [5]. The SABL style was proposed to avoid having to
balance the differential nodes of the gates as explained in Chapter 2. It uses
an always on, key transistor that connects the output nodes of the DPDN of
a gate. This transistor guarantees the discharge of all internal nodes during
the evaluation phase such that when the next precharge phase arrives, all the
discharged nodes will be precharged. Hence, SABL theoretically avoids having a
varying resident charge during each precharge phase (the same reasoning applies
for the evaluation phase), i.e. its power traces are presumably independent on
the input transition. As a result, it is considered a good candidate from the
security point of view, at least theoretically. It is shown in Fig. 4.2 (d) that
the maximum standard deviation over the inputs during the precharge phase is
about 3.5 × 10−6 which is similar to that of DDSLL. The main reason behind
this similarity is that SABL aims at minimizing the ratio σin/µ, where µ is
the mean over the inputs of the instantaneous power consumption which is 5×
that of DDSLL, whereas DDSLL targets an overall reduced instantaneous power
consumption (both µ and σin). The main drawback of SABL is its relatively high
total power consumption (about 2× that of static CMOS) as shown in Fig. 2.24
in Chapter 2. Consequently, it is worth comparing both logic styles in terms of
security as was done in Chapter 2 with respect to performance.

On the other hand, Fig. 4.3 shows the simulated power traces of the different
input transitions (from 0 to an arbitrary state) and the standard deviation for
the evaluation phase of the DDSLL S-box and those of the static CMOS S-box.
It is clear from the standard deviations of the precharge and evaluation phases of
the DDSLL S-box in Fig. 4.2 (c) and Fig. 4.3 (c), respectively that the informa-
tion is mainly leaked during the evaluation phase since its maximum standard
deviation over the inputs is 6× that during the precharge phase. Therefore, only
the evaluation part of the power traces will be considered throughout the rest
of this chapter. It can also be seen from Fig. 4.3 that the maximum standard
deviation for the static CMOS is about 4× larger than that of DDSLL. This re-
sult gives an insight of the potential security gain achieved by using the DDSLL
style.

To complete the comparison between DDSLL and SABL, we extend the anal-
ysis to the evaluation phase. The simulated traces and standard deviation over
the inputs of the SABL S-box during evaluation are illustrated in Fig. 4.4. Com-
paring these figures to those of DDSLL in Fig. 4.3, it can be seen that both the
DDSLL and the SABL S-boxes feature significant time shifts, specially near the
end of the evaluation phase and minor amplitude shifts as well, although it is
more amplified in the case of DDSLL. As for the standard deviation, it is almost
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(a) DDSLL power traces.
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(b) SABL power traces.
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(c) DDSLL standard deviation over the in-
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(d) SABL standard deviation over the inputs.

Fig. 4.2.: Simulated power traces and their corresponding standard deviation
over the inputs of the DDSLL and SABL S-boxes during the precharge phase
(inputs transition from an arbitrary state to 0).

the same for both logic styles and mainly due to the existence of amplitude and
time shifts in the traces. It is worth mentioning that in the case of DDSLL, the
routing parasitic capacitances are taken into account, while for SABL, only gate
capacitances are accounted for. Nevertheless, it is expected that if routing para-
sitic capacitances are added to the SABL S-box, then similar amplified time and
amplitude shifts to that of DDSLL would be seen. These observations, lead to a
rather important conclusion. That is, although the design of SABL theoretically
guarantees the independency of the power traces on the the input transitions,
practically, data dependent time shifts are clearly seen in the power traces of
SABL that lead to a similar standard deviation to that of DDSLL. Although
this is contradictory to the results obtained in [5], it can be attributed to the
scaling of technology. In [5], the authors implemented SABL using a 0.18 µm
CMOS technology, whereas we use the 65 nm CMOS technology to design the
S-boxes. Indeed, technology scaling implies smaller capacitances and more sen-
sitivity to small capacitance imbalance. Also, it was recalled in [51] that the
standard deviation is related to the result of a CPA attack in an optimal statisti-
cal analysis [17, 52] which justifies the need to observe these standard deviations
as a preliminary step. Nevertheless, the approach of SABL achieves a standard
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(a) DDSLL power traces.
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(b) Static CMOS power traces.
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(c) DDSLL standard deviation over the in-
puts.
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(d) Static CMOS standard deviation over the
inputs.

Fig. 4.3.: Simulated power traces and their corresponding standard deviation
over the inputs of the DDSLL S-box during the evaluation phase and the static
CMOS S-box (inputs transition from 0 to an arbitrary state).

deviation over the inputs that is almost 10× less than the mean of the instan-
taneous current consumption as can be observed from the different y-axes of
the current and the standard deviation in Fig. 4.4. On the other hand, DDSLL
features a standard deviation over the inputs ∼ 4× less than the mean of the
instantaneous current consumption (Fig. 4.3 (a) and Fig. 4.3 (c)). Clearly, the
SABL approach is more effective in reducing the standard deviation over the
inputs although the absolute value is comparable to that of DDSLL.

Now to reinforce the result obtained from the simulated traces, measured
power traces and standard deviations over the input of both DDSLL and static
CMOS S-boxes are plotted in Fig. 4.5. The same conclusion is drawn from the
measurement traces, which is, the DDSLL S-box features a decrease in the stan-
dard deviation over the inputs by a factor of 4.5 compared to static CMOS.
Nevertheless, one can observe that the shapes of the measured power traces
are significantly different from the simulated ones, in particular for the DDSLL
case. We notice that the time shifts present in the simulated power traces of the
DDSLL nearly diminish in actual measurements and instead amplitude shifts are
clearly seen. Also, there is a reduction in the amplitudes of the measured power
traces and standard deviations about 7× for both static CMOS and DDSLL
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(a) SABL power traces.
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(b) SABL standard deviation over the inputs.

Fig. 4.4.: Simulated power traces and their corresponding standard deviation
over the inputs of the SABL S-box during the evaluation phase (inputs transition
from 0 to an arbitrary state).

S-boxes. One possible reason for such differences is the specificities of the mea-
surement setup that are not included in the simulation environment.

However, observing these traces is an informal step that gives an intuition
about, but does not confirm or quantify the security gain of using DDSLL over
static CMOS. Accordingly, a thorough analysis is needed as explained in the
following two sections.

4.6.2 Information theoretic analysis

In Section 4.3.4 an important question was raised; whether using a DDL style as
a countermeasure against side-channel attack adds a significant constant to the
data complexity of the unprotected implementation. In order to answer this ques-
tion, we need to perform both an information theoretic analysis and a security
analysis using template attacks for both the DDSLL and static CMOS S-boxes.
Additionally, in the information theoretic analysis phase we also consider sim-
ulated leakages from a SABL and DyCML S-boxes as other DDL examples to
show where the DDSLL style stands in terms of security. It is worth mentioning
that in Chapter 2, DDSLL proved to be more power and area efficient com-
pared to SABL and it achieves the same power with a much less delay penalty
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(a) DDSLL power traces.
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(b) Static CMOS power traces.
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(c) DDSLL standard deviation over the in-
puts.
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(d) Static CMOS standard deviation over the
inputs.

Fig. 4.5.: Measured power traces and their corresponding standard deviation
over the inputs of the DDSLL S-box during the evaluation phase and the static
CMOS S-box (inputs transition from 0 to an arbitrary state).

with respect to DyCML. Therefore, it is interesting to investigate the security
of DDSLL, compared to these alternative logic styles.

First, some hypothesis need to be defined [9]:

H1. The measurement noise is assumed to be normally distributed.

H2. Only 256 transitions (between 0 and an arbitrary S-box input) are con-
sidered for both S-boxes (among the 28 × 28 possible ones) as formerly
indicated in Section 4.6.1.

H3. Only the leakages of the evaluation phase for the DDSLL S-box are con-
sidered, because they exhibited the largest standard deviations over the
input as shown in Section 4.6.1.

H4. All our analyses are univariate, i.e. they consider leakage samples one by
one. This choice was motivated by the goal to compare the amount and
nature of the leakage function observed for the different samples.

In order to assess the available leakages, the information theoretic metric (per-
ceived information) described in Equation 4.12 is used. The three probability dis-
tributions are computed as follows. First, Pr[x] which denotes the probability
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of each input hypothesis before taking into account the side-channel informa-
tion, is considered uniform (Pr[x] = 1

256
). Next, P̂ rimpl[l|x] is the estimated

conditional probability of observing a leakage l given an input x. We consider
two cases: either real measurements with simulated noise in which case we have
P̂ rimpl[l|x] computed from the leakage probability density functions, or real mea-
surements with real noise, in which case this distribution is sampled from the
actual chip, i.e. we use

∑

x∈X Pr[x]
∑

l∈L P̂ rimpl[l|x]=1 1

q
, with q the number

of traces measured [9]. Finally, P̂ rmodel[x|l] is the conditional probability of the
input given the leakages, derived using the adversary’s model. This probability is
computed from the template distributions estimated during the profiling. Both
for the DDSLL and static CMOS S-boxes, our estimations are based on sets of
100 measurements for each of the input events x, both for the profiling and the
attack phases.

We started the analysis by investigating the time sample that maximized the
perceived information, against a worst-case template adversary, for the different
implementations. Interestingly, the time sample corresponding to the maximum
standard deviation between the different input transitions in the simulations,
gives the maximum perceived information. Also, it was shown in [9] that the
template-based perceived information calculated for all the time samples of the
measured traces follows the same trend of the standard deviation curves illus-
trated in Fig. 4.5. Indeed, this trend was also confirmed by the analysis of stan-
dard DPA attacks in [54]. As a result, an informal yet interesting conclusion
can be made; reducing the standard deviation over the inputs simply implies
a reduction in the perceived information, against a worst-case template adver-
sary. Consequently, the designer can set his primary goal to reduce the standard
deviation over the inputs using advanced techniques, among which some are
explained in Chapter 2.

After choosing the best time sample that maximizes the value of the perceived
information metric, the next step is to study the different implementations using
the perceived information curves for different noise levels. Fig. 4.6 (a) shows the
perceived information computed with template attacks for the simulated traces
of static CMOS, SABL, DDSLL and DyCML S-boxes along with those com-
puted with stochastic attacks for static CMOS and DDSLL S-boxes only. First
we address the curves obtained from the template attacks. These curves clearly
illustrate the information leakage reduction obtained using the three different
DDL styles over static CMOS against a worst-case template adversary. How-
ever, differences between the DDL styles can be observed. The DyCML S-box
features the minimum perceived information, whereas implementing the S-box
using SABL results in a maximum perceived information among the three DDL
styles. Meanwhile, the DDSLL S-box presents the middle curve between SABL
and DyCML S-boxes. Again, these results fit well with the standard deviation
over the inputs (σin), where SABL leads to the largest value of σin, followed
by DDSLL, whereas DyCML shows the lowest value of σin. This observation is
simply explained by the relation between σin and the instantaneous power con-
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sumption; the lower the power consumption, the lower the standard deviation.
It is seen in Chapter 2 that the maximum instantaneous power among the three
DDL styles is consumed by SABL, followed by DDSLL and finally DyCML. It is
worth reminding that the DDSLL S-box addressed by these analyses is the one
that uses the compact form of the DPDNs that represent the complex functions.
Similar information theoretic analysis is performed for the balanced version of
the DDSLL S-box and the PI along the whole range of σnoise is found to be
nearly identical to the one of the compact version. This result aligns well with
the conclusion obtained in Chapter 2, which is: the maximum standard deviation
over the inputs of the balanced DDSLL S-box is similar to that of the compact
version; thus there is no security improvement. Again, these observations rein-
force the significance of evaluating the standard deviation over the inputs as an
informal step during the design phase to gain a qualitative intuition about the
security strength of an implementation when compared to an unprotected one.

As for the measurement results, the perceived information computed with
template and stochastic attacks for the traces of the static CMOS and DDSLL
S-boxes are plotted against the simulated noise standard deviation in Fig. 4.6
(b). Also, the real measurement noise values are represented by the stars in the
figure. Compared to the perceived information curves of the simulated traces
calculated with the template attacks, we observe the following:

1. Both simulations and actual measurements of the DDSLL S-box show re-
duced information leakage compared to the static CMOS S-box.

2. The amount of information gained using measurements is reduced for both
S-boxes compared to simulations. This difference is the result of the var-
ious specificities of the measurement setup that are not included in the
simulation environment. This observation was already noted from the dif-
ferences in the power traces between simulations and measurements in
Section 4.6.1.

3. Quantitatively, the information leakage reduction brought by the use of
DDSLL seen in simulations (Fig. 4.6 (a)), is decreased in actual measure-
ments. Again the specificities of the measurement setup play an important
role. Consequently, an interesting study for further research would be to
determine the cause behind the impact of these measurement specificities
on static CMOS and DDSLL S-boxes. Nevertheless, such an observation
implies the importance of performing the analysis using the actual mea-
surements and not to rely on the simulation results for accurate data.

From the above mentioned observations, we conclude that the experimental data
still shows a security improvement by implementing the S-box using the DDSLL
style compared to static CMOS even at a 65 nm CMOS technology.
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(a) Simulation results.
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(b) Measurement results.

Fig. 4.6.: Perceived information using the template (WC) and stochastic at-
tacks in function of the noise for (a) simulated traces of static CMOS, SABL,
DDSLL and DyCML S-boxes (stochastic attacks are available for static CMOS
and DDSLL only) and (b) measured traces of static CMOS and DDSLL S-boxes.
In (b), the PI with real noise is marked by stars (*).

All three DDL styles under investigation feature a security improve-
ment with respect to static CMOS as seen from the perceived in-
formation curves. The relative PI reduction follows similar trend to
the σin reduction, confirming the relationship between the standard
deviation over the inputs and the perceived information metric.

Until now we have only considered the optimal adversary that uses template
attacks in a worst-case scenario to compare the security of DDSLL against static
CMOS. However, to take into account suboptimal adversaries as well, we perform
“on-the-fly” stochastic attacks [14] summarized in Section 4.2.5.2. This choice is
particularly appealing in assessing the non-linearity of the DDSLL style because
the stochastic attack is a linear, regression-based approach that approximates
the device’s leakages with a linear function [12, 15]. Therefore, it evaluates the
linearity of a leakage function by comparing the obtained estimated information
leakage to the one acquired from the profiled template attack [9]. The main mo-
tivation behind studying the linearity of the leakages is to shed a light upon the
difficulties that could encounter a suboptimal adversary while trying to exploit
(model) such leakages with non-profiled attacks [13]. It is worth mentioning that
according to [13], none of the non-profiled distinguishers so far can perform suc-
cessful attacks when the leakage function becomes highly non-linear3. In this
context, the information theoretic analysis is an appropriate tool for investigat-
ing the linearity of the leakage functions and how it is accurately captured by
the adversary’s model.

3Non-profiled distinguishers rely on the assumption that the leakage function of an imple-
mentation is linear (the resulting leakage model best describes amplitude differences between
states only). An example of current traces that feature a linear leakage function is given in
Appendix E.
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We analyze the perceived information curves calculated using the stochastic
approach for the simulated and measured power traces of the static CMOS and
DDSLL S-boxes illustrated in Fig. 4.6. We observe the following:

1. The leakage function of the simulated traces of the static CMOS S-box can-
not be estimated by a linear stochastic model. Hence, the leakage function
in this case is considered non-linear. This unexpected observation is ex-
plained by the nature of the power traces illustrated in Fig. 4.3 (b). There
exists not only amplitude shifts, but also glitches and time shifts between
the power traces of different input transitions. The amplitude shifts are
easily explained by the charging activity of the nodes. In a static CMOS
gate, when the input transitions from high to low or vice versa, the out-
put node is charged or discharged, respectively, whereas if the input does
not change states, the output remains unchanged. On the other hand, the
glitches represent an inherent phenomenon in static CMOS associated to
the delay skew between signals at a gate’s input and to the logic depth [55].
Finally, the time shifts are mainly the result of signals traveling through
different logic depths, which is directly related to the architecture of the S-
box, such that the computational time for different input transitions vary
accordingly. Now, the linearity of the leakage function is mainly captured in
the amplitude of the traces for the different transitions (See Appendix E
which shows am example of current traces that feature a linear leakage
function). Therefore, having glitches and time shifts in the power traces
changes the nature of the leakage function to a non-linear one. This im-
portant observation is also reported in [16], where stochastic models with
low-degree bases could not capture the leakage function of a static CMOS
S-box implemented using 65 nm CMOS technology. As a consequence, the
former assumption that independent computations lead to independent
leakage does not hold anymore for advanced technologies [16]. That is, lin-
ear leakage models that only depend on the input/output bits of an S-box
are not accurate because of the presence of data dependent glitches.

2. For the DDSLL S-box, the linear stochastic model fails to estimate the leak-
age function of the simulated traces as discussed in [9, 13], similar to the
case of simulated traces of static CMOS. Nevertheless, the simulated power
traces of DDSLL shown in Fig. 4.3 (a), feature rather limited amplitude
shifts and noticeable time shifts whereas there are no glitches present. The
same reasoning performed for static CMOS is valid in the case of DDSLL,
only here the time shifts are solely responsible for the non-linearity of the
leakage function. Although glitches were responsible for the leakage depen-
dencies on inter-computations within a static CMOS circuit [16], DDSLL
does not suffer from glitches, yet it features a non-linear leakage function.
We suggest that the existing time shifts in the traces are responsible, since
as mentioned before, the linearity of the leakage function is mainly ob-
served in the amplitude of the traces for the different transitions. Now, a
reasonable question would be: why DDSLL exhibits these amplitude and
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time shifts, despite being a DDL style? That is, although the charging /
discharging of the nodes are theoretically independent of the input transi-
tions, we still see these shifts. The answer is simply because in practice, all
DDL styles suffer from some kind of imbalances between the differential
nodes and in the case of DDSLL (and all DDLs that constitute of complex
DPDNs), it features imbalances in the complex DPDNs as well. Ideally, if
there were no amplitude or time shifts in the power traces of the DDSLL
S-box, the leakage function would hypothetically still be non-linear.

3. Interestingly, actual measurements show that the leakage functions of both
the static CMOS and DDSLL S-boxes are reasonably linear such that they
can be estimated by a linear stochastic model. This observation contradicts
the one obtained from the simulation results. Nevertheless, it can be related
to the specificities of the measurement setup that are not included in the
simulation environment. Namely, the resistor in the path of the supply
voltage to monitor the traces, the different capacitances and inductances
of the chip’s package, the wire bonds, the ZIF socket, the PCB traces and
the cables used. Hence, these measurement artifacts contribute to the low-
pass filtering that leads to smoothing the shape of the traces by filtering
out the high frequencies. This is true for both static CMOS and DDSLL
S-boxes as can be observed by the different shapes of the power traces
between simulations and measurements in Fig. 4.3 (a), Fig. 4.3 (b), Fig. 4.5
(a) and Fig. 4.5 (b). We try to obtain close results to the measurements by
simulating the DDSLL S-box with an inserted resistor of 1kΩ in the VDD’s
path. The resulting perceived information curves calculated using template
and stochastic attacks are shown in Fig. 4.7. Evaluating the PI curves
calculated using the stochastic approach, we see that the insertion of the
resistor got the PI curve of the simulated traces closer to the measurements.
That is, the leakage function of the simulated DDSLL S-box is not non-
linear anymore and it can be modeled by a linear stochastic approach, even
if the maximum retrieved information is only 0.4 bit as illustrated in the
figure.

4. Finally, using a linear stochastic model in the case of the actual measure-
ments can lead to a false sense of security in the case of static CMOS with
respect to DDSLL at low noise levels. This observation is explained by the
inherent inaccuracy of the stochastic model in the case of using an incom-
plete linear basis [16]. By extending the basis (e.g. using quadratic, cubic,
. . . terms as well), the stochastic model approaches the profiled templates
where the DDSLL clearly preserves its security improvement over static
CMOS at low noise levels.
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Fig. 4.7.: Perceived information using the template (WC) and stochastic at-
tacks in function of the noise for simulated traces (sim), simulated traces with
1kΩ in the VDD path (R1K) and measured traces (mess) of the DDSLL S-box.

Measurement artifacts contribute to the low-pass filtering of the
traces of both static CMOS and DDSLL S-boxes. It is important
to include models of the measurement specificities in the simulation
environment to be able to draw concrete conclusions at the design
phase.

These observations are rather disappointing in the sense that DDSLL was
expected to have a non-linear leakage function even in actual measurements.
Yet, it features a non-linear leakage function only in simulations as also shown
in [9, 13], similar to static CMOS, due to the presence of time shifts in the traces
that are smoothed and filtered out in actual measurements leading to completely
linear leakage functions. The main cause of such a disappointment is that having
amplitude shifts, glitches and time shifts is inherent in the case of static CMOS,
whereas the main goal of DDL styles in general is to eliminate such sources of
information leakage. However, DDL styles have failed in this context in which
they only limited these deficits and have not completely eliminated them.

As a result, equalizing the differential routes and balancing the complex
DPDNs for all input transitions of the DDSLL S-box are essential requirements
that would lead to the ideal situation where no amplitude or time shifts are ob-
served. Generally, DDL styles try to achieve these requirements in various ways.
In the case of DDSLL, since the layout of all the blocks and routes are done in a
full-custom manner, special care was taken to balance the differential routes and
symmetrize the DPDNs. However, the DPDNs of the DDSLL S-box are not fully
balanced as discussed in Chapter 2. Another example is SABL [5]. The authors
introduced a new technique such that all nodes are discharged during the evalua-
tion phase (charged during the precharge phase), i.e. equalizing the capacitance
to be discharged (charged) independent on the input transition. However in prac-
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tice, there are still differences between the capacitances depending on the input
transition which is why time shifts also exist in the simulated traces of SABL
as shown in Fig. 4.4. In an ideal case where there is neither amplitude shifts
nor time shifts in the traces, i.e. the traces for all input transitions are identical,
the leakage function would be hypothetically non-linear for both simulated and
measured traces, if no other artifacts contribute to the linearity of the leakages
in actual measurements.

Furthermore, different time samples are studied in the case of simulated traces
of the DDSLL S-box. More specifically, at the beginning (no time shifts observed),
at the middle and at the end of the traces (maximum time shifts observed and
maximum standard deviation over the input transitions). All studied time sam-
ples rendered the same conclusion; the linear stochastic model is incapable of
estimating the leakage function of the DDSLL S-box due to its high non-linearity
nature. This is particularly important for the time sample at the beginning of
the traces where there is no time shifts. Accordingly, the disappearance of both
amplitude and time shifts lead to a non-linear leakage function confirming the
hypothesis obtained in the ideal case.

Finally, these results raise an important open question whether it is possible
to develop a logic style that is free of amplitude and time shifts. More generally,
can designers consider non-linearity as a design guideline while developing the
secure logic style?

One way to preserve the non-linearity of the leakage function of
the DDSLL S-box is to suppress all time and amplitude shifts (as
they are eventually smoothed and transformed to amplitude shifts
at the measurement level). Therefore, it is important to include
non-linearity as a design guideline.

4.6.3 Security analysis

The main goal of the security analysis is to quantitatively answer the question
raised in Section 4.3.4; whether using a DDL style as a countermeasure against
side-channel attack adds a significant constant to the data complexity of the
unprotected implementation. The focus here is the DDSLL as a representative
of DDL styles, since it represents the best power - delay tradeoff as explained
in Chapter 2 and at the same time maintains a noticeable security improvement
over static CMOS as discussed in the previous section.

First, we start by choosing the appropriate time samples. Fig. 4.8 (a) shows
the perceived information calculated using the template and “on-the-fly” stochas-
tic attacks mounted against static CMOS and DDSLL S-boxes (measured power
traces) for the different time samples. We can clearly see a reduction in the in-
formation extracted from the DDSLL S-box compared to the static CMOS one
across the whole range of time samples for both templates and linear stochastic
models. The template curves certainly provide the worst-case PI which clearly
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illustrates the benefit of using profiled attacks. Indeed, the information ex-
tracted with templates is always higher than that of the “on-the-fly” stochastic
model which uses a linear basis. However, some time samples feature accurately
predicted information using “on-the-fly” linear stochastic models. We use the
marked time samples (vertical lines) to mount template and “on-the-fly” stochas-
tic attacks against the static CMOS and DDSLL S-boxes and plot the resulting
success rates as a function of the data complexity measured in MTD in Fig. 4.8
(b). Clearly, template attacks provide the minimum MTD compared to the linear
stochastic approach for both S-boxes. Also at the time sample that maximizes
the PI of the template attacks for both S-boxes (for static CMOS: ts = 64
and for DDSLL: ts = 113), we can see one order of magnitude increase in the
MTD of the DDSLL S-box compared to the static CMOS one computed from
the template attacks. Since the MTD metric reveals how many measurements
are needed to identify the correct key (with a certain confidence level), it is clear
that an adversary who mounts template attacks against DDSLL will need about
10× more measurements than static CMOS to recover the key4. This observa-
tion reinforces the correlation existing between the data complexity required to
perform a successful template attack (security metric) and the perceived infor-
mation computed with profiled templates (information theoretic metric).

DDSLL features one order of magnitude of security improvement
in terms of MTD with respect to static CMOS.

One can also conclude that for both S-boxes, there are samples that are suffi-
ciently linear (i.e. strong linearly dependent on the S-box output bits) for being
easily exploited with non-profiled attacks. To further manifest the significance of
the linearity of the chosen sample in mounting a successful non-profiled attack,
we plot in Fig. 4.9 the success rates of different non-profiled attacks mounted
against both S-boxes using the most informative sample (highly linear) and the
less informative one (less linear). We can see from Fig. 4.9 (a) and Fig. 4.9 (c)
that for the highly linear sample taken from either S-box, non-profiled attacks
(single-bit DPA and CPA with Hamming weight leakage model) can successfully
retrieve the secret key with moderate data complexity similar to the “on-the-
fly” stochastic approach. In the case of static CMOS, the single-bit DPA attack
slightly outperforms the “on-the-fly” stochastic approach such that it requires
less data complexity and it gets closer to the worst-case template curve. Whereas
for DDSLL, the CPA attack with the Hamming weight model represents a good
choice as it also features less MTD compared to the “on-the-fly” stochastic ap-
proach. As for the less linear sample of the static CMOS S-box, we can see from
Fig. 4.9 (b) that the CPA attack with Hamming weight model fails to recover
the key, while the single-bit DPA and “on-the-fly” stochastic attacks using a

4A security improvement of 10× is not enough for a stand-alone countermeasure because static
CMOS is usually really easy to attack as seen from Fig. 4.8 (b), where an adversary that mounts
template attacks against static CMOS needs only 10 MTD to achieve 100 % success rate.
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Fig. 4.8.: (a) perceived information computed using template and “on-the-fly”
stochastic attacks against measured power traces of static CMOS and DDSLL
S-boxes for different time samples, (b) success rates calculated for the marked
time samples (vertical lines).

linear basis succeed. It is worth mentioning at this point that we could verify
that the the S-box output bits having high weight in the stochastic models are
the ones for which a single-bit DPA succeeds. This observation explains why the
single-bit DPA attack succeeds, similar to the “on-the-fly” stochastic approach
if a less linear sample is used, while the CPA attack does not. Anyway, we con-
firm the previous observation in [16] that the stochastic approach represents a
good choice for dealing with leakages in advanced technology nodes that feature
possible variability issues and less linearity. However, if the sample is completely
non-linear as in the case of DDSLL in Fig. 4.9 (d), only profiled side-channel
attacks succeed in retrieving the secret key.
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These results confirm the conclusion drawn by the information theoretic anal-
ysis in Section 4.6.2 where the measured DDSLL S-box manifested linear leak-
ages despite the fact that simulated power traces are highly non-linear. This
was attributed to the measurement artifacts that were not taken into consider-
ation during simulations. This important observation explains the discrepancy
between simulated and measured leakages and reflects the importance of relying
on measured leakages to obtain accurate results. Nevertheless, there are some
samples that are highly non-linear in the measured traces of the DDSLL S-box.
However, these non-linear leakage samples do not limit practical attacks since
the existence of even a few linear leakage samples is sufficient to mount a suc-
cessful non-profiled attack. Therefore, the same open question is raised; whether
the designer can consider non-linearity as a design guideline while developing
the secure logic style.

Now the answer to the question of whether using a DDL style (DDSLL) as
a countermeasure against side-channel attack adds a significant constant to the
data complexity of the unprotected implementation (static CMOS); is unfortu-
nately no. The data complexity increase, brought by DDSLL, is limited and not

10
0

10
1

10
2

10
3

0

0.5

1

Data complexity [MTD]

su
cc

es
s 

ra
te

 

 

 

 

 profiled template
 on−the−fly stochastic 
 + linear basis
 CPA + HW model
 DPA on bit 0

(a) ts = 64

10
0

10
1

10
2

10
3

0

0.5

1

Data complexity [MTD]

su
cc

es
s 

ra
te

 

 

 

 

 profiled template
 on−the−fly stochastic 
+ linear basis
 CPA + HW model
 DPA on bit 0

(b) ts = 94

10
0

10
1

10
2

10
3

0

0.5

1

Data complexity [MTD]

su
cc

es
s 

ra
te

 

 

 profiled template
 on−the−fly stochastic 
+ linear basis
 CPA + HW model
 DPA on bit 0

 

 

(c) ts = 113

10
0

10
1

10
2

10
3

0

0.5

1

Data complexity [MTD]

su
cc

es
s 

ra
te

 

 

 profiled template
 on−the−fly stochastic 
+ linear basis
 CPA + HW model
 DPA on bit 0

 

 

(d) ts = 74

Fig. 4.9.: Template and non-profiled attacks against (a) the static CMOS S-box
with a highly linear sample, (b) the DDSLL S-box with a highly linear sample,(c)
the static CMOS S-box with a less linear sample, and (d) the DDSLL S-box with
a highly non-linear sample.
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sufficient (only one order of magnitude) to claim a large security gain compared
to static CMOS. As a result, it is an interesting question to determine whether
we can do better. That is, either develop a logic style that sufficiently increases
the data complexity constant over static CMOS, or combine several counter-
measures, e.g. DDL style that features masking as an additional countermeasure
(See Appendix F for some examples of how masking can be implemented at the
algorithm and gate levels). The first solution is still limited in the sense that it
tries to maximize a constant gain in terms of data complexity. Anyway, develop-
ing more secure DDL styles can be achieved by either one or a combination of
the following:

− Implementing new balancing techniques to overcome the current deficiency
of the current techniques to fully balance the DPDNs.

− Reducing the standard deviation over the inputs by lowering the instanta-
neous power consumption.

− Applying the same method as SABL, that is; reduce the sensitivity of the
DPDN to the imbalance of the differential nodes by charging and discharg-
ing the same total capacitances every clock cycle.

However, the second solution, which is combining the DDL style with a mask-
ing scheme, is particularly appealing, specially if DDSLL is the DDL candidate.
Clearly, the power consumption reduction brought by the use of DDSLL com-
pared to other DDL styles (whose power consumption is 2× that of static CMOS
in the best case), as shown in Chapter 2, gives room for adding other countermea-
sures. This is of great importance to low-power secure applications that demand
power-efficient, high-security solutions.

Additionally, using masking as an added countermeasure leads to an exponen-
tial increase in the data complexity as explained in Section 4.3.4. In [13], sim-
ulation results of a masked version of the DDSLL S-box implemented using 65
nm CMOS technology node features a data complexity improvement about two
orders of magnitude with respect to the unmasked version of the same DDSLL
S-box. However, no information is provided about the power performance of the
masked version of DDSLL in [13]. Yet, it is a well known fact that masking is a
power-hungry, low-performance solution [1], although it is considered as a good
added countermeasure candidate to the DDSLL style from a security point of
view. Therefore, combining countermeasures still poses a security - performance
tradeoff.

Improving the security of an implementation can be achieved by:
− Develop more secure DDL styles that are capable of increasing

the MTD security constant.
− Combine DDSLL with a masking scheme which takes advan-

tage of the power efficiency of DDSLL and the security effi-
ciency of masking.
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4.7 ANALYZING THE EFFECT OF VARIABILITY ON THE STATIC
CMOS LOGIC

In the previous section, we analyzed the security of the DDSLL style as a po-
tential countermeasure against side-channel attacks. We observed how the non-
linearity of the leakage function can be considered an obstacle for a suboptimal
adversary. In this section, we tackle another obstacle which is the process vari-
ability. The effect of variability on power - delay performances and on function-
ality of digital circuits, namely, the S-box implemented using static CMOS and
DDSLL styles, is studied in details in Chapter 3. However in this section, we
focus on the effect of process variability on the security of digital circuits.

The scaling of the CMOS technology beyond 100 nm implies an increased vari-
ability concern [56–58] that can be spatially categorized as with-in-die (WID),
die-to-die (D2D), wafer-to-wafer (W2W) and lot-to-lot (L2L). This implies that
even circuits implemented on the same die (chip) can have different power per-
formances and hence different leakage functions. Indeed, the dynamic power is
usually the most studied power component in SCA because of its strong data
dependency, although there has been efforts to exploit the input dependency of
static power as well [59, 60], yet it is not as mature as the analysis using dynamic
power. Meanwhile, process variations were reported to affect the dynamic energy
in nanoscale devices due to data-dependent glitch-induced variations of the ac-
tivity factor associated to delay skew and logic depth in complex combinatorial
circuits [61]. This phenomenon is significantly magnified at low supply voltages,
where large delay skews can be seen, leading to the generation of more pro-
nounced random glitches. As a result, we mainly aim at studing how the process
variability affects the security assessment of a static CMOS S-box implemented
using 65 nm CMOS technology at nominal and low supply voltages.

It is worth reminding that the measurements of the static CMOS S-box
are performed on 20 dies, thus experiencing both WID and D2D variabilities,
whereas Monte-Carlo simulations are done using SPICE models for 100 runs,
where only WID variability is considered. The reason why the D2D variability
is not taken into account in the simulations is because the Monte-Carlo analysis
spatially differentiates between random variations that affect each transistor in-
dependently (WID) and systematic variations that affects all transistors in the
same way (D2D, W2W and L2L). Accordingly, Monte-Carlo simulations would
have exaggerated the effect of D2D variability because it takes the W2W and
L2L variabilities also into account. Both simulations and measurements are done
using a nominal supply voltage of 1.2 V and an additional VDD of 0.5 V to study
the effect of variability at nominal and low supply voltages.

4.7.1 Leakage trace and standard deviation analysis

As a first informal step we observe the power traces and plot the variance over
the different dies along with the variance over the different input transitions, in
order to demonstrate the relevance of studying the process variability, at nominal
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(a) Simulation results @ 1.2 V.
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(b) Simulation results @ 0.5 V.
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(c) Measurement results @ 1.2 V.
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(d) Measurement results @ 0.5 V.

Fig. 4.10.: Variances of the power traces over the input transitions and dies.
(a) simulation results at 1.2 V, (b) simulation results at 0.5 V, (c) measurement
results at 1.2 V and (d) measurement results at 0.5 V.

VDD and at 0.5 V as illustrated in Fig. 4.10. It can be seen that the variance over
the dies is present at 1.2 V, at least in simulations. Moreover, it is magnified for
the 0.5 V supply when process variability becomes more influential. However,
the variance over the dies at 1.2 V is negligible for actual measurements first
because at 1.2 V, the glitch-induced variations are less significant than at 0.5 V,
second because measurements are done using 20 dies only, whereas in simulations
we consider 100 Monte-Carlo runs. Consequently, one can speculate that having
a variance over the dies close to that over the inputs makes the adversary’s job
more difficult whether he uses profiled or non-profiled attacks.

4.7.2 Information theoretic analysis

As seen in the previous section, process variability can pose a potential threat
to side-channel attacks when it becomes in the same order of magnitude as the
variance over the input transitions. Indeed, in a 65 nm CMOS technology and
beyond, variability causes the same circuit implemented on different dies, or
even with-in the same die, to have different leakage models. As a result, the goal
of this section is to investigate how process variability affects the application of
side-channel attacks from an information theoretic point of view. As detailed in
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[10] and previously used in Section 4.6.2 to assess the security of the DDSLL,
the information theoretic analysis allows to quantify the security of an imple-
mentation against an optimal adversary who can perfectly profile the leakage
distribution. Due to the presence of process variations, the assumption of the
optimal adversary may not hold anymore. Consequently, two different scenarios
arise; the first is to profile and attack the same die, while the second and more
realistic one is to profile n dies and attack a n+1th die. The first scenario repre-
sents the worst case in which the adversary is capable of attacking the same die
he characterized during the offline phase. Therefore, this scenario does not con-
sider the process variability and assumes that all dies features the same leakage
model, which is valid for older technology nodes when process variations were
not an issue. The second and more realistic scenario infers the effect of process
variations in advanced technologies. In this case, the perceived information pro-
posed in [16] is considered a good metric because it captures the degradation of
the adversary’s leakage estimate due to the process variations.

The results of the first scenario, which is profile and attack the same die, are
shown in Fig. 4.11 for the static CMOS S-box operating at 1.2 V and 0.5 V. The
information leakage of the simulated traces at 1.2 V fairly corresponds to the one
of the measured traces, whereas at 0.5 V (variability is more pronounced), the
simulated leaked information is quite less than that of the measurements. This
can be explained by the deficiency of the simulation models that do not include
the measurement specificities. Anyway, the results obtained from simulations are
qualitatively sufficient to conclude that decreasing the supply voltage leads to
a reduction in the information leakage (thanks to the reduction of the instanta-
neous power consumption and hence the instantaneous standard deviation over
the inputs) at the expense of a larger delay penalty, but actual measurements are
needed to quantify this reduction. Again, we can see that the average measure-
ment results plus simulated noise (L3

t ) matches exactly the actual measurements
with real noise (L2

t ). Therefore, we will only consider L3
t leakages as they pro-

vide similar behavior to the actual measurements while allowing the sweep of
the noise levels.

The reduction of the supply voltage increases the security of the
implementation against the template attacks due to the reduction of
the instantaneous standard deviation over the inputs where speed
is traded for better security (worst-case scenario - profiling and
attacking the same die).

Now we move on to the more realistic scenario, where the adversary profiles
and attacks different dies. Fig. 4.12 shows the information leakage for different
situations analyzed using the template attacks mounted against the static CMOS
S-box at 1.2 V supply. First, we plot as a reference the perceived information
for the worst-case scenario, denoted by “1 vs 1” (same die), where the attack is
mounted on the profiled die. In this case, the perceived information curve follows
the same pattern as previous information theoretic analyzes; i.e, the perceived
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Fig. 4.11.: Perceived information (mutual information) using templates (WC)
in function of the noise for the static CMOS S-box using (a) simulated traces
(L1

t (X,N) averaged over 100 MC runs) and (b) measured traces (L3
t (X,N) av-

eraged over 20 dies). In (b), the PI with real noise (corresponds to L2
t (X,N)) is

marked by stars (*).

information is positive for all noise levels. We also illustrate the actual attack
scenario in which an adversary profiles and attacks different dies, defined as “1 vs
1” (different chips). For this situation, the adversary clearly looses information as
the process variability implies the use of a degraded profile to attack a die. As a
result, the perceived information has a negative value at low noise levels, meaning
that the leakage is misinterpreted by the adversary’s model. In order to improve
the accuracy of the template attack, the adversary profiles n dies, where n varies
from 5 to 15 dies, to attack a different die. It can be seen that characterizing
a large set of dies allows the adversary to avoid having a false leakage model
(where the perceived information is negative). However, the penalty of such an
approach is a reduction in the information leakage as observed by the lower value
of the perceived information for the “10 vs. 1” curve as an example, compared
to the worst-case scenario. Consequently, this observation indicates that process
variability causes the obtained profile, formed by characterizing a large set of
dies, to be less accurate for any single die. Finally, there is a maximum number
for the characterized dies, in our case it is 10 dies, after that the adversary does
not gain more information. Similarly, using a 0.5 V supply instead of 1.2 V would
render the same observations.

Extending the template attacks to infer the impact of process vari-
ations by profiling n dies to attack the (n+ 1)th die avoids the false
leakage model at the expense of reduced accuracy for any single die.

Another important factor that has to be taken into account is the sample
choice. We could see a huge difference in the contributions of the die variance
and the input variance across the different time samples in Fig. 4.10 (d). We plot
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Fig. 4.12.: Perceived information using the template attacks, mounted on the
static CMOS S-box, in function of the noise for various sets of learning dies at
a supply voltage of 1.2 V.
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Fig. 4.13.: Perceived information using template attacks mounted on the static
CMOS S-box in function of the noise for various time samples at a supply voltage
of 0.5 V (5 vs 1).

the information leakage calculated using templates against the static CMOS S-
box at 0.5 V in function of the noise for 3 distinct time samples in Fig. 4.13,
where we consider the case of profiling 5 dies in order to attack 1 die denoted
by “5 vs 1”. It is clear that the amount of information is reduced as the input
variance decreases (moving from time sample 75 to 110) and also as the die
variance increases (moving from time sample 75 to 300).

As a result, modeling process variations with a straightforward extension of
template attacks leads to significant information losses. This important conclu-
sion stresses the need to develop new side-channel distinguishers, that can better
cope with such situations. For example, the use of non-profiled distinguishers that
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perform “on-the-fly” model estimations which is discussed in the next section.
Nevertheless, the use of profiled attacks in such advanced technologies is not ob-
solete, it is actually equally important in the sense that it is used to determine
the security limits of an implementation against the most powerful adversary
(capable of profiling and attacking the same chip). The good news for the de-
signer is that as the technology scales, this limit is stretched further away for
actual adversaries.

4.7.3 Security analysis

In the previous section we discussed the effect of variability on the static CMOS
S-box implemented on a 65 nm CMOS technology node using profiled attacks
from the information theoretic perspective. In this section we tackle the effective-
ness of the non-profiled adversary’s model which usually depends on Hamming
weights (or distances) for static CMOS in light of the increased process varia-
tions in advanced technologies. More specifically, we use the security analysis
to determine the accuracy of such models for the 65 nm CMOS technology. For
this purpose, we use the Pearson’s correlation coefficient [17] since it is a clas-
sical DPA tool. We also perform “on-the-fly” stochastic attacks [14] in order to
compare the “on-the-fly” model estimation to the fixed model (Hamming weight)
used by the CPA attack.

However, we start first by employing the security analysis to quantify in terms
of MTD at a 0.9 success rate, the different situations explored in Fig. 4.12 for
template attacks mounted against the static CMOS S-box operating at 1.2 V
in Fig. 4.14. The lower bound corresponds to the worst-case scenario where the
adversary profiles and attacks the same die, whereas the upper bound reflects
the actual situation where the adversary profiles and attacks different dies. In
between the two boundaries, it is shown that the number of MTD is low once
the adversary profiles a set of 4 dies to attack another die. Therefore, using a
set of 10 dies renders similar results as can be noted from Fig. 4.12, considering
noise levels above 10−6, which is meaningful to take as a lower limit for actual
noise levels. These results reinforce the conclusions deduced from the information
theoretic analysis in the previous section. First, the worst-case scenario, which
is profiling and attacking the same die, represents the lower limit which the
designer should consider while evaluating an implementation. Second, extending
template attacks to infer process variations, by profiling a large set of dies to
attack another die, causes a significant reduction in data complexity.

Now, we address the non-profiled attacks. In Fig. 4.15 (a) we plot the success
rates of the CPA attacks, using a Hamming weight model, mounted on each of the
20 measured dies. In this figure, only two dies were able to reach a 100 % success
rate. Clearly, the Hamming weight leakage model does not lead to successful
attacks on all dies due to the inadequacy of such a fixed model as previously
demonstrated in [13]. This important observation indicates that CPA attacks
with a Hamming weight model are no longer suitable for advanced technologies
featuring high process variations such as the 65 nm CMOS technology [16].
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Fig. 4.14.: Data complexity to reach a 0.9 success rate using the template
attacks, mounted on the static CMOS S-box, in function of the noise at a supply
voltage of 1.2 V.

Furthermore, we study the second type of non-profiled attacks which is the
“on-the-fly” stochastic approach with a linear basis. Fig. 4.15 (b) illustrates the
average success rates (over the 20 dies) of both the stochastic and CPA attacks.
The average success rate of the correlation attack is below 30 % which is a
direct result of the failure of the Hamming weight model to estimate the leakage
function of most dies. Notably, the inadequacy of the CPA attacks in presence
of variability indicates the need to adopt new side-channel distinguishers [13].
However, the “on-the-fly” stochastic approach easily reaches the 100 % average
success rate indicating the success of the attack mounted on the individual dies,
since the leakage function of each die can be separately estimated by a linear
function. In addition, the success of the stochastic approach clearly indicates that
the leakage functions of the dies implemented on a 65 nm CMOS technology in
presence of process variations, are still linear.

CPA attacks using the Hamming weight model fail under the impact
of process variations due to the deficiency of the fixed model to cor-
rectly estimate the leakage function of the measured static CMOS
S-box. On the other hand, “on-the-fly” stochastic attacks are 100 %
successful, which indicates that the leakage functions are still linear
at 65 nm CMOS technology in presence of process variations.

Meanwhile, it was illustrated in [24] that process variability affects the secu-
rity of both static CMOS and SABL styles (as a representative of DDL styles)
in the same way. However, the authors claim that the security of both logic
styles deteriorate with process variations according to their evaluation metric.
Anyway, DDSLL is expected to follow the same trend as static CMOS in light
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Fig. 4.15.: Success rates of (a) the CPA attacks for each of the 20 dies and (b)
non profiled attacks: CPA and stochastic “on-the-fly” attacks, averaged over 20
dies, for different data complexities (1.2V supply).

of the increasing effect of variability in advanced technologies. Finally, an im-
portant open question is to determine how will these effects evolve in the future
for both static CMOS and DDL styles. That is, investigate whether the security
advantage of DDL styles over static CMOS diminishes in further advanced tech-
nologies. This question arises mainly from two facts. First, technology scaling
renders static CMOS cryptographic devices harder to attack with side-channel
analysis. Second, balancing the differential routes of DDL styles is expected to
become more difficult due to the randomness of variability (we specifically mean
the WID process variations). However, if the DDL style is well designed to prop-
erly balance the differential routes and overcome the effect of variability, then
it could remain an interesting countermeasure that is capable of reducing the
information leakage and increasing the non-linearity nature of the leakages.

In presence of process variations, it is important to study whether
the security advantage of the DDL styles over static CMOS dimin-
ishes in further advanced technologies.

4.8 SUMMARY

In this chapter we address two important issues that face cryptographic hardware
designers and physical cryptanalysis adversaries. First, we try to answer the ques-
tion; what is the amount of security gain brought by the use of the DDSLL style
that is designed with low power and area overheads for highly power-constrained
secure applications, such as RFIDs and contactless smart-cards? Second, we
study the rising impact of variability in advanced technologies on the security of
cryptographic devices implemented using static CMOS (AES S-box).

With respect to the first issue, we demonstrated in Chapter 2 that DDSLL
can be considered a good DDL candidate thanks to its low power and area over-
heads compared to other DDL styles. Since countermeasures generally cost a
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lot in terms of power, area and throughput, it is interesting to assess the secu-
rity of a potential countermeasure with low overheads in order to optimize the
tradeoff between security and performance. Thus, we are motivated to investi-
gate the security of DDSLL in order to numerically evaluate the enhancement it
provides over the traditional use of static CMOS. For this purpose we follow the
framework proposed in [10] which includes an information theoretic analysis com-
plemented with a security analysis. In the worst-case scenario that uses template
attacks, the information leakage reduction of the DDSLL S-box corresponds to
one order of magnitude in terms of MTD with respect to the static CMOS S-
box. This reduction is rather insufficient and the reason is attributed to the high
challenge of balancing the differential routes. Thus, an important open question
is raised whether we can design a DDL style that can maximize the
information leakage reduction over static CMOS, or whether combin-
ing DDSLL with a masking scheme would render a modest tradeoff
between security and performance. The latter option takes advantage of
the power consumption and area reduction brought by the use of DDSLL com-
pared to other DDL styles, which gives room for adding a masking scheme as an
additional countermeasure.

We also investigate the linearity of the leakage function of the DDSLL S-box
using the “on-the-fly” stochastic approach. This choice of non-profiled attacks is
motivated by the method the stochastic attack uses to model the actual leakage
function, which in this case is approximated by a linear function of the target
bits in the attack. The importance of the linearity study rises from the fact
that current non-profiled distinguishers rely on the linear nature of the leakages
(where the leakage model best describes amplitude differences between states).
Thus, having a non-linear leakage function would jeopardize the success of these
attacks. Unfortunately, the measured leakages of the DDSLL S-box turn out to
be strongly linear against the expectations of simulations due to measurement
specificities that are not accounted for in simulations. As a result, an interesting
question for further research is to determine the possibility of including
non-linearity as a design guideline while developing secure logic styles.

Finally, the increasing concern of process variability in sub-100 nm technolo-
gies and its impact on the security of cryptographic devices is analyzed. Measure-
ments of 20 dies implementing static CMOS AES S-boxes on 65 nm CMOS tech-
nology show that extending template attacks to infer process variations causes a
significant loss of information. Thus, adversaries who use profiled templates face
a challenging task trying to build accurate templates due to technology scaling.
These measurements also prove the inadequacy of the currently used models by
the non-profiled DPA attacks, represented by the Hamming weight model used
by the CPA attack, to evaluate the security of an implementation in light of
high process variations. Clearly, CPA attacks with Hamming weight model fail
to retrieve the secret information from most dies. On the other hand, “on-the-fly”
stochastic attacks are completely successful since in presence of process varia-
tions, the leakages of each die are still linear and can be separately estimated by a
linear function. Similarly, DDSLL is expected to follow the same trend as static
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CMOS in light of the increasing effect of variability in advanced technologies.
Consequently, an interesting study would be to investigate whether the se-
curity advantage of DDL styles in general over static CMOS further
diminish with technology scaling.
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CHAPTER 5

CONCLUSIONS

Highly power-constrained secure applications present a great challenge for circuit
designers who try to determine the best tradeoff between security and perfor-
mance. They feature tight power consumption and area budgets while relaxing
the timing constraint. Circuit designers are directly involved since “computa-
tionally” secure applications are not secure anymore due to the physical leakage
of information that is exploited by side-channel attacks. Consequently, it is their
responsibility to develop new techniques that maximize the security of the imple-
mentation with minimum cost in terms of power consumption and area in light
of the growing concern of variability associated to nano-CMOS technologies. In
this dissertation, we decided to focus on hiding techniques, more specifically the
use of dynamic differential logic (DDL) styles because they tackle the problem
directly where it lies and they potentially allow hardware optimizations to reduce
the power consumption and the area. Certainly, as a hardware countermeasure,
DDL styles address the source of information leakage, that is the power con-
sumption dependency on processed data. Their goal, as a hiding technique, is to
minimize the signal-to-noise (SNR) ratio given as:

SNR =
V ar(Pexp)

V ar(Psw. noise + Pel. noise)
(5.1)
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where V ar(Pexp) refers to the exploitable power consumption variance, Psw. noise

is the switching noise variance and V ar(Pel. noise) denotes the electronic noise
variance. DDL styles target the reduction of V ar(Pexp) by trying to consume
exactly the same power during each clock cycle.

Generally, in order to evaluate the security of a countermeasure and com-
pare it to other techniques, the assessment framework has to be unified. This
includes the benchmark circuits (AES S-box in our case), the testing methods
(using actual attacks in an information theoretic sense and in a security analysis
as proposed in [1]) and the evaluation metrics (the perceived information in the
case of the information theoretic analysis and the measurements to disclosure
(MTD) in the case of the security analysis). In our assessment framework of
DDSLL we chose the AES S-box as a case study in compliance with the sugges-
tion in [2] that the benchmark circuits should be standard encryption algorithms.
The testing methods and accordingly, the evaluation metrics are decided upon
as previously mentioned because of their relevance. Indeed, until recently, de-
signers of DDL styles favored the normalized energy and standard deviations
metrics (NED and NSD). However, these two metrics tend to overestimate the
security gain achieved by logic styles generating a high power consumption due
to the normalization by either max(E) or µ(E), which renders them as unreli-
able metrics [3, 4]. On the other hand, considering actual attack scenarios is a
direct approach to assess a countermeasure. Also, it was proved in [5, 6] and also
in this dissertation that the standard deviation over the inputs is related to the
results of actual attacks in an optimal statistical analysis. This further justifies
the importance of the standard deviations, and not the normalized deviations, as
a preliminary step that the designer can use during the design phase to speculate
the strength of his countermeasure, but not enough to draw concrete conclusions.
The designer still has to employ the suggested assessment framework, where he
finally computes the MTD in a worst-case scenario (for example, mount template
attacks) and compare it to that of a reference implementation.

In this dissertation we investigated the different aspects of the dynamic differ-
ential swing-limited logic (DDSLL) style as a potential solution, starting from
its design phase till evaluating its performance and security through measure-
ments of a test chip implemented in a LP 65 nm CMOS technology. Table 5.1
summarizes the advantages and disadvantages of the DDSLL style. In the design
methodology, we demonstrated three techniques that when combined lead to the
reduction of the DDSLL power consumption with respect to static CMOS. The
first is the use of n-input differential pull-down networks (DPDN)s to implement
complex functions (n is limited to 4 in our case). The second is the sharing of
the common blocks; the dynamic current source, the self-timing buffer and some
transistors from the precharge circuitry. Finally, the third technique is the inher-
ent low-swing operation of the DDSLL style. Combined, these techniques lead to
a power consumption reduction factor of 1.9 compared to sense amplifier based
logic (SABL) [7] along the studied frequency range and 11 % less power than
static CMOS above 1 MHz (at nominal conditions).
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The use of the 65 nm CMOS technology empowered us to experience the grow-
ing impact of process variations on the performance and the security aspects of
the DDSLL style. We demonstrated how process variations threaten the power
closure of static CMOS combinatorial circuits via their dynamic power sensitivity
to glitch-induced activity factor (αF ) variations. On the other hand, we proved
that DDSLL solves this problem thanks to its deterministic αF . This manifests
the importance of using self-timed gates in solving the problem of desynchro-
nized input signals that eventually lead to glitches which increase with the logic
depth of the circuit. In this context, we considered the 3σ metric for high yield to
evaluate the performance of the DDSLL S-box in presence of process variations.
As a result, DDSLL featured a 3 % increase with respect to the typical dynamic
power consumption, whereas the static CMOS S-box experienced a 75 % increase
in its dynamic power consumpiton. As for the security aspect, we showed that
process variations actually harden the circuits against typical attacks (we used
the static CMOS S-box as a case study). In the case of profiled distinguishers,
we demonstrated that extending template attacks [8] to infer process variations
(i.e. profile n dies to attack another die) causes a significant loss of information.
Thus, adversaries who use profiled templates face a challenging task trying to
build accurate templates due to technology scaling. In the case of non-profiled
distinguishers, we showed that process variations render the models currently
used by the non-profiled differential power analysis (DPA) attacks (more pre-
cisely, Hamming weight and Hamming distance) inadequate. On the other hand,
“on-the-fly” stochastic attacks [9, 10] are completely successful since in presence
of process variations, the leakages of each die are still linear and can be separately
estimated by a linear function.

During the security assessment of the DDSLL S-box, we observed the non-
linearity nature of the leakages at the simulation level. Despite the fact that
actual leakages are linear (due to the presence of measurement specificities that
led to smoothing the shape of the traces by filtering out the high frequencies as
illustrated in Fig. 4.7 in Chapter 4), non-linearity of the leakages presents an ap-
pealing method to adopt in order to render the adversary’s job more challenging.
The importance of the non-linearity rises from the fact that current non-profiled
distinguishers rely on the linear nature of the leakages. Thus, having a non-linear
leakage function would jeopardize the success of these attacks.
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Table 5.1.: Advantages and disadvantages of the DDSLL style.

Aspect Advantages Disadvantages

Design • Compact gates thanks to the
sharing principle and the use of
complex DPDNs.

• Full-custom, long time-to-
market, high design cost.

• Small area. • Difficult to fully balance the
complex DPDNs (with the cur-
rent techniques).

• Easy to interface with static
CMOS.

• Achieving the balance between
the differential routes and the
complex DPDNs is expected to
become more difficult due to
WID process variations.

Performance • Low power consumption
thanks to the sharing principle,
the use of complex DPDNs and
the low-swing operation (1.9×
lower than SABL along the
studied frequency range and 11
% less than static CMOS above
1 MHz).

• Large off currents at high tem-
peratures jeopardize the func-
tionality by charging back the
low-voltage floating nodes to
VDD during evaluation.

• Low leakage power (4.7 % com-
pared to 16 % for static CMOS
in the case of the S-box).

• High delay penalty (2.5× static
CMOS).

• Power consumption is less sen-
sitive to temperature.

• D2D delay variability is high,
despite being independent on the
logic depth (13.5 %).

• Dynamic power consumption is
not susceptible to glitch-induced
αF variations thanks to its deter-
ministic αF - Its WID variations
average out over logic depth and
circuit size and its D2D varia-
tions are constant.

• It is not functional at low VDD

in presence of WID process vari-
ations (25 % failure rate at 1 V
and 100 % at 0.8 V).

• For high yield of the S-box, typ-
ical Pdyn+3σ is only 3 % higher
than typical Pdyn (the factor is
75 % in the case of static CMOS).
• WID delay variability averages
out with logic depth.

Continued on next page
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Table 5.1 – continued from previous page

Aspect Advantages Disadvantages

Security • Its MTD is an order of magni-
tude higher than static CMOS in
a worst-case scenario using pro-
filed template attacks.

• The security enhancement is
not sufficient compared to other
types of countermeasures (mask-
ing - exponential gain and noise
addition - linear gain).

• In presence of process vari-
ations, security assessment of
cryptographic devices is harder
to attack with side-channel anal-
ysis (True for static CMOS and it
is expected that DDSLL follows
the same trend).

• The measured leakage func-
tion is linear for almost all the
time samples (DDL styles in gen-
eral are expected to achieve non-
linear leakage functions).

Prespectives
Basically, there are three ways to reduce the signal variance (exploitable power

consumption variance, V ar(Pexp)) in order to eventually minimize the SNR
ratio.

1. DDL styles try to balance the differential routes and the differ-
ential internal nodes of the complex DPDNs (in case the DDL style
is composed of DPDNs). Of course, as we demonstrated throughout this
dissertation, it is an extremely difficult task with the current available
techniques. As a result, completely balancing the differential routes and
the capacitances of the DPDN internal nodes requires the development of
new balancing methods.

2. DDL styles try to achieve moderate balancing of the differential
routes and the capacitances of the DPDN internal nodes (e.g. the
compact DDSLL S-box) and then reduce the overall power con-
sumption such that the standard deviation of the instantaneous
power over the input sequences decreases accordingly (e.g. low-
swing operation). This method is more realistic as it compromises the
tradeoff between security and power consumption and it aims at further
improving the security through the reduction of the power consumption.
This is the method that low-swing DDL styles (DyCML [11] and DDSLL)
utilize. Nevertheless, accepting a reduced standard deviation over the in-
puts instead of 0 is risky because current side-channel attacks are capable
of revealing the secret information from implementations that feature very
low standard deviations over the inputs. Therefore, designers of DDL styles
have to be aware of the competence of the side-channel attacks and target
a standard deviation over the inputs that is below their ability to detect
it. In the case of the DDSLL style, it achieved one order of magnitude of
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security gain over static CMOS in terms of MTD in a worst-case scenario
using template attacks.

3. DDL styles use the technique proposed in [7] where SABL is de-
signed to guarantee that in every clock cycle it charges and discharges a
total capacitance with a constant value despite the fact that during each
clock cycle different capacitances are switched. That is, despite the exis-
tence of unbalanced differential capacitances, SABL charges and discharges
the sum of all capacitances to avoid having to fully balance the differen-
tial routes and the capacitances of the DPDN internal nodes. Although
this method sounds promising, it does not guarantee a signal variance
equal to 0 as we demonstrated in Chapter 4. One possible reason is the
scaling of technology; the authors of [7] designed SABL circuits using a
0.18 µm CMOS technology and we used the 65 nm LP CMOS technology.
Indeed, technology scaling implies smaller capacitances and more sensitiv-
ity to small capacitance imbalance. From its power traces we are able to
see the huge reduction in the standard deviation over the input sequences
with respect to the average instantaneous power consumption (10×, while
DDSLL for example features a reduction of about 4×). However, the ab-
solute value of the standard deviation over the inputs is similar to that of
DDSLL (4 × 10−5).

The first method, despite being the most straightforward, is theoretical and
not feasible up to now, especially with the growing concern of process varia-
tions of nano-scale CMOS technologies. The second and third methods are more
appealing because of their practicality, but at the same time, care has to be
taken during the design phase in order to actually achieve a high security gain
over static CMOS as explained above. To overcome the moderate security gain
of DDSLL compared to static CMOS (10× in terms of MTD), a possible solu-
tion is to try to combine the second and third methods in one solution. That
is, develop a new DDL style that achieves moderate balancing, low
power consumption (consider low-swing operation) and charge (dis-
charge) the sum of all capacitances during each clock cycle. This way,
the designer has three levels of freedom to try to optimize the security - power
consumption and area tradeoff. Another possible solution is to add another
countermeasure, for example masking, to the DDSLL style as its low
power consumption and area overheads give room for considering a
combination of countermeasures. These solutions target the most powerful
adversary in a worst-case scenario (template attacks).

Adversaries that are actually suboptimal and use non-profiled distinguishers,
are also considered threatening and have to be dealt with adequately. In light of
the importance of the non-linearity of the leakages that threatens the success of
non-profiled attacks, we raise an interesting question for further research: Is it
possible to include non-linearity as a design guideline while developing
secure logic styles?
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Another important question is to determine how will these effects evolve
in the future for both static CMOS and DDL styles. That is, investigate
whether the security advantage of DDL styles over static CMOS diminishes
in further advanced technologies. This question arises mainly from two facts.
First, technology scaling renders static CMOS cryptographic devices harder to
attack with side-channel analysis. Second, balancing the differential routes of
DDL styles is expected to become more difficult due to the randomness of vari-
ability (we specifically mean the WID process variations). However, if the DDL
style is well designed to overcome the power consumption dependency on the
processed data, then it could remain an interesting countermeasure that is capa-
ble of reducing the information leakage and increasing the non-linearity nature
of the leakages.

Finally, we conclude that the techniques that we proposed throughout this
dissertation to optimize the security - performance tradeoff of the DDSLL style
renders it a potential solution for highly power-constrained secure applications.
Nevertheless, DDSLL has its list of disadvantages; most importantly its inability
to break the power consumption dependence on the processed data such that
the security gain over static CMOS is only one order of magnitude. Also, the
sensitivity of its functionality towards WID process variations at supply voltages
below 1 V makes it less robust, especially with technology scaling. Therefore, the
techniques we proposed serve more as guidelines that pave the way to
developing new, low-power, variability-tolerant, secure DDL styles.
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APPENDIX A

AES S-BOX STATIC CMOS DESIGN

The AES S-box mainly consists of a multiplicative inverse in a Galois field
GF (28) and an affine transformation. Its gate complexity (and power consump-
tion) is greatly reduced when composite field arithmetic is employed as proposed
by [1]. However, this requires a transformation matrix to map the elements of
the original field GF (28) to the field GF (((22)2)2) and an inverse transformation
to move back to the original field. In the following, we use the optimized S-box
description given in [2]. In Fig. A.1, the AES S-box architecture is shown and the
details of each block is illustrated in the subsequent figures. Most of these block
diagrams are reused from [3] which is a useful report that also helped deduce
the remaining blocks.

X−1
3 = x3 ⊕ x3x2x1 ⊕ x3x0 ⊕ x2 (A.1)

x2 xλ

x -1

X

X

X

8 8
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– >
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Transform
GF(((22)2)2) 

– >
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transform
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a b
c d

e f
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Fig. A.1.: AES S-box block diagram [1].
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Fig. A.2.: Matrix (a) and block diagram (b) of the transform from GF (2)8 to
GF (((22)2)2) function.
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Fig. A.3.: Block diagrams of the (a) Squaring function (X2) in GF (24) and
the (b) Multiplication with λ function (×λ) in GF (24).
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Fig. A.4.: Block diagram of the Multiplication function in GF (24) [3].
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Fig. A.5.: Block diagram of the Multiplication function in GF (22).
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Fig. A.6.: Block diagram of the Multiplication by φ function (×φ) in GF (22)
[3].

X−1
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X−1
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Fig. A.8.: Matrices of the (a) Affine transform function, (b) Inverse transform
from GF (((22)2)2) to GF (2)8 function and (c) merged Affine transform and
Inverse transform matrices. (d) Block diagram of the merged Affine transform
and Inverse transform matrices.
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APPENDIX B

DPDNS OF DDSLL S-BOX COMPLEX

FUNCTIONS

In this appendix, we present the BDD and schematic diagrams of the complex
functions in the AES S-box implemented using DDSLL styles, namely, the four
functions of the Inversion block in GF (2)4 and the two functions of the Multi-
plication block in GF (2)2. As a reminder, the functions in the Inversion GF (2)4

block are:

X−1
3 = x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0

+ x3x2x1x0 + x3x2x1x0 + x3x2x1x0

(B.1)

X−1
2 = x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0

+ x3x2x1x0 + x3x2x1x0 + x3x2x1x0

(B.2)

X−1
1 = x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0

+ x3x2x1x0 + x3x2x1x0 + x3x2x1x0

(B.3)

X−1
0 = x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0 + x3x2x1x0

+ x3x2x1x0 + x3x2x1x0 + x3x2x1x0

(B.4)

In the Multiplication GF (2)2 block:

k0 = q1w1q0w0 + q1w1q0w0 + q1w1q0w0 + q1w1q0w0 + q1w1q0w0

+ q1w1q0w0

(B.5)

k1 = q1w1q0w0 + q1w1q0w0 + q1w1q0w0 + q1w1q0w0 + q1w1q0w0

+ q1w1q0w0

(B.6)
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APPENDIX C

DDSLL DESIGN DETAILS

The main goal of selecting the standard Vt (SVT) devices of the 65 nm LP CMOS
technology for the majority of the DDSLL S-box transistors is derived from the
study performed in [1] using a static CMOS S-box. Table C.1 gives the power
consumption and delay simulation results (only gate and junction capacitances
are accounted for) at 1.2 V for the static CMOS S-box implemented using the
three different device types offered by the 65 nm LP CMOS technology, namely,
low Vt (LVT), SVT and high Vt HVT devices. Using LVT devices causes the leak-
age power Pleak to dominate at 100 kHz, which is the minimum clock frequency
for throughput/latency constraint in passive RFID tags [2] (79 %). Now, the
use of SVT devices reduces the leakage power 10×, leading to a reduction of the
total power (Ptot) by a factor of 3.6 at 100 kHz. As a result, SVT devices causes
the dynamic power (Pdyn) to dominate at 100 kHz (27.8 %)1. Also, HVT devices
minimize Pleak of the static CMOS S-box (Pleak is reduced 6.9× compared to
the SVT version). However, Pleak of the SVT S-box is not dominating anymore,
therefore, the total power consumption reduction at 100 kHz brought by the use
of HVT devices is limited to 1.34×. As a result, the main benefit is obtained by
using SVT devices which reduces the leakage power with a small delay penalty
(29 % compared to the LVT S-box), whereas the HVT S-box only brings 1.34×
Ptot reduction compared to the SVT version at the expense of 55 % increase in
delay. Therefore, the use of SVT devices is considered a good choice that opti-
mizes the power consumption - delay tradeoff. This is particularity important if
the S-box were to operate at subthreshold since the delay penalty of the HVT
S-box may violate the timing constraint of the target application. As a result of
this study, we decided to employ the SVT devices in the design of the DDSLL
S-box as well.

However, gate-level simulation results (only gate and junction capacitances
are accounted for) at high temperature (125◦C) show that the DDSLL S-box

1These results do not consider the parasitic routing capacitances that will definitely increase
the contribution of Pdyn
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Table C.1.: Power consumption and delay of a static CMOS S-box implemented
using different types of transistors in 65 nm LP CMOS technology node at 1.2
V (only gate and junction capacitances are accounted for - extracted routing
parasitics are not added).

Device type Ptot Ptot Ptot Pleak Delay
at 10 MHz at 1 MHz at 100 kHz

LVT 7.06 938 nW 326 nW 258 nW 1.82 ns
SVT 6.57 680 nW 90.6 nW 25.2 nW 2.35 ns
HVT 6.35 639 nW 67.2 nW 3.65 nW 3.65 ns

that uses only SVT devices, fail to function correctly. The main cause of this
failure is linked to the basic mechanism of DDSLL which relies on floating output
nodes during the evaluation phase. At high temperature, these output floating
nodes are charged back to values close to VDD, specially if the clock period is long
enough (SPICE simulations are performed at 100 kHz and the evaluation period
is 80 % (8 µs)). This leads to the failure of the output buffer to interpret the
correct value of the output states. Consequently, we exchanged the SVT PMOS
transistors of the latch (M12 and M13) and the precharge transistors M10 and
M11 with HVT devices as shown in Fig. C.1 to limit the charging of the floating
output nodes.

The target of the design is to minimize the power consumption with tolerable
delay penalty and good security improvement. Therefore, with respect to the
transistor sizing, we chose the gate length (Lg) to be equal to the minimum
feature size (0.06µm) in order to reduce the gate capacitance and hence the dy-
namic power consumption. The transistor widths of the DPDN and the dynamic
current source transistors are W = 0.3µm to obtain an average voltage swing
of 0.6 V. The PMOS transistors of the inverters have W = 0.24µm which is
double that of the NMOS transistors of the inverter to maintain the duty cycle
of the input clock (80 %). In all other transistors the width is chosen to be the
minimum feature size which is 0.12µm.

Another important challenge while designing the AES S-box with DDSLL is
how to maintain a constant voltage swing independent on the input transition
in order to satisfy the main security requirement, which is maintaining equal
power traces each clock cycle. This is extremely difficult to achieve because of
the imbalances present in the DPDNs. In order to explain further, first we need
to revise how a DDSLL gate functions during evaluation. When the Clki sig-
nal is high, the dynamic current source is active and ready to discharge one of
the output nodes (the inputs to the DPDN are already evaluated by the previ-
ous DDSLL gates). At the beginning, node Tree is discharged and then one of
the output nodes follows. When the output node discharges to a value below
VDD − Vtp, where Vtp is the threshold voltage of the PMOS transistors in the
feedback circuit, the current is cut off from the dynamic current source keeping
the discharged output and the Tree nodes floating. Now, the voltage value of the
node Tree is determined by the resistance drop over the ON transistors of the
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Fig. C.1.: DDSLL XOR schematic.

DPDN (ON path) which is different from one input state to the other. There-
fore, unbalanced DPDNs lead to deviations in the voltage swing. This further
demonstrates the difficulties encountered while designing DDSLL circuits.
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APPENDIX D

LAYOUT DESIGN

The placement and routing of all blocks of the static CMOS and DDSLL S-
boxes are done in a full custom fashion. The layouts are implemented on a 65
nm LP CMOS technology using Cadence R© Virtuoso R©. All the layouts of the
basic building blocks are designed in a full-custom manner. The layouts of the
static CMOS S-box blocks are designed with the primary goal of optimizing the
routing length such that the routing capacitances are minimized. On the other
hand, the layouts of the DDSLL blocks are not that simple. Since DDSLL is
a differential logic, special care has to be taken while routing the differential
signals to maintain the symmetry between them. This is particularity important
to avoid imbalance of the capacitances of the differential routes. Therefore, all
differential wires are routed using the same metal layer, the same number of
vias while connecting between metal layers and for similar distances. We also
took care that the differential routes are at equal distances from other wires
such that they experience similar crosstalk (although this is also a function of
the signal activity carried by the neighboring wires). As for the clock signal, it is
always routed using higher metal layers (unless otherwise needed) to minimize
the crosstalk between the strong clock signal and the sensitive differential signals.

In Fig. D.1, we illustrate an example of the layout of a static CMOS and a
DDSLL block which is the Inversion in GF (24) function. Also, the layouts of the
whole S-box implemented using static CMOS and DDSLL are shown in Fig. D.2.
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(a) Static CMOS.

(b) DDSLL.

Fig. D.1.: Layouts of the Inversion GF (24) block in (a) static CMOS and (b)
DDSLL using 65nm LP CMOS technology.
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(a) Static CMOS.

(b) DDSLL.

Fig. D.2.: Layouts of the S-box block in (a) static CMOS and (b) DDSLL using
65nm LP CMOS technology.





APPENDIX E

EXAMPLE OF A PHYSICAL LEAKAGE

LINEAR FUNCTION

Usually the linearity of the leakage function is mainly observed in the amplitude
of the traces for the different transitions. In Fig. E.1, the power traces of an
arbitrary circuit are plotted for n different transitions. It shows that the power
traces are distinguishably centered around 9 different groups which clearly indi-
cates that the leakage function of this arbitrary implementation is linear.

Fig. E.1.: Example of power traces of an arbitrary circuit showing n different
transitions centered around 9 different groups to manifest the linearity of the
physical leakage.
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APPENDIX F

EXAMPLES OF MASKING SCHEMES

The main goal of masking is to randomize the bits of the masked implementation
to increase its security against side-channel attacks. Generally, masking can be
extended to d-order, i.e. d number of masking bits which leads to d + 1 shares.
According to [1, 2], a simplified leakage model of a higher-order masking scheme
is proposed where a bit b is masked using a d random bits (r1, r2, . . . , rd) such
that the masked bit is defined as: q = b⊕ r1 ⊕ r2 . . .⊕ rd. The model is based
on the assumption that the adversary is provided by d + 1 leakage variables,
since there are d + 1 different shares. Using this leakage model, the number of
samples required by the adversary to succeed in his attack (assuming all possible
side-channel distinguisher) is lower bounded by an exponential function of the
masking order d (only if sufficient noise exists). Masking can be done at different
abstraction levels (e.g., the algorithm and gate levels). At the algorithm level,
it can be implemented using software or hardware methods. Since in this study
we focus only on hardware implementations, therefore we show some examples
of hardware masking schemes at the algorithm level.

In Fig. F.1, we illustrate two examples of masking schemes at the algorithm
level proposed in [3]. The first example (Fig. F.1 (a)) is a basic version where the
cipher’s S-box S is unchanged and mask updated functions (S′ and S′′ in the
case of second-order masking scheme and of course it increases for higher orders
of mask) are used to compute the output mask from the masked input to the
original S-box and the input mask. The main drawback of this scheme is that
a d-mask scheme requires the computation of functions with input space of size
up to (d+ 1).n bits (n is the number of input bits to the original S-box), which
becomes infeasible as d grows. The second example in Fig. F.1 (b) demonstrates
a more efficient masking scheme which limits the input space size to 2n bits
instead of (d+1).n bits, i.e., the mask updated functions are the same (S′). The
main drawback of this scheme is that an attacker who is capable of observing
the leakages relative to m∗ and q1 can retrieve the secret key.
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(a) Basic version.

(b) More efficient version.

Fig. F.1.: Examples of higher order hardware masking schemes (order = 2) at
the algorithmic level [3].

At the gate level, masking can be implemented by modifying in the logic style
in order to incorporate the masking bits. For example, masked dual-rail with
precharge logic (MDPL) [4] is a DDL logic that features masking at the gate level.
The basic idea of MDPL is to use masked cells to randomize the logic signals
in the circuit which is a different approach from trying to perfectly balance the
differential signals. All signals in an MDPL circuit are masked with the same
mask that is generated by a pseudo random-number generator (PRNG) and it
changes every clock cycle. To implement a function, MDPL needs to duplicate
the block in order to have both true and false outputs. Also, each 2-input function
is transformed to a 3-input function to accommodate the mask bit. The design
of MDPL gates merely depends on an MDPL AND gate shown in Fig. F.2 (a)
that uses the majority function shown in Fig. F.2 (b).
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However, practical SCAs against MDPL have been reported in literature [5, 6].
It is claimed in [7] that the MDPL logic suffers from the well known weakness of
early propagation effect, which proves to be the cause of side-channel information
leakage in [5, 6]. As a result, MDPL is not an optimum choice for a masking
scheme at the gate level, but it serves as an example of how masking can be
incorporated in a logic style.
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