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ABSTRACT

Content-based publish/subscribe (pub/sub) is an appealing
information dissemination paradigm for distributed systems.
Consumers of data subscribe to a pub/sub service, typically
offered through a distributed broker overlay, and indicate
their interests as constraints over the information content.
Publishers generate the information flow, which the brokers
filter and route to the interested subscribers. Protecting
the information confidentiality, and in particular the inter-
ests of subscribers, is an important concern when brokers
are located in untrusted domains such as public clouds. En-
crypted matching techniques allow untrusted brokers to store
encrypted subscriptions and match them against encrypted
publications. Updates of encryption keys regularly happen
in such contexts due to changes in trust relations. These key
updates cause the invalidation of stored encrypted subscrip-
tions and force subscribers to re-encrypt and re-submit them.
This long and costly operation impacts the pub/sub service
continuity and performance. In this paper, we propose a
novel technique that allows updating encrypted subscriptions
directly at the brokers while maintaining privacy. We present
an implementation of the technique for the ASPE encrypted
matching scheme and prove the security of our extension. We
evaluate its practical effectiveness through a prototype imple-
mentation including a dependable key distribution protocol.
Our experiments show the ability to handle key updates
while preserving service continuity and performance.

Categories and Subject Descriptors

C.2.4 [Distributed Systems]|: Distributed applications;
D.4.6 [Security and Protection]: Information flow con-
trols
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1. INTRODUCTION

Content-based publish/subscribe (pub/sub) [13] is a dis-
tributed information dissemination model. It allows decou-
pled communication between sources of data (publishers)
and its consumers (subscribers). Subscribers register their
subscriptions to a pub/sub service, expressing their interest
in data through a set of constraints on the data content itself.
A high-performance pub/sub service is generally provided
by a set of servers dedicated to that task. These servers can
either be organized as a network of brokers [6,19,27] or as a
set of processing operators organized as a stream processing
application [2]. We will commonly refer to these dedicated
machines as brokers in the rest of this paper. Publishers
disseminate information by sending publications to any of
the brokers. A publication is composed of a header including
a set of attributes that characterize the published informa-
tion, and an optional payload. Brokers filter the incoming
publication flow by matching headers of publications against
the constraints in the subscriptions they store. Matching
publications are routed by the brokers and delivered to the
interested subscribers.

A seminal pub/sub example is that of a stock exchange ser-
vice [23]. Subscribers are companies or individuals interested
in the fluctuation of different stocks, who submit appropri-
ate subscriptions (e.g. {symbol =“G00G” and value < 600}).
Publishers are stock market operators sending publication
flows of trade quotes for each stock. A typical publication
could be {symbol = “G00G”, value = 600.70, variation =
—5.55, date = 2015.09.04}. Another application of inter-
est for pub/sub is e-health systems [14,17,18]. Figure 1
illustrates the information flow in a pub/sub system.

Deploying a pub/sub service in a public cloud is an ap-
pealing option. It brings significant advantages in terms of
cost-effectiveness due to on-demand provisioning and elas-
ticity mechanisms [4]. It also allows providing a publicly
reachable service with little upfront investment. Neverthe-
less, the confidentiality of subscriptions and publications
is a major hurdle for the deployment of pub/sub services
on public infrastructures [38]. In our stock exchange exam-
ple, an investment company may want to keep private the
interests expressed in the registered subscriptions. The sub-
scription given as an example above, {symbol =“G00G” and
value > 1200}, might for instance indicate that the corre-
sponding subscriber is interested in selling the corresponding
stock. It might also reveal part of her portfolio or divulge
her investment strategy. In a e-health system, headers of
publications and constraints in subscriptions reveal private
information about the patients and their ongoing treatments.
Providing confidentiality guarantees is difficult when the
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Figure 1: A generic broker-based publish/subscribe system.

brokers implementing the pub/sub service are located in a
public infrastructure. Documented exploits [22, 29, 34] in-
deed show that attackers were able to obtain unauthorized
information about the state of virtual machines deployed
on public clouds, by exploiting weaknesses in the hypervi-
sor [29,34] or even by exploiting side-channel attacks against
the L1 cache in shared multi-core CPUs [22]. Moreover, in
the wake of recent global surveillance disclosures, there are
increasing concerns related to undesired accesses to private
data. Non-uniform regulation on stored data access [21] con-
tributes to such situations, because external entities (e.g., law
enforcement agencies) can have different or variable access
rights based on where the data is located. As data location
is not always transparent to the customers due to migrations
performed by cloud providers, privacy guarantees from these
providers are not necessarily reliable. Due to these liabili-
ties, the typical assumption is to consider brokers located
in public clouds as honest-but-curious, and to encrypt all
the pub/sub data they manipulate. Unfortunately, normal
encryption techniques prevent the brokers from matching
messages based on their content. As a result, encryption
techniques have been proposed that allow the brokers to
match and route encrypted pub/sub data without disclosing
plaintext content [9,18,20,24,28]. We call such an operation
encrypted matching.

Encrypted matching schemes are based on secret key
encryption algorithms [9, 18, 20, 28]. Publishers and sub-
scribers must receive a common or correlated secret key.
This key is used to encrypt the headers of publications and
constraints in subscriptions. Most schemes use symmetric
encryption [9, 20, 28], and schemes that adapt public key
(asymmetric) encryption algorithms still require some com-
mon secret information to be sent to both publishers and
subscribers [18]. For all schemes, the secret key information
must be updated regularly. Key updates are needed in par-
ticular when there are changes in trust relationships between
parties communicating through the pub/sub service. For
instance, a key change is required when a host is detected
as corrupted and must be evicted from the system; the re-
maining publishers and subscribers using the current key to
encrypt the pub/sub data must then receive and use a new
key to keep the communication secure. Another case for key
updates is the periodic key refreshing required by various
schemes for increasing their resilience against brute-force
attacks.

The frequency of required key updates varies depending on
the application. For instance, in our stock exchange scenario,
we can expect frequent key updates as clients unsubscribe or
are evicted from the system for various reasons. Furthermore,
large quantities of data traffic such as data generated by
frequent changes in stock information typically lead to more
frequent periodic key refreshes.

When a new key is distributed to publishers and sub-
scribers, all subscriptions stored by the brokers remain en-
crypted with the previous, invalidated key. These subscrip-
tions can no longer be matched against publications en-
crypted with the new key. A naive solution requires that
all subscribers provided with the new key re-encrypt their
subscriptions and resubmit them to the brokers. This solu-
tion presents several major drawbacks, described below, that
make it unrealistic for most potential applications.

e First, it can result in a spike of network usage, as all
subscribers simultaneously need to re-send their newly
re-encrypted subscriptions. The completion of the key
update phase is also tied to the network layer capabil-
ities, and in particular to the ones of the subscriber
with the worst connection. When a large volume of sub-
scriptions requires resubmission, the key update phase
can become prohibitively long. The quality of service
is also affected: handling registration of subscriptions
at the brokers results in higher load and network usage,
which ultimately impacts the matching efficiency and
increases notification delays.

e Second, resubmission of subscriptions can interfere with
the proper operation of the pub/sub service itself. The
implementation of this service typically relies on com-
plex algorithms for storing sets of subscriptions at the
brokers and for optimizing the matching performance.
Subscriptions can be partitioned internally between
multiple matching operators to allow parallel process-
ing [2], complex routing tables can be formed to allow
efficient communication between the brokers [6,19,27],
and subscriptions can even migrate between brokers
to reduce inter-broker communication [8]. Handling a
massive load of updated subscriptions might require
a costly re-organization of the data and routing struc-
tures, or require the re-optimization of the subscription
storage. This can again have a serious impact on the
efficiency and responsiveness of the pub/sub service.



e Finally, and as simple as it might seem, key updates
handled through subscription resubmission force sub-
scribers to actually keep their previously sent subscrip-
tions at hand. Typically, a pub/sub service offers de-
pendability guarantees (e.g., brokers storing subscrip-
tions can have replicas, or even run more complex
mechanisms handling recovery after failures [7]). If sub-
scribers are required to redundantly store subscriptions,
they might need to develop or pay for another reliable
storage service to handle their own failures.

Pub/sub systems follow a decoupled communication model,
where publishers are not aware of the exact subscribers that
will receive a publication. Finding a way of distributing
common secret key information to publishers and subscribers
makes key management cumbersome in this context. Key
management was generally considered as orthogonal by prior
work on encrypted matching schemes. Consequently, the
additional but important issue of subscription invalidation
was also left aside. We are, to the best of our knowledge,
the first to provide a solution to this problem, in addition
to a simple but functional key management scheme adapted
to the specificities of privacy-preserving pub/sub based on
encrypted matching.

1.1 Our contributions

We present a key update mechanism that offers in-broker
subscription re-encryption. Untrusted brokers storing sub-
scriptions are given a token K g related to the encryption
key that allows them to directly update encrypted subscrip-
tions in place. We develop an extension for a state-of-the-art
encrypted matching scheme, Asymmetric Scalar-product Pre-
serving Encryption (ASPE) [9]. We first modify and extend
the original scheme to increase its security. Afterwards, we
describe the addition of in-broker subscription re-encryption
and prove that it maintains the same level of security.

We implement our solution in a prototype featuring a
simple key management architecture adapted to the spe-
cific nature of pub/sub communication. First, we maintain
a partial decoupling between the individual publisher and
subscriber nodes. This is one of the major concerns of key
management in secure pub/sub systems. Second, we take
advantage of the ZooKeeper coordination service [16] for the
key distribution and synchronization, inheriting its depend-
ability guarantees. Third, we prove the effectiveness of our
solution by evaluating the filtering delays when subject to
key updates under a constant flow of incoming publications
filtered against large sets of stored subscriptions.

The paper is organized as follows. We present the related
work in Section 2. In Section 3, we discuss the original
ASPE scheme and our additions. We introduce our novel
in-broker subscription re-encryption mechanism for ASPE in
Section 4 and analyze its security in Section 5. In Section 6,
we present our key management architecture. We present
our implementation and its evaluation in Section 7. Finally,
we conclude in Section 8.

2. RELATED WORK

We are not aware of any encrypted matching scheme or
key management solution that addresses the problem of
key updates for encrypted subscriptions stored in untrusted
domains. Key management aspects have actually received
limited attention for privacy-preserving pub/sub using en-

crypted matching in general. Published schemes [9, 20, 28]
typically defer the provisioning of keys to some third party
mechanism. We review below the work related to key man-
agement for content-based pub/sub.

Solutions such as [18] and [35] adapt Attribute Based
Encryption (ABE) [5,15], or use similar techniques for pub-
lication payload encryption. The message headers are still
secured with encrypted matching schemes. Multi-user search-
able data encryption [12] is used in [18]. This work does not
address the key update problem but shares similarities with
ours, as brokers apply a proxy re-encryption scheme for both
subscriptions and publications. This re-encryption is done
for matching purposes and applied to every publication and
subscription when they reach a broker. The technique does
not consider key updates but still permits revoking a client by
removing the corresponding key part from the brokers. This
does not cover cases when a periodical key refresh is needed
to increase resilience against brute-force attacks or situations
when keys are leaked and a key update is mandatory without
client eviction. A conceptually similar key management is
proposed in [35] for the simpler topic-based pub/sub model.
This restricts the encrypted matching to equalities on a single
attribute. Both schemes [18,35] require a central authority
for the key distribution and consider a partial coupling model
similar to the one used in our implementation.

In [24], the authors present an encrypted matching scheme
that adapts the public key Paillier cryptosystem [25]. This
scheme does not require distributing a common key to sys-
tem clients. However, it requires that subscribers initially
submit their subscriptions to the publishers from whom they
wish to potentially receive publications. These publishers
encrypt the subscriptions they receive and return them to
subscribers, who in turn submit them to the brokers. This
direct interaction between publishers and subscribers adds
a strong level of coupling, which goes against one of the
primary objectives of pub/sub communication.

The authors of [1] use One-way Function Trees (OFT) [31]
for key management. Common key information is distributed
to users grouped in various domains. This is similar to
our key dissemination architecture. However, their security
model does not consider the use of encrypted matching.
Instead, brokers are restricted to matching over a limited
set of attributes accessible in plaintext form. Therefore, the
issue of subscriptions’ invalidation is not considered.

In [32], the authors propose a solution for broker-based pri-
vate matching. Brokers do not store the effective encrypted
subscriptions, and therefore the issue of subscriptions’ invali-
dation does not exist. Queries (subscriptions) are broadcast
to all system subjects (publishers), who perform a partial
matching with their information and return a response. This
architecture is fundamentally different from the pub/sub
model of existing content-based pub/sub service platforms
(e.g., [6,7,19,27]), which is our target.

There exist several peer-to-peer secure pub/sub systems
where our work does not apply due to fundamental differences
in the functional architecture. In a peer-to-peer pub/sub
system there are no brokers: every peer acts as a publisher
and a subscriber and performs matching. The assumptions
about trust and potential attacks are different and therefore
require specific security solutions (e.g., by building on top of
communication layers that provide source and destination
obfuscation through onion routing [30]). Security frameworks
for peer-to-peer pub/sub are described in [11,37].



3. BACKGROUND: ASPE

The encrypted matching scheme on which we base our
work is Asymmetric Scalar-product Preserving Encryption
(ASPE). ASPE was initially introduced by [39] for secure
kNN (k nearest neighbors) queries on encrypted databases.
It was adapted for pub/sub systems in [9]. The security
assumptions consider brokers as honest-but-curious entities
that are allowed to obtain the matching results but not
the information contained in the messages. The attributes
in publications’ headers and in subscriptions’ constraints
are represented as coordinates of multidimensional points.
Matching publications with subscriptions requires evaluating
Euclidean distance differences between these points.

3.1 Matching principle

S; S S, P
—0—0—0——0—
e

Figure 2: ASPE single dimension example.

For ease of understanding, we first present the match-
ing principle for a single dimension. Consider a subscrip-
tion S, and a publication P that must be compared to S
(assume without loss of generality that S < P). Two ref-
erence subscription points S; and S2 are chosen, placed
symmetrically at a secret random equal distance r from
S. This is illustrated in Figure 2. The distance difference,
D, £ dist(S1,P)—dist(S2,P), can be compared to zero to
determine the relation between S and P. For instance, we
have

dist(S1,P)—dist(S2,P) > 0 &

1
dist(S1,P) > dist(S2,P) < S < P. M

Note that the distance r and the resulting reference sub-
scription points S; and Sz are chosen by the subscriber
independently of the publication P (which naturally the sub-
scriber does not know). Relation (1) above holds no matter
if P> Sy or P < So.

The principle of ASPE is to preserve the ability to perform
distance evaluations over ciphertexts, allowing to match S
and P. However, the scheme does not preserve simple dis-
tance evaluations (e.g., finding the value of dist(S,P)) be-
cause this would introduce vulnerabilities to known-plaintext
attacks [39].

3.2 Multidimensional ASPE

‘We now describe the encryption scheme when points S and
P have multiple dimensions, followed by the encryption and
the matching principle themselves. We note that while mul-
tidimensional kNN queries are covered in the original scheme
for databases [39], it is only briefly mentioned as an extension
without proof in the paper adapting it to pub/sub [9]. We
provide a more comprehensive description of the multidi-
mensional adaptation of ASPE for pub/sub, as well as a
proof. In particular, we show that the adaptation of ASPE
to pub/sub requires stricter restrictions on the selection of
points representing subscriptions than what is mentioned in
the brief description in [9].

Let d be the number of attributes in publications. A
subscription contains up to d constraints on these attributes.

Each value v; associated to a constraint for dimension %
in the subscription is first encapsulated in an intermediary
multidimensional subscription point S; where dimension ¢ is
set to v; and the other dimensions k # i are set randomly.
Two reference subscription points Si1 = (q1,92,-+-,Gi—1,0i—
TiyQit1y-,qd) and Siz = (q1,g2,-+,qi—1,0i+74,git1,...,gd) are
chosen symmetrically at a randomly selected distance r;
from S;, as in the unidimensional case. The r; value must
be kept private to preserve the security of the scheme. The
adaptation in [9] only states that S;1 and S;» must be at
equal distance from S; (e.g., in two dimensions, S;1 and
Si2 would be selected on a circle centered on S;). This is
actually insufficient: not only S;1 and S;2 must be equidistant
from S;, but they also need to have all their values ¢ for
dimensions k # 4 equal for the matching relation to hold.!
This constraint is essential in the following theorem, in which
we demonstrate the matching result validity.

Matching Theorem. Let P(x1,T2,...,Li—1,M,Tit1,..-,Ld),
Si1 = (q1,42,+-4i— 1,0 —Tisqi415--,qa) and Siz = (q1,G2,--,Gi—1,
V;+74,Gi+1,.--,qd) be three points in a d-dimensional space,
such that y = v;—r; and z = vi+7; (vi = (y+2)/2). Then,
dist(S;1,P) o dist(Si2,P) < m ¢ v;, where ¢ € {>,<,=}.
Proof. Without loss of generality we consider ¢ as >. We
have

dist(Si1,P) > dist(Si2,P) <
(@1=2 o (g m)* b (a—a)” >
(qi—21)* 4+ (z=m)*+ A (qa—1,)° &
y272ym+m2 > 22 —2zm+m’ &
o2m > (2°—y°)/(z—y) & 2m > z+y & m > v;.
|

From the matching theorem, we get that matching between
each constraint value v; and a publication P can be obtained
from the sign of the expression dist(S;1,P)—dist(S2,P), as
seen in (1). The sign of this distance difference is the same
as the sign of the expression D; £ dist(S“,P)Q—dist(Sig,P)2.
Interestingly, D, can be expressed as the following sum of
scalar products:

D; = ||Si1[|*—[|Siz||*+2(Sia—Si1) P. (2)

The key principle of ASPE is to encrypt points Sii1, S;
and P such that the ability to compute the scalar product
between subscription and publication points is preserved, but
the scalar product between two subscription points is not
preserved. Preserving this scalar product allows to calculate
the sign of D; over the encrypted data. ASPE is a secret key
encryption scheme. The information shared by subscribers
and publishers is M, an invertible square matrix of dimension
d+1. The key on the subscriber side is M7, whereas the key
on the publisher side is M ~'. As specified in [39], the matrix

!We can also prove that the condition in [9] is not sufficient
with the following counterexample. Consider a publication
P in two dimensions = and y, with P, = P, = 10. It is
represented by the point P = (P,,Py) = (10,10). Consider a
subscription S with the constraint x > 5. It is represented
as S; = (5,2), with its second dimension selected at random.
S;1 and Sio are selected on the circle of radius v/2 centered
on S;, as Si1 = (4,3) and S;2 = (6,1). While P, > S, we
have d(S1,P) = 9.21 and d(S2,P) = 9.84 so the condition
d(S51,P) > d(S2,P) is false, yielding a false negative.



key and the plaintext points can be augmented with artificial
dimensions for increased resilience against brute force attacks.
We also ensure that the matrix M is not orthogonal, which
would result in the same encryption keys for both subscribers
and publishers. Such a case might lead to known-plaintext
attacks, based on finding the exact distance between two
publication points as discussed in [39]. The plaintexts S;1,
Si2 and P are multiplied with the matrix keys to obtain the

corresponding encrypted values S,z,,, Sh,;r,, and Py, 1:

Srrin & M7 (Si1,-0.5]| S [|*)"
Shria 2 M7 (Si2,—0.5]|Si2]|*)" 3)
Ph-1 & M~ tq(P1)T

where ¢ is a positive random scaling factor added for security
purposes (denying an attacker the possibility to restrict the
solution space when trying to find a key). The additional
dimension —0.5||S;{1,2}]* is added to the plaintexts to pre-
serve the sign of D; during encrypted filtering. The matching
phase relies on the MM~ = I, key reduction that occurs
when ciphertexts are multiplied. An untrusted broker that
receives Sh 1,1, Sy and Py, 1 can compare S with P by
evaluating

il?

(S;\/ﬂ“iz*‘S';»ITM)PJ,W*1 = 0.5¢D;. (4)

The result of equation (4) is D; from (2) scaled by a positive
factor. The broker can decide on the matching outcome for
the constraint according to the sign of this result.

4. THE ASPE KEY UPDATE

We now present our main contribution: a key update that
solves the problem of invalidation of stored subscriptions.
We do so by adding support for in-broker subscriptions’
re-encryption to ASPE. At each key update, we provide un-
trusted brokers with a secure token Kr that can be used in
a transformation 7 to securely re-encrypt the subscriptions
they store. This eliminates the need for subscribers to re-
dundantly store their subscriptions and to resubmit them
at each key update, and thus relieves the key update from
restrictions imposed by the network layer.

Hardened ASPE

We first change the original scheme to increase its resilience
to known plaintext attacks (KPAs). The subscriber computes
on its own the difference S, = Sy,1,,—Syr;; from (4).
S;VITi is then submitted to the brokers as subscription ci-
phertext, instead of submitting S},7;, and Sh,r,, separately
as proposed in the original scheme. We discuss the security
implications of this ASPE modification in Section 5.

ASPE with in-broker subscription re-encryption

Our second and main contribution is the support for in-
broker subscription re-encryption. Consider a first matrix
key M7 and a second key N7. We need a key update token
Kr and a transformation 7 such that Kr can re-encrypt a
subscription encrypted with M7 into the same subscription
encrypted with N7

A constraint value v; in a subscription S encrypted with
MT has the form

! ! !
SJMTi = SMTiz_SMTﬂ =

(5)
M7 ((Si2,—0.5]|Si2||*)— (Si1,—0.5]|Sin |*)) "

The same encryption using N7 results in

! ! !
Snri = SnTio—SNTH =

(6)
NT((Si2,~0.5Si2*) = (Si1,~0.5]1 S |*)) "

From (5) and (6), we observe that only the multiplication with

M7T and N7 changes between the two ciphertexts, whereas

the rest of the expression remains the same. Thus, we can
-1

define the update token Kz £ N'MT  and the transfor-

mation 7 as

S;\/Ti £ KRS;VITZ" (7)

For extra obfuscation and for rescaling the matrix elements
within acceptable bounds, the new key matrix N7 can be
multiplied with a random value ' before distributing Kr to

the brokers. This results in Kp = (NTr')MTil. The scaling
does not impact the matching correctness, and subsequent
key updates are completely independent of the previous
random factors. We discuss the security implications of the
scaling in Section 5.2.

S. SECURITY ANALYSIS

Encrypted matching schemes used in publish/subscribe
differ significantly from typical encryption algorithms. Un-
like private or public-key cryptography, encrypted matching
schemes do not necessarily feature a decryption algorithm,
and there is no specific model in the literature for evaluating
the security of such schemes. The authors of [28] rightfully
argue that the indistinguishability of encrypted messages
is limited by the matching possibility itself. This directly
restricts the use of standard indistinguishability game proofs
considered for attacks where the attacker has the power
to actively choose either the plaintext or the ciphertext.
The security analysis on the original ASPE scheme for kNN
queries [39] covers three attack levels:

e Level 1: the attacker can only access the set C of
ciphertexts (ciphertext only attack — COA);

e Level 2: the attacker knows C and a subset of plaintext
messages P, but not the exact correspondence between
P and the corresponding subset in C;

o Level 3: the attacker knows the exact correspondence
between the plaintext subset P and a subset I of the
ciphertexts set C (known plaintext attack — KPA).

The security model assumes brokers as honest-but-curious
entities, and publishers and subscribers as trusted users of the
system. An attacker is considered to be an external malicious
entity that manages to access the encrypted information
stored or communicated by the brokers. The analysis in [39]
concludes that the basic scheme version of ASPE is secure
up to Level 2; for Level 3 the attacker is able to form and
solve a system of equations that allows obtaining the key.
The ASPE adaptation for pub/sub in [9] mostly relies on the
same evaluation, with a little extra analysis centered on a
particular Level 1 attack.

The authors of [9] also briefly present the possible use
of an intermediary trusted security manager for addressing
collusion between malicious subscribers and untrusted bro-
kers. The approach forbids disseminating encryption keys to



subscribers. The keys are given to the security manager, to
whom subscribers must send each subscription for encryption
in a preliminary step. The encrypted subscriptions are then
forwarded to the brokers. Our key management architec-
ture could forbid collusion in this manner, as we describe
in Section 6.3. However, handling collusions through such
a delegation of encryption, or not considering collusion at
all, are equivalent problems for the above attack levels (with
encryption delegation the subscribers do not possess key
information, so they cannot collude). Therefore, we do not
consider collusions in our analysis.

5.1 Hardened ASPE security

We start by analyzing the security of our Hardened ASPE
extension. In an informal way, we follow the approach
from [39] and prove that Hardened ASPE is resilient to
Level 3 attacks. We consider as encryption key the matrix
MT with elements m;,j. 1 is the random distance used in
the encryption of each constraint as described in Section 4,
and d is the number of attributes in the messages. Let us as-
sume that the attacker has Level 3 knowledge of the mapping
between each plaintext value v; in a constraint and its cipher-
text S;wTi = (e1i,e2i,...,6(d4+1)i)- From this correspondence
and from Sy,;r;, = Sy~ ST, for each v; the attacker
can form the system

2ri(mii—vimi,a41) = €us;

2ri(ma,i—vima,at1) = €2i;

(8)

27 (Mdy1,i—ViMd1,d+1) = €(d+1)i-

The system has d+1 equations, and its 2d+3 unknowns are r;
and the i-th and d+1-th columns of the matrix key MT. The
attacker can augment this system with similar equation sets
obtained from other constraints, possibly chosen from other
subscriptions. For any added constraint on attribute ¢ the
number of equations is increased by d+1, and the number of
unknowns by 1 (a different r;, the matrix key remaining the
same). Therefore, the attacker can build an overdetermined
system, which he can attempt to solve.

Security Theorem 1. Any system SYS composed of mul-
tiple subsystems of type (8), having as unknowns a random
value r; per component subsystem and the elements of the
matrix key M7 (where M7T # [0]q4+12), has an infinity of
solutions.

Proof. Let us consider one component subsystem of type (8).
By solving for r; in each equation, the subsystem can be
rewritten as

€15 €2;

M1,i—ViM1,d+1 m2,i—ViMm2, d+1

€(d+1)i (9)

Md+4+1,i—ViMd+1,d+1
The terms in (9) can be paired in equations of the form
€5iMk,i—€jiViMk, d+1—CkiMj i+eriVimjd+1 = 0. (10)

The subsystem is composed exclusively of equations without
a free term. The same reduction can be applied to any
other component subsystem of SYS. Therefore, any system
SYS is linear and homogenous. Consequently, the system

2[0)a+1 denotes the null square matrix of size d+1.

has at least one solution for the unknown matrix elements,
i.e., the all-zero matrix. We also know that this is not
the only solution, since the key matrix cannot be null. It
follows that the solution for M7T is the nullspace of the
system’s SYS coefficient matrix. A nullspace determines an
infinity of individual solutions (although having a specific
structure) [36]. |

From Security Theorem 1, a Level 3 attacker cannot de-
termine the key by solving the system SYS no matter how
many subscriptions are in his possession. The authors of [39]
followed a similar analysis for the original ASPE scheme by
forming a system of equations that can be solved, the basic
scheme being secure only to a Level 2 attack. The system of
equations can also be solved for the pub/sub adapted ASPE
presented in [9]. In both cases, the system can be solved
because the brokers are given two separate vectors Sk, and
Sio instead of only S%; = Sk;1—Skia as we propose. It
should be noted that if a random value used for encryption
is leaked (7; in (8)), then a Level 3 attacker can solve our
system like it can solve the scheme from [9]. However, guess-
ing a random value used for encryption is also critical in
other schemes (e.g., in [24] the encryption mechanism uses
two random values that must be kept secret).

Our hardened ASPE thus provides a greater level of secu-
rity than the original scheme, adding resilience against Level
3 attacks. An apparent drawback of the increased security is
that the broker can no longer determine coverage between
encrypted subscriptions (e.g., whether a subscription like
value > 100 is more general than value > 300), which denies
possible matching optimizations. The possibility to deter-
mine coverage relations is, however, not recommended from
a security point-of-view as it may allow inferring the nature
of subscriptions based on the knowledge of their definition
domain [28]. Recent techniques have been specifically devel-
oped for improving matching performance when the coverage
support is disallowed in scenarios demanding security [3].

5.2 In-broker subs. re-encryption: security

We now analyze the security impact of the ASPE in-broker
subscriptions re-encryption; we formally prove that the secure
tokens do not help the attacker to derive any of the secret keys.
We recall that a key update implies sending to the brokers
the matrix product Kr = (NTT')MTA. To simplify the
discussion, and without loss of generality, we consider ' = 1
in the following. Each element of M 7" can be expressed
adj(MT)

|MT]
adj(M7T) is the adjugate of MT and |M7| its determinant.
Let N7 (i) and K%(i) be the i** column of the matrices N7
and K%, respectively. From the definition of K%, it follows
that

using the terms in the original key: M L , where

adiMTYT Oles o Ol [ NTQ)
0y adi(MT)" .. [0lap NT(2)
Olar Ol adi(MT)" | | N7 (d+1)
Kg(1)|M™]|
Kg(2)|M™|

K (d+1)|M7T|
(11)
This expression corresponds to the system of equations that
can be formed by an attacker. If a; 5 and ¢, 5 are respectively



the elements of adj(M™) and Kg, the system of equations
can be written as

T
a1,1n1,1+a2,1n1 2+ ... Faay1,1n1a41 =t M ;

T
a1,2n1,1+a2,2n1 24 ... +agqt1,2n1,d41 = t1,2|M" [;

a1,d+1Md+1,1+02,d+1Md+1,2+ ... +Ad+1,d+1Md+1,d+1

= tapr,at1| M.
(12)

Security Theorem 2. Any system SYS composed of mul-
tiple subsystems of type (8), augmented with a subsystem
of type (12), which adds as unknowns the elements of the
matrix key NT (where N7 # [0]441), has an equivalent space
of infinite solutions as the non-augmented system SYS.

Proof. We know from Security Theorem 1 that the non-
augmented system SYS has an infinity of solutions. Let
us consider one of these solutions for the matrix key M7 .
Keeping the elements of the new key N7 as unknowns, we
can observe that (12) becomes a linear system. This means
given a solution for M7 in system SYS, a specific dependent
solution for N7 may exist in the augmented system.

We want to prove that the space of infinite solutions for the
augmented system is not smaller than for the non-augmented
SYS. For this to hold, given a solution for M7 a specific
dependent nonzero solution for N7 must exist, otherwise the
exploration space for an attacker might be reduced by the
augmentation. The coefficient matrix of system (12) is the
first factor in the left-hand side of (11) and is a diagonal block
matrix. Its determinant is the product of the determinants
of the diagonal blocks adj(M7T)T. Since M7 is invertible,
we know that the determinant of adj(M™)” is nonzero. Tt
follows that the determinant of the coefficient matrix in
system (12) is nonzero, which proves that there is a nonzero
solution for N7 for any nonzero solution for M7T. |

As proved by Security Theorem 1, the set of solutions
for M7 in case of a Level 3 attack is expressed through a
nullspace form and is of infinite size. From system (12),
without a solution for M7, an attacker cannot determine the
dependent solution for N7 (and vice versa). Therefore, the
security of in-broker subscription re-encryption for ASPE
depends on the security of the original ASPE scheme. More-
over, Security Theorem 2 proves that the security of the
original scheme against a Level 3 attack is not impacted by
the introduction of the token Kg.

We are aware that the proposed ASPE in-broker subscrip-
tion re-encryption presents forward and backward secrecy
issues. More precisely, if one key M7T is leaked, then an
attacker having access to an untrusted broker can try to
obtain the key N7 from M7 and Kg = (NTT’)MTA. The
random scaling factor r’ is the only obstacle that prevents the
attacker from learning the new key. Note that the original
ASPE scheme [9,39] uses a similar scaling in the publica-
tion encryption (the g factor in Eq. (3)). For forward and
backward secrecy purposes, we consider that a key update
should be periodically performed without sending the secure
token. This will require subscription resubmission, but for
such cases this can be performed as a background operation,
done at a slower pace and without strict constraints on the
key update duration. Moreover, a subscriber could parti-
tion his subscriptions based on different sensitivity levels or
subscription duration, and execute the subscription resub-

mission only for a smaller set of highly critical or persistent
subscriptions. The transitional state design we propose in
Section 6 as part of the key distribution protocol reduces the
processing delays of publications in such situations.

6. KEY MANAGEMENT

We now describe a key management architecture adapted
for privacy-preserving pub/sub through encrypted matching.
The solution follows a simple design: its purpose is to exem-
plify the use of in-broker subscription re-encryption. It also
takes into account two specific aspects of key management for
pub/sub: the need for service continuity while a key update
is in progress and the need for reliability guarantees.

6.1 Preliminaries

We consider security domains groupings for subscribers,
publishers and brokers. Domains have specific rights for
accessing information. Setting such rights based on knowing
which domains interact is a reasonable assumption for key
management applied in a practical scenario [1], and provides
the ability to disseminate the proper key information to
interacting domains. For instance, in the stock exchange
example introduced in Section 1, an investment company
knows from which stock exchange it wants to obtain the
publication flow (e.g., New York, London, etc). This implies
that the stock exchange and the investment company should
use a compatible key in their data encryption. Pub/sub
decoupling is still maintained at the level of individual hosts:
a host belonging to the investment company that registers a
subscription does not know the exact host that emits publica-
tions. They however receive compatible keys for encryption,
knowing that the domains to which they belong should be
able to communicate.

Without lack of generality, for simplicity of description we
consider the case of three domains: one for subscribers, one
for publishers and one for brokers. We define the following
participating entities:

e KDC: a central key distribution coordinator (trusted
authority);

e KDM,, KDM,,, KDMjy: three key domain managers
(dedicated hosts in each of the subscriber, publisher
and broker domains, respectively);

e the individual hosts: publishers, subscribers and bro-
kers in each domain.

The KDC maintains a set of cryptographic contexts. Each
context is a set of compatible key information: a publication
encryption key for publishers, a subscription encryption key
for subscribers and a key update token for brokers. The key
information between contexts does not need to be compatible,
for instance the size of the keys can be different.

We define a secure pub/sub chain as a set of publisher-
broker-subscriber security domains used for pub/sub data
encrypted under the same cryptographic context. For ex-
ample, when an investment company registers encrypted
subscriptions to a pub/sub broker service for encrypted pub-
lications emitted by a stock exchange, the three domains
form a secure pub/sub chain. The KDC keeps the mapping
from cryptographic contexts to secure pub/sub chains where
these are used. A domain can be part of multiple secure
pub/sub chains, and therefore use multiple cryptographic
contexts.



6.2 Service reliability

Our key distribution implementation relies on the Zoo-
Keeper [16] coordination service. ZooKeeper simplifies the
coordination and dependability aspects of distributed appli-
cations. It offers access to a shared namespace organized
hierarchically for the application nodes, similarly to a file
system. ZooKeeper uses an access control list (ACL) sys-
tem to control the access to the shared configuration data.
One of the features of ZooKeeper is the support for watches,
which allow a client to be notified when there is an update
(including creation and deletion) to a particular datum in
the namespace. The KDC and the KDMs use watches for
synchronization of the key distribution.

The main reason for using ZooKeeper is making the key
management system highly-available. ZooKeeper provides
dependability and consistency guarantees by replicating the
state over multiple servers and ensuring update linearizability.
The state in the key distribution protocol is stored in the
ZooKeeper namespace. If the KDC or one of the KDMs
crashes while executing the protocol, it can be restarted,
read its latest configuration from ZooKeeper and seamlessly
resume its execution.

6.3 Key distribution

The KDC distributes the key information contained in a
cryptographic context to the KDMs in the secure pub/sub
chain using that context. The particular key given to each
KDM depends on the domain: a specific pub/sub encryption
key to KDM,, and KDM; and the key update token to KDM,.
The KDC encrypts the distributed key with the KDM’s public
key.® In a practical scenario, the number of domains in a
secure pub/sub chain is limited. This allows using individual
public key encryption in the KDC to KDM distribution.

Further, the KDMs distribute the key information to the
hosts in their security domain. We consider for our simple
demonstration implementation that intra-domain commu-
nication is secure (e.g., the hosts are isolated in a network
that is private to that domain). In a production deployment,
the intra-domain distribution could take different forms de-
pending on the use case, optimization needs and security
requirements (e.g., by adapting other secure group commu-
nication protocols [26,31]).

A key update is triggered by a KDM joining or leaving
a secure pub/sub chain, by an explicit request (e.g., when
a individual host in the KDM’s domain gets corrupted and
has to be evicted), or simply as a periodical key refresh.

We now describe the complete key update protocol phase.
It is illustrated in Figure 3. The implementation of the
protocol steps is based on interactions through the ZooKeeper
coordination service. Reaction to new data (e.g., when a
new key is available) or joining mechanisms (e.g., when the
KDC waits upon KDMs to complete a distribution) are
implemented with ZooKeeper watches on the corresponding
data in the shared namespace.

Using ZooKeeper permits to resume the protocol based on
the configuration state. This state is saved by the coordina-
tion service in case of failure during any of the steps. The
protocol steps are: 1) The KDC stores the new key informa-
tion in the ZooKeeper namespace (the key itself or the key
update token), encrypted with the corresponding KDMs’s

3In our implementation we use the Elliptic Curve Integrated
Encryption Scheme (ECIES), ISO 18033-2 [33].

public keys. The KDC sets an updated flag. Through pre-
viously set ZooKeeper watches, all KDM, and KDM, are
notified of the availability of a new key. 2) All KDM, and
KDM, retrieve and decrypt the new key information. They
disseminate that key information in their domain. 3) Sub-
scribers obtain the new key. They start using it for encryption
and notify the KDM,. Brokers obtain the key update token.
They start re-encrypting the stored subscriptions. They keep
both the new and the old subscriptions sets in a transitional
state. When the re-encryption is finished, they notify the
KDM,. 4) When they have been notified by all hosts in
their domains, KDM; and KDM, notify the KDC through
setting a retrieved flag. 5) The KDC waits for the setting
of retrieved flags by all KDMy and KDM,;. Then, it sets an
updated flag to notify all KDM,, about the new key. 6) Each
KDM,, retrieves and decrypts the new key information. It
notifies the publishers in its domain. 7) Publishers obtain
the new key. They start using it in encryption, and notify
their KDM,,. 8) Each KDM, waits for notification from all
publishers in its domain. It then sets a retrieved flag. 9) The
KDC waits for retrieved flag notifications from all KDM,,.
In turn, it notifies the KDM,s by a validated flag. 10) The
KDMys are notified of the validated flag. They notify the
brokers in their domains. This triggers the end of the transi-
tional state and the deletion of the old subscriptions, which
ends the process.

As described in step 3, the brokers maintain a transitional
state and keep the subscriptions encrypted with the old key
along with the ones encrypted with the new key. The transi-
tional state ensures that the pub/sub service is continuously
functional, which is essential for critical applications.

Since step 3 is executed in parallel at both subscriber
and broker hosts, it might happen that a broker receives
a subscription encrypted with an old key after the stored
subscriptions have already been re-encrypted. We handle
this case by allowing the broker to re-encrypt on-the-fly such
subscriptions and storing them along the others.

The protocol guarantees that publications encrypted with
the new key are sent only after all stored subscriptions are
in the new re-encrypted form. Also, subscriptions encrypted
with the old key are removed only after the publisher hosts
start using the new key. However, due to network asynchrony,
it might happen that some publications encrypted with an
older key are delayed and arrive at the broker after the
subscriptions encrypted with the old key have been removed.
To avoid this problem, we make an assumption on a bound
of such asynchrony and maintain the transitional state for a
short additional time (typically, less than a second).

As mentioned in Section 5 the ASPE adaptation for pub/sub
in [9] assumes the existence of an intermediate trusted se-
curity manager for encrypting subscriptions and eliminat-
ing collusions between potentially malicious subscribers and
brokers. Although we believe that delegating subscription
encryption would introduce additional overhead, which is
not experimentally evaluated in [9], our key management
architecture can be easily adapted to accommodate such a
solution. The KDM; can play the role of the security man-
ager in [9] and handle the subscriptions encryption. In such
case steps 2 and 3 in the key update protocol are eliminated,
the final point for the key dissemination being KDM;. The
subscribers would send their subscription for encryption to
KDMj, receive them back and submit them to brokers, as
suggested in [9]. Note that following such an approach, the
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Figure 3: Key update protocol phases.

effectiveness of our in-broker subscription re-encryption solu-
tion would be even higher. Without in-broker subscription
re-encryption each key update will inflict a massive overhead
on the KDM; caused by re-encrypting all subscriptions for
all subscribers.

7. EVALUATION

In this section, we present the evaluation of our solution.
We start by describing the test platform setup, and we follow
with relevant evaluations demonstrating the efficiency of our
approach.

7.1 Experimental settings

We implement our solution on top of an existing high-
performance pub/sub system, StreamHub [2]. This system
splits the pub/sub service functionality into three successive
operations: partitioning, matching and notification. These
operations are implemented as a chain of operators. Each
operator is deployed over several machines and its load is
partitioned. The central operation, matching stored subscrip-
tions with an incoming flow of publications, corresponds to
the Matcher operator. Each instance of the Matcher operator
corresponds to a broker in the pub/sub model. The stored
subscriptions are replicated on all Matchers and we split the
incoming flow of publications (note that, as described in [2],
the opposite is also possible but yields higher notification
delays). Our implementation is done in C++ and we use
the Crypto++ and ZooKeeper libraries for the key exchange
protocol.

We deploy the system on 12 nodes, each with 8 Xeon cores
at 2.4 GHz and 8 GB of memory. Six nodes are dedicated
to the key management infrastructure: KDC, KDMs, and
ZooKeeper server replicas. Six nodes support the operators,
among which three of them are used to deploy 15 instances
of the Matcher that perform the filtering in parallel. The
remaining nodes are used for workload injection. We use
the implementation of the complete key update protocol
including all steps presented in Section 6.3. In our first tests
(Sections 7.2 and 7.3) we emulate the set of subscribers and

‘http://www.cryptopp.com/  and

apache.org/

http://zookeeper.

one publisher on a single host. This simplification impacts
the overall system key dissemination time by abstracting the
group dissemination time for the subscribers set. In a real
large-scale deployment, this time will depend on the number
of subscribers and their transport links characteristics.® To
investigate this case as well, in the final test of our evaluation
(Section 7.4) we emulate up to 30 subscriber hosts, obtaining
acceptable increases in the key dissemination time. This
comes, however, as a secondary result. The main purpose of
our evaluation is to show the critical advantage brought by
the in-broker subscription re-encryption and its impact on
the service quality of the pub/sub engine itself.

7.2 Key update with in-broker subscription
re-encryption

We first test the impact of a key update on the pub/sub
engine performance when we use the in-broker subscription
re-encryption. We use a constant flow of 500 publications
per second. The system stores 5,000 subscriptions replicated
on the 15 Matcher instances. We use a synthetic workload
of subscriptions and publications, each with 4 constraints or
attributes. Each incoming publication matches 0.2% of the
stored subscriptions, triggering 10 notifications. We trigger
a key update when sending the 138" publication. Figure 4
shows the delay between the emission of a publication and
the reception of the first notification. The total key update
time is measured at the central KDC for the duration of the
entire key update phase across all domains. The key update
time of brokers is measured at the broker domain’s KDM,
starting with a key update notification trigger and ending
with the final confirmation that the previous-key encrypted
subscriptions have been deleted. In this experiment the total
time for the key update is 184 ms, with 120 ms specifically
for the protocol steps involving the broker domain. The
impact of the in-broker subscription re-encryption on the ex-
perienced delay in normal conditions is present, but minimal.
The 60 publications processed during the key update phase
involving the brokers have a median notification delay of
7.1 ms (average 8.1 ms, standard deviation 2.6 ms) compared

"External protocols [26,31] can be adapted to optimize the
distribution.
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to the median notification delay of 4.7 ms (average 4.7 ms,
standard deviation 1.2 ms) for the 160 publications that
follow the key update.

In Figure 5, we present the impact of the number of sub-
scriptions stored at the brokers on the key update time, from
1 to 50,000 subscriptions. As expected, the total time of
in-broker subscription re-encryptions increases linearly with
the number of stored subscriptions, but is able to re-encrypt
a massive number of subscriptions in less than half a second.
This is orders of magnitude faster than the time it would
take for all subscribers to re-encrypt and resubmit the same
set of subscriptions.

We note that a broker must maintain the stored encrypted
subscriptions in memory while re-encrypting these. The
space complexity of ASPE encrypted subscriptions is in O(d?)
where d is the number of constraints in a subscription. More
precisely, as described in Section 3.2, for each constraint value,
the encrypted equivalent requires two vectors of floating
point values, each of size d+1. Despite the quadratic space
complexity, in practice we observe that the memory overhead
inflicted at the brokers level is negligible. For our test settings,
using subscriptions with 4 constraints, the ASPE encrypted
subscription state size was approximately 45 MB for 50,000
subscriptions.

7.3 Key update without in-broker subscription
re-encryption

We emulate the case with 5,000 subscriptions when in-

broker subscription re-encryption is disabled. In this situ-

ation, the subscribers must re-encrypt and resubmit their

subscriptions. We emulate the limitation at the network

completely dominated by the time required for subscribers
to re-send their subscriptions. If the key update is triggered
to revoke a previously authorized subscriber, the revocation
may only be effective after several seconds. This leaves a
much longer window of opportunity for an attacker.

Another important aspect is the impact on the measured
notification delays, which depends on the rate of received
re-subscriptions. The increase in notification delay results
from the extra load imposed by the re-subscriptions, which
have to be processed by the Matchers. It illustrates the
tradeoff between the total key update time and its impact
on the service performance. Trying to minimize the key
update time by increasing the re-subscription rate has a
clear negative impact on notification delivery time. Using in-
broker subscription re-encryption is clearly a better approach
in this respect.

7.4 Key update protocol scalability

The primary purpose of our key update protocol proposed
in Section 6.3 was to exemplify the use of in-broker subscrip-
tion re-encryption. However, we also evaluate the key update
scalability outside the in-broker subscription re-encryption
step to highlight the costs of the protocol itself. We consider
the case where each broker only stores one subscription, thus
the in-broker subscription re-encryption takes negligible time.
The results of this additional experiment are presented in
Figure 7.

The longer key update resulting from an increase in the
number of hosts is limited: only up to 6 ms per added
subscriber host. We observe in our evaluation that the
key distribution time is dominated by the largest domain
group. This is the reason why the variations obtained for 30
subscribers with 5, 10, and 15 brokers are not significant (in
the range of 20 ms). We believe that splitting the domains
into smaller groups, when possible, might provide interesting
performance gains but leave this investigation for future
work.
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8. CONCLUSION AND FUTURE WORK

We presented a novel mechanism for key update in privacy-
preserving pub/sub systems taking into account the problem
of invalidation of subscriptions when the key is updated.
The use of in-broker subscription re-encryption eliminates
the need for subscribers to re-encrypt and resubmit their
subscriptions when a key update is triggered. We augmented
and strengthened the ASPE encrypted matching scheme [9]
to support this feature. Our test implementation of the
key update protocol maintains a level of partial decoupling
between publishers and subscribers, ensures service continuity
and has a minimal impact on the notification delays.

We also consider this work as a first step towards ex-
tended research on key management in scenarios where key-
dependent encrypted queries are stored in untrusted domains
and need to be updated in-place upon a key update. For
instance, operators of Complex Event Processing (CEP) en-
gines and active databases in general could also benefit from
similar techniques, using other encrypted processing tech-
niques (e.g., searchable symmetric encryption [10]).

Our current implementation is well-suited for corporate
business software destined to cloud platforms integrated
broadband services. As future work, we consider adapting
our key update mechanism for event-based applications that
follow a producer/consumer design pattern, typically used in
systems where key update has an even more critical impact.
Possible applications include mobile systems and Internet-of-
Things dedicated platforms. Adapting a lightweight solution
like ours fits with the severe bandwidth, storage and compu-
tational power constraints in such systems.

Finally, it would be interesting to adapt other encrypted
matching schemes than ASPE for supporting the key manage-
ment architecture we proposed. This can be complemented

by improvements in the key distribution performance through
solutions such as OFT [31], which could decrease the car-
dinality of groups affected by a key exchange in a domain.
We believe such solutions could easily integrate with our
hierarchical architecture model. This is a research avenue
we intend to pursue.
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