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e 32-bit register
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* Implementation on 32-bit ARM br &
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* Goudarzi-Rivain 2017: Generic ISW
implementation and application to bitsliced AES

This paper

3,821,312 2,783,510

* Same order of magnitude of cycles

* Very high-order masking is not out of reach !
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We expect 31th-security order (or 31/f-security
order)
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Probing model Bounded-Moment  Noisy Leakage Model
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Probing security (state of the art)

2 possible options:

» Composable gadgets (SNI)
o Simple to analyse
o Implementation becomes expensive

» Full code evaluation
o Hard to analyse
o Reduced implementation cost
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Bounded-Moment security

* Leakage detection hard in practice with 32 shares

* |dea similar to symmetric cryptanalysis: security based
on reduced version

* Leakage detection on small order (e.g. on 4 shares)

e Extraction of a risk factor f from possible share
recombination

e Extrapolation of security



Leakage detection results
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Leakage detection results
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Noisy Leakage Model
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Putting things together
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Putting things together
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