On Proofs of Plaintext Knowledge for the
Joye-Libert Encryption Scheme

Abstract. We provide a simpler and more efficient way to prove knowl-
edge of the plaintext in (a variant of) the Joye-Libert additively ho-
momorphic cryptosystem. We also extend it into a proof that two ci-
phertexts encrypt the same plaintext under different public keys. This
provides a more efficient instantiation of the Naor-Yung paradigm for
IND-CCAZ2 security than in earlier proofs of plaintext equalities for JL
ciphertexts. As a result of independent interest, we show that applying
the Naor-Yung technique to similar-looking schemes is non-trivial when
the soundness of the NIZK proof of plaintext equality relies on an as-
sumption that directly relates to the infeasibility of recovering the secret
key from the public key in the underlying IND-CPA scheme.
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1 Introduction

The Joye-Libert (JL) cryptosystem [17,5] is an additively homomorphic encryp-
tion scheme over the plaintext space Zgr, which can be seen as a multi-bit
generalization of Goldwasser-Micali [15] and relies on the Quadratic Residuosity
assumption for RSA moduli N = pq with a special shape. Like Paillier’s cryp-
tosystem [20], the JL scheme supports messages of polynomial length &k while
offering the benefit of shorter ciphertexts if & < ilogN — A, where N = pq is
the underlying RSA modulus and A is the security parameter.

In contrast with Paillier (which is additively homomorphic modulo a com-
posite N = pq), the scheme is well-suited to applications [7,6] requiring a homo-
morphic operations modulo a power of 2. In addition, it has the useful feature
that multiple public keys can share the same message space Z,.. Working over
a common message space can make it easier to prove plaintext equalities in ci-
phertexts encrypted under different public keys, as required by the Naor-Yung
CCA2-security paradigm [18].!

Another useful feature of JL is that valid ciphertexts are dense in their ambi-
ent space, of which any element is an encryption of some plaintext. While valid

! As observed in [9], proving plaintext equalities between Paillier’s ciphertexts en-
crypted using distinct moduli Ny and N; is harder than it seems. A malicious en-
cryptor can encrypt plaintexts m such that No < m < Nj. Addressing this issue
requires additional tools such as range proofs or special plaintext encodings [10].



ciphertexts are trivially recognizable, the ring structure of the message space
Zgi raises non-trivial technical difficulties for an encryptor wishing to demon-
strate knowledge of the encrypted plaintext. As mentioned in [7,24], this hinders
applications of the scheme in multi-party protocols.

The reason why proving plaintext knowledge is non-trivial is the follow-
ing. The scheme uses an RSA modulus N = pq such that p = 1 mod 2* and
q = 3 mod 4. A message m € Zqr is encrypted by computing C' = gm-SQk mod N
for a random s < Z%, where g € Z% is a quadratic non-residue (of Ja-
cobi symbol 1). A tempting approach of proving plaintext knowledge is to use
a XY-protocol inspired by [19,14], where a transcript (A, e, (y,z)) (made of a
first prover message A € Z3, a challenge e € [0,2* — 1], and a prover re-
sponse (y,z) € Zyr X Z%) satisfies a verification equation of the form A - C® =
g* - y2k mod N. Unfortunately, as mentioned in [7,24], this approach does not
guarantee special-soundness in the usual sense. The reason is that two accepting
transcripts (A4, e, (y,2)), (A, ¢, (v, 2")) for the same A € Z% lead to an equality
ce—e = gz_zl . (y/y’)zk mod N, which only guarantees that the plaintext m sat-
isfies (e — e’) - m = z — 2/ mod 2¥. Since e — ¢’ is very likely to be non-invertible
in Zgx, there is no obvious way to recover the witness (m, s) € Zqr X Z} such
that C'= g™ - 52" mod N. Of course, a X-protocol with binary challenges avoids
this issue (since e — €’ is always 1) but it requires O(\) parallel repetitions to
make sure that a cheating prover succeeds with negligible probability.

To address this problem, Catalano et al. [7] considered a relaxed proof of
knowledge that only guarantees knowledge of the k — A least significant bits of
the plaintext if the challenge space has size 2*. More precisely, their knowledge
extractor [7, Appendix C] can extract the k—d least significant bits of m € Zgy if
2¢ is the largest power of 2 that divides e — e/. Unfortunately, this relaxed notion
of extractability does not guarantee anything about the d most significant bits.
If we extend it to prove plaintext equalities for ciphertexts encrypted under dis-
tinct moduli Ny and Ny, it only ensures that two plaintexts agree in their k — A
least significant bits (or that the prover knows the factorization of Ny or Ny) if
the challenge space has size 2. If we want to apply the Naor-Yung transform [18]
in order to build an IND-CCA2-secure encryption scheme containing embedded
additively homomorphic ciphertexts, it implies that the decryption algorithm of
the resulting CCA2 scheme has to discard the A most significant bits after a JL
decryption. As we will see in Section 5.2, it requires a longer modulus for a fixed
number of useful plaintext bits.

As a building block for threshold ECDSA signatures, Xue et al. [24] sug-
gested a variant of JL that makes it easier to argue knowledge of all plaintext
bits or plaintext equalities. Their scheme is obtained by encrypting m € Zo as
C = g™-h", for a random 7 & Zy, where h is a generator of the subgroup of 2¥-
th residue. Their companion X-protocol is actually an argument of knowledge as
its soundness relies on the hardness of the Strong RSA problem in the subgroup
of 2F-th residues in Z%.

OUR CONTRIBUTION. We describe a very simple variant of the scheme which is
more efficient than [24] and still allows the encryptor to prove knowledge of the



entire plaintext and/or plaintext equalities without introducing any additional
assumption than the one implied by the IND-CPA security of the scheme itself.
In addition, this can be done with a smaller communication complexity (by 48
bytes for one proof at the 128-bit security level) and a faster prover than with
the protocol of Xue et al. [24]. As we show in Appendix C, this efficiency gain is
amplified when we apply Fischlin’s transform [13] in order to obtain straight-line
extractable proofs of plaintext knowledge in the random oracle model.

When applying the Naor-Yung transform to build an IND-CCA2 cryptosys-
tem (in the random oracle model via the Fiat-Shamir heuristic [12]), our scheme
allows reducing the ciphertext size enabled by [24] by & 640 bits without relying
on any other assumption than the Quadratic Residuositiy assumption. In addi-
tion, it remains possible to extract additively homomorphic JL ciphertexts from
the global Naor-Yung ciphertext and perform homomorphic additions on them.

TECHNICAL OVERVIEW. Our modification of the JL encryption scheme pro-
ceeds by introducing 7 = O(log|C|) “dummy” modular squarings (where C is
the challenge space of the X-protocol) in the encryption scheme of [5]. Namely,
it encrypts m € Zqx as C = g™ - s> mod N, where s ¢~ Z%. The decryption
algorithm and the public key remain unchanged.

Our proof of plaintext knowledge proceeds by re-purposing a X-protocol
of Fischlin and Fischlin [14], which was designed to serve as a factoring-based
identification protocol. From two accepting transcripts satisfying the verifica-
tion equations, we can obtain € € [0,2* — 1], Z € Z and § € Z% such that
C® = g% gQHT mod N. If d is the largest integer such that 24| and 7 > d, we
can then show by adapting the analysis of [7, Appendix C] that the knowledge
extractor obtains either the entire plaintext or the factorization of N (which
reveals the plaintext). The sole purpose of the 7 additional squarings in the
encryption algorithm is to deal with the largest power of two that divides the
difference between two challenges e and ¢’ in the proof of special-soundness.
This proof also exploits the fact that, in the X-protocol, the prover’s response z
contains 7 more bits than in the protocol of [7, Appendix C].

When the Y-protocol is extended to prove plaintext equalities between ci-
phertexts Cy € Ly, and C1 € Z};, encrypted under distinct moduli Ny and Ny,
we introduce additional checks to have quasi-unique responses [13]. This means
that a prover should be unable to find two valid transcripts that only differ in
the final message of the prover. As shown by Faust et al. [11], quasi-uniqueness
is a necessary property to obtain simulation-sound NIZK proofs [23] when a
X -protocol is compiled with the Fiat-Shamir heuristic. In order to obtain quasi-
uniqueness, our verifier checks that the Z}; and Z}, components of the prover’s
response have Jacobi symbol 1. Without this check, an adversary would be able
to tamper with honestly generated NIZK proofs (and break their simulation-
soundness) by multiplying their components with —1. To make sure that prover
responses have Jacobi symbol 1, we also modify the underlying IND-CPA cryp-
tosystem and choose its encryption randomness s in the subgroup of elements
with Jacobi symbol 1 (which does not affect the distribution of ciphertexts).
Still, we can only argue quasi-uniqueness under the assumption that factoring



Ny and N; is hard, which creates complications when we apply Naor-Yung.

As it turns out, applying the Naor-Yung transform is non-trivial in our set-
ting since the soundness (and the simulation-soundness) of the X-protocol relies
on the assumption that it is infeasible to recover the secret key that underlies
one of the two public keys Ny = ppqo and N1 = p1q1. One issue is that, in the
security proof of Naor-Yung-based cryptosystems, the reduction always needs
one of the two secret keys to simulate the decryption oracle. So, when we want
to rely on the hardness of factoring to argue that the adversary cannot break
the soundness of the proof of plaintext equality, we need to make sure that (with
some probability) a soundness adversary provides the reduction with the factor-
ization that it does not already know. To do this, we randomize the choice of
which secret key among sko = (pg, qo) and sk; = (p1,41) is used to decrypt and
keep this choice independent of the adversary’s view until the moment where it
creates a fake proof of plaintext equality.

RELATED WORK. Bartoli and Cascudo [2] recently described a method of prov-
ing plaintext knowledge in the original scheme [5] using X-protocols based on
secret sharing. Using black-box secret sharing, they give a technique allowing to
extract all plaintext bits in their knowledge extractor. However, the communi-
cation complexity of a single proof is the same as in the approach of repeating in
parallel X-protocols with binary challenges (which requires A parallel repetitions
in order to achieve a knowledge error 27*). They also suggest an improved amor-
tized technique allowing to prove plaintext knowledge in multiple ciphertexts at
once. Still, the communication cost of an individual proof remains similar to that
of repeating in parallel an atomic protocol with binary challenges. In contrast,
we obtain a knowledge error 27 after a single protocol execution.

2 Background and Definitions

NOTATIONS AND DEFINITIONS. For a prime p and an element a € Z;, the Leg-

endre symbol of a is defined as (a | p) £ aP~1/2 mod p and satisfies (a | p) = 1
if a is a square in Z; and (a | ¢) = —1 otherwise.

When N = pg is an RSA modulus, the Jacobi symbol of a € Zj}; is defined
as Jy(a) = (a | p) - (a | q) and is efficiently computable from a and N. We
denote by Jn £ {a € Z% | Jn(a) = 1} the multiplicative subgroup of elements
with Jacobi symbol 1 in Z%. We denote by QRy = {22 mod N | z € Z%} the
subgroup of squares. The order of J is |[In| = (p—1)(¢—1)/2 = 2-|QRy|. The
maximal order of an element modulo N is given by A(N) = lem(p — 1,9 — 1).
Jn is cyclic if and only if ged((p — 1)/2,(¢ —1)/2) = 1.

2.1 Hardness Assumptions and Useful Lemmas

Definition 2.1. Let an RSA modulus N = pq where p,q are primes of at least
U(N\) bits for some polynomial | : N — N. The Quadratic Residuosity (QR)



assumption states that, for any PPT distinguisher A, we have

Adv§R(\) = |Pr[l « A(N,y) | y = 2> mod N, z & Z}]
—Prl « A(N,y) | y < In\QRy]| = negl(})

In the following, we will rely on the k-QR assumption (k-QR) defined in [5],
which is the QR assumption for an RSA modulus N = pq with prime factors of
the form p = 2Fp’ + 1, g = 2¢' + 1 for odd p/, ¢'.

In [5, Theorem 5], it was shown that the k-QR assumption is implied by the
following assumption when p = 1 mod 2* and ¢ = 3 mod 4.

Definition 2.2. Let an RSA modulus N = pq such that p = 25p' + 1 and
g =2¢ +1 for odd p',q', where p,q are primes of at least I(\) bits for some
polynomial | : N — N. The Gap 2*-Residuosity (Gap 2*-res) assumption states
that, for any PPT distinguisher A, we have

| Pr[l < A(N,y) |y = 2> mod N, z & 73]
—Pr[l + A(N,y) | y < In\ QRy]| = negl())

In Section 5, we will rely on the following standard fact.

Lemma 2.3. For a prime p > 3, the Legendre symbol (3 | p) £ 3°=1/2 mod p
satisfies the property

Blp)=1 < p==+1lmod]l2.
Consequently, we have (3| p) = —1 in the following cases:

- If p=>5mod 12 (or, equivalently, p =1 mod 4 and p =2 mod 3).
- If p="Tmod 12 (or, equivalently, p =3 mod 4 and p =1 mod 3).

Lemma 2.3 will help us create pseudo-squares (i.e., non-squares a € Z% such that
Jy(a) = 1) when N = pq has prime factors of the form p = 2¥p’' + 1, ¢ = 2¢/ +1
for odd p’, ¢’ such that ged(p’,q") = 1. If we choose odd p’ and ¢’ such that 3
does not divide p’ but 3|¢’, then we have p = 2 mod 3 and ¢ = 1 mod 3, which
implies (3|p) = (3]¢) = —1.

A simple way to sample a uniformly random y € Jn \ QR without knowing
the factorization of N is then to set y = 3-a? mod N for a random a < Z%.
The distribution of {y = 3-a?mod N | a & Z%} is uniform over Jy \ QRy
because 3-a? mod p (resp. 3-a mod g) is uniform in Z*\ QR, (resp. Z; \ QR,).
We also note that 2* divides the order of all pseudo-squares in Z} . Indeed, since
ged(p’,q') = 1, let g be a generator of Jy. That is, g has maximal order 2¥p’q’
and then any pseudo-square can be written as g* for some odd x.

In the forthcoming sections, we rely on the following standard fact about
non-trivial roots of unity in Z}.

Lemma 2.4. Let a modulus N = pq for primes p,q of the form p = 2*p + 1,
q = 2¢' + 1 with odd p',q'. For any d € [1,k], finding w & {—1,1} such that
w2’ =1mod N is as hard as factoring N.



Proof. We are interested in the roots w of the polynomial X 2 _1in Z’;, which
must satisfy w2 —1=0 mod p and w2 —1 = 0mod q. We thus consider the
roots in Z, and Z, of X' —1= (X-1)- HZ 1(X2d "41). If 02" = 1 mod p, we
have either w € {—1,1} or there exists i € [1,d— 1] such that w? " = —1mod p.
However, we cannot have w2 = 1 mod q for any i € [1,d — 1] since —1is a
non-square in Z;. Moreover, if w = 1 mod p (resp. w = —1 mod p), we must have
w = —1mod ¢ (resp. w = 1 mod q) if w # +1 mod N. From a non-trivial 2%-th
root of unity w in Z%;, we can then obtain gcd(deii +1,N) € {p,q} by trying
all indexes i € [1, d], which can be done in polynomial time since d € poly(A). O

2.2 X -Protocols

Definition 2.5. A X-protocol X = (P,V) for an NP language L C X asso-
ciated with a relation R = {(z,w) € X x W | © € L} is an interactive proof
systems between a prover P = (Py, P1) and a verifier V = Vo, V1) that are PPT
algorithms with the following properties:

— 3-Move Form: For any statement x € L, P and V proceed as follows:
(i) Py inputs a witness w € R(x) =2 {w € W : (z,w) € R}, computes
(a, st) < Po(z,w) and sends a to Vo; (ii) Vo sends back a random challenge
¢ € C, where C is the challenge space; (i1i) Py finally sends a response z =
Py (z,w,a,c, st) to Vyi; (iv) On input of (a,c,z), Vi outputs 1 or 0.

— Completeness: If (x,w) € R and P honestly computes (a, z) for a challenge
¢, then Vi (z, (a,c, 2)) outputs 1 with probability 1 — negl(\).

— Special soundness: There ezists a PPT knowledge extractor £ that, for any
public input x, on input of two accepting transcripts (a,c,z) and (a,c’, z")
with ¢ # ¢, outputs a witness w' such that (z,w’) € R.

— Honest-verifier zero-knowledge: There is a PPT simulator S such that,
for any PPT distinguisher (Do, D1) and any (x,w) € R, we have

AdvIVZE () 2 | Py EXpREAL( 1) =1] - Pr[ExpSIM (8,1%) = 1]] < negl(A),

where the real and ideal experiments are defined as

EprEAL(l’\) ExpSIM (S, 1) :

1. (z,w,st) « Do(1") 1. (z,w,st) « Do(1")
2. T+ < (z,w; 1), V(x; 1)) 2.« S(z,1Y)

3. Output Dy (ﬂ' st). 3. Output Dy (m, st).

where (P(x,w;1*),V(z;1")) denotes the proof produced by the interaction
between P and V on a common input x and private witness w.

Fischlin [13] introduced a property, called quasi-uniqueness of responses. Infor-
mally, it means that a PPT prover should not be able to come up with two valid
transcripts that only differ in their response z for the same statement.



Definition 2.6 ([13]). A X-protocol has quasi-unique responses if, for any PPT
algorithm A and any security parameter \, we have

Pr[ (z,a,¢,2,2") < A(1Y) : Vi(2,a,¢,2) = Vi(z,a,¢,2") =1 A 2 # 2/ | < negl()).

Faust et al. [11] showed that X-protocol need to have quasi-unique responses in
order to provide simulation-sound [23] NIZK proofs by applying Fiat-Shamir.

2.3 Simulation-Extractable NIZK in the Random Oracle Model

We now recall the notions of simulation-soundness and simulation-extractability
for NIZK proofs in the random oracle model, as they were defined in [11].

Definition 2.7 (Simulation-Soundness). Let £ an NP language and a proof
system (PH VH) for L with a zero-knowledge simulation S = (S1,S2), where

S1(q;) simulates the random oracle H and returns the first output of (h; =

H(q;), st) < S(1, st, q;) while Sa(x) returns the first output of (7, st) < S(2, st, ).
We say that (P, VH) is simulation-sound with respect to S in the ROM if, for

any PPT adversary A, we have

Advi O (N) £ Pr (o, 1) = AT OS50 (r a) ¢ T
A a*g L A VI(a*,n*) =1] < negl()\)

where T is the list of pairs (x;,7) created by S (when Sa returns a simulated
proof m; on input of a queried statement x; ).

Definition 2.8 (Simulation-Extractability). Let £ an NP language and a
proof system (PH VH) for L with a zero-knowledge simulation S = (Si,Ss),
where S1(q;) simulates the random oracle H and returns the first output of
(hi = H(q:),st) < S(1,st,q;) while Sa(x) returns the first output of (m,st) <
S8(2,st,z). In the ROM, we say that (PH, V) is simulation-extractable with
extraction error v with respect to S if, for any PPT adversary A, there exists
a PPT extractor €4 with access to the answers Ty, T of (S1,8Ss2) such that the
following holds: Define

e & Pr[ (a*,7%) + A5 OS0 1% py o (2%, 7%) ¢ T; VS (a*,7%) = 1]
ext £ Pr[ (%, 7%) « AS1O:S20(14; ),
w* = Eal@®, 750, e, T) : (2%, 7%) € T (¢, w") € Re |

where the probability space is over the coin tosses of S and the adversary’s ran-
dom tape p. Then, there exists a constant d > 0 and a polynomial P(X\) such
that, whenever € > v, we have ext > (e — v)?/P()\).

2.4 Forking Lemma

In this section, we recall the Forking Lemma [22]. In the following, we will use
the version that was proven by Bellare and Neven [4].



Algorithm Fl4(x)

Choose random coins p for A

hi,...,hg &H

(J7 U) « .A(l‘, (hl’ EERE) hQ);p)

If J =0, then return (0, L, 1).

Choose ), ..., hg & H

(J/, O'l) — A(:L', (hl, ceny h(]fl, h{], ey hIQ), p)

If (J=J') and h'; # h;, then return (1,0,0")
Else return (0, L, 1)

Fig. 1. Forking algorithm F4(x).

Lemma 2.9 (General Forking Lemma [4, Lemma 1] ). Let an integer
Q > 1 and let a set H of size h > 2. Let A a randomized algorithm that, on
input (z,h1,...,hg), outputs a pair comprised of an integer J € [0,Q] and a
side output o. Let 1G a randomized input generator. The accepting probability
acc of A is the probability that J > 1 in the experiment

<+ IG; (h1,...,hg) & H; (J,0) + Az, (ha,. .., hg)).

The forking algorithm F a(z) associated with A is described in Figure 1. If we
define the probability frk := Pr[b =1 : a + IG; (b,0,0") + F4(x)], then we

e 1
have frk > acc - (% -

2.5 The (Modified) JL Cryptosystem

We first describe a simple modification of the Joye-Libert cryptosystem [17,5]
that will make it easier to prove knowledge of the plaintext. The original scheme
uses an RSA modulus N = pq such that p = 2¥p’ + 1 and ¢ = 2¢’ + 1, for
odd integers p’, ¢/, where k is the plaintext length. An encryption of m € Zgx is
computed as C' = g™ - 52" mod N for a random s & Z7% . Such a ciphertext can
be decrypted by first computing Cy = C*" mod p= gm'pl mod p before solving
a discrete logarithm in a subgroup of smooth order (which is a power of 2) using
the Pohlig-Hellman algorithm [21].

Our modification consists in encrypting m as C' = g™ - s mod N, where
g is a random pseudo-square (not necessarily of maximal order), and 7 > A — 1
if A € N is the security parameter (looking ahead, it will be the soundness pa-
rameter in the proof of plaintext knowledge). We note that this change does not

ok+7

modify the distribution of C since s2°" = (s2°)?" and squaring is a permutation
in the subgroup of 2¥-th residue. Therefore the security proof of [5] immediately
carries over to the modified scheme. The security proof first modifies the public
key and resorts to the Gap 2*-res assumption in order to replace g € Jy \ QR y
by a 2F-th residue. After this change, the encryption algorithm becomes lossy
[25,3,16] and ciphertexts reveal no information about the plaintext.



Keygen(1*,1%): Given a security parameter A and a message length k € poly()\),

1. Choose an RSA modulus N = pq for large primes p = 2*p’ + 1 and
q = 2¢' + 1 for odd (not necessarily prime) integers p’,q’ such that
p,q > 2'M | for some polynomial I : N — N, and ged(p/,¢') = 1.

2. Choose a random element g € Jy \ QRpy. Choose a parameter 7 such
that k> 7> X —1.

Return the key pair (pk, sk) where sk := (p,¢,p’,q') and pk := (N, k, 7, g).

Encrypt(pk,m): Given a public key pk and a message m € Zyx, choose s ¢~ Z%
and compute and output the ciphertext C = g™ - 52" mod N.

Decrypt(sk,C): Given sk = (p,q,p’,¢') and C € Jy, do the following:

1. Compute Cy = C?" mod p.
2. Use the Pohlig-Hellman algorithm (see [5, Section 3.2] for details) to
compute m € Zyr such that Co = (¢ )™ mod p.

A useful property of the scheme is that the ciphertext space is dense in its
ambient space Jy: all elements of J are encryptions of some plaintext m € Zgx.
Indeed, since ged(p’,¢') =1, (g) = I, for some g. Therefore, g = g* for an odd
r € Z.If C € Ji, then C = g7, for some . For (2, ¢) such that za’ + (28 =1,
we can write C' = 7= +762" = gm(gzlre’ /2" +70)2" where m = ~ya’ mod 2.

Since computing a Jacobi symbol does not require to know the factorization
of N, a verifier can efficiently check that a given C' € Z} is in an encryption of
some plaintext. On the other hand, proving knowledge of the plaintext is non-
trivial since the plaintext space is a ring with many zero divisors.

Another useful property of the scheme is that the distribution of the cipher-
text does not change if we sample the randomness s uniformly in the subgroup Jy
(instead of Z3). Indeed, since Jy(—1) = —1, we have s> = (—s)2" mod N
and exactly one of s and —s is in J. The encryptor can thus choose the one in
Jn without changing the distribution of C. This property will be useful in order
to obtain quasi-unique responses in our X-protocol proving plaintext equalities.

3 Shorter Proofs of Plaintext Knowledge

In this section, we give a modified X-protocol that allows extracting all plaintext
bits if the ciphertext is computed as in Section 2.5. The X-protocol is almost
identical to the identification scheme of Fischlin and Fischlin [14]. There are
actually two differences with [14]. The first one is that the Fischlin-Fischlin
identification protocol involves a prover knowing a representation (m,s) € Zox X
Zy of C = g™ - s> mod N where g is also a 2F-th residue (instead of being
a non-square in our setting). The second difference is that our verifier explicitly
checks that C has a positive Jacobi symbol (i.e., that Jy(C) = 1). Besides these
differences, the X-protocol is identical to the one of [14, Section 3.1].



3.1 The X-Protocol

Inputs: The prover P has (m,s) € Zyr X Z} such that C' = g™ - s> mod N.
The verifier V' only knows C' and wants to be convinced that P knows the
plaintext underlying C.

1. P chooses u ¢ Zgri~, v & Z% and computes
A=g" ¥ mod N

which is sent to V
2. V sends a random challenge e & [0,2* — 1] to P
3. P computes the response

z=u+e-mmod 2¥7, y=uv-s° ~gL(7”'””)/2k+TJ mod N
4. V accepts if Jy(C) =1 and
A-C¢=g*- y2k+7 mod N (1)
The protocol is complete since

g7 - y2’°+* — gu+e‘m mod 2kF+7 _Uz’”* Sz"’*ﬂe . 92k+T~L(u+em)/2k+Tj

. 2kt

= gquem . (’U . Se)
k4T k4T

=g* v - (¢"-s* )°=A-C° (modN)

The protocol is honest-verifier zero-knowledge for the same reason as in [14], via
the canonical HVZK simulator that chooses e ¢ [0,2* — 1], 2 & Zoxi-, y & Z
and computes A =C"¢. g% - y2k+T mod N.

We now turn to proving its special soundness. We note that, just like the
original protocol of Fischlin and Fischlin [14], it does not prove knowledge of a
representation of C' as C' = gm-SQHT mod N. Instead, it proves knowledge (either
directly or via the factorization of N) of a representation (m,w) € Zgr X Z%
of Cas C =g™- w?" mod N, which is sufficient to guarantee that C' decrypts
to m. In the proof of Lemma 3.1, the extractor exploits the fact that z lives in
Zgr+- (instead of Zyx in [7]) to completely recover m.

Lemma 3.1. The above X-protocol provides special soundness as a proof of
knowledge of a pair (m,w) € Zor X LY such that C' = g™ w2 mod N.

Proof. Suppose that we have two accepting transcripts (4, e, (y, 2)), (4, ¢, (v, 2'))
satisfying (18). We assume w.l.o.g. that e > ¢’ so that € = e — ¢’ € [0,2* — 1]. If
we define z = z — z (over Z) and § = y/y’ mod N, we have

Ct=g°- ng” mod N (2)

Let d the largest integer such that 2¢|é and write &€ = 2¢ - &, for an odd &, (by
construction, we have d < A—1 < 7). Let also the largest ¢, such that z = 2t=. %,
for an odd z, € Z. We now consider two cases.
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e t, < d. In this case, (2) becomes
02" — thz‘Zo .QQHT mod N (3)

which implies

e =g gy mod N (1)
for some pg such that u%tz = 1mod N. As pointed out in [7, Appendix C],
we cannot have pg = —1 (since Jy(—1) = —1 and Jy(g) = 1 so that the two
members of (4) would have distinct Jacobi symbols) nor g = 1 (since g is not
a square). At this point, if ¢, < d and (3) holds, we know that

__oktT—ts

o = o2 e LT mod N (5)
is a non-trivial root of unity. This would reveal the factorization of N and the
plaintext. However, we claim that pg cannot be non-trivial either. The reason is
that (5) implies Jn(po) =1 (i-e., (1o | p) = (o | ¢)), meaning that

Mgk—lp/ modp: (@) — (@) :Mg, modq (6)
p q
Moreover, (5) also implies ug, mod ¢ = —1 because t, < d, Z, is odd, and
* : ! — (9 — (9) — _
g € Z was chosen in such a way that g% mod ¢ = (q)k—_l (/p) = —1. However,
since t, < d < A—1<k, 2" =1modN implies o * = 1mod p, which
contradicts the equality ud = —1mod ¢ if (6) holds. Since pg is neither in

{—1,1} nor among the non-trivial 2t=-th roots of 1, the above means that we
cannot have t, < d at all.

e t. > d. In this case, we depart from the knowledge extractor of [7]. Since

02" — g2 .QQHT mod N, (7)

we have ) o N
C% =pp-g?~ "Fo P mod N, (8)
for some py such that /ﬁd = 1mod N. As in the first case, we cannot have

p1 = —1 mod N since Jy(—1) = —1 and we have Jy(C) = Jy(g) = 1.2 If

_gtz=d.z  __ogktT—d
Y

pr=C-g mod N (9)
is a 29-th root of 1 such that u; € {—1,1}, it reveals the factorization of N (by
Lemma 2.4) and then the plaintext m. From m € Zyxr and the factorization, the
knowledge extractor can then also compute a 2*-th root w of C - g~™.

We are left with the case p; = 1, meaning that

otz=d.z, g2k+-r—d

C =g mod N (10)

2 This is where we use the explicit check that Jy(C) = 1.
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Since ged(é,, 2877~4) = 1, we can find o, 3 € Z such that -, +3-2F+7-4 =1,
which yield

2k+7‘—d

C = g2tz—d.20.a . (ga . OB) mod N (11)
— thz—d.go.a . ((ga A Cﬂ)Q"’*d)Qk mod N

2T—d

— g2 Eeamod 2t (5> - CP) gLQtzfd'fo'a/ZkJ)zk mod N

Since d < A — 1 < 7, this implies that C' decrypts to
m 2274 7, . amod 2% = (2/2%) - ;! mod 2*
gr—d

and the witness components (m,w 2 (5% - C%) - g2 7" Fa/2 ] 16 N are
both computable by the knowledge extractor. ad

3.2 Comparisons

In Appendix A, we recall the scheme and the proof of plaintext knowledge of
Xue et al. [24] and show that the above construction provides shorter poofs (by
384 bits for A = 128).

Another advantage of our protocol over their proof of plaintext knowledge
is that, in the latter, the knowledge extractor obtains either the plaintext or
the solution of a Strong RSA [1] instance.® As such, it is “only” an argument
(instead of a proof) of knowledge of the plaintext since extracting the solution
of a Strong RSA instance does not seem to enable plaintext reconstruction. In
contrast, the X-protocol of Section 3.1 does not rely on any hardness assumption
to make sure that the knowledge extractor can always obtain the plaintext.

Yet another advantage of our construction over [24] is that the knowledge
extractor does not require p’ = (p — 1)/2¥ and ¢’ = (¢ — 1)/2 to not have any
small prime divisor. We only need p’ and ¢’ to be odd and co-prime. In order to
apply the Naor-Yung paradigm in Section 5, we actually need ¢’ to be divisible
by 3 (in order for the security reduction to publicly generate pseudo-squares)
but the proof of plaintext knowledge itself does not rely on this condition.

4 Proof of Plaintext Equality

We now adapt the X-protocol of Section 3.1 so as to prove that two ciphertexts
encrypt the same plaintext under two distinct public keys corresponding to the
same message space Zyr. We note that this is not immediately possible [9] in
Paillier’s cryptosystem [20], where the message space depends on the public key.

This X-protocol will be useful to apply the Naor-Yung paradigm [18] in
order to construct an IND-CCA2 encryption scheme where ciphertexts can be

3 More precisely, they rely on the “Strong JL” assumption, which is essentially the
Strong RSA assumption in the subgroup of 2*-th residues.
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“downgraded” into ciphertexts of an additively homomorphic scheme. To do this,
we need the underlying NIZK proof of plaintext equalities to be simulation-sound
[23]. In order to ensure the simulation-soundness of Fiat-Shamir-based proofs,
we need to apply a result of Faust et al. [11] which requires the underlying
Y-protocol to have quasi-unique responses. We thus have to make sure that a
malicious prover is not be able to come up with two valid X-protocol transcripts
that only differ in their last message. This is the reason why we require the
response components yo € Zy, , y1 € Z}y, to have Jacobi symbol 1. Without
this restriction, the adversary could break the quasi-unique response property
by, e.g., changing yo into —yo € Z},, in a valid transcript ((Ao, A1), €, (2, Y0, 91))-

4.1 The X-Protocol

Inputs: Let two distinct public keys pky := (No, k, T, 90), pky := (N1, k,7,91)
sharing the same parameters k, 7. Let a statement comprised of pk, pk; and
two ciphertexts Cy € Jn,, C1 € Jn, encrypting the same m € Zor. The
prover P has a witness (m, sg, 51) € Zor X Jn, X Jn, such that

ok+T ok+T

Co =gy -s5 mod Ny Ci=g7"-s7 modNi.

The verifier V only knows (pkg, pky, Co, C1) and wants to get convinced that
Cy and C decrypt to the same plaintext, which is known to P.

1. P chooses u <~ Zgrir, vo <= Jn,, v1 <= Jn, and computes

+

kt+r k4T
Ag=g¥-vs  mod Ny, Ay =g¥-vi mod Ny

which is sent to V'
2. V sends a random challenge e <~ [0,2* — 1] to P
3. P computes the response (z,yo,y1) as z = u + e - m mod 2¥*7 and

kT

Yo = Vo - 5 _g(g(u+em)/2 " mod No
kT

Y1 = vy - 8§ ~glt(“+em)/2 } mod vy

4. V accepts if Jn,(Co) = Jn,(C1) =1, In,(yo) = In, (y1) = 1 and

ok+T

Ao-C5=g9g5-y5 modNy, A-C7 =gj ~yfk+T mod N; (12)

We note that there is no need to explicitly check that Jn, (Ag) = Jn, (A1) =1

at step 1 since it is implied by (12) and the conditions Jy,(Cop) = Jn, (C1) = 1.
4.2 Security

Lemma 4.1. The above protocol provides special soundness as a X-protocol
proving of knowledge of either: (i) A witness (m,wo,w1) € Zox X Ly, X Ly,
such that Cy = gi* - w%k mod Ny and Cy = g7 - w%k mod Ny; or (ii) The factor-
ization of at least one of the moduli Ny and Ny.
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Proof. Suppose that we have two accepting transcripts ((Ao, A1), e, (Yo, 91, 2)),
((Ag, A1), €, (Y}, y1,2")) satisfying (12). We give an efficient extractor that com-
putes either a witness (m, w1, ws) satisfying condition () in the statement of the
lemma or a prime factor of Ny or Nj.

We assume w.l.o.g. that e > ¢/ and define e 2 e —¢' €[0,2* —1], 2 =2 — %
(over Z) and go = yo/y, mod Ny, §1 = y1/y; mod Ny. Then, we have

okt okt

Cé=g;-y; mod Ny, C{=gi-9y; mod Ny (13)
Let the largest d € Z such that 2¢|é and let & = 2% . &, for an odd &, (note that
d < A—1 < 7 by construction). By the same argument as in the proof of Lemma

3.1, we must have 2¢|2: namely, if we define the largest ¢, such that z = 2= - 2,
for an odd z, € Z, we have ¢, > d. Then, (13) becomes

C'2 = ggtz'z" T " mod Ny, 02 Co = g%tz'z" T " mod Ny,
which implies
. ty—d_5 —
C% = o - g2 "% g2 mod Ny, (14)
CS =y - ngz 2 -g%HPd mod NV; (15)

for some pug € Zjy,, and puy € Zj;, such that 12" =1 mod Ny and ;2" = 1 mod Nj.
As in the proof of Lemma 3.1, we cannot have py = —1 mod Ny nor uy =
—1 mod N; because pk, and pk; were chosen to have Jy,(—1) = Jn,(—1) = —1,
JIng(g0) = Jn, (91) = 1 and the verifier checks that Jy,(Co) = Jn, (C1) = 1. If

721:2 —d.z ' __gktr—d

o = C’eD mod Ny

is a non-trivial 2-th root of 1 in Zy,, it reveals the factorization of Ny by
Lemma 2.4. Similarly, the factorization of N7 = pi1q; is revealed if the product
=Cf° - _2t2 "o g mod Nj is a non-trivial root of 1 in Z7;, .
We now assume that o = 1 and gy = 1 in (14). Since ged(&,,2¥+7~9) =1,
we can find «, 8 € Z such that a - &, + 3 -2¥*7~¢ = 1, which turns (14) into

Cozggz (g ) modNO
tz—d 5 g o T—d
— T (g ) mod (1)
tz=d.z .o mod 2 a T—d tz=d.z, a2k 2k
e (R g o

Cr = @5 (g 00 mod
= (G BT mod Ny
_ g%tz 4.%,-a mod 2F (@‘11 ) Cf)fid .glLQtZ‘d-za-a/fJ)zk mod N;
Since d < A — 1 < 7, this implies that Cy and C; both decrypt to

m 2271 7, . amod 2F = (2/29) - €, mod 2"
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and the following elements are also computable by the knowledge extractor:

— tz—d 5 o /9k
(wo,01) 2 (g5 - € g5/ mod N,
(77 - O gl mod ).
O

We now prove that the protocol has quasi-unique responses assuming the
hardness of factoring. The proof exploits the fact that the prover’s responses yg
and y; are restricted to have Jacobi symbol 1.

Lemma 4.2. Under the assumption that factoring Ny and Ny is hard, the above
X -protocol has quasi-unique responses.

Proof. Let us assume that a prover is able to compute two accepting transcripts
((A07 Al)a €, (yO, Y1, Z))v ((AOa Al)a €, (y(/)v ylh Z/)) s.t. (yéa y/17 ZI) 7£ (yO, Y1, Z) and

k+T ’ k4T
Ag-C5=g5-ys mod Nog=gi - (yp)> mod Ny (17)
A -C¢ =g 2 mod Ny = g7 - ()% mod Ny

We note that (17) implies z = 2’ mod 2* since Ag-C§ mod Ny (resp. A;-C§ mod
Ny) lives in the ciphertext space of pk, (resp. pk;) by construction. Since pk,
and pk; are injective public keys because ged(pf, ¢;) = 1, each ciphertext has a
unique underlying plaintext in Zyx.

Therefore, we must have 2’ = z + § - 2% for some 6 € Zy-, and (17) implies

k4T ok k4T k4T ok
v =907 - (yp)?  mod Ny,  yi =gi% - (y))

2k+7‘

mod N1

k k
so that ((y)/y0)? -98)2 = 1 mod No and ((v}/y1)? -gf)2 = 1 mod N;, mean-
ing that wo £ (y}/y0)?" - g3 mod Ny and w; 2 (3 /y1)? - g0 mod N; are 2F-th
roots of 1 in Z}, and Z}, , respectively. We claim that at least one of them is
non-trivial or reveals a non-trivial 27-th root.

If A breaks quasi-uniqueness, we have at least one of the inequalities § # 0
or y # yo mod Ny or ¥} # y1 mod Nj. Let us assume that (d,y9) # (0,y;) (the
case (0,y1) # (0,y}) is handled similarly). We first note that wy # —1 mod Ny
since Jn,(—1) = —1 and Jn,(go) = 1. Moreover, we cannot have wg = 1 mod Ny
either unless the factorization of Ny is exposed. This is because:

- If § # 0, we cannot have g§ = 1 mod Ny because 2* divides the order of the
pseudo-square gg and we chose k > 7 while we would have 0 < § < 27;

- If 6 = 0, we have y{ # yo mod Ny, so that y{/yo mod Ny is a non-trivial
27-th root of 1 in Z}, (which reveals the factorization of No by Lemma 2.4)
since the condition Jn, (yo) = Jn, (y4) = 1 prevents y{ = —yo mod No;

- We cannot have g§ = (y0/y)? # 1 mod Ny since go & QRy, and § < 27 —1:
the largest power of 2 that divides the order of (yo/yj)?" is 2°~7 while 2F—7+1
divides the order of ¢°.
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Hence, unless yo/y, mod N is a non-trivial 27-th root of 1, wy can only be a
non-trivial 2%-th root of 1 in Zy,, which leads to the factorization of Np.

We conclude that, if a prover breaks quasi-uniqueness, there is a polynomial-
time reduction that computes the factorization of either Ny or Nj. O

By adapting a result of [11], we can use Lemma 4.1 and Lemma 4.2 to
show that the Fiat-Shamir transform provides a simulation-extractable proof of
plaintext equalities if factoring Ny and NV is infeasible.

Lemma 4.3 (Adapted from [11, Theorem 3]). The NIZK argument ob-
tained from the above X-protocol by applying the Fiat-Shamir transform (and
computing the challenge as e = H(pk, pky, Co, C1, Ao, A1), where H : {0,1}* —
[0,2* — 1] is a random oracle) provides simulation-extractability with extraction
error (Qu+1)/2)~1 as a proof of knowledge of either: (i) A witness (m, wq, w;) €
Lok X Ly, X Ly, such that Co = g(’)”-wgk mod Ny and C; = g* w%k mod Ny; or
(ii) The factorization of at least one of the moduli Ny and Ny. Concretely, if the
prover outputs a valid non-trivial proof (i.e., such that (x*,7*) & T in Definition
2.8) with probability £, the extractor £ succeeds with probability at least

2
g (=- %)
if Qu denotes the number of random oracle queries made by A. (The proof is
given in Appendix B.1.)

5 Applying the Naor-Yung Paradigm

In this section, we apply the Naor-Yung transformation to build an IND-CCA2
version of the scheme where ciphertexts contain built-in ciphertexts of an IND-
CPA system that supports homomorphic additions.

In the proof of CCA2-security, we need to be able to sample uniformly random
pseudo-squares in Jy \ QR without knowing the factorization of N. For this
reason, we additionally impose the constraints p = 5 mod 12 and ¢ = 7 mod 12
on the modulus N = pq.

In order for the security proof to work out, we need to slightly depart from the
Naor-Yung paradigm in that the secret key sk used by the decryption algorithm
is determined by a random bit b € {0, 1} chosen at key generation time (instead
of being arbitrarily fixed to skg in the usual application of Naor-Yung).

Keygen(1*,1%): Given a security parameter \ and a message length k € poly()),

1. Choose RSA moduli Ny = pggo and N1 = p1q; for primes of the form
po=2"pp+1, @=2q+1, p=2"p1+1, @ =2¢+1,

where p), g5, P}, ¢, are odd integers such that pj,q), p),q; > 2!, for
some polynomial I : N — N, and ged(pp, ¢) = ged(p),q1) = 1. In addi-
tion, we require po, p1 = 5 mod 12 and ¢y, q1 = 7 mod 12 so as to have

Blpo)=0Bla)=C|p)=0B|q)=-1
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2. Choose random elements gy € Jn, and g; € Jy, that have maximal
orders A(Ng) = 2¥pl g, and A(N7) = 2¥p/ ¢} in Zy, and Z} , respectively.
Choose a parameter 7 such that k > 7> A — 1.

3. Choose a hash function H : {0,1}* — [0,2* — 1] modeled as a random
oracle, which will be used to apply the Fiat-Shamir heuristic.

4. Choose a random b & {0,1}.

Return the key pair (PK,SK) = ((pk07 pky, H), (b,skb)), where
pkO = (NOa ka T, gO)v pkl = (N17 kv T, gl)

and sky, := (Pv, @b, Pty» p)-
Encrypt(PK, m): Given PK = (pkgy, pk;, H) and a message m € Zy«,
1. Choose sg & Jng, S1 & Jn, and compute

okt okt

Co=g9y"-s; mod Ny, Cy=g¢1"-s7 modN;

2. Generate a NIZK proof of plaintext equality using the X-protocol of
Section 4.1. This proof is a tuple wny = (e, 2,90,y1) € [0,2* — 1] x
Lo+ X In, X IN,, where

€= H(pkOa pk17 007 Cl; A0>A1)

with Ay = Cy ° - g§ -y(Q)HT mod Ny and A; = C] ¢ - g} ~y%k+7 mod Nj.
Output the final ciphertext C' = (Cy, Cy, 7ny).
Decrypt(SK,C): Given a ciphertext C = (Cp,C1,wny) and the secret key
SK = (b,sks = (pb, q», P}, q)), do the following:
1. Return L if gy does not properly verify.
2. Compute Cyp = C’f” mod py.
3. Compute m € Zgr such that Cpp = (gf”)m mod pp using the Pohlig-
Hellman algorithm.

5.1 Security

The proof of Theorem 5.1 requires the bit b to be independent of the adversary’s
view. To see why, consider a variant where b is fixed to 0 and imagine an ad-
versary that can factor in polynomial time. The adversary is then able to create

a ciphertext with Cy = g{" - S%HT mod Ny and Cy = py - 97" - S%HT mod N; for
some non-trivial square root of unity u; € Z%, such that y; = —1 mod p; and

#1 = 1 mod g;. Then, if e = H(pko, pkl,C’o,C’l,Ao,Al) is even (the adversary
can try different pairs (Ag, A1) until this happens), it can generate a valid fake
proof of plaintext equality 7wy although Cy and C; do not decrypt to the same
plaintext. This allows the adversary to distinguish Game; (which decrypts using
sk instead of skg) from Gamey without implying a reduction from the factoring
assumption. The reason is that, from the fake proof wny, the knowledge extrac-
tor can only extract the factorization of N;. Unfortunately, the reduction needs
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ski to answer decryption queries, which prevents it from relying on the hardness
of factoring Nj. Similarly, in Games, we would not be able to bound Pr[F5] by
relying on the hardness of factoring if b was fixed to 0. Indeed, an adversary
that would be able to factor N; could tamper with the NIZK proof of plaintext
equality in the challenge ciphertext and replace y; € Zy, by Yy = p1-y1 mod Ny,
where 1 = —1 mod p; and p; = 1 mod ¢;. While this would break the quasi-
uniqueness of the X-protocol, it would only provide the reduction of Lemma 5.3
with the factorization of Ny, which it already knows.

To address this issue, we randomize the choice of which secret key among
skg and sk is used by the real decryption algorithm. By doing so, we can argue
that, with probability 1/2, a fake proof of plaintext equality mwyy provides the
reduction with the factorization that it does not already know.

Theorem 5.1. The scheme provides IND-CCA2 security in the random oracle
model under the k-QR assumption. For any PPT adversary A, we can construct
either a PPT factoring algorithm By or a PPT k-QR distinghuisher By such that

Qu +1
oA —2

AdviP?(\) <2- \/ 2Q - Qp - AdvES (N + (k+ 1) - AdvigR(\) +

Proof. We proceed with a sequence of games. For each index ¢, we denote by W;
the event that the adversary wins in Game;.

Game(: This is the real IND-CCA2 experiment where the challenger encrypts
the message mg. Namely, the challenger runs the adversary A on input of
a public key containing (pkg, pk;) and answers all decryption queries using
sky, where b € {0,1} is part of the secret key SK. In the challenge phase,
A chooses messages (mg, my) € Zgr X Zor and obtains an encryption of mg,
where 8 ¢~ {0,1} is a random bit chosen by the challenger. When A halts,
it outputs a bit 8’ € {0,1} and we denote by Wy the event that 5’ = 3.

Game;: In this game, we modify the decryption oracle and answer all decryption
queries using ski—y = (P1-b, q1—5, D)4, q1_,) instead of sky. From A’s view,
Game; is identical to Gamey until the event F; that A makes a decryption
query C = (Cy, C1, wny) such that Cy and Cy decrypt to distinct messages.
However, event F; would break the soundness of the proof of plaintext equal-
ities and the assumption that factoring is hard. Lemma 5.2 shows that we
can build a reduction By such that

| Pr[W;] — Pr[Wo]| < Pr[Fy] < (\/QQ Qu - AdvET(N) + 251) :

Game;: This game is like Game; except that, in the challenge phase, the chal-
lenger computes 7y as a simulated NIZK proof, which entails running the
HVZK simulator of the X-protocol and programming H. The perfect HVZK
property ensures that the simulated 7y is distributed as a real proof. Hence,
Gamey can only be distinguished from Game; in the unlikely event F3 that
the simulation fails because it has to program H on an input where it was pre-
viously defined. In the ROM, this occurs with probability Pr[F,] < Qg /2.
We then have | Pr[Ws] — Pr[W1]| < Pr[Fy] < Qu /2.
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Games: In this game, we change the distribution of the public key and replace
gy € Ly, (which lives in J, \ QRy;, in Gamey) by a random 2*-th residue in
pky. A straightforward reduction shows that Games is computationally in-
distinguishable from Game, under the Gap 2*-res assumption. The reduction
of [5, Theorem 5] implies that this would contradict the k-QR assumption.

We then have | Pr[W3] — Pr[Ws]| < (]CQLI) : AdV@_lQRO\)-

Gamey: We modify the challenge ciphertext and replace Cy by an encryption
of my_g. Namely, the challenger chooses so <= Jn,, s1 <= Jn, and computes

x _ mi_g 2k+7‘ * _ mg 2k+7’
Cy =g, -5, mod N, Ci_y =9, 81—, mod Ni_y

while the proof my, is simulated as in Games. Since g, is a 2*-th residue in
ZYy, this change does not affect the distribution of the challenge ciphertext
whatsoever. Indeed, regardless of the value of the bit 5 € {0,1}, the dis-
tribution {C} = g,"* ~s§k+7 mod N, | sp ¢~ Jn, } is exactly identical to the
distribution {Cf = 27" mod N, | s, & I, }, so that Pr[Wy] = Pr[Ws).

Game;: We change again the distribution of PK and restore g, € Z}, back to
its initial distribution, by choosing uniformly in Jn, \ QRy,. By the same
argument as in the transition from Games; to Gamesz, we know that Games
is indistinguishable from Game, under the k-QR assumption. We have

| Pr[Ws] — Pr[W,]| < B£L . Advis QR ().

In order to bound Pr[W5], we define F to be the event that A makes a decryption
query (Co, Cp,mny) such that ryy verifies but Cy and C; decrypt to distinct
plaintexts in Games. We then have Pr[W5] < Pr[W5 | =F5] 4+ Pr[F5].

We first claim that Pr[Ws | =F5] = 1/2, so that the advantage of A in Games
is at most | Pr[W5] — 1/2| < Pr[F5]. Indeed, the challenge is of the form

k+ k+

Ct=gm-s2 " mod Ny, Cr=g" 52" mod N, it b=p

K+ k+

Ct=gm .52 mod Ny, Cr=g™ .52 mod N, it b#p

Therefore, the only information revealed by the challenge ciphertext (Cg, CT, 7y)

is whether the equality b = 8 holds. However, conditionally on —F5, the secret

key bit b € {0,1} remains independent of A’s view throughout the entire game.

Consequently, the same holds for 8 € {0, 1} and we have Pr[3’ = § | = F5] = 1/2.
As for Pr[F5], Lemma 5.3 gives a reduction By such that

ac + 1
Pr[F] < \/2Q - Qu - AdvES () + Q;;_l

since event F5 would contradict the assumption that factoring is hard by the
simulation-extractabilty of mwyy. O
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Lemma 5.2. In Gamey, Fy occurs with negligible probability if factoring is hard.
There is a PPT algorithm By such that Pr[F}] < \/262 Qg - Advaa(ft()\) + 53t

Proof. The proof is identical to the proof of Lemma 5.3 with the difference that
the adversary never gets to see a simulated NIZK proof. a

Lemma 5.3. In Games, F5 occurs with negligible probability if factoring is hard.
There is a PPT algorithm Ba such that Pr[F5] < \/QQ -Qm - Adv?ft (\) %
(The proof is given in Appendix B.2.)

5.2 Comparisons

COMPARISON WITH [24]. In Appendix A.2, we provide a detailed comparison
between the above scheme and the one obtained by applying Naor-Yung to the
modified JL scheme of Xue et al. [24]. We show that the above construction
provides shorter ciphertexts (by about 640 bits for A = 128) and a significantly
faster encryption algorithm.

As in our setting, applying Naor-Yung to [24] would also require to random-
ize the choice of the secret key used by the decryption algorithm among sky and
ski. The reason is that their proof of plaintext equality provides soundness under
the assumption that the prover is not able to break the Strong RSA assumption
[1] (in the subgroup of 2*-th residues) for one of the two moduli. However, the
reduction always needs the factorization of one of these two moduli in order to
simulate the decryption oracle and it can only rely on the Strong RSA assump-
tion for the modulus that it does not know the factorization of.

As a side note, applying Naor-Yung to [24] would require the ability to pub-
licly generate pseudo-squares (as the reduction does in the proof of our Lemma
5.3 by exploiting the fact that 3|¢’) with overwhelming probability. Since their
modulus N should be chosen in such a way that the order of the subgroup of
2F_th residues has no small prime factor, it is not clear how to do this.*

COMPARISON WITH [7]. We can compare our application of Naor-Yung with the
one that can be obtained by applying Catalano et al.’s proof of plaintext equal-
ities [7] to a variant of the original JL scheme where the decryption algorithm
only outputs the least & — A bits of the decrypted plaintexts (because applying
Naor-Yung to their X-protocol would only guarantee plaintext equalities for the
k— X LSBs). We note that, due to the limitation of their X-protocols, they need a
longer modulus for the same number k' = k— X of actual plaintext bits (we have
k' = k in our setting): for security reasons, they need k = k' + A < § -log N — A
(equivalently, log N > 4(k’ 4+ 2)\)) while we only need log N > 4(k’ + \). Their
Naor-Yung ciphertext would consist of two JL ciphertexts of log N bits and a
proof of plaintext equality (e, (z, Yo, y1)) € [0,2* 7] X Zgw 4 X Ly, % Ly, , which
would cost 2(log Ng + log N1) + k' 4+ 2X > 17(k’ 4+ 2X) bits. Our ciphertext only
takes 2(log No +log N1) + k' +2X > 17(k’ + X\) + A bits when we set 7 > X since
we can afford smaller moduli Ny and N; for the same &'.

4 One option is to rely on the assumption that factoring remains hard when a pseudo-
square is explicitly given.
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A The Proof of Plaintext Knowledge of Xue et al.

Xue et al. [24] consider a variant of the JL scheme where messages m € Zyx are
encrypted as C' = g™ - h” mod N, where h € Zy- is a public generator® of the
subgroup of 2¥-th residues and r is chosen uniformly Zy. Decryption proceeds
as in the original scheme, by exploiting the fact that g has maximal order in Z%.

A.1 Description

As described in [24, Section 4], their proof of plaintext knowledge assumes that
the plaintext is contained in some interval [0, B]. In the verification algorithm,
the condition z € [0,2**B] is used to demonstrate that the plaintext belongs
to a specific range (i.e., the X-protocol actually provides a range proof with a
slack), which we do not consider in this paper.

Inputs: The prover P has a witness (m,r) € [0, B] x Zy such that
C=g¢™-h" mod N.

The verifier V only knows C. P and V first send C' in the subgroup of 2*-th
residues by computing ¢ = 2" mod N.
1. P chooses u & [0,22*B], v & [0,2?* N] and computes

a= gzk'“ 12" mod N

which is sent to V
2. V sends a random challenge e <~ [0,2* — 1] to P
3. P computes the following response components over Z

z=ut+e-m
y=v+te-r
4. V accepts if Jy(c) = Jy(a) =1,
a-c® = ng'Z 1% mod N (18)

and z € [0,22*B]. If any of these conditions does not hold, V' rejects.

® They assume that ged(p’, q') = 1 to make sure that the subgroup of 2%_th residues
is cyclic. Moreover, the computational soundness of their proof system requires that
p’ and ¢ have no prime factor smaller than 2*.
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A.2 More Detailed Comparisons with [24]

In order to provide a fair comparison with our construction, we assume that the
plaintext m is as large as possible and that B = 2 — 1. When the protocol is
made non-interactive using the Fiat-Shamir heuristic, the prover only needs to
send (e, z,y), which takes 5\ + k + log N bits (namely, A bits for e, 2\ + k bits
for z and 2X 4 log N bits for y).

In the Y-protocol of Section 3.1, the prover only needs to send 2\ + k +log N
bits as the prover’s response z € Zgi+r, y € Zjy fits in k + A + log N bits when
7 > A. For A = 128, we thus save 48 bytes for a proof of plaintext knowledge.

When it comes to applying the Naor-Yung transform, adapting the construc-
tion of Xue et al. so as to prove plaintext equalities requires a prover sending
(e,2,91,Y2), where e costs A bits; z takes 2\ + k bits while y; € [0,22* N;] and
y2 € [0,2*2N,] require at least 2A + minye (0,13 (log N}) bits each. This leads to
a proof of plaintext equality 7wyy comprised of TA + k + log Ny + log N7 bits.

Our X-protocol of Section 4.1 only requires the prover to send 2\ + k +
log No +1log N; bits, which saves 5\ ~ 640 bits in terms of communication at the
128-bit security level. Moreover, it does not introduce any other intractability
assumption than the one that underlies the IND-CPA security of the scheme.
We finally remark that the CCA2-secure encryption scheme described in Sec-
tion 5 has a faster encryption algorithm than the one obtained by applying
the Naor-Yung transform to the scheme of [24] because the underlying IND-
CPA system is faster. Indeed, [24] requires full-fledged modular exponentiations
h" mod N with 3072-bit exponents r € Zy. The scheme of Section 2.5 only re-
quires k+ 7~ k+ A < % - log N modular squarings, where the last inequality
holds because k£ must be smaller than % -log N — X for security reasons. If an
exponentiation A" mod N is computed via a standard square-and-multiply algo-
rithm, it is roughly 6 times (on average assuming that r has Hamming weight
~ log N/2) as expensive as computing 52" mod N for relevant parameters in
our setting.

B Deferred Proofs

B.1 Proof of Lemma 4.3

Proof. If a prover A has non-negligible probability ¢ of coming up with a valid
non-trivial proof (i.e., that differs from the pair (x,7) obtained from the simu-
lator Sz), we can build an extractor £ that computes a witness satisfying either
condition (i) or condition (ii) in the statement of the lemma. The extractor pro-
ceeds by rewinding A at most once and applying Lemma 2.9.

Algorithm & runs algorithm F 4 (1*) of Figure 1 using random coins p. When
executing A, F 4 internally runs a wrapper A’ for A which takes care of simu-
lating S; and Sy using the randomness p supplied by F 4 together with random
hash values hi,...,hg, ¢ [0,2* — 1]. During the simulation, A’ uses p and
hi,...,hgy to simulate random oracle queries via S;. Simulating S, consists in
providing A with a simulated proof m = (e, 2, yo, y1) for a statement consisting
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of public keys pky, = (No, k, 7, go) and pk, = (N1, k,7,91) and a pair of cipher-
texts (Co,C1) € JIn, X Jn, of A’s choice. To simulate this proof, A’ chooses
e & 10,2) — 1], 2 & Zokir, Yo < Ing, Y1 & Jn,, computes

okt okt

Ao=Cy° g5 - Y5 TmodNo, A =C1° g} - vi mod N;

and programs e = H(pko, pky, Co, C1, Ao, Al). If H was already defined for this
input, the wrapper A’ aborts the execution of A and uses (0, L) as a replace-
ment for A’s output. This occurs with probability Qg /2 since the simulated
pair (Ao, A1) has min-entropy at least 3, ¢, 13 logp;g; > A due to the random-

ness of y%kh mod Ny and 32" mod M.

A successful adversary A is then expected to come up with a statement
x* = (pkg, pky, C§, CT), which comprised of public keys (pkg, pk;) and cipher-
texts (CF,CT) of A’s choice, together with a proof of plaintext equality w* =
(e*, 2%y, yt) € 10,2% — 1] X Zorsr X Jn, X Jn,. At this point, A’ aborts and
replaces A’s output by (0, L) if #* is not a valid proof or if (a*,7*) € T. Oth-
erwise, it computes

* *

Ay =y gi -y mod N Ap=c gy mod N
o= %o “90 Yo mod No, 1= U1 91 Y mod [Vy

which satisfy e* = H(pko, pki, Cy, CT, AG, A{).

If (pkg, pky, Af, A7) = (pko, pky, Ao, A1), then € can stop the execution of F 4/
after line 3 since it has broken the quasi-uniqueness of the Y-protocol. Indeed,
since

€= H(pk07 pk1> COu 017 AOa Al) = H(pk07 pk17 057 C;a 67 AT) = 6*,

F 4 has obtained two transcripts (Af, A%, e*, 2, y&, v7), (45, AT, e*, z,y0,y1) that
differ in (z,y0,y1) # (2,943, y7) without even rewinding A. By Lemma 4.2, this
directly reveals a prime factor of either Ny or Ny to £.

If (pky, pkl,Ag,A{) # (pko, pkl,AO,Al), we know that the hash value e* =
H(pko, pk;, Cy, CF, Ag, A{) was not programmed by the NIZK simulator. Then,
A’ aborts and replaces A’s output by (0, L) if A did not query H on the relevant
input (pkg, pky, C§, Ct, Af, AY). Since H is a random oracle, this is only possible
with probability 1/2*. Otherwise, by replaying A’ using the forking lemma and
exploiting Lemma 4.1, F 4, will be able to compute a witness.

When applying the forking lemma, we define J € [0, Qg] to be the index of
the random oracle query H (pkg, pky, C§, CT, A, A7) among H-queries and we set
J =0if A" aborted. If J > 1 (we call acc the probability that this happens), Fu
runs A’ a second time using the same random tape as in its first execution. In the
second execution, A’ forks on H at the J-th query H(pkg, pky, C§, CT, Af, AT)
and, from this point forward, uses fresh random oracle values h';, ..., hg, &
[0,2)‘ — 1]. The first J — 1 random oracle queries obtain the same responses
hi,...,hy_1 as in the first execution. We denote the two related executions by
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(J, (x*, (A}, A7), e*, (2%, y§, y{))) — A1, (hy, .. ., how); pA), and

(J', (@™, (AG AT, e, (27, 455, ut)))
— A (hy,oo by, B b, )i pa)-

Lemma 2.9 tells us that, with probability

frk > acc - <acc — 1) ,
2

the two executions are such that J = J' > 1 and e* = hy # hy = ¢**. In this
case, we must have x* = 2** (so that the statement is (pk,, pky, Cg, CT) in both
executions) and (Af, A}) = (A§*, Ay*). This provides Fy with two X-protocol
transcripts for the same (pkg, pkq, CF, CT, Af, A%) and distinct challenges e* #
e**. Using these outputs of F 4/, algorithm &£ can either extract a witness showing
plaintext equalities or a non-trivial factor of Ny or Ny, by the same arguments
as in the proof of Lemma 4.1.

We now assess £’s success probability and assume that acc > (Q+1)/2* £ v
so as to have v? — acc - v < 0. This implies

acc? acc) 1
frk> | — — — | = — - (acc® — acc- v
N <QH 22 Qn ( )

Z on (acc® — 2acc- v+ v?) = QLH (ace —v)* .
Now, acc is exactly the probability e decreased by the probability that A’ has
to abort in the first execution of A (because of a collision on H when simulating
Sz) or because A managed to forge a proof without asking the relevant hash
query H(pkg, pky, C5,Ct, Af, AT). Since H is a random oracle, we then have
acc = ¢ — (Qm + 1)/2*, which satisfies the condition acc > (Qg + 1)/2* if € is
non-negligible. a

B.2 Proof of Lemma 5.3

Proof. In the random oracle model, assuming that F5 occurs with non-negligible
probability, we build a PPT algorithm By that has non-negligible advantage in
factoring an RSA modulus N = pq, where p and ¢ are of the form p = 2¥p’ + 1
and ¢ = 2¢’ + 1 for odd integers p’, ¢’ such that p = 5 mod 12, ¢ = 7 mod 12 and
ged(p’, ¢') = 1. We construct By using the knowledge extractor of the simulation-
extractable NIZK proof of plaintext equality.

Algorithm B, generates a public key PK by first choosing a random b &
{0,1} and setting N, = N. Then, it generates N1_, = p1_pq1—p by choosing pi_;
and ¢1—p as in the real key generation algorithm. It generates ¢, € Jy, by choos-
ing a < Z% and setting g, = 3a® mod N. Then, it sample a random generator
g1-p of J,_, and feeds A with a public key PK containing pk, := (No, k, 7, go)
and pky := (N1, k,7,91). At the outset of the experiment, By chooses a random
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i® ¢~ [1,Q)] as a guess for the first occurrence of event Fy in a decryption query.
Then, By interacts with A in the same way as the challenger of Games does.

During its interaction with A, By simulates the random oracle in the stan-
dard way using lazy sampling. It answers all decryption queries using sky_; =
(P1—b, G1—b> D _p, 4} _,)- If the challenge phase occurs before the i°-th decryption
query, Bs creates a challenge ciphertext by first choosing so <~ Jn,, s1 <= I,
and computing

x _ mi-pg 2kt x _ mg  ok+T
Ob =9 *Sp mod Nba Cl_b =91_p S1—-b mod Nl—b

Then, By computes 7}y as a simulated proof for the statement (pky, pky, C§, CT),
which is used to form the challenge ciphertext C* = (C§, CT, wyy) that is given
to A. We note that C* is distributed as in Games.

At the i°-th decryption query (C§,CY,mRy), B2 halts and interprets «° =
(pkg, pkq, C§, CY) and 7Ry as the output of a malicious prover in the simulation-
extractability experiment. By Lemma 4.3, there exists a PPT extractor £ that
outputs a witness with probability Q%; (e —(Qu + 1)/2)‘_1)2 if £ denotes A’s
probability to send a valid decryption query (C§,CY, Ry ). The extracted wit-
ness is either a tuple (m°, w§,wy) € Zor x Ly x Zy, such that Cf = g

k k
w$? mod Ny and CF = g7 -w$? mod N; or a prime factor of either Ny or Nj.

If the i°-th query (C§, CY, 7Ry ) involves ciphertexts C§ and C7 that encrypt
distinct messages, the witness obtained by the extractor £ can only be a non-
trivial factor of Ny or Njy. Since the uniform choice of i® € [Q] is independent
of A’ view, the probability that i® is indeed the index of the first occurrence
of F5 is 1/Q. In this case, since all earlier queries were made on ciphertexts
(Co, C1,ny) such that Cy and Cy decrypt to the same plaintext, the secret key
bit b € {0,1} has remained independent of A’s view until the i°-th decryption
query (and thus during the entire interaction of By with A4). Hence, with prob-
ability 1/2, the extracted factor is a factor of N, = N. The overall probability

that this happens is then ﬁ (e—(Qu+ 1)/2)"1)2 if € = Pr[F5].
By running the extractor of Lemma 4.3, By thus obtains a factor of N with
probability m - (Pr[F5] — (Qu + 1)/2)‘*1)2, which yields the stated upper

bound for Pr[F5]. O

C Straight-line Extractability via Fischlin’s Transform

In some applications, it may be useful to have NIZK proofs where the knowl-
edge extractor does not have to rewind. Fischlin’s transform [13] provides such
a straight-line knowledge extractor at the expense of somewhat longer proofs.
The transform uses a random oracle H : {0,1}* — {0,1}* and proceeds
with p = O(M\/log\) parallel repetitions of a X-protocol with a polynomial-
size challenge space C. In short, the prover computes the first X-protocol mes-
sages (A1,...,A,) of each parallel repetition and obtains a common hash value
h = H(x,(A1,...,A,)), where z is the statement (comprised of the ciphertext
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and the public key here). For each repetition i € [p], the prover then computes
responses (z;;,%;;) for multiple challenge candidates j € C until it finds a X-
protocol transcript (A;, j, (25, ¥i;)) for which the first b bits of H(h, 1, 7, (25, ¥i;))
are zeroes, for some parameter b = O(log A). The NIZK proof then consists of
a tuple m = ((Ai)ie(p)s (Ji)iel)> (Ziji» Yij, )ie|p)) Where, for each index i € [p],
ji denote the first j; € C such that H(h,i,ji, (2ij,,9i5,)) = 0° | hi for some
h. € {0,1}*7°. The straight-line knowledge extractor proceeds by inspecting
the list of random oracle queries and relies on the observation that, with over-
whelming probability, there is at least one repetition i* € [p] for which the
prover has made at least two random oracle queries H (h, %, jix, (Zirjx» Yirjir )5
H(h,1*, jis, (zi+j:, , yi=j, ) for distinet ji«, ji. € C before obtaining an output
that begins with the all-zeroes string 0°.

In order to apply this transform and prove plaintext knowledge while en-
abling straight-line extraction, we can use a smaller parameter 7 in the encryp-
tion scheme. Indeed, the proof of Lemma 3.1 does not require 7 to be larger
than the security parameter but only requires 7 > log |C| — 1 to make sure that
T —d > 0in (11). The analysis of Chen and Lindell [8, Section 4] shows that
7 = b+ 6 always suffices in practice. Hence, 7 = 12 is enough when b < 6.

Each parallel repetition requires the prover to send 2log N + 27 + k bits if we
use our X-protocol of Section 3.1. For the same challenge space C of size = 27,
the X-protocol of Xue et al. [24] (which is recalled in Appendix A.1) requires
2log N + 37 + 2\ + k bits of communication at each repetition. We thus save
2X 4+ 7 bits (which is at least 260 for A = 128 since 7 = 4 never suffices as shown
in [8, Section 4]) per repetition. Our version of the JL scheme and the protocol
of Section 3.1 thus offer significant savings as the number of parallel repetitions
should be p > 26 if b = 5 due to the constraint p-b > A.

Moreover, as explained in Appendix A.2, we obtain a faster prover. Indeed, at
each iteration, the first Y-protocol message is of the form A = g* 02" mod N ,
where k + 7 < log(N)/4, while [24] computes A = g2 - h2"** mod N for an
exponent v chosen uniformly in [0,2**7N]. For each iteration, this amounts
to replacing a modular exponentiation (th)“ mod N with (A + 7 + log N)-bit
exponents v by 7 modular squarings allowing to compute (02’“)27 mod N.
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