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INTRODUCTION

Calling and texting friends, searching online, running with smart
watches, talking to virtual assistants, and tracking sleep patterns:
Digital devices gather and share an increasingly detailed picture of
our lives.

In the last decade, the ability to collect and store personal data
has exploded. This collection is growing exponentially: 90% of all
the data circulating on the Internet were created less than two years
ago [1]. With two thirds of the world population having access to the
Internet [2], electronic medical records becoming the norm [3], and
the rise of the Internet of Things', this is unlikely to stop anytime
soon. Collected at scale from financial or medical services, when
filling in online surveys or liking pages, this data has an incredible
potential for good. It drives scientific advancements in medicine [4],
social science [5, 6], and Al [7], and promises to revolutionize the
way businesses and governments function [8, 9].

At the same time, the large-scale collection and use of detailed
individual-level data raise legitimate privacy concerns. The recent
backlashes against the sharing of NHS [UK National Health Service]
medical data with DeepMind [10] and the collection and subsequent
sale of Facebook data to Cambridge Analytica [11] are the latest
evidences that people are concerned about the confidentiality,
privacy, and ethical use of their data. In a recent survey, more than
72% of U.S. citizens reported being worried about sharing personal
information online [12]. In the wrong hands, sensitive data can be
exploited for blackmailing, mass surveillance, social engineering?,
or identity theft. Misuse of data, and privacy breaches are on the rise,
increasingly damage public trust in this economy. 91% of Americans
and 80% of Europeans believe that they lost control over their
data [13, 14].

DIGITAL PRIVACY
information collected nowadays is unprecedented, this collection is

While the speed and amount of personal

! The Internet of Things
(IoT) refers to the
billions of physical
devices connected to the
Internet worldwide,
collecting and sharing
data. These devices
range from simple
sensors to smartphones
and wearables.

? Social engineering is
the use of deception to
manipulate individuals
into performing actions
or divulging confidential
information, usually
through technology.
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? 'The Article 17 of the
ICCPR provides “no
one shall be subjected
to arbitrary or unlawful
interference with his or
her privacy, family,
home or
correspondence”.

* The Article 8 of the
ECHR provides
“Everyone has the right
to respect for his
private and family life,
his home and his
correspondence.”.

INTRODUCTION

nevertheless regulated through a growing series of privacy laws and
cases worldwide.

The right to privacy is a fundamental right, upheld both by
international and national human right laws. The Article 12 of the
Universal Declaration of Human Rights, adopted in 1948, proclaims:

“No one shall be subjected to arbitrary interference
with his privacy, family, home or correspondence, nor
to attacks upon his honour and reputation. Everyone
has the right to the protection of the law against such
interference or attacks.”

with similar provisions in the International Covenant on Civil and
Political Rights® and the European Convention on Human Rights
(ECHR)*.

Yet privacy is a broad term, historically rooted at the intersection
of personal rights, social rights, and technology, delineated by
studies ranging from law reviews [15-18] to technical research in
secure communications and security [19-21], and not a modern
concern. In response to privacy-invading practices and technologies,
Warren and Brandeis, e.g., argued in 1890 for a broad legal
protection of privacy, instituting “the right to be left alone as the
foundations of individual freedom [22]:

“Recent inventions and business methods call attention to
the next step which must be taken for the protection of the
person, and for securing to the individual [...] the right ‘to
be let alone’. [...] Numerous mechanical devices threaten
to make good the prediction that what is whispered in the
closet shall be proclaimed from the house-tops.”

At the US Supreme Court in 1928, Brandeis further argued for a
constitutional right to privacy in Olmstead v. United States [23],
dissenting from the majority opinion. The court later overturned
the ruling in 1967, in the case Katz v. United States, and shaped
the legal rights to privacy by defining a “reasonable expectation of
privacy” and concluding that what an individual “seeks to preserve as
private, even in an area accessible to the public, may be constitutionally
protected” [24].

While these laws provide a general framework for privacy, there
is a growing need for modern principles, standards and practices
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to support the right to privacy in the digital age [25]. Recent
data protection regulations specifically aim to strengthen our rights
regarding the use of electronic devices and services as well as how
digital personal data are shared and to whom. In Europe, the Data
Protection Directive from 1995, followed by the E-Privacy Directive
in 2002, and the recent General Data Protection Regulation in
2018 directly target digital privacy and created specific regimes for
processing and disclosing personal data. In the US, digital privacy
is not regulated at the federal level and lacks a comprehensive data
protection framework. Few privacy laws govern specific sectors,
such as health data® or data for children under thirteen®. Some
states have passed further regulations such as the recent California
Consumer Privacy Act (CCPA), aiming to protect privacy rights.

PERSONAL OR ANONYMOUS DATA? A core legal and
technical issue beneath modern data protection regulations is:
what data are personal data? Some regulations explicitly propose
a ready-made list of information that could identify individuals.
The HIPAA privacy rule, e.g., lists 18 identifiers: name, address,
dates, phone and fax numbers, email address, social security number,
medical record number, health plan beneficiary number, account
number, certificate or license number, any vehicle or other device
serial number, Web URL, IP address, fingerprint or voice print,
photographic image, and any other unique identifying number,
characteristic, or code [26].

Regulators instead often opt for a conservative definition. In
Europe, the recent General Data Protection Regulation (GDPR)
provides in Article 4: “an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of
that natural person” [27].

Technically, the answer is continuously revisited as new types of
data emerge and new methods to identify and track individuals are
developed. Some data, such as the total population of the United
States, are obviously non-personal. Some data, such as a social
security number or a passport number, are obviously personal.
The frontier between obvious anonymous and personal data is

13

® The Health Insurance
Portability and
Accountability Act
(HIPAA), enacted in
1996, regulates health
insurance and medical
data sharing.

§ The Children’s Online
Privacy Protection Act
(COPPA), enacted in
1998, regulates to the
online collection of
personal information for
children under thirteen.
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thin and changes over time. For example, IP addresses, unique
number assigned statistically or dynamically to every device online,
have long been considered public non-personal information. The
European Court of Justice instead ruled in 2017 that IP addresses
constitute personal data, since ISPs or websites can combine an IP
address with additional data to identify the device owner.

Drawing a line between anonymous and personal data is
therefore a crucial and challenging task. The GDPR, e.g., only
regulates personal data, “any information relating to an identified
or identifiable natural person” (Article 4). It does not apply to non-
personal data, concluding in Recital 26 that “The principles of data
protection should therefore not apply to anonymous information,
namely information which does not relate to an identified or
identifiable natural person or to personal data rendered anonymous
in such a manner that the data subject is not or no longer identifiable.”

In 2015, Cambridge Analytica’s detailed psychometric profiles,
later used to target US voters, were collected “anonymously”
from Facebook [28]. In 2016, journalists re-identified German
public officials and exposed their medical information and sexual
preferences, in the deemed-anonymous browsing habits of more
than three million German citizens, sold by the Web of Trust
(WoT) browser extension[29]. In 2017, a dataset of 123 million
U.S. households was accidentally put online by Alteryx. The data
comprised 248 attributes, including street addresses, demographics,
finances and information pertaining to participants’ children.
Alteryx later claimed that the breached files were anonymous and
did not “pose a risk of identity theft to any consumers” [30].

While
certain data are undisputedly not personal, researchers have now
exposed a large body of seemingly innocuous, “anonymous” data
that can actually be re-identified [31]. For example, demographics
such as postal code, date of birth, or gender alone are not unique
enough to identify individuals, yet together often form a unique
fingerprint [32, 33]. In the recent field of re-identification science [18],
multiple empirical studies have demonstrated how few external
information can help identify individuals inside demographics data,
mobility traces, credit card transactions, surveys of installed mobile
apps and movie ratings, or genome wide association studies [34-41].
Researchers have also showed how to train statistical models, from
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disclosed sample of records, to estimate the population uniqueness,
the fraction of uniquely identifiable individuals in the complete
population [32, 33, 42-44].

Legally, there should be little ambiguity. Modern data protection
regulations clearly distinguish simple data pseudonymization from
true anonymization. Three conditions for a dataset to be anonymous
have been set forth by the EUs Working Party 29: one cannot
(i) single out an individual, (ii) link records relating to an
individual, and (iii) infer information concerning an individual [45].
Pseudonymization, simply replacing all identifiers (e.g., phone
number, names, email address) by pseudonyms so that “the data can
no longer be attributed to a specific data subject without the use of
additional information” [27], does not necessarily yield anonymous
data.

In response to these concerns, this thesis constitutes, firstly, a
critical review of how data anonymization practices are currently
evaluated, spanning from disclosed medical and demographics
microdata to high-dimensional datasets, as well as methods to
release aggregated statistics instead of the raw data. This thesis
builds, secondly, new models and frameworks to estimate the
anonymity of data collections and suggests modern ways to release
sensitive personal data while limiting privacy breaches.

OUTLINE AND CONTRIBUTION The present introduction is
followed by an overview of the research on anonymity (Chapter 3),
with a specific focus on de-identification and re-identification of
personal data (Chapter 4).

Chapter 5 provides a critical response to the current framework
used to de-identify and anonymize personal data. Anonymizing
datasets through de-identification and sampling before sharing
them has been the main tool used to address the privacy concerns
associated with sharing sensitive socio-demographic, medical, or
financial data. We propose a generative copula-based method that
can accurately estimate the likelihood of a specific person to be
correctly re-identified, even in a heavily incomplete dataset. Our
results suggest that even heavily sampled anonymized datasets are
unlikely to satisfy the modern standards for anonymization set forth

15
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by GDPR and seriously challenge the technical and legal adequacy
of the de-identification release-and-forget model.

Chapter 6 proposes a theoretical model for anonymity. Without
legal or practical access to the data, auditing data collections to
verify whether the data are really anonymous is impractical. This is
especially true for present and future collections where no collected
data is available. First, using a Bayesian nonparametrics approach,
we propose a general model, the PY model, that governs the
uniqueness of individuals and the correctness of re-identifications.
We validate its universality across a wide range of data collections,
from tabular data (census and surveys) to high-dimensional set-
valued data (mobile app usage, mobile phone and shopping patterns)
showing that, in each case, we accurately predict the re-identification
patterns. Second, combining few information-based statistics and
linear optimization methods on the entropic cone, we show how
data owners, data protection authorities, and policymakers can
now accurately evaluate whether specific data collections will be
anonymous or not.

Chapter 7 discusses the present and future privacy-conscientious
solutions for data controllers to collect and disclose insights
from personal data, without breaching participants’ anonymity,
highlighting the research directions requiring further work. In
Chapter 8, we demonstrate the concerns associated with such
modern privacy-preserving platforms, using Diffix, a privacy-
preserving database, as an example, calling for better theoretical and
practical guarantees for releasing personal data. In Chapter 9, we
finally show how aggregated insights can be derived from sensitive
personal data using bandicoot, a toolbox for mobile phone metadata,
as an example.

This thesis contains work from publications I co-authored during
the past four years, including:

 Yves-Alexandre de Montjoye, Luc Rocher, and Alex Sandy
Pentland. bandicoot: a Python Toolbox for Mobile Phone
Metadata, J. Mach. Learn. Res. 17, n. 175 (2016), pp. 1-5.

o Yves-Alexandre de Montjoye, Ali Farzanehfar, Julien M
Hendrickx, and Luc Rocher. Solving artificial intelligence’s
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privacy problem, Field Actions Science Reports n. 17 (2017),
pp- 80-83.

o Yves-Alexandre de Montjoye, Sébastien Gambs, Vincent
Blondel, Geoffrey Canright, Nicolas de Cordes, Sébastien
Deletaille, Kenth Enge-Monsen, Manuel Garcia-Herranz,
Jake Kendall, Cameron Kerry, Gautier Krings, Emmanuel
Letouzé, Miguel Luengo-Oroz, Nuria Oliver, Luc Rocher, Alex
Rutherford, Zbigniew Smoreda, Jessica Steele, Erik Wetter,
Alex Sandy Pentland, and Linus Bengtsson. On the privacy-
conscientious use of mobile phone data. en, Sci Data 5 (Dec.
2018), p. 180286.

 Andrea Gadotti, Florimond Houssiau, Luc Rocher, Benjamin
Livshits, and Yves-Alexandre de Montjoye. “When the Signal
is in the Noise: Exploiting Diffix’s Sticky Noise”, USENIX
Security Conference Proceedings. 2019. Andrea Gadotti,

Florimond Houssiau,
o Luc Rocher, Julien M Hendrickx, and Yves-Alexandre and myself contributed

de Montjoye. Estimating the success of re-identifications  equally to the research.
in incomplete datasets using generative models. en, Nat.
Commun. 10, n. 3069 (July 2019).

as well as current research projects not published at the moment.
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BACKGROUND AND PRINCIPLES






WHY ANONYMITY MATTER?

In the digital age, an ever increasing portion of our lives is being
routinely recorded [51]. While in 1790, the first U.S. census asked
only four questions [52], modern data collection from governmental
and private-sector organizations now produce detailed individual
profiles of our behaviours. US governmental agencies maintain more
than 2,000 databases of personal data [53]. The data broker Acxiom
claims to have files on 10% of the population worldwide, with
about 1,500 pieces of information per consumer [54]; Experian, an
international credit rating agency, is also known to have gathered
fine-grained demographic data on over 90% of the US population
and over 80% of the UK population [55]. This large scale hoarding
of personal data is driven by an ever growing desire to a fine
grained understanding of customers and citizens, allowing targeted
intervention and marketing [51].

Personal and behavioural information can now be collected
through a variety of means. Data can be aggregated from third
parties, such as banks, credit rating agencies, and health care or
insurance companies. Data can be collected actively, by answering
surveys and census, or uploading photos and texts to social media.
It can also be collected passively—typically without the person’s
knowledge or explicit consent—, such as with location traces from
the metadata of photos uploaded to social media, mobile phone
records (CDR and xDR), shopping patterns in loyalty or credit
cards, or voting profiles when using apps, “liking” pages or tweets,
or simply online browsing patterns available to ISPs, websites, or
eavesdroppers [54, 56].

The unbridled collection of our personal data by a multitude of
agents is not without its failures. In the recent years, the number of
data leaks either incidental or provoked has exploded (3 billion user
accounts from Yahoo, 500 million passport and credit card details
from Marriott, 143 million demographic profiles of US residents
from Equifax, 540 million records from Facebook users, and many
more) [57-59]. With the ever increasing granularity of the data,
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every leak leads to an increasing risk of blackmail, discrimination,
harassment, and financial or identity theft. Joined together, this
mass of data—the “database of ruin” as coined by Paul Ohm—
gives malicious entities access to detailed digital fingerprints of our
behaviours, leading to easy re-identification of personal data [18].

3.1 INFORMATION COLLECTED ONLINE AND OFFLINE

Past and current research on tracking and fingerprinting have
exposed how our digital behaviours leave countless breadcrumbs
behind, which together can form a detailed profile of virtually
everyone [18]. In this section, we review some of the most important
sources and collections of sensitive behavioural information. We
also discuss the mitigation strategies that have been proposed to
reduce, but often not suppress, the risk of exposure.

3.1.1 Web search

Barbaro and Zeller showed in 2006 how to link few AOL search
queries to individuals and released publicly the identity of a
correctly re-identified user, Thelma Arnold [60]. Collected at scale,
search queries can reveal the demographics, financial situation, and
medical conditions of users [61, 62]. A number of techniques have
been proposed to address the problem of (online) search privacy,
including proxies and anonymizing networks such as Tor [63],
or query obfuscation [64, 65]. However, none of the obfuscators
proposed in the literature currently provide an acceptable privacy
and some can even be thwarted by simple adversarial approaches [64,
66].

3.1.2  Web browsing

The collection of personal information online does not stop at search
queries. Modern civilian communications network are by design
very open: Internet is a public network, and routing information
is easily accessible to passive observers. Eavesdroppers, such as
governments and ISPs, can monitor who exchanges packets with
whom, at scale using, for instance, Deep Packet Inspection [67].
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Secure encrypted protocols, such as HTTPS (a encrypted
layer over HTTP) have been designed to hide the content of
communications. However, researchers have shown that it is still
possible to infer information about the web page or the content.
Specific webpage often generate a unique fingerprint in term of
page size, network packets, etc. This has been used to identify web
pages with high likelihood and is still hard to protect against [68—
71]. Side-channel attacks on HTTPS compression can further help
identify protocols, parts of the communication [72-75], or even
VoIP conversations [76].

3.1.3 Anonymous communications

Protocols such as HTTP(S) do not hide the identity of the sender
and receiver of a communication, therefore revealing sensitive
information to an eavesdropper (e.g., who connects to which
online platform, when, where, etc.). In response, systems to achieve
anonymous communications have been developed to protect not
only the content, but also the route of the communication, and
conceal the identity of the sender and receiver of a network packet.
They include a wide range of techniques, from proxies and VPNs
(one trusted intermediary) to mix network (a complex network of
relays obfuscating the path of packets, such that no single relay
knows both source and destination of a packet) [63, 77, 78]. Based
on onion routing (a variation of mix networks, using circuit-based
routing), Tor is for instance used by 2-3M people daily' to connect
to the Internet anonymously.

However, different techniques have been designed to identify
one’s communications, even if they use such anonymizing systems.
Proxies and VPN, besides abiding to the legal framework of their
registration country, are also vulnerable to the same side-channel
attacks we mentioned above: identifying websites or web pages using
unique fingerprints, or decoding parts of the content.

For mix networks, the first entry points, the gateways, are often
public or easy to identify. Once gateways are known, different side
channel attacks have been proposed to track packets, either using
Sybil relays [79], sets of relays controlled by the same malicious

The Tor Project reports the estimated number of directly-connecting clients each
day at https://metrics.torproject.org/userstats-relay-country.html.
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entity, or leveraging routing information from outside the network.
An attacker can observe or manipulate latency and congestion to
link packets on both side of the network [80-82]. They can correlate
TCP traffic based on few compromised nodes in or outside the
network [83-85]. Furthermore, while DNS requests are now routed
through the Tor network, entities such as Google’s DNS resolver,
observing almost 40% of all DNS requests exiting the Tor network,
could use DefecTor attacks [86] to determine the website that a Tor
user is visiting. Finally, passive powerful attackers, with control of a
large portion of the network, will always be able to identify users
of mix networks [84]. While running large-scale Sybil attacks on
the Tor network—and breaking its anonymity—is supposedly hard
and costly, attacks to identify’ and compromise® Tor users have
been successfully launched by organizations such as the NSA in the
past [87].

3.1.4 Cryptocurrencies

Another class of anonymity networks, cryptocurrencies, have raised
concerns about the confidentiality of transactions. By design,
cryptocurrencies such as Bitcoin log the complete history of all
transactions in a public registry. By linking addresses with known
identities, it becomes possible to identify individuals’ transactions or
purchases, by using online transactions [88] or crawlers that search
social media for BTC addresses [89].

To protect against such easy re-identifications, cryptocurrency
users may employ multiple addresses for different purposes, but
researchers have shown that heuristics can easily identify all the
addresses used by the same individual [90, 91]. It is even possible
to link the Bitcoin users’ public keys to their IP addresses with
an accuracy ranging from 11 to 60% depending on the attack
scenario [92].

Coin mixing services have been proposed to prevent Bitcoins
from being traced, but have shown to be easily thwarted [88]. In
response to this concerns, cryptocurrencies such as ZeroCoin or
Monero have been developed to provides anonymity by design using
zero-knowledge proofs [93] yet a recent study showed that Monero’s
“mixin sampling strategy” might be vulnerable to “chain-reaction”
de-anonymization attacks [94].
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3.1.5 Online fingerprinting

On a digital device, private browsing mode and extensions were
thought to effectively block or delete cookies, and prevent websites
from assigning a unique identifier to a device [95]. Yet many
browser fingerprinting techniques have been devised to uniquely
track devices without cookies. These techniques use the rich
Javascript APIs, HTTP headers, WebGL and GPU features, or
installed plugins [96-99]. Disabling scripts, audio, or canvas
fingerprinting [100], spoofing the behaviour of other devices [99],
or techniques to randomize fingerprints [101] have been proposed
to limit web profiling. Vastel et al. showed that state-of-the-art
fingerprinting countermeasures can still be classified as genuine
or altered, potentially reducing the impact of such measures [95].
However, Gomez-Boix et al. also showed that browser fingerprints
are actually less unique than reported in the past, reducing the
effectiveness of device identification [102], and questioning the
effectiveness of such methods.

3.1.6 Mobile devices

Even without a cookie or device fingerprint, individuals can still
be identified by their behavioural usage of digital tools or services.
The way we move around [36], purchase goods [37], or use
mobile apps [41] render us unique in very large populations.
de Montjoye et al. showed that four data points—approximate
places and times where an individual was present—were enough
to uniquely re-identify 95% of users in a mobile phone dataset
of 1.5M people [36] and 90% from the credit card transaction
records of 1.1M individuals [37]. The simple combination of
home and work location is often sufficient to correctly identify
individuals [103]. Researchers have shown that mobile phones pose
further privacy concerns: installed Android or iOS apps uniquely
identify most mobile devices [41, 104]; the devices leak many unique
identifiers, such as their MAC address (even with MAC address
randomization) [105], and broadcast a partial list of previously
connected WiFi access points, which can be used to uniquely
identify them and track their past locations [106].
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Information can be further collected from a wide range of
other electronic devices: unique driving style can help identify
drivers [107]; poor security practices let Internet of Things (IoT)
devices, home appliances, and CCTV cameras openly accessible
online [108]; smart meters, providing high resolution usage data to
electricity or gas providers, reveal sensitive details about users [109,
110] and require complex privacy-preserving methods to protect
participants’ data [111, 112].

3.1.7 DNA tests

Finally, tracking and fingerprinting can even happen physically.
Consumer ancestry tests have become a common exercise, with
more people taking tests in 2017 than in all previous years combined.
An estimated 12 million tests having been performed by companies
such as Ancestry.com or 23andMe [113]. While this has opened the
door to new ventures for paternity tests or personalised medicine, it
has also led to increasing concerns for the privacy risks associated
with the data [114]. Recent research has shown that, contrary to
commonly held beliefs, common aggregation techniques still leave
the data vulnerable to linkage attacks [115, 116]. Even advanced
mechanisms to release data, which we discuss below, can suffer
from scalability or usability issues when applied to genome-wide
association studies [117].

32 SUMMARY

Overall, the recent years have seen an increased awareness of
the risks associated with collecting personal data, both from the
public, policymakers, and researchers. Seemingly innocuous data,
combined together, form precise profiles of individuals and help
uniquely identify them in future data collections.

However, solutions exist to protect anonymity while collecting
data. At the collection level, limited amount of data can be collected
and data can be obfuscated or aggregated to thwart re-identification.
To protect against eavesdroppers and control who access the data,
better privacy-by-design mechanisms can be employed such as
anonymity network. Finally, there is no such thing as risk zero in
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privacy; solutions also come from trust in secure platforms, privacy
developers and engineers, and technologies.






FROM DE-IDENTIFICATION TO
RE-IDENTIFICATION

De-identification is a broad term used by academics, regulators,
and industry, often with different interpretations. De-identified or
non-personal data generally refers to “data that is not linkable to
either an individual or a device” [118] or not “reasonably linkable”,
according to the FTC’s guidelines [119]. In Europe, the General Data
Protection Regulation (GDPR) strictly differentiates anonymized
data, where identification is no longer possible, and pseudonymized
data, which replaces attributes to reduce the linkability of a
dataset [45].

De-identification methods have been extensively used to prevent
an individual’s information from being linked with them, when
collecting, storing, or releasing their data [18]. The US Health
Insurance Portability and Accountability Act (HIPAA) exempts
researchers who de-identify medical data from numerous strict
conditions, since the data is not personal anymore [120]. Similarly,
in Europe, anonymized data as ruled by the GDPR require no
explicit consent or authorization to be used and disseminated to
third parties [27, 45].

De-identification research traditionally falls in two categories:
firstly, measuring the likelihood to re-identify an individual or
infer information about them from de-identified data; secondly,
designing heuristics to transform personal data in order to render
it anonymous [121]. These tasks have shown to be challenging,
as privacy violations are difficult to quantify. Fully provable
anonymization guarantees are typically hard to obtain without
destroying a significant part of the usability [122, 123], resulting in
heuristics and approximate guarantees.

Note. Modern de-identification techniques, including releasing
synthetic data or differential privacy are discussed in Chapter 7.
This thesis focuses on the de-identification and re-identification
of individual-level data; howevever, a wide range of privacy-
enhancing techniques have been proposed, including secure multi-
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party computation, homomorphic encryption, federated learning,
or trusted execution environment. These topics fall outside of the
scope of this thesis.

4,1 RISK ASSESSMENT

When releasing personal data, two approaches are used to measure
the risk to re-identify participants:

1. similarity metrics capture the similarity of records in the
released data,

2. uncertainty metrics capture the likelihood of false-positive
matches in the complete population where the data comes
from.

4.1.1 Data similarity metrics

Data similarity metrics [124] measure the indistinguishability of
individuals in de-identified data. Intuitively, they ensure that for
every person in an “anonymous” dataset, enough other people share
their characteristics or are close enough to conceal the person’s
identity.

k-anonymity, introduced by Latanya Sweeney in 1998 [125],
measures the highest number k such as identifying someone in the
data always lead to at least k potential matches. The larger k is, the
most difficult it becomes to identify individuals. While k-anonymity
is widely used to share medical data [126], location data [127], or
census data [128]), researchers have since shown that it still exposes
individuals to risks of inference, and consequently developed a large
range of alternative metrics to protect against such inference [129].
k-anonymity does not forbid inference attacks:

I-diversity [130] extends k-anonymity to ensure that in each
equivalence class every attribute has at least / different other values.
t-closeness [131] refines [-diversity, aiming at obtaining equivalence
classes that match the initial distribution of other attributes in the
data.

Different attacks have been proposed against such heuristics:
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HOMOGENEITY ATTACKS Assume that three records share
Bob's characteristics in a medical dataset, all three are
associated with an HIV positive diagnostic. An adversary
might not re-identify Bob’s record yet will correctly identify
Bob's diagnostic. Here, 3-anonymity does not provide any
guarantees against an homogeneity attack.

BACKGROUND KNOWLEDGE ATTACK Males cannot
be diagnosted with endometriosis. In a medical dataset,
Bobs identity matches three potential records, two with
endometriosis and one with a stage IV cancer. An adversary,
armed with Bob’s characteristics, will therefore learn that
Bob has a stage IV cancer. Here, neither 3-anonymity nor
2-diversity will protect Bobs medical diagnostic against a
background knowledge attack.

Overall, these measures are widely used in practice [132],
including in de-identification softwares [133]. Yet researchers argue
that they are only heuristics, falling short of providing any provable
privacy protection [122] and cannot anonymize high-dimensional
data without significant deterioration of the information content [36,
37, 134].

4.1.2  Uncertainty metrics

Uncertainty metrics, on the other hand, are probabilistic measures
of anonymity, attempting to quantify the anonymity of an individual,
their likelihood to be hidden in the overall population. They
measure the probability to correctly identify someone based on the
uniqueness of their characteristics.

Pfitzmann and Hansen define anonymity as “the state of being
not identifiable within a set of subjects”, the anonymity set [135].
Multiple metrics aim to capture this notion, by using the frequency
distribution’ of the anonymity set [136, 137]: large frequency classes
yield high uncertainty, small frequency classes high risk of re-
identification. The entropy of the distribution of anonymity set size
is used to measure the uncertainty of a re-identification [138-140],
as well as the degree of anonymity, the worst-case entropy [136].

Another widely used metric, the uniqueness €, measures the
fraction of individuals with an anonymity set size of one, i.e. who can
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be uniquely identified in the population. It can be calculated exactly
if all data are available, or estimated using statistical methods [32,
44]. The uniqueness has been used to measure the re-identification
of demographics data [32, 33], home and work location data [103],
health data [141], or genealogical trees [142]. Finally, for set-valued
datasets, where each record is associated with a set of data points
(e.g., mobility traces, shopping cart items, credit card transactions),
arelaxation of uniqueness—the unicity ¢ ,—measures the fraction of
records for which p points from their trace uniquely identify them.
The unicity has been used to measure risks in mobile-phone location
data, shopping patterns, or mobile app usage [36, 37, 41].

While both the uniqueness and the unicity can be used to make
precise comparisons, there is no theoretically justified threshold for
acceptable values, though arbitrary values suchase = 0.050re = 0.1
are often used [122].

42 HOW ANONYMITY CAN BE BREACHED

Most breaches of anonymity when collecting, using, or sharing
personal data fall in two categories: membership attacks and
inference attacks.

4.2.1 Membership attacks

In a membership attack, an adversary is able to test whether a specific
person participated in a data collection or belongs to a database,
hence the term “membership”.

Membership attacks are significant privacy issues, e.g., if the data
comprises medical health record with one specific condition or
records from an abortion clinic. In 2008, researchers proved how
to test the presence or absence of individuals in a public genome-
wide association study (GWAS), from aggregated allele frequency
statistics [38]. Their watershed work, based on hypothesis testing
on exact statistics, was then validated [143-145] and improved by
taking into account individual genotypes [39] as well as correlations
within the human genome [146]. It was also extended to microRNA
data [147] or smart-meter data [148].
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Dwork et al. have shown that membership attacks are essentially
always possible as long as enough attributes are released, even if
these are perturbed with a significant amount of noise [149].

4.2.2  Inference attacks

Inference or reconstruction attacks, where the adversary is able
to single out an individual and infer their sensitive attributes, e.g.,
political affiliation or medical condition, represent a further failure
of aggregate data. For instance, the single-nucleotide polymorphism
(SNP) sequences of the participants in the GWAS database studied
by Homer et al. can actually be identified for hundreds of
participants [146] from the published statistics; this attack works
even with rounded and partial statistics.

More recently, researchers developed membership and inference
attacks on aggregate mobility data. Using bespoke human mobility
models, researchers managed to reconstruct the mobility patterns
of single individuals [150, 151]. They also inferred whether a
user’s trace contributed to the aggregates based on simple machine
learning classifiers such as the logistic regression or random
forests [150, 152]. In doing this, they showed how different types of
background knowledge available to the adversary impact the attack
accuracy. In their latest work, the authors study the effectiveness
of several defense strategies including differential privacy and show
that while they can be effective, they usually come at a heavy price
on the utility.

43 DATA TRANSFORMATION TECHNIQUES

To reduce the measured re-identification risks, the process of
de-identifying data typically involves a combination of data
transformation techniques to redact or coarsen the data [141, 153].

In 2011, Matthews and Harel reviewed the standard methods
used to de-identify data [121]. They include the suppression of
directly or indirectly identifying attributes (e.g., deemed if too
sensitive or informative); the suppression of records at random
(subsampling) or following risk heuristics [154]; the suppression of
specific cells [155, 156]. They also include perturbation methods:
perturbing values by adding noise, rounding, or masking [141,
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157, 158]; coarsening the collected data [159]; swapping cells or
partially shuffling variables to add uncertainty while keeping the
marginal distributions unchanged. Finally, hashing can be used to
mask variables and create pseudonyms [160].

Combinations of these techniques are often used in order to
achieve a low re-identification risk, for instance a given k for k-
anonymity, deemed sufficient. Since achieving k-anonymity yet
maximizing utility is NP-hard, greedy and stochastic heuristics have
been developed to obtain k-anonymity while minimizing changes to
the data [126, 161-163].

44 SUMMARY

The research on membership and inference attacks has had an
immediate impact on data sharing practices for aggregate data.
In 2009, considering the vulnerabilities of genomic statistics [38],
research institute worldwide, such as the US National Institutes of
Health, the Broad Institute, and the Wellcome Trust, decided to
apply more restrictive access policies to previously publicly available
summary data [164]. These measures encountered criticism from
the research community, concerned that they “could hamper data
sharing, which has facilitated so many discoveries” [164].

Strong concerns have been raised about the efficacy in general of
the de-identification framework [18, 31, 122, 123, 165]. Numerous
de-identified datasets have been re-identified in the past years, e.g.,
the NIGMS and NIH genetic data in 2013 [40]; the Washington State
Health Data in 2013 [34]; the NYC Taxicab dataset in 2014 [166];
the Transport For London bike sharing dataset in 2014 [167]; the
Australian de-identified Medicare Benefits Schedule (MBS) and
Pharmaceutical Benefits Schedule (PBS) datasets in 2017 [168]. In
an internal study, the US Census Bureau was able to re-identify
a large fraction of its de-identified data and urgently called for
new provable methods to protect participants’ data [169]. Even
proponents of the traditional de-identification framework admit
its failure to protect modern high-dimensional data [170]. Overall,
the lack of fundamental guarantees for de-identification techniques,
the unprecented scale of data being collected and released, and the
wide range of re-identified data challenge the technical and legal
adequacy of the de-identification release-and-forget model.
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MEASURING ANONYMITY WITH FEW OR
NO DATA






ESTIMATING THE SUCCESS OF
RE-IDENTIFICATIONS

De-identification, the process of anonymizing datasets before
sharing them, has been the main paradigm used in research and
elsewhere to share data while preserving people’s privacy [120, 171,
172]. Yet numerous supposedly anonymous datasets have recently
been released and re-identified [18, 29, 36, 37, 122, 167, 168, 173-
177].

Statistical disclosure control researchers and some companies
are disputing the validity of these re-identifications: as datasets
are always incomplete, journalists and researchers can never be
sure they have re-identified the right person even if they found a
match [121, 178-180]. They argue that this provides strong plausible
deniability to participants and reduce the risks, making such de-
identified datasets anonymous including according to GDPR [153,
181-183]. De-identified datasets can be intrinsically incomplete,
e.g., because the dataset only covers patients of one of the hospital
networks in a country, or because they have been subsampled as
part of the de-identification process. For example, the U.S. Census
Bureau releases only 1% of their decennial census and sampling
fractions for international census range from 0.07% in India to 10%
in South American countries [184]. Companies are adopting similar
approaches with, e.g., the Netflix Prize dataset including less than
10% of their users [185].

Imagine a health insurance company who decides to run a contest
to predict breast cancer and publishes a de-identified dataset of
1,000 people, 1% of their 100,000 insureds in California, including
people’s birth date, gender, ZIP code, and breast cancer diagnosis.
John Doe’s employer downloads the dataset and finds one (and only
one) record matching Doe’s information: male living in Berkeley,
CA (94720), born on January 271968, and diagnosed with breast
cancer (self-disclosed by John Doe). This record also contains the
details of his recent (failed) stage IV treatments. When contacted,
the insurance company argues that matching does not equal re-

This chapter includes
work from our article
“Estimating the success
of re-identifications in
incomplete datasets
using generative
models” [50].
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identification: the record could belong to one of the 99,000 other
people they insure or, if the employer does not know whether Doe is
insured by this company or not, to anyone else of the 39.5M people
living in California.

In this chapter, we show how the likelihood of a specific individual
to have been correctly re-identified can be estimated with high
accuracy even when the anonymized dataset is heavily incomplete.
We propose a generative graphical model that can be accurately and
efficiently trained on incomplete data. Using socio-demographic,
survey, and health datasets, we show that our model exhibits a mean
absolute error (MAE) of 0.018 on average in estimating population
uniqueness [33] and an MAE of 0.041 in estimating population
uniqueness when the model is trained on only a 1% population
sample. Once trained, our model allows us to predict whether the
re-identification of an individual is correct with an average false-
discovery rate of less than 6.7% for a 95% threshold (2} > 0.95),
and an error rate 39% lower than the best achievable population-
level estimator. With population uniqueness increasing fast with the
number of attributes available, our results show that the likelihood
of a re-identification to be correct, even in a heavily sampled dataset,
can be accurately estimated and is often high. Our results reject the
claims that, first, re-identification is not a practical risk and, second,
sampling or releasing partial datasets provide plausible deniability.
Moving forward, they question whether current de-identification
practices satisfy the anonymization standards of modern data
protection laws such as GDPR and CCPA, and emphasize the need
to move, from a legal and regulatory perspective, beyond the de-
identification release-and-forget model.

51 SETTING AND MODEL
5.1.1 A Gaussian copula model

We consider a dataset D, released by an organization, and containing
a sample of np individuals extracted at random from a population
of n individuals, e.g., the US population. Each row x® is an
individual record, containing d nominal or ordinal attributes (e.g.,
demographic variables, survey responses) taking values in a discrete
sample space X. We consider the rows x() to be independent
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and identically distributed (i.i.d.), drawn from the probability
distribution X with IP(X = x), abbreviated p(x).

Our model quantifies, for any individual x, the likelihood &,
for this record to be unique in the complete population, and
therefore always successfully re-identified when matched (nullifying
any claim of anonymity in any released “anonymous” data). From
¢,, we derive the likelihood «, for x to be correctly re-identified
when matched, which we call correctness. If Doe’s record x(@ s
unique in D, he will always be correctly re-identified () = 1 and
¢ = 1). However, if two other people share the same attribute (x4
not unique, &, () = 0), Doe would still have one chance out of three
to have been successfully re-identified (x4 = 1/3). We model £, as:

£, = P(xunique in (x(V, ... x™M) | 37, x) = x) (5.1)
= (1-p(x)"™" (5.2)
and «, as:

Ky = P(x correctly matched in (xV, ..., x(") | 3i,x() = x) (5.3)

_11-g/eD
Tl (5.4)

with proofs in Section 5.1.6.

We model the joint distribution of X;,X>,... X, using a latent
Gaussian copula [186]. Copulas have been used to study a wide
range of dependence structures in finance [187], geology [188],
and biomedicine [189] and allow us to model the density of X
by specifying separately the marginal distributions, easy to infer
from limited samples, and the dependency structure. For a large
sample space X and a small number np of available records,
Gaussian copulas provide a good approximation of the density using
only d(d — 1)/2 parameters for the dependency structure and no
hyperparameter.

The density of a Gaussian copula Cs is expressed as:

1

x(u) = VdetX

with a covariance matrix X, u € [0, l]d, and @ the CDF of a standard

exp (- % CD_I(u)To (Z_l -1)- @ (u)) (5.5)

univariate normal distribution.
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Notably, Gaussian copulas take into account
marginal distributions and pairwise associations but ignore higher
order association patterns. While other generative model could be
used, our experiments below show that Gaussian copulas provide a
robust model of the discrete distributions studied here in order to
estimate uniqueness.

We estimate from D the marginal distributions ¥
(marginal parameters) for X, ..., X, and the copula distribution =
(covariance matrix), such that p(x) is modeled by

q(x|2, \P) =

FH(xa|¥) F7l(xq|¥)
: /d ‘ cs(u)du (5.6)

Fil(x1-1]¥) F ' (xg-1]9)

with F; the CDF of the discrete variable X;. In practice, the copula
distribution is a continuous distribution on the unit cube, and p(x)
its discrete counterpart on X'.

We select, using maximum likelihood estimation, the marginal
distributions from categorical, logarithmic, and negative binomial
count distributions (see Section 5.1.2). Sampling the complete set of
covariance matrices to estimate the association structure of copulas
is computationally expensive for large datasets. We rely instead on
a fast two-steps approximate inference method: we infer separately
each pairwise correlation factor ;; and then project the constructed
matrix £ on the set of symmetric positive definite matrices to
accurately recover the copula covariance matrix (see below).

5.1.2  Inferring marginals distributions

Marginals can be either (i) unknown and are estimated from the
marginals of the population sample X, this is the assumption used
in the main text, or (ii) known with their exact distribution and
cumulative density function directly available.

In the first case, we fit marginal counts to categorical (naive plug-
in estimator), negative binomial, and logarithmic distributions using
maximum log-likelihood. We compare the obtained distributions
and select the best likelihood according to its Bayesian information
criterion (BIC):

BIC = —21log(T) + klog(np) (5.7)
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where I is the maximized value of the likelihood function, np
the number of individuals in the sample D, and k the number of
parameters in the fitted marginal distribution.

5.1.3 Inferring the copula parameters

Each cell 2 of the ¥ covariance matrix of a multivariate copula
distribution is the correlation parameter of a pairwise copula
distribution. Hence, instead of inferring £ from the set of all
covariance matrices, we separately infer every cell £; € [0,1]
from the joint sample of D; and D;. We first measure the mutual
information I(Dj; Dj) between the two attributes and select ¢ = f,]
minimizing the Euclidean distance between the empirical mutual
information and the mutual information of the inferred joint
distribution.

In practice, since the cdf. of a Gaussian copula is not tractable, we
use a bounded Nelder-Mead minimization algorithm. For a given
(0,(¥:,¥})), we sample from the distribution g(-|o, (¥;,'¥;)) and
generate a discrete bivariate sample Y from which we measure the
objective:

(5.8)

I(Di;Dj) - I(Y1;Y,)||, foroe[0,1]
f(U) — {H ] Hz .
+00 otherwise

We then project the obtained ¥ matrix on the set of SDP matrices
by solving the following optimization problem:

n}‘\in ”A - i”z

s.t. A>0

(5.9)

5.1.4 Modeling the association structure

We use the pairwise mutual information to measure the strength
of association between attributes. For a dataset D, we denote by
Ip the mutual information matrix where each cell I(D;; D;) is the
mutual information between attributes D; and D;. When evaluating
mutual information from small samples, obtained scores are often
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overestimating the strength of association. We apply a correction for
randomness using a permutation model [190]:

I(Dy; D)) - E[I(D; D))]

ANPED) =  TH(D) H(Dy) ] - E[1(D3 D)

(5.10)

In practice, we estimate the expected mutual information between
D; and D; with successive permutations of D;. We found that the
adjusted mutual information provides significant improvement for
small samples and large support size |X| compared to the naive
estimator.

5.1.5 Theoretical and empirical uniqueness

For 7 individuals (", ) .. x(") drawn from X, the uniqueness
Ex is the expected percentage of unique individuals. It can be
estimated either (i) by computing the mean of individual uniqueness
or (ii) by sampling a synthetic population of n individuals from the
copula distribution. In the former case, we have

n
Ex = 1 E[Y [x(i) unique in (xV), . .. ,x(”))]] (5.11)
nooim
1
=- Ty (5.12)
B2 T
- LS gy (5.13)
N xex

where T, = [3i,x(") = x] equals one if there exists a single individual
i such as x() = x and zero otherwise. T, follows a binomial
distribution B(p(x), n). Therefore

E[T.] = np(x) (1 -p(x))"" (5.14)
and
By = Z;(p(x)(l —p(x)"" (5.15)

This requires to iterate over all combinations of attributes,
whose number grows exponentially as the number of attributes
increases, and quickly becomes computationally intractable. The
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second method is therefore often more tractable and we use it to
estimate population uniqueness.

For cumulative marginal distributions F;, F,, ..., F; and copula
correlation matrix X, the procedure ValidationMAE samples n

individuals from g(+|Z,¥) using the latent copula distribution.

From the n generated records (y(V), y), ... y("), we compute the
empirical uniqueness

Ele‘{ie [1,n]/ Vj+i,y® %y} (5.16)
n

Procedure ValidationMAE(Z, ¥, n)

1 L < Cholesky(Z) > Lower matrix decomposition
2 fori«< ltondo

3 forj < 1toddo
‘ Draw zj ~ N/(0, 1)
end for

we (p(x), o 9lm)
P« (Fi(w|¥), . .., Far(um|¥))
end for

4
5
6 x< Lz
7
8
9

10 return (y() y(2) . 5(0)

5.1.6 Individual uniqueness and correctness

The probability distribution q(:|Z,¥)
can be computed by integrating over the latent copula density. Note
that the marginal distributions X; to X; are discrete, causing the
inverses F;! to F,' to have plateaus. When estimating p(x), we
integrate over the latent copula distribution inside the hypercube
[x1 — 1,00 ] x [x2— 1,x2] x ... x [xg— 1,x4]:

q(x|2,‘{’) = ]P(x1 —1<X;<xpy000y x5 1< Xy < Xdlz,"l’) (5.17)
F1(xa|¥) F21(xq|¥)
:f ' / o cs(u)du (5.18)
F F!

D-1)  JE (1Y)

/‘<P'1(Ffl(x1|‘1’)) f(ﬂ‘l(Fgl(Xdl‘f’)) (2)dz (5.19)
= e z)dz .
¢~ (F (x—1]¥)) ¢~ (Fy (xa—1]¥)) vx
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with ¢ the density of a zero-mean multivariate normal (MVN)
of correlation matrix X. Several methods have been proposed in
the literature to estimate MVN rectangle probabilities. Genz and
Bretz [191, 192] proposed a randomized quasi Monte Carlo method
which we use to estimate the discrete copula density.

The likelihood &, for an individual’s record x to be unique in a
population of n individuals can be derived from px(X = x):

¢, = px(x unique in (x(l), . ,x(")) | 3, £ = X) (5.20)

= px(x unique in (x(V ... x(M) | x(V) = x) (5.21)
= px(Vie[2,n],x7 = x) (5.22)
= (1-p(x)"" (5.23)

which the copula model then estimates as &, = (1-q(xz, ‘I’))”_1

Similarly, the likelihood «, for an individual’s record x to be
correctly matched in a population of # individuals can be derived
from px(X = x). With T = ¥, [x(i) :x] - 1, the number of
potential false positives in the population, we have:

k. = P(x correctly matched in (xV, ..., x™) | 3i,x() = x)

(5.24)

= I;) % P(T = k) (5.25)
- "21 ,%( L PGk p et (5.26)
p())") 6.27)

) np(x)

Note that, since records are independent, T follows a Binomial
distribution B(n — 1, p(x)).
We substitute the expression for &, in the last formula and obtain:

1 n
xx—m(l—(l—p(x)) ) (5.28)

11— 52/("—1)

ni— g/ (5.29)
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We collect five corpora from publicly available sources: population
census (USA and MERNIS) as well as surveys from the UCI Machine
Learning repository (ADULT, MIDUS, HDV). From each corpus,
we create populations by selecting subsets of attributes (columns)
uniformly. The resulting 210 populations cover a large range of
uniqueness values (0 to 0.96), numbers of attributes (2 to 47), and
records (7108 to 9 million individuals). For readability purposes,
we report in here the numerical results for all five corpora but
will show figures only for USA. Figures for MERNIS, ADULT,
MIDUS, HDV are similar and can be found in the Supplementary
Information of our related article [50] at https://nature.com/
articles/s41467-019-10933-3.

5.2.1 Data availability

The USA datasets are extracted from the 1-Percent Public Use
Microdata Sample (PUMS) files, a collection of 3,061,692 individual
records from the 2010 US Census of Population and Housing. The
PUMS files are available online on the US Census Bureau website
and contain 11 attributes we use: state FIP, county, PUMA, number
of vehicles, sex, date of birth, marital status, race, educational
attainment, employment status, and occupation.

The Adult Income dataset (ADULT) is a canonical Machine
Learning dataset, composed of 32,561 individuals from the 1994
US Census database. The ADULT dataset is available in the UCI
Machine Learning Repository and contain 10 nominal and ordinal
attributes we use: age, workclass, education-num, marital-status,
occupation, relationship, race, sex, hours-per-week, and native-
country.

MERNIS is a complete population database of virtually all 48
million individuals born before early 1991 in Turkey, that was made
available online in April 2016 after a data leak from Turkey’s Central
Civil Registration System. Our use of this data was approved by
Imperial College as it provides a unique opportunity to perform
uniqueness estimation on a complete census survey. Due to the
sensitivity of the data, we have only analyzed, at Imperial College,
a copy of the dataset where every distinct value was replaced by
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a unique integer to obfuscate records, without loss of precision
for uniqueness modeling. We have analyzed a sample of 8,820,050
individuals (district of Istanbul) using 8 attributes: year, month, and
day of birth, home city, district, address, and birthplace city and
district.

The Histoire de vie (HDV) dataset is composed of 13,500
individual responses to a 2003 survey from the French National
Institute of Statistics and Economic Studies (INSEE), and available
on INSEE’s website. After pre-processing and removal of null
responses, the dataset contains 632 attributes we use for 8403
individuals.

Midlife in the United States (MIDUS) is a longitudinal survey
of 7,108 individuals, comprising physical health, psychological well-
being, and social variables. The survey files are available on the Inter-
university Consortium for Political and Social Research (ICPSR)
website. After pre-processing and removal of null responses, the
dataset contains 415 attributes.

We also use the 5% PUMS files from 1990 to estimate the
correctness of Governor Weld’s re-identification and provide
population uniqueness estimates in Fig. 5.3, for which we used
15 attributes: ZIP code (inferred from the PUMA code), date of
birth (inferred from age), marital status, citizenship status, class,
occupation, mortgage, state of work, race, vehicle occupancy, time
of departure for work, sex, school, number of vehicles, number of
own natural born or adopted children.

5.2.2 Model validation

For each surveyed population D, we first infer the marginals
distributions and then the correlation matrix of the latent copula
distribution. We measure the uniqueness values Ex (ground truth)
and Ex. For a corpus C of C populations, we report the uniqueness
MAE as described in procedure SampleCopula.

5.2.3  Subsampling experiments

For each surveyed population D, for each sampling fraction p, we
select m = 100 samples Sty Sms
containing ns = n x p individuals. We use an algorithm similar to



52 EMPIRICAL VALIDATION

Procedure SampleCopula(X, m)

1 L < Cholesky(Z) > Lower matrix decomposition
2 fork < 1tomdo

3 V¥ <« marginal estimates from X

4 Y « estimated copula correlation matrix from X

5 fori < 1tondo

6 Draw y() ~ (-2, ¥)

7 end for

8 &) < Uniqueness[y(!), y(2) . y(M]
9 end for

1 - =
10 return .- 37, ‘:x - zk|

the procedure SampleCopula to estimate the MAE distribution for
a corpus C (procedure SubsampleMAE).

Procedure SubsampleMAE(X, m, ns)

1 L < Cholesky(Z) > Lower matrix decomposition
2 fork < 1tomdo

3 Xs <« sample ng records from X without replacement.
4 V¥ <« marginal estimates from Xg

5 ¥ « estimated copula correlation matrix from Xs

6 fori < 1tondo

7 Draw y() ~ (-2, ¥)

8 end for

9 &) < Uniqueness[y"),y?) .. y("]

10 end for
1 m o) _ 'E\
11 return - 37, ‘HX Hk|

5.2.4 Measuring the model calibration

We use the Brier score [193] to measure the calibration of
probabilistic predictions:

1 2
> (& -Eo)

i=1

:I'—‘
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with, in our case, fx(i) the actual uniqueness of the record x() (1if
x is unique and 0 if not) and &, ;) the estimated likelihood.

Lemma 1. If the same likelihood £ = p is assigned to every individual,
the Brier Score when predicting individual uniqueness is:

BS=Ex(1-p)*+(1-Ex)p’

Proof. If the same likelihood £ = p is assigned to every individual,
then

BS = Mean [(E; - Ex)z] (5.30)

= :XMean[(l _a)z] +(1-Ex) Mean[(O—a)z] (5.31)
= ExMean [(1 - p)*] + (1 - Ex) Mean [(0 - p)?] (5.32)
=Ex(1-p)*+(1-Ex)p’ (5.33)

O]

The lowest Brier score for a uniform likelihood is obtained when
p = Ex. In that case, we have BS = Ex (1 — Ex).

Lemma 2. If&_ ~ U(0,1) is uniformly drawn at random, the Brier
Score when predicting individual uniqueness is:

BS=1/3

Proof. We similarly compute BS by dividing the positive and
negative cases:

BS = Mean [(?x - fx)z] (5.34)
= :XMean[(l —?x)z] +(1-Ey) Mean[(O—?x)z] (5.35)
- Ex Mean [?xz] + (1 - Ex) Mean [?xz] (5.36)
= Mean [@2] (5.37)
- [Mau=13 (5.38)

O
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Fig. 5.1A shows that, when trained on the entire population, our
model correctly estimates population uniqueness

Ex= Y p(x)(1-p(x))""

xeX
ie. the expected percentage of
unique individuals in (x(l) X X ) The mean absolute error

(MAE) between the empirical uniqueness of our population Ex and
the estimated uniqueness By is 0.028 + 0.026 [mean + s.d.] for USA
and 0.018 + 0.019 on average across every corpus (see Table 5.1).
Fig. 5.1A and Supplementary Figure 1'° furthermore show that our
model correctly estimates uniqueness across all values of uniqueness,
with low within-population s.d. (Supplementary Table 3).

Fig. 5.1B shows that our model estimates population uniqueness
very well even when the
dataset is heavily sampled (see Supplementary Figure 2, for other
populations). For instance, our model achieves an MAE of 0.029 +
0.015 when the dataset only contains 1% of the USA population and
an MAE of 0.041 + 0.053 on average across every corpus. Table 5.1
shows that our model reaches a similarly low MAE, usually below
0.050, across corpora and sampling fractions.

5.3.1 Likelihood of successful re-identification

Once trained, we can use our model to estimate the likelihood of his
employer having correctly re-identified John Doe, our 50 year-old
male from Berkeley with breast cancer. More specifically, given an
individual record x, we can use the trained model to compute the
likelihood Zf; = (1 - q(x|Z, ‘I’))’F1 for this record x to be unique
in the population. Our model takes into account information on
both marginal prevalence (e.g., breast cancer prevalence) and global
attribute association (e.g., gender and breast cancer). Since the cdf.
of a Gaussian copula distribution has no close-form expression,
we evaluate g(x|Z,¥) with a numerical integration of the latent
continuous joint density inside the hyperrectangle defined by the
d components (x1,xz,...,x;5) [191, 192]. We assume no prior
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MERNIS USA ADULT HDV MIDUS
Corpus n 8,820,049 3,061,692 32,561 8,403 7,108
c 10 40 50 50 60
[min &, max ] [0.087,0.844] [0.000, 0.961] [0.000,0.794] [0.002, 0.941] [0.052, 0.944]
Sampling fraction 100% 0.029 +0.019 0.028 +0.026 0.018 +0.016 0.006 + 0.009 0.018 + 0.014
10% 0.030+0.019 0.028 +0.016 0.022+0.020 0.011+0.009 0.035 + 0.044
5% 0.029+0.019 0.027 +0.016 0.027+0.023 0.015+0.012 0.037  0.055
1% 0.029+0.019 0.029+0.015 0.027 +0.014 0.045 +0.050 0.055 + 0.079

0.5% 0.028 +£0.019 0.029 +0.015 0.048 + 0.039

0.1% 0.026 +0.017 0.058 + 0.037

ESTIMATING THE SUCCESS OF RE-IDENTIFICATIONS
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TABLE 5.1: Mean Absolute Error (mean + s.d.) when estimating population uniqueness (100 trials per population). Our model correctly
estimates population uniqueness even when only a small to very small fraction of the population is available. n denotes the population size
and ¢ the corpus size (the total number of populations considered per corpus). We do not estimate population uniqueness when the sampled
dataset contains less than 50 records.
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Fig. 5.1: Estimating the population uniqueness of the USA corpus. (a) We compare, for each
population, empirical and estimated population uniqueness (boxplot with median, 25th and 75th
percentiles, maximum 1.5 interquartile range (IQR) for each population, with 100 independant
trials per population). For example, date of birth, location (PUMA code), marital status, and gender
uniquely identify 78.7% of the 3 million people in this population (empirical uniqueness) which
our model estimates to be 78.2 + 0.5% (boxplot in black). (b) Absolute error when estimating
USA’s population uniqueness when the disclosed dataset is randomly sampled from 10% to 0.1%.
The boxplots (25, 50, and 75th percentiles, 1.5 IQR) show the distribution of MAE for population
uniqueness, at one subsampling fraction across all USA populations (100 trials per population and
sampling fraction). The y-axis shows both p, the sampling fraction, and ns = p x n, the sample
size. Our model estimates population uniqueness very well for all sampling fractions with the MAE
slightly increasing when only a very small number of records are available (p = 0.1% or 3,061
records).
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knowledge on the order of outcomes inside marginals for nominal
attributes and randomize their order.

Fig. 5.2A shows that, when trained on 1% of the USA populations,
our model predicts very well individual uniqueness, achieving a
mean AUC (area under the receiver-operator characteristic curve)
of 0.89. For each population, to avoid overfitting, we train the model
on a single 1% sample then select 1,000 records, independent from
the training sample, to test the model. For re-identifications that
the model predicts to be always correct (a > 0.95, estimated
individual uniqueness above 95%), the likelihood of them to be
incorrect (false-discovery rate) is 5.26% (see bottom-right inset in
Fig. 5.2A). ROC curves for the other populations are available in
Supplementary Figure 3 and have overall a mean AUC of 0.93 and
mean false-discovery rate of 6.67% for Z’; > 0.95 (see Supplementary
Table 5.2).

TaBLE 5.2: AUC and FDR for the classification of individual uniqueness.
For each population, for 1000 individuals sampled at random in the whole
population, we estimate their individual uniqueness (method trained on
a 1% sample) and compare the predicted likelihood to the true value. We
report the AUC (mean =+ s.d.) and the FDR per corpus and overall. We also
report the F-scores in Table 5.3.

False discovery rate (%)

Corpus ¢ AUC £=0.90 £=0.95 £=0.99
MERNIS 10 0.84 £ 0.05 11.40 7.88 3.80
USA 40 0.89 £0.06 7.43 5.26 1.99
ADULT 50 0.91+£0.05 15.62 12.37 7.62
HDV 50 0.97+0.03 6.36 3.95 1.20
MIDUS 60 0.96+0.02 591 3.91 1.55

Overall 210 093+0.06 9.34+4.12 6.67+357 323%*

2.65

Finally, Fig. 5.2B shows that our model outperforms even the
best theoretically achievable prediction using only population
uni . .. h (pop) _ = individual

queness, i.e. assigning the score £7°%" = Ex to every individua
(ground truth population uniqueness, see Section 5.1.5). We use
the Brier score [193] to measure the calibration of probabilistic
predictions (see Section 5.2.4). Our model obtains scores on
average 39% lower than the best theoretically achievable prediction
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TABLE 5.3: F-score for the classification of individual uniqueness. For
each population, for 1000 individuals sampled at random in the whole
population, we estimate their individual uniqueness (method trained on
a 1% sample) and compare the predicted likelihood z; to the true value ¢,.
We report the F-score per corpus and overall. Underlined scores indicate
the highest score per corpus. If the model must obtain a good balance
between precision and recall, the optimal threshold lies near & = 0.50. Yet,
if the model must obtain a low proportion of false positives, achieved by a
small false-discovery rate, Table 5.2 shows that this requires a higher cutoft,

above & = 0.90.

MERNIS USA ADULT HDV MIDUS Overall
& cutoff
£=0.10 0.72 0.87 0.76 0.75 0.81 0.78 £0.06
£=0.20 0.75 0.88 0.78 0.78 0.83 0.80+0.05
£=0.30 0.76  0.89 0.79 0.79 0.84 0.81 £0.05
£=0.40 0.77 0.89 0.80 0.80 0.85 0.82x0.05
£=0.50 0.78 0.90 0.81 0.79 0.86 0.83 +0.05
£=0.60 0.78 0.90 0.82 0.78 0.85 0.83+0.05
£=0.70 0.76 091 0.82 0.76 0.84 0.82 +£0.06
£=0.80 0.73  0.90 0.82 0.72 0.82 0.80+0.08
£=0.90 0.64 0.87 0.80  0.63 0.77 0.74+0.11
£=0.95 0.51 0.83 0.76 0.52 0.71 0.67+0.14
£=0.99 0.21 0.69 0.64 0.33 0.55 0.48 £0.20
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using only population uniqueness, emphasizing the importance of
modeling individuals’ characteristics.
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F1G. 5.2: The model predicts correct re-identifications with high confidence. (a) Receiver operating
characteristic (ROC) curves for USA populations (light ROC curve for each population and a solid
line for the average ROC curve) Our method accurately predicts the (binary) individual uniqueness.
(Inset) False-discovery rate (FDR) for individual records classified with & > 0.9, £ > 0.95, and
&> 0.99. For re-identifications that the model predicts are likely to be correct (E; > 0.95), only 5.26%
of them are incorrect (FDR). (b) Our model outperforms by 39% the best theoretically achievable
prediction using population uniqueness across every corpus. A red point shows the Brier Score
obtained by our model, when trained on a 1% sample. The solid line represents the lowest Brier
Score achievable when using the exact population uniqueness while the dashed line represents the
Brier Score of a random guess prediction (BS = 1/3).

5.3.2  Appropriateness of the de-identification model

Using our model, we revisit the (successful) re-identification of Gov.
Weld [174]. We train our model on the 5% Public Use Microdata
Sample (PUMY) files using ZIP code, date of birth, and gender, and
validate it using the last national estimate [32]. We show that, as a
male born on July 31, 1945 and living in Cambridge (02138), the
information used by Latanya Sweeney at the time, William Weld was
unique with a 58% likelihood (&, = 0.58 and «, = 0.77), meaning
that Latanya Sweeney’s re-identification had 77% chances of being
correct. We show that, if his medical records had included number
of children—>5 for William Weld—, her re-identification would have
had 99.8% chances of being correct! Fig. 5.3A shows that the same
combinations of attributes (ZIP code, date of birth, gender, and
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number of children) would also identify 79.4% of the population in
Massachusetts with high confidence (a > 0.80). We finally evaluate
the impact of specific attributes on William Weld’s uniqueness. We
either change the value of one of his baseline attributes (ZIP code,
date of birth, or gender) or add one extra attribute, in both cases
picking the attribute at random from its distribution. Fig. 5.3C shows
for instance that individuals with 3 cars or no car are harder to re-
identify than those with 2 cars. Similarly, it shows that it would not
take much to re-identify people living in Harwich Port, MA, a city
of less than 2,000 inhabitants.

To evaluate the impact of specific attributes on William Weld’s
uniqueness, we train our copula model on the PUMS corpus for the
Massachusetts population. For each baseline attribute, (ZIP code,
date of birth, or gender), we then perform 1000 trials, randomly
replacing the value of this attribute by a new value sampled at
random from its marginal distribution. For each trial, we estimate
uniqueness.

For each single additional attribute, we sample from the marginal
distribution of this additional attribute, add the new value to the
base characteristics (58 year old male from Cambridge, MA), and
estimate the uniqueness &, using the 3+1 attributes. We perform
1000 trials for each of the eleven additional attributes.

Fig. 5.3C reports these scores of uniqueness, grouped by attribute:
each boxplot shows the distribution of uniqueness obtained after
replacing (resp. adding) a baseline (resp. additional) attribute. In
order of appearance, the attributes used from the PUMS corpus
are ZIP code (ZCTAs extrapolated from PUMA codes), gender (sex
variable in the PUMS corpus), date of birth (extrapolated from age
with random month and day), Race, citizenship (citizen), school
enrollment (school), vehicle occupancy (riders), place of work-state
(powstate), mortgage (mortgage), marital status (marital), class
of worker (class), number of vehicles (vehicles), and occupation
(occup).

Modern datasets contain a large number of points per individuals.
For instance, the data broker Experian sold Alteryx access to a
de-identified dataset containing 248 attributes per household for
120M Americans [30]; Cambridge university researchers shared
anonymous Facebook data for 3M users collected through the
myPersonality app and containing, amongst other attributes, users’
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F1G. 5.3: Average individual uniqueness increases fast with the number of collected demographic
attributes. (a) Distribution of predicted individual uniqueness knowing ZIP code, date of birth, and
gender (resp. ZIP code, date of birth, gender, and number of children) in blue (resp. orange). The
dotted blue line at E = 0.580 (resp. dashed orange line at f = 0.997) illustrates the predicted
individual uniqueness of Gov. Weld knowing the same combination of attributes. (Inset) The
correctness ky is solely determined by uniqueness £, and population size # (here for Massachusetts).
We show individual uniqueness and correctness for William Weld with 3 (in blue) and 4 (in orange)
attributes. (b) The boxplots (25, 50, and 75th percentiles, 1.5 IQR) show the average uniqueness (£, )
knowing k demographic attributes, grouped by number of attributes. The individual uniqueness
scores &, are estimated on the complete population in Massachusetts, based on the 5% PUMS files.
(c) Uniqueness varies with the specific value of attributes. For instance a 33 year old is less unique
than a 58 year old person. We here either (i) randomly replace the value of one baseline attribute
(ZIP code, date of birth, or gender) or (ii) add one extra attribute, both by sampling from its marginal
distribution, to the uniqueness of a 58 years old male from Cambridge, MA. The dashed baseline
shows his original uniqueness £, =0.580 and the boxplots the distribution of individual uniqueness
obtained after randomly replacing or adding one attribute.
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age, gender, location, status updates, and results on a personality
quiz [194]. These datasets do not necessarily share all the
characteristics of the one studied here. Yet, our analysis of the re-
identification of Gov. Weld by Latanya Sweeney shows that few
combined attributes are often enough to render the likelihood of
correct re-identification very high. For instance, Fig. 5.3B shows that
the average individual uniqueness increases fast with the number of
collected demographic attributes and that 15 demographic attributes
would render 99.98% of people in Massachusetts unique. While
few attributes might not be sufficient for a re-identification to be
correct, collecting a few more attributes will quickly render the re-
identification very likely to be successful.

5.3.3 Correcting individual scores

In our experiments, we noticed a small numerical discrepancy
between the mean of the estimated likelihoods 2; and the estimated
population uniqueness. Specifically, E[a] > B in 66% of the tested
populations (see Fig. 5.4). This is likely due to numerical errors
between (i) sampling a population of » individuals to compute
population uniqueness and (ii) sampling 1,000 individuals from
the original dataset and computing their estimated likelihood g;
from q(x[2,¥) (e.g., for 9M individuals, a uniqueness of &, = 0.90
corresponds to a small probability g(x|Z,¥) = 1.17107%).

We test here whether the population-level method (ii) can be
used to correct (normalize) the individual likelihoods from method
(7). Recall that, from a sample S, we estimate both the average
uniqueness Zy and the likelihood €, for each individual x. We apply
a correction factor a:

B[] = Ex (5.39)
and let &, = &.” be the corrected likelihood of uniqueness for the
record x.

This correction reduces, for certain corpora (MERNIS, ADULT,
HDV), the false-discovery rate (Fig. 5.5) and provides an increased
calibration (Fig. 5.6). However, we did not find enough evidence
that the calibration helps for the data surveyed here, and do not
use here; this correction could be employed for a specific use case
where a significant discrepancy is measured between population and
invidual uniqueness.
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FiG. 5.4: Cumulative distribution of the deviation between average
individual likelihood and predicted population uniqueness. For each
population (all corpora combined), we select 1000 individuals from
the original population, and compare their average likelihood with the
estimated population uniqueness (in blue). The dashed red line represents
the baseline null deviation after correction. The copula model is inferred
on a 1% sample from the original population.

5.3.4 Using exact marginals improves predictions

As mentioned in the Discussion section of the main text, marginal
distributions can be inadequately modeled when the sample size
is small. Our method can incorporate exogenous information
such as better estimates for marginals. Table 5.4 compares the
performance of our model when using approximate (inferred from
the given sample) and exact marginals (prior knowledge of the
marginal distributions from the complete population). Using the
exact marginals decrease MAE when the sample is small.
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While developed to estimate the likelihood of a specific re-
identification to be successful, our model can also be used to
estimate population uniqueness. We show below that, while not its
primary goal, our model performs consistently better than existing
methods to estimate population uniqueness on all five corpora
(Supplementary Figure 4, P < 0.05 in 78 cases out of 80) [42-
44, 195-197], and consistently better than previous attempts to
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F1G. 5.5: False-discovery rate with original (left) and corrected (right)
scores for all five corpora. The copula model is trained on a 1% sample,
and the FDR scores are computed on 1000 records from the original

population.
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estimate individual uniqueness [198, 199]. Existing approaches,
indeed, exhibit unpredictably large over- and under-estimation
errors. Finally, a recent work quantifies the correctness of individual
re-identification in incomplete (10%) hospital data using complete
population frequencies [168]. Compared to this work, our approach
does not require external data nor to assume this external data to be
complete.

5.4.1 Population uniqueness methods

Previous approaches, based on extrapolations of the contingency
table of a disclosed random sample of the dataset, have been
proposed to model population uniqueness [42-44, 195-198, 200]. A
contingency table is here a d-dimensional table where each cell (or
class) counts the number of individuals with a specific combinations
of the d attributes.

Using our previous notations, let |X'| denote the number of
potential combinations of attributes, i.e. the true number of cells
in the complete contingency table. F; (resp. f;) denotes the size
of the i cell in the contingency table of X (resp. Xs), with an
arbitrary order on cells. We define Sy = Y ; 1p- (the number of
cells of size k in X) and s; = }; 11 (the number of cells of size k
in Xs) while the empirical uniqueness of the population is Ex =
S1/n. All of those methods then use parametric models, fitting a
specific distribution on the unordered frequency distribution of the
contingency table, and estimate the population uniqueness from the
unordered estimated distribution of cell frequencies.

Following studies comparing these estimators [42-44], we
selected the most promising methods to estimate uniqueness: the
Ewens model [195], the Slide Negative Binomial (SNB) model [42],
the Pitman mosdel [197], and the Zayatz model [200].

The Ewens model, based on the multivariate Ewens distribution,
estimates uniqueness as:

E\: 51(1’13—1)

(5.40)
ns(n—-1)—s; (n-ngs)
The Zayatz model estimates uniqueness as:
Ex= L P(F=1|f=1) (5.41)

ns
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where IP(F = i|[f = 1) follows an hypergeometric distribution.
The Pitman model assumes:

= re+1) ,,

Bx = F(9+¢x)n (5.42)

The « and 0 parameters are estimated from the log-likelihood of the
sampling distribution, using Newton-Raphton.

The Slide Negative Binomial model assumes a translated negative
binomial distribution on the F; frequencies (without zero count),
such as:

—_—

Ex = % B (5.43)
The parameters «, 3 are estimated from the sample by solving a
system of two non-linear equations, and |X| separately estimated
from the sample.

We have implemented the original methods and verified the
numerical results using the open source ARX toolbox [133].
Sometimes, they do not converge or estimate uniqueness above
1. We therefore limit scores to [0, 1] and, if a method does not
converge on a specific sample (such as occasionally with the SNB
inference [44]), we do not make a decision and discard the sample.
Taking a conservative approach and assuming, e.g., that every
individual is unique when the method do not converge gives the
same results below (P < 0.05 in 78 cases out of 80 on Fig. 5.7).
Specifically, the Pitman method estimates uniqueness to be above
1.00 for 12.4% of all trials while the SNB (resp. Ewens) method do
not converge in 4.2% (resp. 1.1%) of all trials.

According to the literature, both the Pitman and SNB methods
provide accurate estimators of population uniqueness while the
Pitman method provides the best estimator for small sampling
fractions [44]. We found that, while not its primary goal, our method
performs significantly better than all other approaches (P < 0.05
in 78 cases out of 80). Fig. 5.7 compares the mean absolute error
(MAE) between empirical and estimated uniqueness for the four
proposed methods and ours. Several of the methods proposed
in the literature severely under- or over-estimate the risk of re-
identification, especially when their parameters are fitted on a small
population sample. This is likely due to the fact that (i) fitting
specific distribution to frequency counts can inherently provide
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F1G. 5.7: Comparing the performance of our model against frequency-based re-identification risk
models from the literature. Our model obtains a significantly lower MAE on every corpus and
sampling fraction but two (USA with 10% and 5% sampling compared to the Ewens model). We
report the MAE for average uniqueness precision (using 100 trials per population) and the p-value
of the Wilcoxon signed-rank test, comparing the performance of the copula model with other
approaches (*** for P < 0.01, ** for P < 0.05, * for P < 0.1, and otherwise ns. when non significant).

The panels (a) to (e) correspond to the corpora MERNIS, USA, ADULT, HDV, MIDUS.
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biased results if inappropriate distributions are selected, (i) fitting
the frequency counts of a population requires a lot more samples
than for a multivariate model where each marginal distribution is
estimated separately.

5.4.2 Log-linear models

Finally, Skinner and Holmes [198] and Skinner and Shlomo [199]
have proposed to use log-linear models to estimate the likelihood
for sample unique records to be population unique. Using the
sample contingency table, these models can smooth an estimator of
population uniqueness, by taking into account the main effects from
the sample marginals.

A log-linear model is a generalized linear model (GLM) used
to model count data and contingency tables. It assumes that the
response variable, the population count F, of an equivalence class x €
X (the number of individuals with the record x in the population),
follows a a specific count distribution (e.g., Poisson) with mean Ay,
that is: Fy ~ Po(Ay). For a sampling fraction p, the sample count f,
also follows a Poisson distribution: f, ~ Po(p A,).

In order to “borrow strength” [198] between equivalence classes,
a GLM model is fitted to the sample using the canonical logarithmic
link:

loghy =z (5.44)

where f is a 1 x g parameter vector, and zx a g x 1 vector of the
main effects of each marginal attribute, and potentially low order
interactions between attributes. It yields an estimated individual
likelihood of uniqueness:

£ =e Pk (5.45)

We have implemented log-linear models on all studied corpora.
The log-linear models did not converge for 27 of the 210 studied
populations (when all sample records are sample unique, or share
the same frequency, a GLM cannot be fitted, as there is only
one possible outcome). When they converge, they obtain poor
calibration with Brier scores, on average, 418% higher (lower is
better) than our copula-based method (and strictly worse for 210 out
of 210 tested population). Fig. 5.8 shows the calibration of Poisson
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F1G. 5.8: Poor calibration achieved by log-linear models. A blue point shows the Brier Score obtained
by a log-linear model, when trained on a 1% sample, and evaluated on sample unique records. The
panel (a) uses a Poisson log-linear model and the panel (b) a Negative Binomial model. The solid
line represents the lowest Brier Score achievable when using the exact population uniqueness while
the dashed line represents the Brier Score of a random guess prediction (BS = 1/3). For 11% of all
studied populations, the model did not converge: we report these results with dots outside the right
margin.

and Negative Binomial log-linear models on a 1% sample. This is to
be compared with Fig. 5.2B, showing the calibration of our copula-
based approach.

Despite being an individual-level measure of uniqueness, log-
linear models do not perform better at predicting individual
uniqueness than simply using population uniqueness (assigning
every individual x the overall population uniqueness 2; = By).
For instance, a Poisson (resp. Negative Binomial) log-linear model
obtains Brier scores on average 56.4% (resp. 68.1%) higher than
the Zayatz method (see above), and 233% (resp. 291%) higher than
the best theoretically achievable prediction using only population
uniqueness (for each individual x, assigning £, = Ex).

55 DISCUSSION

Beyond the claim that the incompleteness of the dataset provides
plausible deniability, our method also challenges claims that a low
population uniqueness is sufficient to protect people’s privacy [141,
170]. Indeed, an attacker can, using our model, correctly re-identify
an individual with high likelihood even if the population uniqueness
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is low (Fig. 5.3A). While more advanced guarantees such as k-
anonymity [201] would give every individual in the dataset further
protection, they have been shown to be NP-Hard [202], hard to
achieve in modern high-dimensional datasets [134], and not always
sufficient [131].

To study the stability and robustness of our estimations, we
perform further experiments (see sections infra).

First, we analyze the impact of marginal and association
parameters on the model error, and show how to use exogenous
information to lower it. In Section 5.5.4, we show that, at very small
sampling fraction (below 0.1%), where the error is the largest, the
error is mostly determined by the marginals, and converges after few
hundred records when the exact marginals are known. The copula
covariance parameters exhibit no significant bias and decrease fast
when the sample size increases (Section 5.5.5).

As our method separates marginals and association structure
inference, exogenous information from larger data sources could
also be used to estimate marginals with higher accuracy. For
instance, count distributions for attributes such as date of birth
or ZIP code could be directly estimated from national surveys.
We replicate our analysis on the USA corpus using a subsampled
dataset to infer the association structure along with the exact counts
for marginal distributions. Incorporating exogenous information
reduces, e.g., the mean MAE of uniqueness across all corpora by
48.6% (P < 0.01, Mann-Whitney) for a 0.1% sample. Exogenous
information become less useful as the sampling fraction increases
(Supplementary Table 2).

Second, our model assumes that D is either uniformly sampled
from the population of interest X or, as several census bureaus
are doing, released with post-stratification weights to match the
overall population. We believe this to be a reasonable assumption
as biases in the data would greatly affect its usefulness and affect
any application of the data, including our model. To overcome an
existing sampling bias, the model can be (i) further trained on a
random sample from the population D (e.g., microdata census or
survey data) and then applied to a non-uniform released sample (e.g.,
hospital data, not uniformly sampled from the population), or (ii)
trained using better, potentially unbiased, estimates for marginals
or association structure coming from other sources (see above).
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Third, since D is a sample from the population X, only the records
that are unique in the sample can be unique in the population.
Hence, we further evaluate the performance on our model only on
records that are sample unique and show that it only marginally
decrease the AUC (see Section 5.5.2). We therefore prefer to not
restrict our predictions to sample unique records as (a) our models
need to perform well on non sample unique records for us to be
able to estimate correctness and (b) to keep the method robust if
oversampling or sampling with replacement were to have been used.

5.5.1 Testing for bias and heteroskedasticity

Our estimate of uniqueness might be more accurate at lower or
at higher uniqueness. We therefore test for potential biases in our
estimates for population uniqueness (Ex) and for homoskedasticity
of errors. Intuitively, the prediction the model outputs should
have the same accuracy (no bias) and the same variance of error
(homoskedasticity) across uniqueness values.

We use general linear mixed-effects models with restricted
maximum likelihood (REML) on the estimates given by our copula
method at 100% sampling size. We control for corpus effect by
grouping observations by corpus (5 groups).

TABLE 5.5: Results of mixed-effects REML regressions for Zx and for the
RMSE between Ex and Ey.

Dependent Variable Regressors ~ Coef. Std. Err. CI95%

Ex Intercept 0.003  0.005 (-0.007,0.012)
Ex 1.024 0.000  (1.023, 1.025)
Group effect  0.000 0.004

RMSE Intercept 0.015 0.004  (0.008,0.022)
Ex 0.014 0.005  (0.004, 0.023)

Group effect  0.000 0.002

Overall, we find a statistically significant bias and
heteroskedasticity, albeit both with negligible effects on uniqueness.
Table 5.5 shows the results of modeling Ex (32000 observations
across corpora and repeated trials) and the RMSE between Ex and
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Ex (210 observations). Notably, there is not significant difference
between corpora.

We further test for potential bias and heteroskedasticity in the
predicted individual likelihoods of uniqueness. Table 5.6 shows the
results of modeling a (210,000 observations), grouped by corpus
and population (210 groups), as well as modeling the RMSE between
¢, and a grouped by corpus (5 groups). The results validate the
homoscedasticity of errors and exhibit no significant bias.

TABLE 5.6: Results of mixed-effects REML regressions for § (grouped by
corpus and population) and for the RMSE between &, and &, (grouped by
corpus).

69

Dependent Variable Regressors ~ Coef. Std. Err. CI 95%

—_

£ Intercept 0.040  0.037 (-0.033,0.112)
By 0934  0.106 (0.726, 1.141)

Group effect  0.055 0.018

RMSE Intercept 0.159  0.067  (0.028,0.291)
By 0328  0.178 (-0.021, 0.677)

Group effect  0.004 0.035

5.5.2  Sample unique records and uniqueness

As described in the text, we do not take into account whether a
record x is unique in D. Our modeled uniqueness

Ee=(1-p(x)""

depends only on the probability to draw x in the population and on
n, the number of individuals in the population.

As D is sampled at random from the population, every record
x that is not unique in the sample D cannot be unique in the
population (&, = 0). We therefore further evaluate the performances
of our model only on records that are sample unique. Table 5.7
shows the AUC and FDR scores when the model is evaluated
only on sample unique records, and Supplementary Figure 8 (see
online Supplementary Information) the ROC curves for the same
experiment.
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TaBLE 5.7: AUC and FDR for the classification of individual uniqueness
(only sample unique records, to be compared with Table 5.2). For each
population, for all individuals unique in the 1% training sample, we
estimate their individual uniqueness (method trained on a 1% sample) and
compare the predicted likelihood to the true value. We report the AUC
(mean + s.d.) and the FDR per corpus and overall.

False discovery rate (%)

Corpus ¢ AUC £=0.90 £=0.95 £=0.99
MERNIS 10 0.82 +0.05 11.53 8.38 4.83
USA 40 0.88 £0.05 7.19 5.01 1.85
ADULT 50 0.89+£0.04 15.90 12.80 7.22
HDV 50 0.95+0.03 5.98 3.65 1.09
MIDUS 60 0.95+0.02 6.17 4.22 1.68

Overall 210 092+0.05 936+4.29 6.81+382 334=

2.61

We therefore prefer to not restrict our predictions to sample
unique records. First, this keeps the method more robust e.g., if
oversampling or sampling with replacement were to have been used.
In that case, we can never rule out that a sample non-unique record is
not unique in the population. Second, in order to accurately measure
the correctness k, of a matched record x, we need to ensure that the
model performs well for any record, sample unique or not. Indeed,
if 9 other records match x in the population X, and 2 other records
in the sample D (x sample non-unique), x still has a 1 chance out of
10 to be correctly re-identified.

However, potential adversaries running a re-identification attack
on a released sample will use this sample to train the model
then estimate the uniqueness of the sample records. Therefore, an
adversary’s success at predicting uniqueness can also be measured
on both sample unique and non-unique records. For this reason, we
also provide the ROC curves for the five corpora, when the model is
trained and tested on the same 1% sample (Supplementary Figure 13,
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see online Supplementary Information). We update the definition of
&, the likelihood for an individual x to be unique in the population:

fgcsample) _ {(1 -p(x))*!  ifxis unique in D (5.46)

0 otherwise

This yields a higher accuracy, as sample non-unique records are
never population unique (perfect prediction).

5.5.3 Multivariate mutual information

Our copula method takes into account the marginals and pairwise
association structure. While our model, when trained on the
complete population, already performs very well with an average
MAE across corpora of 0.018 + 0.019, more complex models,
capturing better the complete association structure between
attributes, might perform even better.

To investigate this, we compute the distribution of
triplewise information I(X; Y; Z). Positive interaction information
values denote redundant combinations (X and Y share the same
information about Z) and negative values synergistic combinations
(X and Y provide more information about Z together than they do
individually).

We perform 100 trials per corpus. For MERNIS, ADULT, and
HDYV, the interaction factors are synergistic but very small, with an
average mean + s.d. of —0.001 + 0.035 (MERNIS), —0.017 + 0.036
(ADULT), and -0.002 + 0.009 (HDV). For USA and MIDUS, the
interactions factors are redundant, with an average mean + s.d. of
0.309 + 1.050 (USA) and 0.009 + 0.152 (MIDUS).

Across all 500 trials, the triplewise interaction factors obtained are
often null or redundant, with I(X; Y; Z) > —0.1nat in 94% of all trials.
This suggest that, at least for the five corpora we study, covering a
broad range of uniqueness values and association patterns, pairwise
associations capture most of the information.

5.5.4 Estimating population uniqueness at extremely small sampling
fractions for large datasets

The MERNIS and USA populations contain respectively 8,820,049
and 3,061,692 individuals. Even a 0.1% sample still contains the
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records of thousands of individuals. We here study the performance
of our method at extremely small sample size for those two datasets.

Fig. 5.9A and C show that our model performs well until a sample
size of approximately 6400 records. Fig. 5.9B and D then show that,
when using the exact marginals, our models performs well even
with as little as 200 records. Indeed, at small sampling fractions,
marginals with high entropy and therefore many unique records,
such as the “postal address” attribute in MERNIS, are difficult to
estimate without a few thousand records. Incorrectly inferring the
distribution of “postal address” with only 50 or 100 records can lead
to a large variance in population uniqueness estimates.

5.5.5 Evaluation of the model error

Our method to estimate individual uniqueness relies on a generative
model for p(x), the probability to draw a record x from the
joint distribution X which we call g(x). Figure 5.10 shows that
the distribution of the Kullback-Leibler divergence, a measure
of distance between the true empirical distribution p(x) and the
estimated distribution g(x), is very small (1.59nats on average).

Fig. 5.11 furthermore shows that the estimated covariance matrix
of the latent copula distribution is not significantly biased, even at
small sampling fractions (pairwise correlations higher or lower, on
average, than their value when trained on 100% of the population).
Similarly, the variance of the covariance error decreases fast,
showing signs of convergence after few hundred records.

56 SUMMARY

Our results, first, show that few attributes are often sufficient to
re-identify with high confidence individuals in heavily incomplete
datasets and, second, reject the claim that sampling or releasing
partial datasets, e.g., from one hospital network or a single online
service, provide plausible deniability. Finally, they show that, third,
even if population uniqueness is low—an argument often used
to justify that data is sufficiently de-identified to be considered
anonymous [141]—, many individuals are still at risk of being
successfully re-identified by an attacker using our model.
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Dk (p(x) Il a(x))

8000

MERNIS USA  ADULT  HDV  MIDUS
Corpus

F1G. 5.10: Kullback-Leibler divergence (in nats) between the empirical
p(x) and estimated g(x) distributions for each corpus. The copula method
is trained on a 1% sample. Overall, the copula method achieves small
prediction errors, with a K-L divergence of 1.59 + 1.78 nats overall.

As standards for anonymization are being redefined, including
by national and regional data protection authorities in the EU, it
is essential for them to be robust and account for new threats like
the one we present in this chapter. They need to take into account
the individual risk of re-identification and the lack of plausible
deniability—even if the dataset is incomplete—, as well as legally
recognize the broad range of provable privacy-enhancing systems
and security measures that would allow data to be used while
effectively preserving people’s privacy [203, 204].
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ATHEORETICAL MODEL FOR ANONYMITY

6.1 INTRODUCTION

We showed in Chapter 5 how to estimate the uniqueness of
individuals and the correctness of re-identifications from heavily
sampled datasets. However, despite the empirical data-driven
studies showing the risks associated with anonymized data
collections, concerned individuals and data protection authorities
can still hardly evaluate claims that deemed-anonymous data will
never be re-identified. Without legal or practical access to the data,
auditing the anonymity of present or future data collections is a
challening task.

Auditing anonymity

To audit anonymity without data, many scholars have suggested
to estimate the Shannon entropy, an information theory metric
measuring the average surprise or uncertainty over all possible
information known by an adversary, hence capturing whether
there is enough information to re-identify individuals. Entropy
is a compelling tool to audit anonymity, with two fundamental
principles. The coined “feasibility limit” principle (FLP) [205, 206]
links re-identification risk and entropy; the “Aggregation of Total
Knowledge” (ATK) [207] or cumulative entropy [124] exploits the
additivity of entropy to bound the total risk. The FLP posits that 28
bits of entropy (and 33 bits on Earth) are required to identify one out
of 300M Americans [98, 206, 208, 209]. Using the ATK, inferring the
gender reduces the entropy to 27 bits, the state of residency and age
to 16 bits, the surname to 3 bits [206], resulting in theory with 97% of
correct re-identifications. These rough guestimates are widely used
to predict whether data collections are anonymous or not.

Despite the plausibility of the FLP and ATK for predicting
anonymity, our results below demonstrate how they actually fail
capture the structural conditions that govern the re-identification
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of individuals. Our results in this paper suggest that their failure
is not experimental, but fundamental: they rely upon two implicit
assumptions—uniform distributions and independance between
collected attributes—, both almost never valid in practice and
yielding highly inaccurate over- and under-estimations.

Here, we demonstrate how to correctly estimate which data
collections will be anonymous or not from few key statistics but no
data. First, we propose a universal model, the PY model, using a
Bayesian nonparametrics approach to reason about anonymity. We
show that traditional entropy-based approaches do not capture the
crucial variations exhibited in our empirical analyses. Second, we
derive a general intuitive framework to audit from few statistics
the risk of re-identification in any data collections, from tabular
data (census and surveys) to high-dimensional datasets (mobile app
usage, mobile phone and shopping patterns). Applied to web, mobile
apps, and behavioral fingerprinting data collections, our framework
shows that current anonymity claims require far more guarantees
than what practitioners provide.

6.2 MODELING UNIQUENESS AND CORRECTNESS

We consider the general scenario of a data collection D over a
potential population of up to n records. An adversary, armed
with auxiliary information about one individual, Alice, aims to
either trace back whether Alice participated in the data collection
(membership or tracing attack) or identify correctly her record
(record linkage attack). An anonymous data collection must protect
against both attacks. For example, for an anonymized longitudinal
study of 100 HIV-positive UK, no auxiliary information should
allow an adversary to test whether a UK resident (n = 66.1M)
participated in the study or, worse, identify their exact medical
information in the study.

6.2.1 A Pitman-Yor model

This is traditionally captured by two measures, defined in the
literature to quantify the likelihood to re-identify individual
records [50]. The uniqueness ¢ measures the overall risk of
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membership attacks. It characterizes the probability that, for one
individual in the population, the #n — 1 others will not share the same
auxiliary information in D. The correctness k measures the likelihood
of record linkage attacks. Intuitively, if exactly three individuals
share the same auxiliary information in D, they all have one chance
out of three to be correctly re-identified if matched in any dataset.

For example, websites may collect visitors” device fingerprint, a
persistent tracking identifier which can be derived for all n = 6B
existing smartphones. Alice, browsing an online website, unwillingly
discloses her device fingerprint. The website, armed with Alice’s
fingerprint (auxiliary information), may now trace back whether
Alice visited the website in the past and identify her in commercial
databases by using her fingerprint.

We denote by x, the auxiliary information available about an
individual record x ~ X, with x drawn iid. according to a
distribution X, and x4 according to the marginal X,. Focusing here
on discrete data collections, we consider X to be a multivariate
discrete distribution and x4 a subset of the vector x (x4 € IN? for
d auxiliary attributes).

Both the expected uniqueness € and the correctness x are
controlled by the frequency distribution X, (see Methods) with

€= Z;(]P(X: ) [(1-P(Xa=x4))""]

and

n
k=Y P(X=x) 1= (=P =x1))
XX nlP (XA = xA)

Fundamentally, what makes a re-identification possible? First, the
size of the population: one individual is always unique but, as n
increases, both € and x decrease, until everyone is hidden in the
crowd. Second, the information available to an adversary: the more
information, the easier it becomes to successfully identify a target;
this is captured by the distribution Xjy.

To propose a formal model of € and x, we part from the traditional
frequentist methods, all requiring access to data samples [42-44,
196]. We instead take a nonparametrics Bayesian approach, building
upon the work of Nemenman and Archer [210, 211]. We assume
no specific frequency distribution for Xy, but place a prior over all
countably-infinite discrete distributions. Notably, this requires no
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prior knowledge about the support size of X, yet is consistent with
finite distributions [211].

To model a large range of discrete distributions, we use a
Pitman-Yor process (PYP), a two-parameter prior distribution
which generalizes the Dirichlet process. These processes offer a
flexible nonparametric prior for discrete distributions. They have
been used to study how online social networks grow [212], count
object frequencies for image segmentation [213], and build species
sampling models in ecology [214]. We denote by PY(d, «) the PYP
with a discount parameter d € [0, 1] and a concentration parameter
a € [—d,+oco]. Distributions 7 ~ PY(d, a) can be drawn using a
generative “stick-breacking” process, by sampling independent Beta
random variables:

i-1

B;~Beta(l-d,a+id), m=[](1-p)p;
j=1

The discount parameter d controls the shape of the tail, large values
of d (resp. d = 0) are associated with heavy tail (resp. exponential
tail) distributions. The concentration parameter « controls the
probability mass for the first outcomes, with large values of «
yielding spread-out distributions.

Setting a PYP prior for the distribution of auxiliary information
X4 ~ PY(d, a), we derive two analytical expressions for the expected
uniqueness and correctness (see section 6.4.1):

Tl+a)T(n+d+a-1)
" I(d+a) T(n+a)

1 (Il+a)T(n+d+a) .
Elxld,a] = nd(l“(d+oc) [(n+a) ) 62)

Ele|d, o] (6.1)

with T’ the standard gamma (factorial) function.

We empirically demonstrate the utility of this model, which we
call PY model, on a wide range of auxiliary information from
demographics census, surveys, fingerprints, and synthetic data. For
each dataset, we select different subsets A of attributes at random
and consider them as auxiliary information. Overall, we obtain
483 sets of auxiliary information. For each set A of auxiliary
information, from the empirical frequency distribution of auxiliary
information, we estimate maximum a-posteriori parameters a* and
d* (see Section 6.4.3). We sample distributions X; ~ PY(d*,a*),
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using stick-breaking representations, to obtain 95% confidence
intervals on the inferred probability mass functions, and compute
the expected uniqueness and correctness using the analytical
expressions 6.1 and 6.2.

Fig. 6.1 compares the true and inferred posterior distributions of
auxiliary information, and the resulting uniqueness for a population
size from 10° to 10° individuals. To assess how accurate the PYP
models the distributions we consider, we calculate the Kullback-
Leibler divergence (a non-parametric discrepancy measure between
probability distributions) between the empirical distributions and
the inferred ones. The typical divergences, of the order of 0.23 bits,
are small compared to the total entropy of the distributions, 12.5 +
7.73, suggesting absence of overfitting and good model specification,
despite using only two parameters. In particular, the PYP correctly
models both geometric (Fig. 6.1d; KL = 0.08 + 0.06 for an entropy
of 4.23) and power-law distributions (Fig. 6.1e; KL = 0.13 +0.17 for
an entropy of 4.57, Table 6.1).

Furthermore, the PY model accurately captures the empirical
uniqueness and correctness scores (Fig. 6.1g-h). Over all studied
distributions, we obtain low bias and high precision, with a RMSE
0f 0.028 for uniqueness (Table 6.1), compared to 0.489 for a random
estimator. The FLP, assuming a uniform frequency distribution,
obtains an RMSE of 0.252, only slightly better than random.

6.2.2 Combining information theory and tail distributions

Our results above suggest that the two-parameters PY model
correctly captures the uniqueness and correctness of auxiliary
information, but also explains why the FLP fails to accurately model
the wide range of behaviors of uniqueness and correctness we
studied (Fig. 6.2).

The PY model parameters d and « are closely related to
the entropy of auxiliary information. Below, we reparametrize
the Pitman-Yor process by using the expected entropy h and a
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F1G. 6.1: Pitman-Yor processes fit a wide range of discrete count distributions, and correctly model
their uniqueness. (a-e) Frequency plot of empirical samples (black) and 95% CI from the MAP
estimate of the PYP. (Inset) Empirical and expected uniqueness for a population size ranging from 1
to 9B individuals. (a) Age, sex, location for the 1% ACS census published in 2010 (n=3,061,692).
(b) User Agent strings from the Panopticlick survey (n=>5,463,165). (c) Adult dataset extracted
from the 1994 US census (n=32,561). (d) Synthetic sample from a Geometric distribution (p=0.05)
(e) Synthetic sample from a Geometric distribution (p=0.1). (e) Synthetic sample from a Zipf
distribution (s=1.5). (f) MAP estimated parameters « and d for each of the five surveyed dataset
in panels (a) to (e). (g) Empirical vs. estimated uniqueness ¢ for all surveyed sets of auxilary
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F1G. 6.2: Using the Pitman-Yor model to quantify the criticality and regimes of uniqueness and
correctness. (a-c) Decision boundaries to obtain 5% (a), 50% (b), and 95% (c) of unique individuals,
in populations ranging from 107 individuals (lowest blue line) to 7.5 10° individuals—the world
population (semi-dashed line). (d) Functional forms of the expected uniqueness (blue solid line) and
correctness (orange dashed line) for distributions with low to high entropy (y-axis) and geometric to
power-law tails (x-axis). Each panel shows the uniqueness and correctness for a population ranging
from 1 to 10° individuals (logarithmic scale). (e) Critical behaviors arise for exponential tails (y = 0,
red circle line) but not for power-law tails (y = 0.5, green square; y = 1, blue triangles).
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second parameter, y, y capturing prior beliefs about tail behavior
(independently of h):

h=E[H(Xs) |d,a] = fla+1) - f(1-d)
__F1)-f(A-4d)
Fla+1) - f(1-d)

with £ the digamma function.

The FLP expresses € and « in term of the entropy & alone, hence
neglecting any effet of the shape the distribution. With the PY model,
the tail parameter y captures crucial variations of the uniqueness

and correctness. For example, geometric (y ~ 0) distributions yield a
sustained high score (the higher the entropy, the longer the sustain)
followed by a a fast decay, while distributions with power-law tails
(y > 0) show no sustained score but a slow decay (slower as the
entropy increases). Intuitively, for the same entropy, draws from
power-law distributions are more likely to come from the tail, often
yielding new unique outcomes.

The PY model correctly predicts the subcritical and supercritical
regimes of uniqueness. The frequency distributions X4 with an
exponential tail (y ~ 0) exhibit a critical uniqueness behavior, absent
from heavy tails (y > 0). A small increase of entropy yields a
catastrophic increases of uniqueness, from almost 0 to almost 100%.
This criticality does not occur with a power-law tail: a small increase
of entropy yields a small increase of uniqueness. The criticality of
re-identications further contradicts the common belief that entropy
alone is a sufficient predictor of uniqueness or correctness.

Opverall, the fundamental assumption of uniformity within the
FLP yields poor estimates for the data collections studied here.
Worst, this assumption of uniformity does not even provide a
conservative bound on the uniqueness: the FLP can (incorrectly)
predict the uniqueness to be above or below the actual empirical
uniqueness.

6.2.3 Anonymity bounds from summary statistics

Having derived accurate laws that govern the risk of
re-identification, we now propose a principled information theory
framework to combine the PY model with few key statistics about a
data collection, and bound the overall uniqueness.
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For many data collections, the complete distribution of auxiliary
information X, is unknown, but few summary statistics can often
be gathered regarding the marginal distributions or the association
structure between them. To estimate the overall likelihood of re-
identification, we propose to combine the developed PY model with
information-based statistics.

Below, we propose three audit scenarios combining marginal
entropies and pairwise association between variables to achieve
coarse (with few statistics) to very accurate bounds (with a few
more statistics) for € and «. Inspired by recent advances in linear
optimization, we estimate the joint entropy h of the reparametrized
model, using optimization on the entropic cone, a scalable method
to integrate partial knowledge about marginals and association
between them.

Recall that we consider a multivariate data collection D, with
auxiliary information X4, = (Xi,Xz,...,Xy) without loss of
generality. For every subset S C [d], let X5 be the random vector
(Xi)ies and the entropic vector H(Xg) its associated Shannon
entropy:

H(Xs) = Zp(xs) log, p(xs)

The entropic set H is the set of all possible entropic vectors [215,
216]:

Hy = {h e R¥ 3V, Ys,... Yy, VS € [d], hs = ]H(Yg)} (6.3)

Its closure is known to be a convex cone, albeit its precise form is still
not explicitly understood for d > 4. We use an outer approximation
of the entropic cone, using a finite number of explicit Shannon-type
inequalities (monotonicity and strong subadditivity of the entropy),
to bound the total entropy of X, (see section 6.4.3).

Based on any set of constraints over marginals of X, or pairs
of marginals, we solve two linear programs to estimate both the
minimum and maximum (marginalized) entropy of Xy:

hmax = mCaX ]H(X17X27 v 7Xd)

Rmin = mcin H(X,X2,...,Xy)

with C the combination of Shannon-type inequalities on the
entropic cone and prior knowledge about the auxiliary information.
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Combining the PY model and the optimization on the entropic
cone, we obtain minimum and maximum bounds on the expected
uniqueness and correctness with, e.g., emax = IE[€|hmay, y] and
Emin = & [E ’ hmim Y]

In practice, we study three standard audit scenarii for prior
knowledge (see Section 6.4.4), for which are known:

H1 all attribute entropies H(X;) and all mutual information scores
I(X;; X;), as well as the overall tail parameter y;

H2 all attribute entropies but only the average mutual information
(I(Xi; Xj)), as well as the approximate tail parameter y (low,
medium, or high);

H3 the sole number of symbols for each attribute (e.g., 2 potential
outcomes for gender, 110 for age).

To audit the anonymization of a data collection, the scenario H3
relies on easy-to-guess information, while the scenario H1 requires
further information that can be gathered from released statistics
or previous measurements, yet possible without access to collected
data.

The Table 6.2 reports the performance of H1, H2, and H3 to
accurately bound € and «, with two measures: the gap Acpin (resp.
Aemax) between the upper (resp. lower) bound and the empirical
uniqueness. An uninformation scenario would results in bounds
(Emin,€max) = (0,1) and gaps of approximately 50%. On the
contrary, a data subject evaluating their own risks using, e.g., the
scenario H2 will obtain close upper bounds on uniqueness, on
average only 13.9 percentage points above the exact uniqueness.

Our results suggest that three statistics are therefore sufficient to
achieve accurate minimum and maximum bounds for uniqueness:
(i) the marginal entropies h; for all variables, (ii) the average mutual
information between them, and (iii) the approximate shape of the
joint tail y.

6.2.4 Application to device fingerprints
To illustrate the predictive power of the developed model, we apply

it to test the anonymity of technical device identifiers, also called
device or browser fingerprints. Web browsers share device-specific
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Marginals Association  Aepax A€min S(e)  TPiw TPhigh
H1  Entropy MI 0.100 0.238 95.3% 80.0% 85.9%
H2  Entropy Average MI  0.139  0.263 98.8% 60.0% 49.3%
H3 NbSymbols No Prior 0.394 0475 100% 10.0%  0.0%
H@ No prior No prior 0.512 0.487 100%  0.0%  0.0%

TABLE 6.2: Few summary statistics still correctly guess the overall uniqueness. For all surveyed datasets, we study three scenarios: informative
and complex (H1), informative and simple (H2), uninformative and simple (H3), as well as a non informative prior HZ (€min = 0 and eyax = 1).
The metric Aepayx (resp. Aemin) measures the gap between the upper (resp. lower) bound and the empirical uniqueness. We report the agreement
S(&) between the bounds and the empirical uniqueness as the fraction of datasets for which gy < € < Epax. TPjow measures the fraction of
low uniqueness scores (¢ < 0.10) correctly predicted as low (€max < 0.10). TPp;gn, measures the fraction of high uniqueness scores (¢ > 0.90)
correctly predicted as high (€pnin > 0.90). Overall, the scenario H2 requires little information yet obtains accurate theoretical bounds, close to

the performance of the scenario H1.
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technical information with websites, such as identifiers about
the browser, operating system, or even the timezone. Combined
together, such identifiers form fingerprints that can potentially
uniquely identify devices across websites and visits.

Due to the inherent difficulty of gathering the fingerprints of all
devices worldwide, it is challenging to estimate what is the actual
correctness of a fingerprint without a statistical model. Researchers
have shown that, up to 2 million devices, device fingerprinting could
uniquely identify from 33.6% to 80% of studied devices, for various
dataset size and class of fingerprints [102, 217]. However, despite
these studies, there is still no consensus on whether fingerprints can
track more than 2 million devices and correctly identify them. This
is also pinpointed by our findings: due to the potential critically of
correctness, a high correctness for 2 million devices predicts little
about the correctness of 2 billion devices.

Here, our model instead predicts that that simple fingerprints
can actually uniquely identify almost all devices used online. First,
using a sample of few thousand fingerprints, we estimate using the
PY model, the overall uniqueness of billions of devices. Combining
basic browser and device technical information could correctly
identify 74.6% out of 4 billion users worldwide (Fig. 6.3). Even iOS
devices, purportedly harder to fingerprint, yield high scores: out of 1
billion active devices, 27.76% could be correctly identified with the
same set of attributes.

Overall, the PY model offers practitioners a robust framework
to model the risk associated with re-identification, and audit the
anonymization of data collections. Whether data controllers disclose
enough summary statistics from the data (scenario H1) or auditors
collect measurements from previous work and similar collections
(scenario H2), the framework provide a rigorous way to test for
anonymity.

6.2.5 Application to set-valued data

Finally, while we have until now focused on simple tabular data
(few collected attributes), our model scales to and captures the
uniqueness of individuals and correctness of re-identifications
in modern high-dimensional set-valued data. Set-valued data
collections contain, for each individual, a set of data points such

89



90

A THEORETICAL MODEL FOR ANONYMITY

0.6 [— 0.6 [—

0.4 — 0.4 — x

Uniqueness (€)
Uniqueness (€)

02— 0.2 —

0.0 I I | I L 0.0 I I | |
100 102 10 10°  10°  10% 100 102 10°  10°  10°  10%°

n n

Fic. 6.3: Little prior knowledge sufficiently bounds the resulting
uniqueness of device fingerprints. The light blue (resp. dark blue) range
reports the predictions associated with the H2 (resp. H1) scenario. The
panel (b) shows the uniqueness when collecting the HT'TP accept, whether
cookies and JavaScript is enabled, timezone, display size, and the panel
(a) when the installed fonts and plugins are also collected. The red solid
line depicts the uniqueness predicted by a uniform ATK model, based on
marginal entropies.

as, e.g., installed apps on a smartphone, shopping patterns, movie
ratings, or mobility traces [35-37, 41].

We use the PY model to quantify the likelihood, for an adversary
knowing p points of auxiliary information (visited, installed,
watched, efc.) matching an individual record x, that the individual
can be uniquely identified or their record correctly matched. We
denote by ¢, (resp. k) the expected uniqueness (resp. correctness)
knowing p points from an individual record:

-1
X
ep = Exox xsp (|p|) Y. e[Xs]

and

-1
X
Kp = EX x2p (|p|) < Z|;S\ k[Xs]
| Cx,|S|=p

with e[ Xs] and x[Xs] the uniqueness and correctness restricted to
the subset S. These two quantities measure the mean uniqueness
(resp. correctness) across all traces of p points from an individual
record (across all records with at least p points). The expected
uniqueness knowing p points is also called unicity. Introduced by
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de Montjoye et al. to study mobile phone data [36], it has since been
turther applied to credit card transactions [37] and installed mobile
apps [41].

Under two simplifying assumptions, both can be modeled by the
expected uniqueness and correctness for the PYP prior

PY(h,y,) where h = hoM
p/2-1

with hgy (resp. y,) the entropy (resp. tail parameter) knowing a
single data point and p the average normalized mutual information
between data points [218]. First, we set a prior PY(hy, y,) on each
marginalized data point Tj, with X = T} x T, x ... x Ty the joint
distribution over all d points. Second, we assume that all pairs of
points (Tj, Ty) are correlated with the same correlation coefficient
p(Tj, T) = p,- These strong assumptions are necessary to obtain a
tractable close form expression of ¢, and «,, yet accurately model
the data collections we study below.

p=1 p=2 p=4 p=8 p=16
Corpus

APPS 0.045 0.038 0.026 0.011 0.010
CALLS [60min] 0.054 0.075 0.078 0.052 0.054
CALLS [10min] 0.061 0.078 0.041 0.009 0.009
SHOPS 0.032 0.038 0.005 0.000

TaBLE 6.3: RMSE of the PY-SV model to predict £, on the APPS, CALLS,
and SHOPS corpus. The CALLS corpus is divided in two, the first with calls
known with a 1h time window, the second with a 10min window. Overall,
the PY-SV model obtains a low RMSE across number of known attributes
(p) and corpora.

We test the resulting model, called PY-SV, on three additional
datasets: installed Android apps (APPS), time of calls (CALLS),
shopping patterns (SHOPS). From the data, we estimate parameters
ho, P, and ¥, independently of p. Fig. 6.4 show that the model
accurately predicts the correctness of re-identification from p = 1 to
p =16 on the APPS dataset. Table 6.3 further reports the low RMSE
across the studied corpora.

The three parameters hy, p, and y,, along with the poulation size
n, explain 98% of the variance of correctness, with low RMSE overall
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F1G. 6.4: Empirical validation of the PY-SV model on the APPS dataset. (a) Empirical correctness «,
when knowing 1, 2, 4, 8, and 16 data points (solid lines with s.d. error bars), for a population size n
ranging from 10° to 10° individuals. The triangles report the estimated correctness &, of the PY-SV
model. (b) Empirical vs. estimated correctness across all values of p. (c) Predicted correctness &, as
the number of available data points p increases, for 2 billion mobile devices.

(0.02 for APPS, 0.02 for SHOPS, 0.04 for CALLS). We perform
a global sensitivity analysis by using the Sobol method, which
accounts for individual effects and interactions, as well as nonlinear
responses. We find that all parameters have a significant effect on the
correctness k. The population size (log, n) accounts for 36.7% of the
total effects, the entropy h for 54.3%, the tail parameter y, for 6.3%,
the correlation p for 20.6%, and the number of points p for 22.6%.
There are little interactions between parameters, the highest being
between log,n and hy (3.2%), suggesting low redundency between
them.

6.3 SUMMARY

The proposed PY and PY-SV models provide, for the first time,
a fundamental model for the uniqueness of individuals and
correctness of re-identifications. In the field of re-identification
science, previous approach to quantify anonymity assumed uniform
individual effects, resulting in uniform distributions of auxiliary
information. Studying a wide range of distributions from tabular
census and survey data to high-dimensional set-valued data, we
show that most of these data follow non-uniform frequency
distributions, instead closely captured by Pitman-Yor processes.
These processes provide a tractable model of uniqueness and
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correctness, correctly predicting their critical behaviors. Using
linear optimization on the entropic cone, we propose a new
framework, combining easy-to-learn summary statistics about the
collected information with the developed models, to obtain upper
and lower bounds for the expected uniqueness and correctness.

Our approach can be directly used to audit current data
collections, for which access to the data is often impossible to due
legal and technical constraints. The model can further be used to
approximately estimate the anonymity offered to individuals when
participating in sensitive data collections.

6.4 ADDITIONAL METHODS
6.4.1 Uniqueness and correctness for Pitman-Yor processes

Pitman and Yor proved in 1997 the following proposition:

Proposition 1. For X ~ PY(d, a), a countably-infinite distribution
(xi)1<i<+o0, and f a continuous function on [0,1]:

E(X|d,oc) [if(x,)] = E(ﬁ1|d7lx) [f(ﬁl)]

m

with 7, the first size-biased sample from X, 71, ~ Beta(1 —d,d + «).

This allows us to obtain close-form expressions for the expected
entropy, uniqueness, and correctness of X.

Proposition 2. For X ~ PY(d, a), the expected entropy is:
E[H(X)|d, a] = p(a+1) - F(1-4d)
Proof. See the proof by Archer et al. [211]. O]

Proposition 3. For X ~ PY(d, «), the expected uniqueness is:

T(a+1)T(n+d+a-1)

IE[E|d’(x]_l"(cl+()c) [(n+a)
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Proof. We use the Proposition 1 with f(x) = x (1 - x)"!:

E[€|d,cx] B(l_dd+a)f f(X) —d x)d+zx ldx

lx(l _x)n ! —d d+a-1
B(l—dd+oc).[ ¥ (1-%) *

n 1+d+a— ld

B(l—d d+a) /
~ I[(1+a) Fr(1-d)I(n+a+d-1)
T T(1-d)T(d+«) [(n+a)
T+ a)(n+d+a—-1)

C T(d+a)(n+a)

Proposition 4. For X ~ PY(d, «), the expected correctness is:

1 (Tl+a)T(n+d+a)
Elxld o] = nd(r(d+oc) [(n+a) —oc)

Proof. We use the Proposition 1 with:

f) = x—— (1= (1-2)")
=S (1-(-x)

so that:

_ 1 lf(x) — +a—1
E[K|d’“]_B(l—d,d+a)/(; ; x (1 —x) el dx

1 11
P — ——(1-(1- n —d 1= d+0c—ldx
B(1-d,d+a) Jo xn( (1=2)")x"(1-x)

1 1 . -1 a+d-1 —d-1 n+a+d-1
:;m ; x (1 - x) Al oA - x)mrerdlg
1 r(1+a) I(-d)f(d+a) T(-d)[(n+d+«a)

nT(1-d)I(d+a) ( T(a)  I(n+a) )

1 T(1+a) (F(d+(x) ~ F(n+d+<x))
n(-d)T(d+a)\ T(a) [(n+a)

_L(F(1+oc)l"(n+d+oc) _“)

Cnd\T(d+a) T(n+a)
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6.4.2  Entropy, uniqueness, and correctness for uniform distributions

Let F be a uniform distribution over d distinct outcomes, with IP(F =
i) = 1/d. We have:

d
H(F) = - > P(F=i)log,(P(F=1i))

i=1

=log, d
In a population of # individuals, the expected correctness is

=77 P ) (1-(1-P(F=1)")

(-(-3))
- %( -(1 —2‘h)”)

and the expected uniqueness

6.4.3 Maximum a-posteriori (MAP) estimates from Pitman-Yor
priors

Give a sample x = (x;)1<j<y from an unknown distribution X ~
PY(d, a), we have:

15 (a +1d) TIK, T(ni - d) T(1 + )

I(1-d)XT(a+n) (64)

p(xld)“):

with n = (n;)1<i<k the observed frequency counts in x, and K the
total number of frequency classes.

Numerically, computations for [T} (a+1d) can be accelerated by
noting that:
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k-1

[1(«+1d) = d*! Iﬁ(oc/d+ )

I=1 =1
_ K [(a/d+K-1)
[(a/d+1)
Recall that a PYP is equally parametrized by (d, «) and (h,y). We
place a uniform prior on 4 and set an exponential prior g(y) on y:

q(y) = eXp(—%)
y

. We refer to Archer et al. [211] for a detailed study of the priors for
PYP distributions.

OPTIMIZATIONONTHEENTROPICCONE Theentropicset
"H 4 is bounded by a combination of inequalities, the Shannon-type
inequalities [219]. We denote by I’ the set of vectors that satisfies
them. For random variables X;, X5, ..., Xy, their entropies satisfy
the monotonicity inequalities:

]H(XQ) = 0
vic]c[d], H(X;) < H(X))
as well as submodularity or strong subadditivity inequalities:
VI,]E [d], ]H(X[) + ]H(X]) > ]H(XIUJ) + ]H(X[m]) (6.5)

To bound the overall entropy H(X[;), we encode these
inequalities as a linear problem:

Q(c) = maximize c¢'h
s.t. Ah<a
h>0

with h € (IR*)ZUI‘1 a candidate entropic vector and ¢ € R the
objective.

When given additional (in)equalities on the entropic set (e.g.,
H(X;) = zor I(X;Xj) = z), we further incorporate them as
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additional constraints Bh < b. Overall, we solve the following
problem:

Q(c,B,b) = maximize ¢ h
s.t. Ah<a
Bh<b
h>0

We obtain an upper bound Amax = Q(cmax, B, b) on H(X[4) with
¢max = (0,...,0,1). We obtain a lower bound hpin = —Q(¢min, B, b)
on H(X4) with cmin = (0,...,0,-1).

6.4.4 Audit scenarios

We study three audit scenarios H1, H2, H3.

Under the informative scenario H1, the marginal entropy of each
attribute, the mutual information between each pair of attributes,
and the overall tail parameter y are known:

ClH: ] = {H(X;) = hi|i e [d]} u{I(X;; X)) = ijj|i € [d],j € [d]}

and y[H;] =y

Under the approximative scenario H2, the marginal entropy of
each attribute, the average mutual information between pair of
attributes, and the approximative tail parameter y are known:

ClHz] = {H(X;) = hi|i e [d]} v {{I(X;; X;)) = i}

and y[H,] € [0,1/3[ if y € [0,1/3] (resp. [1/3,2/3[ and [2/3,1])
Under the least informative scenario H3, only the alphabet size of
each attribute are known:

ClHs] = {|Xi| = ni|i e [d]}

and y[H3;] € [0,1]. From C[H;], we obtain constraints on the
marginal entropy of each attribute:

C'[Hs] = {0 < H(X;) < log, ;i € [d]}
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MODERN PRIVACY-PRESERVING PLATFORMS

The balance between using personal data and preserving people’s
privacy has historically relied, both practically and legally, on the
concept of data anonymization (see Chapter 4).

While de-identification algorithms are widely used in industry
and academia to transform and release anonymous datasets, a large
body of research has shown that these practices are not resistant
to a wide range of re-identification attacks [18, 35-37, 168, 174].
Exposure of the limits of de-identification have led policy makers
to call for stricter regulations: for instance, the [US] President’s
Council of Advisors on Science and Technology concluded that
data anonymization “is not robust against near-term future re-
identification methods. PCAST do not see it as being a useful basis
for policy” [220].

In Chapters 5 and 6, we showed that de-identification is further
limited by easier re-identification that once thought, and called for
better technical solutions to disseminate data.

In this final part, we review potential privacy-conscientious
solutions for data controllers to collect and disclose personal data
moving forward, highlighting the research directions requiring
further work before being implemented. In particular, we cover
alternatives including releasing aggregated, summary statistics from
personal data. In this approach, the data processor computes and
releases answers—ahead of time or in real-time—to queries on the
raw dataset, while the original dataset is never published.

Two use cases are finally discussed in this part. In Chapter 8, we
demonstrate some of the concerns associated with such modern
privacy-preserving platforms, using Diffix, a privacy-preserving
database, as an example. In Chapter 9, we show how (aggregated)
statistical insights can be computed and released at scale from
sensitive mobile phone metadata.

Parts of this chapter
originate from a joint
research article on the
privacy-conscientious
use of mobile phone
data [48].
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71 FOUR MODELS TO RELEASE DATA

The failure of de-identification and the lack of a modern and agreed-
upon framework to share data are strongly hindering the privacy-
conscientious use of personal data, a valuable asset for researchers,
policy makers, humanitarian workers, and companies.

We recently proposed four different models to share personal
data for the big data era [48]. While focusing on the use of mobile
phone metadata, our work can also be generalized to various data
collections. Our suggestions, summarized below and in Fig. 7.1,
form a layered approach to privacy, combining security practices
with data reduction and access control.

Secure access to

pseudonymized data

N

< Remote access Question-and-answer

S

2

=

+-

Ee)

2

(o]

]

o

o

8

[

o o Pre-computed

Limited Access o
statistics
Direct access to
limited or aggregated v
pa N
data release < 7
Development stage
Exploratory Applicative
Low to medium Medium to large number
number of users of users and/or open data

F1G. 7.1: Matrix of the four models for the privacy-conscientious use of personal data.



7.1 FOUR MODELS TO RELEASE DATA

7.1.1 Limited Release

This first model builds upon the traditional de-identification
framework. Personal data are transformed by the data collector
and a copy is given to third parties under a legal agreement.
Transformations can include data coarsening or sampling, with
minimal changes to the data in order to maximize statistical
significance. As discussed in Chapter 4, these pseudonymization
techniques are not necessarily enough to anonymize the underlying
data, often requiring explicit consent from the data subjects for
their data to be shared. Appropriate non-disclosure and data use
agreements (DUA) are therefore required.

This is the model used by national statistics to release census
microdata at large sampling fractions or by the IRS to release
sensitive individual-level tax records to trusted researchers [221].
Upon signature of a legal agreement, researchers get access to
accurate pseudonymized data. This model is therefore slow to
implement and difficult to scale to more than a few third parties.

The Limited Release model share the same membership and
inference vulnerabilities we discussed earlier. We consider re-
identification using auxiliary information to be the main anonymity
threat in this model: re-identification would allow an attacker to
link the released data about one participants to their identities. This
model should therefore be limited to exploratory analysis, inside a
company or with trusted parties.

7.1.2  Precomputed Statistics

Instead of releasing raw data, aggregating or deriving synthetic
data aims to disclose only anonymous data, thus not requiring the
explicit consent of participants. Statistics can be computed at the
individual level (e.g., number of calls or radius of gyration for mobile
phone metadata, average rating for car sharing) or aggregated across
individuals (e.g., age distribution, origin-destination matrices).
Static aggregation is a standard procedure used to disclose insights
from sensitive data. It is used, e.g., by the US Census Bureau to
release vast amounts of accurate demographic and socio-economic
statistics, from simple counts to multiway contingency tables.
Because individual indicators or aggregated statistics do not relate
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directly to personal data, they often offer a higher level of privacy
compared to pseudonymous or de-identified data.

Both approaches have several advantages over individual-level
anonymization. Firstly, aggregate statistics are often enough to
perform a large array of analyses, including advanced machine
learning use cases [222, 223]. The individual-level data are not
shuffled, coarsened, infused with noise, or subsampled, which helps
preserve the utility of any statistical aggregation method. This is
particularly true for high-dimensional data—e.g., mobility data—
for which a robust anonymization method will strongly damage
the utility [36, 134]. Finally, anonymity can be assumed to be
better protected, as any individual data is putatively hidden in the
aggregate summary (as with k-anonymity for instance). A malicious
analyst can still combine aggregated statistics to gain enough level
to break the purposely anonymity. Recent work has shown that both
aggregated and synthetic data can still contain enough information
to perform membership or inference attacks. Researchers have
shown that releasing too many, overly accurate, summary statistics
can breach participants’ privacy [150, 151]. These results show that,
without theoretical guarantees, it is increasingly difficult to draw
the line between sensitive and non-sensitive aggregated or synthetic
data [123].

Secondly, synthetic data can fasten research, by letting researchers
quickly access data in the same format as sensitive data without
the associated risks of de-identifying data. Synthetic approaches
aim to provide better privacy guarantees since no individual data is
released; sufficient care need to be taken to provide enough utility,
by balancing the complexity of the underlying data generation
model with the privacy guarantee offered. While synthetic data is
an appealing approach to mitigate the risk of disclosing sensitive
information, it lacks theoretical guarantees and membership privacy
may still be breached by using too complex models that encode too
much information [224].

The Precomputed Statistics model should therefore be reserved to
release well-established metrics of interests, such as demographics
indicators for census and survey data, or density and mobility maps
from human behavior data.
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7.1.3 Remote Access

When data are too sensitive to be released, and when analysts must
run a large variety of analyses, analysts can directly access the data
within the premise of the data controller. The controller supervises
who access the data, how the data is being used, and ensures that no
personal data leaves the remote server (legally, with non-disclosure
agreements, or technically, by monitoring the executed commands
and the returned outputs).

The Remote Access model requires, similarly to the Limited
Access, trust in the parties accessing the data, and signature of legal
agreements. It also often includes a physical infrastructure (e.g.,
physical 2-factor access tokens, dedicated authentication hardware
using fingerprints) and a secure network environment (VPN for
remote access, DMZ, etc.).

Due to the higher operational costs, this model is often limited
to trusted and experimented researchers or statisticians who need
to perform ad-hoc experiments on the raw data. For instance, in
France, the Secure Access Data Center (CASD) grants researchers
access to sensitive health data through a remote access interface,
under a case by case access policy’.

7.1.4 Interactive and decentralized computations

Finally, other techniques can be used to analyze data remotely
without accessing the raw data itself but by providing instructions
or algorithms to be run on the data. Interactive aggregation, query-
based, or question-and-answer (QA) systems let analysts send
queries and potentially run their own code within the premise of
the data controller. They offer data analysts a (remote) platform to
ask questions that return data aggregated on-the-fly from several,
potentially many, records.

Compared to the Remote Access model, interactive aggregation
platforms do not grant access to the underlying data, but only to
statistics computed on the data. Compared to the Precomputed
Statistics model, interactive platforms let third parties adjust query
parameters or run their own code on the protected infrastructure

1 Centre d’accés sécurisé aux données (CASD), https://www.casd.eu/.
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holding the data. QA platforms are therefore often sought by data
controllers since they require less infrastructure and operational
costs, yet aim to disclose complex statistics. Interactive aggregation
is, e.g., used by Uber to release origin-destination traffic patterns via
their Uber Movement platform?.

In a typical Question-and-Answers platform, the individual-level
(often pseudonymous) data is stored on the data controller’s server.
Users access the data exclusively by sending queries that only
return information aggregated from several records. Interactive
aggregation can be based either on trusted third parties running the
computations or on formal methods to execute computations in a
decentralized and privacy-preserving way (e.g., secure multi-party
computation, homomorphic encryption, functional encryption,
trusted computing platforms such as Intel SGX) while keeping the
input data private. The latter provide additional privacy guarantees,
especially during commmunication, but are still prone to side
channel attacks or privacy leakage attacks.

Depending on the setting, an adversary can for instance easily
submit a series of seemingly innocuous queries whose outputs,
when combined, will allow them to infer private information
about participants in the dataset. Interactive aggregation indeed
often offer a more expressive syntax than already computed
aggregated data. This approach shares similar privacy risks with the
Precomputed Statistics model: too many, too precise answers can
reveal personal data. Most aggregation platforms therefore add a
random amount of noise to each answer, either independant [225]
or correlated between answers [226]. While these safeguards may
prevent traditional re-identification attacks on anonymized data [18,
35-37, 168, 174], a large range of attacks on such query-based
systems have been developed since the late 70’s [227, 228].

Most of these attacks show how to circumvent privacy safeguards
(for instance, query set size restriction and noise addition) in specific
setups. In 2003, Dinur et al. proposed the first example of an
attack that works on a large class of aggregation scenarios [229].
In what they called a reconstruction attack, they showed that if
the noise added to every query is at most o(y/n), where n is the
size of the dataset, then an attacker can reconstruct almost the
entire dataset using only polynomially many queries. Sankararaman

2 Uber Movement, https://movement.uber.com/.
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et al. performed the first formal study of membership attacks
(see Section 4.2.1), introducing a theoretical attack model based
on hypothesis testing [144] to infer whether the data about a
certain individual is present in the protected dataset. Numerous
reconstruction and membership attacks have been proposed in
the literature. A recent survey from Dwork et al. gives a detailed
overview of attacks on interactive aggregation systems [149].

The privacy offered by such systems therefore highly depends
on the implementation. Few platforms rely entirely on provable
theoretical guarantees (e.g., the recent collaboration between
Facebook and Social Science One aiming to release differentially
privacy statistics results to researchers®) but such guarantees are
often difficult to develop and implement correctly. Without provable
guarantees, increased security and practical defenses can hinder re-
identification attempts and are often used instead.

7.2 PRIVACY MOVING FORWARD

Releasing aggregated instead of individual data has emerged as the
major alternative to de-identification. But its implementation, as
we discussed above, lacks precise privacy guarantees. Too many
aggregated statistics, combined, start revealing personal data. This is
increasingly true as powerful machine learning approaches are being
developed to perform reconstruction or membership attacks [150],
requiring less and less aggregated data to perform re-identification
attacks.

Two distinct defense avenues could help enforce privacy
regulations: provable guarantees and practical security defenses.
Provable guarantees, based on theoretical mathematical grounds,
provide protections against a wide range of attack, although they
can be difficult to implement while keeping a high utility. Security-
based defenses for interactive platforms, based on practical secure
design principles, instead do not provide theoretical guarantees
but rely on an adversarial engineering approach. As no physical
system is perfect, they rely on a penetrate-and-patch cycle along with
transparent and open designs.

Social Science One, “Our Facebook Partnership’, https://socialscience.one/
our-facebook-partnership.

107


https://socialscience.one/our-facebook-partnership
https://socialscience.one/our-facebook-partnership

108

MODERN PRIVACY-PRESERVING PLATFORMS

7.2.1 Provable guarantees and heuristics

To  protect  aggregation  methods, privacy  research
has been increasingly focused on providing provable privacy
guarantees to defend interactive systems against membership and
inference attacks. Differential privacy is the main privacy guarantee
considered by researchers so far [123, 230].

DIFFERENTIAL PRIVACY Differential privacy, now a fast-
growing field in computer security, essentially provides provable
guarantees when releasing data, with respect to past and future
successive data releases. It is so far the only framework to
provide such guarantees [123]. Intuitively, a randomized algorithm
is differentially private if its output does not depend on any
single individual’s record in the dataset. Adding or removing
a single individual data point should not significantly modify
the output, hence protecting participants from any membership
and inference attack. This privacy guarantee can be enforced by
Precomputed Statistics and Question-and-Answer platforms, and
has been mathematically proven to be robust against a very large
class of attacks [231] when used with an appropriate privacy budget
e. However, research has shown that attacks on implementations of
differentially private systems exist [232-234]: (a) while the theory
might be secure, implementations can always result in software
bugs, (b) adversaries can leverage side-channel attacks and privacy
leakages not covered by the original threat model.

Furthermore, efficient differential privacy mechanisms are
generally developed for a specific use case and, even if a large range
of differentially private mechanisms have been proposed, there is
still no practical widely deployed differential privacy solution for
general-purpose data analytics [235]. Platforms based on differential
privacy have been proposed, the main ones being PINQ [236],
wPINQ [237], Airavat [238], and GUPT [239]. All of these systems
however present limitations, e.g., simplicity of use and support
for various operators that join different datasets [235]. In 2017,
Johnson et al. [235] proposed a new framework for general-purpose
analytics, called FLEX, developed in collaboration with Uber. FLEX
enforces differential privacy for SQL queries without requiring any
knowledge about differential privacy from the analyst. However, the
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actual utility achieved by the current implementation of FLEX has
been questioned [240].

To achieve strong privacy guarantees, practitioners must often
sharply limit the data utility by adding large amounts of noise
and restrict the total number of requests that the system is
allowed to answer [241]. Moreover, while differential privacy is
a strong guarantee, the privacy risks of data breaches associated
to implementation issues remain, exposing systems to attacks that
differential privacy should in theory rule out [242, 243]. Overall,
with some rare exceptions, the complexity of correctly implementing
differential privacy and choosing the right privacy budget often
prevents practitioners from using it.

DATA-DEPENDENT NOISE Instead of relying on theoretical
mechanisms (e.g., adding noise to enforce differential privacy),
researchers have suggested to use heuristics to improve the privacy-
utility balance of differential privacy. For example, the Diffix
algorithm, which we study in Chapter 8, adds dynamic noise to every
answer depending on the query set (i.e. the set of users selected
by the query), and hence on the data. Data-dependent noise, also
called instance-based noise, has been shown to provide significantly
better accuracy than data-independent noise [244]. However, naive
implementations of data-dependent noise can leak information
about the data, a result Nissim et al. theorized as a potential way
to attack these systems [244].

7.2.2  Practical defenses

In this section, we briefly outline some of the approaches that may
be used to mitigate the effects of vulnerabilities against privacy-
preserving (interactive) platforms. Overall, it is our belief that
practical secure design principles apply here just as they do in
many other contents. Specifically, privacy-preserving platforms
(regardless of whether they have provable guarantees or not) would
benefit from a defense-in-depth approach, e.g., by monitoring the
query stream for queries that are likely to lead to exploitation or
auditing the computations and the accesses.

109



110

MODERN PRIVACY-PRESERVING PLATFORMS

INTRUSION DETECTION The set of queries generated by a
specific attack vector often follows a determined template. Learning
this pattern may help prevent privacy leakage attacks, as well as
potentially related attacks. A more sophisticated attacker might
however vary the shape of the queries and interleave them with other
more natural-looking queries, including over long periods of time.

AUDITABILITY Ifallusersofa platform are authenticated, then
a suspicious-looking query stream can lead to temporary account
suspension and further investigations of the suspicious activity,
including after happening, as new attacks are being uncovered.

INCREASED FRICTION Another strategy involves imposing
time delays, rate limiting, or financial charges on queries, for
instance by charging by the number of queries, instead of using
a subscription-based model. This strategy can be refined to, for
instance, charge more or create longer delays for suspicious queries.
This would make it more difficult to automate the inference process
at scale.

LIMITED EXPRESSIVENESS Instead of a rich syntax, an
aggregation mechanism could allow only for a small set of
conditions that are easier to validate. This could also include a limit
to the number of conditions per query, or to the total number of
conditions that may be used by the authenticated system user during
a specific interval of time. This involves a compromise between
rough data summarization and fine-grained queries, and limits the
utility of the system in practice.



CASESTUDY: EXPLOITING DIFFIX’S STICKY
NOISE

Diffix, a patented commercial solution that acts as an SQL!! proxy
between an analyst and a protected database [226, 245], has recently
been proposed by researchers affiliated with Aircloak and the Max
Planck Institute for Software Systems as a practical alternative to
differential privacy, based on the [EU] Article 29 Working Party
(Art. 29 WP)’s definition of anonymous data. It defines a dataset as
anonymous if the anonymization mechanism used protects against
singling out (identify one user), linkability (match users across

datasets), and inference (learn participants’ records) attacks [45, 226].

Diffix relies on a novel noise addition framework called “sticky
noise’, which aims to give analysts a rich query syntax, minimal noise
addition, and an infinite number of queries, all while satisfying the
WP29 definition of anonymous.

The authors claim that data produced by Diffix (i) falls outside
of the scope of the new European GDPR regulation; (ii) has been
determined by the French National Commission on Informatics and
Liberty (CNIL) to offer “GDPR-level anonymization” for all cases;
and (iii) has been certified by TUVIT as fulfilling “all requirements
for data collection and anonymized reporting” [246, 247]. Difhx is
used in production and Aircloak reports working with partners such
as Telefonica, DZ Bank and Cisco.

EXPLOITING DIFFIX S NOISE
new class of attacks called noise-exploitation attacks. The attacks
work in three parts: (i) canceling out part of the sticky noise using
multiple queries, (ii) exploiting the noise Diffix adds to one query
in order to learn information about the query set associated to this
query, and (iii) using logical equivalence between multiple queries
to obtain independent noise samples for the same query.

We develop two noise-exploitation attacks that take advantage
of the structure of Diffix’s sticky noise to infer private (also
called secret) attributes of individuals in the dataset, violating

In this chapter, we present a

This chapter originates
from a joint research
article co-leaded by
myself, Andrea Gadotti,
and Florimond
Houssiau [49]. The
research was conducted
during my stay at
Imperial College
London in 2018.

T SQL (Structured
Query Language) is a
standard programming
language designed for
managing and
interrogating structured
relational databases,
invented in 1974.
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the inference requirement from the Article 29 WP definition of
anonymization [45].

Our first attack, the differential attack, uses samples obtained by
the difference between two queries’ outputs, to discriminate between
two distributions, depending on the value of the private attribute. We
show that, under specific conditions, this attack potentially allows
an attacker to infer private information of unique users with up to
96. 8 % accuracy knowing only 5 pieces of auxiliary information we
call attributes.

Our second noise-exploitation attack, the cloning attack, uses
dummy conditions that affect the output of queries conditionally
to the value of the private attribute. This attack relies on weaker
assumptions and automatically validates them with high accuracy,
without the need for an oracle. It proceeds in two steps: (i) a
validation step, searching for subsets of known attributes to use for
the attack, that will satisfy the assumptions required for its success,
and (ii) an inference step that uses the attributes found to predict
users’ private attribute’s value. We perform the attack against four
real-world datasets, and show that it can infer the private attributes
of between 87.0 % and 97. 0 % of all records across datasets. We then
present an optimized cloning attack that targets 55.4% of the users
and achieves the same accuracy using as little as 32 queries. This
demonstrates that introducing rate limiting (reducing the number
of allowed queries) would not protect against our attacks.

8.1 THE DIFFIX FRAMEWORK

Here we summarize the Diffix framework as described by Francis
et al. [226] and introduce notations for our attack. Diffix acts as an
SQL proxy between an analyst and a protected database D where each
row is an individual record and each column one attribute (Fig. 8.1).
The analyst can send SQL queries to Diffix, which will process the
queries and then output a noisy answer.

We denote with Ap the set of attributes in the database D. For
instance, Ap
could contain 4 attributes Ap = {gender, age, zip, HIV} with HIV
a binary attribute (0 or 1). A record x is a row of D with values for
the attributes in Ap. For example, with A as above, we could have
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x = (M,27,55416,1). We assume, for simplicity, that there is one
and only one record for every user in D.

While Diffix can process a large part of the SQL syntax, we here
focus on simple count queries:

SELECT count(*)
FROM table
WHERE condition; AND condition, [AND ..]

where every condition is
an expression of the form “attribute 0O value” with O being =, #,
<, <, 2, or >. Here, this query collects all records from table, selects
only those that validates all given boolean conditions, and returns
the total number of matching records.

For simplicity, we use a shorter notation for queries using “A” for the
logical AND:

Q = count(condition; A conditiony A . ..).

The following query would, for example, count the number of
individuals in the database who are male, 37 years old, and live in
the area with ZIP code 48828:

Q = count(gender = M A age = 37 A zip = 48828)

DIFFIX'S PRIVACY-PRESERVING MECHANIsM Diffix
protects privacy through sticky noise addition (static and dynamic
noise) and bucket suppression (see Fig. 8.1). Let Q = count(C; A

. A Cp), and denote by Q(D) the true result of Q evaluated
on D (without noise). Diffix’s output for Q on D (without bucket
suppression, see below) is:

h h
Q(D) = Q(D) + Y _static[C;] + Y. dynamic,[Ci] (8.1)
i=1 i=1
with static[C;] the static noise for condition C;, dynamicy[C;] the

dynamic noise for condition C; in Q.

STATIC NOISE Let Cbe a condition, for example age = 34. The
static noise static[C] associated to C is a random number drawn
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Query
Analyst
SELECT count(*) FROM census WHERE Protected
' gender="M’AND age=37 AND zipcode=48828 database

Anonymization mechanism
\ True count 15 /
Answer

Query set (Q)

15 Bucket suppression passed -
+ 0.8237 gender age zipcode
~ 22133 Static noise M 37 48828
+ 0.3861 static[gender=M] + M 37 48828
— 0.6088 staticlage=37] +
— 24923 static[zipcode=48828]
+ 0.5518
=11.4472 Dynamic noise

dynamic_[gender] +
dynamic_[age] +
dynamicQ[zipcode]

F1c. 8.1: Diffix privacy-preserving architecture.

from a normal distribution N'(0,1). The value is generated by a
pseudo-random number generator (PRNG), whose seed is a salted
hash of the string literal C:

static_seedc = XOR(hash(C), salt)

This ensures that the static noise associated with Cis always the same
independently of the query where C appears. The noise is “sticky”
thereby preventing an attacker to send the same query multiple
times, average out the results, and obtain a precise estimate of the

private value (averaging attack) [226].

DYNAMIC NOISE In the Diffix framework, every record in D
is associated with a user ID, a unique string for that user. These
pseudonyms are used to compute the dynamic noise. Let Q =
count(Cy A ... A Cp) be a query and C any condition C;. The
dynamic noise depends not only on C, but also on the query set of Q
in the dataset D, i.e. the set of users which satisfies all conditions
Ci,...,Cp. More precisely, if the query set for Q on D is § =
{uidy, uid,, . .., uid,, }, the dynamic noise for C (dynamicy[C]) is
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generated from a normal distribution NV (0, 1) by the PRNG seeded
with:

dynamic_seed = XOR(static_seedc,
hash(uidy), ..., hash(uid,))

Note that we don't include D in the notation dynamicy[C], as the
dataset is usually fixed and clear from the context.

The output Q(D) is therefore the realization of a random variable
distributed as a normal distribution NV (y, 0*), with mean u = Q(D)
and variance o® = 2h.

EXAMPLE Consider again the query
Q = count(gender = M A age = 37 A zip = 48828).
Diffix’s output for Q on the database D is

QD) = Q(D)
+static[gender = M] + dynamic[ gender = M]
+static[age = 37] + dynamicg[age = 37]
+static[zip = 48828] + dynamicg[zip = 48828]

where Q(D) is a random value drawn from a normal distribution
N(Q(D),6).

Static and dynamic noise layers are both needed to prevent
intersection attacks [226, 245], a class of attacks that combine
multiple queries to infer private attributes of records.

BUCKET SUPPRESSION In addition to static and dynamic
noise, Diffix implements another security measure called bucket
suppression, similar to the classic query set size restriction. If the
size of the query set is smaller than a certain threshold, the bucket
suppression rejects the query. Previous research has shown that a
fixed threshold constitutes a risk for privacy [248]. Diffix addresses

this issue by using a noisy (and sticky to the query set) threshold.

Specifically, suppose Diffix processes a query Q = count(Cy A ... A
Cy). If Q(D) < 2, then the query gets suppressed. If Q(D) > 1, then
Diffix computes a noisy threshold T~ N(4,1/2), using the seed:

threshold_seed = XOR(salt, hash(uid, ), . .., hash(uid,,))
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If Q(D) < T, the query is suppressed; otherwise, the noisy output
Q(D) is computed and sent to the analyst. In the original Diffix
mechanism [245], the queries are said to be “silently suppressed”
when censored by bucket suppression. This could mean that

1. avalue of 0 is returned as result,
2. arandom value is returned, or
3. Diffix displays an error message.

Here, we assume that a bucket-suppressed query will return a value
of zero. This gives less information to a potential attacker than
an error message, as a value of zero can be the result of either
noise addition or bucket suppression. We consider that returning
a random result affects utility too significantly to be applied in
practice.

8.1.1 Noise-exploitation attacks

Our noise-exploitation attacks, which we call differential and cloning,
are both based on three observations. First, since the noise is
sticky, it is possible to cancel out part of it using multiple queries.
Second, since the noise depends on the query set, the noise itself
leaks information about the query set. Third, exploiting logical
equivalence between some queries, it is possible to circumvent the
“stickiness” of the noise by repeating (almost) the same query and
consequently obtain independent noise samples. Our differential
attack uses samples in a likelihood ratio test to discriminate between
two probability distributions depending on the value of the private
(also called secret) attribute. Our cloning attack relies on dummy
conditions that conditionally strongly affect the output of the query
depending on the value of the secret attribute.

8.1.2  Differential noise-exploitation attack

We first define further notations: with A € Ap a set of attributes,
x() is the restriction of the record x to A, i.e. the vector one obtains
after removing from x every entry for attributes that are not in A. For
example, if Ap = {gender, age, zip, HIV}, x = (M, 27,55416, 1) and
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A = {gender, age, HIV}, then x(4) = (M,27,1).If A contains a single
attribute a, we simply write x(® o, for example, x(8¢"%) = M.
For this attack, we make the following assumptions:

H1 The attacker wants to find out some information about Bob, the
victim. The attacker knows that Bob’s record is in the dataset.
We denote Bob's record by x. The attacker has access to the
protected dataset only through Diffix.

H2 The attacker knows all of Bob’s attributes for some set of
attributes A. Our background knowledge (also called auxiliary
information in the literature) is the restricted record x(4). This
is a standard assumption in the literature on re-identification
attacks [125, 249].

H3 The attacker wants to infer a secret attribute s about Bob, the
victim. That is, she wants to infer the value of x5, where s ¢A.
For simplicity of notation, s is a binary attribute, i.e. x(*) €
{0,1}. This means that the attack can be seen as a classifier,
with the output of the attack being negative if the algorithm
returns x(*) = 0 and positive if it returns x(*) = 1.
While we here focus on the binary case, our results fairly easily
extend to non-binary cases.

H4 There exists an oracle Unique that takes as input any restricted
record z®) and outputs whether z®) is unique. Therefore
Unique(z™®)) is True if and only if there is no other record
yin D such that z(®) = y(®),

For the attack to succeed, we first need to ensure that the
background knowledge x(4) uniquely identifies Bob. This is given
to us by the oracle Uniq ue(x(4)). In this attack, we only attempt to
infer secret attributes of records that are unique in the dataset. The
cloning attack, presented later, extends this by requiring a weaker
notion of uniqueness, which we call value-uniqueness.

While the existence of such an oracle is a strong assumption, it is
weaker than Diffix’s claims to protect against an “analyst [that] has
full access to the inference dataset” [226], where the inference dataset
is the original dataset with only the secret attribute x(*) removed. If
the attacker has access to every record, she can easily verify that no
other record shares the same restricted record x(4).
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attack to be successful,
both Q, and Q] need to
be large enough to not
trigger the bucket
suppression. We discuss
this assumption later on.
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Firstly, the attack needs to bypass bucket suppression. For
example, an attacker could ask how many records have both the
background knowledge x(4) and the private attribute s = 0:

Q=count(a; =x; A...Aap=xAs=0). (8.2)

with A = {ay,...,a} and x4 = (x1,..., x).

While an accurate answer to Q would immediately disclose the
value of x(, since Q(D) can be either 0 Gfx® = 1) or 1 (ifx® =0),
this query will always be blocked by bucket suppression since the
query set is either empty or {Bob}.

Intersection attacks have been proposed in the literature to
circumvent similar kinds of restrictions [228]. Picking an attribute,
e.g., ai, we can define the following queries:

Qi=count(ay=x2A...Aag=xxAs=0) (8.3)
Qi =count(a; #x; Aay=x2 A ... (8.4)

oAag=xxAs=0)

As the record x is unique, by assumption, it is the only record that
can differ between Q; and Q. This allows us to directly compute

Q(D):

0 ifx® =1

8.5
1 ifx® =0 ®3)

Q(D) = Qi(D) - Q(D) = {

To prevent this vulnerability'?, Diffix adds static and dynamic
noises:

Q(D)= Qi(D)
k
+ Y static[a; = x;] + static[s = 0]
i=2
k
+ Y dynamic, [a; = x;] + dynamicg, [s = 0]
i=2
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and

QD)= Qi(D)

+static[a; # x1] + dynamicQ/1 [a1 # x1 ]

k
+ Y static[a; = x;] + static[s = 0]
i=2

k
+y dynamicy [a; = x;] + dynamicy [s = 0].
i=2

The first part of our attack relies on noticing that k — 1 static noise
layers cancel out. Let

9= @(D) - GE(D)

Then:

q1= Qi(D)-Q(D)
—static[a; # x;] - dynamicy [a; # x1] (fixed)
k
+ - dynamicg, [a; = x;] + dynamicq, [s = 0]  (dynamic, )
i=2
k
-3 dynamicy [a; = x;] — dynamicy [s = 0] (dynamicy )
i=2
leaving us with 2k + 2 noise layers: fixed ~ N(0,2), dynamicq, ~
N (0,k), and dynamicy, ~ N (0,k).

The second part of the attack relies on the fact that both
dynamicg, [a; = xi] and dynamicy [a; = xi] (resp. dynamicg, [s =
0] and dynamicq [s = 0]) relate to the same condition “a; = x;”
(resp. “s = 0”). This means that the noise values for Q; and Q] will
cancel out if Q; and Q] have the same query set. Therefore either
Q1(D) — Q{(D) = 0, and the 2k dynamic noise layers cancel out, or
Qi1(D) - Q{(D) = 1, and no dynamic noise layer is canceled out:

if x() =
g~ {N(O,Z) if x 1 (8.6)

N(1,2k+2) ifx®) =0
Using this result, an attacker can run a likelihood ratio test (see

Appendix 8.5.1) to estimate whether g; is distributed as N'(0,2) or
N (1,2k+2) and predict the value of x*). The larger k is, the easier it
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becomes to discriminate between the two distributions. This alone
already allows the attacker to infer Bob’ secret, x(*), with better than
random accuracy.

The third part of the attack allows us to strongly improve
the accuracy of our inference. While the stickiness of the noise
prevents us from running the same query again to collect more
sample, we circumvent it by using different pairs of queries for
which equation (8.6) is still true. Specifically, instead of removing
(resp. negating) the condition a; = x;, we remove (resp. negate)
other conditions a; = x; for j < k, obtaining queries Q; (resp. Q]'-)
for j < k. In our notation:

k
Qj=count| A ai=xiAs=0 (8.7)
i=1%]
—count(/\ a; = x,-/\ajixj/\s:O) (8.8)
i=1#j

Running all queries {(Q;, Q) }jk» the attacker collects a vector of
realizations {g;};cx where q; = Qi(D) - (NQJ’ (D). All gj values are
computed from different queries, which generate different noises.
Hence, the noises all have different values (with probability 1).
Nevertheless, the equation (8.6) is still true for each gj> SO We can
combine them as k different samples from the same distribution, and
estimate the value of Q(D).

Finally, replacing the “s = 0” condition with “s = 1” in every pair
(Qj, Q;) defines k new pairs of queries {(R;, R}) }j<- This allows us
to obtaln k more samples {7;} ;< (with different noises and inverted
results in equation (8.6)). This gives us a total of 2k samples before
bucket suppression (see Appendix 8.5.1), generated by issuing 4k
queries.

On a technical note, observe that in principle we cannot be certain
that the gj’s (resp. 7/'s)
are all independent samples, because two different queries Q; and
Q; (resp. R; and R)) with j # | might have the same query set. For
example, the queries count (sex = F A diagnosis = endometriosis)
and count (diagnosis = endometriosis) have the same query set
despite having different conditions. In that case, the dynamic noise
layers associated to the same conditions would have the same values,
and hence the total dynamic noises of the two queries would be
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heavily correlated. While this affects the accuracy of the likelihood
ratio test, the impact is negligible in practice. Hereafter, we always
assume that the samples are independent. Note that this potential
dependence can add uncertainty to the results of an attack but also
be used, e.g., for a background knowledge attack.

EXAMPLE We present an example of how the differential attack
would work in practice. We consider a dataset D containing the
attributes age, zip, and HIV, and assume that the attacker knows
Bob’s restricted record x ~ x(F1V) for which x(%¢) = 37 and x(*P) =
48828. As before, we assume that Bob is the only user with both
age = 37 and zip = 48828. Consider the query:

Q = count(age = 37 A zip = 48828 A HIV = 0).

which has true value 0 if Bob has HIV, and 1 if Bob does not have
HIV. To circumvent the bucket suppression, the attacker defines two
queries for the intersection attack. The first pair of queries removes
(resp. negates) the age condition:

Q = count(zip = 48828 A HIV = 0)
Q| = count(age # 37 A zip = 48828 A HIV = 0).

Based on the previous findings, we know that g; = Q;(D)-Q} (D)
satisfies:

N(0,2) if Bob has HIV
ql ~ (89)

N(1,4) if Bob does not have HIV.

The realization g; is a first sample for our likelihood ratio test.

Repeating the same procedure with the zip attribute gives us:

Q, = count(age = 37 A HIV = 0)
Qj, = count(age = 37 A zip + 48828 A HIV = 0),

and g, = Q,(D) - Q,(D) is again distributed as AV(0, 2) if Bob has
HIV, and as N (1, 4) otherwise. This is the second sample. Repeating
the procedure defining queries R; and R}, as well as R, and R}, and
replacing HIV = 0 with HIV = 1 (and inverting the results), the
attacker obtains two more samples.
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FULL DIFFERENTIAL ATTACK For larger values of k, the
queries used by the differential attack contain many conditions, and
hence potentially select a low number of records. Depending on
the dataset, this might result in a large fraction of queries being
bucket suppressed, leaving the attacker with few or no samples for
the likelihood ratio test. To counteract this effect, we integrate the
attack with a subset exploration step to obtain a full differential attack.
Assume that the attacker knows a set A* of the correct attributes
for the victim with [A*| = k¥, ie. the background knowledge is
x(4"), The full attack proceeds as follows. The algorithm selects
random subsets of A* until it finds a subset A < A" such
that Unique(x(*)) returns True. It then performs the differential
attack using x(4) as background knowledge. For the likelihood
ratio test, the attack considers only query pairs (@(D), 6]'(1))) or
(R}-(D),ﬁ; (D)) which have outputs larger than zero in both entries.
If no such pair exists, the algorithm samples a new subset A and
iterates the procedure. If no feasible subset is found, the algorithm
outputs NonAttackable. The subsets of A* are sampled by decreasing
size, as bucket suppression is less likely for lower values of k (but on
the other hand the likelihood ratio test is less accurate).

The procedure FullDifferentialAttack presents in detail the
algorithm outlined above.

8.1.3  Cloning noise-exploitation attack

In this section, we present an extension of the differential noise-
exploitation attack, which we call cloning attack. This attack adds
dummy conditions, that don’t affect the query set, to queries, in
such a way that several queries with different dummy conditions will
have either identical or very different results conditional to the secret
attribute’s value.

We first introduce some new notations and definitions. Denoting
by x the victim’s entire record, the attacker’s background information
is now x) = (x4 x(W) with A = A’ U {u} and |A| = k. We use
the shorthand (A’, u) for A’u{u}. We also define a restricted record
2 to be value-unique for the attribute s in D if y4) = z(4) implies
y) = 20) That is, every record that shares the same attributes
of the restricted record z(*) holds the same value for the secret
attribute s. To simplify the notation, we write A’ = x(4") to indicate
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Procedure Differential Attack(A4, x(4) | s)

Input: known attributes (names A, values x(4) ), secret s
Output: True if x(*) = 1, False if x(*) = 0, NoSamples if x(4)
does not yield any positive sample
k<A, Q< 3, R« @
forj < 1to kdo
I {ie[1,k]|i+j}
Q < count (Ajerai =xiAs=0)
Q' < count (/\idai =X NG EXAS= 0)
if Q> 0and Q' > 0 then
qj <~ 6 - 6/
Q< Qu{g}
end if
end for
forj < 1tokdo

o 0 NN AU R W N -

[EE—
[l

12 I<{ie[l,k]|i+#j}

13 R < count (Ajgai = xi As=1)
14 §’<—count(/\,~€1a,~:x,~/\aj;txj/\s:1)
15 | if R>0and R’ > 0 then

16 rj «<R-F

17 R < Ru{r}

18 end if

19 end for

20 if Q@ = @ and R = & then

21 ‘ return NoSamples

22 end if

23 f< PDFof N(0,2), g< PDFof N(1,2k+2)

24 L < [lgeo g((—% [rer %

25 return L > 1
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Procedure FullDifferential Attack(A™, x(4") ,S)

Input: known attributes (names A* and values x4, secret
s
Output: True if x(*) = 1, False if x(*) = 0, NonAttackable if
x(4") is not attackable

fork < |A*|to 1 do

for iter < 1 to 100 do

A < RandomSubsetOfSize(A*, k)

if Unique(x(*)) and Differential Attack(A, x(4) ) =
NoSamples then

‘ return Differential Attack(A, x(4) | s)

end if

5
6
7 end for
8
9

—

L

end for
return NonAttackable

the condition that all attributes in A" must match the ones in x(A,),
ie. Ageara = x(@)

The attack addresses several limitations of the differential attack,
making it much stronger in practice.

First, the cloning attack does not require an oracle to confirm
that the background information uniquely identifies a user. Instead,
it replaces the oracle with a heuristic to automatically validate the
assumptions.

Second, the
differential attack has to ignore any pair (éj(D), 6]'(D)) where at
least one of the entries is not positive, as it cannot tell whether the
null output comes from noise addition or from bucket suppression.
This significantly reduces the total number of samples used. Our
cloning attack instead uses “dummy conditions” that do not impact
the user set. As queries now only differ in the dummy conditions,
the corresponding query sets will always be identical. This allows us
to rule out bucket suppression in case at least one output is greater
than zero.

Third, while the differential attack requires records to be unique,
the cloning attack only requires records to be value-unique. This is a
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weaker condition and makes the cloning attacks effective on a larger
set of users.

Fourth, the cloning attack only requires that the set of users
who share all attributes in x(4") is “large enough” to not be bucket
suppressed. This is a weaker assumption than for the differential
attack, where this needed to hold for a large number of subsets
of A with one attribute removed. Furthermore, the cloning attack
validates this automatically (and thus prevents bucket suppression)
with high confidence.

While much stronger, the attack relies on the attacker being able
to produce a set of distinct dummy conditions A = {Aj}1<j<|a|» Where
each A;j is an SQL statement such that the set of users matching
A" = x4 is the same as the set of users matching A’ = x(4) A A;.
In Section 8.3, we discuss how dummy conditions are easy to obtain,
slow to detect, and how automatically filtering them might introduce
new vulnerabilities.

DESCRIPTION OF THE ATTACK  For each dummy condition
Aj, we define the two queries:

Q;j = count (A’ = x4 A Ajns= 0) (8.10)

szcount (A':x(A,) /\Aj/\u;tx(”) /\s:O) (8.11)

With gj = @(D) - GJ(D), we have:

9= Q(D)-Qi(D)
—static[u = xW] - dynamicq [u # x(]

+ i; dynamicQj[a(i) = x(i)] + dynamicQj[s =0]
_g;,dynamicQ}( [a(l) - x(’)] - dynamicQJ( [s=0]

+ (dynamicQj[Aj] - dynamicQ{[Aj])
]

By the same argument we presented for the differential attack, if
x(9 = 1 then Qi(D) = QJ{ (D) and most dynamic and static noises
cancel out, giving:

gj = —static[u # x(1] - dynamicq [u # x(1] (8.12)
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As this value does not depend on the dummy condition used, we
have thatq; = g2 =+ = q.

On the contrary, if x(*) = 0, then the noise layers do not cancel out
with probability 1. As the noise values given by dynamicg, [4;] and
dynamicQJg [Aj] depend on Aj, the probability that all (or any) gj are
equal is zero.

We can therefore complete the attack by inferring that x(*) =
Lifqu = -+ = qp) and x) = 0 otherwise. Under the
current assumptions, the attack always infers the correct value with
100% confidence (up to pseudo-random collisions in Diffix’s noise
addition mechanism).

ROBUSTNESS AGAINST ROUNDING Inthe previous section,
we follow the Diffix papers [226, 245] and assume that Q(D) is
returned directly without any rounding, admitting also negative
values. We now consider the case where results are rounded to the
nearest nonnegative integer, and propose a simple modification of
our attack that accounts for this.

When the results of the queries Q; and Q]{ are rounded, the
corresponding g; might not be identical if x(%) = 0. However, the g;s
will vary less if x(*) = 1 than if x(*) = 0. Hence, instead of checking
if g = ... = gz we check if the g; values are “similar” to one
another. While for high values of k this is easy to detect, the total
variance of the noise for low values of k is small, making it harder to
distinguish between the two hypotheses (i.e. whether the g; values
are “similar” or not). To overcome this issue, we “amplify” the noise
for each query: instead of adding a single dummy condition A; to
the queries for Q; and Q;, we add the conjunction Ap;A;:

Qj = count (A’ = x4 A NAAs= 0) (8.13)
I#j

QJ,‘ = count (A' = x4 A NA AU+ X A s = 0) (8.14)
l#j

This increases the total variance of the noise in g; in the %) =0

case, making it easy to distinguish between the two hypotheses: all

the g; values will be very similar if x) = 1 and fluctuate heavily

if x*) = 0. Measuring the sample variance $? of {gi}1<j<iap we

infer that x(® = 1if & < o*, and x() = 0 otherwise with a
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cutoff threshold ¢* chosen by the attacker (see Appendix 8.5.2 for
an empirical analysis of 0*). The cloning attack is described in detail
in the procedure CloningAttack.

Procedure CloningAttack(A’, u, x(A"”), A,s,v)

Input: known attributes (names A’, u and values x(A,’“)),
dummy conditions A, secret s and target value v
Output: True if %) = v, False if x) £y
1 forj < 1to|A|do
2 | e A =xAD AN A
3 Q < count (¢ As+v)

4 6’<—count(¢/\u¢x(”)/\siv)
5 | < Q-Q
6 end for

- 1Al 2 1 Al =2
7 ¥ < sz':l qj> §° <« A1 Zj:l(%_r)

8 return S* < ¢*

AUTOMATED ASSUMPTION VALIDATION The cloning

attack relies on two assumptions on the attacker’s background
!

knowledge x(4"*):

1. The queries {Qj}<j<a| and {Q; }1<j<|a| in equations (8.13) and
(8.14) are not bucket suppressed.

2. The user is value-unique in the dataset according to (A’, u)
for the secret attribute s.

We here propose procedures for an attacker to determine whether
(A’, u) satisfies the two assumptions with high probability.

Validating the first assumption can be done easily by submitting
queries {Qj}1g<a) and {Qi}igjca) to Diffix. Recall that the
threshold for bucket suppression for a query depends only on the
corresponding query set. All the queries in {Qj}<jc|a| have the
same query set, and the same applies for {QJ’ }1<j<|a|- Hence, if any
query Q; is bucket suppressed (i.e. has output zero), then all queries
in {Q;j}1¢j<c|a) must have output zero, and similarly for {Q}} <j<a|-
Thus, if any query Q; and any query Q]( have output higher than
zero, we are sure that no query was bucket suppressed, and hence
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all gj’s are valid samples. The test is considered passed in this case,
and failed otherwise. See the algorithm NoBucketSuppression for an
implementation example.

Procedure NoBucketSuppression(A’, u, x(Alvu), A,s,v)

Input: known attributes (names A’, u and values x(A"u) ),
dummy conditions A, secret s and target value v
Output: True if (A, u) passes the tests and is deemed to
satisfy assumption 1, False otherwise
OkQ <~ O, OkQI ~0

—

2 forj < 1to|A|do

3 p<A = x4 A Al A
4 Q < count (¢ As#v)
5 a’ecount(¢Auix(“)As¢v)
6 if Q > 0 then

7 ‘ okg <1

8 end if

9 if Q' > 0 then

10 ‘ Ole «~1

11 end if

12 end for

13 return okg = 1 & okgy =1

Validating the second assumption relies on a heuristic. We run the

query:
count(A” = x4 Ay = x¥)

and consider the assumption validated if the output is zero, and not
otherwise. The idea is that if the output is larger than zero, then the
query was not bucket suppressed, and many users are likely share the
same attributes x(*), meaning that x(A"*) is unlikely to be value-
unique. Experiments in Section 8.2 show that this heuristic works
very well on real-world datasets.

The procedures CloningAttack and NoBucketSuppression both
issue (the same) 2|A| queries, while ValueUnique uses only one
query. Validating the assumptions and performing the attack thus
requires only 2|A| + 1 queries, for a given set of attributes (A’, u).
We empirically obtain accuracy above 93.3% with |A| as low as 10
(see Section 8.2 and Appendix 8.5.5).
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Procedure ValueUnique(A’, u, x(A'1)y

Input: known attributes (names A’, u and values x(4%1)y
Output: True if (A’, u) passes the tests and is deemed to
satisty assumption 2, False otherwise
1 Q< count(A’ = x4 Ay = x(1)
2 return 6 =0

FULL CLONING ATTACK Combining
procedures CloningAttack, NoBucketSuppression and ValueUnique,
we design a fully fledged procedure FullCloningAttack that performs
the entire attack under the following assumptions:

H1 The attacker knows that the victim’s record x is in the dataset.

H2 The attacker knows a set A* of the correct attributes for the
victim with |[A*| = k*, i.e. the background knowledge is x(4").

13 The secret attribute x(*) is a binary attribute.

The full cloning attack includes a subset exploration step similar
to the one used in the full differential attack. The algorithm selects
random subsets A’ of A* (and an element u from A* \ A’ at random)
by decreasing size until it finds a subset that passes both tests,
upon which it then performs the attack using x(A") a5 background
knowledge. If no feasible subset is found, the algorithm outputs
NonAttackable.

REDUCING THE NUMBER OF QUERIES While Diffix allows
each analyst to send arbitrarily many queries, we study how many
queries are required to perform the cloning attack in practice. In
Appendix 8.5.5 we present a heuristic that reduces the median
number of queries by a factor of 100. Using this heuristic, the attack
targets 55.4% of the users in the dataset, achieving 91.7% accuracy
with a maximum of 32 queries per user in our experiments.

8.2 EXPERIMENTS

In order to assess the effectiveness of our attacks, we implemented
Diffix’s mechanism for counting queries as described in the
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Procedure FullCloningAttack(A*, xA) AL s, v)

Input: known attributes (names A* and values x4,
dummy conditions A, secret s and target value v
Output: True if x() =y, False if x(9) # v
1 fork < |A*| to 1do

2 for iter < 1 to 100 do

3 A" « RandomSubsetOfSize(A*, k — 1)

4 u < RandomElement(A* \ A”)

5 if NoBucketSuppression(A”, u,x*), A, s, v) and
ValueUnique(A’, u, x4™)) then

6 return CloningAttack (A’ u, x4 A s v)

7 end if

8 end for

9 end for

10 return NonAttackable

original paper [226]. The implementation outputs zero when queries
are bucket-suppressed and results are rounded to the nearest
nonnegative integer. We apply our attacks to four datasets and
an additional synthetic dataset on which the assumptions of the
differential attack are always validated.

8.2.1 Description of the datasets

In our experiments, we use the following datasets:

1. ADULT!: a US. Census dataset with 30,162 records and 11
attributes, incl. salary class as secret attribute [250].

2. CREDIT?: a credit card application dataset with 690 records
and 16 attributes, incl. accepted credit as secret attribute [250].

3. CENSUS?: a U.S. Census dataset with 199,523 records and 42
attributes, incl. total personal income (digitized, null income
as negative condition) as secret attribute [250].

1 https://archive.ics.uci.edu/ml/datasets/adult
2 https://archive.ics.uci.edu/ml/datasets/Credit+Approval
3 https://archive.ics.uci.edu/ml/datasets/Census-Income+(KDD)


https://archive.ics.uci.edu/ml/datasets/adult
https://archive.ics.uci.edu/ml/datasets/Credit+Approval
https://archive.ics.uci.edu/ml/datasets/Census-Income+(KDD)

8.2 EXPERIMENTS

4. CDR:a synthetic collection of phone metadata with 2,000,000
records generated using real-world data for human behaviour
and the geography of the UK for the location of antennas.
Every user is a record of 11,674,870 binary attributes (an
attribute being whether a user was geographically present
at a certain place and time, and placed a call or received
a text message). As the vast majority of the attributes in
a record are null, the distribution of values for a random
attribute is heavily skewed towards zero. To obtain a balanced
experiment, for 50% of runs we select as the secret attribute a
pair (location, time) where the user was present, and for the
other 50% we select a pair where the user was absent.

8.2.2 Differential noise-exploitation attack

SYNTHETIC VALIDATION  We first test the differential attack
on a synthetic dataset where all users satisfy the uniqueness
assumption.

In the Completey dataset, every user is unique according to k
attributes (excluding the secret attribute), whereas k — 1 attributes
always identify a larger set of users. This ensures that (i) every user
is vulnerable to the attack and (ii) bucket suppression is unlikely to
be triggered by the attack queries. To create the dataset, we fix an
integer B and generate every possible k—tuple whose values are in
{1,...,B}. We then append to each tuple a random value of either
0 or 1 for the secret attribute. Complete; contains B records, one
for each combination of k attributes. For our experiments, we set
B = 12, to ensure that close to no bucket suppression occurs. For
computational reasons, as the size of the dataset in memory grows
as B¥, the maximum k we can use is limited to 6.

Fig. 8.2 compares the accuracy acc(k) of the attack, knowing
k attributes, on Complete, with the theoretical accuracy. The
procedure we use here is Differential Attack, which does not include
subset exploration and has no access to the oracle. Hence, this
experiment simulates a realistic attacker. We report the empirical
fraction of users whose secret attribute is correctly predicted,
estimated by performing the differential attack on a sample of 1000
users. We also report the theoretical distribution of accuracy, (i)
without rounding (closed-form expression, see Appendix 8.5.1) and
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(ii) with rounding (numerical simulation, see Appendix 8.5.1). For
the Complete, dataset, the accuracy reaches 92.6 % for 5 points.
Even knowing only k = 2 attributes, the accuracy is above 66%
both theoretically and empirically. While rounding has close to
no effect on the theoretical accuracy of the attack, comparing
the Complete; with the Theoretical (rounding) curves shows that
bucket suppression and potential correlations between the samples
in empirical experiments noticeably decrease the accuracy.

Theoretical (no rounding)
02 —>— Theoretical (rounding)
—W¥— Complete

=== Bascline
L 1 | |

00 L L
1 2 3 4 s 6 7 8 9 10

Known attributes (k

F1G. 8.2: Accuracy of the differential attack when the uniqueness
assumption is always validated and with balanced truth values. The
baseline accuracy is 0.5 and represents the expected success rate when
randomly predicting the secret attribute using a uniform prior.

EMPIRICAL VALIDATION We now evaluate the accuracy of
the differential attack on 1,000 users selected at random in each
of the four datasets. Contrary to the synthetic experiment, bucket
suppression is more prevalent on real-world datasets. Therefore,
we run the FullDifferential Attack algorithm, knowing k* attributes
A* that are selected at random for each record. If the attack
outputs NonAttackable, the secret attribute is predicted at random
(uniformly).

Fig. 8.3 shows, for each dataset and knowing k* attributes, the
percentage of unique individuals and the percentage of individuals,
in each dataset, for which the secret is correctly inferred. The latter
divided by the former gives us the accuracy of our attack. Our attack
realizes an accuracy of 68.4% for ADULT with k* = 10, 64.0% for
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CREDIT with k* = 15, 68.8% for CENSUS with k* = 40, and 68.8%
for CDR with k* = 6.

Observe that the fraction of correctly inferred attributes plateaus
with larger k* for the CREDIT, CENSUS and CDR datasets. The
reason is that, on these datasets, most users are unique for larger
values of k*. As explained in section 8.1.1, this makes bucket
suppression more prevalent and reduces the total number of samples
for the likelihood ratio test, which is a limitation of the differential

attack.
Unique —»— Correctly inferred
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F1G. 8.3: Results of the differential attack for the (A) ADULT, (B) CREDIT, (C) CENSUS, and (D)
CDR datasets.

8.2.3  Cloning noise-exploitation attack

We implement the
attack as described by algorithm FullCloningAttack. As before, for
each value of k* we select 1,000 users at random, and for each user
a random subset A* of their attributes of size k*. A* represents the
total number of attributes known to the attacker about the victim.

We set a threshold ¢ = 0.7 for the variance cutoff (see
Appendix 8.5.2). We generate |A| = 10 dummy conditions for x; = a;
of the form x; # b; for j < |A|, with b; being some plausible values for
x different from a;. We present the results when the attacker knows
enough attributes (k*) to identify every user, or up to all available
attributes in the dataset.

Table 8.1 shows the proportion of records that are value-unique
(third column) and fraction of the value-unique records that are
predicted as attackable by procedures NoBucketSuppression and
ValueUnique (fourth column). We then perform the cloning attack
on all records that are predicted as attackable and report accuracyp,,
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the fraction of predicted attackable records whose secret attribute
was successfully inferred (fifth column). For completeness, we
also report accuracyyy, the fraction of all records in the datasets
(including the ones deemed NonAttackable) whose secret attribute
was successfully inferred (last column).

Table 8.1
shows that the cloning attack—including the assumption validation
step—performs really well on all datasets considered, between 87.0
and 97.0 % of secret attributes and 97.0 % on the CREDIT dataset
when knowing 15 attributes.

Attributes (k*)
Value-unique
Predicted
attackable
accuracyp,
accuracyy

Dataset

ADULT 10 93.0% 96.8% 93.3% 87.0%
CREDIT 15 100.0% 100.0% 97.0% 97.0%
CENSUS 40 99.7%  94.6% 97.1% 91.6%
CDR 6 100.0% 100.0% 91.3% 91.3%

TaBLE 8.1: Empirical results of the cloning attack on four real-world
datasets.

Fig. 8.4 shows, knowing k™ attributes, the fraction of all records
that are value-unique, predicted attackable, and correctly inferred.
The curves for value-unique users and for predicted attackable users
are always very close, suggesting that the assumption validation
step is effective. Out of all records predicted as attackable, most of
them are correctly inferred, demonstrating that the attack works on
targeted records across all k. For the CREDIT dataset, with only six
attributes, the attack reaches the inference step for 95% of the users
in the dataset, and correctly infers the secret attribute for 93% of the
total records.
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8.3 DISCUSSION
8.3.1 Attribute predictability

Value-uniqueness plays an important role in the cloning attack. As
Fig. 8.4 shows, it is a valid assumption for real-world datasets.
Value-uniqueness means that a group of people who share the
same attributes also share the same secret attribute. If this group
were to be large enough, the noise added by Diffix might not be
enough to hide the secret attribute, which could then be revealed
by using a simple count query. While this might be true for some
datasets, it is not the case for any of the datasets we considered.
For instance, the average size of the value-unique class (i.e. the set
of value-unique users sharing the same restricted record) in the
ADULT dataset is 1.44, with no class containing more than 4 users
and similar numbers for the other datasets. This means that, most of
the times, value-unique users are simply unique.
If secret attributes are predictable from the other attributes,
a trained machine learning classifier could predict them with
potentially high accuracy'®. Despite our datasets coming from the  '* Whether this would
machine learning literature, our attack does not rely at all on  constitute a privacy
the predictability of secret attributes and performs equally well attack is debated [251].
if no correlation at all exists between attributes and the secret
attribute. In Appendix 8.5.3, we run our attack on a modified
version of the ADULT dataset where sensitive attributes have been
randomly sampled, thereby theoretically destroying any correlation.
Our attacks perform as well on this modified dataset as on the
original dataset.

Value-unique —+— Predicted attackable —»— Correctly inferred
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F1G. 8.4: Results of the cloning attack for the (A) ADULT, (B) CREDIT, (C) CENSUS, and (D) CDR
datasets.
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8.3.2  Producing and detecting dummy conditions

The cloning attack requires the attacker to provide a set of dummy
conditions that affect the noise addition without affecting the query
set. These conditions can be syntactic (e.g., age > 15 for the query
age = 23), semantic (e.g., status # retired for age = 23), or pragmatic
(e.g., age # 15 against a database containing only adult individuals).

When the language is rich enough, detecting redundant clauses
is not a trivial task. At the same time, the richer the syntax is, the
more utility an analyst gets out of the system. Diffix offers a fairly
rich syntax including boolean expression, GROUP BY, JOIN, seven
aggregation functions, set membership, fourteen string functions,
and ten maths functions. In this context, automatically detecting
dummy conditions would likely require iterating recursively
through every condition and evaluating the query with and without
them, a costly operation. Moreover, if dummy conditions are
detected by evaluating them on the dataset, filtering them might
not be safe. Removing semantic and pragmatic dummy conditions
from a query would indeed reduce the total variance of the added
noise and leak information about the dataset itself (e.g., only adult
individuals are present if the condition age # 15 is always removed).

8.3.3 Improving the attacks

The cloning attack
can be modified to run a double NoBucketSuppression test: once
with v = 0 and once with v = 1. If both pass and the ValueUnique
test is passed as well, the attack proceeds with the actual inference
procedure CloningAttack for both v = 0 and v = 1. The attack then
makes a guess only if both inferences return the same value, and
continues with the subset exploration otherwise (deeming the user
NonAttackable if no working set of attributes is found).

We found that this modified attack improves the accuracyp, figure
on all datasets (e.g., from 93.3% to 97.3% for ADULT, all results
available in Appendix 8.5.4). However, double tests are more likely
to fail, meaning that less users are predicted as attackable (from
96.8% to 87% in ADULT). Because of bucket suppression, this effect
is particularly strong for datasets where the overall distribution of
the secret attribute is very skewed, such as the CDR dataset where



8.4 RELATED WORK

the number of predicted attackable users goes from 100% to 8.5%.
Depending on the aims of the attacker (precision versus coverage),
she might prefer the original or the double version of the cloning
attack.

OTHERIMPROVEMENTS To properly quantify the strength of
our attacks, none of them use prior knowledge on the distribution
of the secret attribute. In practice, an attacker might want to use this
information, e.g., obtaining it by querying Diffix. We discuss this in
Appendix 8.5.4. We also discuss how to generate more samples for
the differential attack and outline how to generalize both attacks to
infer non-binary attributes.

84 RELATED WORK

We published the first version of our paper on ArXiv.org in April
2018, describing the differential attack. We updated it with a cloning
attack in July 2018. Two months later, in October 2018, two other
attacks on Diffix were disclosed. A membership attack by Pyrgelis
et al. [152], based on a previous paper[150], and a reconstruction
attack by Cohen and Nissim [252], based on previous work by
Dinur et al. [229] and Dwork et al. [253]. These attacks are very
different from ours and require a large number of queries in a typical
setting, while our cloning attack can work with only 32 queries (see
Appendix 8.5.5). These are, to the best of our knowledge, the only
three attacks specifically targeting Diffix.

MEMBERSHIP ATTACK ON LOCATION DATA The attack
by Pyrgelis et al. [152] is as follows: the attacker trains a machine
learning algorithm on a linkability dataset (the attacker’s background
knowledge) to infer the presence of a user in a protected dataset
(accessible only through queries on Diffix). Both datasets contain
the full trajectories of users and half of the users are present in
both datasets. The classifier is trained on the linkability dataset and
queries on Diffix that count the number of people transiting in a
certain area at a given time. The experimental results focus on the
top 100 users with the highest number of reported locations in the
linkability dataset. Out of 62 users present in both datasets, the
classifier correctly infers the presence for 50 of them.
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This attack presents three limitations. First, it is a membership
attack and only allows an attacker to infer whether a person is in
the protected dataset or not. Second, it assumes a strong adversary
who has access to the full trajectory of a user exactly as it exists
in the protected dataset, for a large number of users. Third, the
attack requires about 32,000 queries to assess the presence of a user.
Membership attacks are however very useful when combined with
inference attacks like ours, allowing an adversary to effectively verify
our assumption that the victim is in the dataset.

RECONSTRUCTION ATTACK Theattackby Cohen et al. [252]
focuses on reconstructing the dataset. In its simplest form, the attack
assumes that the dataset contains 7 records, and each user i € [n] has
a binary attribute s;. The attack then selects random subsets of users
and, for each subset I € [n], queries Diffix for the result of ¢;s.
This allows the attacker to produce a noisy linear system that can
be solved using linear programming techniques to reconstruct the
entire set of secret attributes {sy,...,s,} with perfect accuracy in
polynomial time.

While this attack can successfully reconstruct the entire dataset,
it presents two limitations compared to our attack.

First, it requires that the system allows queries of the type Y ;c;si>
i.e. queries that select any analyst-defined set of users I < [n],
the “row-naming problem”. The authors here exploit SQL functions
supported by Diffix to define hash functions which they then use
to select “random enough” sets of users. Following the disclosure,
Aircloak restricted the available SQL functions to prevent the
attack [254].

Second, to target a specific user, the attack would require a
number of queries proportional to the number of records. Since
the attacker does not know which name i € [n] corresponds to
the victim’s record, it is necessary to fully reconstruct at least a few
columns entirely. The attacker would then perform a uniqueness
attack on the reconstructed dataset to infer the secret attribute of
the victim.

On the contrary, the number of queries used by our attacks is
independent of the number of records in the dataset.
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8.5 APPENDICES
8.5.1 Likelihood ratio test

Let Xand Y be independent random variables. Suppose that we have
two hypotheses about the distributions of X and:

Hj: X~/\/'(,uo,0%)) and YNN(/"NU%)
Hi: X~N(u,,07) and Y~N(yy,03)

where y, 4, , 09, 01 are known and fixed values such that 4, < y, and
03 < 02. N'(u, 0*) denotes the the normal distribution with mean p
and variance o°.

Suppose we have a vector of n realizations ¥ = (x,...,x,) of
X and a vector of n realizations y = (y1,...,yn) of Y. We assume
that all the 2n realizations are mutually independent. The standard
frequentist way to accept the preferred hypothesis Hy or refute it
(in favor of H;) would use a likelihood ratio test with a pre-defined
confidence level from which to derive critical regions [255]. In our
case we do not have a preferred hypothesis, and hence we define a
slightly different test.

Let fand g denote the probability density functions of N (4, 03)
and N (u,, 07) respectively. We define the likelihood ratio function
A as follows:

AGH) = Hf(x]) Hg(yj)
=18 (x7) j=1 )
We accept Hy if A(X,y) > 1, and we accept H; if A(%,7) < 1.

THEORETICAL ACCURACY OF THE TEST The test will
sometimes yield the wrong result. It is possible to determine what is
the probability that this happens. Such probability depends on mean
and variance of the two specific normal distributions.

Lemma 3. Let perr, = Pr[A(X, ) < 1| Hy] and perr, = Pr[A(%,y) >
1| Hy]. Then

Perrg = Perry = Pr[“OZO —a1Z; < 0]

where, for i = 0,1, Z; is a noncentral chi-squared distribution with n
degrees of freedom and noncentrality parameter

2
/\—n( +ﬂ0‘71 !41‘7(2))
0j

oi(ag — 1)
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and ,
U% — 0]

—.
207_;

o =

To prove the lemma, one considers the log-likelihood ratio
function log A(X, ) and applies elementary algebra to the obtained
expression to derive a linear combination of noncentral chi-squared
distributions. We omit the details.

Since Perr, = Perr;> We refer to this quantity simply as perr. The
accuracy of the test is acc = 1 — pery.

We now show how to apply the lemma to our differential noise-
exploitation attack. For simplicity, we suppose that Diffix’s outputs
are not rounded to the nearest nonnegative integer and bucket
suppression is never triggered for the queries in the attack, so that
every pair of queries (Q], Q ) and (R, ]) yields a valid sample.
Thus, for k known attrlbutes we have two vectors of samples § =
(q15-.-,qx)and 7= (r1,...,r) and for every j < k:

JN(0,2) if x(4) = 1
TN 2k+2) 2O =0

N(@1,2k+2) ifx) =1
1~
7 NV(0,2) if x() = 0

We assume that the 2k samples in § and 7 are mutually independent.
As discussed in section 8.1.1, this is not always guaranteed to be true,
but it has close to no effect on the actual accuracy of the test. Let

Hy: x¥=1

H: x®9=o0
Let fand g denote the probability density functions of '(0,2) and
N (1, 2k +2) respectively. Observe that Hy holds if and only if every

~ fand every rj ~ g. Similarly, H, holds if and only if every g; ~ g
and every r; ~ f. Then we can apply the test defined above. Define

L £ 8(r)

A(q,7) = :
T 50

Our test concludes that x() = 1if A(,7) > 1, and x®) = 0 if

A(g,7) < 1.
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To measure the theoretical accuracy of the attack for k known
attributes, we can apply the lemma to A(g,7) with gy, = 0,03 =
2,4, = 1,01 = 2k +2and n = k, and finally find acc(k) = 1 — perr (k).

Fig. 8.2 shows the values of acc(k) for increasing values of
k. Computing the value of pe requires an approximation of
the cumulative distribution function of a linear combination of
noncentral chi-squared distributions, for which an exact closed-
form expression is not known [256]. We compute these values using
the R package sadists* version 0.2.3.

NUMERICAL SIMULATION WITH ROUNDING If we
suppose that Diffix’s outputs are rounded to the nearest nonnegative
integer, no simple expression can be determined for the error rate.
To estimate the accuracy in this case, we numerically simulate
the values of @(D) and 6]’ (D) that would result from querying
Diffix (without bucket suppression), for different values of the secret
attribute x(*). We then obtain each sample as the difference of the
rounded results:

gj = round(Q;(D)) - round(aj(D)).

Finally, we perform the likelihood ratio test as for the continuous
case (considering also null outputs) and check whether the result
is correct. We use balanced truth values for x(s), and perform 1000
experiments (on different queries) for each value of x(*). The results
are shown in Fig. 8.2.

8.5.2  Cutoff threshold for the cloning attack

The cloning attack tests whether the empirical variance of |A|
samples is higher than a cutoff threshold ¢”. In order to choose this
threshold ¢*, we simulate the noises and samples that would result
from Diffix queries. We use the expressions resulting from equations
(8.13) and (8.14), introducing the rounding operator round(-) that
rounds to the nearest nonnegative integer.

4 sadists, https://github.com/shabbychef/sadists.
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Forj=1,...,|A|, we have:

@(D) =round (Qj(D)
+ Y static[A;]+ Y. dynamic[A]

i=1,i#j i=1,i%#j
+ static[A’ = x4 A5 =0]

+dynamic[A’ = x4) A= O])
and, with g = Q;(D) ifx() =1org= Q;(D) otherwise:

Q’(D) =round (q
+ > static[A;]+ ) dynamic[A;]
i=T,i%j i=1,i%j
+static[A" = x“4) A5 =0]

+dynamic[A’ = x4 A5 =0]

+ static[u # x*)] + dynamic[u # x(”)])

We perform a balanced experiment, simulating 1000 set of
answers for x() = 1 and 1000 set of answers for x*) = 0. For each
sample, we generate the different static and dynamic noises once by
sampling each from N (0, 1), and use these values to compute the
pairs (aj, 6]’ ). Without loss of generality, since we only measure the
variance, we fix Q;(D) = Q]{(D) + 1. We then compute the sample

variance of(al -qQ,..., 6|A| - 6|’A|).

Fig. 8.5 shows the accuracy at correctly predicting whether x(*) =
1 or x) = 0 from the variance of the |A| pairs. We find that, for
|A] = 10 (10 dummy queries) and a query set of size 10, selecting
0" = 0.7 leads to a 98.2% true positive rate for a 98.4% true negative
rate despite rounding. This choice is arbitrary, and an attacker could
choose a different value for different true and false positive rates. We
however argue that the attack is robust to the choice of ¢*: while 0.7
seems to overall maximize accuracy, values of the threshold between
0.4 and 1 have comparable accuracy.
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Fic. 8.5: Influence of the variance cutoff ¢* on the accuracy of the
classification for the cloning attack with |A| = 10. The samples are obtained
by simulating Diffix results (Q;, Q;) from their distribution, using different
values of the number of attributes k and the true user set size Q.

8.5.3  Size of value-unique classes and cloning attack on randomized
dataset

SIZE OF VALUE-UNIQUE CLASSES Fig. 8.6 shows the
distribution of the size of value-unique classes of users predicted
attackable by the cloning attack (using all attributes). In most cases,
the restricted record used by the cloning attack uniquely identifies
the victim and the victim’s value-unique class never contains more
than 5 users.

A B C D

0.8

0.5 0.6

0.4

Fraction of classes
o
g
o

0.0 0.0 _u | 0.0 | 0.0

1 2 3 4 1 2 3 4 1 2 3 4 5 1 2 3 4
Size of the class Size of the class Size of the class Size of the class

F1G. 8.6: Size of value-unique classes for users predicted attackable by the cloning attack (using all
attributes) on the (A) ADULT, (B) CREDIT, (C) CENSUS, and (D) CDR datasets.

RANDOMIZED DATASET Our attacks do not rely at all on
the predictability of secret attributes and perform equally well if
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no correlation exists between attributes and the secret attribute.
We create a modified version of the ADULT dataset where the
secret attributes have been randomly sampled (0 or 1 with equal
probability), which we call ADULT-randomized. Fig. 8.7 shows that
our cloning attack achieves roughly the same accuracy on both
datasets, and similarly for the differential attack (Fig. 8.8).

—%— Correctly inferred (ADULT)
—e— Correctly inferred (ADULT-randomized)

ADULTS

10

Fraction of all records
T

00 I | | | | | | |
2 8 9

Known attributes (k*)

F1G. 8.7: Results of the cloning attack for the ADULT and the ADULT-
randomized datasets.

—>— Correctly inferred (ADULT)
—&— Correctly inferred (ADULT-randomized)

ADULTS
10

Fraction of all records
T

00 | | | | | | |
2 8 9

Known attributes (k*)

FIG. 8.8: Results of the differential attack for the ADULT and the ADULT-
randomized datasets.



8.5 APPENDICES

145

Attributes | . Predicted
Dataset k) Value-unique attackable accuracyp, — accuracyy
ADULT 10 87.0% 86.2% 97.3% 74.0%
CREDIT 11 100.0% 100.0% 99.0% 99.0%
CENSUS 45 100.0% 87.0% 98.9% 86.0%
CDR 6 100.0% 8.5% 94.1% 8.0%

TABLE 8.2: Empirical results of the double cloning attack, using all
attributes.

8.5.4 Improving the accuracy and generalizing to non-binary
attributes

DOUBLE CLONING ATTACK The cloning attack can be
modified using a double test, as explained in section 8.3.3. We
implement this attack and perform it on all four datasets. The results
are reported in Table 8.2. Comparing these results with the ones for
the single cloning attack (Table 8.1), we observe that accuracyy, is
slightly higher on all datasets, but less users are predicted attackable
on all but the CREDIT dataset. The issue is particularly evident on
the CDR dataset, where the figure drops from 100% to 8.5%. The
reason is that the distribution of the secret attribute in the CDR
dataset is extremely skewed towards 0. This means that the part of
the attack using v = 1 is likely to fail, due to many queries being
bucket suppressed.

PRIOR KNOWLEDGE The differential attack and the cloning
attack do not assume any prior knowledge about the distribution of
the attribute s in the population (i.e. in the dataset). In some cases,
one outcome of s could be much more likely than the other. For
example, if the secret attribute is HIV and the dataset is randomly
sampled from the population, it is more likely to observe HIV = 0
rather than HIV = 1. This prior knowledge about the population
can be obtained empirically by querying the dataset itself, using
count(HIV = 0). This test can be easily integrated in the likelihood
ratio test using Bayes” rule. For simplicity, we do not employ this
improvement and we rather use an uninformative (uniform) prior.
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OBTAINING MORE SAMPLES FOR THE DIFFERENTIAL
arTtack The differential attack relies on a likelihood ratio test
with 2k samples, where k is the number of uniquely identifying
attributes. There exist several ways to generate even more samples
and thus increase the attack accuracy, useful when k is small or too
many queries are bucket suppressed.

Consider again equations (8.7) and (8.8) for queries Q; and Q]{.
The main property of Q; and Q; is Qj(D) - Qi(D) = Q(D), where
Q(D) is the value we want to infer. There are many other pairs
of queries that satisfy the same requirement and will be processed
independently. For example, one could define Pj(D) by adding the
condition a; < x; to Q; and P;(D) by replacing a; # x; with a; < x; in
QJ{. The record x is still the only user that can differ from one query to
the other, and thus P;(D) - P{(D) = Q(D). By an argument similar
to the one for Q; and Q}, we obtain:

e (s) _
B(D)-F(D) ~ {N O ]
N(1,2k+2) if x4 = 0.
Repeating thisforj = 1,. .., kyields 2k additional samples. Note that,
as we add one condition, this creates two independent noises which
will not cancel out. We can furthermore repeat the same procedure,
inverting the inequalities to obtain 2k additional samples, leading to
a total of 6k samples.

In general, 2k samples can be obtained from any pair of queries
that define a partitioning attack for Q; different mathematical
operators could also be employed to construct such partitions. Such
samples will be independent most of the time. One could further
exploit Diffix’s rich SQL syntax by writing conditions with different
syntax but identical meaning. For example, we could replace every
condition “a; = x;” with “a; IN (x;)” andsimilarly “a; # x;” with “a;
NOT IN (x;)” Sinceboth static and dynamic noise layers depend on
the string that defines the condition, changing the SQL expression
produces independent noise values.

EXTENDING THE
ATTACKS TO NON-BINARY ATTRIBUTES The differential
and cloning attacks, as presented, assume that the secret attribute is
binary. This is a common assumption in the literature [149, 229], as
it is generally possible to extend the attacks to non-binary attributes.
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We now outline, using a bisection search, how to adapt our noise-
exploitation attacks for secret attributes that take values in the set
of real numbers (or any set with a defined order). First, we modify
our noise-exploitation attacks to test whether the secret attribute is
smaller or larger than a certain starting value t,. To do this, it is
sufficient to change the condition s = 0 to s < fy (or s > t;) in each
attack query (8.7), (8.8), (8.13), (8.14). We then find the correct value
(up to the desired accuracy) using a bisection search that iterates the
attack with the right condition s < t; or s > ¢;. Since the attack does
not achieve perfect accuracy, each step is associated to a probability
of success. This stochastic root-finding search can be solved with a
probabilistic bisection algorithm (see, e.g., Frazier et al. [257]).

8.5.5 Reducing the number of queries

One of the main features of Diffix is that it allows analysts to send an
unlimited amount of queries. Many privacy attacks work by issuing a
relatively large number of queries (see also 8.4). Limiting the number
of queries allowed by Diffix would thwart or significantly affect these
attacks. While our actual attack procedures require a small number
of queries (2|A| + 1 for the cloning attack), the subset exploration
step can sometimes explore many sets of attributes before finding
an exploitable one. To minimize the number of queries, we replace
the iterative exploration with a greedy heuristic that selects only one
subset which is likely to work. We focus only on the cloning attack,
as it does not require an oracle and achieves much better accuracy.

The cloning attack requires a set of attributes (A’, u), where
the restricted record x(4"*) uniquely identifies the victim, but
the vector x(4") is shared across a larger population (to avoid
bucket suppression). The FullCloningAttack starts with a larger set
of attributes A* and iteratively explores subsets of A* to find a
candidate (A’,u). We replace this iterative process with a single
deterministic step.

Intuitively, we want u to be as discriminative as possible, while
for the attributes in A’ to select as many users as possible. This is
what the procedure GreedySelectSubset does. First, it computes the
(approximate) fraction of users that share the same value x(?), for
each attribute a € A*. Then it selects as u the attribute associated
with the lowest fraction. Now suppose that N is the estimated total
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number of users in the dataset. The set A’ is selected as the smallest
set of attributes associated with the highest fraction, additionally
requiring that the product of all the fractions for (A’ u) is smaller
than 1/N. This ensures that, with high probability, the victim is
uniquely identified by x(4"4),

Procedure GreedySelectSubset(A™, x4 s, v)

Input: known attributes (names A* and values x4, secret
s and target value v
Output: a set of attributes (A, u) € A*
1 N < count() // approx. tot. number of users
foreacha e A* do
Ca < count(a = x{ As #v)
Pac S
end foreach
6 {p1,---pja+} < SortDescendingOrder({p, }aca+)

B W N

wu

gi<1, A«<g
. 1
9 while p, [Tyen p,, > 5 do
10 | A< Au{a}
11 i<i+l

12 end while
13 return (A', u)

We can modify the FullDifferential Attack replacing the subset
exploration with this heuristic. The modified full attack is described
in the GreedyFullCloningAttack procedure.

Observe that the GreedySelectSubset
procedure issues exactly |[A*|+ 1 queries. The differential attack with
the assumption validation step issues at most 2|A|+ 1 queries. So, the
GreedyFullCloningAttack algorithm requires at most |A*| + 2|A| + 2
queries.

We compared the performances of the FullCloningAttack and
GreedyFullCloningAttack on the ADULT dataset, with the salary
class as secret attribute and the other 10 attributes as A*. As in
section 8.2, we used |A| = 10 dummy conditions and ran the attack
on 1000 random users. The results are summarized in Table 8.3.
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Procedure GreedyFullCloningAttack(A*, x(4™) A s, v)

Input: known attributes (names A* and values x4,
dummy conditions A, secret s and target value v

Output: True if x(®) = v, False if x(*) # v

(A’,u) < GreedySelectSubset(A*, x(4™) s, v)

2 if NoBucketSuppression(A”, u,x*)| A, s, v) and
ValueUnique(A’, u, x(4")) then

3 ‘ return CloningAttack (A’ u, x4 A s v)

4 end if

5 return NonAttackable

p—

Subset Median Max Predicted

accurac
selection n. queries n.queries attackable Vea
Iterative 304 5310 96.8% 93.3%
Heuristic 32 32 55.4% 91.7%

TaBLE 8.3: Empirical results of the cloning attack with iterative subset
exploration and with the heuristic subset selection.

The maximum (and median) number of queries used by
GreedyFullCloningAttack for a single user is 10 + 2 x 10 + 2 = 32.
The median number of queries used by GreedyFullCloningAttack is
about 10 times higher, and the maximum is 100 times higher.

GreedyFullCloningAttack effectively attacks more than half of the
users, as opposed to 96.8% of the users for the FullCloningAttack.
This is due to the fact that the first attack tries a single subset of
attributes per user. However, this figure is still remarkably high,
given the huge reduction of required queries. Finally, the accuracy
of the inference for the attacked users is almost the same.

We believe that these results give additional evidence of the
power, extendability and practicability of our noise-exploitation
attacks. Introducing additional optimizations, the accuracy could be
improved and the number of queries could be further reduced (see
Appendix 8.5.4).
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8.5.6  Attacks on implementations of differential privacy

While differential privacy provably protects against a very large class
of privacy attacks [231], the actual implementation of differentially
private mechanisms can open new vulnerabilities. Haeberlen et
al. [243] exploited
covert channels [258] in two popular implementations of differential
privacy, PINQ [236] and Airavat [238], to design state- and timing-
based attacks, showing that implementation choices and bugs
can introduce vulnerability, effectively disrupting the theoretical
guarantees that differentially private systems are supposed to offer.
Mironov showed that finite precision and rounding effects of
floating-point operations can undermine the actual guarantees
of differentially private mechanisms [242]. Finally, Kifer et al.
argued that even perfect implementations of differential privacy
are vulnerable to some attacks if the attacker has very powerful
background knowledge [259], although this is debated [260].

Attacks on implementations of differential privacy suggest that
no practical system is perfectly secure against any attack. For this
reason, we believe that differential privacy-based systems could
benefit from defence-in-depth measures such as the ones discussed
in section 8.3.

In general, any query-based system, whether based on differential
privacy or not, stores sensitive data on the curator’s servers. This
constitutes a risk, as an attacker could try to break into the server
by exploiting vulnerabilities unrelated to the query interface. Once
an attacker obtains access to the raw, potentially pseudonymized,
individual-data, it is likely very easy for them to re-identify users.

8.6 SUMMARY

The Diffix mechanism has recently been proposed as an alternative
to data anonymization methods and differential privacy, and is
currently used in production. The mechanism is claimed to allow an
analyst to submit an unbounded number of queries, while thwarting
inference attacks, as defined by EU’s Art. 29 WP. In this chapter,
we show that Diffix’s anonymization mechanism is vulnerable to a
new class of attacks, which we call noise-exploitation attacks. Our
attacks leverage design flaws in Diffix’s data-dependent noise to infer
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private attributes of an individual in the dataset, solely from prior
knowledge about other attributes of this individual. In our opinion,
Diffix alone and in its present state likely fails to satisfy the EU’s
Art. 29 WP requirements for data anonymization. Furthermore,
our results show that naive data-dependent noise leads to highly
vulnerable systems.

Our differential noise-exploitation attack, given little auxiliary
information about the victim, combines specific queries and
estimates how the noise is distributed to infer the value of the private
attribute. In a synthetic best-case dataset, the attacker can predict
with 92. 6 % accuracy private attributes, using only 5 attributes.

Our cloning noise-exploitation attack extends the first one by
adding “dummy” conditions that do not change the selected query
set. It relies on weaker assumptions, that are automatically validated
with high accuracy by our algorithm. We evaluate its performances
on four real-world datasets and find that it infers private attributes
of between 87.0 % and 97.0 % of all records across datasets.

Aircloak proposed a fix to our original attack in an article on their
blog. Based on the high-level description in the article (no technical
document is available yet), it seems that this is a mitigation that may
prevent the differential and cloning attacks. However, it potentially
also opens up new vulnerabilities, as it does not directly address the
risk of data-dependent noise, and instead introduces a new data-
dependent measure. Diffix’s approach-the use of sticky noise and a
security-based solutions to protect personal data-is very interesting
and promising. We agree with their pragmatic approach to enable
practical data analysis while minimizing the risk of individual data
leakage. However, we disagree with its characterization as a “silver
bullet” that, alone, is sufficient to rule out practical attacks.

Without formal privacy guarantees, it is very often impossible to
prevent attacks such as the one we proposed here. Moving forward,
we suggest for such query-based systems to use a layered approach
that combines anonymization mechanisms with defense-in-depth
measures such as access control, intrusion detection, and above all
auditability.
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CASESTUDY: AGGREGATED MOBILE PHONE
METADATA

The metadata generated at large scale by mobile phones and
collected by every carrier around the world have the potential
to fundamentally transform the way we fight diseases and
design transportation systems. Scientists have compared the recent
availability of these large-scale behavioral data sets to the invention
of the microscope [261] and their business value is considerable.
In machine learning, mobile phone metadata have been used to
predict people’s gender [262], age [262], personality [263], literacy
rates [264]; as well as their likelihood to repay loans [265], subscribe
to services [266], and commit crimes [267]. In disaster relief
operations for instance, knowing the demographics of a person
along with his or her mobility data is extremely valuable [268]. As
most phones in low and middle income countries are prepaid, we
often lack these information about the users. Being able to predict
million of people’s demographic information with a small training
set is therefore tremendously valuable and cost-efficient.

Despite a great potential for impact and close to 10 years
of academic and industry research in using mobile phone
metadata [269], there were so far no open-source software to process
and extract robust features from them. All prediction works were
consequently based on a limited number of custom indicators.
This has prevented research from progressing: features had to be
redeveloped every time and numerous implementation choices (e.g.,
reconciling data, choices of thresholds and time periods, edge cases)
were lost from one paper to another. This made it hard to replicate
results, quantify the impact of new methods, and transfer learnings.

In this final chapter, we present a toolbox, bandicoot!, released
in 2016, solving this problem by providing researchers and
practitioners with an efficient open-source Python feature extractor
for mobile phone metadata [46]. It belongs to the Precomputed

1 bandicoot, https://bandicoot.mit.edu.

This chapter originates
from a joint research
article on the bandicoot
toolbox [46], for which I
co-leaded the
development. The
research was conducted
during my stay at the
Massachussets Institute
of Technology in 2016.
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Statistics model from Chapter 7: instead of releasing individual-
level raw mobility and interaction traces, this toolbox only
compute statistics, making re-identification harder (although not
impossible).

bandicoot is a complete, easy-to-use and extensible environment:
with a few lines of code, a user can load mobile phone data, extract
features, and export them. bandicoot’s modular structure makes it
easy for users to add new features and leverage existing pre- and
post-processing functions.

9.1 USING THE BANDICOOT TOOLBOX

bandicoot provides users with more than 1442 individual, spatial,
and social network features:

INDIVIDUAL FEATURES (e.g, percent of
nocturnal interactions, time it takes someone to answer text
message, inter-event time between two phones calls) describe
an individual’s phone usage and interactions with his or her
contacts.

SPATIAL FEATURES (e.g., entropy of visited antennas, radius of
gyration) describe an individual’s mobility patterns. Note that
to avoid sampling biases, bandicoot groups location data per
30 min slots.

SOCIAL NETWORK (e.g., clustering coeflicient, assortativity)
describe an individual’s social network and compare his or her
behavior with the one of their contacts.

bandicoot computes these indicators or, when these are
distributions, their mean and standard deviation, on a weekly basis.
It then returns the weekly mean and standard deviation to the user
(see Fig. 9.1). The user can also compute indicators only on call/texts,
weekdays/weekends, or days/nights and an extended set of weekly
summary statistics (median, min, max, kurtosis, and skewness).

bandicoot also standardizes from the mobile phone research
literature [269] the definition of conversations between individuals,
the conversion of directed to undirected matrices, the assortativity
of attributes within ego-networks, as well as a the binning scheme to
avoid sampling biases in location data.
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9.2 PROJECT FOCUS

CODE QUALITY Correctness and consistency is absolutely
crucial for us. The metrics implemented need to be correct and the
values returned stable over time. To ensure this, we implemented
functions to generate synthetic mobile phone data, regression tests,
and more than 50 function-level unit tests covering 88% of the
source code.

COMMUNITY-DRIVEN DEVELOPMENT The choice of the
Python language, as well as a specific focus on readability, helps
contributors understand and modify bandicoot. We are actively
building a community of users around bandicoot to foster changes
and improvements in the source code, develop new features, and
to report and help correct faulty behaviors. bandicoot is hosted on
GitHub and has already been developed by 10 contributors over
the last years with many others helping with bug reports, features
requests, and discussions.

DOCUMENTATION An extensive documentation has been
written and is maintained. This includes an exhaustive description
of the input and output of functions, a quick start guide, and a
demonstration notebook. A specific part of the documentation is
written to help users test and contribute new features.

EASY-TO-INSTALL

AND WITHOUT DEPENDENCIES bandicoot runs on Python
2 and 3; we support (and test bandicoot with) GNU/Linux, Mac OS,
and Windows. bandicoot is meant to (and already is) used in highly
secured and heterogeneous telco environments where packages have
to be approved and verified. To make its use (including in Hadoop
environments) and installation easier, we developed bandicoot to be
free of any dependencies such as pandas or compilers.

DETECTING DATA ISSUES  Numerous data issues can happen
in mobile phone data sets: incorrect locations, missing incoming
records, duplicates, etc. We have built 38 reporting variables that are
automatically added when exporting features. These include details
about the underlying data (start and end date, number of records,
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How to measure weekly patterns ?
Example with call durations (seconds)

Week 1 W Week 3
62 12 37 21 8 68 54 31

|—'—l
L

eek 2
|_'_l

T
MEAN of MEAN =

STD of MEAN =

bandicoot exports all the indicators:

{
"call_duration_mean_mean": 71.0,
"call_duration_std_mean": 45.526549030940906,
"call_duration_mean_max": 90.0,
"call_duration_std_max": 35.440090293338699,

F1G. 9.1: bandicoots behavioral indicators can be aggregated along and
across weeks to generate further statistics.
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percentage of antenna missing location information, etc.) and about
the data processing (bandicoot version number, type of aggregation
used, records that have been removed and why, whether a home
location has been detected, etc.).

93 VISUALIZING PATTERNS IN USER DATA

bandicoot includes an interactive tool to visualize the data of a
specific user. The visualization allows researchers to inspect the data,
detect issues, and spot potentially important patterns. Fig. 9.2 shows
the visualization tool, with options to display only specific weeks and
to plot indicators (or their weekly mean/sum) over the time period
considered. It can be generated and served on-the-fly over HTTP, or
exported to disk and shared.

aven ]| indicstors/ number of nteractionsmywesk ¢
g0 network Top 3 users s 1275
240 interactions in 33 weeks
1.632247c53.(19) by
2 b25C7M0635 (19) w
36120669242 (17) o 623 incoming
and 611 text

El 73.8s
average call duration

() . . = Indicators / percentage of interactions at night _byweak ¢
26.2%
.0 o6 .
o . 30.7%
(3 N
. 29.6%

ey vy s v eoscay sy rrasy saeay 23.9%
atight

46.6%
balance of cont

F1G. 9.2: bandicoot includes an interactive visualization tool for an
individual’s data.

94 PERFORMANCE FORLARGE-SCALE DATASETS

While our priority developing bandicoot is to produce correct and
verifiable code that can be easily extended, a certain number of
implementation choices and optimizations were made to ensure
that a standard large-scale dataset can be processed overnight. For
instance, bandicoot caches groups of records by week, weekend, call
or text to limit both the computing time and the memory footprint.

157



158

CASE STUDY: AGGREGATED MOBILE PHONE METADATA

All together these optimizations have sped up computation by a
factor 3 compared to a naive implementation.

We tested bandicoot on a computer with an Intel i7 CPU (2.6GHz)
and 8GB of memory for users with an average of 20 records per
days over 3 months. It takes on average 250ms to compute all
1442 behavioral and mobility indicators using the standard Python
interpreter, CPython, and 160ms using pypy, a fast just-in-time
compiler. For all indicators, including network features, the total
time is 1.11s using CPython (740ms with pypy). Network indicators
take significantly more time as data for all the neighbors of one
node have to be loaded and their behavioral indicators computed.
Allindicators run in linear time with the number of records (Fig. 9.3)
and a standard large-scale data set of one million mobile phone
users is processed in less than 9 hours (resp. 39h for the network
indicators) using the multiprocessing code we provide.
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F1G. 9.3: bandicoot’s runtime as a function of the number of records (single
core) with and without network indicators.

95 CONCLUSION

The application of machine learning algorithms to mobile phone
metadata has a great potential for good and businesses. Until now,
there were no toolbox to efficiently process and extract robust
features from them. This was a major issue for both researchers and
practitioners. bandicoot implements a full data pipeline for mobile
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phone data including more than 1442 features. It has been used by
academic researchers as well as by carriers (e.g., Orange, Telenor)
and international organizations (e.g., WEP).






CONCLUSION

With our increasing ability to collect, store and process personal
data, privacy breaches and misuse of sensitive information are on the
rise. To find a balance between data availability and protecting the
privacy of individuals, our data are often used anonymously, e.g., in
research, for the training of machine learning algorithms or for the
production of national statistics. Anonymization is, however, highly
challenging and difficult to enforce.

This  thesis  reviewed  how  data  anonymization
practices are currently evaluated, spanning from disclosed medical
and demographic microdata to high-dimensional datasets, as well
as methods to release aggregated statistics instead of the raw data.

Firstly, it provided a critical response to the current framework
used to de-identify and anonymize personal
data. While anonymizing datasets through de-identification and
sampling before sharing them has been the main tool used to share
sensitive socio-demographic, medical, or financial data, we showed
that these techniques are unlikely to satisfy the modern standards
for anonymization set forth by GDPR, for example. We proposed
a generative copula-based method that can accurately estimate the
likelihood of a specific person to be correctly re-identified, even in a
heavily incomplete dataset. On 210 populations, our method obtains
AUC scores for predicting individual uniqueness ranging from 0.84
to 0.97, with a low false-discovery rate. Using our model, we found
that 99.98% of Americans would be correctly re-identified in any
dataset using 15 demographic attributes.

The limitations of traditional de-identiication has led to the
development of modern privacy-preserving platforms. In this thesis,
we secondly described two privacy breaches in Diffix, a recent and
novel query-based mechanism to release aggregated statistics based
on the concept of “sticky noise”. According to its authors, Diffix adds
less noise to answers than solutions based on differential privacy
while allowing for an unlimited number of queries. Our findings
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instead demonstrate that adding data-dependent noise, as done by
Diffix, is not sufficient to prevent inference of private attributes.

Overall, this thesis exposes the limitations of current techniques
used to widely use and share personal data. To comply with modern
data protection regulations and reinstate trust in the digital economy,
companies and organisations collecting and using personal data
must change how they process our data.

Both in academia and industry, privacy-preserving techniques
(PETs) range from practical empirical and practical guarantees (e.g.,
statistical = disclosure control, synthetic data, Diffix) to
formal guarantees (e.g., secure multi-party computation, differential
privacy, homomorphic encryption). We should, however, not forget
that no system is perfect. Digital privacy shares many similarities
with computer security: protocol or implementation errors, side-
channel attacks, efc. no system will be 100% secure forever.

For the reader eager to restore a balance between data availability
and individual privacy rights, I suggest two actionable directions:

1. transparency, for methods and software used to design and
implement PETs. Modern cryptography relies on open peer-
reviewed academic research. Software based upon open free
software licenses can be analyzed and vulnerabilities tested.
It is time for the privacy industry to foster open transparent
methods as well.

2. defense-in-depth and auditability for platforms, databases,
and interactive systems using personal data. Practical secure
design principles apply in digital privacy just as they
do in computer security for instance. Specifically, privacy-
preserving platforms (regardless of whether they have
provable guarantees or not) would benefit from a defense-
in-depth approach, e.g., by monitoring the query stream for
queries that are likely to lead to exploitation or auditing the
computations and the accesses.
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