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Abstract

Requirements Engineering (RE) is concerned with the elicitation, evaluation,
specification, analysis and evolution of the requirements on a software-intensive
system. Risk analysis at RE time aims at anticipating adverse conditions prevent-
ing the system from achieving its mission. In goal-oriented RE, a goal model
shows how the system’s objectives contribute to each other. Obstacle analysis is a
goal-oriented form of risk analysis aimed at increasing requirements complete-
ness. An obstacle to a goal is a precondition for the non-satisfaction of this goal.
An obstacle model shows how obstacles contribute to each other in preventing
goals from being satisfied. Obstacle analysis iterates on the identification of
obstacles, the assessment of their likelihood and criticality, and the control of
likely and critical obstacles.

The thesis presents a quantitative framework for assessing and controlling
obstacles to probabilistic goals. The latter must be satisfied in a specified percent-
age of cases at least. In this framework, domain experts estimate the likelihood
of fine-grained obstacles together with their uncertainty margins. These es-
timates are up-propagated through the obstacle and goal models in order to
quantitatively determine the likelihood of obstacles and the severity of their con-
sequences. Comparing the computed satisfaction rate of high-level goals in the
model with their required satisfaction rate yields measures of obstacle criticality.
Countermeasures to most likely and critical obstacles are then identified. Those
maximizing the satisfaction rate of high-level goals while minimizing their cost
are selected for integration into the goal model. Our techniques are extended
to support runtime system self-adaptation towards better satisfaction of high-
level goals.
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Chapter 1

Introduction

This chapter introduces the context, motivation, objectives, main contributions
and organization of the thesis. The running example used throughout the thesis
is also introduced.

1.1 Context and motivation

The world increasingly relies on complex technological systems. Computers
drastically changed how such systems are designed and operate. Computing sys-
tems are responsible for co-piloting aircrafts, tracking the heart rate of patients
to deliver appropriate electrical shocks, controlling the dosage of drugs and
gamma rays to cure tumors, adjusting the speed and driving wheel of cars and
trucks, controlling nuclear power plants, regulating energy supply and demand,
and so forth. People rely on these services and are less inclined to accept failures
of those systems. The increased usage of software systems results in critical
failures with regard to health, economy, and environment. A key problem is to
identify what a software system should do, and what it should not; and thereby
what is a failure.

This problem is at the core of Requirements Engineering. Requirements
Engineering is a branch of System Engineering concerned with eliciting, eval-
uating, specifying, and analyzing the objectives, functionalities, qualities, and
constraints to be achieved by a software system [Lamog].

‘Simple improvements in these methodologies [reliability, fault tolerance, soft-
ware engineering, testing] will still not solve the problem [of knowing exactly
what a program will do]. Even the best design strategy depends upon some
initial determination of what the program is expected to do. The critical
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problem is our inability, as humans, to flawlessly describe complex systems.
Unfortunately, software analysis techniques, such as proofs and testing, de-
pend upon the correct specification of the program for their results to have
any meaning. So, even if it were possible to prove correctness, or to test all
permutations of a critical program, this would not serve to demonstrate the
safety of the software.” —[Lev83]

To mitigate our inability to flawlessly describe complex systems, today’s
engineers rely on models. Models are increasingly recognized to be an effec-
tive way of identifying what software systems shall do and shall not and why
[Lamog]. A model is an abstract representation of the software system where
key elements are highlighted, specified, and connected to others. Using mod-
els for Requirements Engineering has multiple benefits: models allow analysts
to abstract from details and focus on essential aspects of the software system;
they force stakeholders to be more precise about their expectations; it provide a
structure for detecting errors, early in the process; and so forth.

Building a ‘good” model is hard. A good model shoud be:

o Adequate: the model should capture what is really desired by the stake-
holders while taking into account specific constraints from the domain.

o Complete: the model may not overlook important objectives, functionali-
ties, qualities or constraints the system should meet.

° Consistent: the model does not contain conflicting objectives, functional-
ities, qualities or constraints.

. Precise: ambiguities in interpreting the model should be reduced as much
as possible so that everyone understands the model the same way.

In particular, incompleteness is recognized among the major causes of soft-
ware failure [Lamog]. Missing requirements and assumptions often result from
unanticipated conditions under which the software should behave adequately.
Our natural inclination to conceive systems that are too ideal prevents adverse
conditions from being properly identified and, when likely and critical, resolved
through appropriate countermeasures.
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Risk analysis should be at the heart of the requirements engineering process
[Ant98; Feao3; Lamoo; Lamog; Lunio]. A risk is commonly defined as an un-
certain factor whose occurrence may result in some loss of satisfaction of some
corresponding objective. A risk has a likelihood of occurrence, and one or several
undesirable consequences associated with it. Each consequence is uncertain as
well; it has a likelihood of occurrence if the risk occurs. A consequence has a
severity in terms of degree of loss of satisfaction of the corresponding objective.

Depending on the category of objective being obstructed, risks may corre-
spond to safety hazards [Levo1; Levi1], security threats [Lamog4; Pie13; Schi1],
inaccuracy conditions on software input/output variables with respect to their
environment counterpart [Lamoo], and so forth.

Risks must be identified, assessed against likelihood and severity, and con-
trolled through countermeasures [Boeg1; Jong4; Lamog; Lunio].

. At requirements engineering time, risks can be systematically identi-
fied from prescriptive requirements and descriptive domain properties
[Lamog].

. For risk assessment, qualitative scales can be used for quick but rough

estimation of likelihood and severity [Klegg; Levo1; Lunio], possibly
in relation with a requirements model [Asn11]—e.g., from ‘unlikely’ to
‘very likely’ and from ‘low’ to ‘highly critical’, respectively. Alternatively,
quantitative scales can be used to capture such estimates more precisely
[Bedo1; Feao3], possibly in relation with a requirements model [Asno7b;
Sabi1; Sie14].

° For risk control, analysts may explore different countermeasures [Asno6b
Lamoo; Sutg98] and select the most effective ones [Asno6a; Feaos]. Such
exploration may be driven by risk-reduction tactics such as reduce risk like-
lihood, avoid risk, reduce consequence likelihood, avoid risk consequence,
or mitigate risk consequence [Lamog].

In goal-oriented modeling frameworks, obstacles were introduced as a nat-
ural abstraction for risk analysis [Antg8; Lamog]. An obstacle to a goal is a
precondition for the non-satisfaction of this goal. Similarly to risk analysis,
obstacle analysis includes three steps [Lamoo]:
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(1)  Identification. Obstacles to every leaf goal in the goal refinement graph
should be identified from relevant domain properties. Techniques are
available for identifying obstacles systematically from goals and domain
properties [Alr12; Lamoo]. Such identification should be as exhaustive
as possible.

(2)  Assessment. The likelihood and severity of each obstacle should be deter-
mined. This may be achieved quantitatively by calculations over obstacle
refinement trees and goal refinement trees [Sab11].

(3)  Control. Likely and critical obstacles should be resolved by systematic
model transformations in order to integrate appropriate countermeasures
in the goal model. For obstacle resolution, operators encoding risk reso-
lution tactics were proposed to explore alternative resolutions [Lamoo].
A learning-based approach may also be used for generating alternative
countermeasures from observed behaviors traces [Alr16].

Obstacle analysis has been successfully used in a variety of mission-critical
systems, see, e.g., [Daroz; Lamog; Leto2; Lutoy; Pono7].

The obstacle assessment step is crucial for focusing the control step on those
risks that are determined to be likely, and have likely and severe consequences.
No systematic techniques are however available to date to support this step.
In particular, it is unclear how the likelihood of obstacles should be precisely
estimated and how their criticality should be assessed against the system’s high-
level objectives.

The obstacle control step is also crucial; it directly impacts the adequacy and
completeness of the goal model. However, little support is currently available for
the control step beyond resolution operators for countermeasure exploration. In
particular, it is totally unclear what most appropriate countermeasures are, how
such countermeasures are selected from the ones produced by the resolution
operators, and where those selected countermeasures should be integrated in
the goal model to increase its completeness and robustness.

Beyonds those two types of limitations of the current state of the art, uncer-
tainty needs to be properly managed.
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A first type of uncertainty concerns the adequacy and ‘sufficient’ complete-
ness of the identified software requirements, environment assumptions and
relevant domain properties [Lamog].

Besides, the satisfaction rate of those requirements and assumptions in
the running system is uncertain as well [Bario; Feao3; Leto4]; satisfaction
rates may vary due to unexpected events and conditions that may occur in the
environment [Lamoo]. The likelihood of such events and conditions occurring
is also uncertain. This gives rise to the notion of probabilistic requirements, that
is requirements that need to be satisfied in at least X% of cases.

In traditional risk analysis, uncertainty during risk assessment arises under
two forms [OHao6; Voso8].

o Physical uncertainty refers to system phenomena. This domain-level form
of uncertainty, such as the chance of a sensor breaking down, can be
reduced by modifying the system—typically by changing the design or
adding new requirements during the risk control step.

o Knowledge uncertainty refers to the assessment of physical uncertainty by
domain experts. Our imperfect knowledge of the exact probability of a
sensor breaking might lead us to estimate it with some uncertainty mar-
gin. This form of uncertainty is reduced through further data collection,
consultation of more domain experts, runtime monitoring, etc.

Risk analysis techniques for RE have so far addressed physical uncertainty
only [Asn11; Feao3; Lamoo; Lunio; Sie14]. They rely on expert judgement at
some point or another, however, to estimate the likelihood of fine-grained events
or conditions emerging from their analysis. Such estimates are typically based
on experience or on historical data [Asn11; Feao3; Lamoo; Lun1o; Sie14], some-
times refined through runtime event monitoring [Epiog; Feag8]. The extent
to which those estimates are accurate remains uncertain. Expert’s judgements
might be subjective or biased; relevant data might not be available; accurate data
might be too expensive to obtain; collected data might no longer be relevant
in view of technology changes; data might be too sparse; and so on. Handling
knowledge uncertainty is therefore critical for accurate obstacle analysis.
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A last source of uncertainty concerns changes that may occur in the software
environment and system runtime. Today’s software systems are increasingly
deployed in unpredictably varying environments, e.g., for autonomous vehicle
control [Cheogb; DeV17a], disaster management [Golo8], or adaptive security
[Pas14; Pas16]. In these domains, the system must adapt to changing environ-
ments to guarantee its goals.

For runtime system adaptation, Monitor-Analyse-Plan-Execute (MAPE)
cycles are often followed [Cheoga; Kepo3; Lem1io]. The Monitor step collects,
filters and aggregates data from the running system such as performance met-
rics and configuration characteristics. The Analyze step determines whether a
change is required or not based on data analysis and reasoning about the run-
ning system. The Plan step structures the actions to apply in order to guarantee
that the system will subsequently meet its objectives. During the Execute step,
the system is updated with the planned actions.

At system runtime, probabilistic requirements may not be satisfied due to
adverse conditions; MAPE cycles are therefore required to ensure that these re-
quirements remain satisfied. The selection of most appropriate countermeasures
is normally based on environment assumptions and obstacle satisfaction rates
determined at RE time. However, these influencing factors may turn to be differ-
ent at system runtime. Some assumptions might no longer hold, or the estimates
provided by the experts at RE time might prove inaccurate at system runtime.
In addition, other estimates might not be available at RE time, preventing the
selection of most appropriate countermeasures before runtime. For better fit to
the system’s goals under changing or originally unknown conditions, it might
prove better to defer decisions on selecting appropriate countermeasures to sys-
tem runtime by monitoring adverse conditions, analyzing whether adaptations
are required, selecting the appropriate countermeasures and integrating these;
the running system is thus dynamically adapted accordingly.

1.2 Objectives of the thesis

Obstacle assessment. A simple yet effective technique should be available for
quantitative assessment of probabilistic obstacles. The proposed quantitative
technique is intended to meet the following objectives.
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o Probabilistic goals and obstacles for risk analysis. Goals should be extended
to prescribe properties to hold in at least X% of cases. Such goals should
be integrated within the obstacle analysis framework together with prob-
abilistic obstructions. (In the currently supported framework, X = 100
for all goals.)

. Model-based assessment. Unlike [Feao3], the assessment process should
take advantage of the refinement structure provided by the goal/obstacle
model in order to allow for more accurate estimation of the satisfaction
rate of coarser-grained statements from finer-grained ones.

° Formal semantics for statements to be assessed. Unlike [Asn11; Feaos;
Lun1o], the specification of goals and risks should have a clear, precise
semantics in terms of desirable/undesirable system behaviors. Such se-
mantics enables their precise interpretation and the integration with other
techniques for risk generation [Alr12; Lamoo], countermeasure deriva-
tion [Lamoo] and goal model analysis, including goal refinement check-
ing, operationalization checking and behavior model synthesis [Lamog].

. Measurable statements. Unlike [Asn11; Feao3], the specification of goals
and risks should be grounded on application-specific phenomena that
are measurable in the environment of the software-to-be. This attenuates
the common problems with subjective estimations. For the importance
of making requirements measurable, see [Rob12].

o Separation between likelihood of occurrence and criticality. The likelihood
of occurrences of an obstacle should be explicitely separated from the
criticality of its consequences. Critical obstacles should be highlighted
with regard to the importance and the likelihood of the obstructed high-
level objectives, independently from the likelihood of occurrences of the
obstacles.

Obstacle control. To address the problem of obstacle resolution, systematic
techniques for selecting and integrating appropriate countermeasures should
be available. These techniques are intended to satisty the folllowing objectives.
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o Convergence towards more complete models. The techniques for integrat-
ing countermeasures should guarantee that the model is increasingly
robust and complete as resolutions are being integrated.

o Cost-effective countermeasure selection. The techniques for selecting coun-
termeasures should guarantee that the target satisfaction rate of high-level
objectives is satisfied while not costing more than necessary.

o Normal behavior. The system behaviors not affected by the obstacles
should be preserved by the integration process.

o Correctness preservation. The correctness of goal refinements in the model
should be preserved by the integration process.

. Separation of concerns. For higher readability and better visibility, the
ideal model containing all functional and non-functional goals in normal
situations should be kept visible. The specification of these goals should
not be cluttered with items referring to exceptional situations.

o Incremental integration. Exceptional situations should be identifiable and
integrated incrementally. The handling of each single situation should be
isolated from the others.

o Combinatorial mitigation. Without any restructuring mechanism, the
integration of multiple countermeasures to multiple risks considered in
combination might produce a large number of cases. The model restruc-
turing and specification should not exhibit any combinatorial blow-up of
exceptional cases.

o Traceability. The traceability of exceptional cases should be supported
from requirements to architecture.

Handling uncertainty of estimates. The quantitative obstacle analysis frame-
work should be extended to explicitly capture and reason about uncertainties
on estimated likelihoods.
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Obstacle assessment and resolution under uncertainty. The techniques
for highlighting likely and critical obstacles should cope with knowledge
uncertainty. In alignment with new-generation reliability databases that
provide ranges of estimates [Akho1], single-value and multi-value esti-
mates of the likelihood of fine-grained obstacles should be supported.

Highlighting of problematic uncertainty margins. The techniques should
allow analysts to highlight critical obstacles (in terms of severity of their
consequences) whose knowledge uncertainty must be reduced.

Knowledge uncertainty reduction. Problematic uncertainty margins for
critical obstacles should be reduced to enable finer-grained obstacle as-
sessment.

Obstacle-driven runtime system adaptation. For increased satisfaction of
probabilistic system goals at system runtime, techniques should be available
for dynamically deploying most appropriate countermeasures under varying
conditions.

Monitoring of satisfaction rates. The satisfaction rate of probabilistic goals
and obstacles should be monitored at runtime. Monitoring helps deter-
mining whether probabilistic goals are currently satisfied, and what are
the current likely and critical obstacles.

No need for explicit behavior model. Building a consistent and complete
behavior model for large distributed systems with many complex states
and parallelism is often quite challenging. Unlike [Gheog; Ghe13], the
model used should therefore be declarative; system behaviors need not
be explicitly modeled.

Model-based adaptation. The adaptation process should be driven by a
goal/obstacle model; only those adaptations which are required to meet
the probabilistic assertions from this model should be made.

Traceability of monitored indicators and deployed countermeasures. Un-
like [Giao1], the monitored indicators and decision criteria for system
adaptation should be traceable to system objectives; why such or such
monitored information is required should thereby be documented.
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1.3 Overview of the contributions

A probabilistic framework for goal oriented risk analysis. The thesis presents
a quantitative risk assessment technique. This technique is model-based and
anchored on an existing goal-oriented framework for requirements engineering.

Probabilistic goals and obstacles are introduced. Goals may be specified
to prescribe some property to hold in X% of the cases. Probabilistic
obstacles provide more evidence-based answers to questions such as, e.g.,
what obstacles should be resolved in view of higher-level, mission-critical
goals?

A formal characterization of satisfaction rates of probabilistic goals and
obstacles is provided in terms of observed states and behaviors. Beyond
obstacle assessment and control, this characterization enables other tech-
niques such as goal/obstacle monitoring at system runtime.

A formal behavioral semantics for specification of probabilistic goals
and their obstacles allows probabilities to be grounded on measurable,
application-specific phenomena. This reduces subjective assessments by
experts.

Assessing the likelihood and criticality of obstacles. The thesis presents a tech-
nique for propagating the satisfaction rate of leaf obstacles and for computing
the severity of their consequences. This technique exploits the goal/obstacle
refinement structure.

The severity of obstacle consequences in terms of degree of goal violation
is determined quantitatively and systematically by probability propaga-
tions through the obstacle and goal models.

Most critical obstacle combinations are determined for obstacle prioriti-
zation. As a consequence, appropriate countermeasures may be identified
and then selected to increase requirements completeness.

Controlling likely and critical obstacles. The thesis presents systematic tech-
niques for selecting most appropriate countermeasures to the assessed obstacles
and integrating these countermeasures into ideal goal models.
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A cost-benefit trade-oft analysis guides the selection so as to maximize
satisfaction rates of high-level goals under cost constraints.

An integration mechanism is introduced as a model transformation oper-
ator to ensure progress towards a more complete model, minimal change
of the original model, and refinement correctness preservation. Anchor
goals are introduced to define where countermeasure goals should be
integrated together with appropriate refinement schemas.

To support separation between normal and exceptional situations, the
thesis extends the goal language with semantics-preserving constructs for
specifying exceptions and their ‘handlers’—that is, the countermeasures
associated with them. Model transformation operators are then provided
for attaching and detaching exceptions to/from associated goals in the
goal model.

Handling uncertainty in satisfaction rates. The thesis introduces knowledge
uncertainty as a first-class citizen for the obstacle assessment and control steps.

[ )

Uncertainties about obstacle estimates and goal satisfaction rates are ex-
plicitely captured in the specification of probabilistic goals and obstacles.
The extended framework supports both single-point and multi-point
value estimates.

Two metrics are provided for measuring problematic knowledge uncer-
tainties about goal satisfaction: the goal violation uncertainty and the
uncertainty spread.

A quantitative technique is provided for highlighting those obstacles with
most severe consequences on the goal model and with most problematic
knowledge uncertainties.

For increased accuracy, uncertainty margins about estimates are reduced
by methodical integration of estimates from multiple sources or multiple
experts.
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Handling obstacles at system runtime. The thesis presents a technique for
driving system adapations at runtime by the satisfaction rates of high-level

goals.

[ )

Probabilistic obstacles are monitored at system runtime. The technique
extends an existing monitoring technique, introduced in [Bau11] for non-
probabilistic Linear Temporal Logic (LTL), to monitor probabilistic LTL
assertions at system runtime. From such monitoring of leaf obstacles
in obstacle refinement trees, the satisfaction rate of high-level goals is
obtained by up-propagation through obstacle/goal refinement trees.

Alternative countermeasures are selected on the fly, among those identi-
fied at RE time, when the satisfaction rate obtained for high-level goals is
below their required threshold.

The selected countermeasures are integrated into the goal model at run-
time and deployed in the running software system.

1.4 Dissemination of results

The presented techniques were published in peer-reviewed conferences and in
the Requirement Engineering journal.

Chapter 3, Chapter 4: A. Cailliau and A. van Lamsweerde, "A probabilis-
tic framework for goal-oriented risk analysis", Proc. of RE’12—the 20th
International Requirements Engineering Conference, IEEE, 2012. (Best
Paper Award.)

Chapter 3, Chapter 4: A. Cailliau and A. van Lamsweerde, "Assessing
requirements-related risks through probabilistic goals and obstacles”, Re-
quirements Engineering, Vol. 18, No. 2, 2013, 129-146.

Chapter 3, Chapter 4: A. Cailliau, C. Damas, B. Lambeau, and A. van
Lamsweerde, "Modeling car crash management with KAOS", Proc. of
CMA@RE—International Comparing Requirements Modeling Approaches
Workshop, IEEE, 2013.
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o Chapter 5: A. Cailliau and A. van Lamsweerde, "Integrating exception
handling in goal models", Proc. of RE’14—the 22d International Require-
ments Engineering Conference, IEEE, 2014.

o Chapter 6: A. Cailliau and A. van Lamsweerde, "Handling knowledge
uncertainty in risk-based requirements engineering", Proc. of RE’15—the
23rd International Requirements Engineering Conference, IEEE, 2015.

° Chapter 7: A. Cailliau and A. van Lamsweerde, "Runtime monitoring and
resolution of probabilistic obstacles to system goals", Proc. of SEAMS’17—
the 12th International Symposium on Self-adaptation and self-managing
systems, IEEE, 2017. (Best Paper Award.)

1.5 Organisation of the thesis
The thesis is structured as follows.

o Chapter 2 presents the necessary background on goal-oriented require-
ments engineering and obstacle analysis. It provides a description of the
KAOS framework extended in the next chapters.

o Chapter 3 describes the probabilistic approach for goal-oriented require-
ments engineering. It provides precise definitions for probabilistic goals
and obstacles, and shows how these relate to each other and how they can
be formally specified.

o Chapter 4 discusses the assessment of probabilistic obstacles. It describes
how leaf obstacles are estimated and how the satisfaction rate of higher-
level goals is obtained by up-propagation through the obstacle and the
goal models. This chapter also shows how likely and critical obstacles are
highlighted.

o Chapter 5 describes the techniques for controlling likely and critical obsta-
cles through appropriate countermeasures. It discusses what appropriate
countermeasures are, how these are selected and how they are integrated
in the original goal model.
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o Chapter 6 describes how knowledge uncertainties about probabilistic
values are integrated within the obstacle assessment and control step.

. Chapter 7 extends the proposed techniques for runtime use to drive the
adaptation of software systems. The technique guarantees the required
satisfation rate for high-level goals based on the monitoring of low-level
obstacles.

. Chapter 8 presents the tools supporting the various techniques presented
in the thesis. It also describes the text-based declaration language used
to represent goal and obstacle models.

. Chapter 9 discusses the correctness, performance and scalability, applic-
ability, utility, and usability of the proposed techniques. Applicability is
evaluated on three non-trivial case-studies.

o Chapter 10 comparatively reviews work relevant to the techniques pre-
sented in the thesis. It focuses on quantitative RE and risk-driven RE.
The chapter also discusses other approaches for handling uncertainties
at RE level, together with approaches for requirements-driven runtime
adaptation.

. Chapter 11 summarizes our results, their strengths and limitations, and
discusses open issues and perspectives.

1.6 Running example

This section briefly introduces a simple case study used as running example
throughout the thesis. This specific case study was selected for the availability
of documented probability estimates by experts that will be used as input to our
techniques.

This case study was inspired by a spent fuel pool system during decomis-
sionning, that is, not during full power operations, as described in [Colo1].
The examples used throught the thesis were extracted from the safety guide
provided by IAEA [IAEA12], from a public report produced by the committee
on the Safety and Security of Commercial Spent Nuclear Fuel Storage and the
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National Research Council [Couo6], from a technical study published by the
U.S. Nuclear Regulatory Commision [Colo1], and from various media-related
sources relating the incidents and responses at the Fukushima Daiichi nuclear
power plant.

Most nuclear power plants use reactor fuel under the form of small uranium
dioxide pellets. These pellets are arranged in fuel rods, which are protected by
a zirconium metal alloy. The rods are bundled to form square arrangements
measuring approximately 15 to 25 centimeters on the side and 3.5 to 4.5
meters high.

Once in the reactors, the fuel undergoes nuclear fission and generates both
heat and radioactive products that require both cooling and shielding. When
the fuel has been consumed (usually after 4 to 6 years), the rods are removed
from the core and stored.

The consumed nuclear fuel is often stored first at nuclear power plants in
water-filled pools, called spent fuel pools. Water in these pools provides cooling
of the spent fuel and shielding against radiation for the first years—typically,
5 years. The spent fuel is then moved to dry cask storage, providing passive
cooling and shielding, for the following years.

According to standards [IAEA12] and recommendations [Couo6], these
pools and their operation must satisfy a large set of safety and security re-
quirements. The three main objectives for such systems are:

. Cooling the fuel in order to prevent over-heating.
. Shielding workers and the public from radioactive emmissions.
. Preventing critical accidents.

The goal and obstacle model fragments provided in the thesis are directly in-
spired from the event and fault trees presented in [Colo1].






Chapter 2

Background: Goal-Oriented Requirements En-
gineering

This chapter introduces some necessary background in goal-oriented require-
ments engineering. It introduces the KAOS framework extended in the follow-
ing chapters. Section 2.1 presents how system objectives are modeled as goals
in the KAOS framework. Section 2.2 introduces obstacle analysis as a mean for
anticipating what could go wrong.

2.1 Modelling system objectives with KAOS

Goal-oriented requirements engineering is now recognized as a major modeling
technique for engineering requirements of complex, mission-critical software
systems. Unlike other approaches, it also capture the why behind the resulting
software specifications [Lamog]. Among the available goal-oriented frame-
works, KAOS supports a formal approach where the objectives of a system can
be specified in a precise, clear-cut sense [Lamog].

KAOS also supports a multi-view modeling approach where objects, agent
responsibilities, operations, and behaviors are represented in connection with
goals. We focus here on goal modeling only; a detailed presentation of the
framework can be found in [Lamoog].

2.1.1 Goals, requirements, and environment expectations

A goal is a prescriptive statement of intent to be satisfied by the agents forming
the system. An agent is an active system component having responsibilities in
goal satisfaction. An agent has capabilities; these are conditions the agent can
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monitor or control. The word system refers to the software-to-be together with
its environment, including pre-existing software, devices such as sensors and
actuators, people, etc.

For example, a goal in a nuclear spent fuel pool system may express that
makeup water shall be provided when there is a loss of cooling in the pool:

Goal Make Up Water Provided When Loss Of Cooling
Definition Cold makeup water shall be provided when cooling is no longer
guaranteed.

A goal may be behavioral or soft dependent on whether it can be satisfied
in a clear-cut sense or not. In the context of risk analysis, the thesis focuses on
behavioral goals. We briefly present soft goals in a later subsection.

A behavioral goal captures a maximal set of intended behaviors declaratively
and implicitly. A system behavior is composed of parallel behaviors of the agents
forming the system; an agent behavior is captured by a sequence of state tran-
sitions for the variables that the agent controls [Lamog]. A state for a variable
x is a pair (x,v) where v denotes a particular value for a variable x. The global
state of the system correspond to the aggregation of the state for all variables.

A behavior violates a goal if it is not among those prescribed by the formal
specification of the goal [Lamog]. The notation 7 £ G expresses that the behavior
7 satisfies the goal G.

Goals should be refined until they are assignable as responsibilities of single
agents. In such refinements, leaf goals assigned to a software agent are require-
ments whereas leaf goals assigned to an environment agent are expectations.

Each goal has a name, a natural language definition and an optional formal
specification (we present formal specification later in this section). The above
goal is named MakeUp Water Provided When Loss Of Cooling.
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2.1.2 Domain properties and domain hypotheses

Unlike goals, domain properties are descriptive statements about the problem
world (such as physical laws). A domain property is considered valid in the
system-to-be. As seen later, domain properties are often involved in refinements
of goals and obstacles. An example of domain property in our running example
is the fact that an electrical pump cannot operate without electrical power.

DomProp Power Needed For Motor Pump On
Definition Electrical power is needed to turn the motor on.

Expectations, as seen in the previous section, are prescriptive assumptions
on the environment. Descriptive assumptions, called domain hypotheses, may
be needed as well. Domain hypotheses diftfer from domain properties as they
are not necessarily always valid in the system—but are assumed, by the analyst,
to be true. For example, the fact that a pump might not be turned on when its
internal electrical relay is broken is captured as a domain hypothesis:

DomHyp No Electrical Failure For Motor Pump On
Definition The pump motor being on assumes no electrical failure.

To be realizable, a behavioral goal must be consistent with all known domain
properties, that is,

{G, Dom} ¥ false (domain-consistency)

2.1.3 Specifying goals in Metric Linear Temporal Logic

Metric Linear Temporal Logic (M-LTL) [Koyg2; Mang2] may be used for formal-
izing behavioral goals to enable their analysis. The goals then take the general
form

C =0T

where © represents a LTL operator such as: O (in the next state), ¢ (sometimes
in the future), ¢, (sometimes in the future before deadline d), O (always in
the future), O ; (always in the future up to deadline d), W (always in the future
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unless), & (always in the future until), and where C = ©T means 0(C' — OT).
The following standard logical connectives are used: A (and), V (or), — (not), —
(implies), <> (equivalent). Note that C'and T'may also contain LTL operators.

A behavioral goal can be of type Achieve or Maintain/Avoid [Lamog]. The
specification pattern for an Achieve goal is:

if C then sooner-or-later T, thatis, C = ¢T,

where C denotes a current condition and 7 a target condition, with obvious
particularizations to Immediate Achieve goals (C = (OT) and Bounded Achieve
goals (C' = 047) [Lamog].

The specification pattern for a Maintain goal is:

always [if Cthen] G, thatis, O ([C —]G);
the specification pattern for an Avoid goal is:

never [if Cthen] B, thatis, O ([C —]—B),

where G and B denote a good condition and a bad condition, respectively.
(Brackets are used here to delimit optional parts in those patterns.)

2.1.4 Modelling goals as AND/OR graphs

A goal model is an AND/OR graph showing how goals contribute positively or
negatively to each other [Gioo3; Lamog]. Parent goals are obtained by abstrac-
tion, e.g., through why questions, whereas child goals are obtained by refinement,
e.g., through how questions. Refinement paths connect parent goal nodes in
this graph to their descendant goal nodes, possibly together with domain prop-
erties and hypotheses. Leaf goals are assigned to single system agents as software
requirement or environment expectation. Graphically, goals are represented by
parallelograms, domain properties by ‘home’ shapes and agents by hexagons;
see the goal model fragment in Figure 2.1.
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Achieve [Make Up Water
Provided When Loss Of Cooling]

Achieve [Make Up
Water Requested When
Loss Of Cooling]

Ach|eve [Alarm Raised Achieve [Make Up Water
When Low Water] Provided When Requested]
Controlling Achieve [Make Up Water Achieve [Valve Opened When
Software Requested When Alarm Raised] Water Requested]

/ Achieve [Make Up Pump Motor /

On When Water Requested]

< Controlling Software >

Figure 2.1 Refinement of Achieve [Make
Up Water Provided When Loss Of Cooling].

Refinement patterns are available to help building goal models. They encode
different refinement tactics, e.g., the Milestone-Driven, Case-Driven, Guard-
Introduction, Unmonitorability-Driven, Uncontrollability-Driven, or Divide-and-
Congquer refinement patterns [Darg6; Lamog].

In Figure 2.1, the top refinement is Milestone-Driven (with Make Up Water
Requested as the milestone condition). The next left refinement follows the Mile-
stone-Driven refinement pattern (with Alarm Raised as the milestone condition).
The right refinement follows the Divide-and-Conquer refinement pattern.

The top goal is more precisely specified as follows:

LossOfCooling = 0555, MakeUpW ater Provided

Its two subgoals are obtained by application of a formalized version of the Mile-
stone-Driven refinement pattern with Water Requested as milestone condition:

LossO fCooling = 05, Water Requested

Water Requested = 505, Water Provided,

where h denotes the ‘hour’ time unit.
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AND-refinements in a goal model should be correct, that is, complete, con-
sistent and ideally minimal [Lamog].

o A refinement is complete if the satisfaction of all subgoals is sufficient for
the satisfaction of the parent goal in view of known domain properties:

{8Gq,SG,,...,SG,,,Dom} E PG (complete refinement)
. A refinement is consistent if no subgoal contradicts other subgoals in the
domain:
{SG;,8G,, ...,SG,,, Dom} # false (consistent refinement)
. A refinement is minimal if all the subgoals are needed for the satisfaction
of the parent goal:
{/\ SGj,Dom} i G (1<i<n) (minimal refinement)
JFi

A goal refinement obtained by instantiation of a refinement pattern is for-
mally guaranteed to be complete, consistent and minimal [Dargs; Lamog]; the
correctness proof is done once for all on the temporal logic formalization of the
pattern. The partial goal model in Figure 2.1 shows three AND-refinements
that are complete, consistent, and minimal.

2.1.5 Goal conflicts

The techniques for assessing and controlling probabilistic obstacles in Chapter 4
and Chapter 5 are easily extendable for assessing and resolving probabilistic
conflicts.

Goals are potentially conflicting (or divergent) if there exists a satisfiable
and non-trivial boundary condition B making them logically inconsistent in
the domain [Lamog], that is:

{B,SG,5Gs,...,SG,,, Dom} E false, (conflict)
{B,Dom} ¥ false
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As the last condition indicates, the condition B A Dom has to be realizable by
the environment.

2.1.6 Soft goals as optimisation criteria

The selection of most appropriate countermeasures requires to comparatively
evaluate alternative designs. Soft goals document the criteria for such compari-
son.

In constrast with behavioral goals, soft goals are goals that are not satisfied
in a clear-cut sense [Mylg2; Mylgg]—e.g., User interface usable or Fast compu-
tation. Soft goal are more or less satisfied depending on alternative subgoal
combinations contributing positively or negatively to the soft goal.

Soft goals are used as optimisation criteria to enable the comparison and
selection alternative system designs [Hea11; Lamog; Leto2]. Typically, they are
used in minimization/maximization functions to be optimized by the system-
to-be, e.g., Maximize[Computation Speed] or Minimize[Energy consumption].

2.2 Anticipating what could go wrong

In goal-oriented modeling frameworks, obstacles were introduced as a natural
abstraction for risk analysis [Ant98; Lamoo; Lamog8a; Potgs]. This section
defines obstacles, how they relate to goals and other obstacles. It also briefly
reviews techniques for identifying, assessing and controling obstacles preventing
the system from meeting its goals.

2.2.1 What are obstacles?

An obstacle to a goal is a domain-satisfiable precondition for the non-satisfaction
of this goal [Lamoo; Lamog]:

{0, Dom} E -G (obstruction)
{0, Dom} ¥ false (domain-feasibility)
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For our spent fuel pool system, an obstacle to the goal Achieve [Make Up Pump
Motor On When Water Requested] is No Power Available:

Obstacle No Power Available
Definition No electrical power is available at the pump.

This obstacle satisfies both the obstruction condition (if there is no power, the
motor pump cannot be on) and the domain-feasibility condition (it might be
possible that no power is available.)

As a consequence of an obstacle occuring, some goals and ancestor goals
are obstructed. As in risk analysis, an obstacle is more or less likely and its
consequences or more or less severe. A likely obstacle with severe consequence
is said to be critical.

Each obstacle has a name, a natural language definition and an optional
formal specification. The above obstacle’s name is No Power Available.

2.2.2 Specifying obstacles in Metric Linear Temporal Logic

Similarly to goals, obstacles may be formalized using Metric Linear Temporal
Logic (M-LTL) [Koy92; Mang2]. An obstacle to a goal of form C' = OT takes
the general form

O(C' A—=OT)

where O represents a LTL operator. The general form ¢(C' A ©0C) is often used
where OC denotes the obstacle condition.

An obstacle to an Achieve goal has the specification pattern:
sooner-or-later Cand never T, thatis, ¢(C AO-T),

where C denotes a current condition and T'a target condition [Lamog]. An
obstacle to a Maintain goal has the specification pattern:

sooner-or-later [Cand] not G, thatis, ¢([CA] —G)

whereas an obstacle to an Avoid goal has the specification pattern:
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sooner-or-later [Cand] B, thatis, ¢([CA] B)

where G and B denote a good condition and a bad condition, respectively.

2.2.3 Modelling obstacles as AND/OR graph

Similarly to goals, obstacles can be AND/OR refined into subobstacles, resulting
in a goal-anchored form of a risk refinement tree [Lamog]. In such obstacle
tree,

o the root obstacle is the negation of the associated leaf goal in the goal
model; for a root obstacle RO to a leaf goal LG, we have:

{RO, Dom} E -LG (obstruction)
. an AND-refinement captures a combination of subobstacles entailing the
parent obstacle;
. an OR-refinement captures alternative ways of entailing the parent obsta-
cle—and, recursively, of obstructing the corresponding leaf goal;
. the leaf obstacles are single, fine-grained obstacles whose likelihood can

be estimated.

OR-refinements are ideally disjoint. This condition is useful for exploring
specific resolutions to distinct non-overlapping causes.

Considering n OR-Refinements to a parent obstacle PO, each with a sin-
gle subobstacle SO, (for 1 < i < n), the conditions above can be formally
stated as follows [Lamog]. (The generalization to more subobstacles in a given
OR-Refinement is straightforward.)

. The subobstacle SO; in an OR-refinement must entail the parent obstacle:
{80;, Dom} £ PO (entailment)
o OR-refinements should ideally be domain complete and disjoint:
{=S04,...,mSO,,, Dom} E =PO (domain-completeness)

foralli # j,{SO;,50;, Dom} F false (disjointness)
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2.2.4 Obstacle analysis

Obstacle analysis consists of anticipating the conditions under which goals
from the goal model might not be satisfied. Its main objective is to increase
requirements completeness through countemeasure goals enriching the goal
model. It consists of three steps [Lamoo]:

(a)  Obstacle Identification: as many obstacles as possible to every leaf goal
in the goal refinement graph should be identified from relevant domain
properties.

(b)  Obstacle Assessment: the likelihood and severity of each obstacle should
be determined.

(c)  Obstacle Resolution: likely and critical obstacles should be resolved through
appropriate countermeasures to be integrated into the goal model.

Countermeasure goals need be refined until their leaf goals can be assigned to
single agents. A new cycle of obstacle analysis may then be performed on those
leaf countermeasure goals.

Obstacle Identification. Formal and heuristic techniques are available for the
identification of obstacles [Alri2; Antg8; Lamoo; Lamog; Sutg8].

In particular, for the Achieve and Maintain/Avoid goal specification patterns
introduced in Section 2.1, we may look for specific domain properties taking
the form:

alwaysif Qthen N, thatis, Q= N,

where N denotes a necessary condition for the consequent ) of a leaf goal
P = 0Q; Q is the target condition of an Achieve goal C' = ¢Q or the good
condition of a Maintain goal C' = Q. Such domain properties are equivalent to
—N = —Q (by contraposition). A one-step regresion through them of the goal
negations ¢(C A 0-Q) (respectively 0(C A —Q)) yields the obstacle:

sooner-or-later (C and never N), thatis, ¢(C AO—N),

for an Achieve goal, or
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sooner-or-later (Cand notN), thatis, ¢(C A —N),

for a Maintain goal. See [Lamog] for details.

Consider the goal Achieve [Make Up Pump Motor On When Water Requested]
in Figure 2.1 whose target condition is PumpMotorOn:

Water Requested = O <5, PumpMotorOn
Negating this goal yields the root obstacle:
O(Water Requested A O, ~PumpMotorOn)
A necessary condition for the target is the following:
PumpMotorOn = ~PumpZFElectrical Failure
This yields the bottom left subobstacle in Figure 2.2, namely:

O(Water Requested A O, PumpElectrical Failure)

Achieve [Make Up Pump Motor
On When Water Requested]

Pump Motor Requested And Not On\

\Pump Mechanical FaiIure\ \No Power Available\ \Pump Electrical FaiIure\

|

Figure 2.2 Obstacles to Achieve [Make Up
Pump Motor On When Water Requested].

Obstacle Assessment. This step is aimed at identifying the likely and critical
obstacles to be resolved during the next step of obstacle control. Very little work
is available regarding obstacle assessment; Chapter 4 will detail our contribution
to this step.
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Obstacle Control. The identified obstacles, if likely and critical, shall be re-
solved through appropriate countermeasures to be integrated in the goal model.
The countermeasure goals needs to be refined in turn until their descendants
are assignable to single agents. Alternative countermeasures are to be identi-
fied; “Most appropriate’ ones need then to be selected according to a variety of
criteria such as the number of obstacles resolved, the likelihood and critical-
ity of resolved obstacles, the countermeasure cost, etc. [Lamog]. The selected
countermeasures are then deployed at RE time or deferred until runtime.

Formal and heuristic techniques are available for the identification of alter-
native countermeasure goals [Alr16; Lamoo]. In particular, a variety of tactics
are available for exploring alternative ways of resolving obstacles to a goal such
as:

. Avoid obstacle (adds a new goal requiring the obstacle to be avoided),

. Reduce obstacle likelihood (adds a new goal that reduces the likelihood of
occurrence for the obstacle),

. Mitigate obstacle (adds a new goal to mitigate the consequence of the
obstacle, ensuring a weakened version of the obstructed goal or of one of
its ancestor),

. Weaken goal (weakens the obstructed goal so that the obstruction no
longer occurs),

. Substitute goal (replace the obstructed goal by a new goal, not obstructed
by the obstacle under consideration),

o Restore goal (adds a new goal to ensure that the obstructed goal is satisfied
in a reasonable future), or

. Substitute agent (replace the agent responsible for the obstructed goal so
that the obstacle is no longer feasible)

See [Lamoo; Lamog] for details.

For example, the obstacle mitigation tactic applied to the preceding obstacle
Pump Electrical Failure generates the following countermeasure goal:
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Goal Achieve [Redundant Pump Motor On When Primary Pump Failure]
FormalDef Water Requested A PumpFElectrical Failure
= O<ymtedundant PumpMotorOn

This countermeasure goal ensures the ancestor goal Achieve [Make Up Water
Provided When Requested] in Figure 2.1 is guaranteed even when the primary
pump fails. In this specific case, the mitigation does not require a weaking of
the ancestor goal.

Very little work is available on countermeasure selection and integration;
Chapter 5 and Chapter 7 will propose obstacle resolution techniques both at RE
time and runtime.

2.3 Summary

This chapter introduced the KAOS goal-oriented requirement engineering frame-
work together with its obstacle analysis component. Next chapter will introduce

a probabilistic extension of this framework on which the obstacle assessment

and control techniques presented in the following chapters will rely.
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Chapter 3

A Probabilistic Framework for
Goal-Oriented Requirements Engineering

Many software failures originate from our tendency to conceive over-ideal soft-
ware systems. Missing assumptions and unanticipated risks may lead to incom-
plete, innaccurate or inadequate requirements. Risk analysis helps the latter and
should therefore be at the core of the requirements engineering process [Ant98;
DeLgsa; DeLgsb; Lamog; Levoz]. Risk management is known to decrease the
number of potential defects [Jono8]. It aims at identifying, assessing and resolv-
ing risks preventing the software-to-be from fulfilling its intended mission. For
the assessment step, risks might be assessed qualitatively or quantitatively. A
common weakness comes from subjective estimates used in such assessment
that might be innaccurate. Few requirement engineering frameworks support
quantitative risk analysis and quantitative requirements as first class citizens;
even fewer propose precise characterizations for quantitative risks.

For accurate assessment of risk likelihood in our goal-oriented framework,
we need to reason in terms of probability that an obstacle will occur, that is,
the probability that the obstacle assertion will be satisfied. On another hand,
certain classes of requirements anticipate the possibility of partial requirements
satisfaction; they are often formulated in a ‘probabilistic’ way, requiring some
target property to be satisfied in X% of cases according to some standards or
regulation.

For example, the ORCON standards for ambulance dispatching requires
that ambulance respond timely in X% of calls [Fing6]. Recently updated, the
standard applied to NHS ambulance dispatching requires that ‘all ambulance
trusts to respond to 75% of Category A calls within eight minutes and to respond
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to 95% of Category A calls within 19 minutes of a request being made for a fully
equipped ambulance vehicle (care or ambulance) able to transport the patient in
a clinically safe manner.” [NHS17].

In view of the behavioral semantics of goals in our goal-oriented framework,
requiring that ‘P be satisfied in X% of cases’ amounts to require that ‘X behav-
iors out of 100 possible behaviors satisfy P’ The notions of probabilistic goal,
probabilistic obstacle, and goal satisfaction rate introduced in this chapter are
motivated by the handling of this class of requirements and the accurate assess-
ment of their corresponding obstacles. Other classes of partial goal satisfaction
might be considered, e.g., ‘P shall be satisfied X% of time.” We will come back to
this when discussing future work in Chapter 11.

This chapter introduces probabilistic goals and obstacles. Our precise char-
acterization is intended to reduce subjective estimates. The formal foundations
and definitions in this chapter provide a basis for the techniques presented in
the following subsequent chapters.

The satisfaction rate of a goal (resp. obstacle) is defined from the probability
that the system states satisfy the specification of the goal (resp. obstacle); this
probability is called state probability. It is precisely defined as a measure over
a probabilistic behavior model. The satisfaction rate of a goal is defined as the
lowest state probability to satisfy the goal’s specification whereas the satisfaction
rate of an obstacle is defined as the highest state probability to satisfy the obsta-
cle’s specification. The refinement structure connecting non-probabilistic goals
and obstacles is generalized to probabilistic goals; the satisfaction arguments
and conditions imposed by the refinement structure are thereby extended to
the probabilistic framework. Specification patterns for probabilistic goals are
also introduced to ease formal specification. As a result, the precise definitions
for probabilistic goals and obstacles and the refinement structure connecting
probabilistic goals and obstacles provide the basis for the quantitative obstacle
assessment and control techniques in the next chapters.

The chapter is organized as follows. Section 3.1 introduce the necessary for-
mal background supporting the definitions presented in the following sections.
Section 3.2 introduces a precise definition for probabilistic goals and shows how
probabilistic goals relate to each other in a generalized refinement structure.
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Section 3.3 defines probabilistic obstacles and shows how probabilistic obstacles
relate to each other and how they connect to probabilistic goals. Section 3.4
shows how probabilistic goals and obstacles are formally specified.

3.1 Formal background

The satisfaction rate of a probabilistic assertion depends on the probability that
a system state satisfies this assertion, as introduced in Section 3.2. Intuitively,
this state probability corresponds to the ratio between the number of behaviors
satisfying the assertion and the total number of possible behaviors.

As the number of such behaviors might be infinite, a ratio between numbers
of behaviors is not well defined. A proper definition requires measurability for
such sets of behaviors. This requires the notions of o-algebra and probability
spaces, introduced in Section 3.1.1. To support practical ways for computing
satisfaction probabilities, Section 3.1.2 introduces Markov chains as a probabilis-
tic behavioral model. Section 3.1.3 then introduces Probabilistic Computation
Tree Logic (PCTL and PCTL*) for specifying probabilistic assertions.

The reader familiar with o-algebras, probability spaces, Markov chains and
PCTL/PCTL* logic may skip this section. The background recalled here is
largely inspired from [Baio8] where details and proofs can be found.

3.1.1 o-Algebras and probability spaces

Intuitively, the probability that an assertion about system behaviors is satisfied
corresponds to the ratio between the number of behaviors satisfying the asser-
tions and the total number of possible behaviors. For example, the probability
of ‘Every 30 minutes, the water level shall be 25 cm above the LOW limit’ corre-
sponds to the ratio between the number of possible behaviors where the water
level is above the LOW limit and the total number of all possible behaviors.
Assuming that 6 behaviors satisfy the assertion over 10 possible behaviors, the
probability of the assertion would be .6. However, such ratio is not well defined,
e.g. the number of possible behaviors might be infinite, not all behaviors are
equally likely, and so forth. The following provides the necessary foundation
for an appropriate definition.
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Definition 3.1. (Measurable set) A set is measurable if a corresponding
o-algebra exists; a probability measure over that o-algebra then quantifies the
probability of satisfying an assertion.

Definition 3.2. (o-algebra) A o-algebra over a set of behaviors {m, 7y, ...} is
a collection X of subsets of behaviors ¥ = { B, By, By, ...} such that:

o The collection contains the empty set
hex
° The collection is closed under complementation, that is,

° The collection is closed under countable union, that is,
if By, By, By, ... € %, then (ByUB, UByU...) € ¥

In the following, we use 7 to denote a behavior and B to denote a set of
behaviors. For example, consider the set of possible behaviors {7, 7 }. The
following collection ¥ forms a o-algebra for {m, r }:

Y =A{0,{mo}, {m }, {mg,m1}}

It contains the empty set, is closed under complementation and is closed under
countable union.

The powerset 28 generates a o-algebra over B. In the thesis, we always
consider the o-algebra to be generated by the powerset 25.

The o-algebra ¥ is equipped with a function that maps the subsets to a
real number between 0 and 1, providing a probability to each element of the
o-algebra.

Definition 3.3. (Probability measure) A probability measure for a o-algebra
¥ = {By, By, ...} is a function mapping subsets B, By, ... to a real number
between 0 and 1, such that:

. The probability of the subset containing all the behaviors is 1, that is,
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Pr(B) =1

. If B; and B, are subsets that do not share a behavior (that is B; N B; = 0),
their probability is obtained by summing the probability of the subsets:

Pr(B; U B;) = Pr(B;) + Pr(B,)

Assume that we want to obtain the probability of observing the single be-
havior {m;}. We might define the following probability measure function Pr,
over the generated o-algebra ¥ provided above:

Pr(®) =0, Pr({my}) = 4,
Pr({mg,m})) =1, Pr({m}) = .6,

In this case, the probability to observe {7y} over all possible behaviors is .4.

As a result, the informal ratio over behaviours is now more precise and well
defined. This, however, is not practical as it requires the probability of each
subset of the possible behaviors to be specified. In addition, it requires all the
behaviors satisfying an assertion to be enumerated. These limitations are raised
in the following subsections.

3.1.2 Probabilistic behavior models and measurable statements

The characterisation of the probability of satisfaction of an assertion presented
in the previous section requires a probability measure function for all possible
combinations of behaviors. Fortunately, if the behaviors of the system can be
described by a probabilistic behavior model (such as a Markov chain), a o-alge-
bra and probability measure are provided [Baio8]. A Markov chain no longer
requires a probability measure function to be provided for all combinations.
This makes our characterization usable in practical applications.

Note that the probability measure is defined here over a Markov chain that
must not necessarily be explicitely specified; we assume that such Markov chain
exists and captures the behaviors exhibited by the system in order to make the
semantics further precise.
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A Markov Chain is a state machine where transitions between states are
decorated by probabilities. The successor of a state is chosen according to
probabilities on the outgoing transitions. The probability of a transition only
depends on the source and the target node. It does not depend on the history
for reaching the source node. This is also known as memoryless property.

Definition 3.4. (Markov Chain) A Markov Chain is a tuple (S, P(s,s), Init,

AP, L) where
o S is a set of states,
. P(s,s") specifies the probability to move from a state s to a state s’ in a

simple step,

. Init specifies the possible initial states, with their respective probabilities,
. APis a set of atomic propositions,
. L is labelling function mapping states to a set of atomic propositions.

A Markov Chain is often depicted by a graph where states are nodes and
transitions are edges. Edges are annotated with the corresponding probability.
Probabilities 1 on edges are omitted. Figure 3.1 shows a Markov chain corre-
sponding to a simple system controlling a pump with 2 states: WaterPumpOn
and WaterPumpOff.

N

WaterPumpOn WaterPumpOff ]
i &)

.8

—

Figure 3.1 A simple pump control system

For a given Markov chain, we are interested in the corresponding probability
measure function. This probability measure is defined over the o-algebra gen-
erated from the cylinder sets for the possible behaviors. The set of possible
behaviors B described by the Markov chain is the set of infinite sequence of
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states sgs1$953... such that P(s;,s;, ;) > 0. Given a prefix, the cylinder set is
the set containing all the behaviors that share the prefix. Formally, a cylinder set
spanned by a finite behavior 7 is the set of infinite behaviors with the prefix #:

Cyl(7) ={m € B|# € pref(m)}

where pref(m) denotes all the prefixes for the behavior 7.

Using the Markov chain in Figure 3.1, the cylinder set for (WaterPump-
On, WaterPumpOff) contains the behaviors (WaterPumpOn, WaterPumpOff, Water-
PumpOn, WaterPumpOff,..) and (WaterPumpOn, WaterPumpOff, WaterPumpOn,
WaterPumpOn, ...) but not (WaterPumpOn, WaterPumpOn, WaterPumpOff,...).

The o-algebra associated with the Markov chain is the smallest o-algebra that
contains all the cylinder sets spanned by all finite behavior fragments from the
Markov Chain. The probability measure associated with this o-algebra enables
a practical computation of the probability of a cylinder set:

Pr(Cyl(sg...sp,)) = Init(sy) x H P(s;,8:41)

0<i<n

For our example, the probability of the cylinder set for (WaterPumpOn, Water-
PumpOff) will be given by

Pr(Cyl(WaterPumpOn, WaterPumpOff)) =1 x .7

This characterization provides a pratical way of determining the probability of
observing a set of behaviors described by a cylinder. However, this leaves us with
the problem of enumerating the behaviors (or the cylinder sets) corresponding
to an assertion.

Hopefully, the cylinders can be generated from an LTL assertion. For ex-
ample, the assertion sooner-or-later GC generates the cylinder sets C'ycl(sy...s;)
where s; F GC. The probability is then given by 3=, P(Cycl(sg...s;)). 1t is
possible to analytically compute the value resulting from the infinite sum. How-
ever, efficient algorithms exist for computing the probability that behaviors of a
Markov Chain starting from a state s satisfy an LTL assertion. More details about
the measurability of the set of behaviors and dedicated algorithms are available
in [Baio8]. In the thesis, we use the following notation for the probability that
behaviors starting in s satisfy the assertion ¢:
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Pr3(¢) = Pr({m € Behaviors(s) | m E ¢})

where ¢ is an LTL expression and Behaviors(s) refers to the set of possible
behaviors starting in s.

This section introduced the formal semantics that will be used for proba-
bilistic goals and obstacles in the next section.

3.1.3 The PCTL and PCTL* formalisms

The previous sections introduced a precise definition enabling the computation

of the probability of an LTL-like assertion. This section introduces formal logics

enabling the specification of constraints on the probability of satisfying LTL-
like assertions. As Section 3.4 will show, these logics can be used to formally
specify probabilistic goals and obstacles.

PCTL and PCTL* are based on CTL. CTL differs from LTL as CTL is in-
terpreted over states and not over behaviors. In a CTL formula, behaviors are
universally quantified—i.e., all behaviors starting from the state satisfy the for-
mula—or existentially quantified—i.e., there is a behavior starting from the state
that satisfies the formula. PCTL formulas can be seen as quantitative counterpart
of CTL where behaviors are quantified according to their probability.

PCTL state formulas are built using standard logic connectives (such as A, V,
=, —, ) over atomic propositions. A state formula can include the probability
operator P;(y) where ¢ is a behavior formula, and I C [0,1] is a non-empty
interval; P;(v) is true for a state s if Pr®(¢) € I. The behavior formulas are built
using the temporal operators (such as ¢, [, W, U) over state formulas. Boolean
combinations of behavior formulas are not allowed in PCTL, but are allowed in
PCTL*. PCTL* is strictly more expressive than PCTL. All formulas expressed
in LTL can be expressed in PCTL* but not in PCTL [Baio8].

For convenience, intervals for the probabilistic operators are often abbrevi-
ated, e.g. P~ 5(¢) denotes P[5 1)(1); P1(¢) denotes Ppy 11(¢); etc.

The duality between the ¢- and [(J-operators relates their respective lower
and upper bound:

[ng <<>¢) = [P>1—p (Dﬁd))
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More generally, we have:
[ng(/l/)) = _'[P>lfp(¢)

In our framework, PCTL formulas are interpreted over states and behaviors of a
Markov chain. The set of behaviors specified by a PCTL or a PCTL* formula is
also measurable (see [Baio8] for a proof); we can then compute the probability
of satisfying a probabilistic assertion. Section 3.4 will show how probabilistic
goals and obstacles are formally specified using PCTL and PCTL*.

3.2 Probabilistic goals

Probabilistic requirements, such as ‘the water level shall be above the LOW limit
in 95% of the cases’, often arise from standards, regulations or guidelines. Few
model-driven RE frameworks to date handle these as first-class citizens. As goals
are partially satisfied due to obstacles, it seems important that such probabilistic
statements are handled in the same framework.

Section 3.2.1 provides a formal definition for probabilistic goals based on the
formal background presented in previous section. Section 3.2.2 generalizes for
probabilistic goals the notion of refinement structure relating non-probabilistic
goals to each other. Section 3.2.3 discusses the independence of goals.

3.2.1 Defining probabilistic goals

An Achieve goal (C — ¢T) requires behaviors where all possible system states
satisfy C — ¢T. In case of a partially satisfied goal, behaviors rooted in a
system state s might not satisfy the inner formula C' — ¢T. The state probability
correspond to the chances of satisfying C' — ¢7, that is, the chances of observing
a positive behavior among all possible ones.

Definition 3.5. (State probability) The state probability of a non-probabilistic
formula ¢ in state s, denoted by P*(¢), is defined as the value of the probability
measure Pr®(¢) over the underlying Markov chain.
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The state probability P*(¢) intuitively corresponds to the ratio between (a)
the number of possible behaviors rooted on s satisfying ¢, and (b) the number
of possible behaviors rooted on s.

Regulations, norms, standards or best practices may imposes lower thresh-
olds on probabilities, such as in [Colo1; NHS17]. To remain on the safe side, we
are interested in guaranteeing lower thresholds on these probabilities; consid-
ering the lowest state probability ensures that we focus on the worst case. We
thus take a conservative approach here for goals, and require a lower bound on
the state probabilities.

Definition 3.6. (Goal satisfaction rate) The satisfaction rate of a goal of form
O(P — ©Q) is the lowest state probability P*(P — ©Q) for any possible state s.

In the following, P(G) denotes the satisfaction rate of a goal G; thus, for a
goal P — ©Q:

P(G) = min P*(P — ©Q)
s€S

where S is the set of possible states. A goal is fully satisfied if its satisfaction rate
is equal to 1.

For example, consider a system with three states and the goal Achieve [Alarm
Raised When Low Water], specified by the assertion

WaterLevel < LOW = O _gninAlarmRaised

Assume that this assertion has a state probability .1 in s;; .2 in sy; and .3 in s5.
That is, we observe 10 behaviors rooted in s; out of 100 possible ones that satisfy
the goal specification; 20 out of 100 rooted in s,; and 30 out of 100 rooted in
s3. The satisfaction rate of this assertion is its lowest state probability, that is,
.1. We then expect that, whatever the state we observe, at least 10 behaviors out
of 100 rooted in that state satisfy the goal specification. For the goal Achieve
[Alarm Raised When Low Water], it means that in the worst possible state of the
system with a low water level, if 100 equiprobable behaviors are possible, the
alarm is raised within 5 minutes in 10 of them. The system satisfies

O [Ps.1(WaterLevel < LOW = O _gnin AlarmRaised)]
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The same applies to a Maintain goal of form C' = G; with satisfaction rate z;
It prescribes that all system states satisfy the assertion C' — G with at least a
probability z.

P(C = G)=minP*(C — G)
seS

However, such formulation causes the satisfation rate of a Maintain goal to often
equal 0. Indeed, only one state satisfying C' A —G is sufficient for this. In practice,
the formulation is often too strong and needs to be relaxed. For example, the
goal O(C' — G) might be relaxed to O(C — O, G). Back to our example, the
goal Maintain [Water Level Above LOW] might be formalized as

O(WaterLevel > LOW)

Such formulation is however not realistic; it is likely to have a satisfaction rate
of 0. A more realistic formalization would be

O0<30 min(Water Level > LOW)

This deidealized goal states that the water level shall be above LOW for at least
30 minutes. States are more likely to satisfy this assumption partially.

Note that our definition for the satisfaction rate of a goal considers all states
as equal; the time spent in a specific state is not taken into account. It might
be very challenging, at RE time, to estimate the time spent in all possible states.
Considering the lowest state probability regardless of time spent ensure that the
threshold is met in all states.

We are sometimes interested in conditional satisfaction rate, considering the
satisfaction rate of a goal to be satisfied given that some properties hold. Recall-
ing the definition of P*(P = ©Q) from Section 3.1.2, for a goal G formalized
as P = ©Q, we have

P(G) = min P*(¢) = min P*({m € Behaviors(s) | mE P — 0Q})
seS seS
The set of Behaviors(s) might be restricted to a subset of behaviors satisfying
some property H.
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Definition 3.7. (Conditional satisfaction rate of a goal) The conditional
satisfaction rate for a goal G under a property H, denoted by P(G | H), is the
satisfaction rate of G over all behaviors satisfying the property H. For a goal G
of form P — ©Q, it is given by

_ . Ps({m € Behaviors(s) |t H A (P — ©Q)})
PG H) = ses Ps({m € Behaviors(s) | m E H})

The preceding definitions provide a basis for probabilistic goals considered
in the thesis. The latter are annotated with a computed satisfaction rate and a
required satisfaction rate.

Definition 3.8. (Computed satisfaction rate of a goal) The computed satis-
faction rate (CSR) of a goal is the satisfaction rate of this goal to be determined
in view of its possible obstructions.

The CSR of a goal is computed from the goal and obstacle models; Chapter 4
will describe how computed satisfaction rates for high-level goals are computed
from the satisfaction rate of leaf obstacles estimated by domain experts.

In our running example, the water level might not be within the tolerable
limits for various reasons, e.g., a leak in the pool, some evaporation, an unnec-
essary refill, a dysfunctional water pump, etc. Due to such obstacles, there is a
chance of this goal not being fully satisfied. Its CSR is likely to be lower than 1.

The required satisfaction rate of a goal captures its minimal admissible
satisfaction rate; the CSR should ideally be above it.

Definition 3.9. (Required satisfaction rate ofagoal) The required satisfaction
rate’ (RSR) of a goal is the minimal satisfaction rate admissible for this goal. It
is imposed by elicited requirements, existing regulations, norms, standards, and
the like.

Previous papers [Cai12; Cai13a; Cai14; Cai1s] refer to the required satisfaction rate as required
degree of satisfaction. The terminology was changed to avoid confusion with degree of satisfaction
in fuzzy logic frameworks.
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For example, we might require that, for any possible system state, 95% of
the possible behaviors from this state are such that the temperature of our spent
fuel pool does not exceed 54°C for more than 20 minutes. This is captured by
annotating the goal Maintain [Water Temperature Below 54] with a RSR of .95.

Definition 3.10. (Probabilistic goal) A goal G is probabilistic if
0< RSR(G) <1

Note that non-probabilistic goals are generalized here; for such goals we
have: RSR(G) = 1.

Given the computed satisfaction rate P(G) and the required satisfaction
rate RSR(G) of a goal, we can measure the gap between these satisfaction rates.
If P(G) > RSR(G), the goal’s required satisfaction threshold is reached; if
P(G) < RSR(G), it is not; the gap should then be as low as possible. The
difference, called violation severity, allows us to measure how severe the goal
violation is. Figure 3.2 shows how RSR and CSR relate.

Definition 3.11. (Violation severity) The severity of violation of a goal G is
defined by:

SV(G) = RSR(G) — P(G)

0 SV =.25 1
| —_—
|

CSR=.7 RSR = .95

Figure 3.2 Violation Severity SV (G) measures
the gap between the Required Satisfation Rate
RSR(G) and the Computed Satisfaction Rate P(G).

Similarily to non-probabilistic goals, a probabilistic goal shall be consistent with
its domain. The domain-consistency condition introduced in Section 2.1 is
generalized accordingly; it states that there is a least one behavior that satisfies
both the goal and the domain properties:

Definition 3.12. (Domain consistency) A goal G is consistent with the do-
main Dom iff
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P(G | Dom) >0

3.2.2 Probabilistic goal models

In a goal model, goals are connected to other goals through refinement links.
Refinements are generalized here to probabilistic goal satisfaction. The com-
pleteness, consistency and minimality conditions in Section 2.1 are generalized
as follows.

. A refinement of probabilistic goals is complete if the satisfaction of the
subgoals is sufficient for the satisfaction of the parent goal.

Definition 3.13. (Complete refinement) A refinement of goal G into
subgoals SG, ..., SG,, is said to be complete iff

P(G|SGy,...,SG,,,Dom) =1
. A refinement of probabilistic goals is consistent if at least one behavior

satisfies all subgoals and domain properties.

Definition 3.14. (Consistent refinement) A refinement of a goal G
into subgoals SG1, ..., SG,, is said to be consistent iff

P(SGq,...,SG,,, Dom) > 0

. A refinement of probabilistic goals is minimal if removing any subgoal
from the refinement hinder its completeness.

Definition 3.15. (Minimal refinement) A refinement of a goal G into
subgoals SGq, ..., SG,, is said to be minimal ift

P(G | )\ SGj,Dom) <1 forallist. 1<i<n
JFi
A refinement of probabilistic goals is said to be correct if it satisfies the
completeness, consistency and minimality conditions.

The completeness condition could be relaxed to allow for partial refinements.
In a partial refinement, the satisfaction of the subgoals does not fully guarantee
the satisfaction of the parent goal.
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Definition 3.16. (Partial refinement) A refinement of a goal G into subgoals
SGy, ..., SG,, is said to be partial ift

0 < P(G|SGy,...,5G,,,Dom) < 1

A partial refinement is minimal if removing a subgoal from the refinement re-
duces the satisfaction rate of the parent goal. In other words, a partial refinement
is minimal if each goal contributes to the probabilistic satisfaction of the parent
goal.

Definition 3.17. (Minimal partial refinement) A partial refinement of goal
G into subgoals SG4, ..., SG,, is said to be minimal ift

P(G | \ SG;j,Dom) < P(G | \ SG;, Dom) forallist. 1<i<n
J#i J

In a goal model, goals are connected by conflict links if the goals are con-
flicting, as recalled in Section 2.1.5. Goals are conflicting if there exists a non-
trivial boundary condition making them inconsistent within the domain. In our
probabilistic framework, goals are conflicting if there exist at least one behavior
satisfying the boundary condition that prevents the satisfaction of the parent
goal.

Definition 3.18. (Conflicting goals) A set of goals G, ..., G,, is conflicting if
there exists a boundary condition B such that

P(G; | BA )\ Gyzj, Dom) =0, P(B| Dom) >0

3.2.3 Independence among probabilistic goals

In our example, the set of behaviors satistying the goal Maintain [Water Level
Above LOW] does not necessarily satisty or deny the goal Achieve [Alarm Raised
When Fire Detected]. Whether the level of the water is above the LOW limit does
not depend on whether the software raises an alarm when a fire is detected.
On the other hand, the goals Achieve [Make Up Water Provided When Requested]
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and Achieve [Valve Opened When Water Requested] are not independent from
each other; some behaviors satisfying the latter also satisfy the former. Goal
(in)dependence is defined more precisely as follows.

Definition 3.19. (Goal independence) Two goals are dependent if the set of
behaviors that satisfy one of them impacts the satisfaction or non-satisfaction
of the other. Two goals are independent if they are not dependent.

In terms of conditional probabilities, the independence of goals G, and G, is
characterized by the following conditions:

P(Gy | Gy) = P(Gy | ~Gy) = P(Gy),
P(Gy | Gy) = P(Gy | ~Gy) = P(Gg).

In other words, two probabilistic goals are independent if their satisfaction rates
do not change when the other goal is satisfied. This is, however, a difficult
condition to guarantee. For example, the goals Achieve [Valve Opened When
Water Requested] and Achieve [Make Up Pump Motor On When Water Requested]
share the obstacle No Power Available. If Achieve [Valve Opened When Water
Requested] is satisfied, the obstacle No Power Available is not. Therefore, given
that G is Achieve [Make Up Pump Motor On When Water Requested], we have

P(G | =NoPowerAvailable) > P(G)
These two goals are not independent.
Proposition 3.1. Two goals are dependent if they are conflicting.

Proof. If a goal G conflicts with a goal G5, we can find a boundary condition
B such that P(G4 | Gy, B, Dom) = 0 (see the conflict relation in Section 3.2.2).
The set of behaviors satisfying G| under such circumstances necessarily denies
G5, and the goals are by definition dependent. a

46



A Probabilistic Framework for Goal-Oriented Requirements Engineering

3.3 Probabilistic obstacles

Requirements may be only partially satisfied due to the adverse conditions
preventing their satisfaction. In our probabilistic framework, the satisfaction
rate of a goal depends on the satisfaction rate of the obstacles preventing its
satisfaction.

The section defines probabilistic obstacles (Section 3.3.1) and generalizes the
conditions presented in Section 2.2 that relate obstacles to goals and obstacles to
each other (Section 3.3.2). Section 3.3.3 then discusses conditions for obstacle
independence.

3.3.1 Defining probabilistic obstacles

An obstacle ¢(C A ©O0C) requires behaviors where at least a system state satisfy
C N OOC. As obstacles might be partially satisfied, a state s has a probability to
satisfy C' A ©OC. Dually to goals, we take a conservative approach requiring an
upper bound as we need to pessimistically consider the highest chance of goal
violation.

Definition 3.20. (Obstacle satisfaction rate) The satisfaction rate of an obsta-
cle of form ¢(C' A ©OC) is the highest state probability of the assertion C' A ©OC
in any possible state s.

The satisfaction rate of an obstacle O is denoted by P(O). For an obstacle of
form ¢(C A ©OC):

P(0) = max P*(C' A ©0C)

sesS

For example, consider a system with three states and the obstacle Pump Electrical
Failure, obtained in Section 2.2.4 and as seen in Figure 2.2:

Obstacle Pump Electrical Failure
FormalDef O(Water PumpRequested N\ O, PumpElectrical Failure)

Assume that

Water PumpRequested A Ocs,, PumpElectrical Failure
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has a state probability .9 in s;; .8 in s,; and .7 in s3. The satisfaction rate of this
obstacle is the largest state probability, that is, .9. The system satisfies

0O P. g(Water PumpRequested A O, PumpElectrical Failure)

Similarily to goals, the probability of O over all behaviors satisfying some prop-
erty H is denoted by P(O | H).

Definition 3.21. (Conditional satisfaction rate of an obstacle) The con-
ditional satisfaction rate for an obstacle O under a property H, denoted by
P(O | H), is the satisfaction rate of O over the behaviors satisfying the property
H. For an obstacle O of form ¢(C A ©0C), it is given by,

B Ps({m € Behaviors(s) | mE HA(C AOOC)})
PO1H) = es Ps({m € Behaviors(s) | mE H})

In our probabilistic framework, leaf obstacles are annotated with an esti-
mated satisfaction rate.

Definition 3.22. (Estimated satisfaction rate of aleafobstacle) The estimated
satisfaction rate (ESR) of a leaf obstacle is the satisfaction rate obtained from
fine-grained estimates provided by domain experts.

The ESR of leaf obstacles in obstacle refinement trees is provided by domain
experts based on their experience or available data. The satisfaction rate of
higher-level obstacles is computed from those estimates. Chapter 4 will show
how such computation proceeds by up-propagation through the refinement
trees.

A leaf obstacles can be specified precisely; it ideally capture one single ex-
ceptionnal situation that is easier for the domain experts to estimate. Their
opinions and beliefs can be challenged with a precise characterization in terms
of behaviors and states. Sources of subjectivity are thereby reduced.

Obstacles are related to goals through the obstruction relation. An obstacle
has to obstruct some goal, i.e., prevent the full satisfaction of the goal; and has
to be consistent with the domain, i.e., the obstacle can happen. The obstruction
and domain-consistency conditions for the non-probabilistic framework in
Section 2.1 are generalized as accordingly:
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The obstruction condition now states that the obstacle prevents the satis-
faction of the obstructed goal.

Definition 3.23. (Strong goal obstruction) A goal G is strongly ob-
structed by an obstacle O ift

P(—-G | O,Dom) =1

The domain-consistency condition states that there is a chance for the
obstacle to occur.

Definition 3.24. (Domain consistency) An obstacle O is consistent
with the domain iff

P(O| Dom) >0

There again, the obstruction condition can be relaxed to account for partial

obstruction. The relaxed condition states that there is a chance for the obstacle
to violate the goal:

Definition 3.25. (Weak goal obstruction) A goal G is weakly obstructed by
an obstacle O iff

P(—=G | O,Dom) > P(—G | Dom)

3.3.2 Probabilistic obstacles models

For an obstacle AND-refinement, the completeness, consistency and minimality
conditions are similar to those introduced in Section 3.2.2 for probabilistic goals.

An AND-refinement of a probabilistic obstacle is complete if the satis-
faction of the subobstacles is sufficient for the satisfaction of the parent
obstacle.

Definition 3.26. (Complete AND-refinement) A refinement of an ob-
stacle O into subobstacles SOy, ..., SO,, is complete ift
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P(O| SO0y,...,50,,Dom) =1

. An AND-refinement of a probabilistic obstacle is consistent if at least one
behavior satisfies all subobstacles and domain properties.

Definition 3.27. (Consistent AND-refinement) A refinement of an
obstacle O into subobstacles SOy, ..., SO,, is consistent ift

P(S0q,...,S0,,,Dom) >0

. An AND-refinement of a probabilistic obstacle is minimal if removing a
subobstacle hinders the completeness of the refinement.

Definition 3.28. (Minimal AND-refinement) A refinement of an ob-
stacle O into subobstacles SO, ..., SO,, is minimal iff

PO | \ SO;, Dom) < 1 forallist. 1<i<n
J#i

For an OR-refinement, the subobstacles must entail their parent:

Definition 3.29. (Strongentailment) As strong OR-Refinement of an obsta-
cle O into subobstacles SO, ..., SO,, must satisfy

P(O|S0;) =1 forallist. 1<i<n
This condition can be relaxed:

Definition 3.30. (Weak entailment) A weak OR-Refinement of an obstacle
O into subobstacles SO, ..., SO,, must satisfy

P(O|S50;)>0 forallist. 1<i<n

Ideally, an obstacle refinement shall be domain-complete; all obstacles should
have been identified within the domain. For an OR-Refinement, the condition
states that the parent obstacle may not be satisfied through other obstacles.

Definition 3.31. (Domain completeness) An OR-Refinement of an obstacle
O into subobstacles SOy, ..., SO,, is domain complete iff

P(O|—S04,...,mS0,,, Dom) = 0
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3.3.3 Independence among probabilistic obstacles

In our example, the probability of mechanical failure of the water pump does not
depend on, e.g., the probability of a leak in the spent fuel pool. Such assumption
must be carefully checked by domain experts. In contrast, the satisfaction of a
parent obstacle depends on the satisfaction of its children.

Definition 3.32. (Obstacle independence) Two obstacles are dependent it
the set of behaviors that satisfy one of them impacts the satisfaction or non-sat-
isfaction of the other. Two obstacles are independent if they are not dependent.

In terms of probabilities, O; and O, are independent iff

P(01]0z) = P(O; | ~03) = P(Oy),
POy [ 01) = P(Oy | 204) = P(Os).
Note that in a OR-Refinement, two disjoint obstacles O, O, are depen-

dent as the satisfaction of O; prevents the satisfaction of O,, and vice-versa.
Disjointness enforces a stronger condition

P(Ol|02>:O and P(02|01>:0

Obstacles in an OR-Refinement should ideally be disjoint. Obstacles in an AND-
Refinement should ideally be independent.

Two non-disjoint obstacle conditions CO; and C'O, can be captured through
three disjoint obstacles conditions: ~CO; A CO4y, CO; A—=CO,, and CO; ACOs,.
Each of these can then have a different probability.

3.4 Formal specification of probabilistic goals and obstacles

To enable formal verification techniques, probabilistic goals with a required
satisfaction rate may be formalized using the PCTL/PCTL* formalism recalled
in Section 3.1.3. This section introduces specification patterns for probabilistic
goals similar to the specification patterns available for non-probabilistic goals.

A probabilistic goal of form C' — ©T, where © denote a temporal operator
such as ¢ or [, with a required satisfaction rate rsr may be formalized by the
following PCTL* assertion
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OPs,.s-(C — OT).

As recall, the assertion OP,,..,.(C' — OT) is satisfied by a behavior = if all states
s along this behavior satisty Pr*(C' — ©T') > rsr.

To ease the specification of such probabilistic goals, we introduce the follow-
ing shorthand notation similar to the operator ‘leads to” introduced in [Hang4]

C=.,0T = Py[0P,[C — OT]]

where P, requires the probability of the enclosed assertion to equal 1. This
operator can also be formalized in PCTL as

P, [O(C — P, [0T7)]

Formalizing probabilistic requirements is a tedious and error-prone task, even
though it is required for formal and automated reasoning. Specifications pat-
terns encode common formalizations to ease the specification of probabilistic
goals. Here we provide some probabilistic specification patterns generalizing
common specification patterns presented in [Dargs].

Probabilistic Achieve and Cease. An Achieve goal (respectively Cease goal)
requires a target condition to be true (respectively false) at some point in the
future when a current condition is satisfied. The time elapsed between the
states satisfying the current and target conditions must be bounded for finite
violability. In M-LTL, this is formalized as:

C = 0T  (Achieve) or C = 0T (Cease)

where x is a comparison operator such as >, <, <, >, or =.

The probabilistic version for an Achieve goal (respectively Cease goal), states
that a target condition is achieved (respectively not achieved) from a current
condition with some probability above a specified threshold p. Such specifica-
tion patterns are also sometimes referred as Probabilistic Response [Gruo8]. In
PCTL?, this may be formalized as:

C ==, Ot T (Achieve) or C ==p, O =T  (Cease)
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For example, the goal Achieve [Alarm Raised When Low Water] with a required
satisfaction rate of .95 corresponds to the probabilistic Achieve specification
pattern:

Water Level < LOW =+, g5 O 5minAlarmRaised

Probabilistic Maintain and Avoid. A Maintain goal, (respectively an Avoid
goal) states that a target condition always remains true (respectively false) given
some condition on the current state. The time for which the target condition is
true may be bounded or not. In LTL, this is formalized as:

C=0uT (Maintain) or C=0uT (Avoid)

where x is a comparison operator such as >, <, <, >, or =.

The probabilistic version for a Maintain goal states that the target condition
must hold with at least some given probability threshold p. For a probabilistic
Avoid goal, the target condition may not hold with at least a probability threshold
p. This can be formalized as

C =5, 04T (Maintain) or C =5, 04T (Avoid)

For example, the goal Maintain [Water Temperature Below 54] with a required de-
gree of satisfaction of .95 corresponds to the probabilistic Maintain specification
pattern:

True = 99 (O<30 min(WaterTemperature < 54)

3.5 Summary

This chapter introduced probabilistic goals and probabilistic obstacles together
with a precise definition in terms of states and behaviors. This characterization
helps reducing subjective estimates provided by domain experts. Correctness
conditions on the goal/obstacle model structure were generalized to support
both probabilistic goals and obstacles. The satisfaction arguments there were
formulated in terms of contraints on probabilities. The chapter provided precise
characterization of the independence for probabilistic goals and obstacles. It
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Summary

showed how such characterization might be enforced by leveraging the refine-
ment structure. The chapter also showed how the specification of probabilistic
goals may be facilitated by use of specification patterns to enable formal analysis.

This chapter provides the basis for the assessment and control techniques of
probabilistic obstacles as elaborated in the next two chapters. In addition, the
proposed characterization in terms of states and behaviors enables the monitor-
ing, at system runtime, of probabilistic obstacles for dynamic model adaptation,
as Chapter 7 will show.
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Chapter 4

Assessing the Likelihood
and Criticality of Obstacles

In standard risk analysis, the identified risks are assessed in terms of their likeli-
hood and the likelihood of their consequences. Determining these likely and
critical risks is an important prerequisite for determining appropriate coun-
termeasures. Risk prioritization is commonly performed by comparing risk
likelihoods, the likelihood of risk consequences and the severity of those conse-
quences.

In goal-oriented RE, risks are captured by obstacles and consequences are
expressed as loss in satisfaction of the obstructed goals. This chapter explains
how likely and critical obstacles are identified. It shows how the satisfaction rate
of finer-grained probabilistic obstacles are estimated, how the satisfaction rate of
higher-level probabilistic obstacles and higher-level probabilistic goals are com-
puted from the estimated satisfaction rate of those finer-grained probabilistic
obstacles, that is, leaves in obstacle refinement trees.

The satisfaction rate of a leaf obstacle is estimated by domain experts as a
single-value probability that can be combined with other single-value probabili-
ties for more accurate estimates. The satisfaction rate of a higher-level obstacle
is obtained by up-propagation from the leaf obstacles. The satisfaction rate of
these probabilistic obstacles determines likely obstacles.

The critical obstacles are those causing a major drop in satisfaction rate
of high-level goals. The criticality of an obstacle is obtained by computing
the satisfaction rate of the obstructed goals. The satisfaction rate of these is
computed by up-propagation from the root obstacles to the leaf goals; and from
the leaf goals to the high-level goals.
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Two up-propagation techniques are proposed: a BDD-based propagation
that provides fast satisfaction rate computation at increased pre-computation
cost; and a pattern-based propagation that provides finer-grained estimates at
increased specification cost.

Determining the likely and critical obstacles amounts to finding those likely
obstacle combinations maximizing the drop in high-level goal satisfaction rates.
As a result, the next control step might then focus on likely and critical obstacles
to increase the completeness, accuracy and adequacy of the requirements.

The chapter is organized as follows. Section 4.1 details how leaf obstacles
are estimated. Section 4.2 details how the satisfaction rate of high-level goals
is computed from the estimated leaf obstacles. Section 4.3 details how compar-
ing the satisfaction rate with the high-level goals to their respective required
satisfaction rate allow likely and critical obstacles to be determined.

4.1 Estimating the satisfaction rate of leaf obstacles

The first phase is to collect the estimates for the satisfaction rate of leaf obstacles.
Theses will be up-propagated next to compute the satisfaction rate of higher-
level obstacles and then of obstructed goals in the goal model.

The satisfaction rate of the leaf obstacles might be available from historical
data, measurements, specification sheets provided by contractors, etc. However,
such data migth not be available for cost reasons, technical difficulties, system
uniqueness or some practical limitation. The estimation of satisfaction rates
therefore often relies on expert judgement.

To obtain more accurate estimates from domain experts, we proceed in two
steps: single, fine-grained estimates are obtained from a diversity of domain
experts (Section 4.1.1) and those estimates are combined (Section 4.1.2).

4.1.1 Acquiring single fine-grained estimates

We propose the following approach, inspired from risk analysis as seen in
[OHao6; Otwoz], for getting estimates for the satisfaction rate of leaf obsta-
cles.

56



Assessing the Likelihood and Criticality of Obstacles

(1)

(2)

(3)

(4)

(5)

Select the leaf obstacles to be estimated by domain experts. These are the
ones for which no data are available.

Identify, select, and train the domain experts. The selected experts should
provide a diversity of judgements, be independent in their knowledge
sources, and trained to make sure they understand the models and the
techniques. How to select experts is discussed in [OHao6; Otwg2; Voso8].
A a detailed discussion on the elicitation techniques, biais identification,
and de-biasing techniques is available in [Coo091; Voso8].

Elicit the satisfaction rate of the selected leaf obstacles from the selected
experts. Techniques and pitfalls for such elicitation sessions are described
in [OHao6; Voso8]. Note that the structure of the goal and obstacle
models might be modified by the experts during this assessment step.

Aggregate and analyze the results. The next section overviews techniques
for combining multiple expert assessments.

Document all elements from this process, in particular, what obstacles
were estimated, how experts were selected and trained, and what raw
estimates are provided by the experts. This enables future evaluation by
independent experts.

4.1.2 Combining estimated satisfaction rates

The use of multiple sources or multiple experts is generally recognized to in-
crease the accuracy of estimates [Coo91]. The problem is then to combine the
satisfaction rates provided by multiple experts into a single satisfaction rate. The
latter will be up-propagated next through obstacle and goal trees. Informal tech-
niques are often used in practice to reach a consensus on a single value agreed
by all experts [OHao6; Voso8]. More mathematical approaches are however
recognized to produce more accurate results than informal ones [Bedo1].

Among the mathematical approaches, we mainly distinguish two combina-

tion schemas: bayesian combinations and non-bayesian combinations.
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Bayesian combination techniques rely on Bayes’ theorem for combining
probabilities. However, theses techniques require and produce a probability
distribution. This discussion is therefore deferred to Section 6.2.1 where uncer-
tainties in the estimates are introduced through distribution functions.

Non-Bayesian combination techniques do not require probability distribu-
tions. These include standard combinations such as taking the smallest or the
largest satisfaction rate or averaging the satisfaction rates. These combination
may be generalised by a r-norm [Bedo1; Coog1]. There we discuss r-norm-based
combinations specialized to probabilistic obstacles, as inspired by [Bedo1].

The r-norm satisfaction rate combines the satisfaction rate of multiple do-
main experts by weighting domain experts with their relative importance and
smoothing out variations.

Definition 4.1. (r-norm satisfaction rate) The r-norm satisfaction rate, de-
noted P,.(A), for an assertion A is given by

1/r
P.(A) = ( Z We [Pe(A)]T)
ecExperts

where w, is the weight assigned to the expert e and P,(A) is the probability
estimated by the expert e for the assertion A. Weights should sum to 1.

Picking the right weight for the experts is an important step; how to assign
weights to experts is discussed in [Bedo1; Coog1; OHao6]. In the example
below, we use equal weight for all experts. Section 6.2.1 shows how weights can
be systematically determined when estimates are uncertain.

Depending on the value given to the parameter r, the norm corresponds
to different combinations [Bedo1; Coo91]. For example, consider the obstacle
Power Cabling Failure in Figure 4.1, estimated by two different experts e, e’ as
follows:

P, (Power Cabling Failure) =.3 and P, (Power Cabling Failure) = .1
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\ No Power Available \

\Power Supply FaiIure\\ Power Cabling Failure\\ UPS Battery Failure \

\ Diesel Generator Failure \ \ Primary Power Supply Down \

Figure 4.1 An obstacle refinement tree.

o The co-norm amounts to taking the largest satisfaction rate. The r-norm
satisfaction rate is:

P__(Power Cabling Failure) = .3

. The —co-norm amounts to taking the smallest satisfaction rate. The
r-norm satisfaction rate is:

P_ . (Power Cabling Failure) = .1

. As P.(A) — [[ P.(A)“e when r — 0, the 0-norm corresponds to a geo-
metric mean [Coo91]. The r-norm satisfaction rate is:

P, (Power Cabling Failure) = v.3 x .1 = 0.17

. The 1-norm corresponds to an arithmetic mean. The r-norm satisfaction
rate is:

S+.1 — 0.20

P, (Power Cabling Failure) =

As shown in the example above, the r-norm satisfaction rate depends on pa-
rameter . Which r-norm satisfaction rate to chose depends on which properties
for the combined estimate are desirable among the following ones.
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Estimating the satisfaction rate of leaf obstacles

Zero Preservation. If all expert estimates that the satisfaction rate of an
obstacle is zero, the 7-norm satisfaction rate should be zero. This property
is satisfied for all r-norms.

Marginalization. The r-norm satisfaction rate should not depend on how
the obstacle is OR-Refined. In other words, given an obstacle O OR-re-
fined in two disjoint subobstacles SO, SO, the r-norm satisfaction rate
should satisfy

PT(O) = P’I“(SOI) + P?”(SOQ)

For example, consider two experts estimating the subobstacles of the
OR-Refinement in Figure 4.1. The first expert estimates .1 for Power Ca-
bling Failure and .2 for UPS Battery Failure. The second expert estimates
.2 for Power Cabling Failure and .1 for UPS Battery Failure. (For simplic-
ity, we ignore the subobstacle Power Supply Failure.) As we will show in
Section 4.2, both experts estimate that the satisfaction rate of the parent
obstacle No Power Available is .1 + .2 = .3.

Using a 0-norm for combining the satisfaction rate of the subobstacles
yields v.2 x .1 = .14 for both subobstacles. With these combined esti-
mates, the satisfaction rate of the parent obstacle is .14 + .14 = .28.

With the 1-norm, however, the r-norm satisfaction rate of both subob-
stacle is .5 x (.2 + .1) = .15. In that case, the satisfaction rate of the
parent obstacle is .3, as the experts have independently estimated those
quantities.

The 1-norm is known to be the only r-norm to exhibit the marginal-
ization property [Bedo1].

Independence Preservation. The r-norm satisfaction rate should not
depend on how the obstacle is AND-Refined. In other words, given an
obstacle O AND-refined in two independent subobstacles SO;, SO, the
r-norm satisfaction rate should satisfy:

P,

T

(0) = P,(SO;) x P,(50y).
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For example, consider the AND-refinement depicted in Figure 4.1.
The first expert estimates .1 for the obstacle Diesel Generator Failure and .2
for Primary Power Supply Down. The second expert estimate .2 for Diesel
Generator Failure and .1 for Primary Power Supply Down. Considering ex-
perts independently, they both estimate the satisfaction rate of the parent
obstacle Power Supply Failure to be .1 x .2 = .02.

Using 1-norm to combine their estimates, we obtain .15 for both subob-
stacles. The satisfaction rate of the parent obstacle is therefore .15 x .15 =
.0225, which differs from the estimate they provided independently.

Using 0-norm, the r-norm satisfaction rate of the subobstacle is v/.2 x .1.
The satisfaction rate of the parent obstacle O is (v/.2 x .1)? = .02.

The 0-norm has the independence preservation property unlike the
1-norm [Bedo1].

4.2 Computing satisfaction rates of higher-level obstacles and
goals

The previous section showed how the satisfaction rate of leaf obstacles can be
estimated from multiple domain experts. The second phase consists of deter-
mining the satisfaction rates of higher-level obstacles and then of high-level
goals in the goal model from these estimated satisfaction rates. For obstacle
assessment, the former satisfaction rates provide obstacle likelihoods whereas
the latter satisfaction rates provide obstacle severities. This section shows two
alternative propagation techniques for computing the satisfaction rate of higher-
level obstacles and goals.

4.2.1 BDD-based computation of satisfaction rates

A first procedure for computing the satisfaction rate of goal in a goal model can
be outlined as follows. (Details are provided in the following subsections.)
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(1)  For all root obstacles obstructing the goal, the set of AND-combinations
of leaf obstacles entailing the root obstacle in the obstacle model is com-
puted; this set is called the entailment superset. (Section 4.2.1.1).

(2)  For the considered goal, the set of AND-combination of leaf obstacles
obstructing this goal is then computed; this set is called the obstruction
superset. (Section 4.2.1.2).

(3) Based on the estimated satisfaction rate of the leaf obstacles, the prob-
ability for the entailment and obstruction superset is computed. The
satisfaction rate of an obstacle is computed from the probability for the cor-
responding entailment superset. The satisfaction rate of the goal is com-
puted from the probability for the obstruction superset. (Section 4.2.1.3.)

An entailment/obstruction superset somewhat corresponds to the cut set
of a fault tree [Bedo1; Lamog]; Step 1 is similar. However, a cut set yields all
combinations of leaf events causing the root event to occur, similarly to an en-
tailment superset, whereas an obstruction superset yields all combinations of
leaf obstacles causing the corresponding goal in the goal model to be obstructed.
The propagation must therefore continue bottom-up through the goal model
with specific propagation equations to assess the severity of obstruction con-
sequences; Step 2 is not found in Fault Tree Analysis. Another difference is
that the tree nodes here are formalizable goal/obstacle specifications, linked by
entailment relationships among levels, rather than event labels.

4.2.1.1 Computing entailment sets

For a given obstacle O in the obstacle model, we need to compute all AND-
combinations of leaf obstacles and domain properties/hypotheses that may
entail O.

Definition 4.2. (Obstacle entailment set) An entailment set for an obstacle
O is a set of obstacles O; and domain properties/hypotheses DH such that this
set entails the obstacle and is consistent, that is,
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{04,09,...,DH{,DH,,..} EO
01,09, ....DH;,DH,, ...} ¥ false
1, V2 1

An entailment set OS for an obstacle O should be minimal, that is, all its
elements are required for falsifying the goal:

forall O; in OS : OS\ O; £ O
for all DH;in OS: OS\ DH; ¥ O

An obstacle might have multiple alternative entailment sets.

Definition 4.3. (Entailmentsuperset) The OR-combination of all alternative
entailment sets for an obstacle O is called entailment superset for O. It is denoted
by ES(O).

The entailment sets in an entailment superset should ideally be disjoint;
probability computation is simpler and the interpretation of unrelated causes is
generally easier. Non-disjointness arises when entailment sets share common
obstacles or domain hypotheses.

The entailment superset for an obstacle is computed by up-propagation
through obstacle refinement tree from the leaf obstacles and domain proper-
ties/hypotheses in obstacle trees to their root obstacle.

Consider the obstacle AND/OR refinement tree anchored on a leaf goal LG
in the goal model. To obtain the obstruction superset OS(LG), we proceed by
structural induction.

o For a leaf obstacle or a domain hypothesis LO:
ES(LO) = {LO}
. For an AND-refinement of O in subobstacles SO; and SO,:
ES(O) = ES(SOq) x ES(50,),
where x denotes the cartesian product over sets.

. For an OR-refinement of O in subobstacles SO; and SO,:
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ES(0) = ES(SO,) U ES(SO,).

(The generalization to refinements involving more subobstacles is straight-
forward.)

For example, the entailment superset for the obstacle Power Supply Failure
in Figure 4.1 is {{Diesel Generator Failure, Primary Power Supply Down}}; The
entailment superset for the obstacle No Power Available is {{Diesel Generator
Failure, Primary Power Supply Down}, {Power Cabling Failure},{UPS Battery Failure}}.
The entailment superset for the root obstacle Pump Motor Not On And Requested
in Figure 4.2 contains the two extra entailment sets {Pump Mechanical Failure}
and {Pump Electrical Failure}.

4.2.1.2 Computing obstruction sets

For a given goal G in the goal model, we need to compute all AND-combinations
of leaf obstacles and domain properties/hypotheses that may obstruct G.

Definition 4.4. (Goal obstruction set) An obstruction set for a goal G is a
set of obstacles O; and domain properties/hypotheses DH; such that this set
obstructs the goal and is consistent, that is,

{04,0,,....DH,,DH,, ..} E =G
{0,,0,,....DH,,DH,, ...} ¥ false
Similarily to obstacles, an obstruction set OS for a goal G should be minimal,
forall O, in OS : OS\ O; ¥ -G
forall DH;in OS : OS\ DH; ¥ -G

For example, the goal Achieve [Make Up Pump Motor On When Water Requested],
shown in Figure 4.2, can be obstructed by the following four obstruction sets:

{Pump Mechanical Failure},

{Diesel Generator Failure, Primary Power Supply Down},
{Power Cabling Failure},

{UPS Battery Failure},

{Pump Electrical Failure}.

64



Assessing the Likelihood and Criticality of Obstacles

Achieve [Make Up Pump Motor
On When Water Requested]

\Pump Motor Requested And Not On\

\Pump Mechanical Failure\ \No Power Available\ \Pump Electrical Failure\

|

Figure 4.2 Obstacles for Achieve [Make
Up Pump Motor On When Water Requested].

As the example shows, a goal might have multiple alternative obstruction
sets.

Definition 4.5. (Obstruction superset) The OR-combination of all alterna-
tive obstruction sets for a goal G is called obstruction superset for G. It is denoted
by 0S(G).

In the example, the obstruction superset for Achieve [Pump A Activated Until
Measured Water Level Appropriate] is the set containing all obstruction sets above.

Like entailment sets, the obstruction sets in an obstruction superset should
also ideally be disjoint. Non-disjointness arises when obstruction sets share
common obstacles or domain hypotheses.

The obstruction superset for a goal is computed by up-propagation from
the root obstacle to the corresponding obstructed leaf goals and finally from the
leaf goals in goal trees to the considered higher-level goal.

The obstruction superset for a leaf goal LG obstructed by a root obstacle
RO is given by its entailment superset:

OS(LG) = ES(RO)

In our example, the obstruction superset for the goal Achieve [Make Up Pump
Motor On When Water Requested] is the entailment superset for the corresponding
root obstacle Pump Motor Not On And Requested.
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In the goal AND/OR refinement graph, the obstruction superset for a parent
goal depends on the obstruction superset for its subgoals. For a parent goal PG
AND-refined into subgoals SG; and SG, we have:

OS(PG) = 0S(SG,) UOS(SG,)
(The generalization to AND-refinements with more subgoals is straightforward.)

We do not consider OR-refinement of goals here. OR-refinements of goals
capture alternative systems; here we focus on a single system.

The obstruction sets in the superset thereby obtained are not necessarily
disjoint. This arises from obstacle refinement trees sharing common obstacles,
resulting in non-empty intersections of obstruction sets. Such dependencies
must be taken into account when computing the probability of satisfaction
of obstruction sets. This can be achieved automatically, see Section 4.2.1.3.
Obstruction sets are minimal if goal and obstacle refinements are minimal.

Consider the goal refinement presented in Figure 4.3. The obstruction
superset for the goal Achieve [Make Up Water Provided When Loss Of Cooling] may
be computed from the obstruction supersets obtained for the subgoals Achieve
[Make Up Water Requested When Loss Of Cooling] and Achieve [Make Up Water
Provided When Requested]. Recursively, the obstruction superset for the goal
Achieve [Make Up Water Requested When Loss Of Cooling] may be computed from
the obstruction superset for the goals Achieve [Alarm Raised When Low Water]
and Achieve [Make Up Water Requested When Alarm Raised)].

4.2.1.3 Computing satisfaction rates from obstruction sets

The previous section showed how the entailment and obstruction superset can
be obtained for a higher-level obstacle or goal. The satisfaction rate of a higher-
level obstacle or goal is computed as follows:

(1) A binary-decision diagram (BDD) is built;

(2)  Probability values are up-propagated through the BDD tree, from the
leafs to the root node;

(3)  The satisfaction rate of the higher-level obstacle or goal is computed from
the probability value of the root node.
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Achieve [Make Up Water
Provided When Loss Of Cooling]

Achieve [Make Up
Water Requested When
Loss Of Cooling]

Achleve [Alarm Raised Achieve [Make Up Water
When Low Water] Provided When Requested]
Controlling Achieve [Make Up Water Achieve [Valve Opened When
Software Requested When Alarm Raised] Water Requested]

O /Achleve [Make Up PumpMotor/

On When Water Requested]

< Controlling Software >

Figure 4.3 Refinement of Achieve [Make
Up Water Provided When Loss Of Cooling].

Step 1: Building the BDD. To compute the probability of satisfaction of an
entailment or obstruction superset next, a BDD is built that represents the cor-
responding Boolean formula where each leaf obstacle and domain hypothesis
appears as a variable. This Boolean formula encodes the AND/OR-combination
of leaf obstacles and domain hypotheses through the disjunction of the con-
junction of elements in each obstruction set. As the ordered BDD is canonical,
equivalent formulas result in the same BDD. This makes specific treatments of
disjoint entailment or obstruction sets unnecessary; a superset with disjoint sets
will result in the same BDD than an equivalent superset with non-disjoint sets.

In our example, consider the goal Achieve [Make Up Pump Motor On When
Water Requested] (see Figure 4.1 and Figure 4.2). Its obstruction sets given
before, correspond to the following Boolean formula:

Pump Mechanical Failure

V (Diesel Generator Failure A Primary Power Supply Down)
V Power Cabling Failure

V UPS Battery Failure

V Pump Electrical Failure
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Efficient algorithms are available for building compact BDDs [Ebeos; Mei12].
Such BDDs enable fast computation of single-point probability values from
single-point probability values for the variables [Bedo1]. Figure 4.4 shows
a BDD corresponding to the preceding formula. Each node represents a leaf
obstacle. By following the solid edge if the corresponding leaf obstacle is satisfied
or the dotted edge otherwise, we can determine whether the corresponding
Boolean formula is true or false. The terminal nodes indicate whether the
formula is satisfied (1) or not (0). For example, if Diesel Generator Failure and
Primary Power Supply Down are both satisfied, the obstruction set is satisfied
since the BDD path ends at node (1).

( Diesel Generator FaiIure]

(o)

(Power Cabling Failure }- ( 0.95 )- - Primary Power Supply Down |
T

UPS Battery Failure

o
- ©
3

[Pump Mechanical FaiIure)

Figure 4.4 BDD for the obstruction set of Achieve
[Make Up Pump Motor On When Water Requested].

Step 2: Propagating probability values. Every edge in the BDD has a proba-
bility label. The probability label for a solid edge corresponds to the estimated
satisfaction rate of the leaf obstacle at its source; for a dotted edge, the probability
label corresponds to 1 minus this probability.
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The probability of a non-terminal node captures the probability that the
formula corresponding to the subtree is satisfied. It is given by the product of
the probability on the edge and the probability of the target node. For a terminal
node, the probability is given by its value (0 or 1).

Obstacle SatRate 1 - SatRate
Diesel Generator Failure 0.01 0.99
Primary Power Supply Down 0.05 0.95
Power Cabling Failure 0.02 0.98
UPS Battery Failure 0.02 0.98
Pump Mechanical Failure 0.14 0.86
Pump Electrical Failure 0.01 0.99

Table 4.1 Satisfaction rate for obstacles.

For example, let us consider the satisfaction rates summarized in Table 4.1.
Based on these values, the probability of the node Pump Electrical Failure is given
by:

PPumpElectricalFailure =0.99 x040.01 x 1 =0.010
The probability of the node Pump Mechanical Failure is:

PPumpMechanicalFailure =0.86 x 0.010 —+ 0.14 x 1 =0.149

Similarily, we compute the probability for the nodes UPS Battery Failure, Power
Cabling Failure and Primary Power Supply Down:

PUPSBatteryFailure == 098 X 0149 + 002 X 1 == 0166
PpowerCablingFailure = 0-98 X 0.166 + 0.02 x 1 = 0.182
PprimaryPowerSupplyDown = 0-95 x 0.182 +0.05 x 1 = 0.223

We finally obtain the probability for the root node Diesel Generator Failure:
PpivselGenerator Failure = 0:99 X 0.182 + 0.01 x 0.223 = 0.183

Step 3: Computing satisfaction rate. The satisfaction rate of an obstacle O is
given by the probability that its entailment superset is satisfied:

P(0) = Pr[ES(O)],
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where Pr[ES(O)] denotes the probability that the entailment superset ES(O) is
satisfied.

The satisfaction rate of a goal G is given by the probability that its obstruction
superset is not satisfied:

P(G) =1— Pr[OS(G)],

where Pr[OS(0)], respectively Pr[OS(G)], denotes the probability that the ob-
struction superset OS(0), respectively OS(G), is satisfied.

In our example, we derive the probability of satisfaction for the goal Achieve
[Make Up Pump Motor On When Water Requested] from the probability value for
the root node of the BDD, that is,

P(Achieve [Make Up Pump MotorOn..]) =1 —0.183 = 81.7%

4.2.2 Pattern-based computation of satisfaction rates

The BDD-based approach in the previous section does not support weak entail-
ment and weak obstructions. As an alternative approach to propagation, we
may compute the satisfaction rate of the obstacle or goal at each propagation
step. Similarly to the approach presented in the previous section, this alternative
procedure propagates the satisfaction rate from leaf obstacles to root obstacles,
then from root obstacles to obstructed leaf goals, and finally from leaf goals to
root goals. As opposed to the previous approach, obstruction supersets are not
computed here.

Step 1: From leaf obstacles to root obstacles. For an obstacle O refined through
two subobstacles SO, SO,, the satisfaction rate of the parent obstacle is given

by:
P(O) = P(S0,) x P(50,) x P(O | SOy, 50,)

The term P(O | SO;, SO,) captures weak entailment, as the combination of
the subobstacles might not entail O (See Definition 3.30). This term has to be
estimated by domain experts and annotate the refinement.
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An obstacle OR-refined through two subobstacles is satisfied if one of them
is satisfied. Therefore, an obstacle OR-refined through two subobstacles is not
satisfied if all subobstacle are not satisfied. For a OR-Refinement of the obstacle
O into two subobstacles SO, SO, the satisfaction rate of O is given by:

P(O)=1— [1— P(80,) x P(O | SO,)]
x [1=P(SO;) x P(O | SO,)],

where the terms P(O | SO;) capture weak entailment.

Step 2: From root obstacles to leaf goals. For an obstructed goal OG and the
corresponding obstacle RO, the satisfaction rate is obtained using the following
equation:

P(OG) =1 — P(RO) x P(~OG | RO),

where the term P(—OG | RO) captures a partial obstruction.

Step 3: From leaf goals to top goals. In the most general case, the parent goal
is satisfied if the two subgoals are satisfied, or if the first is satisfied and sufficient
for satisfying the parent, or if the second is satisfied and sufficient for satisfying
the parent. This leads to the following general propagation equation for AND-
refinements:

P(G) = P(SGy,SGy) x P(G| SGy,SG5)
4 P(SGy,—~SGy) x P(G | SGy,~SGs)
+ P(SGy,~SGy) x P(G | SGy,~SG)
+ P(=SGy,—~SGy) x P(G | -SG,,~SGy)

As we focus our attention on a single system, no alternative OR-refinements are
to be considered. The satisfaction rate of a goal G given that none of the subgoals
is satisfied is then equal to zero; thereby P(G | -SG,—SG4) = 0. Moreover, if
the refinement is complete, we have

P(G | SG17SG2) - ].
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The AND-propagation equation then reduces to:

P(G) = P(5G1,5G,)
+ P(SGy,—~8Gy) x P(G | G, -SGs)
1 P(SGy,—~SGy) x P(G | Gy, -SG)

wher the terms P(G | ...) capture that a single subgoal may entail the parent
goal. Such probabilities are to be estimated by domain experts and annotate the
refinement.

Depending on the type of refinement and goal, this propagation equation
can be made further specific. Table 4.2 gives propagation equations for a sample
of common refinement patterns known to be complete, consistent and minimal
[Dargs].

Refinement Pattern Propagation Rule

Milestone-driven P(G) = P(5G,) x P(SG5)

Case-driven P(G) = P(CS) x P(SGy) + (1-P(CS)) x P(5G5)
Guard introduction P(G) = P(5G,) x P(SG4) x P(5G3)
Divide-and-conquer P(G) = P(SG;) x P(SG,)
Unmonitoribility-driven P(G) = P(SG;) x P(SG,)
Uncontrollability-driven P(G) = P(SG;) x P(SG,)

Table 4.2 Propagation equations for common goal refinement patterns.

For example, for a milestone-driven refinement [Dargs], the satisfaction of a
single milestone-based subgoal is not sufficient for satistying the parent goal.
The propagation equation therefore reduces to:

P(G) = P(SGy) x P(SGs)

However, for a case-driven refinement [Dargs], the parent goal is satisfied when

one of the subgoals is satisfied. The probability of satisfying the case condi-
tion C'S, denoted P(C'S), equals P(G | SG,~SG,). Therefore, assuming two

disjoint cases, the propagation equation becomes:

P(G) = P(CS) x P(SG,) + (1— P(CS)) x P(SGy)
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The specific simplification of the general propagation equation thus depends
on the goal refinement pattern being used. This information is available in the
annotation of the refinement node [Lamog].

4.2.3 Discussion

This section compares the approaches proposed in the two previous sections
for computing the satisfaction rate of a high-level goal in the goal model.

The propagation procedure using obstruction supersets supports non-dis-
joint goals and obstacles. The pattern-based propagation procedure does not. In
the pattern-based propagation, the computation of satisfaction rate of a goal or
an obstacle only depends on the refinees whereas in the BDD-based propagation
the obstruction supersets also capture the refinement structure.

For example, consider the goal model fragment in Figure 4.5. The satisfac-
tion rate of the obstacle No Power Available is 0.040. With the pattern-based
propagation procedure, the satisfaction rate of both subgoals is 0.960. The satis-
faction rate of the parent goal Achieve [Make Up Water Provided When Requested]

is computed using the specialized propagation equation for a divide-and-con-
quer refinement [Dargs], leading to 0.96 x 0.96 = 0.921. This however counts

the obstacles twice. In contrast, the obstruction superset for the parent goal
is {{No Power Available}}. The probability to satisfy the obstruction superset is

0.04. The satisfaction rate of the goal is therefore 0.96.

Achieve [Make Up Water
Provided When Requested]

Achieve [Valve Opened Achieve [Make Up Pump Motor
When Water Requested] On When Water Requested]
Valve Not Opened Pump Motor Not On
And Requested And Requested

No Power Available

Figure 4.5 Goal/obstacle model fragment for
Achieve [Make Up Water Provided When Requested].
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The pattern-based propagation procedure appears to be finer-grained as it
supports weak entailments and weak obstructions. These need however to be
elicited from domain experts. Using more specific propagation equation leads
to more precise estimates, in particular when the refinement follows the by-case
refinement pattern [Dargs].

For example, consider the (hypothetical) refinement in Figure 4.6. Given dis-
joint obstruction sets, the satisfaction rate of the goal Maintain [Water Level Above
LOW] will equal the product of the satisfaction rate of the subgoals. However,
the refinement with only one subgoal satisfies the partial entailment condition.
In other words, the probability that Maintain [Water Level Above LOW] is satis-
fied is not 0 when only Achieve [Water Level Above LOW When Alarm Raised)] is
satisfied. Using the specific propagation equation gives a satisfaction rate for
the parent goal that will take the weak entailment into account, resulting in an
higher satisfaction rate.

Maintain [Water
Level Above LOW]

Achieve [Water Achieve [Water Level
Level Above LOW Above LOW When
When Alarm Raised] Alarm not Raised]

Figure 4.6 By-case refinement for Maintain [Water Level Above LOW].

Note that the pattern-based procedure might return erroneous results when ob-
stacles are shared by multiple goals. For instance, if an obstacle is shared by two
leaf goals with a common ancestor, the pattern-based propagation will account
for the obstacle twice for that common ancestor; the BDD-based propagation
will account for the obstalce only once. When no obstacle is shared, the results
yielded by both procedures are equal.

The main difference between the two propagation procedures is about when
most of the computation occurs. With the BDD-based propagation technique,
most of the computation cost occurs at the construction of the obstruction
supersets for the considered goal. The computation of the probability given
an obstruction superset is very cheap in comparison. With the pattern-based
approach, the cost cannot be split in two smaller procedures. In particular,
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o As it will be seen in Chapter 6, the BDD-based approach also enables fast
computation of probability distributions. To obtain probability distribu-
tions, we compute many obstruction superset probabilities on the same
obstruction superset, taking advantage of the separation in two steps.

o As it will be seen in Chapter 7, the BDD-based procedure also enables
the runtime monitoring of satisfaction rates as the obstruction superset
is not computed at runtime.

On a randomly generated model with 10.000 goals and 10.000 obstacles
(with 1000 obstruction links), the pattern-based computation takes about 13 sec-
onds, whereas the BDD-based computation takes about 18 seconds. However,
computing the probability of the obstruction superset takes only 5 milliseconds.
Each experiment was performed 8o times and the observed variance was very
small (below 60 ms for the two propagations, and below a tenth of a millisecond
for the probability computation). All benchmarks were performed using Bench-
markDotNet [BDNET] on an Apple MacBook Pro with a 3 GHz Intel Core iy,
16 GB of 1600 MHz DDR3 Ram, and an Apple SSD drive.

In conclusion, the BDD-based procedure appears superior to the pattern-
based procedure as it is more efficient, thanks to the pre-computation of the
BDD and to the simpler equations; it is more general, as it does not depend
on specific refinement patterns; and it requires less input from domain experts,
as weak entailment and weak obstructions are not considered. The pattern-
based procedure should be used only when a single computation is required,
no obstacles is shared between goals and weak entailment or weak obstructions
are found in the model.

4.3 ldentifying most likely and critical obstacles

This section shows how likely and critical risks are pointed out based on the es-
timated satisfaction rates for leaf obstacles (see Section 4.1) and the satisfaction
rate of the obstructed high-level goals, as computed by one of the two propaga-
tion procedures (see Section 4.2). These likely and critical obstacles should be
resolved in the next phase of obstacle control.
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The criticality of an obstacle is accordingly determined as the loss in satis-
faction rate of some important high-level goals from the goal model. In our
running example, the obstacle UPS Battery Failure causes, alone, a loss of 0.011
for the high-level goal Achieve [Make Up Water Provided When Loss Of Cooling].

An obstacle is said to be critical for a goal if it causes the satisfaction rate of
this goal to fall below the required satisfaction rate.

Definition 4.6. (Critical obstacle) A probabilistic obstacle O is critical for a
goal G if obstacle O results in a goal satisfaction rate such that P(G) < RSR(G),
ie. SV(G) > 0. (Asarecall, SV(G) = RSR(G) — P(G), see Definition 3.11.)

An obstacle is said acceptable for a goal if it results in a satisfaction rate for
this goal higher than its required threshold.

Definition 4.7. (Acceptable obstacle) A probabilistic obstacle O is acceptable
for a goal G if obstacle O does not result in a goal satisfaction rate such that
P(G) < RSR(G).

To evaluate obstacle criticality, we may proceed in two ways:

. Global impact analysis: the satisfaction rate of all leaf obstacles are to-
gether propagated bottom-up in the goal graph to see how much the re-
sulting satisfaction rate of higher-level goals deviates from their required
satisfaction rate.

. Local impact analysis: the consequence of a single leaf obstacle is evalu-
ated by up-propagation of the satisfaction rate of this leaf obstacles, all
other leaf obstacles being assigned a probability of 0 (meaning that they
are all assumed to never happen).

In-between, we can evaluate the consequences of a combination of leaf ob-
stacles. By iterating on the size of the combinations, we move from local impact
analysis to global impact analysis. A set of obstacle is critical if the obstacles
together causes the violation severity to drop below 0.

For example, global impact analysis reveals that the root goal Achieve [Make
Up Water Provided When Loss Of Cooling] is satisfied in 80.31% of cases when all
obstacles are considered. Local impact analysis reveals that the obstacle UPS
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Battery Failure causes the satisfaction rate of the root goal Achieve [Make Up Water
Provided When Loss Of Cooling] to fall from 1 to .989. With a required satisfaction
rate of .99, the obstacle UPS Battery Failure is critical for Achieve [Make Up Water
Provided When Loss Of Cooling].

The most critical obstacle for a goal is the obstacle that maximize the viola-
tion severity.

Definition 4.8. (Most critical obstacle) A probabilistic obstacle O is a most
critical obstacle for a goal G if obstacle O is critical and no other obstacle results
in a higher violation severity SV (G).

A set of obstacle is a most critical set of obstacles if no other set of obstacles
of the same size causes a higher violation severity.

Obstacle assessment can be presented using a violation diagram. A violation
diagram somewhat correspond to a risk matrix [Ayy14]; A risk matrix groups
risk likelihood and criticality in discrete categories. In a violation diagram, the
risks are represented in a two-dimensional plot showing the violation severity
for a high-level goal and probability of occurrence of a leaf obstacle combination.

In a violation diagram, the z-axis represents the probability of leaf obstacle
combination occurrence; it is the product of the estimated satisfaction rate of
the leaf obstacles in the combination. The y-axis captures the violation severity
for the goal considering the leaf obstacles in the combination.

Figure 4.7 shows a violation diagram for the goal Achieve [Make Up Water
Provided When Loss Of Cooling] with the leaf obstacles from the obstacle model;
here, the combinations contains a single leaf obstacle. We can see that most
of the obstacles taken alone results in a violation severity equal to o; these are
therefore not critical for the system. Three obstacles are however critical, namely
Pump Mechanical Failure, UPS Battery Failure, and Power Cabling Failure. These
critical obstacles should be resolved in the next phase.

Criticality assessment should be an iterative process. Once most likely and
critical obstacle combinations of size i are resolved, a new violation diagram
should be produced with obstacle combinations of size i + 1. The process ends
when no obstacle combination is found critical and likely.
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Figure 4.7 Violation Diagram for Achieve
[Make Up Water Provided When Loss Of Cooling].

Figure 4.8 shows a violation diagram for the goal Achieve [Make Up Water
Provided When Loss Of Cooling] considering pairs of obstacles, i.e. combinations
of size 2. Among the 91 pairs of leaf obstacles, 39 are critical; there are 36 pairs
that contains a critical obstacle identified with the previous violation diagram
in Figure 4.7. Therefore, there are 3 pairs of leaf obstacles that are critical and do
not contain an obstacle critical alone. Those are (Pump Electrical Failure and Alarm
Not Raised And Low Water), (Pump Electrical Failure, Valve Mechanical Failure), and
(Pump Electrical Failure, Valve Electrical Failure). In our experience, we observed
that most of the likely and critical obstacle combinations are caused only by a
subset of these.

There is a multi-criteria optimization problem here as we are looking for
minimal sets of leaf obstacles that maximize the severity of goal violations.
To solve the optimization problem, we can naively generate all possible leaf
obstacle combinations. The violation severity SV (G) is then computed for the
root goal G. Most critical combinations are identified by sorting the leaf obstacle
combinations by violation severity.
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Figure 4.8 Violation Diagram for Achieve [Make Up Water
Provided When Loss Of Cooling] with pair of obstacles.

Note that a ‘most critical obstacle combination’ is Pareto efficient for the size
of the combination; that is no other combination cause a higher violation sever-
ity. The set of leaf obstacle combinations that maximizes the severity defines
a Pareto front; it is the set containing the most critical obstacle combinations.
Efficient algorithms for generating Pareto fronts are available [Boro1; Kunys].
These algorithms and the specific structure of our problem suggests that our
generation of leaf obstacle combinations and their ranking by severity could
thereby be optimized in order to scale up for larger systems.

The techniques presented in this chapter consider a single high-level goal
only. In practice, several high-level goals might be competing. In such situa-
tions, the satisfaction rate of these high-level goals are to be combined using a
normalized weighted sum in order to apply the techniques as if there was only
a single aggregated high-level goal. The weights in this aggregation correspond
to the relative priority of those high-level goals.
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4.4 Summary

This chapter showed how likely and critical risks are pointed out to focus the
resolution step on important obstacle combinations. The satisfaction rates of
leaf obstacles are first estimated by domain experts, possibly multiple ones to
be combined in order to produce more accurate estimates. The leaf estimates
are then up-propagated through the obstacle and goal models to compute the
satisfaction rate of important high-level goals. The chapter presented two prop-
agation techniques: a BDD-based approach and a pattern-based one. The BDD-
based approach is more efficient, more general and requires less input from
domain experts; the Pattern-based approach provides finer-grained estimates.
The computed satisfaction rate of the high-level goals is then compared with
their respective required satisfaction rates. Obstacles causing the computed
satisfaction rate to fall below the required satisfaction rate of these high-level
goals are the critical obstacles to be resolved in the next phase of risk control.
Violation diagrams captures likely and critical obstacle combinations.

The techniques presented in this chapter provides a basis for determining
most appropriate countermeasures, as seen in the next chapter.
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Chapter 5

Controlling Likely and Critical Obstacles

The identified and assessed obstacles need be resolved. Likely and critical ones
have to be cost-effectively controlled through appropriate countermeasures yield-
ing new goals to be integrated in the goal model. Alternative countermeasures
are identified first; appropriate ones are selected next. As the countermeasures
are integrated in the original goal model, the software requirements will be more
complete in covering unexpected through possible situations.

This chapter details what most appropriate countermeasure goals are, how
cost-effective selection of countermeasures goals may be determined, and how
selected countermeasure goals are integrated in the original model.

An appropriate countermeasure selection ensures that the satisfaction rate
of high-level goals becomes higher than their required satisfaction rate while
maintaining a correct model. A valid countermeasure guarantee progress—once
integrated in the model, the satisfaction rate of some high-level goals has to
increase. The chapter introduces integration schemas guaranteing that only the
required parts of the model are modified. As the model is being modified, the
propagation of changes ensures that the model remains correct after integration.
As a result, a correct and more complete model is obtained.

The chapter is organized as follows. Section 5.1 details what a valid coun-
termeasure is. Section 5.2 discusses how the need for a new cycle of obstacle
analysis on the countermeasure goals is determined. Section 5.3 details how
countermeasures are assessed to be most appropriate and selected. Section 5.4
describes how countermeasures are integrated into the goal model.
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5.1 Valid countermeasures

Likely and critical obstacles should be controlled through appropriate counter-
measures [Lamog]. The latter are identified using heuristics such as Avoid ob-
stacle, Reduce obstacle likelihood, Mitigate obstacle, Weaken goal, Substitute goal,
Restore goal, or Substitute agent [Lamoo]; some may be automatically produced
using the theory revision techniques [Alr16]. As mentioned in Section 2.2.4,
countermeasure goals are specified by LTL assertions that may capture timing
conditions on their application.

A valid countermeasure should ensure that its integration increases the

satisfaction rate of some high-level goal.

Definition 5.1. (Countermeasure integration) The integration of a counter-
measure goal CG to aleaf obstacle LO in goal model M, denoted Intc¢ 1,o(M),
maps M to a new model M’ such that CG € M’.

Integrating a countermeasure may requires to de-idealize goals; those need
be validated by domain experts.

Definition 5.2. (De-idealized goal) A goal G’ is a de-idealized version of goal
GiftGEG'.

The application of the integration operator should increase the probability
of satisfaction of some root goal at least, that is,

Definition 5.3. (Progress) An integration Intcq, ,o(M) guarantee progress
if and only if there is at least one root goal RG” in M’ corresponding to RG in
M such that

Py (RG') > Py (RG)
where P;;(G) refers to the satisfaction rate of G in model M.

This progress property is guaranteed by valid countermeasures; Precisely,
a valid countermeasure CG for a leaf obstacle LO satisfies one of the following
conditions:
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{LO’, Dom’} } -OG’ (non-obstruction)

{LO",Dom’} k false (domain-inconsistency)
where, given that M’ = Int; o o (M),

o OG" is the obstructed goal in the model M’ corresponding to OG,
. LO’ is the leaf obstacle in the model M’ corresponding to LO,
o Dom/’ is the set of domain properties in the model A/”.

The first condition may be relaxed in order to remove the obstruction on a
higher-level goal AG rather than on the obstructed leaf goal LO, as in the Strong
mitigation resolution tactic [Lamoo]:

{LO’,Dom’}  —AG’ (ancestor non-obstruction)

where AG’ is the ancestor in M’ corresponding to AG, such that AG is an
ancestor of the obstructed leaf goal OG.

These conditions might be generalized for probabilistic goals and obstacles:
P(=OG’ | LO’,Dom’) < 1 (non-obstruction)
P(—=AG’ | LO’,Dom’) < 1 (ancestor non-obstruction)

P(LO’,Dom’) =0 (domain-inconsistency)

The two conditions hereabove may appear weak for probabilistic goals. For
example, the first condition might be satisfied even if the satisfaction rate of the
obstructed goal does not increase. Those two conditions may be strengthened
as follows:

P(-OG’" | LO", Dom’) < P(-OG | LO, Dom) (strong non-obstruction)
P(=AG’ | LO", Dom’) < P(—=AG | LO, Dom) (strong ancestor non-obstruction)

The domain-inconsistency might however be relaxed to capture partial reduction:
P(LO’,Dom’) < P(LO, Dom) (weak domain-inconsistency)

Definition 5.4. (Valid countermeasure) A valid countermeasure CG for a
probabilistic leaf obstacle LO satisfies the strong ancestor non-obstruction.
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Note that if a countermeasure goal satisfies the weak domain-inconsistency,
it satisfies strong non-obstruction; an decrease in the satisfaction rate of an ob-
stacle results in an increase of the satisfaction rate of the obstructed goal. If a
countermeasure goal satisfied the strong non-obstruction, it trivially satisfies the
weak ancestor non-obstruction.

A valid countermeasure is a sufficient condition for guaranteeing an increase
in the satisfaction rate of some root goal.

Proposition 5.1. (Valid countermeasures guarantee progress) The integra-
tion of a valid countermeasure guarantee progress.

Proof. A valid countermeasure is such that its integration causes an increase in
the satisfaction rate of the obstructed goal (strong non-obstruction), an increase
in the satisfaction rate of an ancestor of the obstructed goal (strong ancestor non-
obstruction), or a decrease in the satisfaction rate of the leaf obstacle (weak do-
main inconsistency). Therefore, the satisfaction rate of some root goal increases:

° In a correct goal refinement, an increase in the satisfaction rate of a chil-
dren goal results in an increase in the satisfaction rate of the parent goal.
Otherwise, the goal refinement is not minimal.

. An decrease in the satisfaction rate of a root obstacle results in an in-
crease in the satisfaction rate of the corresponding obstructed leaf goal.
Otherwise, the refinement of the root obstacle is not domain-complete.

° In a correct obstacle refinement, a decrease in the satisfaction rate of
a children obstacle results in a decrease in the satisfaction rate of the
obstacle goal. Otherwise, the obstacle refinement is not minimal. O

Obstacle resolution tactics such as Avoid obstacle, Reduce obstacle likelihood,
Mitigate obstacle, Weaken goal, Substitute goal, Restore goal, or Substitute agent
[Lamoo; Lamog] can be shown to produce valid countermeasures modulo prop-
agations of their effect through the refinement trees in which they are involved
(such propagation will be explained in Section 5.4).
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For example, the countermeasure goal Achieve [Redundant Pump Motor On
When Primary Pump Failure] to the obstacle Pump Electrical Failure, shown in Fig-
ure 5.1, is valid. The obstacle Pump Electrical Failure no longer obstruct Achieve
[Make Up Water Provided When Requested]; the strong ancestor non-obstruction
condition is satisfied. This countermeasure together with Achieve [Valve Opened
When Water Requested] guarantee the satisfaction of the parent goal Achieve
[Make Up Water Provided When Requested]. In this example, the parent goal is
not de-idealized.

Achieve [Make Up Water
Provided When Loss Of Cooling]

Achieve [Make Up Water
Provided When Requested]

On When Water Requested]

>

Pump Motor Not On \

/ Achieve [Make Up Pump Motor /

And Requested

\ Pump Electrical Failure \VJ %\)J\ No Power Available \

Pump Mechanical Failure

ped
/Achieve [Redundant Pump Motor/

On When Primary Pump Failure]

Failure Detected] Motor On When Failure

/ Achieve [Primary Pump Achieve [Redundant Pump
Detected]

]

Operator }O

Achieve [Redundant Pump
Requested When Failure
Detected]

<Contro|ling Software ) é

Figure 5.1 A countermeasure goal to the obstacle Pump Electrical Failure.

Achieve [Redundant Pump
Motor On When Requested]
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Multiple candidate ancestors might be considered for the strong ancestor non-
obstruction condition. In our example, Achieve [Make Up Water Provided When
Requested] and Achieve [Make Up Water Provided When Loss Of Cooling] are po-
tential candidates with respect to the countermeasure goal Achieve [Redundant
Pump Motor On When Primary Pump Failure].

The nearest candidate to this goal in the goal graph appears preferable to
ensure more local model changes—that is, in our example the goal Achieve
[Make Up Water Provided When Requested]. The lower ancestor the more local
the change. The ancestor of the anchor goal may need be de-idealized, but all
the descendants of the anchor goal are more likely to be de-idealized by the
propagation, as seen in Section 5.4.1. The lower the anchor goal, the fewer goals
may need modification.

Definition 5.5. (Anchor goal) The anchor goal of a countermeasure goal
CG@ is the lowest ancestor goal AG meeting the strong ancestor non-obstruction
condition.

As discussed in Section 5.4, the anchor goal of a coutermeasure goal is the
goal through which the countermeasure goal is integrated.

5.2 Iterating obstacle analysis

As Figure 5.1 shows, a countermeasure goal should itself be refined down to
leaf goals assignable to single agents. These leaf goals might be obstructed by
new obstacles; a new cycle of obstacle analysis may be therefore needed.

To determine whether a new obstacle analysis cycle is required, the maximal
change in satisfaction rate of the considered high-level goals once the counter-
measure goal is integrated into the goal model should be taken into account.

o At best, the satisfaction rate of the countermeasure goal is 1 (no possible
obstruction of it). By up-propagation, this satisfaction rate leads to a
satisfaction rate sr; for the high-level goal.

° At worst, the satisfaction rate is 0. This leads to another satisfaction rate
srq for the high-level goal.
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The countermeasure’s maximal impact is then obtained by taking the difference:

sT1 — STg.

Based on this, the analyst may decide at RE time whether a new cycle is needed
or not.

For example, consider the countermeasure goal Achieve [Redundant Pump
Motor On When Primary Pump Failure]. If the satisfaction rate of this counter-
measure is 0, the satisfaction rate of the high-level goal Achieve [Make Up Water
Provided When Loss Of Cooling] is 81.74%. If the satisfaction rate of this counter-
measure is 1, the satisfaction rate of the high-level goal is 94.94%. The maximal
impact on the high-level goal is thus 13.20%. As the impact is felt important, it
may be worth spending time in studying obstacles to this countermeasure goal
at RE time to better estimate the impact of its deployment.

5.3 Selecting valid countermeasures to obstacle

Thanks to the progress property introduced before, a valid countermeasure
integrated into the goal model results in an increase of the satisfaction rate
of some high-level goal. This quantifies the impact of a countermeasure; it
is the key for selecting the most appropriate countermeasures; the latter are
maximizing such impact.

Section 5.3.1 describes how the impact of alternative countermeasures is
assessed. Section 5.3.2 clarifies what most appropriate countermeasures are to
be selected and deployed when an obstacle resolution is required. Section 5.3.3
explains how such selection is systematically determined.

5.3.1 Assessing countermeasures impact

The integration of a countermeasure goal into the goal model impacts the sat-
isfaction rate of a high-level goal. As Section 5.4 will show, depending on the
specific obstacle resolution strategy and associated countermeasure integration
schema being chosen, the obstructed goal is either removed from the goal model
or kept. In the former case, the obstructed goal is replaced by the countermea-
sure goal; in the latter case, a new refinement is introduced involving both
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the obstructed goal and the countermeasure goal. The satisfaction rate of the
high-level goal is computed as described next to evaluate the impact of the
countermeasure.

88

Assessing countermeasure impact when the obstructed goal is replaced. In
this case, when the satisfaction rate of the high-level goal is computed
as described in Section 4.2, the propagation procedure computing the
satisfaction rate of a high-level goal need to use the satisfaction rate of the
countermeasure goal in place of the satisfaction rate of the replaced goal.

For example, the goal Achieve [Make Up Water Automatically Requested
When Alarm Raised] was generated using the Agent Substitution strategy
[Lamoo]. When integrated, it replaces the goal Achieve [Make Up Water
Requested When Alarm Raised]. The computation of the satisfaction rate of
the parent goal Achieve [Make Up Water Requested When Loss Of Cooling]
uses the satisfaction rate of this countermeasure goal rather than the
satisfaction rate of the replaced goal. When integrated, the satisfaction
rate of the top goal increases from 81.74% to 81.77%.

Assessing countermeasure impact when the obstructed goal is kept. In this
case, the anchor goal is refined into two subgoals; one subgoal is the
obstructed goal conjoined with the negation of the obstacle condition;
the other subgoal is the countermeasure goal. The satisfaction rate of the
anchor goal is obtained using the satisfaction rates of those two subgoals,
as described Section 4.2.

For example, integrating the countermeasure goal Achieve [Redundant
Pump Motor On When Primary Pump Failure] causes the anchor goal to be
refined through two subgoals: Achieve [Make Up Water Provided When
Requested And No Pump Failure] and Achieve [Redundant Pump Motor On
When Primary Pump Failure]. The satisfaction rate of the root goal increases
from 81.74% to 94.94%: The down-propagation of changes in the goal
graph reduces the formal specification of the obstacles Pump Electrical
Failure and Pump Mechanical Failure to false; The satisfaction rate of the
latter is therefore 0.
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Such computation is very easy when specific notations for goal exception
and goal replacement are used, see Section 5.4 below. The resolutions are added
and removed to evaluate the impact of the countermeasure.

This however requires the BDD to be built for each combination, which slows
down the process. Improvements can be envisioned as one could build a single
BDD covering all possible combinations using extra variables to encode which
resolution is selected; Such BDD could then be computed once at RE-time.

5.3.2 What are most appropriate countermeasures?

The selection among alternative countermeasure that were identified should in-
crease the satisfaction rate of high-level goals beyond their Required Satisfaction
Rate (RSR) at reasonable cost.

Definition 5.6. (Safe Selection) A safe selection of countermeasures is a set
of countermeasures that, once integrated, guarantees that the satisfaction rate
of the high-level goals considered is greater than their respective RSR.

A selection of countermeasures must be consistent; conﬂicting countermea-
sures may not be selected together:

{CM;,CM;, Dom} £ false fori # j (selection-consistency)

Countermeasures goal are to be refined until their leaf subgoals are assignable
to single agents. They might share common subgoals and/or have conflicting
subgoals. Such positive and negative interactions among countermeasure goals
are not further considered in the thesis; their handling deserves future work.

Countermeasures come with a cost. The latter are elicited with regard to
the countermeasure’s contributions to soft goals in the goal model (See Sec-
tion 2.1.6) such as Maximize[Operator Safety], Minimize[Power Consumption] or
Maximize[Speed Computation]. Without loss of generality, only single costs are
considered here. Multiple costs can be combined by a weighted sum where
weights correspond to the priorities of the considered soft goals.
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Definition 5.7. (Countermeasure selection resolution cost) The resolution
cost of a selection is the sum of the costs associated with the selected counter-
measures.

Definition 5.8. (Cost-optimal selection) A selection is cost-optimal if no
other selection increases the probability of satisfaction of the high-level goal
without increasing the resolution cost.

The selection of most appropriate countermeasures is defined as the one
having the lowest resolution cost such that the satisfaction rate of the high-level
goals is maximized while being safe, consistent, and cost-optimal.

5.3.3 Selecting most appropriate countermeasures

The selection of most appropriate countermeasures thus amounts to solving
two optimization problems:

(1) Finding the minimal cost for guaranteeing the RSR of the considered
high-level goals.

We may iteratively generate all possible selections and keep the selec-
tion that minimizes cost while guaranteeing that the RSRs are met. The
complexity of this naive approach is O(2") where is n the number of
countermeasures.

(2)  Finding the selections that maximize the satisfaction rate of the high-level
goals given this cost.

We may then generate all possible selections, compute their cost, and
keep the selection with a minimal cost and the largest satisfaction rate of
the high-level goals. The complexity of this naive computation is O(2")
for n countermeasures.

In our example, the minimal cost for guaranteeing the RSR of 95% for
the goal Achieve [Make Up Water Provided When Loss Of Cooling] is 2. With 6
possible resolutions, there are 64 possible selections. Among them 24 are safe
selections that guarantee the RSR with costs ranging from 2 to 6 (we used unitary
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costs for the countermeasure goals). A single selection of two countermeasure
goals maximizes the satisfaction rate of Achieve [Make Up Water Provided When
Loss Of Cooling], namely, Achieve [Cooling System Repaired] and Achieve [Power
Supplied When Primary Power Supply Failure]. On this running example, the best
satisfaction rate that can be achieve is 97.18%.

When no safe countermeasure selection is found, most appropriate coun-
termeasures should be selected that maximize the satisfaction rate of the high-
level goals.

The above procedure for selecting most appropriate countermeasures is
based on exhaustive search. It should thus be improved. Obstacle-driven run-
time adaptation, as considered in Chapter 7, requires timely selection; a naive
approach based on exhaustive search is likely to be too slow in practice (See Sec-
tion 9.3.3). The above procedure could be improved by exploring the following
directions:

o The problem of finding a cost-optimal selection shares similarities with
the NP-hard Knapsack optimization problem [Corog]. The latter is con-
cerned with filling a bag with valued items without exceeding a maximal
weight while maximizing value. The problem here differs in that the value
and weight of items may not simply sum. Improvements of our naive
algorithm are expected as a pseudo-polynomial algorithm exists for the
Knapsack problem [Corog].

. Other techniques such as [Meno3] might also improve selections. Incre-
mental control learning is a technique that present, at each iteration, a set
of key variables (in our case, countermeasure goals) that have the most
impact on the system. This technique has already been applied to select
risk mitigations in the DDP framework, showing promising results. (See
Chapter 10 for a detailed discussion about DDP.)

o The Cross-Entropy method is an optimization technique for solving com-
binatorial problems [DeBos; Jeg12]. Applied to our problem, the method
can be broken in two steps: (1) an initial selection is generated; (2) the
parameters of the random generation are updated according the score of
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the generated selection. The steps are run a large number of times. Such
technique has been successfully applied for selecting software adaptations
at runtime [Mor17a].

° The problem of selecting most appropriate countermeasures shares simi-
larities with the problem of selecting ‘best’ alternative designs expose sim-
ilar characteristics. State-of-the-art genetic algorithms might therefore
improve our procedure for selecting most appropriate countermeasures.
The key idea is to evolve a given population, here a set of countermeasure
selections, towards a better one. Each iteration yields a new generation
based on the previous one, the fitness of the individuals, and possible
combinations of individuals. Genetic algorithms were used for selecting
‘best’ designs in [Hea11].

5.4 Integrating selected countermeasures in the goal model

The selected countermeasures should be integrated in the original goal model
in order to progress towards a more complete goal model. For a given obstacle,
integrating a countermeasure goal to an obstacle in a goal model means:

(a)  Connecting this goal to a parent node in the model;
(b)  Adding other sibling subgoals in the refinement, if necessary;

(c)  Propagating the corresponding changes along refinement trees in which
the countermeasure goal is involved;

(d)  Refining this goal if necessary.

In addition to the progress property introduced in Section 5.1, the integra-
tion Intc, 1,0 (M) of a countermeasure C'G to a leaf obstacle LO in goal model
M should satisfy the minimal change and correctness preservation properties.

Definition 5.9. (Minimal change) An integration Ints ¢ 1o guarantee mini-
mal changes if it preserve prescribed behaviors in M that are not affected by LO.
That is, for any goal G in M such that {LO, Dom} } —G and corresponding goal
G’ in M’, we should have:
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G EG.

Definition 5.10. (Correctness preservation) An integration Intcq, 1o guar-
antee correctness preservation if the correctness of goal refinements in M is
preserved in M. That is, if all refinements in M are complete, consistent, and
minimal then those in M’ are complete, consistent, and minimal as well.

Section 5.4.1 shows how the minimal change property can be guaranteed
by countermeasure integration schemas. Section 5.4.2 details how correctness
is preserved through the integration. In these two sections the countermeasure
goals are introduced in the original goal model by modification of the refinement
structure. Section 5.4.3 proposes a notational mechanism for improving the
documentation of obstacle handling seen as exception handling in goal models.

5.4.1 Integration schemas for ensuring minimal changes

Two alternative integration schemas may be used for ensuring that the minimal
change property is met, that is, nothing more than necessary is modified. Which
schema to apply depends on the obstacle resolution tactic being selected [Lamoo;
Lamog].

o The first schema removes the obstructed goal; it should be applied when
the Substitute goal or Weaken goal tactic is used for resolving the obstacle.

. The second integration schema keeps the obstructed goal in the model; it
should be applied when the Avoid obstacle, Reduce obstacle likelihood, or
Mitigate obstacle tactic is used.

Removing the obstructed goal. Figure 5.2 shows a first integration schema
expressed as a model rewriting rule. On the left, the countermeasure goal CG is
not integrated whereas the latter is integrated on the right. In this first schema,
the refinement of anchor goal AG, containing at least one obstructed goal, is
replaced by a new refinement. The latter contains the countermeasure goal CG
to leaf obstacle LO together with all non-obstructed children, that is G5. (An
anchor’s obstructed children are those being directly or indirectly obstructed by
LO.) The anchor AG may need to be de-idealized; in this case, AG” replaces AG
in the modified goal model. The de-idealization might requires de-idealization
of other connected goals such as G| and PG.
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Figure 5.2 Integration schema with obstructed goal being removed.

This first integration schema has a precondition for use, namely, the coun-
termeasure goal C'G and the non-obstructed children must be sufficient for
satisfying the anchor goal:

{CG, Children(AG) \ ObstructedChildren(AG, LO)} £ AG’

where ObstructedChildren(AG, LO) denotes the children of AG obstructed by
the leaf obstacle LO, and C'hildren(AG) denotes the children of the anchor goal
AG. Otherwise, the new refinement would not be complete.

For example, the goal Achieve [Make Up Water Requested When Alarm Raised)]
assigned to the agent is a countermeasure produced through
the agent substitution tactic [Lamoo; Lamog]. Its anchor goal is Achieve [Make
Up Water Requested When Loss Of Cooling]. The following refinement is complete,
consistent, and minimal for this anchor goal:

Achieve [Make Up Water Requested When Loss Of Cooling]
— Achieve [Make Up Water Requested When Alarm Raised]
— Achieve [Alarm Raised When Low Water]

We may therefore replace the old refinement by this one.
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It is easy to see that this first integration schema meets our minimal change
property; G5 remains untouched and anchor goal AG and its connected goals
such as G| might be de-idealized through change propagation (see Section 5.4.2).
All these goals thus satisfy G’ F G.

Keeping the obstructed goal. Figure 5.3 shows a second integration schema. In
this schema, a new refinement is introduced; it includes a de-idealized version
of the obstructed anchor, that is -~LO — AG, and the countermeasure goal. The
obstructed anchor is de-idealized for removing the obstruction. The negation
of the leaf obstacle is added to form a by-case AND-Refinement [Lamoo]. The
de-idealization might requires de-idealization of other connected goals such as
G, and PG.

I

L

Figure 5.3 Integration schema with obstructed goal being kept.

This second integration schema has a precondition for use as well, namely, the
countermeasure goal must be sufficient for satisfying the anchor goal when the
obstacle occurs:

{LO,CG, Dom} F AG’

For example, the countermeasure goal Achieve [Cooling System Repaired] entails
its anchor Achieve [Make Up Water Provided When Loss Of Cooling] when the
obstacle Valve Mechanical Failure occurs. This second integration schema then
produces the following refinement:

95



Integrating selected countermeasures in the goal model

Achieve [Make Up Water Provided When Loss Of Cooling]

— Achieve [Make Up Water Provided When Loss Of Cooling
And No Valve Mechanical Failure]

— Achieve [Cooling System Repaired]

Note that the anchor goal is not de-idealized in this example. The new goal
Achieve [Make Up Water Provided When Loss Of Cooling And No Valve Mechani-
cal Failure] is a de-idealization of the obstructed subgoal. The negation of the
obstacle is added to the goal antecedent:

LossOfCooling N =MakeUpV alveFailure = 055, MakeUpW ater Provided

This second integration schema can be seen to meet our minimal change prop-
erty as well; the reasoning is similar to the first schema. Only siblings of the
anchor goal and its ancestor may need to be de-idealized. The other goals were
obstructed by the resolved obstacle and are therefore not concerned by the
minimal change property.

5.4.2 Change propagation for preserving refinement correctness

Goal de-idealization and countermeasure integration may require correspond-
ing changes to be propagated along refinement trees in which the countermea-
sure goal is involved. Such propagations are intended to ensure our third prop-
erty on integrations, that is, the resulting model must remain complete, con-
sistent, and minimal as defined in Section 3.2.2. This section discusses how
de-idealizations and change propagation can be performed.

De-idealization by strengthening the goal’s antecedent. A first way of de-ide-
alizing a goal of form C' = ©T'is to add an adequate conjunct to its antecedent:

AddConjunct(C = ©T,0EC) = [C AOEC] = OT

For example, the goal Achieve [Make Up Pump Motor On When Water Requested]
may be de-idealized so as to exclude pump failure from pump actuation:

Water Requested AN —PumpFailure = 5, PumpMotorOn
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De-idealization by weakening the goal’s consequent. A second way of de-ide-
alizing the goal C' = ©T'is to add an adequate disjunct to its consequent:

AddDisjunct(C = OT,0EC) = C = [0T V OEC]

For example, the goal Achieve [Make Up Pump Motor On When Water Requested]
might be de-idealized so as to require the pump or the redundant pump to be
actuated:

Water Requested = <5, PumpMotorOn V ¢ <1, Redundant PumpMotorOn

Change propagation. When a goal is de-idealized, the change must be propa-
gated along the refinement trees in which this goal is involved—both up and
down such trees. When applying the AddConjunct or AddDisjunct operators
the corresponding syntaxic changes are applied recursively to the other goals
up and down refinement links.

Achieve [Make Up Water
Provided When Loss Of Cooling]
Achieve [Make Up Water
Provided When Requested]

Achieve [Valve Opened When
Water Requested]

Controlling Soft ><f
< SEUE RIS Valve Not Opened
And Requested

\Valve Electrical Failure\—o//d‘ \DQO_\ No Power Available\

\Valve Mechanical FaiIure\ \ Unavailable Due To \

Maintenance
Achieve [Cooling
System Repaired]

Figure 5.4 A countermeasure goal to the obstacle Valve Mechanical Failure.
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For example, the integration of the countermeasure goal Achieve [Cooling Sys-
tem Repaired] for the obstacle Valve Mechanical Failure, as shown in Figure 5.4,
requires change propagation to the descendants of the goal Achieve [Make Up
Water Provided When Loss Of Cooling]. First, this goal is modified as previously
shown:

LossO fCooling N ~MakeUpV alveF ailure = O 55, MakeUpW ater Provided

Next, the change is down-propagated, leading to an application of AddConjunct
to the goal Achieve [Make Up Water Provided When Requested)]:

MakeUpW ater Requested N =M akeUpV alveFailure
= O<oqpMakeUpW ater Provided

The next refinement instantiates the divide-and-conquer refinement pattern
[Lamoo]. The AddConjunct operator is applied to the goal Achieve [Valve Opened

When Water Requested]. (This operator could have been applied to the goal
Achieve [Make Up Pump Motor On When Water Requested] but the latter was as-
sumed irrelevant.) We obtain:

MakeUpW ater Requested N =M akeUpV alveFailure
= O<15mMakeUpValveOpen

Since this goal is a leaf goal, the propagation ends.

Change propagation in the general case proceeds as follows, as in [Lamg8b].

. When AddConjunct is applied to a goal for de-idealization, the specifica-
tion pattern followed by the formal specification of the goal is identified
and used to extract the antecedent.

. The de-idealized antecedent is obtained by adding the conjunction. The
original antecedent is then replaced by the de-idealized one.

. The process is applied recursively to the subgoals (resp. parents) until leaf
goals (resp. root goals) are reached.

The procedure is similar when applying AddDisjunct.
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Such change propagation produces formal specifications that often need be
simplified. Moreover, other mechanisms are required for change propagation to
goals not matching a known specification pattern. Even though pattern-based
propagation can be performed semi-automatically, interaction with the analyst is
required when no specification pattern can be matched. The general problem of
automatic change propagation through arbitrary refinement structures remains
open.

5.4.3 Obstacle resolution as exception handling

The integration of countermeasure goals as such through new, explicit refine-
ments in the original model raises several issues:

o The goal graph might undergo significant changes every time a new ob-
stacle is identified.

o Normal situations are mixed with exceptional ones; it may prove hard to
distinguish the former from the latter without domain expertise.

. Goal specifications become increasingly more complex.

. As new countermeasures are introduced, the ordered nesting of excep-
tional cases along refinements may lead to a combinatorial blow-up of
special cases.

This section shows how dedicated constructs may help addressing these issues.

Extending the goal specification language. Dedicated constructs are proposed
for encapsulating the required modifications while documenting each excep-
tional case separately.

Except. A first construct links a countermeasure goal to its anchor goal:
Goal AG

FormalSpec C = OT
Except O then CG
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where AG denotes the anchor goal C' = ©T of a countermeasure goal CG to
an obstacle O. Semantically, this implicit specification is fully equivalent to
the refinement in Figure 5.5. This construct may be used under the following
precondition:

{0,CG, Dom} F AG

e

| Except O
v CA-0=0T 0

Figure 5.5 Semantic equivalent of Except.

For example, consider the goal Achieve [Make Up Water Provided When Loss Of
Cooling]. Under the exceptional condition of a mechanical failure of the make-up
valve, the goal is guaranteed through repairing the cooling system. We may
therefore specify the following:

Goal Achieve [Make Up Water Provided When Loss Of Cooling]
Except Valve Mechanical Failure then Achieve [Cooling System Repaired]

This specification is logically equivalent to the refinement illustrating the
second integration schema in Section 5.4.

Multiple Except annotations may be attached to a single goal to cope with
different obstacles; the latter may therefore be introduced incrementally.

Compared with the complexity of an equivalent explicit specification, the
complexity of an implicit goal specification with multiple Except annotations
remains linear in the number of exceptions. The specification of the original
goal remains unchanged. Moreover, multiple annotations sharing the same
countermeasure goal may be factored out to simplify the model.

Provided. A second construct specifies an extra conjunct on the antecedent of
an original goal G to produce a countermeasure:

Goal AG
FormalSpec C = OT
Provided EC
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where EC denotes an extra conjunct to be added to the goal antecedent for
resolving the considered obstacle. Semantically, this implicit specification is
equivalent to:

Goal AG
FormalSpec C A EC = OT

The Provided construct is typically used for de-idealizing goals. For example,
the de-idealization of the goal Achieve [Make Up Pump Motor On When Water
Requested] may be specified by highlighting the normal situation as follows:

Goal Achieve [Make Up Pump Motor On When Water Requested]
Provided —PumpM echanical Failure

It often proves convenient to write ProvidedNot EC instead of Provided EC.

RelaxedTo. Symmetrically to Provided, this construct specifies an extra disjunct
on the consequent of an original goal G to produce a countermeasure:

Goal AG
FormalSpec C = OT
RelaxedTo £ D

where ED denotes an extra disjunct to be added to the goal consequent for
resolving the considered obstacle. Semantically, this goal is equivalent to:

Goal AG
FormalSpec C = ©T V ED

This construct is useful for de-idealizing goals as well. For example, another
de-idealization of the same goal Achieve [Make Up Pump Motor On When Water
Requested] might be specified by highlighting the normal situation as follows:

Goal Achieve [Make Up Pump Motor On When Water Requested]
RelaxedTo Redundant PumpMotorOn

Multiple Provided and RelaxedTo annotations may be attached to a single
goal to introduce multiple countermeasures.

Replaces. This construct appears useful for tracing previous versions of a goal:
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Goal AG
Replaces AG’

Such traceability helps readers understand the rationale behind the final goal.

Model refactoring for goal exceptions. In practice, the analyst should decide
at some point whether a countermeasure goal refers to an exceptional situation
or to a normal one to be considered in the original goal model. Such a decision
might depend on various factors such as the satisfaction rate of the resolved
obstacle, the criticality of the obstructed goal, domain-specific culture, stake-
holders wishes, and so forth. To make the decision flexible and easily reversible,
model refactoring operators are proposed for attaching or detaching the annota-
tions introduced in the previous section to/from a goal model. Three operators
are available for transforming an annotated model portion into a standard one.

Achieve [Make Up Water
Provided When Loss Of Cooling]

Provided When Loss Of Cooling] When Loss Of Cooling
And Not Valve Mechanical Failure]

/ Achieve [Make Up Water / / Achieve [Make Up Water Provided

,I Except

Y Valve Mechanical Failure
/ Achieve [Cooling System /

Achieve [Cooling System Repaired When Valve
Repaired] Mechanical Failure]
() (b)

Figure 5.6 Implicit and explicit countermeasure integration.

Detach-Except, applied to an annotated goal, produces a new model where
the goal is no longer annotated with a specific Except clause. The operator
introduces a new refinement with two children: the countermeasure goal and
a de-idealization of the original goal (see Figure 5.5 from left to right). The
children of the original goal are then children of the de-idealized goal. Back
to an earlier example, the operator takes the model fragment in Figure 5.6a to
produce the model fragment in Figure 5.6b.

102



Controlling Likely and Critical Obstacles

Detach-Provided, applied to an annotated goal, produces a new model where a
specific Provided annotation is ‘compiled’ into its equivalent formal specification.
For example, after application of this operator the goal Achieve [Make Up Pump
Motor On When Water Requested)] is specified without its Provided annotation as
follows:

Goal Achieve [Make Up Pump Motor On When Water Requested]
FormalSpec Water Requested A =~PumpM echanical Failure
= O<smPumpMotorOn

Detach-RelaxedTo, applied to an annotated goal, produces a new model where
a specific RelaxedTo annotation is removed. Back to an earlier example, the
application of this operator to the goal Achieve [Make Up Pump Motor On When
Water Requested] yields the following goal specification:

Goal Achieve [Make Up Pump Motor On When Water Requested]
FormalSpec Water Requested = [0, PumpMotorOn
V' 0<10m Redundant PumpMotorOn)

Similarily, three operators are available for transforming a standard model
portion into an annotated one—namely, Attach-Except, Attach-Provided and
Attach-RelaxedTo. These operators are the reverse of the Detach ones.

Exception diagrams. Textual goal specifications with Except and Replaces an-
notations may be graphically represented in an exception diagram. Figure 5.7
shows two portions of such a diagram for the goals Achieve [Make Up Water Re-
quested When Alarm Raised] and Achieve [Make Up Pump Motor On When Water
Requested]. This diagram captures that

(a)  This goal replaces the similar goal assigned to the agent ;

(b)  When the obstacle Pump Mechanical Failure or Pump Electrical Failure occurs
the countermeasure goal Achieve [Redundant Pump Motor On When Primary
Pump Failure] will guarantee this goal.
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Achieve [Make Up Water
Requested When Alarm Raised]

- N Replaces
< Controlling Software '\ Make Up Water Not Requested
Y And Alarm Raised

/ Achieve [Make Up Water /

Requested When Alarm Raised]

(ot &

(a) Exception diagram with a replace annotation.

/ Achieve [Make Up Pump Motor /

On When Water Requested]
\ \
\
V) Excent

\
_ Except | | Pump Electrical Failure
Pump Mechanical Failure |

\ v
Achieve [Redundant Pump Motor
On When Primary Pump Failure]

(b) Exception diagram with two except annotations.

Figure 5.7 Exception diagrams.

5.5 Summary

This chapter presented techniques for controlling likely and critical obstacles.
The latter are resolved through valid countermeasures in order to produce more
complete requirements. Countermeasures are selected to maximize the sat-
isfaction rate of high-level goals while minimizing the resolution cost. Our
integration operator guarantees three properties, namely, progress towards a
more complete goal model, minimal changes, and correctness preservation. A
valid countermeasure goals guarantees progress; once the countermeasure is in-
tegrated, the satisfaction rate of some high-level goal(s) increases. Such increase
quantifies the impact of a countermeasure and drives the selection of appro-
priate countermeasures. The chapter proposed two integration schemas, to be
selected according the specific resolution tactic being used, to guarante minimal
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change to the original model. Propagating the changes through guarantees the
correctness of the new model. However, such integrations intermixes ideal and
exceptional cases. To mitigate this, extensions to the goal specification language
were proposed to specify exceptions and de-idealization to goals together with
refactoring operators. Exceptions may then be visualized in exception diagrams.

The techniques presented so far always assume a single-value for goal satis-
faction rates. The next chapter introduce uncertainty about the satisfaction rates
and details how such uncertainty may impact the assessment of most critical
obstacles.
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Chapter 6

Handling Uncertainty in Satisfaction Rates

Requirements engineers faces uncertainties in a variety of ways regarding the
system-to-be [Cheogc; Esf13; Let14; Per14; Wel1o]. In particular, the extent to
which the requirements will be satisfied is uncertain.

This type of uncertainty is commonly called physical uncertainty; It refers to
system phenomena [OHao6; Per14; Voso8]. For example, the chance of a sensor
breaking down might be captured by a probability. This domain-level form of
uncertainty can be reduced by changing the system under consideration—e.g.,
by introduction of appropriate countermeasures as seen in the previous chapter.

However, the extent to which those probabilities are accurate is uncertain
as well. This uncertainty is commonly called knowledge uncertainty; it refers to
the assessment of physical uncertainty by experts [OHao6; Per14; Voso8]. Our
imperfect knowledge of what the exact probability values are may lead us to esti-
mate them with some uncertainty margin. Such meta-level form of uncertainty
can be reduced through further studies, consultation of more experts, increased
experience, run-time monitoring of relevant events or data, and so forth.

Few risk-based requirement engineering frameworks so far support such
knowledge uncertainty; the techniques for risk assessment and control are there-
fore less accurate and less applicable.

This chapter addresses this problem of knowledge uncertainty in probability
values. It explains how knowledge uncertainty can be captured, how uncertainty
margins for leaf obstacles impact uncertainty margins for high-level goals, and
how such uncertainty margins can be reduced. The techniques in the previous
chapters for identifying likely and critical risks and for selecting most appro-
priate countermeasures are extended to cope with uncertainties in probability
estimates.
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Our framework is extended to support knowledge uncertainty by means
of probability distributions. Such distributions allow experts to specify their
knowledge about satisfaction rates of leaf obstacles. A repeated application of the
single-value propagation procedure in Section 4.2.1, using sampled satisfaction
rates for the leaf obstacles, provides satisfaction rates for higher-level goals
together with uncertainty margins. Two metrics, the violation uncertainty
and the uncertainty spread, summarize the uncertainty about satisfaction rates.
These metrics provide finer-grained assessment for critical obstacles. Selecting
most appropriate countermeasures in presence of uncertainty guarantees that
higher-level goals are satisfied up to some uncertainty threshold.

The chapter is organized as follows. Section 6.1 describes how knowledge
uncertainty is captured through probability distributions. Section 6.2 shows
how leaf obstacles are assessed when considering knowledge uncertainty, how
the uncertainty propagates through the obstacle and goal models, and how
obstacles with critical uncertainty margins are identified. Section 6.3 details
how countermeasures are selected in presence of knowledge uncertainty.

6.1 Capturing knowledge uncertainty

Probability distributions are commonly used in risk analysis for representing
the uncertainty about single-point values of random variables [Voso8].

A probability distribution is a function providing the probabilities of oc-
curence of possible outcomes. The domain considered here is the set of possible
probability values, that is, the interval [0, 1]. The probability distribution cap-
tures the probability for each possible single-point value in that domain. This
section extends probabilistic goals and obstacles to capture the uncertainty about
satisfaction rates.

Section 6.1.1 presents how uncertainty is captured in satisfaction rates.
Section 6.1.2 provides two metrics for measuring critical uncertainties. Sec-
tion 6.1.3 shows how probability distributions can be estimated by domain
experts.
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6.1.1 Uncertainty about satisfaction rates

Let A denote a probabilistic assertion specifying a goal, an assumption (prescrip-
tive or descriptive), or an obstacle in the goal/obstacle models.

Definition 6.1. (Satisfaction uncertainty) The satisfaction uncertainty for
assertion A, denoted by su 4, is defined as a probability density function over
its single-point probabilities of satisfaction.

For example, Figure 6.1 shows the probability distribution capturing the
satisfaction uncertainty su for the goal Achieve [Make Up Water Provided When
Loss Of Cooling] appearing in Figure 4.3. As seen in Figure 6.1, the probability of
satisfaction for this goal lies between 71.3% and 84.1%, with a more likely value
around 80%. This multi-value estimate does not completely meet the goal’s
required satisfaction rate (RSR), prescribed to be 80% as depicted by the red
line on the right. Section 6.2.2 below describes how such distribution can be
computed.

Figure 6.1 Satisfaction uncertainty for the goal
Achieve [Make Up Water Provided When Loss Of Cooling].

Uncertainty about goal satisfaction arises from satisfaction uncertainties about
obstacles, domain hypotheses, and domain assumptions. For example, the
certainty about the extent to which the goal Achieve [Make Up Water Provided
When Loss Of Cooling] is satisfied depends on our certainty about the extent to
which, among others, the obstacles Pump Electrical Failure or No Power Available
are satisfied. Figure 6.2 illustrates the satisfaction uncertainty for these obstacles.
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(No Power Available) (Pump Electrical Failure)

Figure 6.2  Satisfaction uncertainty for obstacles.

6.1.2 Uncertainty metrics for goal satisfaction

The probability of observing a satisfaction rate of at least p for goal G, denoted
SUq(p), is obtained as follows [Waco7]:

1
SUG(p) = / sug ()
P

This probability corresponds to the area delimited by the su curve and value
p. In Figure 6.1, the chance of the goal Achieve [Make Up Water Provided When
Loss Of Cooling] being satisfied in at least 80% of cases is accordingly given by:

SUAchieve[l\/lakeUpWaterProvidedWhenLossOfCooIing] <0'8> =0.7313

It corresponds to the red area in Figure 6.1. As shown in Section 6.2.2, sug
can be computed by up-propagation from leaf obstacles to their root in obstacle
refinement trees, and then by up-propagation through the goal model. Given
sug, it is fairly easy to compute SUs(p).

Two metrics may be defined to capture (a) our degree of certainty that the
goal’s RSR will be met; and (b) the spread of satisfaction uncertainty below this
RSR.

Goal violation uncertainty. The violation uncertainty for a goal is the probabil-
ity of being below its required satisfaction rate. This metric corresponds to goal
failure risk in [Let14].

Definition 6.2. (Violation uncertainty) The violation uncertainty for a proba-
bilistic goal G, denoted by VU (G), is the proportion of satisfaction uncertainty
falling below the goal’s RSR.
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It is obtained as follows:
RSR(G)

VU(G) = SU4(RSR(G)) = / sug(z)
0

For discrete values, the violation unceratinty is computed as the ratio between
the number of values below RSR and the total number of values.

Graphically, this violation uncertainty corresponds to the surface below the
satisfaction uncertainty curve, i.e. the probability density function, up to the
goal’s RSR. In our example, the violation uncertainty of Achieve [Make Up Water
Provided When Loss Of Cooling] is .7313. This means that it is 73.13% certain that
the goal will not meet its RSR of 80%. In Figure 6.1, most of the curve is on the
left of the goal’s RSR.

Uncertainty spread. Violation uncertainties only capture how much uncer-
tainty lies below the required satisfaction rates. The same surface might how-
ever take many shapes with more or less spread. In practice, such spread may
help making decisions. It might appear less problematic to have the uncertainty

closer to the RSR than equally spread down to zero. If the uncertainty is close to

the goal’s RSR, a small change to this RSR might drastically change the violation

uncertainty score.

The uncertainty spread for a goal measures the spread of uncertainty below
the goal’s RSR.

Definition 6.3. (Uncertainty spread) The uncertainty spread for a goal G,
denoted by US(G), is the semi-standard deviation of its probability distribution
with respect to this RSR.

The semi-standard deviation of the distribution is used here for measuring
spread. It differs from standard deviation as only values below a threshold are
taken into account [Roh11]—here, those below the RSR. The uncertainty spread
is obtained as follows.

RSR

(@)
US(G)? = / (x — RSR(G))* - sug(x)
0
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Capturing knowledge uncertainty

For discrete values, this quantity can be computed as follows:

US(G) = \/ 3 (@~ RSR(G))?,

where z; are those discrete values of G’s satisfaction uncertainty which fall below
RSR(G), and where k denotes the number of such values.

Uncertainty spread values need be interpreted according to the shape of
the curve. Whatever the shape, however, Chebyshev’s inequality states that at
least 75% of the data are at most at 2 spread values from RSR(G) [Waco7]. If
the goal’s satisfaction uncertainty fits a specific probability distribution, tighter
bounds can be obtained.

Back to our example, the goal Achieve [Make Up Water Provided When Loss Of
Cooling] has a mean of 78.63% and an uncertainty spread of 0.0269. According
to Chebyshev’s inequality, this means that we have at least 75% of the satisfaction
uncertainty between (78.63—2 x 2.69) = 73.25% and (78.63+2 x 2.69) = 84.01%.

Other metrics, such as the expected satisfaction rate or metrics similar to the
ones introduced in [Let14], could capture other facets of knowledge uncertainty.
Which metrics appear more adequate remains an open question.

6.1.3 Eliciting distributions for leaf obstacle satisfaction rates

To facilitate the elicitation of distribution functions for leaf obstacles from do-
main experts, discrete points may be used that can be fitted to specific probability
distributions—such as Beta, PERT, Triangular, etc. [Voso8].

A quantile is a single probability value attached to a cumulative probability.
It indicates the cumulative probability to observe a single value of probability of
satisfaction [Bedo1]. The .5 quantile, called mode, is the most likely probability
of satisfaction.

To further support such elicitation from domain experts, databases provid-
ing estimates for quantiles can be used; they are available in a wide range of
domains—e.g., aerospace, health, bank, nuclear, chemical, gas, water pollution,
and so forth [Cooo08]. For example, our estimates for the running example and
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the case-studies were based on reliability databases and published historical
data in various industries [Ayy14; Ceng2; Milg2]. Reliable techniques are also
available for obtaining accurate single values or distribution estimates from
trained experts [OHao6].

On When Water Requested]

A

\ Pump Motor Not On And Requested \

\ No Power Available \—/ X}J\ Pump Electrical Failure \

\ Pump Mechanical Failure \

/ Achieve [Make Up Pump Motor /

Figure 6.3 An obstacle tree fragment for Achieve
[Make Up Pump Motor On When Water Requested].

Consider the obstacle Pump Mechanical Failure appearing in Figure 6.3, stating
that the pump fails for more than 5 minutes:

O(Water Requested A Ocg,,, PumpMechanical Failure)

Experts would be asked to estimate the worst-case probability of observing a
behavior where water is requested and the pump mechanically fails for more
than 5 minutes. An expert might estimate that there are:

. at least 10% chances of observing at least 10 behaviors where the pump
fails out of 100 equiprobable ones;

. at least 50% chances of observing at least 15 such behaviors;
. and at least 90% chances to observe at least 30 of them.

The .10, .5 and .9 quantiles are .1, .15, and .3 for the probability of satisfaction
of this leaf obstacle, respectively. Figure 6.4 shows the satisfaction uncertainty
for this obstacle.
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Figure 6.4 Satisfaction uncertainty for Pump Mechanical Failure.

A probability distribution might then be fitted to the estimates in order to inter-
polate probability values between the provided estimates. Which distribution
fits best may depend on the domain. For example, we might fit uniform distrib-
utions between the estimated quantiles, as seen in Figure 6.4.

6.2 Obstacle assessment with knowledge uncertainty

As seen in Chapter 4, the identification of likely and critical obstacles is impor-
tant for the next resolution step. This section shows how such identification is
extended to support knowledge uncertainty about satisfaction rates. The satis-
faction rate of some obstacles might be highly uncertain; these obstacles should
have their uncertainty margins reduced. Our general approach for achieving
this consists of the following steps:

o The accuracy of estimates for the satisfaction rate of leaf obstacles is in-
creased by combining those elicited from multiple experts and/or other
data sources (Section 6.2.1);

o Goal satisfaction rates and their uncertainty margin are computed from
those more accurate estimates (Section 6.2.2);

o Leaf obstacles are prioritized according to their impact on the satisfaction
of top-level goals using the metrics previously introduced (Section 6.2.3).
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6.2.1 Eliciting more accurate estimates for leaf obstacles

The first step of our approach consists of eliciting estimated satisfaction rates
for the leaf obstacles in the obstacle AND/OR refinement trees built during
the obstacle identification phase. To reduce uncertainty margins for high-level
goals, such estimates should be as adequate and accurate as possible.

As discussed in Chapter 4, the use of multiple sources or multiple experts
is generally recognized to increase the accuracy of estimates and more mathe-
matical approaches are recognized to produce accurate results [Clegg; Coo91].
Among available approaches, some are aimed at characterizing expert judge-
ments by comparative assessment between their estimates and known quantities.
The derived characteristics are then used for combining estimates from multiple
experts.

In our proposed probabilistic framework, leaf obstacles may be annotated with
estimated quantiles from multiple experts, e.g.,

Obstacle Pump Mechanical Failure
Definition The pump is not pumping water due to a mechanical failure.
Probability [Expert1] quantiles (10%,15%,30%)
Probability [Expert2] quantiles (20%,25%,35%)

However, experts are not all equal. Some might systematically over- or
under-estimate probabilities of satisfaction; provide very large or very narrow
estimates; provide estimate ranges that are accurate or not; and so forth. To
get more accurate estimates, we may compare those provided by multiple ex-
perts with known values in order to characterize each expert. This is known as
calibration [Bedo1].

Definition 6.4. (Calibration variable) A calibration variable is a quantity
whose exact single-point value is known.

In our context, a calibration variable should be closely related to a leaf obsta-
cle—typically, a leaf obstacle whose satisfaction rate is known, an agent/resource
failure whose failure rate is known from reliability databases [Akho1], and so
forth.
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In our running example, three calibration variables might be identified: Push

Button Broken, Temperature Sensor Broken and Fire Sprinkler Broken. Table 6.1
summarizes estimates and known values for two of them. The X% columns show
the quantiles estimated by the corresponding domain expert for the calibration
variable. Our estimates were based on available reliability databases [Ayy14;

Ceng2; Milg2].
. Known
Variable Expert 10% 50% 90%
Value
Push Button Broken  Expert 1 3.81% 4.28% 4.76% 4.37%
Expert 2 3.96% 4.45% 4.94%
Temperature Sensor ~ Expert 1 2.31% 2.59% 2.88% 4.37%
Broken Expert 2 4.18% 4.70% 5.22%
Fire Sprinkler Broken Expert 1 0.01% 0.02% 0.03% 0.02%
Expert 2 0.02% 0.022% 0.024%

Table 6.1  Expert estimates for calibration variables.

Two techniques are available for characterizing multiple experts and combining
their estimated quantiles. We instantiate them to our context in order to com-
bine multiple quantiles on a leaf obstacle into a single satisfaction uncertainty.

[ )
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Cooke’s technique [Coo91] characterizes each expert through a single
weight. This weight combines a calibration score and an information
score. The calibration score measures how close the expert’s estimate is
to the known value of the calibration variable; the closer the probabil-
ity estimated for this value, the higher the score. The information score
measures how precise the estimates are; the narrower the estimates, the
higher the score. The satisfaction uncertainty combining the quantiles
from multiple experts is obtained as a weighted sum of these quantiles.
In our example, Expert 1 gets an information score of 2.45, a calibration
score of 0.76, and a weight of 0.59; Expert 2 gets an information score
of 2.75, a calibration score of 1, and a weight of 0.40. Figures 6.5(a) and
6.5(b) show the quantile function for both experts; Figure 6.5(c) shows
the resulting satisfaction uncertainty.
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o Mendel-Sheridan’s technique combines the quantiles of the experts by use
of a Bayesian calibrator/estimator [Men89]. It first computes a minimally
informative distribution for the expert’s characteristics. This a priori dis-
tribution considers each expert to be unbiased; it does not weight any
probability more than others. This a priori distribution is then updated
with respect to the experts quantiles and the known value of calibration
variables. The resulting distribution is used to combine the quantiles
of the experts into a satisfaction uncertainty for our leaf obstacle. Fig-
ure 6.5(d) shows the resulting satisfaction uncertainty using this tech-
nique.

Which technique performs best remains an open question; it may depend
on the application domain, the experts, and the number of calibration variables
[Coo091].

L= | =

Qe %Qg\e Qn\u %Qg\m
(a) Expert 1’s estimate (b) Expert 2’s estimate
N s° N °
(c) Combined estimates (d) Combined estimates using
using Cooke’s technique Mendel-Sheridan’s technique

Figure 6.5 Satisfaction of Pump Mechanical Failure.
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6.2.2 Computing goal satisfaction rates and their uncertainty

Chapter 4 described a procedure for computing single-point probability values
for goal satisfaction from single-point probability values for satisfaction of ob-
structing leaf obstacles. To build a full probability distribution for a top goal
in the goal model, we need to sample the satisfaction uncertainty for those leaf
obstacles. This procedure is known as Monte Carlo simulation.

To sample a satisfaction uncertainty, a random number between 0 and 1 is
uniformly picked. The inverse of the cumulative distribution function associated
with the satisfaction uncertainty is then used to get a corresponding probability
of satisfaction [Wacoy]. More likely probabilities of satisfaction are thereby
picked more often than less likely ones.

The probability of satisfaction of a top goal is then computed for a given
sample. The sampling is repeated a large number of times to obtain a set of
probabilities of satisfaction for this top goal. The obtained set of probabilities can
then be aggregated into a distribution by using their frequency; this is known as
Kernel Density Estimation [Frio1]. For example, by repetitive sampling for the
leaf obstacles, the following probabilities of satisfaction for the top goal Achieve
[Make Up Water Provided When Loss Of Cooling], in Figure 4.3, might be obtained:

0.762, 0.690, 0.686, 0.675, 0.736, 0.908, 0.794, 0.555, 0.678...

Using Kernel Density Estimation techniques, we can build the distribution
shown in Figure 6.6. Figure 6.6(a) shows, in black, the satisfaction rate when
expert estimates are combined using Cook’s technique. Figure 6.6(b) shows,
in black, the satisfaction rate using the Mendel-Sheridan’s technique. The two
curves in gray corresponds to the satisfaction rates obtained when only one of
the two expert is used.

The number of samplings required depends on various factors such as the sat-
isfaction uncertainties for the leaf obstacles, the numerical precision to achieve,
the time available to solve the problem, and so forth. Note that the metrics intro-
duced in the previous section can be computed from the sampled satisfaction
rates, without infering the satisfaction uncertainty curve.
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(a) Combined estimates (b) Combined estimates using

using Cooke’s technique Mendel-Sheridan’s technique

Figure 6.6 Satisfaction of Achieve [Make
Up Pump Motor On When Water Requested].

6.2.3 Finding critical obstacles

The third step in our approach for obstacle assessment in presence of knowledge
uncertainty about satisfaction rates consists of prioritizing obstacles according
to the metrics introduced in Section 6.1.2, that is, the violation uncertainty and
uncertainty spread for top-level goals.

Definition 6.5. (Critical obstacle in presence of uncertainty) An obstacle
O is critical for a goal G if it results in a positive violation uncertainty; that is
VU(G) > 0.

As in Section 4.3, we may proceed iteratively on the size of the combinations.

. The impact of each single leaf obstacle on the goal model is first assessed
individually. For a given top goal, the procedure in the previous section is
applied for each leaf obstacle with the satisfaction probability of all other
leaf goals being set to 0. The violation uncertainty and the uncertainty
spread for the considered top goal are then computed according to their
definition in Section 6.1.2.
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Violation Uncertainty (Log2)

Obstacle assessment with knowledge uncertainty

The result may be represented on a scatter plot, called violation dia-
gram with uncertainty, to highlight the most critical obstacles to a consid-
ered high-level goal. The z-axis reports the uncertainty spread and the
y-axis reports the violation uncertainty of the obstacle combinations for
the considered goal.

When all likely and critical individual obstacles are resolved, the violation
uncertainty and uncertainty spread may be computed again with pairs of
leaf obstacles in order to build a new violation diagram;

Then with triples, and so forth.

78.3% ]

Pump Mechanical Failure .
Power Supply Failure

1.9% . .
Pump Electrical Failure
0.2% .

Power Cabling Failure

0% [
i 1 1 1
N A X 3
gO N o N

Uncertainty Spread

Figure 6.7 Violation diagram with uncertainty for the goal
Achieve [Make Up Water Provided When Loss Of Cooling].

Our running example contains 12 leaf obstacles. The violation uncertainty and
uncertainty spread for the top goal Achieve [Make Up Water Provided When Loss
Of Cooling] resulting from the 12 obstacles are 90.70% and 0.1818, respectively.
Figure 6.7 shows the violation diagram with uncertainty for leaf obstacles taken
alone. Among the 12 leaf obstacles, there are 4 critical obstacles:
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. The obstacle Pump Mechanical Failure is clearly a critical one. The violation
of the top goal caused by the obstacle is mostly certain (with 78.3%).

. The top goal violation caused by Pump Electrical Failure is uncertain; how-
ever the uncertainty spread is very low. This indicates that the uncertainty
is probably close to the goal’s RSR. This obstacle might thus not be that
critical as a slight change in the goal’s RSR might drastically change the
violation uncertainty.

. The top goal violation caused by Power Supply Failure is also uncertain. Its
uncertainty spread appears high; the uncertainty is probably not close to
the goal’s RSR.

. The leaf obstacle Power Cabling Failure is not causing the highest violation

uncertainty or a high uncertainty spread.

o It appears certain that the remaining 8 obstacles do not individually pre-
vent the root goal from reaching its RSR.

As discussed in Section 4.3, our experience indicates that most of the critical
pairs of obstacles contains an obstacle critical alone. This suggests the need for
iterating on the size of obstacle combinations. Figure 6.8 shows the violation
diagram with uncertainty for the goal Achieve [Make Up Water Provided When
Loss Of Cooling] considering pair of leaf obstacles.

6.3 Selecting countermeasures with knowledge uncertainty

The previous section showed how likely and critical obstacles can be highlighted

in the presence of knowledge uncertainty about satisfaction rates. When coun-
termeasures to these are identified, most appropriate ones should be selected.
Selecting most appropriate countermeasures in presence of knowledge uncer-
tainty requires a relaxation of safe selections as defined in Section 5.3.2. In the

presence of uncertainty, a safe selection ensures that the violation uncertainty is

bounded.
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Figure 6.8 Violation diagram with uncertainty for the goal
Achieve [Make Up Water Provided When Loss Of Cooling].

Definition 6.6. (Safe Selection with Uncertainty) Given a violation uncer-
tainty threshold T, a safe selection of countermeasures is a set of countermeasures

that, once integrated, guarantees that the violation uncertainty of the high-level

goals is lower than T.

Not all safe selections are equal. The most appropriate ones need to

o Minimize the high-level goal’s violation uncertainty—that is, they need to
maximize the fraction of uncertainty above the goal’s required satisfaction
rate.

. Minimize the uncertainty spread—the closer the uncertainty to the goal’s

RSR, the better.

According this relaxed definition, selecting the most appropriate countermea-
sures amount to solving the following optimization problem:

(1)  Find the minimal cost for guaranteeing the violation uncertainty thresh-
old for the high-level goals,
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(2)  Find the selections that minimize the violation uncertainty and the un-
certainty spread for the high-level goals given this cost.

Back to our running example, consider the high-level goal Achieve [Make
Up Water Provided When Loss Of Cooling]. The minimal cost for guaranteing
a violation uncertainty below 5% ranges from 1 to 6. There are 63 possibles
selections; among these, 48 are safe. The minimal cost is 1; we used unitary
costs for the countermeasures. The countermeasure selection that minimizes the
violation uncertainty only contains the countermeasure goal Achieve [Cooling
System Repaired]. The resulting violation uncertainty and uncertainty spread is
2.9% and 0.3773 respectively. This should be contrasted with their counterparts
89.8% and .1719, respectively, without the countermeasure goal.

6.4 Summary

The quantitative technique presented in this chapter allows analysts to cope
with knowledge uncertainty about satisfaction rates of system goals and their
obstructing obstacles. The probabilistic framework presented in the previous
chapters was extended to reason explicitly about uncertain estimates. The impact
of estimation uncertainty is measured on high-level goals through two metrics:
goal violation uncertainty and uncertainty spread. The satisfaction rates and
their uncertainties for high-level goals are computed by up-propagation through
obstacle and goal refinement trees, from leaf obstacles whose satisfaction rates
and uncertainty need be estimated. As a result, more critical leaf obstacles can
be highlighted for resolution and most appropriate countermeasures can be
selected. To reduce uncertainty margins, our approach allows estimates from
multiple sources to be combined.

Beyond frameworks for goal-oriented RE, other frameworks for RE and risk
analysis might benefit from our techniques. In particular, Fault Tree Analysis
(FTA) might integrate similar metrics for problematic uncertainties together
with means for reasoning about risk consequences and combinations of multiple
expert estimates. Other software engineering areas are faced with the problem
of handling uncertainties about estimated quantities [Fenoo]. The application
of similar techniques appears worth considering in other contexts beyond RE
as well.
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Summary

The next chapter shows how the assessment and control of critical obstacles
can be performed at system runtime to support obstacle-driven runtime model
adaptation.
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Chapter 7
Handling Obstacles At System Runtime

Software systems are deployed in changing environments. The identification,
assessment, and control of obstacles through countermeasures is based on en-
vironment assumptions and obstacle satisfaction rates that are determined at
RE time. These influencing factors may however turn to be different at system
runtime [Ficgs]. Some assumptions might no longer hold; new characteristics
might emerge; experts’ estimates at RE time for obstacle assessment might prove
inaccurate at system runtime; other estimates might not be available at RE time;
and so forth. For better fit to the system’s goals under changing or originally
unknown conditions, it might thus be better to defer decisions on selecting most
appropriate countermeasures to system runtime [Feag8].

This chapter discusses how obstacles and goals may drive the runtime adapta-
tion of a software system. In particular, it introduces how probabilistic obstacles
can be monitored at runtime and how the monitored satisfaction rates can drive
the dynamic selection of more appropriate countermeasures in view of changing
conditions.

The satisfaction rate of an obstacle is defined as the lowest state probability
of satisfying its specification. Such precise characterization in terms of states
and behaviors enables the monitoring of state probabilities. The satisfaction of a
specification is monitored at runtime using LTL-monitoring techniques; its sat-
isfaction rate is estimated by counting positive and negative occurrences of the
formula. The monitored satisfaction rate of leaf obstacles is then up-propagated
to high-level goals in the goal model (as seen in Chapter 4). If the satisfaction
rate of a high-level goal does not exceed its required satisfaction rate, an adapta-
tion of the software system is required. The currently deployed countermeasures
are reconsidered; more appropriate ones are selected (as in Chapter 5) among
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those identified at RE time, in view of runtime information about changing con-
ditions; and the newly selected countermeasures are deployed in the running
system. The software adaptation process thus can be driven by the satisfaction
of probabilistic goals. This provides traceable criteria for deciding when an adap-
tation is required and what adaptations should be performed to guarantee the
satisfaction of the considered probabilistic goals. We focus here on handling the
uncertainty about which best countermeasures to deploy; the countermeasures
candidate for deployment are assumed to be known.

The chapter is structured as follows. Section 7.1 presents the overall ap-
proach for dynamically switching to most appropriate countermeasure at run-
time. Section 7.2 introduces a specific running example of runtime adaptation.
Section 7.3 details how probabilistic obstacles can be monitored at runtime.
Section 7.4 details how probabilistic obstacles may drive the runtime adapta-
tion process. Section 7.5 explains how the running software can be adapted
from the derived goal model adaptations. Section 7.6 discusses how knowledge
uncertainty may affect obstacle monitoring and model adaptation.

7.1 Overview of the approach

The objective in this chapter is to let the system dynamically switch to more
appropriate countermeasures to leaf obstacles in view of evolving environment
conditions and obstacle satisfaction rates. The satisfaction rate of leaf obstacles
was estimated at RE time; it can now be observed at system runtime. A set of
alternative countermeasure goals to those leaf obstacles is assumed to be known;
the countermeasures are identified and specified at RE time.

A countermeasure to an obstacle should dynamically replace the current one
when, unlike the latter, it makes the satisfaction rate of high-level goals exceed
their required satisfaction rate. The satisfaction rate of high-level goals is ob-
tained from the monitored satisfaction rate of leaf obstacles by up-propagation
through the goal/obstacle model, using the technique presented in Section 4.2.1.
The monitored satisfaction rate of a leaf obstacle is obtained by counting the
observed behaviors.

More specifically, our approach comprises 6 steps detailed in the next sections.
The relation among steps is shown in Figure 7.1.
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(1) Build monitors for leaf obstacles. The probabilistic leaf obstacles in
obstacle refinement trees need be monitored at system runtime. Our
approach extends the monitoring technique introduced in [Bau11] for
non-probabilistic LTL assertions, in order to monitor probabilistic LTL
assertions at system runtime. This step builds, at RE time, LT L3 monitors
for the leaf obstacles. We limit ourselves here to propositional logic.
The list of predicates to observe at runtime is thereby provided. (See
Section 7.3.1)

Goal and
Obstacle Models
v
:" Build Obstacle
monitors for leaf Monitors
obstacles
I
Predicates
Offline To Observe
Online l )
Rsunnlng —>[ 2. Update obstacle monitors
ystem
T
f Probabilities
Updated for Leaf Obstacles
System v
I
K 3. Compute
6. Deploy at runtime high-level goal
T satisfaction rates
Updated ¥ i
%?gl?gzreer;t Goal/Obstacle f Probabllltles
| Models or High Level Goals
Ubd Counter- Sel
h5. p at: | < measures 4. Select counter-
the RE Mode Selection measures

Figure 7.1 Overview of the approach.
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(2)  Update obstacle monitors. At runtime, the states of the monitored sys-
tem are observed at a regular pace. (This pace may be chosen to fit a
specific domain.) At every observation, a new virtual monitor for each
leaf obstacle is started while existing monitors are updated. (See Sec-
tion 7.3.2.)

(3) Compute high-level goal satisfaction rates. The monitored satisfaction
rate of leaf obstacles is up-propagated through obstacle/goal refinement
trees up to high-level goals. (As explained in Chapter 4.2.1, however
performed here at runtime.)

(4)  Select countermeasures. The comparison between the monitored satis-
faction rates obtained for those goals and their required satisfaction rate
(RSR) determines whether the current countermeasures to the monitored
obstacles are still appropriate. If a monitored goal satisfaction rate falls
below the goal’s RSR, alternative more appropriate countermeasures are
selected among those available. (As explained in Section 5.3)

(5) Update the RE model. The goal/obstacle model is updated accordingly
by integrating the new current countermeasures and updating the propa-
gation in Step 4. (As explained in Section 5.4)

(6) Deploy at runtime. The software is automatically adapted according to
the selected countermeasures in the new model. (See Section 7.5)

7.2 Running example for runtime adaptation

The running example for this section was inspired from a flood detection system
[Hugo6a; Hugo6b]. This running example is commonly used to illustrates or
evaluates other runtime adaptation techniques [Beno8; Golo8; Saw1o; Wel11].

‘Hydrologists have traditionally approached the problem of modeling and
predicting floods by deploying sensing and logging equipment in areas suscep-
tible to flooding. River profile data from these sensors, such as depth and rate
of flow, is then either transmitted off-site or collected manually. This data
is then used as the input to complex spatial flood prediction models, which
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typically run on high-performance computers and Grid technologies. This
data is also used as the basis for much simpler single-point models that can
run on simpler devices.”—[Hugo6a]

The example system here monitors the speed and depth of the river. If the
levels are criticals (approximated here as ‘above a given threshold’), the locals
are warned as soon as possible. The speed can be measured either using an
ultrasound sensor or a camera-based sensor. Figure 7.2 shows a fragment of the
goal model; Figure 7.3 shows a fragment of a corresponding obstacle model.

Achieve [Locals Warned
When Risk Imminent]

5 Seconds By Ultrasound]

Ultrasound Sensor YO / Achieve [Depth Acquired/ /Achieve [Locals Warned By/
1

/Achieve [Speed Acquired Every

Every 5 Seconds By Radar Phone When Levels Critical]

Depth Sensor Y3 / Achieve [Levels Critical / VoiceWarner
]

Detected When Data Acquired

Flooding Detection System >

Figure 7.2 Goal model fragment for a Flood Detection System.

Achieve [Speed Acquired Every
5 Seconds By Ultrasound]

f

\Speed Not Acquired\

$ Maintain [Acquired
Radar Depth Accurate]
\Ultrasound Sensor Broken\ ¢
¢ \Acquired Depth Not Accurate\

Achieve [Speed Acquired Every 5
Seconds By Camera] \ False Echo Dusty Environment\

Figure 7.3 Obstacle model fragment for a Flood Detection System.
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7.3 Monitoring probabilistic obstacles

At RE time, domain experts estimate the satisfaction rates of the leaf obstacles
in obstacle refinement trees based on their knowledge of the system or their ex-
perience with similar systems as discussed in Section 4.1. These estimates might
prove inaccurate at system runtime—they might be too rough or environment
properties or assumptions might have changed in the meantime. Moreover,
some variables might be hard to estimate at RE time—prior data might not
be available or might be too costly to acquire; too many parameters might be
involved; etc. Monitoring the actual satisfaction rate of leaf obstacles at system
runtime helps filling this gap. Former estimates may be made more accurate;
missing data may be made available.

7.3.1 Background: Monitoring non-probabilistic LTL assertions

This section introduces the necessary background for monitoring propositional
non-probabilistic LTL assertions.

Monitoring the runtime satisfaction of an LTL formula relies on the finite
trace observed so far, and on an automata-based expression of formula satisfac-
tion. The approach presented in [Bau11] is chosen as it reports LTL formula
satisfaction or violation as early as possible.

LTLs, the LTL considered in [Bau11], uses true, false, and inconclusive as
truth values. A finite trace is labeled as true if any continuation of it satisfies the
formula; false if any continuation falsifies the formula; and inconclusive other-
wise. A LT L5 formula monitor is a finite state machine (FSM) that reads finite
traces and outputs the corresponding truth value. As suggested by Figure 7.4,
this FSM is built from the formula and its negation [Bau11].

Input Formula NBA NFA DFA FSM

¢ ——pp» NBA(9) ——pp NFA(9) ——pp DFA(9)

v

¢ FSM(e,~¢)
¢ —pp NBA(—¢) ——pp NFA(—¢)) —pp» DFA(=¢)

Figure 7.4 Steps for computing monitor FSM from input formula ¢.
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. The associated non-deterministic Biichi automaton (NBA) is generated
using a standard algorithm [Baio8].

o A non-deterministic finite automaton (NFA) is then generated by per-
forming an emptiness check for each NBA state. A state s is labeled with
true if a continuation satisfying the formula exists (that is, if the language
corresponding to the NFA with initial state s is not empty); it is false
otherwise.

o The NFA is determinized to produce a deterministic finite automaton
(DFA) using powersets construction [Baio8].

The monitor FSM results from the product of both DFAs. Let (s, s5) denote
a state in this product, where s; is the DFA state corresponding to the formula
¢, and s, the DFA state corresponding to its negation —¢. This monitor FSM
state is labeled as:

. true if s, is labeled as true and s, as false (no continuation exists such
that the formula is falsified);

e falseif s is labeled as false and s, as true (no continuation exists such
that the formula is satisfied);

. inconclusive otherwise (a continuation exists such that the formula is
satisfied, and a continuation exists such that the formula is not satisfied.)

At runtime, the current state of the monitor FSM is updated according
to the truth value of the observed predicates and state assertions on the FSM
transitions. More details about the approach can be found in [Bau11].

7.3.2 Monitoring-based estimation of satisfaction rates

As seen in Section 3.3.1, the satisfaction rate of an obstacle of form ¢(C' A ©0C)
is the upper bound among the state probabilities of C' A ©0OC. We may at run-
time count the number of observed behaviors satisfying and not satisfying the
formula C A ©OC; for a state s, the ratio between the number of observed behav-
iors rooted in s satistying the formula and the number of observed behaviors
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rooted in s may be used as estimates for the corresponding state probability.
The automata-based monitoring procedure for LT L; determines at runtime
whether C' A ©0C is satisfied for a behavior rooted in s.

Note that we are monitoring probabilistic assertions here, leveraging a proce-
dure for monitoring non-probabilistic assertions. We are not limited by specific
patterns such as Achieve or Maintain; any valid combination of LTL operators
is supported.

Definition 7.1. (Monitored Satisfaction Rate) The monitored satisfaction
rate of an obstacle or a goal is its actual satisfaction rate as observed in the
running system.

The process for obtaining the monitored satisfaction rate can be summarized as
follows:

(a) Observed states are collected;
(b)  (Optional step) Those observed states are filtered;
(c)  Monitors are created and updated according to the observed states;

(d) Monitors labeled with T (true) and F (false) are counted; The ratio be-
tween the number of 7- and F-monitors provides the monitored satisfac-
tion rate.

(a) Observing states. Consider the obstacle Dusty Environment shown in Fig-
ure 7.3. Figure 7.5 shows the process of monitoring the satisfaction rate of
that obstacle, formalized as ¢(0odustyEnvironment), during 8 observations.
The squares represent states of the observed system. Three states A4, B, C are
observed; A and B satisty the predicate dusty Environment while C does not.
The circles show the label of the current state of the L7 L5 monitors.

As the semantics of our language is synchronous [Leto8], observations are
made at a regular pace. If observations are performed every second, the Metric
Linear Temporal Logic (M-LTL) formula C' A ©OC inside the ¢-operator can
be transformed into an LTL conjunction. Back to our example, if observations
are performed every second, we observe:
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Mo: @_>@_>® Ma: @
M1: @_.@_.® M5: @_.@_.(D
M2: @_>® Mé: @_>@
M3: @ M7: @

Pr(A, @)= 0/0 0/0 11 11 11 11 11 1/2
Pr(B,p)= 0/0 0/0 0/0 0/2 0/2 0/2 0/2 0/2
Pr(Co)= 0/0 0/0 0/0 0/1 0/2 0/2 0/2 0/3
SatRate = - - 100% 100% 100% 100% 100% 50%

Figure 7.5 Monitoring the probabilistic obstacle Dusty Environment.

¢ : dustyEnvironment A OdustyEnvironment A O O dustyEnvironment

To observe states, the monitoring infrastructure may monitor the propositional
atoms appearing in the obstacle specifications. The global state of the system, as
defined in Section 2.1.1, may thereby serve as a unique identifier for the observed
state. Depending on the mentioned propositional atoms, the monitored states
might thereby be different, see Section 9.1.

(b) Filtering observed states. As time goes by, the number of monitors will
increase and the monitored state probability will then vary less and less. This
problem is acknowledged in other approaches such as [Epiog]. Indeed, at the
begining, 10 new positive monitors might strongly impact the state probability,

e.g.
from %o = .5 t0 %o = .75

whereas when 1000 observations have been made, the state probability would
only change

from %hooo = .005 t0 *Shoro = 0.014.
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This is not a problem if the ‘actual’ satisfaction rate does not vary a lot. On the
contrary, if the ‘actual’ satisfaction rate is changing over time, this will smooth
out variations.

To circumvent that effet, the process for obtaining the monitored satisfaction
rate may be modified to forget old information [Cal11]. This filtering step keeps
only recent monitors, for example the last 100 monitors.

The appropriate number of monitors to be kept needs to be determined
adequatly depending on the domain, how fast the states are observed, and the
desired innaccuracy margins (see Section 7.3.3). Such appropriate number
might also be automatically set to an optimal aging factor [Cal14].

(c) Creating and updating monitors. For a monitored leaf obstacle, at each
observation of the running system, an LT L5 monitor is started to check whether
the behavior from the current state satisfies ¢. As seen below, virtual copies are
used in practice to avoid creating new monitors at runtime.

Figure 7.6 shows the corresponding LT L; monitor. The top left monitor
state labeled with ? is the initial state. Each transition is labeled with a state
formula. The label on states are: T for true, F for false, ? for inconclusive.

dusty dusty dusty
Environment Environment Environment
() () =®\4‘ 7 true

—

not dusty
Environment

@ 7\ true
-~ _

Figure 7.6 LT'L3 monitor for Dusty Environment.

not dusty

not dusty Environment

Environment

Let us have a closer look at the example in Figure 7.5.

. At observation 0, we start a monitor M, to check whether the future
system behavior satisfies ¢.

. At observation 1, the monitor M, is still inconclusive; a new monitor M,
is started.
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o At observation 2, the current state of the monitor M, is updated to 7'
(true). For state A, one observed behavior so far satisfies ¢ (see “1/1” at
the bottom of Figure 7.5). A new monitor M, is started.

. At observation 3, we get the label F (false) for the current state of the
monitors started at observations 1 to 3. For state B, two behaviors were
observed to not satisfy ¢ (see ‘o/2” at the bottom of Figure 7.5). For state
C, one behavior is seen to not satisfy ¢ (‘o/1’).

. At observation 7, one observed behavior from state A satisfies ¢ among the
two observed ones (the third one is still inconclusive). The two observed
behaviors from B violate the formula. The three observed behaviors from
C also violate the formula.

In practice, creating a new LT L; monitor at each observation is clearly
unrealistic as the time complexity is ©(22") where n is the size of the formula
[Bau11]. To avoid creating multiple instances of the same monitor, one LT L5
monitor is built at RE time; the monitors being started at runtime are virtual
copies of the former. A virtual copy only contains a pointer to the current state
of the LT Ly monitor. The complexity of starting a "new" virtual monitor there
becomes O(1).

The complexity of updating all monitors is ©(n) where n is the number of
virtual monitors. This number depends on the number of observations. The
worst-case situation corresponds to a system where all observed states are unique
and all monitors remain inconclusive forever. Such system is fairly unlikely.
Our running example and the evaluation case study in Chapter 9 suggest that
monitors have a short life which reduces the cost of updating monitors.

Other monitoring techniques such as [Giao1; Havog; Thaos; dAmos] might
be used to determine the satisfaction of the formula C' A ©OC. LT L4 technique,
however, reports both violation and satisfaction of the formula as early as possi-
ble. Its three-value semantics distinguishes cases where a formula is satisfied,
not satisfied, or none applies. Techniques such as [dAmos5] amalgamate the last
two cases. Other monitoring techniques, such as [Bas11], support richer logics
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such as metric temporal logic and first-order logic. These techniques might be
used in place of LT L; this might improve the applicability of the technique to
industrial settings.

(d) Obtaining monitored satisfaction rates. In this setting, the monitored state
probability of state s is the ratio between the number of monitors started in s
whose current state is labeled as T (true), and the number of monitors started
in s whose current state is labeled as T (true) or F (false).

In our example, the monitored state probability of state A is not available for
the two first observations; it is equal to 1 for the five next observations, and to .5
for the last one. The satisfaction rate of our obstacle is the upper bound of these
state probabilities. It changes from ‘not available’ to 100% at observation 2, then
decreases from 100% to 50% at observation 7 (see the bottom of Figure 7.5).

Figure 7.7 shows the evolution of the satisfaction rate of the obstacle Dusty
Environment in our simulated environment. The black line shows the computed
satisfaction rate. The graph was produced by monitoring the system with the
tool described in Chapter 8.

20% =
15% =
10% =
5% =

0% =

1 1 1 1
09:30 09:40 09:50 10:0¢

Figure 7.7 Monitored satisfaction rate of Dusty Environment.

To efficiently obtain the satisfaction rate of leaf obstacles, a list of monitors is
kept in memory for each observed state; the number of behaviors satistying the
formula C' A ©0C and the number of behaviors violating it are kept in registers.
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Once a monitor reaches a monitor state labeled as T (true) or F (false), it can be
removed from the list and the corresponding register is updated. Computing
the state probability is then reduced to arithmetic operations on these registers.

7.3.3 Boundinginaccuracy margins

To mitigate the risk of unnecessary system adaptations, ‘enough’ observations
should be made before deciding whether or not an adaptation is required. Oth-
erwise, decisions might be based on non-statistically significant data, possibly
leading to adaptations that deteriorate the system instead of improving it.

For example, assume 4 behaviors—2 positive and 2 negative ones. We might
be tempted to estimate the state probability to 0.5. However, it is very likely that
the real probability is not .5. It can be shown that there is a 95% of chance for
the ‘exact’ value to lie between .01 and .99, which is not very informative.

To address this problem, we may compute the number of observations
required to achieve a specified level of accuracy. Every observation triggers
a new virtual monitor which increases the number of available data.

For example, let us require that the monitored satisfaction rate of a leaf
obstacle should differ from the exact value by at most 1% with 95% certainty, that
is, 95% of the values lies within +1.96¢ of the exact value, where o is the standard
deviation. This interval holds if the variation around the exact satisfaction rate
has a normal distribution [Waco7]. In our example, 1.960 must be equal to .01.
As the value of ¢ is not known, the following unbiased estimator provides an
estimate [Waco7]:

X (1—
5= px-p)
n
where p is the estimated satisfaction rate for the considered leaf obstacle. Re-

placing o by ¢ in our example results in the following expression:

px(1—p)

1.966 = 1.96 = 0.01.

137



Monitoring probabilistic obstacles

This expression can be solved to compute the number n of observations that
must be made to guarantee a satisfactory level of accuracy. If the estimated
satisfaction rate of the obstacle Dusty Environment is 20%, we have:

2
1.96
— (20 & 8% .2~6146
" (0.01) xex

Our accuracy bound thus requires 6146 observations of the state with the lowest
state probability. With one observation every second, it requires at least 1h
42m 26s. Note that this is a lower bound; as discussed in Section 3.3.1, the
satisfaction rate is the lowest state probability; to reach that uncertainty, the
system has to spend the required timespan in this state with the lowest state
probability. This indicates how fast our technique may compute a statistically
accurate monitored satisfaction rate. (Note that such limitation applies to any
monitoring technique with the same amount of observed data and the same
statistical guarantees.)

In the opposite direction, we may compute the uncertainty margins given a
timespan of observation. Assume that we make an observation every second
for 30 minutes; we therefore have 1800 observations. The estimated standard

deviation is:
PN Ul DR ot SR YEN
- n —\ 1800

The ‘exact’ monitored satisfaction rate lies between 78% and 81% with 95% of
certainty; this is already a narrow interval. Such information might be used at
runtime to decide whether it is reasonable to adapt the running software.

In our example, we used the estimated satisfaction rate p = 0.2. If no esti-
mated satisfaction rate p is available, it is common to use .5; this value maximizes
the number n of observations. This guarantees the accuracy for any satisfaction
rate.

Figure 7.7 shows in dark gray the evolution of the 95% confidence interval
as more observations are made. We can see that the confidence interval is large
at the begining where few observations are available, and narrow around the
satisfaction rate when more observations are available.
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7.4 Obstacle-driven system adaptation

This chapter proposes to let probabilistic goals and obstacles drive the runtime
adaptation process. A system adaptation is required at runtime when the current
configuration of countermeasures does not guarantee the required satisfaction
rate (RSR) of the system’s high-level goals. This provides a criteria for deciding
when and why an adaptation is required. It also documents how the software
system should adapt.

The actual satisfaction rate of these goals must therefore be determined from
the monitored satisfaction rates of leaf obstacles. When this actual satisfaction
rate falls below the goal’s RSR, alternative countermeasures maximizing its
satisfaction rate of these goals should replace the corresponding ones in the
current configuration.

. The up-propagation procedure described in Section 4.2.1 determine the
actual satisfaction rate of high-level goals from the monitored satisfaction
rate of leaf obstacles.

. The countermeasure selection procedure described in Section 5.3 is then
used to select most appropriate countermeasures.

. Countermeasures are then integrated in the ideal model and deployed in
the running system—Section 7.5 will describe next.

If no selection guarantees the goal’s required satisfaction rate, the selec-
tion that maximizes the satisfaction rate of the high-level goals is picked. The
monitoring system might also prompt the user for interactively defining new
countermeasures.

Back to our example, Figure 7.8 shows the satisfaction rate of the goal Achieve
[Locals Warned When Risk Imminent], computed from the monitored satisfaction
rates of the leaf obstacles. (See Figure 7.2 for the goal model.) Figure 7.9
shows the monitored satisfaction rates for our obstacles. Every 5 minutes, the
optimization process computes a most appropriate countermeasure selection.
At 08:26 and 09:21, an adaptation is required as the goal’s satisfaction rate falls
below its required satisfaction rate.
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100% =

75% =
RSR= 65% =

50% =
25% =

0% =

1 1 1 1 1
08:00 08:27 09:00 09:21 10:00
DeployCamera DeployUltrasound

Figure 7.8 Monitored satisfaction rate of the

goal Achieve [Locals Warned When Risk Imminent].

The peak at 08:47, seen in Figure 7.8 and in Figure 7.9(Noisy Image), illus-
trate the problem with statistically innaccurate satisfaction rates discussed in
Section 7.3.3. Here, it did not trigger an adaptation as the violation was very
short (it lasts 2 seconds).

7.5 Runtime deployment of most appropriate countermeasures

When more appropriate countermeasures are selected and integrated in the goal
model, the running software system should be adapted to match the updated
goal model.

The software component responsible for adapting the running system is
named Adaptor in the following discussion. This component keeps track of a
current selection of countermeasures. When new most appropriate counter-
measures are computed, it identifies the countermeasures to be (i) added—as
not found in the current selection but in the selection of the most appropriate
ones; and (ii) removed—as no longer in the selection of the most appropriate
ones.
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Figure 7.9
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Monitored satisfaction rate of the leaf obstacles.

To adapt the software system, the Adaptor calls the activation and deactiva-
tion procedures associated with the countermeasures to be added or removed.
The activation procedure is the code-related procedure responsible for the de-
ployment of the corresponding countermeasure in the running system. The
deactivation procedure is responsible for its removal. These procedures are used

to:

add, remove or replace a running component;
update configuration parameters;

activate hardware components;
and so forth.
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The countermeasure goals are decorated with these procedures.

For example, let us consider that the monitored satisfaction rate of the leaf
obstacle Ultrasound Sensor Broken increases at 08:26, as shown in Figure 7.9.
This increase causes a decrease in the monitored satisfaction rate of the high-
level goal Achieve [Locals Warned When Risk Imminent] below its RSR (as seen in
Figure 7.8). This decrease causes the countermeasure Achieve [Speed Acquired
Every 5 Sec By Camera] to be selected as most appropriate countermeasure. The
activation procedure for Achieve [Speed Acquired Every 5 Sec By Camera], namely,
DeployCamera, is called and replaces the software component acquiring the
speed by the camera-related component. As Figure 7.8 shows, the satisfaction
rate of the high-level goal increases above its RSR after software adaptation. At
09:21, the satisfaction rate of Achieve [Locals Warned When Risk Imminent] falls
again below the required satisfaction rate. This fall is due to an increase in the
satisfaction rate of the obstacle Noisy Image for the selected countermeasure
goal. This cause the countermeasure goal Achieve [Speed Acquired Every 5 Sec By
Camera] to be removed from the selection, causing the deactivation procedure
DeployUltrasound to be activated. The satisfaction rate then increases back.

The problem of runtime software reconfiguration is known to be complex
[Ghe12; Nah16]. This problem is by no means addressed here; the sketched
approach is hiding the reconfiguration process behind activation/deactivation
procedures.

7.6 Updating uncertain probability values at runtime

Managing uncertainty at runtime is a critical challenge [Ben1o]. Chapter 6 dis-
cussed how knowledge uncertainty can be integrated with obstacle assessment
and control.

Such knowledge uncertainty may be reduced at runtime using the monitored
information. However, if the observed values vary a lot over time, the knowledge
uncertainty might increase, as ‘actual’ value is indeed uncertain.

To integrate knowledge uncertainty at runtime, the current monitored satis-
faction rate should no longer be expressed as a single-value but rather as a multi-
value satisfaction rate.
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The process for obtaining the monitored satisfaction rate is updated as follows.
(a) Observed states are collected;

(b)  (Optional step) Those observed states are filtered;

(c)  Monitors are created and updated according to the observed states;

(d)  Monitors labeled with T'(true) and F (false) are counted; the ratio between
the number of 7- and F-monitors provides the monitored satisfaction
rate.

(e*) A Beta probability distribution is fitted to the number of monitors.

(f*) 'The Beta distribution updates the current monitored satisfaction rate
using Bayesian inference. The updated satisfaction rate then becomes the
new satisfaction rate.

Step (e*) is straightforward as the parameters of the Beta distribution are,
a, the number of positive monitors and, 3, the number of negative monitors
[Voso8].

The computation in step (f*) relies on Bayesian Inference; it is a statistical
computation in which the Bayes’ theorem is used to update a probability distrib-
ution as more information becomes available [Wacoy]. The updated satisfaction
rate P(O | M), where M represents what has been last observed, is given by:

P(M | O) x P(O)

P(O| M) = i)

where P(M | O) is the likelihood of observing the monitored satisfaction rate,
P(O) is the current monitored satisfaction rate, and P(M) is a scaling factor.
The Beta distribution obtained at step (e*) captures the likelihood P(M | O).

Figure 7.10 shows how the satisfaction rate of the obstacle Pump Mechanical
Failure is updated with the observed satisfaction rate. The lighest line shows
the satisfaction rate provided by the experts, as seen in Chapter 6. The darkest
line shows the satisfaction rate updated after 6 observations. The other shades
show the intermediate steps. For this example, we assumed that the monitored
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Figure 7.10 Monitored satisfaction rate of
the leaf obstacles with knowledge uncertainty.

satisfaction rate was .45 for the first three observations and .55 for the three
last. We can see that the more observations are made, the more accurate the
satisfaction rate is (the curve gets narrower.)

7.7 Summary

Software systems should ideally self-adapt to changing conditions and assump-
tions in order to keep their goals satisfied. This chapter detailed an obstacle-
driven runtime adaptation approach aimed at increasing the actual satisfaction
rate of probabilistic system goals. Leaf obstacles are monitored at runtime to
let the system dynamically switch to more appropriate countermeasure goals
that increase the satisfaction rate of the system’s high-level goals under new
conditions. The approach guarantees that the required satisfaction rate of high-
level goals remains satisfied when obstacle satisfaction rates are changing.

This requires obstacle satisfaction rates to be monitored at system runtime.
The proposed monitoring technique extends the LT L approach in [Bau11] to
support the monitoring of probabilistic assertions. The monitors are built at
RE time; at runtime, virtual copies of LT L monitors keep track of whether
observed behavior satisfy obstacle specifications. State probabilities for each ob-
served state can thereby be estimated; their upper bound provides the monitored
obstacle satisfaction rates. The latter are propagated through the obstacle/goal
model up to the system’s high-level goals. The monitored satisfaction rates
thereby obtained for these goals are compared with their required satisfaction
rate; when the former fall below the latter, more appropriate countermeasures
replace the current ones to remain above the required threshold.
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The next chapter describes the tools supporting the various techniques pre-
sented in the thesis.
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Chapter 8

Tool support

The techniques presented in the previous chapters involve a significant amount
of computation. For example, computing the satisfaction rate of high-level
goals together with their uncertainty margins typically requires a large number
of propagations to achieve reasonable precision. Manual propagation or the
use of standard spreadsheets appears not feasible in practice. Other examples
include the computation of most appropriate countermeasures, which requires
computing the satisfaction rate of every countermeasure combination.

Dedicated tools are thereby needed to apply our techniques in a realistic
setting. This chapter discusses the toolset, called KAOSTools, supporting our
techniques. These tools were used in the presented running examples troughout
the preceding chapters and evaluated on larger models in Chapter 9.

Unlike [Darg7], the proposed toolset is freely available together with its
source code enabling other researchers to easily reuse or extend the tool suite.
The tool suite accepts a textual declaration of goal and obstacle models that can
be easily shared and integrated with existing versionning tools. The proposed
tool suite was designed to run on remote servers through command-line tools.

This chapter is organized as follows. Section 8.1 describes the declaration
language allowing analysts to provide a textual declaration of the goal and ob-
stacle models. Section 8.2 describes the architecture of the KAOSTools toolset.
Section 8.3 details the command-line tools available for applying the techniques.

All tools described in this chapter are written in C# and run on Windows,
Linux, and MacOS. The source code is freely available under MIT Licence
[Cai1yb; Cai1yd; Cai17f]. Packaged versions are also available in NuGet [NuGet].
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8.1 KAOSTools: The declaration language

The techniques presented in the previous chapters rely on a goal model and its
corresponding obstacle model. This section presents the declaration language,
as a textual format, used for input to the tools.

In this language, element declaration start with the keyword declare and
end with the keyword end. All elements have a unique identifier used to refer-
ence the element. Attributes precisely declare each element. They start with a
keyword, such as name or definition, and end with a value, such as a string
or an integer. The accepted values depend on the attribute.

The following subsections describe the attributes for each element, such as
goals and obstacles, and provide examples of such declarations.

Goals, soft goals, domain properties, and domain hypotheses

To declare a goal, the keyword declare must be followed by the keyword goal.
Code 8.1 provides an example of declaring the goal Achieve [Make Up Water Pro-
vided When Loss Of Cooling]. The unique identifier make_up_water_provided
immediately follows the keyword goal between square brackets. Comments
start with a dash (#) and end at the end of the line. Table 8.1 describes the
attributes for declaring goals.

declare goal [ make_up_water_provided ]
name "Achieve [Make Up Water Provided When Loss 0f Cooling]"
definition
"Make up water shall be provided when loss of cooling occurs."
rsr .99 # or rsr 99
refinedby response_to_loss_of_cooling, pump_on_when_activated
end

Code 8.1  Declaration of the goal Achieve
[Make Up Water Provided When Loss Of Cooling].
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Attribute Used for Accepted value
name Name String
definition Definition String
1 AND-Refine-
refinedby Goal AND-Refine List of identifiers
ment
. i<fac-
rsr Requlred Satisfac Number or percentage
tion Rate
obstructedby Goal obstruction Identifier
assignedto Goal assignment Identifier
formalspec Formal specification ~ Formal specification

Table 8.1  Attributes for goal declarations

Goal refinements are declared using the keyword refinedby. The list of identi-
fiers refers to other goals, domain properties or domain hypotheses in the corre-
sponding AND-Refinement. If an identifier is not explicitly defined, a goal with

corresponding identifier is added to the model. For example, Code 8.1 specifies

asingle AND-Refinement with two subgoals, namely, response_to_loss_of _
cooling and pump_on_when_activated.

Multiple ref inedby attributes are used to declare alternative refinements.
Goal refinements can be decorated with their refinement pattern using the
name of the pattern between square brackets, as seen in Code 8.2. In addition,
a partial entailment can be declared for the subgoals; the probability to satisfy
the parent goal alone is declared between brackets after the subgoal identifier.
Code 8.2 declare that subgoal amb_mobilized_when_amb_allocated_on_
road satisfy its parent goal with a probability .8.

refinedby [case]
amb_mobilized_when_amb_allocated_on_road [.8],
amb_mobilized_when_amb_allocated_at_station [.2]

Code 8.2 Declaration of the refinement pattern and partial entailment.

Similarly to goals, soft goals can be declared using the keywork softgoal with
attributes name and definition. Domain properties and domain hypothe-
ses are declared using the keyword domprop and domhyp, respectively. The
available attributes are summarized in Table 8.2.
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Attribute Used for Accepted value
name Name String

definition Definition String

formalspec Formal specification ~ Formal specification

Table 8.2  Attributes for declarations of domain properties and hypotheses

Obstacles

Obstacles are declared using the keyword obstacle followed by their unique
identifier between square brackets. Code 8.3 shows the declaration for the non-
leaf obstacle Valve Not Opened And Requested. Table 8.3 shows the attributes
available for declaring obstacles.

Attribute Used for Accepted value
name Name String
definition Definition String
bstacle AND-Re-
refinedby Obstacle € List of identifiers
finement
resolvedby Obstacle resolution  Identifier
formalspec Formal specification ~ Formal specification
osr Estimated Satisfac- Number, probability distribution or percent-
tion Rate age

Table 8.3 Attributes for obstacle declaration

Obstacle refinements. The declaration of obstacle refinements is similar to the
declaration of goal refinements. The identifiers must refer to obstacles, domain
properties or domain hypotheses. If an identifier is not explicitly defined, a new
obstacle with corresponding identifier is added to the model. Code 8.3 declares
four alternative refinements each with a single obstacle.

Goal obstructions. Obstructions to goals are declared using the keyword
obstructedby. The value of this attribute is a single identifier referring to an
obstacle—if not explicitly defined, a new obstacle will be added. Code 8.4 shows
how the obstruction of Achieve [Make Up Pump Motor On When Water Requested]
is declared.
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declare obstacle [ valve_not_open ]
name "Valve Not Opened And Requested"
refinedby valve_failure
refinedby no_power_available
refinedby unavailable_due_to_maintenance
refinedby valve_electronic_failure

end

Code 8.3 Declaration of the obstacles Valve Not Opened And Requested.

declare goal [ pump_motor_on ]

obstructedby motor_not_on
end

Code 8.4 Declaration of the goal Achieve [Make
Up Pump Motor On When Water Requested].

Obstacle satisfaction rates. Leaf obstacles are estimated by experts. The decla-
ration language supports both single-value and multi-value satisfaction rates.
Code 8.5 shows the declaration of the obstacle Valve Mechanical Failure with a
single-value satisfaction rate of .002, whereas Code 8.6 shows the declaration
of the obstacle Pump Mechanical Failure with a multi-value satisfaction rate. The
supported multi-value satisfaction rates are summarized in Table 8.4.

declare obstacle [ valve_failure ]
name "Valve Mechanical Failure"
resolvedby [restoration:make_up_water_provided]
cooling_system_repaired
esr 0.002
end

Code 8.5 Declaration of the obstacle Valve Mechanical Failure.

As seen in Chapter 6, a quantile is a single probability value attached to
a cumulative probability. To declare the cumulative probabilities, the model
attribute @experts.quantiles must be provided. For example, Code 8.6
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Qexperts.quantiles "(10%, 50%, 90%)"
declare obstacle [ manual_opening_valve_failure ]

esr quantile[0.001,0.002,0.003]

end
Code 8.6 Declaration of the obstacle Valve
Not Opened When Valve Control Not Unavailable.

Value Used for Example

beta[2,4]. A beta distribution with o = 2 and
beta Beta Distribution B = 4. See [Vos08] for details on parameters o

and 8.

if .1,.3]. A unif distribution be-

uniform Uniform Distribution -+ orml ] untorm distribution be

tween .1 and .3.
triangular[.1,.4,.6]. A triangular distrib-
triangular Triangular Distribution ution with a .1 min-value, .6 max-value and a .4

mode.

pert[.1,.4,.6]. A PERT distribution with a
pert PERT Distribution .1 min-value, .6 max-value and a .4 mode. See

[Vos08] for details about PERT distributions.
quantiles  Quantiles quantiles[.1,.4,.6]. A list of quantiles.

Table 8.4 Multi-value satisfaction rates

specify that 10% of the values are below 0.001, 50% are below 0.002 and 90% of
the values are below 0.003. The model attribute @experts.quantiles need
only be declared once for the model.

Obstacle resolutions. Obstacles resolutions are declared using the keyword
resolvedby followed by a goal identifier—if not explicitely defined, a new
goal will be added. Code 8.5 shows the declaration of the resolution of obstacle
Valve Mechanical Failure by the goal cooling_system_repaired.

Resolution tactics can be declared between square brackets (see Code 8.5),
followed by the anchor goal (make_up_water_provided in the example). Ta-
ble 8.5 summarizes the supported resolution tactics.
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Resolution tactic Used for
substitution Goal substitution
prevention Obstacle prevention
obstacle_reduction Obstacle reduction
restoration Goal restoration
weakening Weakening
weak_mitigation Weak mitigation
strong_mitigation Strong mitigation

Table 8.5 Resolution tactics

Agents

Agents are declared using the keyword agent followed by their unique identi-
fier between square brackets. Table 8.6 summarizes the attributes for agents.
Code 8.7 provides an example of agent declaration.

declare agent [ operator ]
name "Operator"
end

Code 8.7 Declaration of the agent

Agent assignments. An agent assignment to a goal is declared using the key-
word assignedto. Code 8.8 shows how the agent is assigned to the
goal Achieve [Valve Opened When Unavailable Due To Maintenance]. If not explic-
itly defined, an agent with corresponding identifier is added to the model.

declare goal [ manual_opening_of_valve ]
name "Achieve [Valve Opened When Unavailable Due To Maintenance]"
obstructedby manual_opening_valve_failure
assignedto operator

end

Code 8.8 Declaration of the goal Achieve [Valve

Opened When Unavailable Due To Maintenance].
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Attribute Used for Accepted value
name Name String
definition Definition String
Whether the agent
type is a software or a software or environment

environment agent.

Table 8.6 Attributes for agent declaration

Predicates and formal declarations

Formal specifications of goals and obstacles can be provided using the keyword
formalspec. The language supports first-order, Linear Temporal Logic asser-
tions. A complete BNF grammar is available in Appendix B. Code 8.9 provides
an example of a formal specification—here, the LTL formula

O(dieselGenerator Requested
A Os5min—(3g : DieselGenerator - generatorStarted(g)))

declare obstacle [ diesel_generator_not_started ]
name "Diesel Generator Not Started"
formalspec
sooner-or-later ( dieselGeneratorRequested() and
always, for more than 5 minutes,
not (exists g: DieselGenerator . generatorStarted(g))
)
probability 0.002
end

Code 8.9 Formal specification of the obstacle Diesel Generator Not Started.

The identifier generatorStarted refers to a predicate with a single argument.
Predicates can be explicitly declared using the keyword predicate followed
by a unique identifier. Code 8.10 shows the declaration of the predicate Genera-
torStarted. Table 8.7 provides the attributes for declaring predicates.
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declare predicate [ generatorStarted ]
name "GeneratorStarted"
argument g: dieselGenerator
formalspec g.Started

end

Code 8.10 Declaration of the predicate ValveOpened.

As seen in Code 8.10, predicates may have arguments. In the example, the
formal specification states that the predicate is true if the attribute Started is
true for the instance of DieselGenerator provided as an argument. When
referring to a predicate in a formal specification, the actual arguments must
match the order and the respective entity types declared in the argument list.

Entities, associations and types

Formal specifications refer to entities and associations to express their truth
value. All referenced entities, entity attributes, associations, association attrib-
utes and types from the object model associated with the considered goal model
are automatically inferred from the formal specification of goals, domain proper-
ties, domain hypotheses, obstacles, and predicates. This appears particularly use-
ful for checking whether formal specifications refer to the appropriate elements
and to avoid similar names (e.g. dieselGenerator and diesel_generator).

The analyst might enrich the object model by explicitly defining elements.
Tables 8.8, 8.9 and 8.10 provide the attributes for declaring entities, associations
and given types.

Entity and association attributes. An entity or association attribute is com-
posed of an attribute identifier and a given type. A given type is a base type,
such as Boolean or String, or a domain-specific type such as MotorStatus. The
latter are declared using the type keyword. Code 8.11 shows an example of
attribute declaration.
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Attribute Used for Accepted value
name Name String
definition Definition String
formalspec Formal specification ~ Formal specification
An identifier followed by a colon (:) and an
argument Formal arguments . .
identifier
Table 8.7 Attributes for predicate declaration
Attribute Used for Accepted value
name Name String
definition Definition String
type Entity type software, environment or shared
isa Inheritance Identifier
attribute Attribute An 1dent1ﬁe.r optl.onally followed by a colon
(:) and an identifier
Table 8.8 Attributes for entity declaration
Attribute Used for Accepted value
name Name String
definition Definition String
attribute Attribute An 1dent1ﬁe.r opt1.ona11y followed by a colon
(:) and an identifier
link Linked entity An identifier
Table 8.9  Attributes for association declaration
Attribute Used for Accepted value
name Name String
definition Definition String
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declare entity [ dieselGenerator ]
name "DieselGenerator"
attribute Started: bool

end

Code 8.11 Declaration of the entity DieselGenerator.

declare association [ generator_valves ]
name "GeneratorValves"
link [1] dieselGenerator
link [1,N] electroValve

end

Code 8.12 Declaration of the association GeneratorValves.

Linking associations and entities. Entities are connected to other entities
through associations. The attribute 1ink declares the association connecting
entities, optionally with corresponding multiplicities [Lam09]. Code 8.12 pro-
vides an example with an association linking the entities DieselGenerator and
ElectroValve. In the association, there is at most one diesel generator, but one
or more corresponding valve(s).

Experts and calibration variables

To support the techniques presented in Chapter 6, the declaration language
was extended to explicitly declare experts and calibration variables. Experts
are declared using the keyword expert followed by their unique identifier.
Calibration variables are declared using the keyword calibration followed
by their unique identifier. Code 8.13 declares two experts and one calibration
variable. Tables 8.11 and 8.12 describes the attributes availables.

For a calibration variable, the reference value is declared using the esr
attribute without declaring an expert. The estimates by experts are declared
using the esr attribute with the corresponding expert between square brackets.
When declaring the estimated satisfaction rate by an expert in an obstacle, the
expert is also declared in square brackets (see Code 8.14).
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declare expert [ expertl ] name "Expert 1" end
declare expert [ expert2 ] name "Expert 2" end

declare calibration [ calibrationl ]
name "Push Button Broken"
esr 4.37Y%
esr[expertl] quantile[3.812%, 4.285%, 4.759%]
esr[expert2] quantile[3.961%, 4.453%, 4.945%]

end

Code 8.13 Declaration of the association GeneratorValves.
Attribute Used for Accepted value
name Name String

Table 8.11  Attributes for expert declaration

Additional features

In addition to the constructs presented before, it is possible to define custom
attributes, split the model into different files, and declare model managment
attributes such as the title of the model, the version, and the authors. Utilities
are also available to help analysts writing declarations.

Custom attributes. All elements can have extra attributes not declared by the
grammar. These custom attributes must start with $. Such extensions proved
usefull to support specific tools without changing the grammar. For example,
Code 8.15 shows how activation and deactivation procedures are declared—our
runtime adaptation tool did not require changes to the declaration language.

Splitting the model into multiple files. It is easier to handle a large model
by splitting it into multiple files. Submodels can be imported using import
followed by the path to the submodel. Adding attributes to an element already
declared facilitates the splitting into multiple files. The element is ‘declared’
using the keyword override, in place of declare, to add an attribute. This
proved useful to split goals in a specific file and obstacles in another one while
declaring the obstructions in the file with the obstacle declarations. Code 8.16
shows an example of such usage.
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Attribute Used for Accepted value

name Name String

definition Definition String

osr Estimated Satisfac- Number, probability distribution or percent-
tion Rate age

Table 8.12  Attributes for declaration of calibration variables.

declare obstacle [ power_cable_failure ]
name "Power Cabling Failure"
esr[expertl] quantile[0.015,0.01752,0.02]
esr[expert2] quantile[0.001,0.002,0.003]
end

Code 8.14 Declaration of the association GeneratorValves.

Model attributes. Code 8.17 shows how the title, the authors and the version
of the considered goal model can be declared.

Utilities. A Checker tool is available for checking the correct syntax and provid-
ing statistics for the model. For example, this tool may produce the following:

$ mono Checker.exe model.kaos
Goals: 20

Root goals: 1

Leaf goals: 14

Goal refinements: 6

Obstacles: 16

Root obstacles: 6

Leaf obstacles: 12
Obstacle refinements: 11

Resolutions: 10

Generated goal exceptions: 9 (distributed over 3 goals)
Generated provided assumption: 23 (distributed over 6 goals)
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declare goal [ speed_acquired_by_camera ]
name "Achieve [SpeedAcquiredEvery5SecondsByCamera]"
refinedby images_acquired,
tracers_identified,
speed_acquired_from_tracers
$ondeploy "DeployCamera"
$onwithold "DeployUltrasound"
end

Code 8.15 Declaration of the association GeneratorValves.

# In the file 'goal.kaos'

declare goal [ manual_opening_of_valve ]
name "Achieve [Valve Opened When Unavailable Due To Maintenance]"
assignedto operator

end

import "obstacle.kaos"

# In the file 'obstacle.kaos'

override goal [ manual_opening_of_valve ]
obstructedby manual_opening_valve_failure

end

declare obstacle [ manual_opening_valve_failure ]
name "Valve Not Opened When Valve Control Not Unavailable"
probability 0.0001

end

Code 8.16 Splitting model declaration accross multiple files.

The tool OmnigraffleExport generates goal and obstacle diagrams correspond-
ing to the graphical syntax of the model provided in textual format. The analyst
can edit the generated diagrams using OmniGraffle [Ols10]. This tool was used
to produce all goal and obstacle diagrams presented in the thesis. Last, a bundle
is available for the TextMate text editor [Graoy] to provide syntax highlighting.
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@title "Spent Fuel Pool"
Qauthor "Antoine Cailliau, Axel van Lamsweerde"
Qversion "0.1"

Code 8.17 Model attributes.

L -{ ExpertCombination || Core |« Parsing

I Propagators |« ah ’\—f\—\
[

CriticalObstacles Integrators («— Optimizers

o L7

| LTLSharp :4-— Monitoring

Figure 8.1 KAOSTools Architecture.

8.2 KAOSTools: Architecture

Figure 8.1 shows the architecture of the KAOSTools tool suite. Boxes refer to
libraries, dashed boxes to external libraries. The latter were developed to support
KAOSTools and might be used outside the framework. Arrows indicate USE
links [Med1o]. The architectural modules are briefly described below.

Core. This package contains all classes representing the probabilistic goals,
domain properties, obstacles, and so forth. It mainly supports the techniques in
Chapter 3 together with other libraries through helpers for selecting, modifying,
and creating KAOS model elements.

Parsing. This package contains all the classes related to the parsing of the
KAOSTools declaration language. On parsing, a model is built in memory
using the helpers provided in Core.

Propagators. This package implements the techniques presented in Chapter 4.
The classes there implement both the Pattern-based and BDD-based computa-
tions. The package also supports the computation of satisfaction rates with their
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uncertainty margins. This library relies on BDDSharp to support the BDD-based
computation. BDDSharp is a freely available library to create and manipulate
Reduced Order Binary Decision Diagrams (ROBDDs) in C# [Cai17d]. The ease
of deployment and the availability on multiple OSes motivated the creation of
the library; If needed, more efficient BDD libraries can replace BDDSharp in the
KAOSTools suite.

CriticalObstacles. This package implements the techniques presented in Chap-
ter 4 to highlight most critical obstacles. This package also supports such high-
lighting taking uncertainty margins into account as presented in Chapter 6. This
library also generates violation diagrams.

Integrators. This package implements the techniques presented in Chapter 5
for integration of countermeasures. The package supports both hard integration
that modifies the goal/obstacle model, and soft integration using the constructs
presented in Section 5.4.3.

Optimizers. This package implements the techniques presented in Chapter 5
for selection of most appropriate countermeasures. Single-value and multi-
value leaf obstacle estimates are both supported.

ExpertCombination. This package implements the techniques presented in
Chapter 6. It supports the combination of multiple experts estimates using
both Cook’s and Mendel-Sheridan’s techniques. This library relies on Exper-
tOpinionSharp to combine expert opinions. The latter was developed specifically
for combining expert estimates using calibration variables as a separate library
[Cai1ye]; other approaches can thereby reuse these combination techniques.

Monitoring. This package supports the techniques presented in Chapter 7.
The library relies on LTLSharp for the generation and update of L7 L3 monitors.
LTLSharp is a library that provides model checking algorithms, algorithms for
building Buchi automata, and LT L3 monitors for C# libraries and applications
[Cai1yf].
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8.3 KAOSTools: Tool suite

In addition to the various libraries developed to support our techniques, a
series of command-line tools enables the analyst to run the techniques on their
goal/obstacle models. This section briefly describes the tools. More detailed
descriptions are available through the option --help to the command-line
tools.

Utils.Propagator. This tool computes the satisfaction rate of the input high-
level goals.

$ mono Propagator.exe --root=make_up_water_provided model.kaos
Achieve [Make Up Water Provided When Loss Of Cooling]: 80.31 7%

Utils.UncertaintyPropagator. This tool computes the satisfaction uncertainty
and violation uncertainty for the input high-level goals.

$ mono UncertaintyPropagator.exe --root=make_up_water_provided \
model-uncertainty.kaos
Achieve [Make Up Water Provided When Loss 0f Cooling]:
Mean: 78.67 %
Required Satisfaction Rate: 80.00 %
Violation Uncertainty: 71.80 %
Uncertainty Spread: 0.02694

Utils.ViolationDiagram. This tool generates the data for violation diagrams
and violation diagrams with uncertainty. The latter ones can then be generated
using R [Teaoo].

Utils.CMIntegrator. This tool provides an interactive console for integrating
countermeasures into an original goal model. The latter can then be exported.

$ mono CMIntegrator.exe model.kaos

> resolve pump_failure

[0] Achieve [Cooling System Repaired]

[1] Achieve [Redundant Pump Motor On When Primary Pump Failure]
Select the countermeasure goal to integrate: O

> export model_with_countermeasure.kaos

Utils.CMSelector. This tool returns a list of most appropriate countermeasures.
Utils.CMSelectorUncertainty returns a list of most appropriate countermea-
sures when leaf obstacles are estimated together with their uncertainty margins.
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$ mono CMSelectorUncertainty.exe --root=make_up_water_provided \
model-uncertainty.kaos

Violation Uncertainty without countermeasures: 71.80%

Uncertainty Spread without countermeasures: 0.02694

Required Satisfaction Rate: 80.00%

Minimal cost to guarantee RSR: 1

Optimal selections (2):

* [OptimalSelection: Resolutions={cooling_system_repaired},
Cost=1,
ViolationUncertainty=0,
UncertaintySpread=0]

* [OptimalSelection: Resolutions={redundant_pump_started},
Cost=1,
ViolationUncertainty=0,
UncertaintySpread=0]

--— Statistics --—-

Number of countermeasure goals: 6

Number of possible selections: 63

Number of safe selections: 48

Number of tested selections (for minimal cost): 63
Number of tested selections (for optimal selection): 6
Maximal safe cost: 6

Time to compute minimal cost: 00:00:00.3229049

Time to compute optimal selections: 00:00:00.3229049

Summary

Utils.Monitor. This tool runs the monitoring of probabilistic obstacles, selects
more appropriate countermeasures and triggers the activation/deactivation
procedure to be applied. Section 9.3.3 provides concrete details about the moni-

toring infrastructure in action on a case study.

8.4 Summary

This chapter briefly presented the tool suite supporting the techniques discussed

in the previous chapters. The tools accept a textual declaration of the goal/ob-
stacle model as input. The modular architecture of KAOSTools enables new
techniques to be implemented and integrated while leveraging the existing ones.

The tools presented in this chapter were used to generate all diagrams, charts,
and computation results provided in the various examples throughout the thesis.
These were also used to evaluate our techniques, as presented in the next chapter.
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Evaluation

This chapter illustrates the techniques proposed in the previous chapters while
showing them in action on real case-studies of significant size. Our techniques
are evaluated according to five hierarchical criteria. Each criterion is a prerequi-
site for the next [Dam14; Let14]. The criteria are the following:

. Correctness: Are the proposed techniques correct with regard to their
specifications?
o Performance and Scalability: Are the techniques efficient for realistically-

sized problems?

. Applicability: Are the techniques applicable to real-world problems?

. Utility: Are the techniques solving a real problem?
o Usability: Are the techniques usable by risk analysts and requirements
engineers?

These criteria here refer to the techniques presented in the thesis, namely:
o the propagation procedures as seen in Section 4.2.1 and Section 4.2.2;

. the procedure for identifying critical obstacles as seen in Section 4.3 and
Section 6.2.3;

° the selection of most appropriate countermeasures as seen in Section 5.3;

. the integration of countermeasures into the goal model as seen in Sec-
tion 5.4;
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o the assessment of leaf obstacles together with uncertainty margins as seen
in Section 6.2;

. the runtime monitoring of probabilistic obstacles as seen in Section 7.4.

As for applicability, the case studies considered for application are real, mis-
sion-critical systems with non-trivial requirements and significant risks that
could prevent their correct operation. They includes a Car Pooling System, an
industrial Yoke Lifting System, and an Ambulance Dispatch System.

The chapter is structured as follows. Section 9.1 discusses the correctness
of our techniques. Section 9.2 briefly presents the complexities and the perfor-
mance of the proposed approach. Section 9.3 describes the three case-studies,
evaluates the applied techniques regarding their specific objectives, and briefly
discusses the applicability of the techniques. Section 9.4 discusses the extent
to which our techniques solve a real problem. Section 9.5 shows how our tech-
niques are usable by risk analysts and requirements engineers.

9.1 Correctness

This section shows that the techniques proposed in Chapters 4-7 meet their
specification.

In particular, the propagation procedures in Chapter 4 compute ‘safe’ esti-
mates, that is, lower bound estimates. Otherwise, the computed goal satisfaction
rates might overestimate the actual one. As a consequence, the goal would be
stated to meet its required satisfaction rate even if does not.

Proposition 9.1. In a model with complete, consistent, and minimal goal re-
finements and with domain-complete obstacle refinements, the satisfaction rate
of the considered high-level goals is greater or equal to the computed satisfaction
rate computed by the propagation procedures in Chapter 4.

Proof.  (Ab absurdum.) Assume a high-level goal and its lowest descendant G
whose actual satisfaction rate is lower than the computed satisfaction rate. The
latter goal is either refined or is leaf goal.
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. If goal G is refined, its subgoals have an actual satisfaction rate greater
or equal to their respective computed satisfaction rate. If not, G is not
the lowest descendant as there exists a subgoal with an actual satisfaction
rate lower than its respective computed satisfaction rate.

—  Inthe pattern-based computation, the satisfaction rate is computed
using a specific propagation equation. Assuming that the satisfac-
tion rates for the subgoals are correct, if the estimated satisfaction
rate is lower than the computed satisfaction rate, then at least a
term in the generic propagation equation was not taken into ac-
count; the appropriate specific propagation equation was therefore
not applied.

— In the BDD-based computation, the satisfaction rate would be
lower than the computed one if and only if the obstruction super-
sets include fewer obstacles; however, by construction, all obstacles
are included; there is no unidentified obstacles as the model is
assumed to be domain-complete.

. If goal G is a leaf goal, its satisfaction rate is lower than the estimated
one. The actual satisfaction rate of the root obstacle is then higher than
the computed satisfaction rate. However, the computed satisfaction rate
of the root obstacle might be higher than the actual one if and only if
obstacles are missing. If obstacles are missing the model is not domain-
complete. O

Proposition 9.2. The obstacles returned by the critical obstacle identification
procedure cause a loss of satisfaction for the specified goal.

Proof. By definition of violation severity (Definition 3.11), obstacles with a
positive violation severity cause a loss in the computed satisfaction rate of the
high-level goal. The critical obstacle identification procedure presented in Sec-
tion 4.3 returns all obstacles with positive violation severity. a

Proposition 9.3. Any countermeasure not returned by the procedure for selec-
tion most appropriate countermeasures costs more or would result in a lower
computed satisfaction rate of the considered high-level goal.

167



Correctness

Proof. If a countermeasure not returned by the procedure would cost less, its
cost would be lower than the minimal one returned by the first optimization
discussed in Section 5.3. The minimal cost is therefore not minimal. If this
countermeasure would result in a higher computed satisfaction rate of the con-
sidered high-level goal, the second optimization would not return the highest
solution. a

Proposition9.4. The integration of a countermeasure in a complete, consistent
and minimal model produces a complete, consistent and minimal model.

Proof.  This is trivially enforced by the correctness preservation property, as seen
in Section 5.4. O

As for our propagation techniques, we want the monitored satisfaction rate
to be ‘safe’, that is, the monitored satisfaction rate of the leaf obstacles must be an
upper bound. Otherwise, the monitored satisfaction rate might underestimate
the actual satisfaction rate, while would lead to unsafe conclusions.

Proposition 9.5. For a given state decomposition, the monitored satisfaction
rate of a leaf obstacle is lower or equal to the actual satisfaction rate obtained by
the monitoring procedure in Section 7.3.

Proof.  (Ab absurdum.) By definition, the monitored satisfaction rate of the for-
mula ¢(C'A©OC) is the highest state probability to satisfy the obstacle condition
C AOOC. If the actual satisfaction rate of a leaf obstacle is greater than the mon-
itored satisfaction rate, there is a state probability greater than the monitored
statisfaction rate; the monitored satisfaction rate is therefore not the highest
state probability. O

Note. As seen in Section 7.3, the monitoring procedure relies on observed
states. However, the same system might be observed with a different state
decomposition. The latter may impact state probabilities. For example, consider
the flooding system, and assume two states River High and RiverLow. Both
have a state probability to satisfy the obstacle Dusty Environment, say pj,;,, and
Plow- A decomposition with more states or with fewer states changes the values
of state probabilities; this impacts the monitored satisfaction rate of obstacles
and goals.
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Consider a decomposition with one state RiverLowHigh instead of two. As a
decomposition forms a partition over all possible states, this single state is a com-
bination of the two states in the previous decomposition. The state probability
Plow/high for the single state is a combination of the two state probabilities:

Plow/high = thigh X Phigh F tow X Plows

where t;,; 5, and t;,,, represent the fraction of time spent in the corresponding
state, respectively. However, given that the system might be in one of the two
states but cannot be in both states, ¢}, + 5, = 1. No combination of the
probabilities pj,;,;, and p;,,, can be higher than py;,, or p;,,,. The state prob-
ability p;o./nign for the single state is therefore at least smaller than the state
probabilities for the two states, i.e.,

Plow/high < Phigh Plow/high < Diow-

Instead of a single state, consider now a decomposition with three states. Revers-
ing the above reasoning, it is possible that one of the states in this decomposition
has a state probability higher than the state probabilities pj,;4y, O pjo,,- The sat-
isfaction rate of the leaf goal would then be higher, leading our technique to
underestimate the satisfaction rate of an obstacle. This limitation calls for a
finer-grained analysis of monitored satisfaction rates.

9.2 Performance and scalability

This section discusses the theoretical complexity of our techniques together
with their performance in realistic problems.

Propagation procedures. The Pattern-based computation performs at most g+o
computations where g is the number of goals and o the number of obstacles.
The complexity of this procedure is therefore O(g + o).

The BDD-based computation performs at most r, + oy, +r, BDD operations
where 74 is the number of goal refinements, oy, is the number of obstructions, and
r, is the number of obstacle refinements. The complexity of a BDD operation
is linear in the size of the combined BDDs [Mei12]. However, the size of the
BDDs might be exponential in the number of variables [Mei12]. The size of our
BDDs is O(2°), where o is the number of obstacles. Computing the satisfaction
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rate of an obstruction superset is linear in the number of nodes of the BDD.
Therefore, the complexity of the BDD-based computation is bounded by O((r, +
op, +1,) X 2° + 2°). In practice, however, BDDs often have a much smaller size
than 0(2°). Given the specific structure of the encoded formula, we may expect
tighter bounds on the size of the BDD.

In practice, the computation cost of the satisfaction rate of the considered
high-level goals is often small. For example, computing the satisfaction rate of
the high-level goal in the Ambulance Dispatch System and in the Car Pooling
System discussed in Sections 9.3.3 and 9.3.1 hereafter took less than a second.
The timing includes the time to start the .NET virtual machine, read, and parse
the model. As seen in Section 4.2.3, the time to compute the satisfaction rates of
high-level goals on large, randomly generated goal/obstacle models is small. As
a recall, on models with 10.000 goals and 10.000 obstacles, it takes 13 seconds
for the Pattern-based computation and 18 seconds for the BDD-based computa-
tion (including 5 milliseconds for computing the probability of an obstruction
superset.)

When computing satisfaction rates with their uncertainty margins, the prop-
agation procedure is repeated. The complexity of the repeated procedure is
bounded by O(n x 2°) where n is the number of samples computed. In practice,
a value such as n = 1,000, 000 provides sufficiently accurate satisfaction rates
in less than 5 seconds for the Ambulance Dispatching System in Sections 9.3.3.
Note that on a model with 10.000 goals and 10.000 obstacles, it would take about
1 h 20 m; this would call for specific techniques to be developed event though
such model size appears questionable in practice.

Identification of critical obstacles. To identify likely and critical obstacles, the
procedure in Section 4.3 generates all combinations of size 1, then 2, etc. The
complexity for such identification of obstacle combinations of size i is O(o'),
where o is the number of obstacles.

In practice, the identification of the critical obstacles and pairs of obstacles
for the Car Pooling System in Section 9.3.1 took about a second. The identi-
fication of critical triplets took about 3 seconds whereas the identification of
4-tuples took 30 seconds. Similar times were observed for the running example,
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the Ambulance Dispatch System in Section 9.3.3 and the C230 Yoke Lifting
System in Section 9.3.2. Again, these timing indications includes the time to
start the .NET virtual machine, and read and parse the models.

Selection of most appropriate countermeasures. The selection of most appro-
priate countermeasure solves two combinatorial optimization problems, as seen
in Section 5.3. The complexity of solving these problems is bounded by 0(2°)
where c is the number of countermeasures. As discussed in Section 5.3, future
improvements are expected to reduce the computation effort.

In practice, selecting most appropriate countermeasures for the Ambulance
Dispatching System in Section 9.3.3 took about 2 minutes.

Integration of countermeasures. Countermeasure integration using the con-
structs presented in Section 5.4.3 is in O(1). However, changes may need to be

propagated in the goal/obstacle model; this requires, in the worst case, O(g + o)

Provided annotations.

In practice, the time to integrate all countermeasures in the Ambulance
Dispatching System Section 9.3.3 or in the running example took less than a
second.

Runtime monitoring of probabilistic obstacles. As discussed in Section 7.3.2,
the building of the monitors is in (22") where n is the size of the formula
[Bau11]. The complexity of updating all monitors at runtime is O(n) where n is
the number of virtual monitors.

As suggested by the Ambulance Dispatch System case study in Section 9.3.3
and the Flooding System in Section 7.2 the approach appears to be applicable in
practice. For the former, building the required monitors takes about 10 seconds.
Updating the monitors at runtime takes less than 50 ms, which allows moni-
toring to occur every second without any problem. The monitoring overhead
appears very small and could be balanced on different computers.

9.3 Applicability

This section shows our proposed techniques in action in realistic situations. It
describes three case-studies and the application of our techniques.
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The first case study, a Car Pooling System (CPS), was chosen to evalu-
ate the applicability of the proposed obstacle assessment techniques as
seen in Chapter 4. An existing goal and obstacle models with a large
number of obstacles calls for our obstacle prioritization techniques. (See
Section 9.3.1.)

The second case study evaluates the application of the obstacle assessment
techniques presented in Chapter 4 in an industrial setting. Our tech-
niques were applied to an industrial yoke lifting system from a leading
medical technology company and compared to a risk analysis previously
performed by engineers of the company. (See Section 9.3.2.)

Last, the techniques proposed in Chapter 4 to 7 are applied to a bench-
mark commonly used for evaluating obstacle analysis techniques [Alr12;
Alr16; Fing6; Lamoo; Leto2] and other techniques such as self-adaptation
[Sou12]. This case study, an Ambulance Dispatching System (ADS), was
chosen for the availability of existing goal and obstacles models, domain
experts, and for the experience of the author in this type of systems. (See
Section 9.3.3.)

9.3.1 A car pooling system

The techniques presented in Chapter 4 were evaluated on a first case study
of a car pooling system. This section focuses on evaluating the techniques in
Section 4.3 for determining the likely and critical obstacles. The system is briefly
described as follows.

The system should act as a marketplace for drivers to offer empty seats in
real time and for travellers to use them under agreed conditions. A driver
is matched in real time with anyone searching for a ride along a common
route. Effective carpooling may critically depend on marketplace size; the
system should therefore be attractive to drivers, in particular by not over-
constraining them. Drivers are assumed to have a GPS-based navigation
device and a PDA/iPhone-like touch screen.
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A more detailed description of the system can be found in [Dam1o].

Goal and Obstacle model. The goal model for this system contains 44 goals with
2 root goals refined through 20 refinements leading to 24 leaf goals. The obstacle
model contains 109 obstacles with 12 root obstacles and 69 leaf obstacles. The
model contains 108 obstacle refinements. The complete model is found in
Section A.2.

The root goals are Achieve [Ride Need Eventually Served] and Achieve [Ride
Proposal Eventually Served]. Both have a required satisfaction rate of 95%.

Goal Achieve [Ride Need Eventually Served]
Def Passengers that want to go to a destination shall arrive at that destina-
tion within the specified time constraints.
RSR 95%

Goal Achieve [Ride Proposal Eventually Served]
Def Rides proposed by drivers shall be fulfilled within time constraints. A
ride is fulfilled if the driver did not travel alone.
RSR 95%

The goal Achieve [Ride Need Eventually Served] is refined through 3 subgoals
whereas Achieve [Ride Proposal Eventually Served] is refined through two subgoals;
both refinements follow the milestone-driven refinement pattern. Figure 9.1 and
Figure 9.2 show the corresponding goal model fragments. The non-assigned
goals are refined in turn using a variety of refinement patterns [Lamog] until
all goals are assigned to single agents. The system includes 3 agents: ,

and

The root obstacles were generated by negating the leaf goals from the goal
model. For example, the goal Maintain [Ride Offer Accurate] is obstructed by the
obstacle Ride Offer Not Accurate:

Goal Maintain [Ride Offer Accurate]
Def Ride offers proposed by the drivers shall always be as accurate as possi-
ble.
Obstacle Ride Offer Not Accurate
Def A ride offer encoded in the system does not accurately correspond to a
ride proposal in the real world.
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Achieve [Ride Need

Eventually Served]
Achieve [Ride Request Achieve [Passenger At Destination
Encoded For Ride Need] When Adequate Pair Found]

( Passenger >—C5/ Achieve [Adequate Pair Found/ 4 / Achieve [Passenger At /

When Ride Request Encoded] Destination When Ride Planned]

T~

Achieve [Ride Planned When/

Based On Accurate Offer] Adequate Pair Found]

/ Achieve [Adequate Pair Found

Maintain [Ride
Offer Accurate]

Driver O

Figure 9.1 Goal model fragment for the Car Pooling System.
Achieve [Ride Proposal
Eventually Served]
Achieve [Ride Offer Achieve [Adequate Pair Found
Encoded For Ride Proposal] When Ride Offer Encoded]

/ Maintain [Ride /3/Achieve[AdequatePairFound/

Request Accurate] Based On Accurate Offer]

Figure 9.2 Goal model fragment for the Car Pooling System.

These obstacles are recursively refined until the satisfaction rate of the leaf
obstacles can be estimated by experts using available techniques [Lamog]. Fig-
ure 9.3 shows a fragment of the obstacle model.

Obstacle assessment. The 69 leaf obstacles were then annotated with estimates
of their satisfaction rate. As they are grounded on the domain, such estimates
can be elicited from users’ experience or from statistical data. As the system pro-
vides specific features for ride evaluation by riders, the evaluation questionnaire
might be designed for non-positive evaluations to reflect the obstacle model so
as to acquire relevant data.

174



Evaluation

Maintain [Ride
Offer Accurate]

Driver O

Rlde Offer Not Accurate

\Rlde Offer Outdated\—o/ $ Fake Ride Offer

Rlde Offer Mlsencoded

\Departure Date/Time Mlsencoded\Vﬂ %QO—\Amval Point Mlsencoded\

\Arrival Date/Time Misencoded\\Departure Point Misencoded\

Figure 9.3 Obstacle model fragment for the Car Pooling System.

Table 9.1 provides leaf obstacle estimates based on personal carpooling ex-
perience by colleagues and us. These estimates should be refined from statistical
data when available. For example, for the obstacle Drop Point Inaccessible By
Car 5 behaviors at least were estimated to satisfy the obstacle condition out of
1,000 possible behaviors, the satisfaction rate of this leaf obstacle is therefore
estimated to be .5%.

Global impact analysis. The propagation of the estimated satisfaction rates
from the leaf obstacles to the root obstacles, then from the root obstacles to the
leaf goals, and then from the leaf goals to the root goals yields the satisfaction
rate of the two high-level goals. Using the BDD-based and the pattern-based
procedure in Section 4.2.2, the satisfaction rate of Achieve [Ride Need Eventually
Served)] is found to be only only 37.28%. The satisfaction rate of the goal Achieve
[Ride Proposal Eventually Served] is 81.02%.

The satisfaction rate of the high-level goal Achieve [Ride Need Eventually
Served] means that the probability of serving a ride request is only about 40%
if all leaf obstacles were correctly estimated and no countermeasures to likely
problems are provided; there would thus be approximately 2 chances out of 5
to serve a ride request. This is far from the RSR of 95% prescribed on this main
goal.
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Obstacle SatRate Obstacle SatRate
Fake Ride Offer 0.1%  Ride Offer Outdated 1.0%
Fake Ride Request 0.1%  Ride Request Out-dated 1.0%
Departure Date/Time Miscoded 0.9%  Departure Point Miscoded 1.5%
Arrival Date/Time Miscoded 0.9%  Arrival Point Miscoded 1.5%
No Request Matching For That Time 2.0%  No Request Matching For That Position 1.0%
No Offer Matching For That Time 2.0%  No Offer Matching For That Position 1.0%
Ride Offer Cancelled And Ride List Proposed 2.0%  Request Cancelled And Ride List Proposed 2.0%
Ride List Not Convenient 1.0%  Ride Offer Modified 1.0%
Ride Request Modified 1.0%  Ride Offer Cancelled And Selected 1.0%
Ride Request Cancelled And Selected 1.0%  Ride Offer Cancelled And Elected 1.0%
Ride Request Cancelled And Elected 1.0%  No Pickup Point Near Departure Point 0.5%
PDOeit;)tur Too Important For Reaching Pickup 1.0%  No Pickup Point Accessible To Driver 0.5%
No Pickup Point Accessible To Passenger 0.5%  No Drop Point Near Destination 1.0%
No Drop Point Accessible To Passenger 0.5%  No Drop Point Accessible To Driver 0.5%
Detour Too Important For Reaching Drop 0 Pickup Time Incompatible With Road And 0
Point 0-5% Pickup Point 0-5%
Pickup Time Incompatible With Other Pickups 0.5%  Journey Longer Than Proposed Time 0.5%
E;OIE Time Incompatible With Road And Drop 0.5%  Drop Time Incompatible With Other Pickups  0.5%
Wrong Contact Information 7.0%  Failed Communication 3.0%
Ride Offer Cancelled And Instructions Sent 1.5%  Ride Request Cancelled And Instructions Sent  1.5%
Instruction In Wrong Language 0.5%  Printing Failed 1.0%
Ride Offer Cancelled Last Minute 3.0%  Ride Request Cancelled Last Minute 2.0%
Too Many Luggage 0.5%  Too Many Riders 0.5%
Not Enough Seats 0.5%  Riders Do Not Recognize 1.0%
Location Imprecise 2.0%  Passenger Late At Pickup Point 6.0%
Driver Late At Pickup Point 2.0% Ric.le Request Cancelled And Driver At Pickup L.o%
Point
Driver GPS Broken Down 20.0%  Passenger Forgot 1.0%
Driver Forgot 2.0%  Passenger Get Lost 2.0%
Ride Offer Cancelled And Passenger At Pickup Driver Get Lost At PickupPoint When GPS
Point 9% Broken 30.0%
Instructions Not Received In Time 2.0%  Pickup Point Not Reachable To Passenger 0.5%
Pickup Point Not Reachable To Driver 0.5%  Pickup Point Confused 1.0%
Instructions Not Clear 0.5%  Other Passenger Late 0.5%
Detour On Planned Road 1.5%  Stuck In Traffic Jams 10.0%
Wrong instructions Sent 0.1%  Car Broken Down 0.5%
Driver Get Lost To Drop Point When GPS Bro- 20.0%  Drop Point Inaccessible By Car 0.5%
ken Down
Drop Point Confused 1.0%

Table 9.1
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Given the low goal’s satisfaction rates obtained by propagating leaf obstacle
estimates, likely and critical obstacles need be resolved. Due to a large number
of leaf obstacles (68), we need to prioritize them so that we focus our resolutions
on most critical ones.

Local impact analysis. To complement our global analysis, we may therefore
consider one single leaf obstacle at a time, setting the satisfaction rates of all
the other leaf obstacles to 0. By up-propagation of these satisfaction rates, we
obtain the violation severity for the root goal. Among the 68 single leaf obstacles,
only three revealed to cause a severe violation, as Table 9.2 depicts. Our two
propagation procedures both provide the same results.

Violation
Obstacle SatRate .
Severity
Stuck In Traffic Jams 10% 5%
Wrong Contact Information 7% 2%
Passenger Late At Pickup Point 6% 1%

Tableg.2 Ciritical obstacles for the Car Pooling System.

5% -
Stuck In Traffic Jams

>
£
=
[
>
&
c Wrong Contact Information
o
E 2% .
o a A
< Passenger Late At Pickup Point
1% °
SV =0%
RSR = ESR
1 1 1 1
S° & A° s°

Combination Likelihood

Figure 9.4 Violation Diagram for the Car Pooling System with single obstacle.

As seen in Table 9.2, the leaf obstacle Stuck In Traffic Jams, with an estimated
satisfaction rate of 10%, causes a violation severity of 5% for the root goal. This
means that only 90% of requested rides would then be served. The leaf obstacle
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Wrong Contact Information, with an estimated satisfaction rate of 7%, causes a
violation severity of 2% for the root goal. The leaf obstacle Passenger Late At
Pickup Point, with an estimated satisfaction rate of 6%, yields a violation severity
of 1% with respect to the root goal’s prescribed RSR of 95%. Figure 9.4 shows
the violation diagrams for these obstacles.

A similar table and violation diagram can be generated for the second root
goal Achieve [Ride Proposal Eventually Served]. However, no obstacle alone is
sufficient here for dropping the satisfaction rate below the required satisfaction
rate.

After having found the single leaf obstacles that are critical, we need to turn
our attention to the critical obstacle pairs. Assuming the preceding critical
singletons are selected for resolution, the critical pairs should not redundantly
include them. Using the brute-force approach discussed in Section 4.3, we
found 206 pairs of leaf obstacles that are critical with respect to the root goal
out of the 2415 generated pairs in less than a second. Among those 206 pairs, 2
do not include any of the critical singletons in Table 9.2. The most critical pairs
among these are shown in Table 9.3. Together with the critical singletons, they
are the ones having higher priority for resolution. Once resolved, if the required
satisfaction rate of the high-level goals is not yet reached, triple combinations
excluding the preceding critical singletons and pairs could reveal more critical
obstacle combinations.

Obstacles SatRate Vlolatfon
Severity
Ride Offer Cancelled Last Minute, Failed Communication 0.09% 0.91%
Driver Get Lost To Pickup Point When GPS Broken, 6.00% Lo00%
Driver GPS Broken Down R SRR

Table 9.3 Ciritical pairs of obstacle for the Car Pooling System.

Note that the ranking of leaf obstacles by their satisfaction rate is not the same
as their ranking by the resulting violation severity for the root goal. The obstacle
pair {Ride Offer Cancelled Last Minute, Failed Communication} has a lower satisfac-
tion rate compared to the pair {Driver Get Lost To Pickup Point When GPS Broken,
Driver GPS Broken Down} even though their violation severities are close to each
other.
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Discussion. Our global impact analysis revealed that the original model is not
compliant with our probabilistic requirement of serving 95% of encoded ride
requests. Prioritization was required to handle the large number of leaf obstacles
obtained. Our local impact analysis revealed critical single obstacles and critical
obstacle pairs to be resolved first in the next phase of risk control.

Some of the leaf obstacles appeared more critical than others, even if they
have a small satisfaction rate, especially combined with other obstacles. For
example, the obstacle Ride Request Cancelled And Ride List Proposed, with a sat-
isfaction rate of 0.02, was seen to potentially obstruct the leaf goals Achieve
[Suggestions Selected When Proposed by Passenger] and Achieve [Suggestions Se-
lected When Proposed by Driver]. Even if its estimated satisfaction rate is low, the
obstacle may be critical.

Leaf obstacles with lower satisfaction rate may thus be more critical than
ones with a higher satisfaction rate. When they obstruct more goals, an increase
in their satisfaction rate may have a major impact on high-level goals’ satisfaction
rate.

Critical combinations with one or two leaf obstacles appeared to include
most of the critical obstacles. Combinations with more obstacles were often
supersets of those critical combinations. The resolution of critical singletons
and pairs is therefore expected to substantially reduce the number of critical
combinations of a larger size.

In short, the large number of obstacles made it quite difficult to identify
most critical obstacles to be considered first for resolution. The prioritized list
of obstacles produced by our technique helped significantly in that direction.

Most likely and critical obstacles should be resolved next; this case study
focused on evaluation the techniques for obstacle assessment. The techniques
for obstacle control are evaluated in Section 9.3.3 on a different case study.

9.3.2 The IBA yoke lifting system

We applied the techniques from Chapter 4 to a second case study. This section
focuses on evaluating the applicability of the techniques for obstacle assessment
in an industrial setting.
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This second case study is an industrial system in the medical domain. IBA
is a medical technology company based in Louvain-la-Neuve (BE), founded in
1986, and active in the field of proton therapy. IBA is currently the world leader
in proton therapy solutions for cancer treatment [Lin11]. Among their products,
cyclotrons accelerate particles using a high-frequency alternating voltage applied
between electrodes inside a vacuum chamber. A two-part yoke encloses the
necessary equipment; yoke refers to the pieces sustaining the distance between
the electrodes, as seen in grey in Figure 9.5. The upper part of the yoke can
be lifted to access the inside of the cyclotron for operation and maintenance
purposes. Given the weight (> 110 tons) and size of the upper yoke, the lifting
system is critical for operators safety. Figure 9.5 shows a IBA Cyclone 230°
cyclotron open (left) and closed (right), showing the yoke lifting system in
action.

Figure 9.5 IBA Cyclone 230° Cyclotron.

Our risk analysis focussed on the human safety aspects for the IBA Cyclotron
Service Engineers, named operators in the following, on the IBA C230 Yoke
Lifting System (C230-YLS).

The goal and obstacle models were built and analyzed in collaboration with
G. Gérard (IBA R&D Requirement Engineer) and P. Cailliau (IBA R&D C230
System Owner).

The purpose of the analysis was two-fold:

(a) Identifying potential failures, assessing their criticality and defining miti-
gations when required;
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(b)  Evaluating the proposed approach for obstacle assessment on this kind of
risk analysis.

A first risk analysis (FMECA) was available before building the goal/obstacle
models.

Building the goal and obstacle models. A generic goal model was built for hu-
man safety requirements based on an available document entitled Occupational
Injury and Illness Classification Manual [Stag2]. Our model contains 220 goals
with 47 refinements and 173 leaf goals. The model provides a set of detailed
safety requirements. Most of the goals in the model are Avoid goals such as
Avoid [Contact with hot objects or substances] or Avoid [Fall from moving vehicle or
mobile equipment]. These goals were directly mapped to categories of injuries
and illness from the available classification manual; this manual provides defin-
itions and appropriate examples. Figure 9.6 shows the refinement for the root
goal Avoid [Occupational Injury and Iliness].

Avoid [Occupational
Injury and lliness]
Avoid [Contact with
object and equipement]

Avoid [Falls]

Avoid [Assault and
violent acts]

Avoid [Fires and
explosion]

Avoid [Transportation Avoid [Bodily reaction
Accident] and exertion]
Avoid [Exposure to harmful
substances or environments]

Figure 9.6 The refinement of Avoid [Occupational Injury and Iliness].

The goal model was then specialized to identify the specific human safety re-
quirements for the C230-YLS. Thanks to the refinement structure, large parts of
the generic model were pruned. For instance, as no transport is involved in the
system, the goal Avoid [Transportation Accident] in Figure 9.6 could be removed
from the model together with its descendants. The high-level goal Avoid [Assault
and violent acts] was considered to be out of scope; this and its descendants were
removed too. Such pruning was applied recursively on the refinement structure,
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to eliminate goals that are either not relevant or out of scope. The resulting
specific goal model contains 22 goals refined through 9 goal refinements into
13 leaf goals. These are the specific human safety goals to be enforced by the
C230-YLS.

Obstacle analysis was anchored on those leaf goals. From the negation of
these leaf goals, obstacles unique to the C230-YLS were produced based on
prior experience, existing risk analysis and incident reports. Figure 9.7 shows
one of the obstacle trees. The obstacle model contains 43 obstacles and 28
obstacle refinements. Thanks to a systematic obstacle identification process,
we identified risks that were absent from the prior risk analysis performed by
IBA engineers. The latter used Failure Modes, Effects, and Criticality Analysis
(FMECA) [Levo1].

Avoid [Caught in running

equipment or machinery]
Caught in running

equipment or machinery

\Compressed Or Pinched By\ Caught in Lowering Yoke

Lowering Yoke

Body Part Partially Lowering Yoke

Operator Caugth-in When\
Between Yokes

Yoke Lowered Down

Safety Pillars Removed

Yoke Lowering Down

Erroneous Lower Yoke Control
Operation Activaction System Failure

\ Hydraulic Failure \

Figure 9.7 Obstacle tree fragment for the goal

Avoid [Caught in running equipment or machinery].
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Obstacle assessment. To assess the risks, FMECA tables were generated from
the obstacle refinement trees (See Section 10.1 for a detailed comparison be-
tween our techniques and FMECA.) Each row in a FMECA table corresponds
to a failure mode. A FMECA table contains the following columns:

ID: a unique identifier.

Failure Mode Description: describes the unsatisfied requirement.
Cause: describes why the requirement is not satisfied.

Effect: describes the consequences of not satisfying of the requirement.
Risk: assessment of the risk likelihood and criticality.

Mitigated by: describes the mitigations for the risk.

Risk after: assessment of the risk likelihood and criticality after the miti-
gations.

e 6 o o o o o

The FMECA-obstacle mapping is as follows. The Failure Mode Description
corresponds to the obstructed leaf goal; cause was generated from the obstacle
AND-refinements containing leaf goals, effect was initially generated from the
ancestors of the obstructed leaf goal but was later reformulated manually to
match IBA practices.

We generated 5 tables corresponding to the level-1 goals refining the root
goals in Figure 9.6, namely, Avoid [Bodily reaction], Avoid [Exposure to harmful sub-
stances or environments], Avoid [Falls], Avoid [Contact with object and equipement],
Avoid [Fires and explosion].

Assessing the likelihood and criticality of obstacles. Risk assessment was per-
formed by IBA engineers based on the FMECA tables. This assessment was
introduced back into the goal/obstacle model afterwards. Risk likelihoods were
assessed using a standard semi-quantitative scale ranging from A to F [Ayy14].
To enable our techniques, we converted this scale into quantitative values using
reference values provided in [Ayy14]. Table 9.4 shows the correspondence be-
tween the two scales. The required satisfaction rate (RSR) for the top-level goal
was defined to 99.99%. Interestingly, during risk assessment process engineers
split some of the leaf obstacles into subobstacles to support more fine-grained
evaluation; the changes were reflected in our models.
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Category Description Numeric value

A Frequent 1

B Probable .01

C Occasional .001

D Remote .0001

E Improbable .00001
F Incredible .000001

Table 9.4 Semi-quantitative scale for risk assessment at IBA.

Global and local impact analysis. Our global analysis revealed that the satis-
faction rate of Avoid [Injury and Iliness Caused By YLS] is 91.46%, using the BDD-
based propagation procedure in Section 4.2.1. This does not meet the required

satisfaction rate. Applying our techniques for local analysis revealed 12 obstacles

that were sufficient alone to cause the satisfaction rate of the high-level goal to

fall below its required threshold. Two groups of obstacles could be identified:
obstacles with a .01 satisfaction rate and obstacles with a .001 satisfaction rates.
All obstacles identified as likely and critical by our techniques were considered

as intolerable using the IBA Risk Criticality Matrix. This matrix classifies risks

in three categories: Intolerable (I), As low as reasonably practicable (II) and
Broadly Acceptable (I11).

Controlling obstacles. Based on the generated FMECA tables, IBA engineers
identified 32 mitigations; these were introduced as countermeasures goals. The
techniques presented in Chapter 5 could however not be applied to select most
appropriate countermeasures. The current practice at IBA intertwines assess-
ment and control; it assesses the risk after as the severity of the risk once all
mitigations are integrated. The mitigations are elicited as long as the risk after
does not meet the target severity. Our approach separates the countermea-
sures identification from assessment and applies assessment to each individual
countermeasure.

Discussion. By separating countermeasure identification from assessment, our
approach may improve the cost-effectiveness of the selected mitigations. Such
separation is discussed in the context of conflict resolutions in [Easg4]. It enables
the selection of most appropriate countermeasures at a system level but requires
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some extra assessment from domain experts. It appeared that (a) some of the
selected mitigations might be redundant and (b) that more global mitigations
resolving multiple risks could be favored over more local mitigations.

Overall the goal/obstacle approach appeared to be helpful as it provides a
complementary top-down approach to the current bottom-up approach in use
at IBA. The goal/obstacle models provide a more global view of the system under
scrutiny compared to the more detailed approach proposed by FMECA. Risks
not accounted for in the risk analysis previously performed were found during
the goal/obstacle analysis together with extra mitigations. How top-down and
bottom-up risk analysis approaches could be integrated remains, to us, an open
issue.

In addition, the anchoring of probabilistic obstacles on real-world phenom-
ena was felt helpful for estimating obstacle satisfaction rates, making the map-
ping to available statistics easier. IBA currently works on improving the quanti-
tative aspects of their risk analysis to enable the reuse of such available statistics.

Our techniques revealed that some obstacles were considered as likely and
critical by our techniques while being considered as ‘As low as reasonably prac-
ticable (II)’; those were risks causing minor injuries. Differentiating between
minor and major injuries turned to be challenging. For example a minor injury,
while moving a pillar of 20kg and a major injury resulting from being crushed
by the 110 tons yoke both result in the non-satisfaction of the high-level goal
Avoid [Injury and lliness Caused By YLS]. There is, however, a major distinction,
not accounted for in our approach, between the two.

Our techniques for obstacle control, coping with knowledge uncertainty
and runtime adaptation are evaluated on the next case study.

9.3.3 The Brussels ambulance dispatch system

The techniques from Chapter 4-7 were applied to a benchmark commonly
used for evaluating obstacle analysis techniques [Alr12; Alr16; Fing6; Lamoo;
Leto2] and for evaluating other software engineering techniques, in particular
self-adaptation [Sou12]. The aim is evaluate the applicability of our obstacle
assessment and control techniques, with or without knowledge uncertainty, and
both at RE time and at runtime, to a system of significant size.
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The model used for the evaluation was inspired by the one used for evalu-
ating obstacle analysis techniques in [Lamoo; Leto2]. In addition, the model
was adapted and enriched based on the author’s experience as a volunteer Emer-
gency Medical Technician (EMT) in this type of system. When appropriate,
the system was tailored to match the regulations and practice applicable in the
Brussels area (Belgium) [Pub13].

The following briefly describes the Ambulance Dispatch System (ADS).

A "112" call connects the caller to a dispatch operator who inputs information
about the incident into the dispatch software. The system then has to allocate
and mobilize an appropriate ambulance, and transmit all relevant details to
the selected vehicle. The system has also to track the actual availability and
position of the ambulances.

For a more detailed system description, see [Leto2].

Goal and obstacle model. The goal model contains 56 goals with 3 root goals.
There are 27 refinements leading to 34 leaf goals. The obstacle model includes
84 obstacles. The root obstacles obstruct 17 leaf goals. There are 69 refinements
for these root obstacles, leading to 54 leaf obstacles. Section A.1 details the
complete specification for the goals and obstacles.

The primary root goal is Achieve [Incident Resolved], with a 95% required
satisfaction rate.

Goal Achieve [Incident Resolved]
Def All incidents shall be resolved. An incident is resolved if the victim is
treated on the incident scene or transported to an hospital.
RSR 95%

A milestone-driven refinement decomposes the root goal Achieve [Incident
Resolved] into three subgoals: Achieve [Incident Reported], Achieve [Ambulance On
Scene When Incident Reported], and Achieve [Incident Resolved When Ambulance
On Scene]. The agent is responsible for the goal Achieve [Incident Reported];
the agent in collaboration with the
is responsible for the goal Achieve [Incident Resolved When Ambulance On Scenel;
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the goal is therefore refined until assigned to these agents, not seen in Figure 9.8.
Three subgoals refine the goal Achieve [Ambulance On Scene When Incident Re-
ported] as Figure 9.8 shows. The latter goals are recursively refined until assigned
to single agents.

Achieve [Incident
Resolved]

Achieve [Incident
Reported]

Achieve [Ambulance On Scene / VCE::X;EUCI?:C? ORf\S;)cl\éi:] /
When Incident Reported]
g - ADS

Public

Achieve [Ambulance Mobilized Achieve [Mobilized /
When Incident Reported] Ambulance On Scene] Ambulance Staff

Achieve [Ambulance Left
Station When Mobilized]
Ambulance Staff

Figure 9.8 Goal model fragment for the Ambulance Dispatch System.

The two other root goals are Maintain [Accurate Ambulance Status Known] and
Maintain [Accurate Ambulance Location Known]:

Goal Maintain [Accurate Ambulance Status Known]

Def The status of the ambulance shall be accurately known to the dispatch-
ing software. A status is accurate if the known status corresponds to the
status of the ambulance in the real-world. The status shall be known to
the dispatching software within 3 minutes when encoded by the staff.

RSR 90%

Goal Maintain [Accurate Ambulance Location Known]

Def The accurate location of the ambulance is known by the dispatching
software. A location is accurate if the position of the ambulance in the
real-world and the dispatching position do not differ by more than 250
meters.

RSR 90%
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Achieve [Mobilized
Ambulance On Scene]
? g
Ambulance Staff \Mobilized Ambulance\

Not On Scene

\ Destination Confused \TC/‘/jZ

Ambulance Stopped Or
In Wrong Direction

Incident Location
Unreachable
S \ Mobilization Cancelled \
Ambulance In
Wrong Direction
Ambulance Broken Ambulance In O\ Ambulance Lost
Down Or Accident Trafﬁc Deviation
O
GPS Broken
Ambulance In
Unfamiliar Area

Figure 9.9 Obstacle model fragment for the Ambulance Dispatch System.

Ambulance
Stopped

Ambulance Stuck In Traffic
Jam Toward Incident

Negating the leaf goals generates obstacles that are later refined. For example,
the leaf goal Achieve [Mobilized Ambulance On Scene] generates the root obstacle
Mobilized Ambulance Not On Scene. This obstacle is refined until experts can
estimate the satisfaction rates for the leaf obstacles. Figure 9.9 shows an obstacle
tree for the goal Achieve [Mobilized Ambulance On Scene].

The available resolution tactics [Lamoo] produce countermeasure goal can-

didates. For example, here are five countermeasure goals for two leaf obstacles:

Obstacle Mobilization Taken By Other Ambulance
Resolvedby Achieve [Mobilization By Other Ambulance Known]
Resolvedby Avoid [Mobilization Without Order]
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Obstacle Displayed Mobilization Order Ignored
Resolvedby Achieve [Alarm When Mobilization Order Displayed]
Resolvedby Achieve [Failed Mobilization Recovered]
Resolvedby Achieve [Late Mobilization When Crew Not Responsive]

Assessing likelihood and criticality of obstacles

In order to evaluate the techniques presented in Chapter 4, the satisfaction
rate of 34 leaf obstacles was estimated based upon the author’s experience as
a volunteer Emergency Medical Technician (EMT) exposed to the Brussels
ambulance system.

Our global impact analysis using the techniques in Section 4.3 revealed
that the high-level goal Achieve [Incident Resolved] in Figure 9.8 has a computed
satisfaction rate of 6.20%; this is far from the required satisfaction rate of 95%
to be achieved by the system-to-be while agreeing with the observed rate of
ideal ambulance interventions. The satisfaction rates for higher-level goals
were here obtained using the BDD-based propagation procedure described in
Section 4.2.1.

Local impact analysis using the techniques in Section 4.3 revealed that 17
obstacles are sufficient alone to prevent the required satisfaction rate to be
achieved. Table 9.5 presents the likely and critical obstacles to be resolved with
highest priority. There are 142 pairs of obstacle, not containing one of the 17
obstacles previously identified, that cause the computed satisfaction rate to drop
below the required satisfaction rate.

Controlling likely and critical obstacles

The number of obstacles and countermeasure goals called for countermeasure
integration according to the techniques presented in Chapter 5. As a result, the
countermeasure goals appeared to focus on a small number of important goals;
e.g., the goal Achieve [Incident Resolved When Ambulance On Scene] has 8 Except
constructs. The overall integration produced 28 Except constructs distributed
among 8 goals only.
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Obstacle Probability Vlolat}on
Severity
Out Of Paper 40.00% 35.00%
Allocated Ambulance Not At Station 33.33% 28.33%
Patient Not Transportable 13.33% 8.33%
Patient Cannot Reach Ambulance 13.33% 8.33%
Special Unit Required 13.33% 8.33%
Crew Not In Ambulance 13.33% 8.33%
Paper Jam 10.00% 5.00%
GPS Black Spot 10.00% 5.00%
Ambulance In Traffic Deviation 10.00% 5.00%
Ambulance Stuck In Traffic Jam Toward Incident 7.00% 2.00%
Printer Off 6.67% 1.67%
Destination Confused 6.67% 1.67%
Hazardous Environment 6.67% 1.67%
Unreachable Patient 6.67% 1.67%
Ressource Out Of Order 6.67% 1.67%
Insufficient Capacity 6.67% 1.67%
Crew Distracted 6.67% 1.67%

Table 9.5 Ciritical obstacles for the Ambulance Dispatch System.

The techniques presented in Chapter 5 helped significantly for the following
reasons.

Model simplification by separation of concerns. The goals referring to nor-
mal situations are systematically distinguished from those handling obstacle
occurrences. Emerging assumptions were incrementally down-propagated to
the obstructed descendants of the corresponding anchor goals. This produced
62 Provided annotations distributed over 13 goals. Without these annotations,
details related to exceptional cases would have cluttered the formal specification
of those goals.

For example, the goal Achieve [Allocated Ambulance Mobilized When Mobiliza-
tion Order Printed And Phone Contact] is defined as follows after integration in
the model:
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Goal Achieve [Allocated Ambulance Mobilized
When Mobilization Order Printed And Phone Contact]
ProvidedNot Mobilization Taken By Other Ambulance
ProvidedNot Allocated Ambulance Not At Station
ProvidedNot Allocated Ambulance Not Available
ProvidedNot Printed Mobilization Order Ignored

The full equivalent specification of this goal without ProvidedNot annota-
tions would have completely hidden the ideal case. It would then appear hard
to distinguish the part of the goal antecedent related to the ideal case from the
parts related to exceptional cases. An example is provided here.

The Detach-Except operator was applied to the case-driven refinement of
the goal Achieve [Allocated Ambulance Mobilization]. Allocating an ambulance
when not at its station was estimated fairly rare—5% of cases according to typical
figures in the domain. The parent goal of these two goals was therefore modified
accordingly:

Goal Achieve [Allocated Ambulance Mobilization]
Except AllocatedAmbulanceNotAtStation
then Achieve [Allocated Ambulance Mobilization On Road]

Such refactoring reduces model complexity by hiding the part of the model
handling the mobilization of an ambulance when on the road. The resulting
ideal goal model contains fewer refinements and fewer goals, making it easier
to understand and separate typical behaviors from exceptional ones.

Compositionality. Without the techniques in Section 5.4.3, the integration of
so many exceptions for only 8 goals would have resulted in large, complicated
refinements with a combinatorial blow-up of exceptional cases. To illustrate this
important point, consider the goal Achieve [Ambulance Mobilized When Allocated].
The original, ideal specification is:

Yamb : Ambulance, inc : Incident -
Allocated(amb,inc) = 01y Mobilized(amb, inc)
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After obstacle analysis, this goal is ensured through 5 countermeasure goals
(see Figure 9.10). A brute-force integration of only three of those (in red, see
Figure 9.10) would have resulted in the following formal specification for the
final version of the goal Achieve [Ambulance Mobilized When Allocated]:

Yamb : Ambulance,inc : Incident -
Allocated(amb, inc)
= O<1minMobilized(amb, inc)

V [Ds3min—AmbAvailable(amb, inc)
— O<gmindamb’ : Ambulance - Mobilized(amb’, inc)]

V [Ds3minDisplayed MobilizationI gnored(amb, inc)
— O<gmindamb’ : Ambulance - Mobilized(amb’, inc)]

V [Ds3min Printed MobilizationI gnored(amb, inc)
— O<gmindamb’ : Ambulance - Mobilized(amb’, inc)]

In addition to this complex specification, the goal refinement structure would
have been heavily modified as follows:

Achieve [Ambulance Mobilized When Allocated]
< Achieve [Other Ambulance Mobilized
When Allocated Ambulance Not Available]
< Achieve [Ambulance Mobilized When Allocated And Available]
+ Achieve [Late Mobilization When Crew Not Responsive]
< Achieve[Ambulance Mobilized When Allocated And Available
And Displayed Mobilization Order Not Ignored]
< Achieve [Other Ambulance Mobilized After Timeout]
< Achieve [Ambulance Mobilized When Allocated And Available
And Displayed Mobilization Order Not Ignored
And Printed Mobilization Order Not Ignored]

With such brute-force integration, each countermeasure goal must be re-
fined by taking other countermeasures into account. This lead to a combinatorial
blow-up of cases. Thanks to our technique, the original specification of this goal
and its refinement structure are preserved. The Except and Provided constructs
encapsulate the modifications for a more robust system.
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Figure 9.10 Exception Diagram for Achieve
[Ambulance Mobilized When Allocated)].

No premature decision and freedom of choice. The exceptions separate the
specification and documentation of unusual behaviors from the usual ones.
This allowed delaying the decision of how and when the handling of exceptional
cases should occur.

Other benefits. The Replaces annotation was felt useful for documenting the
replacing countermeasure goals—e.g., Achieve [Ambulance On Scene Or Cancelled
When Incident Reported] replacing Achieve [Ambulance On Scene When Incident
Reported] to resolve the obstacle Mobilization Cancelled. Without this annotation,
we would have lost the previous version of the goal.

Exception diagrams significantly helped understand the model where all
countermeasures are integrated; they document exceptions one single goal at a
time, as shown in Figure 9.10. For the ADS, 14 exception diagrams document
exceptional cases and countermeasure goals.

Handling uncertainty in satisfaction rates

To evaluate the techniques in Section 6.2 for obstacle assessment in presence
of knowledge uncertainty, we asked five experienced EMTs involved in the
system to estimate missing or unavailable data. The satisfaction rates for the leaf
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obstacles in the Brussels area are not publicly available although they are partially
recorded. Table 9.6 outlines some of the collected data. The experts provided
estimates based on a custom number of interventions; all estimates were then
converted into percentages (which explains decimal values in Table 9.6).

Expert1 Expert2 Expert3 Expert4 Experts

Ambulance In Unfamiliar Area Min 6.67% 15.% 15.% 20.% 20.%
Mode 13.33% 30.% 18.% 20.% 24.%
Max 20.% 50.% 25.% 30.% 30.%
Ambulance In Traffic Deviation Min 6.67% 15.% 30.% 40.% 20.%
Mode 20.% 50.% 50.% 50.% 30.%
Max 33.33% 75.% 65.% 70.% 40.%
Printer Off Min 0.% 0.% 0.% 1.% 0.%
Mode 6.67% 0.% 0.% 1.% 0.%
Max 6.67% 0.% 0.% 1.% 0.%
MDT Turned Off Min 53.33% 0.% 0.% 1.% 0.%
Mode 66.67% 0.% 0.% 1.% 0.%
Max 80.% 0.% 0.% 1.% 0.%
AVLS Out of Service Min 0.% 0.% 0.% 0.% 0.%
Mode 0.% 0.% 0.% 0.% 0.%
Max 0.% 0.% 0.% 0.% 0.%
Forget To Encode Leaving Status Min 13.33% 0.% 6.% 20.% 10.%
Mode 20.% 0.% 10.% 25.% 12.%
Max 26.67% 10.% 18.% 40.% 16.%
Other Status Than Leaving Encoded Min 0.% 0.% 0.% 10.% 0.%
Mode 0.% 0.% 0.% 10.% 0.%
Max 6.67% 5.% 0.% 10.% 0.%
Patient Not Transportable Min 0.% 0.% 10.% 5.% 2.%
Mode 13.33% 0.% 15.% 5.% 2.%
Max 20.% 0.% 20.% 5.% 4.%

Table 9.6 Expert estimates for the Ambulance Dispatch System.

As Table 9.6 shows, experts may disagree strongly on estimated satisfaction rates
such as the one for MDT Turned Off. Surprisingly, two leaf obstacles, Mobilization
Taken By Other Ambulance and AVLS Out of Service, were estimated by all experts
to have a satisfaction rate of 0%. This calls for further evaluation before removing
the obstacles from the model.
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For calibration, statistical data were obtained about the following obstacles:
Allocated Ambulance Not At Station (50%), Mobilization Cancelled (13%), and MDT
Turned Off (33.3%). These leaf obstacles were used as calibration variables.

The results produced by the techniques presented in Chapter 6 proved help-
tul in the following respects.

Managing knowledge uncertainty. Based on the calibration and on collected
data, the violation uncertainty obtained for the top goal Achieve [Incident Re-
solved] was 100%, with an uncertainty spread of 0.9258. Figure 9.11 shows the
satisfaction uncertainty for this goal. This might seem low; the reason is that the

model only captures the ideal case without taking any countermeasure to obsta-
cles into account. The rate for ideal ambulance intervention was experienced to

be roughly similar to the curve obtained with our technique.

1
o
N
O

NS

Figure 9.11 Satisfaction Uncerainty for Achieve [Incident Resolved].

Violation diagrams helped identify most likely and critical obstacles together
with obstacles requiring further elicitation. The gray dots in Figure 9.12 show
the violation uncertainty and uncertainty spread for the top goal, taking all
experts into account.

Seven obstacles were identified to cause the top goal not to meet its RSR
with more than 9o% of certainty, namely, Ambulance In Traffic Deviation, Allocated
Ambulance Not At Station, GPS Black Spot, Forget To Encode Leaving Status, Forget
To Encode AvailableRadio Status, Forget To Encode AvailableStation Status, Wrong
Info About Patient. Adequate countermeasures to these critical obstacles should
therefore be elaborated and integrated.

Among all obstacles, 30 have an uncertainty spread higher than 0.10. These
obstacles might, therefore, be further refined; or more experts should be asked
to reduce the uncertainty margins further. The uncertainty spread for the 24
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other critical obstacles was low. This indicates that experts roughly agreed on
their satisfaction rate. Over the 54 leaf obstacles, 20 are, with certainty, not
causing the satisfaction rate of the top goal to fall below its RSR.

Capturing uncertainty about risk estimates. Emergency Medical Technicians
were asked to estimate a lower bound, the most probable value, and an upper
bound for the satisfaction rate of all leaf obstacles. To mitigate the common
difficulty of estimating strict and accurate lower and upper bounds [Voso8], the
ones collected were used as 10th- and goth- quantiles, with a 10% overshoot
being integrated. Eliciting probability distributions would have been impossible
in practice as the required statistical background is far too important for the
considered personnel.

Integrating estimates from multiple experts. The uncertainty spread for the
goal Achieve [Incident Resolved] taking only Expert 1 into account is 0.9487 which
is very high. The uncertainty spread caused by each obstacle is then high on
average, as the orange triangles in Figure 9.12 shows. Using more than one
expert helped us reduce the general uncertainty spread. However, in some cases,
it increased the uncertainty spread as experts may disagree.

100%
50%
25%

12.5%

Experts 1 to 5 combined

Violation Uncertainty (Log2)

Expert 1

0%

N % o o°

Uncertainty Spread

Figure 9.12  Violation Diagram for the Ambulance Dispatch System.
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Handling obstacles at system runtime

To evaluate the risk-driven runtime adaptation techniques in Section 7.4, we
simulated the operation of the ambulance dispatching system in Brussels, consid-
ering 15 ambulances and 10 simultaneous incidents. Over a 4-hour simulation,
a total of 100 incidents was reached. In comparison, the real Brussels ambu-
lance dispatching system handles about 25 ambulances and 300 incidents per
day. The simulation was performed on a MacBook Pro 3Ghz equipped with
16Gb of RAM.

Dispatching software implementation and simulator. The ambulance dis-
patch software, developed in C#, implements the identified software require-
ments. The software is freely available to replicate our experiments [Cai17c].
Among its components, an alternative OnRoadAllocator, which first allocates
ambulances that are on the road, can replace the default ambulance allocator.
Extra components include TrafficlamAllocator or StatusDetector. The former
re-allocates incidents for which the allocated ambulance is in a traffic jam; the
latter automates the status reporting. Figure 9.13 shows a screenshot of the web
application to visualize incidents and ambulances; dots represent ambulances
and incidents together with their status.

The environment simulator simulates the behavior of the ambulance staff,
the dispatchers, and other environment agents. For example, the simulator
‘presses’ buttons on mobile data terminals (MDT), ‘drives’ the ambulance to the
incident location, and so forth. The simulator also generates incidents; the user
can manually encode incidents using the ADS Console tool. The simulator runs
in a separate process (and might run on a different machine) and communicates
with the dispatching software through RabbitMQ queues [Vid12].

Figure 9.14 shows the global architecture with communication queues. The
ADS Monitoring Client takes snapshots of the software system and generates
the truth value for the corresponding predicates. Utils.Monitor, presented in
Chapter 8, consumes these predicates and feeds a queue with the activation/de-
activation procedures that need to be applied to guarantee the RSR of the high-
level goal.
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Figure 9.13 ADS Visualizaton Web Application.

Runtime monitoring and adaptation. At RE time, our monitoring tool built
109 monitors for all probabilistic leaf obstacles. At runtime, every second, 351
predicates were monitored, the monitors were updated, and the satisfaction rate
of the high-level goals Achieve [Ambulance On Scene When Incident Reported] and
Avoid [Ambulance On Road Mobilized] was computed. Every 5 minutes, the tool
compared the monitored satisfaction rate of these goals with their respective
RSR. When required, it computed most appropriate countermeasures. Later
on, the tool called the corresponding activation/deactivation procedure for
reconfiguring the ADS. The optimization process took about 2 minutes. During
simulation, however, one elapsed second corresponds to ten seconds in reality.
This explains why Figure 9.15 exhibits a substantial delay between the time at
which adaptation is found necessary and the time at which it is deployed.

Simulation scenarios. We ran three simulations over 4 hours to cover the
following three scenarios.
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Figure 9.14 ADS Architecture.

(a)  Rush Hour. During rush hour, the obstacle Ambulance Stuck In Traffic Jam
Toward Incident has an increased satisfaction rate. This increase caused the
countermeasures Achieve [Ambulance Stuck In Traffic Jam ReAllocated] and
Achieve [Patient Transported At Hospital When Required And Traffic Jam] to be
selected, integrated and deployed in the running system. Figure 9.15(a)
shows the satisfaction rate of the root goal increasing again beyond its
RSR threshold, as the two obstacles no longer obstruct it. The deployment
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Figure 9.15 Simulation Scenarios.
of the first countermeasure changes the software. The second counter-

measure does not alter it; the goal specification is only relaxed to allow
more time between the incident scene and the hospital.
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(b)  On-Road Mobilization. At night, the RSR for the goal Avoid [Ambulance
On Road Mobilized] is .5. During the day, however, ambulance staff pre-
fer to not intervene in multiple incidents without going back to their
station. The RSR is increased to .8, as Figure 9.15(b) shows. As a re-
sult, the countermeasure Achieve [Ambulance Allocated At Station When
Incident Reported] was deployed during the day. The adaptation replaced
the DefaultAllocator component. The new allocation strategy reduced
the satisfaction rates of the obstacle Ambulance Mobilized On Road and
guaranteed the goal’s RSRs.

(c)  Forgetting Ambulance Status. Late at night and early in the morning,
ambulance staff tends to forget to push buttons. This results in an increase
in the satisfaction rate of obstacles such as Accurate Leaving Status Not En-
coded On MDT Or Innaccurate. During that period, the countermeasure
goals such as Achieve [Automated Leaving Status Detection] and Achieve
[Automated OnScene Status Detection] were selected, integrated and de-
ployed. The integration caused the computed satisfaction rate to increase
again beyond their RSR threshold. Figure 9.15(c) shows the satisfaction
rate of Achieve [Ambulance On Scene When Incident Reported].

Our techniques were felt to help significantly for the following reasons.

Precise semantics regarding behaviors. Thanks to formal specifications being
anchored on real-world phenomena, the mapping between predicates and the
running software system was straightforward. For example, the evaluation of
the predicate ambulanceAgOnScene triggered a simple database query.

All monitored items had a clear, precise meaning. Surprising results were
easily understandable. In particular, our technique identified inaccurate specifi-
cations with missing conditions or unrealistic time constraints.

Traceability of monitored indicators and deployed countermeasures. The
monitored satisfaction rates of high-level goals significantly helped understand
whether an increase in the satisfaction rate of an obstacle is critical. Comparing
their monitored satisfaction rate with their RSR provided a traceable criterion
for system adaptation.
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For example, the activation of the TrafficJlamAllocator software component
in the ADS is directly traceable to its countermeasure goal Achieve [Ambulance
Stuck In Traffic Jam ReAllocated]. The latter in turn is traceable to high-level goals
such as ‘an ambulance shall be on scene within 12 minutes’.

Model-based adaptation. The goal/obstacle model drives the selection of most
appropriate countermeasure. As the results showed, their dynamic selection
ensured that the high-level probabilistic goals remained satisfied. Without
our technique, the monitoring and adaptation of the ambulance dispatching
software would have required dedicated, application-specific code to be written.

No explicit behavior modeling. The ambulance dispatching system exhibits
complex states and parallelism among processes. Building a complete, consis-
tent, and adequate state machine model for this system appears quite hard.

Other benefits. The formalization effort was kept minimal as only leaf obstacles
needed to be formalized. In addition, a change in the formal specification of a
leaf obstacle did not require source code modification.

This validation case study also highlighted areas for improvement. In partic-
ular, the satisfaction rates estimated by experts (as shown in Section 6.3) might
be used to improve the accuracy of the monitored satisfaction rates in case only
a few data are available. The monitored satisfaction rates should also be filtered
to smooth out the noise caused by a low number of observations. The technique
in [Fil15a] might be used to improve the quality of monitoring.

As in many monitoring-based self-adapting systems, the monitoring task
may impact on the performance of the monitored system. Our preliminary
experience suggests that most of the impact may be transferred to a separate
computer to reduce the footprint on the monitored system.

9.3.4 Discussion

In addition to the discussion regarding the specific objectives of the techniques
as presented in the previous subsections, the following briefly discusses the
applicability of our techniques:
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Goal and obstacles models have been applied to a wide variety of appli-
cation domains; see for example, [Cai13b; Daroz; Lamog; Leto2; Lutoy;
Ponoy]. We see no critical difficulty in building goal and obstacle models.

The other inputs required by our approach are the estimated satisfac-
tion rates for leaf obstacles and estimated probability distributions to be
elicited from domain experts. Tools and methodologies are available for
this as discussed in [Coo91; Otwg2; Voso8]. Other approaches also rely
on estimated values, such as [Hea11; Lamoo; Leto4; Let14], providing
additional examples of the applicability of eliciting the required inputs.

The Car Pooling System and Ambulance Dispatching System showed how
the proposed techniques for obstacle assessment and control are applicable
to those type of software systems. The C230-YLS system showed how the
proposed techniques are applicable for assessing the human safety risks.
The applicability of our techniques to other application domains and to
other type of risk analysis, such as security risk analysis, should be further
evaluated.

We played the role of the analysts in applying the techniques. Future
studies should demonstrate the applicability of the techniques by people
with a different expertise. In particular, the cost for training risk analysts,
building the goal and obstacle models and applying the proposed tech-
nique should be compared to the cost of other risk assessment and control
techniques. Whether our techniques are cost-effectively applicable by risk
analysts should be assessed.

The C230-YLS case study suggests that our techniques may integrate with
existing practice such as FMECA. However, how the proposed techniques
may be integrated, at a larger scale, within the existing practices in in-
dustry remains an open question. For example, the extend to which the
risk analysis process currently in use at IBA need be modified should be
carefullyevaluated.
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9.4 Utility

This section briefly discuss the extent to which our proposed techniques solve a
real problem. The problems the thesis focuses on are:

. the requirements completeness problem addressed by the techniques
presented in Chapter 3, 4 and 5;

. the handling of knowledge uncertainty addressed by the techniques pre-
sented in Chapter 6;

. the risk-driven runtime adaptation addressed in Chapter 7.

Addressing the completeness problem. This problem is recognized as a major
challenge in software engineering. As discussed in the introduction of Chapter 3,
such incompleteness arises from our tendency to conceive over-ideal systems;
integrating risk analysis into the requirement process helps producing more
complete and accurate requirements [Lamog]. Moreover, increasingly many
software systems are built according to models [Brai2; Stao6] and are driven,
at runtime, by models [Beno7]. These models shall thereby be as complete as
possible to provide robust software systems. Our techniques complement the
obstacle analysis process to support quantitative reasoning on the satisfaction
rate of obstacles and goals. Our techniques felt significantly helpful to identify
missing risks (as seen in the IBA C230-YLS case study) or inaccurate specifica-
tions (such as in the ADS case study). Besides, our techniques felt helpful for
focusing on likely and critical risks and most appropriate countermeasure selec-
tion; these problems were confirmed by IBA engineers to be major challenges,
as seen in the case study.

Addressing uncertain estimates. As discussed in the introduction of Chapter 6,
knowledge uncertainty impedes the application of standard risk prioritization
techniques. The problem of managing uncertainties is recognized to be a major
issue [Cheogb; Coo91; Let14; Meno3]. Our techniques were felt significantly
helpful identifying and controlling uncertainty margins, as seen in the Ambu-
lance Dispatching System case study in Section 9.3.3.
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Addressing risk-driven runtime adaptation. Today’s software systems should
be flexible, robust, and efficient in adapting to changing operational contexts
and environments. The problem of software adaptation at runtime is recognized
to be a challenge for modern software engineering practice [Cheoga; DelL13;
Gie13]. Our techniques can be used to drive software adaptation by high-level
goal satisfaction, relying on identified obstacles to highlight most appropriate
adaptations to deploy.

9.5 Usability

This section briefly discusses the usability of the techniques proposed in this
thesis. Criteria proposed in [Nieg4] for evaluating the usability of a design are
adapted here for our techniques:

o Learnability: How easy is it for users to apply the techniques?

° Errors: How many errors do users make, how severe are these errors, and
how easily can they recover from the errors?

o Efficiency: Once users have learned the techniques, how quickly can they
perform tasks?

. Memorability: When users return to the techniques after a period of not
using it, how easily can they reestablish proficiency?

Learnability. The goal/obstacle languages are used in industrial settings, as
seen in [Cai13b; Daroy; Lamog; Leto2; Lutoy; Ponoy]. Other techniques such
as CORAS [Lun1o] or Fault Tree Analysis [Rui1s; Ves81] require a similar level
of expertise in model building.

Specifically,
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° For obstacle assessment, as seen in the ADS or the IBA C230-YSL case-
studies Sections 9.3.3 and 9.3.2, domain experts were, in practice, able to
estimate the satisfaction rates for leaf obstacles.

. For obstacle control, applying our techniques presents no specific diffi-
culty once the goal and obstacle models are built and leaf obstacles are
estimated. How easily risk analysts can select most appropriate counter-
measures remains an open question and should be further evaluated.

° For uncertain estimates, as seen in the ADS in Section 9.3.3, domain
experts were able to estimates the satisfaction rates for leaf obstacles to-
gether with their uncertainty margin. The extends to which the metrics
violation uncertainty and uncertainty spread are easy to interpret by risk
analysts remains an open question to us.

. For runtime adaptation, our techniques rely on formal specifications
of probabilistic obstacles. While formal specification remains a chal-
lenge [Frag1], elicitations techniques and specification patterns [Dargs;
Dwy98] may be used to ease the production of formal specifications
[Lamog]. Future work should more precisely evaluate the impact of for-
mal specifications on the usability of our monitoring techniques.

Errors. The level of feedback in case of errors provided by the tools implement-
ing the techniques should be improved for better usability by users less familiar
with the internal details of our techniques. In addition, the interpretation of the
results should be performed with care. With proper training, we see no major
impediment here. This should however be rigourously tested.

Efficiency and memorability. Future work should consider case studies where
the role of the risk analysts is not played by ourselves in order to better evaluate
the efficiency and memorability of the proposed techniques.

9.6 Summary

The chapter evaluated the correctness, performance and scalability, applicabil-
ity, utility and usability of the techniques for obstacle assessment and obstacle
control, in presence or not of knowledge uncertainty, and both at RE time and
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at runtime. The proposed techniques are shown to be correct with respect to
their specification. The complexities and performance of those appears to be
reasonable in practice. Three case-studies suggest that our techniques may be
applicable to realistically-sized problems. Two case-studies, the CPS and the
ADS are realistic case-studies showing the applicability of our techniques to
this kind of software systems; the IBA C230-YLS is a real industrial case study
showing the applicability of our techniques for assessing human safety risks.
Last, our techniques are shown to be useful and usable in realistic situations.
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Chapter 10
Related Work

This chapter reviews relevant work on models and techniques for risk analysis,
quantitative requirements, uncertainty in requirements, exception handling in
requirements and requirements-driven runtime adaptation. The work discussed
here is restricted to software systems.

The chapter is structured as follows. Section 10.1 reviews the work related
to risk analysis not explicitly connected to requirements, such as Fault Tree
Analysis (FTA), HAZOP/HAZAN, FMEA/FMECA, and CORAS. Section 10.2
discusses approaches for handling quantitative requirements. Section 10.3 dis-
cusses models and techniques for risk analysis related to requirements. Sec-
tion 10.4 addresses requirements uncertainty handling. Section 10.5 discusses
models and techniques for exception handling. Last, Section 10.6 details other
runtime adaptation models and techniques and compares these to our approach.

Our review does not include specific security risk analysis techniques such
as attack trees and threat trees [Helo2; Schi1; Schog] (these are however close to
fault tree addressed here), UMLSec [Juroz; Juroz], SecureUML [Lodoz2], Abuse
Case [McDg9], or Misuse Case [Sinos].

10.1 Risk Analysis
This section briefly presents common risk analysis models used in the industry.
A more detailed overview can be found in [Levo1].

Fault Tree Analysis. Fault Tree Analysis (FTA) is a widely used method for ana-
lyzing risks related to safety [Bedo1; Lamog; Levo1; Rui1s; Ves81]. Application
domains range from aeronautics to software systems [Lev83]. A comprehensive
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introduction to FTA is provided in [Ves81]. We briefly discuss Standard Fault
Trees (SFT) and Dynamic Fault Trees (DFT), and refer to [Rui1s] for a more
detailed discussion about FTA state-of-the-art techniques.

Fault trees (FTs) capture how failures propagate through a system, more
specifically, how a basic event leads to a system failure. An FT is an acyclic graph
with two types of nodes: events and gates. The events of an FT capture failures
whereas the gates are non-leaf nodes capturing failure propagation. A leaf event
is called a basic event; a non-leaf event is known as an intermediate event. Gates
includes AND and OR gates for AND-combinations and OR-combinations of
the child events, respectively. A k/N gate captures a voting gate where at least &
child events among N must be true for the output to be true.

The analysis of a fault tree is either qualitative or quantitative. Qualitative
analysis focuses on the structure of the fault tree; it includes identifying cut sets,
i.e., combinations of basic events leading to the failure of the system. Different
techniques are available for efficiently computing these cut sets, such as bot-
tom-up propagation or BDD-based computation [Rui1s]. Quantitative analysis
focuses on computing failure probabilities such as the probability that a sys-
tem fails given some horizon or the average duration between two subsequent
failures. Low-level events are annotated with probabilities that are propagated
from causing events to their consequences in the fault tree. The probabilities
can be single-value or multi-value estimates such as probability distributions. A
large number of techniques are available for computing the probability of root
events [Rui1s].

Standard Fault Trees (SFTs) provide a simple model for risk analysis but
lack expressiveness. Dynamic Fault Trees (DFTs) extend SFTs to support finer-
grained analysis. DFTs include additional gates such as Priority-AND (inputs
must be true in a specific order), FDEP (Function DEPendency where inputs
influence other inputs) and SPARE (model components replaced by others).
The quantitative analysis of a DFT is usually performed by transforming it into
a Markov Chain that can be further analyzed using standard techniques such as
Model Checking [Baio8].
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HAZOP/HAZAN. This approach focuses on the identification of hazards and
operability problems [Klegg; Levo1]. It deals with deviations from the in-
tended design, their possible causes and their consequences [[EC61882]. Orig-
inally designed for chemical plants, the HAZOP approach has been extended
and used in different settings such as administrative procedures, medical de-
vices [[EC61882], and software systems [Burg3; Chug3; Earg2; Feng4; McDo2;
McDg4; McDgs; Paro7y].

An accurate and detailed design is required to carry out an HAZOP analysis.
At later stages, it is however more costly and sometimes impossible to introduce
major changes in the design; [Klegg] reports on the application of HAZOP
analysis on preliminary designs.

The system under scrutiny is divided into parts. Each part is examined and
challenged by the use of guide words, such as NO OR NOT, MORE, and LATE, to
feed the elicitation process. Specific guide words were developed for software
systems [Burg3; Hano4; McDo2; McDog4; McDgs]. For these, UML attributes
and entities may be used as a basis for the application of guide words [Hano4].

In the context of chemical processes, [Vaig6] extends expert systems, aimed
at generating HAZOP analysis with quantitative information about the processes
and the materials used. The consequences of a hazard are then ranked according
to their severities.

Once identified, hazards need be assessed. The assessment may be based
on on standard consensus techniques or rely on Fault Tree Analysis to com-
pute more accurate estimates [Klegg]. Once assessed, the consequences for the
surrouding environment are estimated. Hazard assessment and consequence
assessment are then compared with respect to target criteria [Klegg].

FMEA/FMECA. Failure Modes and Effects Analysis (FMEA) is a systematic
technique for identifying failure modes of a system and for evaluating the conse-
quences of failure modes [Haao2; Levo1]. Failure Modes, Effects and Criticality
Analysis (FMECA) extends FMEA with quantitative analysis. The identified
failure effects are organized according to their criticality (on an z-axis) and
likelihood (on a y-axis) in a criticality matrix. Such criticality matrix helps risk
engineers identify likely and critical failures. The reader is referred to [Haao2]
for a detailed survey related to the application of FMEA to software systems.
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CORAS. CORAS is a model-driven risk analysis methodology with a strong
focus on defensive security analysis [Lunio]. It is concerned with protecting
a set of identified assets. The approach is structured in eight steps. Steps 1 to
4 focuses on preliminaries for risk analysis. These steps are somewhat out of
scope of this review as these are not specific for risk assessment and control.
Step 5 to 8 however directly relate to identify-assess-control cycles.

[ )
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Step 5 (Risk identification) is driven by the protection of the assets. This

step produces a threat diagram identifying the risks harming the iden-
tified assets. An asset is defined as ‘something to which a stakeholder
assigns value and hence for which the stakeholder requires protection’. It

may refer to physical objects (such as computers), virtual elements (such

as customer database or online store), or desirable properties (such as
compliance or reputation) [Sol11]. An unwanted incident is an event that

harms or reduces the value of an asset; a threat is a potential cause of an

unwanted incident; a threat scenario is a chain or series of events that is ini-
tiated by a threat and may lead to an unwanted incident; a vulnerability is

a weakness, flaw or deficiency that results in a threat. Those elements and

their inter-relations are identified during a structured workshop where
experts and risk analysts identify as many elements as possible.

Step 6 (Risk estimation) focuses on risk estimation. During a structured
workshop, the unwanted incidents are annotated with a likelihood. A
likelihood is defined as the frequency or probability of something occur-
ing. The estimates may be qualitative or quantitative. To help support
the estimation, a calculus is provided to compute the likelihood of a de-
pendent artifact. The calculus may be used to check whether the estimate
of the unwanted incident is coherent with the other estimates of threats
and threat scenarios. Such technique may prove effective for identifying
incomplete, inconsistent or ambiguous risk analysis [Ref15]. Likelihoods
can be specified using equations combining key indicators whose value
might change over time [Refog]. Little support is provided to identify
key indicators, combine these and monitor them.
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The uncertainty on estimates can be captured using intervals instead
of single-point values [Sol11]. The calculus is extended to support such in-
tervals. Distributions can replace intervals for a more refined analysis—to
the best of our knowledge, this has not been done so far.

In CORAS, a consequence is the impact of an unwanted incident on
an asset; it is captured in terms of harm or reduced asset value. The
consequences are estimated on a qualitative or quantitative scale. Most
commonly, they are classified as insignificant, minor, moderate, major or
catastrophic. For specific assets, a quantitative value, such as monetary
or time, might be used.

. Step 7 (Risk evaluation) prioritizes estimated risks. The unwanted in-
cidents are displayed on a risk matrix whose rows are frequencies and
columns are consequences. To identify likely and critical risks, this matrix
indicates risks that are acceptable and risks that are unacceptable. Which
cell is acceptable is determined by risk analysts and domain experts.

° Step 8 (Risk treatments) is concerned with the identification, assessment,
and selection of countermeasures to unacceptable risks. In CORAS, treat-
ments are appropriate measures for risk reduction. Risk analyst and do-
main experts identify possible treatments during a structured workshop.
Treatment categories such as avoid, reduce consequences, reduce likeli-
hood, transfer, or retain help explore alternative treatments. Once those
are identified, their cost and reduction effect in both likelihood and con-
sequences are estimated. The benefit of a treatment regarding an asset
is computed as a combination of the risk probability, the risk reduction,
and the consequences. Best treatments are then selected during the work-
shop. A technique for systematic treatment selection when estimates are
quantitative is proposed in [Sol13b].

More details about these steps can be found in [Sol11]. The approach is sup-
ported by dedicated tool support [See12; Sol11]. A wide variety of case-studies
[Braoya; Braoyb; Ref1s; Sol13a] from industries with varying size illustrate and
validate the practical applicability of the approach.
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Comparing common risk analysis techniques with our approach. Some dif-
ferences between the preceding approaches and our may be observed:

o Their lack of connection with a goal model may make it hard to identify
root events for starting backward causal analysis. Fault Tree analysis
is often anchored on Event Trees [Levo1] or used as a complementary
technique to provide more precise estimates for the risks identified with
HAZOP/HAZAN or FMEA/FMECA. The CORAS methodology anchors
risk analysis on assets. This appears to be a fairly vague and unprecise
starting point for a risk analysis.

. Unlike the preceding approaches, our work is anchored on a refinement
structure refering to probabilistic goal/obstacle assertions. In Fault Tree
Analysis and CORAS, the risk trees are not grounded on any formal ap-
paratus; their nodes are just event names and their causal links have no
precise semantics. As a consequence, the correctness of event decompo-
sitions cannot be established, and the propagation rules may appear ad
hoc. In HAZOP/HAZAN and FMEA/EMECA, there is no structure at

all for linking risks.

. In the preceding approaches, likelihoods and their contributions have
no precise semantics that would enable formal reasoning or runtime
monitoring.

. Our approach is integrated into a comprehensive method for risk identifi-

cation, assessment, and resolution. FTA proposes no mechanism for risk
resolution. None of the approaches reviewed in this section integrates the
selected countermeasures back into some model. Lastly, none of these
approaches supports risk analysis cycles where risks to countermeasures
are identified, assessed and controlled (see Section 5.2).

10.2 Quantitative Requirements Frameworks

The work reviewed in this section focuses on models and techniques for quan-
titative requirements that are not explicitly connecting requirements to risks.
This section exclusively refers to quantitative analysis. The reader may check
[Hor11] for available qualitative analysis techniques on requirements models.
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KAOS-based approaches. An approach for probabilistic reasoning on goal

models to select the most appropriate alternatives is proposed in [Leto4]. Goals

there are annotated with quality variables such as Failure Rate or Response Time.
These quality variables are estimated on leaf goals using probability distributions

that are analytically combined to obtain probability distributions for the quality

variables of top goals. The combinations are obtained by applying domain-
specific propagation equations that annotate the refinement structure. High-
level goals are decorated with objective functions to be maximized or minimized,
together with some target value.

The work in [Ell14; Luti2a; Lut12b] discusses how quantitative goal-ori-
ented RE helped in designing molecular systems. In particular, [Lut12b] intro-
duces THRESHOLD refinement nodes. In such refinement, the parent goal is
satisfied if ‘enough’ subgoals are satisfied. ‘Enough’ subgoals are satisfied if at
least & subgoals are satisfied among all V possible subgoals.

The work in [Dar15; Pon1y] evaluates how quantitative reasoning can be
used to assess accessibility in physical buildings. The approach differs from
common approaches by providing a domain-specific assessment tool for goal
satisfaction.

Tropos-based approaches. A formal framework is introduced in [Gioo2; Gioo3]
for reasoning about goal models. This framework was applied in [Gioosa] to
Tropos models [Breo4]. In addition to goal refinement links, the model includes
qualitative relationships among goals. These relations include:

=+
. G; —— G, the satisfaction of G; implies the satisfaction of Gs.

+
. G; — Gq: there is evidence that the satisfaction of G; implies the

satisfaction of G,.

. G, — Go: there is evidence that the satisfaction of G; implies the denial
of G2 .

. G4 — G5: the satisfaction of G; implies the denial of G.
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Those relations might be annotated with a weight to enable quantitative
analysis. This weight represents the strength by which the satisfiability/deni-
ability of the source goal influences the satisfiability/deniability of the target
goal.

Goals there are annotated with two attributes, SAT and DEN, that quantify
the value of evidence for the goal being satisfied or denied, respectively. The
values of these attributes are qualitative and range from Full to Partial to None,
or from a real variable inf to a real variable sup (to be specified by the user).

An algorithm uses propagation rules to compute the SAT and DEN values
for the root nodes. The algorithm starts from leaf goals and propagates the
values to the goals directly connected to these leaf goals. The process is then
repeated until a fixpoint is reached.

Use of i* models for selecting architecture components. The work in [Frao3;
Fraog4] reports on the use of i* goal models [Yug7] to select architectural com-
ponents. The latter are modeled as i* actors; the selection of most appropriate
components is driven by the satisfaction of soft goals. Soft goals are quanti-
fied using architecture-specific metrics such as diversity, packaging, uniformity,
connectivity. These metrics are computed for alternative architectures to drive
the selection of a most appropriate one. It is not clear how these metrics are
estimated though.

Quantitative GRL. A quantitative reasoning layer to the Goal-oriented Require-
ment Language (GRL) is introduced in [Amy10]. The reasoning is aimed at
comparing the relative effectiveness of alternative designs. Satisfaction values

are assigned to nodes of a goal model graph and propagated to the other nodes

through decomposition, contribution and dependency links. The propagation

may be forward (from leaf nodes to root nodes) or backward (from root nodes

to leaf nodes), or a mix of both. Forward analysis answers ‘what if?” ques-
tions whereas backward analysis focus on ‘is it possible?” questions. Qualitative

assessment and hybrid assessment mixing both qualitative and quantitative
information, are also proposed.

Markov Logic Network-based approach. In [Cha13], the degree of satisfaction
for a goal is determined by the degree of satisfaction of its subgoals together with
the degree of satisfaction of other goals connected through Contribution Links.
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The latter indicate whether the source goal contributes to the satisfaction or
violation of the target goal. These links are weighted according to the probability
for a source goal to satisfy or deny the target goal. This approach generates
a Markov Logic Network, similar to a Bayesian network, from a goal model.
The network is then trained with past data to obtain numerical values for the
contributions links.

Comparing quantitative requirements frameworks with our approach. The
preceding approaches are not connected to risks; their focus is more on selecting
alternative designs, such as selecting alternative goal refinements or selecting
alternative agents to satisfy high-level objectives.

Our approach differs in several directions from the previously presented
approaches.

o Unlike all preceding approaches, our approach links the partial satis-
faction of goals to the occurrence of risks. Requirement satisfaction is
determined from the risks preventing satisfaction. With a risk AND/OR-
refinement structure for propagating probabilities from fine-grained risks,
the estimates are easier to obtain and interpret in terms of application-
specific phenomena. Moreover risks document the rationale for the par-
tial satisfaction of the goals. (A notable exception is [Leto4] where quality
variables can be obtained and interpreted fairly easily.)

° Unlike [Amy10; Cha13; Frao3s; Fraog; Gioo2; Gioo3; Gioosal, our ap-
proach relies on a precise semantics in terms of behaviors. This enables
estimates to be grounded on real-world phenomena.

. The approaches proposed in [Amy10; Cha13; Gioo2; Gioo3; Gioosa]
propagate partial satisfaction through refinements and contribution links.
Our approach does not include such contribution links. As the goals
there appear to have no precise definition in terms of behaviors, it is
unclear how contributions links are defined and how they differ from
partial refinements in a quantitative setting.
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Unlike [Amy10; Cha13; Frao3; Fraog; Gioo2; Gioo3; Gioosal, our ap-
proach introduces probabilistic goals and compares computed satisfaction
rates with required satisfaction rates. In [Leto4], objective functions are
decorated with a target value—somewhat similar to our required satisfac-
tion rate.

Our framework takes a probabilistic approach; goals and obstacles are
estimated with a single value indicating both their satisfaction (sr) and
their non-satisfaction (1 —sr). In [Amy10; Cha13; Gioo2; Gioo3s; Gioosal],
goals are estimated with two values indicating the satisfaction (SAT) and
their non-satisfaction (DEN). This increases the number of elements
to be elicited by experts. Moreover, the underlying theory might not be
as well understood as probability theory. In particular, experts might
overlook that SAT # 1 — DEN.

The approaches in [Frao3; Fraos; Leto4] rely on domain-specific variables
and equations. The latter are measurable and falsifiable. They might also
guide the construction of the models and perhaps be easier to under-
stand/estimate in terms of application-specific phenomena. They appear
to be finer-grained as they rely on domain-specific knowledge. However,
those variables and equations must be defined in an ad-hoc manner. A
deeper comparison involving practitioners would be interesting for better
understanding of the advantages and disadvantages of two approaches.

The domain-specific assessment tools in [Dar15; Pon17] might be easily
integrate with our proposed technique for obstacle assessment.

The work in [Ell14; Lut12a; Lut12b] introduces a new type of refinement
node called THRESHOLD node. This is somewhat similar to a /N gate
in Fault Tree Analysis. THRESHOLD-refinements are not probabilistic
refinements; the parent goal is satisfied if ‘enough’ subgoals are satisfied,
not if ‘enough’ subgoals could be satisfied; this differs from our approach.

The backward reasoning applied in [Amy10] for identifying the leaf goals
that are sufficient for satisfying the parent goal is not relevant to our frame-
work as we do not consider alternative goal OR-refinements. However,
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the sets of leaf obstacles preventing the satisfaction of the parent goal
can be computed in our approach through obstruction supersets (see
Section 4.2.1).

10.3 Risk-Driven Requirements Engineering Approaches

This section reviews approaches where requirements and risks are integrated in
a unified qualitative or quantitative framework.

DDP. The ‘Defect Detection and Prevention’ (DDP) process originated from
NASA Jet Propulsion Lab [Coro1; Feaos; Feao8a]. It is designed as an aid to
decision making in the early phases of a project. In these phases, information
on which decisions are made are often incomplete and uncertain. The process is
structured in four steps: (1) Overview the problem and DDP methodology; (2)
Develop the impact information; (3) Develop effect information; (4) Decision
making. The main concepts of the approach are requirements (what the system
shall satisty), failure modes (what could prevent the requirements from being
satisfied) and PACTs (what can be done to reduce the likelihood or impact of
a failure mode). (PACT stands for ‘Preventions, Analyzes, process Controls,
and Tests.”) A detailed presentation of the concepts and the process can be
found in [Feao3]. The approach is supported by a tool, with a strong focus on
decision making and visualization to help in decisions [Feao3]. The process has
been used internally at NASA for a long period in various settings, see [Feao8b;
Feao8c; Shao6].

A requirement is defined as ‘whatever the system under scrutiny is to achieve,
and the constraints under which it must operate’. Requirements are specified
in natural language. They are organized in trees that can be seen as folders
grouping requirements according to the modeler’s conventions. The trees do
not convey any structural meaning. Leaf requirements are decorated with a
weight, indicating their relative importance with respect to other requirements.
The weight of leaf goals can be inferred from the weight of higher-level goals
[Meso4].
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A failure mode is defined as ‘a thing, that, should it occurs, will lead to loss
of requirement’. Failure modes are informally specified using natural language.
They are organized in OR-trees, indicating an alternative way of causing a par-
ent failure mode to happen. Failures mode are identified during structured
workshops where previous DDP analysis helps the experts to determine the
risks from similar systems or settings [Feao3].

The identified failure modes impact requirements. An impact matrix quan-
titatively specifies, for each requirement, the proportion (between 0 and 1) that
would be lost if the failure mode occurs . If multiple failure modes impact a
requirement, the impacts are summed, leading to values that might be above
1. In such cases, the sums are capped to 1 when evaluating how the require-
ments are attained. Note that summing without capping would better emphasize
the amount of risk to overcome for requirement satisfaction. For example, an
impact of 1.8 might requires more effort to be reduced than an impact of 1.1.

Failure modes are decorated with a likelihood and a cost of repair. Likeli-
hoods and costs are specified by experts during workshops where they need to
agree on a single value. For each failure mode, a global impact can be computed
by summing the impact of the weighted requirements. This helps identify most
critical failure modes.

By taking PACTSs into account, failure modes that are not enough mitigated
can be highlighted. PACTs include preventive measures, detections, and allevia-
tions. Preventive measures include, for example, training, standards, selection
of high-quality parts. Detections discover instances of the failure mode through
analysis or testing prior to their use or release. Alleviations reduce the severity
of the failure mode such as defensive programming. A PACT is decorated with
a cost that might be a measure of budget, schedule, physical resources (such
as weight or power), scarce resources (such as time from skilled experts), or a
combination of these.

The effect matrix quantitatively specifies the effect of a PACT on a failure
mode. It contains a row for each PACTs and a column for each failure mode.
Each combination of PACT and failure mode needs to be assessed. The effects
are multiplicative, and the order in which they are applied is not relevant.
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The selection of most appropriate PACTs is supported by a wide selection
of visualizations [Feao6]. These appear to facilitate the decision making process
[Coroz]. Efforts have also been provided to support semi-automated selection of
best PACTs given a budget. A large number of combinations requires optimiza-
tion techniques such as genetic algorithms [Coroz]. A dedicated technique rely
on a learning framework to iteratively select the PACTs that reduce uncertainty
and increase requirements satisfaction the most [Meno3].

Goal-Risk Framework. The work in [Asno6a; Asni1] extends the Tropos
framework with risks and countermeasures. A risk there is an event having an
adverse impact on goals. A countermeasure is a treatment that can be adopted
to mitigate the effect of a risk. The framework is structured in three layers: a
asset layer, an event layer, and a treatment layer capturing impact links between
events and goals, and effect links between treatments and events. An event is
annotated with a (risk) likelihood; a (risk) severity is expressed as a contribution
(positive or negative) from an event to goal. Events and treatments can be AND-
/OR-refined and can contribute to other goals, events, or treatments. Different
strategies are available for identifying possible treatments [Asno6b]. The work
in [Asno6a] was extended to support treatments mitigating the impact of an
event [Asno6b], trust among actors of the system [Asnoya], and quantitative
reasoning [Asno7b].

Events (respectively, treatments) are annotated with SAT and DEN attributes
that quantify the evidence that an event (respectively, the treatment) is satisfied
or denied. A treatment is effective for an event if it introduces a conflict between
the SAT and the DEN values of the event (e.g., the event is fully satisfied and
fully denied).

The analysis proposed in [Asno6a] aims at identifying solutions that satisfy
the desired values for high-level goals while minimizing a total cost. A solution
is a set of leaf goals and treatments. As input, their analysis takes the desired
satisfaction values (i.e., minimal SAT-value accepted) and the acceptable risk
values (i.e., maximal DEN-value accepted) for the top goals. Using backward
analysis [Hor1o; Sebo4], leaf goals that are sufficient for satisfying the root goals
are identified. Forward analysis [Gioosa] propagates the estimated SAT/DEN-
values of the events to the root goals in order to assess whether treatments need
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be introduced. The algorithm identifies admissible values for the events and
then possible countermeasures values that guarantee these event values. Such
analysis can also be performed on quantitative inputs [Asnozb].

The work in [Sha12; Sha13] proposes an extension to the Goal-Risk frame-
work for prioritizing risks with a Risk/Cost analysis. It is, however, unclear how
prioritization is achieved and how costs are obtained.

KAOS-based approaches. In [Sab11], KAOS goal models are extended with
probabilities and propagation rules for technology qualification. Domain ex-
perts there assess the probability of satisfaction of leaf obstacles. These proba-
bilities are then propagated bottom-up up to the root goals using propagation
rules.

RiskML. A risk-oriented framework is introduced in [Sie14] for selecting Open

Source Software components. The approach introduces a language, called
RiskML, to relate risks to goals. A risk there is defined as ‘a composed con-
cept modeling a lack of knowledge about some happening and what could be the
negative consequences’ [Sie14]. Risks are not captured as first-class entity but
as a triplet of situations (in which the events occurs), events (that prevent the
satisfaction of goals) and goals (that are not satisfied). A situation is a state of the

world that exposes or prevents events, and increases or decreases their probabil-
ity of occurrence. Indicators quantify the occurrence of situations. These need

to be estimated by experts. A propagation algorithm, inspired from [Gioo3],
computes scores representing the exposure of goals to the identified risks using

the estimated indicators. These scores provide a relative measure for comparing

alternatives; they are not meant to be interpreted as a probability or degree of
belief. Integrating RiskML and i* models enables the degree of belief of higher-
level goals to be determined from the estimated indicators [Cos15].

Comparing risk-driven RE approaches with our approach. Like ours, the
preceding techniques integrate both requirements and their related risks. The
following differences can however be noted:

° Unlike [Asn11; Feao3s; Sab11; Shai2; Sha13; Sie14], our approach relies
on a precise semantics in terms of behavior. This enables estimates to be
grounded on real-world phenomena. In general, these numbers turn to
be subjective, with no or little physical interpretation in the application
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domain, see [Kaio2]. In [Sab11], the lack of precise semantics in terms
of behavior limits the degree of precise reasoning and even questions the
correctness of propagations. For example, the OR-propagation rule for
obstacles can be made simpler thanks to obstacle disjointness.

. Our framework follows a probabilistic approach; In [Asn11; Sha12; Sha13]
a different approach is taken where goals are estimated with two values
indicating satisfaction (SAT) and non-satisfaction (DEN).

° Unlike [Asn11; Feao3; Sab11; Shai2; Shai3; Siei4], we support prob-
abilistic goals and make a distinction between computed and required
satisfaction rates. In [Sab11], the notion of required satisfaction rate does
not appear relevant to the objectives of this approach; obstacle prioritiza-
tion is therefore different.

. Unlike [Feao3], the refinement structure of goals and obstacles convey
a structural meaning enabling the propagation of probabilities through
risks and consequences at various levels of granularity.

10.4 Requirements Uncertainty Handling

Work on handling uncertainty in RE has been mainly devoted to physical un-
certainty rather than knowledge uncertainty (as defined in Chapter 6). For a
detailed discussion and state of the art related to uncertainty in the specific
context of self-adaptive systems, see [Esf13].

Fault Tree Analysis. Knowledge uncertainty is supported in Fault Tree Analysis
through probabilistic distributions on leaf events and Monte-Carlo simulation
for propagation to root causes [Rui1s].

DDP. In [Meno3], a dedicated technique helps in automatically identifying
the most important countermeasures in the presence of uncertainty. The ap-
proach iteratively selects countermeasures to reduce uncertainty and increase
requirements satisfaction.

KAOS-based approaches. Work on handling physical uncertainty through
obstacle analysis was discussed in the previous section. The approach in [Leto4]
is extended in [Hea11] for selecting best system design alternatives in presence
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of uncertainty. Quality variables there are random variables whose value is
modeled as a probability distribution. A top probability distribution is obtained
through repeated single-value propagation. The approach is supported by a tool
[Bus17]. Based on a framework for statistical decision making, the technique in
[Let14] evaluates the gain of perfect information and helps identify alternatives
maximizing benefits while reducing project risks.

The work in [Sab11] extends KAOS goal/obstacle models with a probabilistic
layer for technology qualification (as introduced in Section 10.1). The probabil-
ity of satisfaction for leaf obstacles is estimated by a triangular distribution. The
distribution for the root goal is then computed by Monte-Carlo simulation and
a single-value propagation algorithm.

Learning-based approach. Uncertainty may also refer to missing or (partially)
wrong obstacles. A learning-based approach may be used to generate a set of
obstacle specifications systematically from known domain properties [Alri2].
The generated obstacles are guaranteed to be complete and consistent with the
domain. They are learned from traces generated by model checking the domain
against a goal which produces counterexample traces and witness traces.

Fuzzy-based approaches. Fuzzy goals may be introduced for coping with satis-
faction uncertainty. The available approaches are more oriented towards self-
adaption at system runtime. The concern there is to reason in terms of prox-
imity of goals to being fully satisfied—rather than in terms of probabilities of
satisfaction.

RELAX is a structured natural language including operators for explicit
capturing environmental uncertainty [Whiog; Whi1io]. Operators, such as MAY,
AS EARLY AS POSSIBLE, or AS MANY AS POSSIBLE, constraints how a goal can be
relaxed at runtime. The semantic of RELAX is defined in terms of fuzzy logic.
A variation of threat modeling, based on obstacles, identifying the sources of
uncertainty in the satisfaction of goals [Cheogc]. Countermeasures there either
change the goal model or RELAX goal specifications. In [Frei4; Rami2a],
RELAXed goals are automatically learned using an executable specification of
the system. The approach can be summarised as follows: (a) a search process
semi-randomly generates RELAXed goal models; (b) the RELAXed goals are
scored by running the executable specification and monitoring the satisfaction
of the goals; (c) if enough iterations have been performed, the process stops and
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outputs a RELAXed model; otherwise, new RELAXed models are generated
and (b) is executed again. In [Welog; Wel1o; Wel11], claims are introduced to
document and support decisions and are RELAXed in [Ram12b] to improve
the number of required adaptations.

[Bar1o] introduces fuzzy goals to provide more flexibility for systems where
goals might not be measured or whose specification is not entirely known. Crisp
goals are goals that must be fully satisfied, in constrast with to fuzzy goals where
fuzzy membership functions quantify the degree of goal satisfaction. A fuzzy
logic-based approach integrates both crisp and fuzzy goals [Cha16a; Cha16b].
A bottom-up propagation algorithm computes the degree of satisfaction for
both types of goals. The degree of satisfaction of a fuzzy goal depends on the
degree of satisfaction of the children in the refinements, together with the degree
of satisfaction of the goals that positively or negatively contribute to that goal.
The algorithm might be parallelized to enable fast computation on large graphs
[Cha16Db].

Dempster-Shafer theory-based approach. The theory of belief functions (or
Dempster-Shafer) is another approach for reasoning about uncertainty. In this
approach, beliefs about possibilities (element of the domain of interest) are
bounded by two values: belief and plausibility. The work in [Liuos] proposes to
evaluate risks using Dempster-Shafer theory. It allows experts to independently
assess risk likelihoods and how risks combine. Experts can also assess their
uncertainty about estimated values. The experts” opinions are then combined
to provide a unified assessment of the risks with their uncertainty margins.

Model uncertainty. Other approaches focus on ‘design-time’ uncertainties
which enable reasoning about the presence or absence of model elements. In
[Hor14], the i* goal models presented in [Hor16] are integrated with the MAVO
framework [Sal12] to highlight uncertainties in the model structure in terms
of absence and presence of model elements, to be resolved for meeting the
desired goal satisfaction levels. In [Frao6], metrics on i* models are introduced
to quantitatively reason about properties of an i* model. Another approach
[Esp13] defines metrics over KAOS models to measure their complexity and
completeness.

Comparing requirement uncertainty handling with our approach. Our ap-
proach differs from the preceding approaches in the following respects.
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None of the presented approaches support assessment by multiple experts.
The reviewed approaches could benefit from integrating multiple sources
of assessment to reduce uncertainty margins.

Unlike [Bar1o; Cha16a; Cha16b; Cheogc; Whiog; Whiio], our approach
is not based on fuzzy logic. Our approach might be applied there to elicit
membership functions and regulate the fuzziness of goal satisfaction.

The approach proposed in [Liuos], based on Dempster-Shafer theory,
allows experts to disagree on both the estimated probabilities and the risk
model structure; this is not supported in our framework. However, the
Dempster-Shafer theory is less known by risk analysis experts; this might
prevent the approach for being applied in real, industrial settings.

With respect to FTA, as seen in Section 10.1, our approach exploits a
goal refinement graph to assess the severity of risk consequences. The
approach for computing satisfaction rates of high-level goals appears
somewhat similar to the BDD-based propagation techniques used for
computing the probability of a root event in [Bedo1].

Unlike [Sab11], our approach is not limited to one triangular distribu-
tion per obstacle, and we support multiple experts. Our propagation
procedure appears more efficient as it only requires a single propagation
through the obstacle/goal model.

As pointed in the previous section, the technique proposed in [Hea11;
Leto4] appears more finer-grained at the cost of needing to elicit domain-
specific propagation variables and equations.

The approach in [Let14] might be adapted for selecting most critical
obstacles.

10.5 Approaches for Controlling Requirement-Related Risks

This section discusses relevant work related to risks control and, specifically
related to techniques presented in Chapter s.
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Exploring countermeasures. The work in [Sut98] proposes scenario-based
heuristics for identifying risks together with generic requirements that could
mitigate these.

In the context of KAOS, goal-oriented formal techniques are available such
as a regression calculus [Lamoo] or a learning-based approach [Alr16], see
Chapter 2.

The work in [Bryo6b; Bryo6c] extends Secure Tropos, a Tropos variant with
specific constructs dedicated to modeling of security-related concepts [Gioosb],
to automatically generate alternative models. The problem of generating alterna-
tives is formulated as a planning problem. Actions correspond to the application
of model primitives, such as adding or removing links, whereas the planning
objective is to satisfy predicates encoding ‘correct’ models. The planning actions
do not introduce new intentional elements such as goals or actors. A planner
then produces a plan that, once applied to the initial model, corresponds to an
alternative design satistying the initial goals. Alternative designs may then be
evaluated to identify most promising ones [Bryoy]. Alternative configurations
may be generated at runtime when a reconfiguration is required [Bryo6a]. Alter-
native designs that minimize the risk related to some specified high-level goals
may be automatically generated by combining planning [Bryo6b; Bryo6c] with
the quantitative Goal-Risk Framework [Asno6d].

Model revision with countermeasures. We are not aware of any work on
the systematic integration of countermeasures in a requirement model based
on a clear, precise semantics. The relevance and importance of default-based
reasoning have been recognized in the context of elaborating requirements or
specifications.

In [Zow97], a formal framework is proposed for reasoning about evolving
requirements. The framework is based on belief revision and default theory;
operators for adding new requirements and retracting requirements from a
model are defined together with formal conditions for their valid application.
The tracing of exceptional requirements is not discussed there.
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The work in [Broo6] proposes an extension to the KAOS framework to spec-
ify changes in the goal’s formal specifications based on A-LTL [Zhao6]. A-LTL s
an adaptation-based extension to linear temporal logic that introduces an extra
adapt operator. Using the latter, the user can specify changes in specification
over time.

In [Ryag3], a specification is structured through axioms and Overrides re-
lations. Such relations are derived from the structural decomposition of the
system. Specific axioms predominate more general ones when a conflict occurs.
This framework comes with formal foundations and well-defined procedures
for identifying conflicts and predominance among axioms. These appear more
oriented towards specification elaboration. In [Schg3], default specifications are
introduced together with exceptions to increase the completeness of algebraic
specifications.

Learning-based approach. A learning-based may also automatically revise
goals that might be underspecified or partially wrong in order to resolve ob-
structions in a known domain [Alr16]. The obstructed goals are iteratively
revised from traces generated by model checking an obstacle against a known
domain; a learning-based revision task is then fed with those example traces.
Changes are automatically propagated to other goals in the goal model so as to
preserve model correctness.

Comparing risk control approach with our approach. Our approach from
those previous efforts in the following directions.

. Unlike [Broo6; Ryag3; Schg3s; Zowgy], our techniques operate at require-
ments level and benefit from the refinement structure of a goal model.
This structure helps building a model where exception handling is inte-
grated and required changes are propagated throughout the model.

. Unlike [Asn11; Broo6; Ryags; Scho3; Zowg7], new requirements for a
more robust system are incrementally integrated. Model updates are
traceable back to the obstructed goals and their obstacles.

. The But relation introduced in [Sch93] somewhat corresponds to our
Except relation.
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° Our Replace, RelaxedTo and Provided annotations could be encoded into
the specification using the adapt A-LTL operator as in [Broo6]. However,
this would clutter the specification as exceptional cases would be mixed
with the ideal one.

o The approach presented in [Alr16] could be integrated within ours in
order to explore alternative resolutions to likely and critical obstacles.

At the programming level, aspects may be used for separating exception
handling from normal code [Lipoo]. At modeling level, the work in [Ali12] con-
vincingly shows how aspects can be used for separating exceptional behaviors
from normal ones. As an alternative to the approach advocated in this thesis,
robustness aspects might be incorporated in a goal model by use of constructs
similar to the ones presented in [Gilog; Mor13; Musoy]. We are not aware of
aspect-oriented requirements engineering models or techniques that focus on
exceptions handling as proposed in Chapter 5.

10.6 Requirements-Driven Runtime Adaptation

The literature on runtime adaptation of software systems is vast and covers a wide
range of concerns. See [Cheogb; DeL13; Jur1s; Saw1o; Yan14] for an overview of
state-of-the-art techniques and approaches. We here discuss approaches closely
related to the risk-driven runtime adaptation techniques presented in Chapter 7.

Early (KAOS-based) monitoring approaches. Following [Fic9s], the work in
[Feag8] proposes an approach that builds on KAOS to monitor the satisfaction
of requirements at runtime. System parameters identified at RE-time from
goal specification are monitored at runtime; when a violation is observed, a
reconciliation tactic, identified at RE-time, is chosen and deployed.

REQMON monitoring. The work in [Robo3; Robos; Robo6] builds on [Feag8;
Ficgs] to monitor requirements and obstacles. Based on a goal/obstacle model,
monitor specifications are extracted from obstacles assigned to monitoring
agents. These specifications are turned automatically into executable monitors
within the REQMoN infrastructure; specification patterns drive the transforma-
tion. The approach is aimed at raising alerts. The approach was extended to
support goals formalized in UCM Object Constraint Language (OCL) [Robo7].
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Adaptive goals. The work in [Bar1ob] extends KAOS with adaptive goals. The
latter prescribe a set of possible adaptations that can be performed when goals
are violated. Adaptations include adding and removing goals, modifying goal
specifications, etc.

Context-based approaches. The work in [Aliog; Ali1o] details a tool-supported
approach where goals, refinements, agent assignments and contributions to soft
goals can be decorated with context conditions. Context conditions there are
Boolean AND/OR formulas that are then monitored at runtime to switch to
more appropriate alternative refinements. In [Ali11], a context is both a target
state to be reached by a set of requirements and a current state that enables
requirements (like a precondition) or activate requirements (like a trigger con-
dition). Based on this notion of context, the approach in [Ali11] identifies 4
type of assumptions: (a) activation assumptions capture that a context requires a
set of specific requirements; (b) adaptability assumptions capture that a context
is needed by a requirement; (c) refinement assumptions capture that subgoals
satisfy their parent goal; (d) requirements achievement Assumptions capture that
a requirement is satisfied if a target variant is achieved. These assumptions are
represented as a Boolean formula where atomic propositions are monitored at
runtime. The system there decides what variant should be selected and deployed.
Two metrics drive the decision process: assumption validity that captures the
statistical evidence of a variant to satisfy the root goal; and assumption criticality
that captures the extend to which a context condition prevents a variant from
satisfying the root goal.

The work in [Gui1s; Gui1y] extends [Ali1o]. It introduces pragmatic goals
capturing variations in goal interpretations. It focuses on variations of quality
variables such as time, errors, delays, etc. For example, consider the require-
ment ‘Ambulances shall be on scene in a timely fashion’; the interpretation of
‘timely fashion’ would vary from one context (a simple dizziness for example)
to another (a heart attack). The framework proposes to annotate goals with
context conditions and their quality constraints. A pragmatic goal is satisfied if
it satisfies the quality constraints of the current context. In the example above,
the goal might be annotated with time < 8m in the context CriticalIncident
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and with time < 14m otherwise. A bottom-up propagation algorithm is pro-
posed to select the tasks that would guarantee the requirements given a current
context [Gui1s; Guiiy]. If multiple plans are available, the best plan regarding
the quality variable is selected.

Yet another work [Men16] combines [Dal13] and [Ali1o]. Based on goal
refinement annotations, a Discrete Time Markov Chain (DTMC) is built from
the leaf goals to the root goals. The DTMC for a leaf goal is a simple DTMC
with success and failure probabilities. The DTMC for a non-leaf goal is obtained
by combining the DTMC of the subgoals according to the annotation (parallel
combination, sequential combinations, number of retries, etc.) Once the DTMC
for the root goal is obtained, a probabilistic model checker provides an estimate
of the probability of satisfying the root goal; at runtime the model checker
computes the probability to satisfy ¢(A;G;) where G, are leaf goals. To enable
computation, a parametric model checker computes a parametric expression
representing the probability to satisfy the root goal ; the parameters are the
values of the success and failure probabilities for the leaf goals. The impact of
context on the failure probabilities is briefly discussed in [Men14]. Note that in
this context the DTMC does not model the behavior of the system.

DTMC-based approaches. The approach in [Epiog] learns transition probabili-
ties in a Discrete Time Markov Chain (DTMC) modelling the system behavior.
At runtime, transitions between the nodes of the DTMC are observed, and prob-
abilities for these transitions are computed. These probabilities feed a Bayesian
inference to learn revised probabilities taking into account both the previously
observed probabilities and the last observed one. A probabilistic model checker
determines whether the reliability and performance are satisfied. [Gheog] builds
upon [Epiog] to detect and predict requirements failures.

In [Ghe13], the software is modeled as a dynamic product line (DSPL);
different configurations define the possible space for adaptations. From DSPL
models, a parametric Markov Chain is generated. An efficient runtime verifica-
tion technique drives the selection of most appropriate configurations at system
runtime [Fil16].

An approach for filtering the monitored probabilities is described in [Fil15a]
to reduce the noise of observations while maintaining an accurate tracking for
the real probabilities.
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Control-theoretic approach. In [Fili1; Fili4; Fil15b], a control-theoretical
approach is taken to automatically generate controllers for self-adaptive systems.
The user provides a running software and a parameter that impacts some non-
functional requirements. The approach first learns a linear model binding the
parameter to the non-functional requirements; a controller is then generated
to tune the parameter according to the non-functional requirement. Multiple
non-functional requirements and multiple parameters may be integrated in the
approach [Filisc].

Awareness and Evolution Requirements. Awareness Requirements (AwReq)
[Sou11b] reason about requirement satisfaction. These are meta-requirements
about the system requirements that are monitored at runtime using REQMoN
[Roboé6]. Evolution Requirements (EvoReq) enable reasoning about the evolution
of requirements [Sou12]. They are meta-requirements contraining how system
requirements should change when required. AwReq and EvoReq complement
each other to specify a feedback loop for self-adaptive systems [Sou13]. AwReq
indicate situations in which an adaptation is required whereas EvoReq prescribe
what adaptation should be deployed. How awareness requirements interact in
a control-theoretic approach for self-adaptive systems is discussed in [Sou11a].

Tropos for adaptive systems. The work in [Moro8; Mor17b] extends the Tropos
framework for automated systems along three dimensions: a goal dimension,
an environment dimension, and a failure dimension. In the framework, goals
are decorated with conditions formally specifying the goal; conditions includes
creation condition, pre-conditions, target conditions, etc. The conditions are
expressed in a non-temporal propositional logic. The failure model captures
exceptional situations and possible mitigations. A failure model includes Fail-
ures capturing states where goals are not satisfied; Error events, formalised as
Boolean conditions, lead to failures; and Recovery actions anticipate, prevent and
recover from errors. Reasoning about errors is not quantitative; no dedicated
algorithm is available for selecting most appropriate recovery actions.

OrLymPus. In [Ramiia] a genetic algorithm is described for choosing the
best configuration for an overlay network. Sequences of actions to change
a software system from one configuration to another may then be generated
[Ram1o]. In [Ram11b] utility functions are generated from a goal model with
RELAXed requirements to enable the monitoring of goals. Depending on the
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type of goal, the technique automatically generates a state-based, metric-based
or fuzzy logic-based utility function that, fed with monitored values, provides
an estimate for goal satisfaction. Utility scores are then propagated in the goal
model from monitored goals to root goals. The work in [Che13] illustrates how
these techniques intertwine to enable self-adaptation of software systems.

Self-adaptation for service-based systems. The approach in [Ori12; Quroo;
Qurioa; Quriob; Quriia; Quri1b] introduces a framework for requirements
on self-adaptive service-based systems. At design-time, a forest of goal models
is elicited to cover a wide variety of refinement alternatives. At runtime, the
best alternatives are selected to satisfy high-level requirements and maximize
user preferences. The latter are determined explicitly by the user or detected by
the adaptive software.

Surprise-based approach. A preliminary approach is outlined in [Benig;
Ben1s] where the need for adaptation is inferred from surprise. A surprise
is defined as ‘how much monitored information differs from previously monitored
information’.

Comparing requirement-driven runtime adaptation with our approach. The
preceding efforts may be related with ours as follows.

o Our approach builds on a precise semantics defined in terms of behaviors.
This is particularly important for monitoring; otherwise, the results are
somewhat limited by lack of precise characterization in terms of observed
states and behaviors. Unlike [Ali10; Guiiy; Men16; Rami1a; Sou13],
we are able to monitor behaviors and not just state predicates. We can
therefore detect complex behaviors (such as Poccurs between S and Q)
that appear to be hard to model with other approaches.

° Unlike some of the preceding approaches [Fil16; Ghe13; Ori12; Robo3;
Robos; Robo6], we propagate monitored satisfaction rates through goal
and obstacle refinement trees. This enables computation of the satisfac-
tion rates of goals that are not directly monitorable. Our risk-driven
adaptation thus benefits from this goal/obstacle refinement structure.
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Unlike most of the preceding approaches, our approach does not focus on
selecting alternatives or configuration parameters but rather on selecting
appropriate countermeasures to risks. The approach in [Robo7] focuses
on raising alerts. Our approach appears to be closer to [Bar1o] as the goal
model itself might be adapted.

Our approach shares similarities with [Fil16; Gheog; Ghe13] in terms
of probabilistic formalization and use of formal verification techniques.
It does however not require building an explicit behavior model. The
approach in [Men16] also relies on probabilistic model checking, but the
Markov Chain there does not model the behavior of the system.

The focus in [Sou11b; Sou12] is on meta-requirements about other re-
quirements. Our approach is restricted to an implicit meta-requirement

(the computed satisfaction rates remain above required satisfaction rates)

and an implicit evolution meta-requirement (most appropriate counter-
measures are selected.)

Unlike [Moro8; Ram11b; Robo7], our monitoring procedure does not
rely on specification patterns or goal types. We also support temporal
operators such as 2/ or 1. The monitored leaf obstacles are formalized in
Linear Temporal Logic.

Unlike [Ori12; Qurog; Qurioa; Quriob; Quriia; Quri1b], our approach
is not specific to self-adaptive service-based systems. The type of adapta-
tion is therefore different.

Unlike [Aliog; Aliio; Mor17b; Sou13], our approach is quantitative. This
enables a different, finer-grained set of techniques.

Beyond those frameworks for software adaptation, other monitoring tech-

niques could relate to our approach. Monitoring techniques such as [Baros;
Samos; Thaos] focus on failure detection; our focus in on probabilistic assess-
ment. In [Leeoy; Samos], the observed trace is divided into smaller samples
so that properties can be checked on each sample; statistical reasoning is then
applied to extract a probability. Our approach proposes an alternative without
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sampling the observed behavior into fixed-size samples. These approaches do
not incorporate requirements or risk models; they are restricted to monitoring
LTL assertions.

Our approach could benefit from [Fil15a] to smooth out monitored satis-
faction rates. The approach drafted in [Ben14; Ben1s] could be applied to our
monitored satisfaction rates to detect critical changes. This, however, needs to
be further studied as no precise semantics appears to be available.

The problem of deploying countermeasures and computing sequence of
actions required to adapt the running software system turns to be more complex
than the simplistic approach presented in Section 7.5. Approaches such as
[Ram1o] could be integrated to take the complexity of the problem into account.

Other approaches to runtime adaptation, such as Rainbow [Garo3; Garog;
Garog], focus on architectural models. These approaches tend to consider low-
level requirements; they do not benefit from refinement structures enabling
more complex adaptations; A detailed comparison between a requirements-
based approach [Sou13] and the architecture-based approach Rainbow [Garo4]
is available in [Ang13]. Other approaches such as [Che14; Kraoy] mix both
requirements and architectural models to propose better adaptations [Nuso1;
Saw1o]. In [Cas11] a different problem of localizing faulty components by
monitoring a software system is considered

Our study of the relevant literature led us to some further connections.

o The approach in [Asn11] could be combined with their previous effort
[Asno6d] to achieve risk-driven software adaptation in a similar spirit to
our techniques.

o The approach proposed in [Dal13] appears to be similar to Dynamic Fault
Trees with temporal requirements as described in [Rui1s].

o The approach proposed in [Men16] to compute the probability to satisfy
a root goal based on bottom-up propagation through Markov Chains
appears to be similar to the computation procedure used in Dynamic
Fault Trees [Dugg2; Raoog].
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10.7 Summary

This section discussed the relevant work related to our approach. To sum up,
our results are mainly distinguished from this work in the following aspects:
our quantitative risk analysis framework is anchored on requirements; the risks
are identified, assessed and controlled with regard to these requirements. The
tree structure in the goal/obstacle models enables finer-grained obstacles to be
assessed by experts and monitored at runtime while enabling obstacles to be
prioritized and best countermeasures to be selected with respect to high-level
objectives. The semantics of our probabilistic goals and obstacles is precisely
defined in terms of observable states and behaviors. Lastly, multiple cycles of
risk analysis can be performed where risks to countermeasures are identified,
assessed and controlled.
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Conclusion

This chapter summarizes the contributions of this thesis, discusses the strengths
and limitations of our results, and discusses open issues and future research
directions.

11.1 Summary of contributions

While engineering requirements, obstacles preventing the satisfaction of system
objectives need be identified, assessed and controlled to produce more adequate,
complete, consistent, and precise requirements. The model-based techniques
presented in the thesis are intended to fill current gaps in the obstacle assessment
and control steps by proposing a quantitative extension to an existing goal-
oriented RE framework to integrate probabilistic goals and obstacles.

For obstacle assessment, the thesis proposes a simple yet effective quantitative
model-based technique. The KAOS framework is extended with a probabilistic
layer allowing behavioral goals to be specified in terms of their required and
computed satisfaction rates. This layer support probabilistic goals and proba-
bilistic obstacles. Their satisfaction rate is precisely defined in terms of state
probabilities; the latter capture the probability that the behaviors rooted in a
system state satisfy a given assertion. The refinement structure and satisfaction
arguments for non-probabilistic goals and obstacles are generalized accordingly.

Obstacles are assessed with respect to their likelihood and the severity of
their consequences in terms of impact on the goal model. The satisfaction rate
of non-leaf obstacles is determined by up-propagation in the corresponding
obstacle refinement trees. The criticality of obstacles, in terms of severity of
their consequences, is systematically determined by up-propagating the satis-
faction rate of obstacles along the corresponding goal refinement trees. The

237



Summary of contributions

thesis proposes two propagation algorithms for computing the satisfaction rate
of high-level goals from the estimated satisfaction rate of leaf obstacles. The
BDD-based propagation procedure is efficient when repeated propagations are
required whereas the pattern-based propagation procedure is finer-grained at an
increased specification cost. Most likely and critical obstacle combinations are
then highlighted to guide the selection of countermeasures in the next control
step.

For obstacle control step, the thesis proposes techniques for selecting most
appropriate countermeasures that guarantee the satisfaction of the required sat-
isfaction rate of high-level goals in the goal refinement graph while minimizing
the cost of obstacle resolution. An integration mechanism is defined as a model
transformation that guarantees progress towards a more complete goal model,
minimal changes to the original model, and preservation of the correctness of
the refinements. Anchor goals define where the countermeasures goals should
be integrated. Countermeasures then enrich the original goal model in a modu-
lar way with dedicated exception constructs. Refactoring operators allow the
analyst to attach and detach those exceptions.

Those techniques for obstacle assessment and obstacle control are extended to
cope with knowledge uncertainty about satisfaction rates of probabilistic goals
and their obstructing obstacles. The uncertainty margins on satisfaction rate
estimates are captured as probability distributions. The impact of such uncer-
tainty on the criticality of obstacles is quantified via two metrics, namely, the goal
violation uncertainty and the uncertainty spread. The satisfaction rate of non-
leaf obstacles and the satisfaction rate of goals, together with their uncertainty
margins, are computed by repeated up-propagation through the goal/obstacle
models. As a result, the critical obstacles with problematic uncertainty margins
are highlighted. These problematic uncertainties may be reduced by combin-
ing multiple sources of estimates. Appropriate countermeasures may then be
selected so as to guarantee the required satisfaction rate of high-level goals up
to some uncertainty threshold.

Lastly, the thesis proposes an obstacle-driven runtime system adaptation
approach aimed at increasing the actual satisfaction rate of probabilistic system
goals at runtime. Leaf obstacles together with their criticality are monitored
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at runtime to let the system dynamically switch to more appropriate counter-
measures goals. The proposed monitoring technique extends an available non-
probabilistic approach [Bau11] to support the monitoring of probabilistic as-
sertions. Most appropriate countermeasures are selected on-the-fly to increase
the satisfaction rate of the considered high-level goals under current conditions.
Selected countermeasures are then deployed in the running system.

All techniques proposed in the thesis are supported by a set of tools enabling
their application on real case studies. The tools and techniques were evaluated
on three realistic case studies: a car pooling system, an industrial yoke lifting
system for proton therapy and an urban ambulance dispatching system.

11.2 Strengths and limitations

The main strengths of our techniques for obstacle assessment and control can
be summarized as follows.

o Probabilistic goals enable the handling of properties required to hold in X%
of cases. Probabilistic goals enable such requirements to be included as
first-class citizens together with non-probabilistic ones, within the same
goal-oriented RE framework.

. Probabilistic obstacles enable precise risk assessment. Probabilistic obsta-
cles obstructing non-probabilistic goals or probabilistc ones allow for a
precise assessment of the likelihood of requirements-related risks in the
RE process.

o Probabilistic goals and obstacles have a precise semantics anchored on real-
world phenomena. This semantics, in terms of behaviors refering to do-
main-specific phenomena, enables domain experts to estimate and in-
terpret satisfaction rates of probabilistic obstacles and goals in domain-
specific terms. The precise semantics also enables the monitoring of satis-
faction rates at runtime (as seen in Chapter 7.)
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Refinement trees on probabilistic obstacles provide a structure for the as-
sessment of risk likelihood. The satisfaction rate of non-leaf obstacles is
systematically computed from the estimated satisfaction rates for leaf
obstacles by up-propagation through the obstacle refinement trees. Only
leaf obstacles need be estimated by domain experts.

Refinement trees on probabilistic goal provide a structure for the assessment
of obstacle criticality. The consequences of an obstacle are captured in
terms of decrease in the satisfaction rate of goals in the goal model. The
severity of such consequences is systematically determined by up-prop-
agation of obstacle satisfaction rates through goal refinement trees. An
obstacle is critical if the satisfaction rate of the considered goals fall below
their required satisfaction rate.

The control of probabilistic obstacles guarantees progress towards complete
models. Valid countermeasures, as defined in Section 5.1, guarantee that
the satisfaction rate of high-level goals increases when properly integrated
in the original goal model. Integrating increasingly effective countermea-
sures results in high-level goals being increasingly satisfied.

Probabilistic goals and obstacles enable cost-effective selections of appro-
priate countermeasures. Selecting most appropriate countermeasures
amounts to solving an optimization problem where the satisfaction rate
of high-level goals is maximized while the resolution cost is minimized.

The integration of countermeasures to probabilistic obstacles preserves the
correctness of the goal refinement structure. The propagation of required
specification changes through the obstacle/goal models guarantees that
the goal refinement graph remains complete, consistent and minimal (as
seen in Section 5.4.2).

The integration in the goal model of countermeasures to probabilistic ob-
stacles preserves all normal behaviors. The two integration schemas in-
troduced in Section 5.4.1 guarantee that the goals not affected by the
resolved obstacles are not modified. These schemas either replace anchor
goals or refine them, leaving the rest of the goal model intact. Normal
behaviors not impacted by the obstacle are thereby preserved.
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The proposed exception handling mechanism separates ideal from excep-
tional cases. The Except, Provided and RelaxedTo constructs presented in
Section 5.4.3 separate the specification of ideal cases from exceptional
ones. The specification of ideal goals is thereby not cluttered with condi-
tions related to exceptional cases.

The proposed exception mechanism enables incremental integration of coun-
termeasures in the goal model. Refactoring operators allows the analyst to
attach and detach exceptions, thereby deferring the decision of what is
exceptional from what is not to later stages of the requirement process.

The proposed exception handling mechanism mitigates the combinatorial
explosion of countermeasures. The absence of such mechanism impact
both the anchor goal specification and its refinement structure. Each
countermeasure goal would need be refined by taking other countermea-
sures into account. This would lead to a combinatorial blow-up of cases.
Thanks to the Except and Provided constructs, the original specification
of the anchor goal and its refinement structure are preserved.

The uncertainty about probabilistic goals/obstacles satisfaction is explicitely
taken into account. It allows domain experts to express uncertainty mar-
gins about estimates through probability distributions.

Two metrics allow for precisely measuring problematic uncertainties about

goal satisfaction rates. When applied to the probability distributions ob-
tained by up-propagation to high-level goals in the goal graph, the metrics

allow critical leaf obstacles with most problematic uncertainty margins

to be highlighted.

Our framework supports multiple sources of estimation in order to reduce
uncertainties. Multiple sources for estimates are recognized to produce
more accurate estimates [Bedo1]. Problematic uncertainty margins are
reduced here by combining such multiple sources.

The satisfaction rate of probabilistic goals and obstacles is monitored at
system runtime. Monitors, built at RE time from the formal specification
of leaf obstacles, are used to determine the actual satisfaction rate of leaf
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obstacles at runtime. The latter are propagated through the obstacle/goal
model up to the system’s high-level goals in order to determine the actual
criticality of those leaf obstacles.

Obstacle-driven runtime adaptations ensure that only those adaptation
that are really required by the system specifications are performed. Our
approach selects most appropriate countermeasures. The latter maximize
the satisfaction rate of high-level goals while minimizing the resolution
cost. This guarantees that the required satisfaction rate of high-level goals
remains satisfied when the obstacle satisfaction rates are changing.

The monitoring of probabilistic goals and obstacles does not require explicit
behavior models. Building a consistent and complete behavior model for
large distributed systems with many complex states and parallelism is
often quite challenging. Our monitoring technique does not require such
model to be provided.

Our approach supports traceability to system’s goals. Decision criteria for
countermeasure selection and system adaptation are traceable to system
objectives. The exception handling constructs document why goal revi-
sions are required. Lastly, why such or such monitored information is
required is documented as the predicates to be monitored are infered
from the formal specification of the leaf obstacles to be monitored.

The current limitations of our techniques pave the way for future work.
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Lack of support for probabilistic goal elicitation and refinement. Unlike the
approach presented in [Leto4], there is currently no support for building
probabilistic goal models. In [Leto4], domain-specific equations may
guide the elicitation process; the equations components may correspond
to different subgoals.

Lack of support for identification of countermeasures to probabilistic ob-
stacles. Currently, the countermeasures are identified using a variety of
available resolution tactics [Lamog] or a learning-based approach based
on observed behaviors [Alr16]. One might think of exploration tech-
niques specific to probabilistic obstacles.



Conclusion

Countermeasures are assumed to be identified at RE time. There is cur-
rently no support for identifying or learning countermeasures to proba-
bilistic obstacles at runtime. The proposed techniques for runtime system
adaptation rely on a set of countermeasures identified at RE time.

Lack of support for assessment and control of agents assigned to probabilis-
tic goals. Some agents might be more reliable than others and different
agent instances might exhibit different characteristics. One resolution

tactic transfers responsibilities from a less reliable agent to a more reliable

one [Lamog]; such transfer is not considered by the techniques presented

in the thesis. It is currently not clear how agent reliability can be pre-
cisely defined at the requirements level and how it impacts the obstacle
assessment and control.

Optimization techniques are limited to exhaustive search. Optimization
techniques for highlighting the most critical obstacle combinations and
identifying most appropriate countermeasures are not really worked out
and compared with the brute force exhaustive search used in the case-
studies.

The obstacle control technique overlooks soft goal contributions. The pro-
posed technique for obstacle control does not take contributions to soft
goals into account. Trade-offs among competing soft goals are not con-
sidered.

The proposed techniques for obstacle assessment and control ignore interde-
pendencies among obstacles and countermeasures. A specific occurrence
of an obstacle might increase the satisfaction rate of another obstacle; a
specific selection of countermeasures might increase the satisfaction rate
of a set of obstacles; satisfaction rates might increase or decrease over
time depending on whether a countemeasure is selected, and so forth.
Unlike Dynamic Fault Trees [Rui1s], the proposed techniques here do
not currently support such dynamic views.
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11.3 Open issues and perspectives

This section discusses currently open issues and perspectives for future work.

Obstacle and countermeasure identification. Incompleteness detection in
goal and obstacle models at runtime could improve the obstacle identification
step. The monitoring of high-level goals and obstacles might highlight obstacles
that were overlooked. This might be achieved by comparing the computed goal
satisfaction rates obtained by up-propagation with the monitored ones. This
appears to be a promising approach for highlighting behavior traces exposing
unknown obstacles or countermeasures. Such work could be integrated with
learning obstacles and countermeasures from observed traces [Alr12; Alr16] or
from an executable specification [Ram12a].

It is common for risk analysis to be performed once during system analysis
without being updated as the software evolves. The risk analysis may quickly be-
come obsolete, incomplete and inadequate. Previous research efforts show that
missing requirements may be detected during architectural design [Nuso1] or
during testing [Luto3]. Integrating architectural design, testing and risk analysis
could continuously ensure that the software system covers the identified risks,
and that the risk analysis remains adequate, precise, complete, and consistent
with regard to the evolving system. Requirements-driven [Rajo8; Whao6] and
risk-driven testing [Erd14; Klo11; Redos] approaches appear in particular to be
a promising direction.

Support for other type of satisfaction rates. The thesis focussed on proba-
bilistic constraints requiring some target condition to hold in X% of cases; the
satisfaction rate of a goal was accordingly defined in terms of state probabil-
ities and ratios over behaviors. Alternative notions of satisfaction rate, not
based on lowest/highest state probabilities, would be worth considering. This
would support other classes of properties of interest—such as a target condition
should hold in 95% of the time, or in 95% of cases in some specific context.
One might envision a constraint specification language whose ‘compilation’
would generate parameter instantiations in generalized model up-propagation
equations according to the specific notion of satisfaction rate subsumed by the
input specification. Such generalization of the quantitative framework in the
thesis might reuse our mechanisms for model up-propagation, countermeasure
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selection and integration, knowledge uncertainty management, and runtime
reconfiguration based on the corresponding notion of satisfaction rate. Such
generalized framework might perhaps integrate domain-specific variables, such
as in [Leto4].

Satisfaction rates might be time-dependent, as suggested in Chapter 7. Ex-

pressing well-known and widely used metrics such as Mean Time Between
Failure (MTBF), Mean Time Between Repair (MTBR), or Mean Down Time
(MDT) within a generalized framework would obviously extend the applicabil-
ity of our techniques. A comparative assessment of those metrics and others
used in risk analysis, within such framework, would provide an added value to
it.
Dynamic obstacle models. Some of the techniques behind Dynamic Fault
Trees [Rui1s] might improve the expressiveness and accuracy of probabilistic
goal/obstacle models. How probabilistic goals and obstacles with a high-level
of interdependency may be elicited, modeled, and analyzed remain an open
question to us.

Obstacle-driven design. Our approach is focused on determining whether
the required satisfaction rate of high-level goals are met, given the estimated
satisfaction rates of leaf obstacles. Another type of analysis would include the
following reverse question: what are the acceptable satisfaction rates of low-
level obstacles given a required satisfaction rate of high-level goals? Parametric
model checking might be used to answer questions on the low-level obstacles,
such as ‘how many ambulances are required to guarantee an obstacle 5% satisfac-
tion rate?. Combining such work in the reverse direction with our proposed
quantitative framework might answer questions on high-level goals such as ‘how
many ambulances are required to guarantee a 95% required satisfaction rate of
the ambulance to be timely on scene?.

Finer-grained obstacle assessment and control. The following work directions

might improve obstacle assessment and control:

o The satisfaction rate of a goal (respectively, an obstacle) is currently de-
fined as the highest (respectively, the lowest) state probability that the
specification is satisfied. Considering instead highest, lowest and average
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state probabilities might provide finer-grained analysis of the system inter-
nals. States might also be weighted according the time spent in the state.
In particular, this extra information could be used to make better deci-
sions about which software adaptations to performed at runtime—e.g., it
might be worthless to trigger an adaptation if the state with the highest
state probability to satisfy an obstacle condition is not visited often.

How positive and negative interactions between countermeasure goals
can be quantitatively taken into account appears to be worth investigating
and might improve the quality of the countermeasure selections.

Domain-specific variables and equations were used to provide fine-grained
selection of alternative designs, e.g. [Bus17; Hea11; Leto]. These tech-
niques do not consider obstacles; integrating such techniques within our
framework for risk-driven framework might be worth investigating.

Our approach selects countermeasures so as to minimize some cost. De-
sign decisions often result from fine-grained trade-off analysis involving
multiple competing criteria [Cheo6]. Refined criteria taking soft goals or
domain-specific variables into account could lead to better countermea-
sure selections.

A known drawback of Monte Carlo simulations is that the number of
simulations required for obtaining accurate estimations grows in the pres-
ence of rare events [Jeg13; Rui1y]. Specific propagation procedures could
be developed to better support rare obstacles.

Security risk analysis. How the proposed approach transpose to anti-goals
[Lamo3], a goal-oriented form of security risk analysis, is an open question to
us; anti-goals are a special kind of obstacle caused by malicious agent [Lamo3].
Moreover, an in-depth comparison with existing security-based approaches
such as attack trees and threat trees [Helo2; Schi1; Schog], UMLSec [Juroi;
Juro2], SecureUML [Lodoz2], Abuse Case [McD9g9], or Misuse Case [Sinos] could
exhibit interesting technique transfer from one community to the other.

Obstacle-driven adaptation at runtime. The proposed approach for runtime
adaptation might be improved in the following directions.
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The obstacle-driven adaptation technique relies on monitoring satisfac-
tion rates. However, monitoring is not always possible or desirable, for
example, in ultra-low power systems. On-the-fly adaptations are not
necessarily desirable in very critical safety applications where runtime
adaptation may make the certification of such systems hard to obtain. An
explicit modeling of the evolution of the satisfaction rates over time would
enable optimal countermeasure selections to be computed a priori at RE
time for software systems where monitoring is not possible or desirable.

Our runtime monitoring technique is limited to probabilistic LTL asser-
tions that are propositional. It should be extended to support first-order
formulas. This might be achieved by replacing the LT L; monitoring
technique from [Bau11] by other monitoring techniques such as [Bas11]

that support richer logics.

Actual satisfaction rates could abruptly change over time; the monitored
satisfaction rates however tend to slowly reflect abrupt changes. Algo-
rithms for detecting such abrupt changes, e.g., [Epiio; Fil14; Liu13] and
filtering as proposed in [Fil15a] could improve the accuracy of monitored
satisfaction rates.

The question of ‘when’ precisely to adapt remains an open issue. If deploy-
ing an adaptation is cheaper than the penalty of a too frequent violation,
it might be preferable to adapt before violation occurs. However, some
adaptations are costly and should not be performed unless the violation
lasts enough for the penalty to exceed the cost. In addition, software
adaptations exhibit latencies that should be taken into account at RE time
[Cam14; Cam16]. Prediction approaches, such as [Mor16; Polo7], appear
to be a promising direction for more cost-eftective adaptations.

Software is increasingly present in our daily life. Critical aspect of our health,
economy, and environment are therefore increasingly impacted by the failure or
success of software. The way software is designed and operated significantly in-
fluences the quality of our life. Among the challenges raised by this observation,
we believe that bringing high-quality requirements much closer to the running
systems will improve the analysis, adaptation, and operation of such critical
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systems. The satisfaction of high-level requirements considered as first-class cit-
izens might drive the detection of negative trends, faulty patterns, intentional or
non-intentional misuse, and so forth. It might anticipate the occurence of severe
problems. It might also improve the quality of the optimizations and trade-offs
performed at system runtime. Closing such gap might enable a collaborative
integration of operators in charge of running these software. The same way as air
controllers delegate airplane routing to software, operators might interactively
collaborate with adaptation mechanisms to delegate the satisfaction of some
high-level requirements while manually ensuring others. In such scenario the
software itself should have a comprehensive knowledge of all what could go
wrong in order to diagnose and repair human errors and its own errors.
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Appendix A

Case-studies

A.1 Case-Study: Brussels Ambulance Dispatching System

This section provides the complete specifications for the Brussels Ambulance
Despatch System, presented in Section 9.3.3.

A.1.1 Goal specifications

This section provides the complete specifications for the goals of the Brussels
Ambulance Despatch System, presented in Section 9.3.3.

Achieve [Incident Resolved]

Achieve [Incident
Resolved]

Achieve [Incident
/ Achieve [Incident Resolved When

Reported] Ambulance On Scene]

/Achieve[AmbuIanceOn/

Scene When Incident
Reported]

Figure A.1  Refinements for Achieve [Incident Resolved].
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Goal Achieve [Incident Resolved]
Def All incidents shall be resolved. An incident is resolved if the victim is
treated on the incident scene or transported to an hospital.
RSR 0.95
RefinedBy Achieve [Incident Reported], Achieve [Ambulance On Scene When
Incident Reported], Achieve [Incident Resolved When Ambulance On Scene]

Goal Achieve [Incident Reported]
Def All incidents in the real-world shall be reported to the ambulance dis-
patching.
AssignedTo Public

Goal Achieve [Ambulance On Scene When Incident Reported]
Def An ambulance shall be on scene within 12 minutes for every reported
incident.
RefinedBy Achieve [Ambulance Mobilized When Incident Reported], Achieve
[Ambulance Left Station When Mobilized], Achieve [Mobilized Ambulance
On Scene]

Goal Achieve [Incident Resolved When Ambulance On Scene]
Def The incident shall be resolved by the ambulance staff when the ambu-
lance in on the incident scene.
RefinedBy Achieve [Incident Resolved On Scene When No Transport Required],
Achieve [Patient Transported At Hospital When Required]

Achieve [Incident Resolved When Ambulance On Scene]

Goal Achieve [Patient Transported At Hospital When Required]

Def The patient shall be transported to the nearest and most appropriate
hospital when required by the patient condition. The incident is resolved
when the patient is at hospital.

RefinedBy Maintain [Appropriate Hospital Known], Achieve [Patient Trans-
ported At Hospital When Required]
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Achieve [Incident
Resolved When
Ambulance On Scene]

Achieve [Patient Achieve [Incident
Transported At Hospital Resolved On Scene
When Required] When No Transport
Required]

Achieve [Patient
Transported At Hosp|tal Malntalr? [Appropriate O—/ Ambulance Staff
When Required] Hospital Known]
O— Ambulance Staff O— Ambulance Staff

Figure A.2 Refinements for Achieve

[Incident Resolved When Ambulance On Scene].

Goal Achieve [Incident Resolved On Scene When No Transport Required]
Def The incident shall be resolved on the incident scene if no transport of
the victim towards an hospital is required.
ObstructedBy Patient Not Treated At Location
AssignedTo Ambulance Staff

Goal Achieve [Patient Transported At Hospital When Required]
Def The patient shall be transported to the indicated hospital when required
by the patient condition.
ObstructedBy Patient Not Admitted At Or Transported To Hospital
AssignedTo Ambulance Staff

Goal Maintain [Appropriate Hospital Known]
Def The nearest and most appropriate hospital is known to the ambulance
staff. Such hospital is indicated on the mobilization order.
AssignedTo Ambulance Staff
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Achieve [Ambulance On Scene When Incident Reported]

Achieve [Ambulance On
Scene When Incident
Reported]

Achieve [Ambulance Achieve [Mobilized
Mobilized When Incident Ambulance On Scene]

Reported]
O Ambulance Staff

Achieve [Ambulance Left
Station When Mobilized]

Figure A.3 Refinements for Achieve

[Ambulance On Scene When Incident Reported].

Goal Achieve [Ambulance Mobilized When Incident Reported]
Def When an incident is reported, an ambulance shall be mobilized within
2 minutes.
RefinedBy Maintain [Accurate Incident Form], Achieve [Ambulance Mobi-
lized Based On Incident Form]

Goal Achieve [Ambulance Left Station When Mobilized]

Def The mobilized ambulance shall leave the ambulance station within 2
minutes and the departure shall be confirmed by the staff to the dispatch-
ing software.

RefinedBy Achieve [Ambulance Physically Leaving Station When Mobilized],
Achieve [Ambulance Leaving Status Known]

Goal Achieve [Mobilized Ambulance On Scene]
Def The mobilized ambulance shall be on the incident scene within 12 min-
utes.

ObstructedBy Mobilized Ambulance Not On Scene
AssignedTo Ambulance Staff
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Achieve [Ambulance Mobilized When Incident Reported]

Achieve [Ambulance
Mobilized When Incident
Reported]

Maintain [Accurate Achieve [Ambulance
Incident Form] Mobilized Based On

Incident Form]
b

]

Achieve [Ambulance Achieve [Ambulance
Mobilized When Allocated Based On
Allocated] Incident Form]

Figure A.4 Refinements for Achieve

[Ambulance Mobilized When Incident Reported].

Goal Maintain [Accurate Incident Form]
DefThe information about the incident shall be accurate. Informations about
the incident include when it occurs and its position.
AssignedTo Operator

Goal Achieve [Ambulance Mobilized Based On Incident Form]
Def An ambulance shall be mobilized when an incident is reported within 2
minutes, based on the informations in the incident form.
RefinedBy Achieve [Ambulance Allocated Based On Incident Form], Achieve
[Ambulance Mobilized When Allocated]

Goal Achieve [Ambulance Mobilized When Allocated]

Def The allocated ambulance shall be mobilized within 1 minute. An ambu-
lance is mobilized when the ambulance staff confirmed the mobilization
order.

RefinedBy Achieve [Ambulance Mobilized When Allocated At Station], Achieve
[Ambulance Mobilized When Allocated On Road]
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Goal Achieve [Ambulance Allocated Based On Incident Form]

Def An ambulance shall be allocated when an incident is reported within 1
minute, based on the informations in the incident form. An ambulance
is allocated when the dispatching system decided which ambulance shall
intervene on that incident.

RefinedBy Achieve [Ambulance Allocated Based On Incident Form When
Ambulance Available], Ambulance Available

Achieve [Ambulance Mobilized When Allocated]

Achieve [Ambulance
Mobilized When
Allocated]

Achieve [Ambulance Achieve [Ambulance
Mobilized When Mobilized When
Allocated On Road] Allocated At Station]

Figure A.5 Refinements for Achieve [Ambulance Mobilized When Allocated].

Goal Achieve [Ambulance Mobilized When Allocated On Road]
Def The allocated ambulance on road shall be mobilized within 1 minute.
RefinedBy Achieve [Allocated Ambulance Mobilization On Road Based On
Location Info], Maintain [Accurate Ambulance Availability Known]

Goal Achieve [Ambulance Mobilized When Allocated At Station]
Def The allocated ambulance at station shall be mobilized within 1 minute.
RefinedBy Achieve [Allocated Ambulance Mobilization At Station Based On
Location Info], Maintain [Accurate Ambulance Availability Known]

Achieve [Ambulance Mobilized When Allocated On Road]

Goal Maintain [Accurate Ambulance Availability Known]
Def Accurate information about the availability of the ambulance is known
to the dispatching software.
RefinedBy Maintain [Accurate Status Encoded On MDT], Maintain [Status
Known Based On Encoded Information]

276



Case-studies

Achieve [Ambulance
Mobilized When
Allocated On Road]

Maintain [Accurate Achieve [Allocated
Ambulance Availability Ambulance Mobilization
Known] On Road Based On

Location Info]

Figure A.6 Refinements for Achieve
[Ambulance Mobilized When Allocated On Road].

Goal Achieve [Allocated Ambulance Mobilization On Road Based On Location
Info]

Def The allocated ambulance on road shall be mobilized within 1 minute.
Whether the ambulance is on road is determined by the location informa-
tion.

RefinedBy Achieve [Mobilization Order Displayed On MDT], Achieve [Mobi-
lization Order Printed At Station], Achieve [Mobilization Order Confirmed
by Radio], Achieve [Allocated Ambulance Mobilization When Mobilization
Order Displayed And Radio Contact]

Maintain [Accurate Ambulance Status Known]

Maintain [Accurate
Ambulance Status
Known]

Maintain [Accurate Achieve [Encoded Status
Status Encoded] Known]

Maintain [Status Achieve [Status Sent
Recorded] When Encoded]

-_." Achieve [Status L-
Transmitted]

3)—<Communication Infrastructure

Figure A.7 Refinements for Maintain [Accurate Ambulance Status Known].
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Goal Maintain [Accurate Ambulance Status Known]

Def The status of the ambulance shall be accurately known to the dispatch-
ing software. A status is accurate if the known status correspond to the
status of the ambulance in the real-world. The status shall be known to
the dispatching software within 3 minutes when encoded by the staff.

RefinedBy Maintain [Accurate Status Encoded], Achieve [Encoded Status
Known]

Goal Maintain [Accurate Status Encoded]

Def The accurate status shall always be encoded.

RefinedBy Maintain [Status Leaving Encoded When Leaving Station], Main-
tain [Status OnScene Encoded When On Scene], Maintain [Status ToHos-
pital Encoded When Leaving Towards Hospital], Maintain [Status AtHospi-
tal Encoded When At Hospital], Maintain [Status AvailableRadio Encoded
When Available by Radio], Maintain [Status AvailableStation Encoded When
Available at Station], Maintain [Status Unavailable Encoded When Unavail-
able]

Goal Achieve [Encoded Status Known]
Def The encoded availability information shall be known to the despatching
software.
RefinedBy Achieve [Status Sent When Encoded], Achieve [Status Transmit-
ted], Maintain [Status Recorded]

Goal Maintain [Status Recorded]
Def The encoded availability information shall be recorded when transmit-
ted.
AssignedTo CAD

Goal Achieve [Status Transmitted]
Def The encoded availability information shall be transmitted to the dis-
patching software.
AssignedTo Communication Infrastructure
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Goal Achieve [Status Sent When Encoded]
Def The encoded status information shall be sent to the dispatching soft-
ware.
AssignedTo MDT

Maintain [Accurate Status Encoded]

Maintain [Accurate
Status Encoded]

Maintain [Status Leaving

Encoded When Leaving
Station] /

Maintain [Status
Unavailable Encoded
When Unavailable]

Maintain [Status
OnScene Encoded When
On Scene]

Maintain [Status
AvailableStation
Encoded When Available
at Station]

Maintain [Status \

ToHospital Encoded Maintain [Status Maintain [Status
When Leaving Towards AtHospital Encoded AvailableRadio Encoded
Hospital] When At Hospital] When Available by

Radio]

{ Ambulance Staff >

Figure A.8 Refinements for Maintain [Accurate Status Encoded].

Goal Maintain [Status Leaving Encoded When Leaving Station]
Def The Status Leaving is encoded when leaving the station.
ObstructedBy Accurate Leaving Status Not Encoded On MDT Or Innaccu-
rate
AssignedTo Ambulance Staff
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Goal Maintain [Status OnScene Encoded When On Scene]
Def The Status OnScene is encoded when arriving on scene.
ObstructedBy Accurate OnScene Status Not Encoded On MDT Or Innaccu-
rate
AssignedTo Ambulance Staff

Goal Maintain [Status ToHospital Encoded When Leaving Towards Hospital]
Def The Status ToHospital is encoded when leaving the incident scene to-
wards the hospital.
ObstructedBy Accurate ToHospital Status Not Encoded On MDT Or Innac-
curate
AssignedTo Ambulance Staff

Goal Maintain [Status AtHospital Encoded When At Hospital]
Def The Status AtHospital is encoded when arriving at hospital.
ObstructedBy Accurate AtHospital Status Not Encoded On MDT Or Innac-
curate
AssignedTo Ambulance Staff

Goal Maintain [Status AvailableRadio Encoded When Available by Radio]
Def The Status AvailableRadio is encoded when avaiable by radio.
ObstructedBy Accurate AvailableRadio Status Not Encoded On MDT Or In-
naccurate
AssignedTo Ambulance Staff

Goal Maintain [Status AvailableStation Encoded When Available at Station]
Def The Status AvailableStation is encoded when available at station.
ObstructedBy Accurate AvailableStation Status Not Encoded On MDT Or

Innaccurate
AssignedTo Ambulance Staff

Goal Maintain [Status Unavailable Encoded When Unavailable]
Def The Status Unavailable is encoded when unavailable.
ObstructedBy Accurate Unavailable Status Not Encoded On MDT Or Innac-
curate
AssignedTo Ambulance Staff
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Achieve [Allocated Ambulance Mobilization On Road Based On
Location Info]

Achieve [Allocated
Ambulance Mobilization
On Road Based On
Location Info]

Achieve [Allocated
Ambulance Mobilization
When Mobilization Order

Achieve [Mobilization
Order Printed At Station] Displayed And Radio
Contact]

Achieve [Mobilization
Order Displayed On Achieve [Mobilization Ambulance Staff

MDT] Order Confirmed by
Radio]

Figure A.9 Refinements for Achieve [Allocated

Ambulance Mobilization On Road Based On Location Info].

Goal Achieve [Mobilization Order Printed At Station]
Def The mobilization order shall be printed at station when ambulance is
allocated within 50 seconds.
RefinedBy Achieve [Mobilization Order Sent To Printer], Achieve [Mobiliza-
tion Order Transmitted], Achieve [Mobilization Order Printed]

Goal Achieve [Mobilization Order Displayed On MDT]
Def The mobilization order shall be displayed on the Mobile Data Terminal

within 40 seconds.
RefinedBy Achieve [Mobilization Order Sent To MDT], Achieve [Mobilization
Order Transmitted], Achieve [Mobilization Order Displayed]

Goal Achieve [Mobilization Order Confirmed by Radio]

Def The mobilization order shall be confirmed orally by radio.
AssignedTo Operator
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Goal Achieve [Allocated Ambulance Mobilization When Mobilization Order Dis-
played And Radio Contact]
Def The allocated ambulance shall be mobilized when the mobilization or-
der is displayed on the MDT and the mobilization is confirmed by radio.
The mobilization occurs within 10 seconds of the print or confirmation.
ObstructedBy Allocated Ambulance Not Mobilized And Mobilization Order
Displayed And Confirmed
AssignedTo Ambulance Staff

Achieve [Mobilization Order Displayed On MDT]

Achieve [Mobilization
Order Displayed On
MDT]
Achieve [Mobilization Achieve [Mobilization
Order Sent To MDT] Order Displayed]

/ Accurate MDT Mapping Achieve [Mobilization Achieve [Mobilization < MDT )
Order Sent To MDT Based

OrderTransmltted]
On Mapping]

Communlcatlon Infrastructure>

Figure A.10 Refinements for Achieve [Mobilization Order Displayed On MDT].

Goal Achieve [Mobilization Order Sent To MDT]
Def The mobilization order shall be sent to the MDT corresponding to the
allocated ambulance.
RefinedBy Achieve [Mobilization Order Sent To MDT Based On Mapping],
Accurate MDT Mapping

Goal Achieve [Mobilization Order Sent To MDT Based On Mapping]
Def The mobilization order shall be sent to the correspondign ambulance
based on the mapping between ambulances and MDTs within 5 seconds.
AssignedTo CAD
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Goal Achieve [Mobilization Order Transmitted]
Def The sent mobilization order shall be transmitted to the station printer.
AssignedTo Communication Infrastructure

Goal Achieve [Mobilization Order Displayed]
Def The transmitted mobilization order shall be displayed on the MDT within
5 seconds.
ObstructedBy Mobilization Order Not Displayed
AssignedTo MDT

Achieve [Mobilization Order Printed At Station]

Achleve Moblllzatlon
Order Printed At Statlon]

Achieve [Mobilization
Order Printed]

/Achleve [Mobilization // Achieve [ Moblllzatlon/

Order Sent To Printer] Order Transmitted]

Achieve [Mobilization

Order Sent To Printer Communication
Infrastructure

/Accurate Printer Mapping\ e G
ased On Mapping]

CAD

Figure A.11 Refinements for Achieve [Mobilization Order Printed At Station].

Goal Achieve [Mobilization Order Sent To Printer]

Def The mobilization order shall be printed on the station printer when the
ambulance is allocated. The station printer is the printer at the station to
which the ambulance is assigned.

RefinedBy Achieve [Mobilization Order Sent To Printer Based On Mapping],
Accurate Printer Mapping
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Goal Achieve [Mobilization Order Sent To Printer Based On Mapping]
Def The mobilization order shall be sent to the station printer when the am-
bulance is allocated.
AssignedTo CAD

Goal Achieve [Mobilization Order Transmitted]
Def The sent mobilization order shall be transmitted within 5 seconds.
ObstructedBy Mobilization Order Not Transmitted To MDT
AssignedTo Communication Infrastructure

Goal Achieve [Mobilization Order Printed]
Def The transmitted mobilization order shall be printed.
ObstructedBy Mobilization Order Not Printed
AssignedTo Printer

Achieve [Ambulance Mobilized When Allocated At Station]

Achieve [Ambulance
Mobilized When
Allocated At Station]

- Achieve [Allocated
Maintain [Accurate P
A Ambulance Mobilization
Ambulance Availability A
At Station Based On
Known] .
Location Info]

Figure A.12 Refinements for Achieve
[Ambulance Mobilized When Allocated At Station].

Goal Achieve [Allocated Ambulance Mobilization At Station Based On Location
Info]

Def The allocated ambulance at station shall be mobilized within 1 minute.
Whether the ambulance is at station is determined by the location infor-
mation.

RefinedBy Achieve [Mobilization Order Displayed On MDT], Achieve [Mobi-
lization Order Printed At Station], Achieve [Mobilization Order Confirmed
By Phone], Achieve [Allocated Ambulance Mobilization When Mobiliza-
tion Order Printed And Phone Contact]
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Achieve [Allocated Ambulance Mobilization At Station Based On
Location Info]

Achieve [Allocated
Ambulance Mobilization
At Station Based On
Location Info]

Achieve [Mobilization
Order Displayed On

Achieve [Allocated
Ambulance Mobilization
When Mobilization Order

MDT]
Achieve [Mobilization .
/Order Printed At Station]/ Printed And Phone
Contact]
Achieve [Mobilization
Ambul Staff
Order Confirmed By O mbulance >ta
Phone]

b {(opertor )

Figure A.13 Refinements for Achieve [Allocated

Ambulance Mobilization At Station Based On Location Info].

Goal Achieve [Mobilization Order Confirmed By Phone]
Def The mobilization order shall be confirmed by a phone call within 50 sec-
onds.
AssignedTo Operator

Goal Achieve [Allocated Ambulance Mobilization When Mobilization Order Printed
And Phone Contact]

Def The allocated ambulance shall be mobilized when the mobilization or-
der is printed on the station printer and the mobilization has been con-
firmed by a phone call. The mobilization occurs within 10 seconds of the
print or confirmation.

ObstructedBy Allocated Ambulance Not Mobilized And Mobilization Order
Printed And Confirmed

AssignedTo Ambulance Staff
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Maintain [Accurate Ambulance Info Known]

Maintain [Accurate
Ambulance Info Known]

Maintain [Accurate Maintain [Accurate
Ambulance Availability Ambulance Location
Known] Known]

Figure A.14 Refinements for Maintain [Accurate Ambulance Info Known].

Goal Maintain [Accurate Ambulance Location Known]

Def Accurate location of the ambulance is known to the dispatching soft-
ware. A location is accurate if the position of the ambulance in the real-
world and the dispatching position do not differ by more than 250 meters.

RefinedBy Achieve [Ambulance Location Sent Every 3 Seconds], Maintain
[Ambulance Location Known When Sent]

Maintain [Accurate Ambulance Availability Known]

Maintain [Accurate
Ambulance Availability
Known]

Based On Encoded Status Encoded On MDT]
Information]

Maintain [Status Known Maintain [Accurate /

Figure A.15 Refinements for Maintain [Accurate Ambulance Availability Known].

Goal Maintain [Status Known Based On Encoded Information]
Def Availability of the ambulance shall be known to the dispatching soft-
ware when encoded by the ambulance staff.
RefinedBy Maintain [Status Known Based On Encoded Status And Accurate

Mapping], Accurate MDT Mapping
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Goal Maintain [Accurate Status Encoded On MDT]

Def Accurate status information regarding the availability shall be encoded
on the Mobile Data Terminal, i.e. staff is expected to press the button cor-
responding to their status.

RefinedBy Maintain [Status Leaving Encoded When Leaving Station], Main-
tain [Status AvailableRadio Encoded When Available by Radio], Maintain
[Status AvailableStation Encoded When Available at Station], status__un-
available_encoded

Maintain [Accurate Status Encoded On MDT]
Maintain [Accurate
Status Encoded On MDT]

Maintain [Status Maintain [Status Leaving
AvailableStation Encoded

Encoded When Leaving Station]
When Available at Station]

Maintain [Status A .II\/I;:)lIn';alr(;.[StEatusd d
Unavailable Encoded variablenadio Encode

When Unavailable] When é\;/jii:)&;ble by

Ambulance Staff

Figure A.16 Refinements for Maintain [Accurate Status Encoded On MDT].

Maintain [Status Known Based On Encoded Information]

Goal Maintain [Status Known Based On Encoded Status And Accurate Map-
ping]

Def Availability of the ambulance shall be known to the dispatching soft-
ware when encoded by the ambulance staff, based on the mapping be-
tween the MDTs and the ambulances.

RefinedBy Achieve [Status Sent When Encoded], Achieve [Status Transmit-
ted], Maintain [Status Recorded]

Maintain [Accurate Ambulance Location Known]
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Maintain [Status Known
Based On Encoded
Information]

Maintain [Status Known
Based On Encoded
Status And Accurate
Mapping] / Accurate MDT Mapping \

Achieve [Status Sent Maintain [Status
When Encoded] Recorded]

MDT O / Achieve [Status / :)—{ )

Transmitted]

Communication Infrastructure>

Figure A.17 Refinements for Maintain

[Status Known Based On Encoded Information].

Maintain [Accurate
Ambulance Location

Known]
Maintain [Ambulance Achieve [Ambulance
Location Known When Location Sent Every 3
Sent] Seconds]
Maintain [Ambulance Achieve [Location Sent
Location Transmitted When Captured]
When Sent]
Achieve [Accurate o— MDT

Maintain [Ambulance Location Captured Every
Location Known When 3 Seconds]

Transmltted]

Figure A.18 Refinements for Maintain [Accurate Ambulance Location Known].

Goal Maintain [Ambulance Location Known When Sent]
Def The ambulance location is known to the dispatching software when
sent.
RefinedBy Maintain [Ambulance Location Transmitted When Sent], Main-
tain [Ambulance Location Known When Transmitted]
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Goal Achieve [Ambulance Location Sent Every 3 Seconds]
Def The ambulance location is sent every 3 seconds.
RefinedBy Achieve [Accurate Location Captured Every 3 Seconds], Achieve
[Location Sent When Captured]

Goal Maintain [Ambulance Location Transmitted When Sent]
Def The ambulance location shall be timely transmitted to the despatching
software when sent.
AssignedTo Communication Infrastructure

Goal Maintain [Ambulance Location Known When Transmitted]

DefThe ambulance location shall be known when transmitted to the despatch-
ing software.

AssignedTo CAD

Goal Achieve [Accurate Location Captured Every 3 Seconds]

Def Accurate ambulance location is captured every 3 seconds. A captured
location is accurate if it do not differ by more than 50 meters from the real
position.

ObstructedBy Accurate Location Not Captured Every 3 Seconds

AssignedTo AVLS

Goal Achieve [Location Sent When Captured]
Def The ambulance location is sent when captured.
ObstructedBy Captured Ambulance Location Not Sent
AssignedTo MDT

Achieve [Ambulance Allocated Based On Incident Form]

Goal Achieve [Ambulance Allocated Based On Incident Form When Ambulance
Available]
Def An available ambulance shall be allocated based on the informations on
the incident form, within 1 minute.
RefinedBy Maintain [Accurate Ambulance Info Known], Achieve [Ambulance
Allocation Based On Incident Form And Ambulance Info When Ambulance
Available]
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Achieve [Ambulance
Allocated Based On
Incident Form]

Achieve [Ambulance Ambulance Available \
Allocated Based On

Incident Form When
Ambulance Available]

Achieve [Ambulance Maintain [Accurate
Allocation Based On Ambulance Info Known]
Incident Form And

Ambulance Info When

Ambulance Available] S

Figure A.19 Refinements for Maintain [Accurate Ambulance Location Known].

Goal Achieve [Ambulance Allocation Based On Incident Form And Ambulance
Info When Ambulance Available]

Def An available ambulance shall be allocated within 1 minute when an in-
cident is reported, based on the incident informations reported in the in-
cident form and the ambulance availability information.

AssignedTo CAD

Goal Maintain [Accurate Ambulance Info Known]
Def Accurate availability and accurate location about the ambulance shall
be known to the software system.
RefinedBy Maintain [Accurate Ambulance Location Known], Maintain [Ac-
curate Ambulance Availability Known]

Achieve [Ambulance Left Station When Mobilized]

Goal Achieve [Ambulance Physically Leaving Station When Mobilized]
Def The mobilized ambulance shall leave the ambulance station within 2
minutes.
AssignedTo Ambulance Staff
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'‘Achieve [Ambulance Left
Station When Mobilized]

Achieve [Ambulance
Physically Leaving
Station When Mobilized] Achieve [Ambulance
Leaving Status Known]

Ambulance Left Station Achieve [Status
When Status Transmitted Transmitted]

Maintain [Status Leaving
Encoded When Leaving // GEIRRIBEUDER /

Station] When Encoded]

Communication
Infrastructure

Ambulance Staff

Figure A.20 Refinements for Maintain [Accurate Ambulance Location Known].

Goal Achieve [Ambulance Leaving Status Known]
DefThe ambulance leaving status is known to the dispatching software when
the mobilized ambulance left the ambulance station.
RefinedBy Maintain [Status Leaving Encoded When Leaving Station], Achieve
[Status Sent When Encoded], Achieve [Status Transmitted], Ambulance
Left Station When Status Transmitted

A.1.2 Obstacle specifications

This section provides the complete specifications for the obstacles of the Brussels
Ambulance Despatch System, presented in Section 9.3.3.

Achieve [Location Sent When Captured]

Goal Captured Ambulance Location Not Sent
Def The captured ambulance location is not sent.
RefinedBy MDT Turned Off
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When Captured]

:

Captured Ambulance
Location Not Sent

s

MDT Turned Off

Achieve [Location Sent/

Figure A.21  Obstacles to Achieve [Location Sent When Captured].

Goal MDT Turned Off
Def The MDT is turned off for more than 5 seconds and mobilization order
was transmitted.

Achieve [Allocated Ambulance Mobilization When Mobilization
Order Displayed And Radio Contact]

Achieve [Allocated
Ambulance Mobilization
When Mobilization Order

Displayed And Radio
Contact]

Allocated Ambulance Not Mobilized
And Mobilization Order Displayed
And Confirmed

Ambulance Not Available
And Mobilization Order Dlsplayed Mobilization
Displayed Order Ignored

Crew Dlstracted Crew Not In Ambulance

Figure A.22  Obstacles to Achieve [Allocated Ambulance
Mobilization When Mobilization Order Displayed And Radio Contact].
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Goal Allocated Ambulance Not Mobilized And Mobilization Order Displayed
And Confirmed
Def The allocated ambulance is not mobilized when the mobilization order
is displayed on the MDT and the mobilization is confirmed by radio. The
mobilization did not occured within 10 seconds of the print or confirma-
tion.
RefinedBy Ambulance Not Available And Mobilization Order Displayed
RefinedBy Displayed Mobilization Order Ignored

Goal Ambulance Not Available And Mobilization Order Displayed
Def The ambulance is not available even if the mobilizatin order is displayed
and the mobilization order is confirmed.

Goal Displayed Mobilization Order Ignored
Def The displayed mobilization order is ignored by the ambulance staff.
RefinedBy Crew Distracted
RefinedBy Crew Not In Ambulance

Goal Crew Distracted
DefThe ambulance staff is distracted and ignores the displayed mobilization
order.

Goal Crew Not In Ambulance
Def The ambulance staff is not in the ambulance and is therefore not able to
read the displayed mobilization order.

Achieve [Mobilization Order Transmitted]

Achieve [Mobilization
Order Transmitted]

Mobilization Order Not
Transmitted To MDT

MDT In Blackspot W (Z \ Corrupted Mobilization\

Order
Network Overloaded

Figure A.23 Obstacles to Achieve [Mobilization Order Transmitted].
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Goal Mobilization Order Not Transmitted To MDT
Def
RefinedBy Network Overloaded
RefinedBy MDT In Blackspot
RefinedBy Corrupted Mobilization Order

Goal MDT In Blackspot
Def The MDT that shall received the information is in a blackspot and no
longer able to send and receive data.

Goal Corrupted Mobilization Order
Def The mobilization order is corrupted and cannot be transmitted reliably
to the corresponding MDT.

Goal Network Overloaded
Def The network used to transmit information between the dispatching soft-
ware and the MDTs is overloaded and not able to transmit information.

Achieve [Allocated Ambulance Mobilization When Mobilization
Order Printed And Phone Contact]

Achieve [Allocated Ambulance
Mobilization When Mobilization
Order Printed And Phone Contact]

Allocated Ambulance Not
Mobilized And Mobilization Order
Printed And Confirmed

Mobilization Taken By Printed Mobilization Orde
Other Ambulance Ignored
Allocated Ambulance No Allocated Ambulance No
Available At Station

Crew Not Near Printer

Figure A.24 Obstacles to Achieve [Allocated Ambulance
Mobilization When Mobilization Order Printed And Phone Contact].
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Goal Allocated Ambulance Not Mobilized And Mobilization Order Printed And
Confirmed

Def The allocated ambulance is not mobilized but the mobilization order is

printed and the mobilization is confirmed by the operator.

RefinedBy Allocated Ambulance Not At Station

RefinedBy Allocated Ambulance Not Available

RefinedBy Printed Mobilization Order Ignored

RefinedBy Mobilization Taken By Other Ambulance

Goal Allocated Ambulance Not At Station
DefThe ambulance s not at the station when the mobilization order is printed
and/or the call is made.

Goal Allocated Ambulance Not Available
Def The ambulance is at the station but not yet available (for example, clean-
ing and refurbishing the ambulance).

Goal Printed Mobilization Order Ignored
Def The printed mobilization order is ignored by the ambulance staff.
RefinedBy Crew Not Near Printer

Goal Crew Not Near Printer
Def The ambulance staff is not near the station printer.

Goal Mobilization Taken By Other Ambulance
Def The mobilization order is taken by an other ambulance staff.

Achieve [Patient Transported At Hospital When Required]

Goal Patient Not Admitted At Or Transported To Hospital
Def The patient is not admitted or transported to the nearest and most ap-
propriate hospital.
RefinedBy Patient Not Transported
RefinedBy Patient Not Admitted At Hospital
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Achieve [Patient
Transported At Hospital
When Required]

!

Patient Not Admitted At O
Transported To Hospital

Pat|ent el e lfittecl A% Patient Not Transported
Hospital
No Bed
\ Available \ Patient Not Transportable\ Ambulance Broken Down
Or Accident
Special Unit Available Bed Not Patient Not In Ambulance
Required Assigned /o/

Patient Cannot Reach
Ambulance Insufﬁaent Capacity

Overweight Patient

Figure A.25 Obstacles to Achieve [Patient
Transported At Hospital When Required].

Goal Patient Not Transported
Def The patient is not transported to the nearest and most appropriate hos-
pital.
RefinedBy Patient Not In Ambulance
RefinedBy Ambulance Broken Down Or Accident
RefinedBy Patient Not Transportable

Goal Patient Not In Ambulance
Def The patient is not in the ambulance but should be transported to the
hospital.
RefinedBy Insufficient Capacity
RefinedBy Overweight Patient
RefinedBy Patient Cannot Reach Ambulance
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Goal Patient Not Transportable
Def The patient is not safely transportable from the incident scene to the
nearest and most appropriate hospital.

Goal Insufficient Capacity

DefThe ambulance capacity is reached. Patient cannot be transported safely.

Goal Overweight Patient
Def The weight of the patient is over the maximal weight allowed for safe
transportation by the ambulance.

Goal Patient Cannot Reach Ambulance
Def The patient cannot safely reach the ambulance.

Goal Patient Not Admitted At Hospital
Def The patient is not admitted at the nearest and most appropriate hospi-
tal.
RefinedBy No Bed Available
RefinedBy Available Bed Not Assigned
RefinedBy Special Unit Required

Goal Available Bed Not Assigned
Def The patient is not admitted at the nearest and most appropriate hospi-
tal, even if beds are available.

Goal Special Unit Required
Def A special equipment or specific staff is required to admit the patient at
the hospital and such equipment or staff is not available at nearest and
most appropriate hospital.

Goal No Bed Available
Def The nearest and most appropriate hospital has no available beds for the
patient.
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Achieve [Mobilized Ambulance On Scene]

Achieve [Mobilized
Ambulance On Scene]

Moblllzed Ambulance No
On Scene

Incident Location ‘\OA\ Mobilization Cancelled
Unreachable

Ambulance Stopped Or In Destination Confused
Wrong Direction

Ambulance In Wrong Y(g ‘\7*‘\
Direction Ambulance Stoppe‘d\?
Ambulance In Traffic Ambulance Broken Down\ \ Ambulance Stuck In Traffi
Deviation Or Accident Jam Toward Incident

Ambulance Lost

GPS Broken
Area

\Ambulance In Unfamiliar

Figure A.26 Obstacles to Achieve [Mobilized Ambulance On Scene].

Goal Mobilized Ambulance Not On Scene
Def The mobilized ambulance is not on the incident scene within 12 min-
utes.
RefinedBy Mobilization Cancelled
RefinedBy Destination Confused
RefinedBy Ambulance Stopped Or In Wrong Direction
RefinedBy Incident Location Unreachable

Goal Incident Location Unreachable
Def The incident location is not safely reachable by the ambulance staff.
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Goal Destination Confused
Def The incident location is confused, and the ambulance is not on scene
within 12 minutes.

Goal Mobilization Cancelled
Def The mobilization is cancelled.

Goal Ambulance Stopped Or In Wrong Direction
Def The ambulance is stopped or in the wrong direction and will not reach
the incident scene within the time constraints.
RefinedBy Ambulance Stopped
RefinedBy Ambulance In Wrong Direction

Goal Ambulance Stopped
Def The ambulance is stopped and will not reach the incident scene within
the time constraints.
RefinedBy Ambulance Broken Down Or Accident
RefinedBy Ambulance Stuck In Traffic Jam Toward Incident

Goal Ambulance Broken Down Or Accident
Def The ambulance is broken down or involved in an accident and will not
reach the incident scene within the time constraints.

Goal Ambulance Stuck In Traffic Jam Toward Incident
Def The ambulance is stuck in a traffic jam and will not reach the incident
scene within the time constraints.

Goal Ambulance In Wrong Direction
Def The ambulance is headed in the wrong direction and will not reach the
incident scene within the time constraints.
RefinedBy Ambulance Lost
RefinedBy Ambulance In Traffic Deviation

Goal Ambulance Lost
Def The ambulance is lost and will not reach the incident scene within the
time constraints.
RefinedBy Ambulance In Unfamiliar Area, GPS Broken
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Goal Ambulance In Unfamiliar Area
Def The ambulance is in an unfamiliar area.

Goal GPS Broken
Def The GPS of the ambulance driver break down.

Goal Ambulance In Traffic Deviation
Def The ambulance is in a traffic deviation and will not reach the incident
scene within the time constraints.

Achieve [Incident Resolved On Scene When No Transport Re-
quired]

Achieve [Incident
Resolved On Scene When
No Transport Required]

Patient Not Treated At
Location

Patient Not Safely Critical Care Not Given
Unreachable Reachable
Patient /c; \O\
© O
Available Ressource Not Insufficient Ressource
Hazardous
. Used
Environment Q
: \O\ /£ Ressource
Fire X

. - Confusion

Environment Wrong Info About Patient

Ressource Not Available

\Quallﬁcatlon Missing For

Ressource

Ressource Out Of Order

Figure A.27 Obstacles to Achieve [Incident

Resolved On Scene When No Transport Required].
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Goal Patient Not Treated At Location
Def The patient was not treated at the incident location.
RefinedBy Critical Care Not Given
RefinedBy Patient Not Safely Reachable

Goal Patient Not Safely Reachable
Def The patient was not reachable safely by the ambulance staff.
RefinedBy Fire Environment
RefinedBy Hazardous Environment
RefinedBy Unreachable Patient

Goal Fire Environment
Def The patient was not reachable safely by the ambulance staff due to a
fiery environment.

Goal Hazardous Environment
Def The patient was not reachable safely by the ambulance staff due to a
hazardous environment exluding fire.

Goal Unreachable Patient
Def The patient was not reachable safely by the ambulance staff but patient
in a safe environment (e.g. locked in a lift).

Goal Critical Care Not Given
Def Critical care at location is not given to the patient.
RefinedBy Insufficient Ressource
RefinedBy Available Ressource Not Used

Goal Available Ressource Not Used
Def Available ressource required to care for the patient is not used.
RefinedBy Wrong Info About Patient
RefinedBy Ressource Out Of Order
RefinedBy Qualification Missing For Ressource

Goal Ressource Out Of Order
Def Available ressource required to care for the patient is out of order.
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Goal Qualification Missing For Ressource
Def The staff does not have the required qualifications to provide the critical
care required by the patient condition. For example, the ambulance staff
is not allowed to deliver a drug but has the drug at disposal.

Goal Insufficient Ressource
Def Ressource required by the patient condition is not available in sufficient
quantities.
RefinedBy Ressource Confusion
RefinedBy Ressource Not Available
RefinedBy Wrong Info About Patient

Goal Ressource Confusion
Def Ressource required by the patient condition is not used due to confu-
sion.

Goal Ressource Not Available
Def Ressource required by the patient condition is not available.

Goal Wrong Info About Patient
Def Critical care is not provided to the patient as information is missing on
his condition. This includes interventions were additional care would have
been given if, for example, medical history, allergies, drug prescriptions,
etc. was known.

Maintain [Status Unavailable Encoded When Unavailable]

Goal Accurate Unavailable Status Not Encoded On MDT Or Innaccurate
Def Accurate Unavailable status information is not encoded on the Mobile
Data Terminal when the status changes; or the encoded status is not ac-
curate.
RefinedBy Forget To Encode Unavailable Status
RefinedBy Other Status Than Unavailable Encoded

Goal Forget To Encode Unavailable Status
Def The ambulance staff forgets to encode the Unavailable status.
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Maintain [Status
Unavailable Encoded
When Unavailable]

i

Accurate Unavailable
Status Not Encoded On

MDT Or Innaccurate ‘“(f
Forget To Encode Other Status Than
Unavailable Status Unavailable Encoded

Figure A.28 Obstacles to Maintain [Status

Unavailable Encoded When Unavailable].

Goal Other Status Than Unavailable Encoded
Def The ambulance staff encodes an other status than the Unavailable status
when required.

Maintain [Status AvailableStation Encoded When Available at
Station]

Maintain [Status
AvailableStation Encoded
When Available at
Station]

i

Accurate AvailableStation)
Status Not Encoded On
73» MDT Or Innaccurate

O
Forget To Encode Other Status Than
AvailableStation Status AvailableStation Encoded

Figure A.29 Obstacles to Maintain [Status
AvailableStation Encoded When Available at Station].
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Goal Accurate AvailableStation Status Not Encoded On MDT Or Innaccurate
Def Accurate AvailableStation status information is not encoded on the Mo-
bile Data Terminal when the status changes; or the encoded status is not
accurate.
RefinedBy Forget To Encode AvailableStation Status
RefinedBy Other Status Than AvailableStation Encoded

Goal Forget To Encode AvailableStation Status
Def The ambulance staff forgets to encode the AvailableStation status.

Goal Other Status Than AvailableStation Encoded
Def The ambulance staff encodes an other status than the AvailableStation
status when required.

Maintain [Status AvailableRadio Encoded When Available by Ra-
dio]

Maintain [Status
AvailableRadio Encoded
When Available by Radio

Accurate AvailableRadio
Status Not Encoded On
MDT Or Innaccurate

7 7

Forget To Encode Other Status Than
AvailableRadio Status AvailableRadio Encoded
Figure A.30 Obstacles to Maintain [Status
AvailableRadio Encoded When Available by Radio].

Goal Accurate AvailableRadio Status Not Encoded On MDT Or Innaccurate
Def Accurate AvailableRadio status information is not encoded on the Mo-
bile Data Terminal when the status changes; or the encoded status is not
accurate.
RefinedBy Forget To Encode AvailableRadio Status
RefinedBy Other Status Than AvailableRadio Encoded
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Goal Forget To Encode AvailableRadio Status
Def The ambulance staff forgets to encode the AvailableRadio status.

Goal Other Status Than AvailableRadio Encoded
Def The ambulance staff encodes an other status than the AvailableRadio
status when required.

Maintain [Status AtHospital Encoded When At Hospital]

Maintain [Status
AtHospital Encoded
When At Hospital]

Accurate AtHospital Statu
Not Encoded On MDT Or
Innaccurate

Forget To Encode Other Status Than
AtHospital Status AtHospital Encoded

Figure A.31 Obstacles to Maintain [Status AtHospital Encoded When At Hospital].

Goal Accurate AtHospital Status Not Encoded On MDT Or Innaccurate
Def Accurate AtHospital status information is not encoded on the Mobile
Data Terminal when the status changes; or the encoded status is not ac-
curate.
RefinedBy Forget To Encode AtHospital Status
RefinedBy Other Status Than AtHospital Encoded

Goal Forget To Encode AtHospital Status
Def The ambulance staff forgets to encode the AtHospital status.

Goal Other Status Than AtHospital Encoded
Def The ambulance staff encodes an other status than the AtHospital status
when required.

305



Case-Study: Brussels Ambulance Dispatching System

Maintain [Status ToHospital Encoded When Leaving Towards Hos-
pital]

Maintain [Status
ToHospital Encoded
When Leaving Towards
Hospital]

Accurate ToHospital Statu
Not Encoded On MDT Or
Innaccurate

Forget To Encode Other Status Than
ToHospital Status ToHospital Encoded

Figure A.32  Obstacles to Maintain [Status

ToHospital Encoded When Leaving Towards Hospital].

Goal Accurate ToHospital Status Not Encoded On MDT Or Innaccurate
Def Accurate ToHospital status information is not encoded on the Mobile
Data Terminal when the status changes; or the encoded status is not ac-
curate.
RefinedBy Forget To Encode ToHospital Status
RefinedBy Other Status Than ToHospital Encoded

Goal Forget To Encode ToHospital Status
Def The ambulance staff forgets to encode the ToHospital status.

Goal Other Status Than ToHospital Encoded

Def The ambulance staff encodes an other status than the ToHospital status
when required.
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Maintain [Status OnScene Encoded When On Scene]

aintain [Status OnScene
Encoded When On Scene

Accurate OnScene Status
Not Encoded On MDT Or

(f/v Innaccurate
Forget To Encode OnScen Other Status Than
Status OnScene Encoded

Figure A.33 Obstacles to Maintain [Status OnScene Encoded When On Scenel.

Goal Accurate OnScene Status Not Encoded On MDT Or Innaccurate
Def Accurate OnScene status information is not encoded on the Mobile Data
Terminal when the status changes; or the encoded status is not accurate.
RefinedBy Forget To Encode OnScene Status
RefinedBy Other Status Than OnScene Encoded

Goal Forget To Encode OnScene Status
Def The ambulance staff forgets to encode the OnScene status.

Goal Other Status Than OnScene Encoded
Def The ambulance staff encodes an other status than the OnScene status
when required.

Maintain [Status Leaving Encoded When Leaving Station]

Goal Accurate Leaving Status Not Encoded On MDT Or Innaccurate
Def Accurate Leaving status information is not encoded on the Mobile Data
Terminal when the status changes; or the encoded status is not accurate.
RefinedBy Forget To Encode Leaving Status
RefinedBy Other Status Than Leaving Encoded
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aintain [Status Leaving
Encoded When Leaving
Station]

!

Accurate Leaving Status
Not Encoded On MDT Or
Innaccurate

Forget To Encode Leaving Other Status Than Leavin
Status Encoded

Figure A.34 Obstacles to Maintain [Status

Leaving Encoded When Leaving Station].

Goal Forget To Encode Leaving Status
Def The ambulance staff forgets to encode the Leaving status.

Goal Other Status Than Leaving Encoded

Def The ambulance staff encodes an other status than the Leaving status
when required.

Achieve [Accurate Location Captured Every 3 Seconds]

Achieve [Accurate
Location Captured Every
3 Seconds]

Accurate Location Not

/)/&Captured Every 3 Secondsxﬂ

GPS Innaccurate (; AVLS Out of Service

GPS Black Spot

Figure A.35 Obstacles to Achieve [Accurate Location Captured Every 3 Seconds].
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Goal Accurate Location Not Captured Every 3 Seconds
Def Accurate ambulance location was not captured every 3 seconds.
RefinedBy GPS Black Spot
RefinedBy GPS Innaccurate
RefinedBy AVLS Out of Service

Goal AVLS Out of Service
Def The AVLS component in the ambulance is out of service.

Goal GPS Black Spot
Def The ambulance is in a black spot for more than 3 seconds.

Goal GPS Innaccurate

Def The GPS position differs by more than 50 meters for more than 3 sec-
onds.

Achieve [Mobilization Order Printed]

Achieve [Mobilization
Order Printed]

Mobilization Order Not \
Printed <_%

Out Of Paper % Printer Off

Paper Jam

Figure A.36 Obstacles to Achieve [Mobilization Order Printed].

Goal Mobilization Order Not Printed
Def The mobilization order is not printed within 50 seconds at the allocated
ambulance station.
RefinedBy Paper Jam
RefinedBy Out Of Paper
RefinedBy Printer Off
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Goal Paper Jam
Def There is a paper jam for more than 50 seconds in the allocated ambu-
lance station printer.

Goal Out Of Paper
Def There is no paper for more than 50 seconds in the allocated ambulance
station printer.

Goal Printer Off
Def The allocated ambulance station printer is turned off for more than 50
seconds.

Achieve [Mobilization Order Displayed]

Achieve [Mobilization Order
Displayed]

!

Mobilization Order Not Displayed

>

MDT Turned Off

Figure A.37 Obstacles to Achieve [Mobilization Order Displayed].

Goal Mobilization Order Not Displayed
Def The transmitted mobilization order is not displayed within 5 seconds.
RefinedBy MDT Turned Off
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A.2 Case-Study: Car Pooling System

This section provides the complete specifications for the Car Pooling System,
presented in Section 9.3.1.

A.2.1 Goal specifications

This section provides the complete specifications for the goals of the Car Pooling
System, presented in Section 9.3.1.

Achieve [Ride Proposal Eventually Served]

Achieve [Ride Proposal
Eventually Served]

Achieve [Ride Offer Achieve [Adequate Pair Found
Encoded For Ride Proposall When Ride Offer Encoded]
O Maintain [Ride Achieve [Adequate Pair Found
Request Accurate] Based On Accurate Offer]

Passenger O

Figure A.38 Refinements for Achieve [Ride Proposal Eventually Served].

Goal Achieve [Ride Proposal Eventually Served]
Def Rides proposed by drivers shall be granted within time constraints. By
granted, we mean that the driver did not travel alone.
RSR 0.95
RefinedBy Achieve [Ride Offer Encoded For Ride Proposal], Achieve [Ade-
quate Pair Found When Ride Offer Encoded)]

Goal Achieve [Ride Offer Encoded For Ride Proposal]
Def For any needed request, the request shall eventually be encoded in the
system.
AssignedTo Driver
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Goal Achieve [Adequate Pair Found When Ride Offer Encoded]
Def A compatible pair containing a request and an offer shall eventually be
found for any encoded offer.
RefinedBy Maintain [Ride Request Accurate], Achieve [Adequate Pair Found
Based On Accurate Offer]

Goal Maintain [Ride Request Accurate]
Def Ride request shall always be accurate and known by the system.
ObstructedBy Ride Request Not Accurate
AssignedTo Passenger

Goal Achieve [Adequate Pair Found Based On Accurate Offer]
Def Based on accurate offers known by the system, an offer compatible with
the request shall eventually be found when the request has been encoded.
RefinedBy Achieve [Matching Suggestion Selected], Achieve [Suggestion
Elected Based On Selection], Pair Found IIf Pair Elected

Achieve [Ride Need Eventually Served]

Ach|eve [Ride Need
Eventually Served]

Achleve [Passenger At
Achieve [Ride Request Destination When
Encoded For Ride Need] Adequate Pair Found]

Achieve [Adequate Pair Found Achieve [Passenger At
When Ride Request Encoded] D ]

estination When Ride Planned

Achieve [Adequate Pair Found
Based On Accurate Offer]

Driver

Figure A.39 Refinements for Achieve [Ride Need Eventually Served].

Offer Accurate] Adequate Pair Found]

Maintain [Ride Achleve [Ride Planned When/
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Goal Achieve [Ride Need Eventually Served]
Def Passengers that want to go to a destination shall arrive at that destina-
tion within the specified time constraints
RSR 0.95
RefinedBy Achieve [Ride Request Encoded For Ride Need], Achieve [Ade-
quate Pair Found When Ride Request Encoded], Achieve [Passenger At
Destination When Adequate Pair Found]

Goal Achieve [Ride Request Encoded For Ride Need]
Def For any needed request, the request shall eventually be encoded in the
system.
AssignedTo Passenger

Goal Achieve [Adequate Pair Found When Ride Request Encoded]
Def A compatible pair containing a request and an offer shall eventually be
found for any encoded request.
RefinedBy Maintain [Ride Offer Accurate], Achieve [Adequate Pair Found
Based On Accurate Offer]

Goal Achieve [Passenger At Destination When Adequate Pair Found]
Def Passengers shall eventually arrive at destination when a compatible pair
of request and offer has been found.
RefinedBy Achieve [Ride Planned When Adequate Pair Found], Achieve [Pas-
senger At Destination When Ride Planned]

Goal Achieve [Adequate Pair Found Based On Accurate Offer]
Def Based on accurate offers known by the system, an offer compatible with
the request shall eventually be found when the request has been encoded.
RefinedBy Achieve [Matching Suggestion Selected], Achieve [Suggestion
Elected Based On Selection], Pair Found IIf Pair Elected

Goal Maintain [Ride Offer Accurate]
Def Ride offers proposed by the drivers shall always be as accurate as possi-
ble.
ObstructedBy Ride Offer Not Accurate
AssignedTo Driver
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Goal Achieve [Ride Planned When Adequate Pair Found]
Def For any ride for which a pair was found, the ride shall eventually be
planned.
RefinedBy Achieve [Ride Planned When Pair Elected], Pair Found IIf Pair Elected

Goal Achieve [Passenger At Destination When Ride Planned]
Def For any planned ride, the corresponding passenger is eventually at the
destination specified in her request.
RefinedBy Achieve [Ride Instructions Known By Riders When Ride Planned],
Achieve [Passenger At Destination When Instructions Known]

Achieve [Passenger At Destination When Ride Planned]

Achieve [Passenger At
Destination When Ride Planned]

Achieve [Ride Instructions Achieve [Passenger At
Known By Riders When Ride Destination When Instructions
Planned] Known]

/ Maintain [Instructions Achieve [Ride Instructions/

Known If Read] SRuEliE HeBHEe Destination When In Car]

Achieve [Ride Instructions : N .
Read When Sent] Achieve [Passenger in Driver's
Software Car When Instructions Known]

Figure A.40 Refinements for Achieve

Achieve [Passenger At /

[Passenger At Destination When Ride Planned].

Goal Achieve [Passenger At Destination When Ride Planned]
Def For any planned ride, the corresponding passenger is eventually at the
destination specified in her request.
RefinedBy Achieve [Ride Instructions Known By Riders When Ride Planned],
Achieve [Passenger At Destination When Instructions Known]
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Goal Achieve [Ride Instructions Known By Riders When Ride Planned]
Def For any planned ride, the instructions are known by both riders when
the ride is planned.
RefinedBy Achieve [Ride Instructions Sent When Ride Planned], Achieve [Ride
Instructions Read When Sent], Maintain [Instructions Known If Read]

Goal Achieve [Passenger At Destination When Instructions Known]

Def For any ride for which instructions are known by both driver and pas-
senger, the passenger shall eventually arrive at the destination specified
in her request.

RefinedBy Achieve [Passenger in Driver’s Car When Instructions Known],
Achieve [Passenger At Destination When In Car]

Goal Achieve [Ride Instructions Sent When Ride Planned]
Def For any planned ride, instructions are sent to corresponding passenger
and driver.
ObstructedBy Ride Instructions Not Sent When Ride Planned
AssignedTo Software

Goal Achieve [Ride Instructions Read When Sent]
Def For any sent instructions about a ride involving the recipient of the in-
structions, the recipient shall eventually read these.
RefinedBy Achieve [Ride Instructions Read By Passenger], Achieve [Ride In-
structions Read By Driver]

Goal Maintain [Instructions Known If Read]
Def For any read instructions about a ride involving the recipient of the in-
structions, these shall remain known forever by the rider.
RefinedBy Maintain [Instructions Known By Passenger], Maintain [Instruc-
tions Known By Driver]

Goal Achieve [Passenger in Driver’s Car When Instructions Known]
Def For any ride for which instructions are known by both passenger and
driver, the passenger shall eventually take a seat in driver’s car.
RefinedBy Achieve [Riders At Pickup Point When Instructions Known], Achieve
[Passenger In Driver’s Car If Riders At Pickup Point]
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Goal Achieve [Passenger At Destination When In Car]
Def For any ride for which the passenger is in driver’s car, that passenger shall
eventually arrive at destination specified in the corresponding request.
RefinedBy Achieve [Drop Point Reached When Passenger In Car], Achieve
[Passenger At Destination When Drop Point Reached]

Achieve [Adequate Pair Found Based On Accurate Offer] and Achieve
[Ride Planned When Adequate Pair Found]

Achieve [Adequate Pair Found Achieve [Ride Planned When
Based On Accurate Offer]

Adequate Pair Found]

Achieve [Suggestion. Elected Pair Found IIf Pair Elected Achieve [Ride Planned
Based On Selection] When Pair Elected]
( Software )—(3 / Achieve [Matching /
O—{ Software

Suggestion Selected]

Figure A.41 Refinements for Achieve [Adequate Pair Found Based On
Accurate Offer] and Achieve [Ride Planned When Adequate Pair Found].

Goal Achieve [Adequate Pair Found Based On Accurate Offer]
Def Based on accurate offers known by the system, an offer compatible with
the request shall eventually be found when the request has been encoded.
RefinedBy Achieve [Matching Suggestion Selected], Achieve [Suggestion
Elected Based On Selection], Pair Found IIf Pair Elected

Goal Achieve [Ride Planned When Adequate Pair Found]
Def For any ride for which a pair was found, the ride shall eventually be
planned.
RefinedBy Achieve [Ride Planned When Pair Elected], Pair Found IIf Pair Elected

Goal Achieve [Suggestion Elected Based On Selection]
Def For any encoded need, when at least one suggestion has been selected,
one among them shall be elected.
AssignedTo Software
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Goal Achieve [Matching Suggestion Selected]
Def The passenger and a driver shall eventually select at least one sugges-
tion matching the request when this request has been encoded.
RefinedBy Achieve [Suggestion Selected], Maintain [Suggestion Matching]

DomProp Pair Found IIf Pair Elected
Def A pair request/offer is considered as found when a suggestion serving
both the request and the offer has been elected.

Goal Achieve [Ride Planned When Pair Elected]
Def For any ride for which a pair has been elected, the ride shall eventually

be planned.
ObstructedBy Ride Not Planned And Pair Elected
AssignedTo Software

Maintain [Instructions Known If Read]

Maintain [Instructions
Known If Read]
Maintain [Instructions Maintain [Instructions
Known By Passenger] Known By Driver]
:

Figure A.42 Refinements for Maintain [Instructions Known If Read].

Goal Maintain [Instructions Known If Read]
Def For any read instructions about a ride involving the recipient of the in-
structions, these shall remain known forever by the rider.
RefinedBy Maintain [Instructions Known By Passenger], Maintain [Instruc-
tions Known By Driver]

Goal Maintain [Instructions Known By Passenger]
Def For any read instructions about a ride involving the passenger, instruc-
tions shall remain known forever by the passenger.
AssignedTo Passenger
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Goal Maintain [Instructions Known By Driver]
Def For any read instructions about a ride involving the driver, these shall
remain known forever by the driver.
AssignedTo Driver

Achieve [Ride Instructions Read When Sent]

Achieve [Ride Instructions Read
When Sent]

Achieve [Ride Instructions Achieve [Ride Instructions
Read By Passenger] Read By Driver]

Passenger O Driver O

Figure A.43 Refinements for Achieve [Ride Instructions Read When Sent].

Goal Achieve [Ride Instructions Read When Sent]
Def For any sent instructions about a ride involving the recipient of the in-
structions, the recipient shall eventually read these.
RefinedBy Achieve [Ride Instructions Read By Passenger], Achieve [Ride In-
structions Read By Driver]

Goal Achieve [Ride Instructions Read By Passenger]
Def For any sent instructions, the recipient shall eventually read the instruc-
tions.
ObstructedBy Ride Instructions Not Read By Passenger And Sent
AssignedTo Passenger

Goal Achieve [Ride Instructions Read By Driver]
Def For any sent instructions, the recipient shall eventually read the instruc-
tions.
ObstructedBy Ride Instructions Not Read By Driver And Sent
AssignedTo Driver
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Achieve [Passenger At Destination When In Car]

Achieve [Passenger At
Destination When In Car]

/Achieve [Drop Point Reached Achieve [Passenger At

When Passenger In Car] Destination When Drop
Point Reached]

Accurate] Achieve [Drop Point From O
Instructions Reached When
A Passenger In Car]
Maintain [Instructions Known 7
When Passenger In Car]
:

Figure A.44 Refinements for Achieve [Passenger At Destination When In Car].

/Maintain [Instructions

Goal Achieve [Passenger At Destination When In Car]
Def For any ride for which the passenger is in driver’s car, that passenger shall
eventually arrive at destination specified in the corresponding request.
RefinedBy Achieve [Drop Point Reached When Passenger In Car], Achieve
[Passenger At Destination When Drop Point Reached]

Goal Achieve [Drop Point Reached When Passenger In Car]
Def For any planned ride with a passenger and a driver, if the passenger is in
driver’s car then both shall eventually be at specified drop point.
RefinedBy Maintain [Instructions Accurate], Maintain [Instructions Known
When Passenger In Carl, Achieve [Drop Point From Instructions Reached
When Passenger In Car]

Goal Achieve [Passenger At Destination When Drop Point Reached]
Def For any planned ride with a passenger at specified drop location, she
shall eventually be at specified destination in her corresponding request.
AssignedTo Passenger
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Goal Maintain [Instructions Accurate]
Def For any ride, the drop point specified in instructions equals the drop
point computed for the ride.
AssignedTo Software

Goal Maintain [Instructions Known When Passenger In Car]
Def For any ride, instructions are known if the passenger is in driver’s car.
AssignedTo Software

Goal Achieve [Drop Point From Instructions Reached When Passenger In Car]
Def For any ride, driver and passenger shall eventually arrive at drop point
specified in corresponding instructions.
ObstructedBy Drop Point Not Reached When Passenger In Car
AssignedTo Driver

Achieve [Passenger in Driver’s Car When Instructions Known]

Achieve [Passenger in Driver's
Car When Instructions Known]

Achieve [Riders At Pickup Point Achieve [Passenger In Driver's
When Instructions Known] Car If Riders At Pickup Point]
Achieve [Driver At Pickup Point Achieve [Passenger At Pickup Passenger
When Instructions Known] Point When Instructions Known]
W Maintain [Rider Waiting

For Other Rider]

Maintain [Passenger Maintain [Driver Waiting

Waiting For Driver] For Passenger]

(Fasenger <

Figure A.qg5 Refinements for Achieve [Passenger

in Driver’s Car When Instructions Known].
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Goal Achieve [Passenger in Driver’s Car When Instructions Known]
Def For any ride for which instructions are known by both passenger and
driver, the passenger shall eventually take a seat in driver’s car.
RefinedBy Achieve [Riders At Pickup Point When Instructions Known], Achieve
[Passenger In Driver’s Car If Riders At Pickup Point]

Goal Achieve [Riders At Pickup Point When Instructions Known]
Def Riders shall eventually be at pickup point when instructions are known.
RefinedBy Achieve [Passenger At Pickup Point When Instructions Known],
Achieve [Driver At Pickup Point When Instructions Known], Maintain [Rider
Waiting For Other Rider]

Goal Achieve [Passenger In Driver’s Car If Riders At Pickup Point]
Def For any ride of which passenger and driver are at pickup point, the pas-
senger shall eventually take a seat in driver’s car.
ObstructedBy Passenger Never In Driver’s Car And Riders At Pickup Point
AssignedTo Passenger

Goal Achieve [Passenger At Pickup Point When Instructions Known]
DefPassenger shall eventually be at pickup point when instructions are known.
ObstructedBy Instructions Known And Passenger Not At Pickup Point
AssignedTo Passenger

Goal Achieve [Driver At Pickup Point When Instructions Known]
Def Driver shall eventually be at pickup point when instructions are known.
ObstructedBy Instructions Known And Driver Not At Pickup Point
AssignedTo Driver

Goal Maintain [Rider Waiting For Other Rider]
Def For any planned ride, the rider at pickup point shall wait for the other
rider to arrive at specified pickup point.
RefinedBy Maintain [Passenger Waiting For Driver], Maintain [Driver Waiting
For Passenger]
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Goal Maintain [Passenger Waiting For Driver]
Def For any planned ride, the rider at pickup point shall wait for the other
rider to arrive at specified pickup point.
AssignedTo Passenger

Goal Maintain [Driver Waiting For Passenger]
Def For any planned ride, the passenger at pickup point shall wait for the
driver to arrive at specified pickup point.
AssignedTo Driver

Achieve [Matching Suggestion Selected]

Achieve [Matching
Suggestion Selected]
Achieve [Suggestion Maintain [Suggestion
Selected] Matching]

»
/Achieve[Suggestion/Agj Achieve [Suggestions /
]

Proposed] Selected When Proposed

( Software 5:/Achieve [Suggestions Selected/-%/Achieve [Suggestions Selected/

When Proposed by Driver] When Proposed by Passenger]

Figure A.46 Refinements for Achieve [Matching Suggestion Selected)].

Goal Achieve [Matching Suggestion Selected]
Def The passenger and a driver shall eventually select at least one sugges-
tion matching the request when this request has been encoded.
RefinedBy Achieve [Suggestion Selected], Maintain [Suggestion Matching]

Goal Achieve [Suggestion Selected]
Def For any encoded need, a proposition shall eventually be selected.
RefinedBy Achieve [Suggestion Proposed], Achieve [Suggestions Selected
When Proposed]
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Goal Maintain [Suggestion Matching]
Def For any selected suggestion, the request and offer from the suggestion
matches.
ObstructedBy Proposition Not Matching When Selected
AssignedTo Software

Goal Achieve [Suggestion Proposed]
Def For any encoded request, a set of proposition shall eventually be sug-
gested.
ObstructedBy No Pair Suggestion Proposed
AssignedTo Software

Goal Achieve [Suggestions Selected When Proposed]
Def For any encoded request, a suggested proposition shall eventually be
selected.
RefinedBy Achieve [Suggestions Selected When Proposed by Driver], Achieve
[Suggestions Selected When Proposed by Passenger]

Goal Achieve [Suggestions Selected When Proposed by Driver]
Def For any encoded request, a suggested proposition shall eventually be
selected by the driver.
ObstructedBy No Passenger Selected
AssignedTo Driver

Goal Achieve [Suggestions Selected When Proposed by Passenger]
Def For any encoded request, a suggested proposition shall eventually be
selected by the passenger.
ObstructedBy No Driver Selected
AssignedTo Passenger

A.2.2 Obstacle specifications

This section provides the complete specifications for the obstacles of the Car
Pooling System, presented in Section 9.3.1.

Ride Offer Not Accurate
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Maintain [Ride Offer
Accurate]

7

\ Ride Offer Not Accurate \

Ride Offer
Misencoded

Departure Date/Time
Misencoded
Arrival Date/Time Departure Point
Misencoded Misencoded

Figure A.q47 Obstacle tree for Maintain [Ride Offer Accurate].

\ Ride Offer Outdated

O
Fake Ride Offer

Arrival Point
Misencoded

Obstacle Ride Offer Not Accurate
Def A ride offer encoded in the system does not accurately correspond to a
ride proposal in the real world.
RefinedBy Fake Ride Offer
RefinedBy Ride Offer Outdated
RefinedBy Ride Offer Misencoded

Obstacle Fake Ride Offer
Def A ride offer encoded in the system does not correspond to any ride pro-
posal in the real world.
ESR 0.10%

Obstacle Ride Offer Outdated
Def A ride offer is out-dated; the author of the offer did not update informa-
tion yet.
ESR 1.00%

Obstacle Ride Offer Misencoded
Def Ride offer was Misencoded; some information may be missing or inac-
curate.
RefinedBy Departure Date/Time Misencoded
RefinedBy Departure Point Misencoded
RefinedBy Arrival Date/Time Misencoded
RefinedBy Arrival Point Misencoded
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Obstacle Departure Date/Time Misencoded
Def The departure date or time for a ride offer or request encoded in the
system does not correspond to the expected date or time in the real world.
ESR 0.90%

Obstacle Departure Point Misencoded
Def The departure address for a ride offer or request encoded in the system
does not correspond to the expect arrival point in the real world.
ESR 1.50%

Obstacle Arrival Date/Time Misencoded
Def The arrival date or time for a ride offer or request encoded in the system
does not correspond to the expected date or time in the real world.
ESR 0.90%

Obstacle Arrival Point Misencoded
Def The arrival address for a ride offer or request encoded in the system does
not correspond to the expect arrival point in the real world.
ESR 1.50%

Proposition Not Matching When Selected

Maintain [Suggestion
Matching]

Proposition Not Matching
When Selected

\ Ride Offer Modified \\—cf/& \‘iOJ\ Ride Request Modified \
Ride Request Cancelled Ride Offer Cancelled
And Selected And Selected

Figure A.48 Obstacle tree for Maintain [Suggestion Matching].
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Obstacle Proposition Not Matching When Selected
DefWhen a proposal has been selected, the proposal does not remain match-
ing.
RefinedBy Ride Offer Cancelled And Selected
RefinedBy Ride Request Cancelled And Selected
RefinedBy Ride Offer Modified
RefinedBy Ride Request Modified

Obstacle Ride Offer Modified
Def The ride offer has been selected and is modified such that the modifica-
tion make the ride offer no longer matching the corresponding request.
ESR 1.00%

Obstacle Ride Request Modified
Def The ride request has been selected and is modified such that the modifi-
cation make the ride request no longer matching the corresponding offer.
ESR 1.00%

Obstacle Ride Offer Cancelled And Selected
Def Ride offer is cancelled and selected.
ESR 1.00%

Obstacle Ride Request Cancelled And Selected
Def Ride request is cancelled and selected.
ESR 1.00%

No Pair Suggestion Proposed

Obstacle No Pair Suggestion Proposed
Def The software do not suggest compatible pairs.
RefinedBy No Request Matching Offer
RefinedBy No Offer Matching Request
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Achieve [Suggestion
Proposed]

\ No Pair Suggestion Proposed \

\ No Request Matching Offer Y\ d b \ No Offer Matching Request\

No Request Matching No Request Matching No Offer Matching No Offer Matching
For That Position For That Time For That Position For That Time

Figure A.q9 Obstacle tree for Achieve [Suggestion Proposed].

Obstacle No Request Matching Offer
Def No request matches the encoded offer.
RefinedBy No Request Matching For That Time
RefinedBy No Request Matching For That Position

Obstacle No Offer Matching Request
Def No offer matches the encoded request.
RefinedBy No Offer Matching For That Time
RefinedBy No Offer Matching For That Position

Obstacle No Request Matching For That Time
Def No request satisfies the time constraints for the encoded offer.
ESR 2.00%

Obstacle No Request Matching For That Position
Def No request satisfies the geographic constraints for the encoded offer.
ESR 1.00%

Obstacle No Offer Matching For That Time
Def No offer satisfies the time constraints for the encoded request.
ESR 2.00%

Obstacle No Offer Matching For That Position
Def No offer satisfies the geographic constraints for the encoded request.
ESR 1.00%
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No Passenger Selected and No Driver Selected

Achieve [Suggestions Achieve [Suggestions
Selected When Proposed Selected When Proposed
by Driver] by Passenger]
\ No Passenger Selected \ \ No Driver Selected \

And Ride List Proposed

Ride Offer Cancelled
And Ride List Proposed

Ride Request Cancelled \

Ride List Not
Convenient

Figure A.so  Obstacle tree for Achieve [Suggestions Selected When Proposed by
Driver] and Achieve [Suggestions Selected When Proposed by Passenger].

Obstacle No Driver Selected
Def No drivers are selected among the suggestions.
RefinedBy Ride List Not Convenient
RefinedBy Ride Offer Cancelled And Ride List Proposed
RefinedBy Ride Request Cancelled And Ride List Proposed

Obstacle No Passenger Selected
Def No passengers are selected among the suggestions.
RefinedBy Ride List Not Convenient
RefinedBy Ride Offer Cancelled And Ride List Proposed
RefinedBy Ride Request Cancelled And Ride List Proposed

Obstacle Ride Offer Cancelled And Ride List Proposed
Def Ride offer is cancelled and the ride list is proposed.
ESR 2.00%

Obstacle Ride Request Cancelled And Ride List Proposed
Def Ride request is cancelled and the ride list is proposed.
ESR 2.00%
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Obstacle Ride List Not Convenient
Def The ride list is not convenient for the driver or the passenger.
ESR 1.00%

Ride Not Planned And Pair Elected

Achieve [Ride Planned
When Pair Elected]

Ride Not Planned And
Pair Elected
\ No Compatible Time \ Ride Cancelled And
Elected

\ No Compatible Point \/ \?

\ Ride Request Cancelled \\ Ride Offer Cancelled \

And Elected And Elected

Figure A.s1  Obstacle tree for Achieve [Ride Planned When Pair Elected].

Obstacle Ride Not Planned And Pair Elected
Def Ride is not planned but an adequate pair has been elected.
RefinedBy No Compatible Point
RefinedBy No Compatible Time
RefinedBy Ride Cancelled And Elected

Obstacle No Compatible Point
Def No pickup or drop point can be computed for the elected pair.
RefinedBy No Compatible Pickup Point Found
RefinedBy No Compatible Drop Point Found

Obstacle No Compatible Time
Def No pickup or drop time can be computed for the elected pair.
RefinedBy No Compatible Pickup Time Found
RefinedBy No Compatible Drop Time Found
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Obstacle Ride Cancelled And Elected
Def Ride offer or request is cancelled.
RefinedBy Ride Offer Cancelled And Elected
RefinedBy Ride Request Cancelled And Elected

Obstacle Ride Offer Cancelled And Elected
Def Ride offer is cancelled and selected.
ESR 1.00%

Obstacle Ride Request Cancelled And Elected
Def Ride request is cancelled and selected.

ESR 1.00%
\ No Compatible Time \
No Compatible Pickup No Compatible Drop
Time Found Time Found
Pickup Time Drop Time
Incompatible With Journey Longer Incompatible With
Road And Pickup Point Than Proposed Time Road And Drop Point
Pickup Time Drop Time
Incompatible With Incompatible With
Other Pickups Other Pickups

Figure A.s2  Obstacle tree for No Compatible Time.

Obstacle No Compatible Pickup Time Found
Def No pickup time can be computed for the elected pair.
RefinedBy Pickup Time Incompatible With Road And Pickup Point
RefinedBy Pickup Time Incompatible With Other Pickups
RefinedBy Journey Longer Than Proposed Time
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Obstacle No Compatible Drop Time Found
Def No drop time can be computed for the elected pair.
RefinedBy Drop Time Incompatible With Road And Drop Point
RefinedBy Drop Time Incompatible With Other Pickups
RefinedBy Journey Longer Than Proposed Time

Obstacle Pickup Time Incompatible With Road And Pickup Point
Def No compatible pickup time can be computed to reach the computed
pickup point at that time.
ESR 0.50%

Obstacle Pickup Time Incompatible With Other Pickups
Def No compatible pickup time can be computed to reach the computed
pickup point at that time due to other pickups.
ESR 0.50%

Obstacle Journey Longer Than Proposed Time
Def Journey is too long to pickup and drops the passenger within time con-
straints.
ESR 0.50%

Obstacle Drop Time Incompatible With Road And Drop Point
Def No compatible drop time can be computed to reach the computed drop
point at that time.
ESR 0.50%

Obstacle Drop Time Incompatible With Other Pickups
Def No compatible drop time can be computed to reach the computed drop
point at that time due to other pickups.
ESR 0.50%

Obstacle No Compatible Pickup Point Found
Def No pickup point can be computed for the elected pair.
RefinedBy No Pickup Point Accessible To Driver And Passenger
RefinedBy No Pickup Point Near Departure Point
RefinedBy Detour Too Important For Reaching Pickup Point
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\ No Compatible Point \

7 n

\ No Compatible \\ No Compatible

Detour Too Drop Point Found Pickup Point Found
Important For No Pickup Point Near
Reaching Drop Point % Departure Point
No Drop Point No Drop Point Detour Too Important No Pickup Point
Near Destination Accessible To Driver For Reaching Pickup Accessible ?0 Driver
And Passenger Point

And Passenger

b

No Pickup Point
Accessible To Driver

No Pickup Point
Accessible To
Passenger

Accessible To Driver

No Drop Point -
Accessible To Passenger \ No Drop Point \

Figure A.53  Obstacle tree for No Compatible Point.

Obstacle No Compatible Drop Point Found
Def No drop point can be computed for the elected pair.
RefinedBy No Drop Point Accessible To Driver And Passenger
RefinedBy No Drop Point Near Destination
RefinedBy Detour Too Important For Reaching Drop Point

Obstacle No Pickup Point Near Departure Point
Def Given a compatible pair of request / offer, no pickup point is located
within 1km from the departure point of the passenger.
ESR 0.50%

Obstacle Detour Too Important For Reaching Pickup Point
Def Detour made by driver to reach the pickup point from her route exceeds
3 km.
ESR 1.00%

Obstacle No Pickup Point Accessible To Driver And Passenger
Def No pickup point is accessible to both driver and passenger.
RefinedBy No Pickup Point Accessible To Driver
RefinedBy No Pickup Point Accessible To Passenger
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Obstacle No Pickup Point Accessible To Driver
Def No pickup point is accessible to driver.
ESR 0.50%

Obstacle No Pickup Point Accessible To Passenger
Def No pickup point is accessible to passenger.
ESR 0.50%

Obstacle No Drop Point Near Destination
Def Given a compatible pair of request / offer, no drop point is located within
1km from the destination of the passenger.
ESR 1.00%

Obstacle Detour Too Important For Reaching Drop Point
Def Detour made by driver to reach the drop point from her route exceeds
3 km.
ESR 0.50%

Obstacle No Drop Point Accessible To Driver And Passenger
Def No drop point is accessible to both driver and passenger.
RefinedBy No Drop Point Accessible To Driver
RefinedBy No Drop Point Accessible To Passenger

Obstacle No Drop Point Accessible To Driver
Def No drop point is accessible to driver.
ESR 0.50%

Obstacle No Drop Point Accessible To Passenger
Def No drop point is accessible to passenger.
ESR 0.50%

Ride Instructions Not Sent When Ride Planned

Obstacle Ride Instructions Not Sent When Ride Planned
Def Ride instructions are not sent but the ride is planned
RefinedBy Wrong Contact Information
RefinedBy Failed Communication

333



(ase-Study: Car Pooling System

Achieve [Ride
Instructions Sent When
Ride Planned]

f

Ride Instructions Not
Sent When Ride
Planned

\ Wrong Contact Information \—C{‘(g—\ Failed Communication \

Figure A.sq4 Obstacle tree for Achieve
[Ride Instructions Sent When Ride Planned].

Obstacle Wrong Contact Information
Def The contact information about the ride are not accurate.
ESR 7.00%

Obstacle Failed Communication

Def The communication with the ride fail.
ESR 3.00%

Ride Instructions Not Read By Passenger And Sent

Achieve [Ride
Instructions Read By
Passenger]

Ride Instructions
Not Read By
Passenger And Sent

Ride Instruction Readable Instruction
Not Readable Not Read By Passenger
\ Printing Failed \ \ Instruction In Wrong \\ Ride Request Cancelled \

Language And Instructions Sent

Figure A.s5 Obstacle tree for Achieve [Ride Instructions Read By Passenger].
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Obstacle Ride Instructions Not Read By Passenger And Sent
Def The sent instructions are not read by the passenger.
RefinedBy Ride Instruction Not Readable
RefinedBy Readable Instruction Not Read By Passenger

Obstacle Ride Instruction Not Readable
Def The ride instructions are not readable by the rider.
RefinedBy Instruction In Wrong Language
RefinedBy Printing Failed

Obstacle Readable Instruction Not Read By Passenger
Def The instructions are readable but not read by passenger.
RefinedBy Ride Request Cancelled And Instructions Sent

Obstacle Ride Request Cancelled And Instructions Sent
Def Ride request is cancelled and instructions are sent.
ESR 1.50%

Obstacle Instruction In Wrong Language
Def Language of the ride instructions is not understood by the rider.
ESR 0.50%

Obstacle Printing Failed
Def Printing the ride instructions failed.
ESR 1.00%

Ride Instructions Not Read By Driver And Sent

Obstacle Readable Instruction Not Read By Driver
Def The instructions are readable but not read by driver.
RefinedBy Ride Offer Cancelled And Instructions Sent

Obstacle Ride Offer Cancelled And Instructions Sent
Def Ride offer is cancelled and instructions are sent.
ESR 1.50%
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Achieve [Ride
Instructions Read By
Driver]

Ride Instructions
Not Read By
Driver And Sent

Ride Instruction Readable Instruction
Not Readable Not Read By Driver
\ Printing Failed \\ Instruction In Wrong \\ Ride Offer Cancelled \

Language And Instructions Sent

Figure A.s6 Obstacle tree for Achieve [Ride Instructions Read By Driver].

Achieve [Passenger In
Driver's Car If Riders At
Pickup Point]

Passenger Never In
Driver's Car And Riders
At Pickup Point

Riders Do Not Find Each - -
Other Last Minutes Disagreement \
\ Location Imprecise &\ Not Enough Place In Car \ Ride Request Cancelled \

Last Minute

\ Riders Do Not Recognize \j/ d V\Q
\ Too Many \\ Too Many \\ Ride Offer Cancelled \

\ Not Enough Seats \ Riders Luggage Last Minute

Figure A.s7 Obstacle tree for Achieve
[Passenger In Driver’s Car If Riders At Pickup Point].
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Passenger Never In Driver’s Car And Riders At Pickup Point

Obstacle Passenger Never In Driver’s Car And Riders At Pickup Point
Def The passenger is never in the driver’s car but both riders are at the spec-
ified pickup point.
RefinedBy Not Enough Place In Car
RefinedBy Riders Do Not Find Each Other
RefinedBy Last Minutes Disagreement

Obstacle Not Enough Place In Car
Def There is not enough places in the driver’s car.
RefinedBy Too Many Luggage
RefinedBy Too Many Riders
RefinedBy Not Enough Seats

Obstacle Riders Do Not Find Each Other
Def The riders do not find each other.
RefinedBy Riders Do Not Recognize
RefinedBy Location Imprecise

Obstacle Last Minutes Disagreement
Def Passenger and driver disagree at the last minutes.
RefinedBy Ride Request Cancelled Last Minute
RefinedBy Ride Offer Cancelled Last Minute

Obstacle Ride Offer Cancelled Last Minute
Def Ride offer is cancelled within the last minutes.
ESR 3.00%

Obstacle Ride Request Cancelled Last Minute
Def Ride request is cancelled within the last minutes.
ESR 2.00%

Obstacle Too Many Luggage
Def There is too many luggages in the driver’s car, precluding the passenger
to take a seat.
ESR 0.50%
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Obstacle Too Many Riders
Def There is too many riders in the driver’s car, precluding the passenger to
take a seat.
ESR 0.50%

Obstacle Not Enough Seats
Def There is not enough available seats in the driver’s car, precluding the
passenger to take a seat.
ESR 0.50%

Obstacle Riders Do Not Recognize
Def Riders do not recognize each other.
ESR 1.00%

Obstacle Location Imprecise
Def Location is sufficiently imprecise so that the passenger and driver do not
find each other.
ESR 2.00%

Instructions Known And Passenger Not At Pickup Point
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Obstacle Instructions Known And Passenger Not At Pickup Point
Def Instructions are known by the passenger but the passenger is not at
pickup point within time constraints.
RefinedBy Passenger Late At Pickup Point
RefinedBy Passenger Never At Pickup Point

Obstacle Passenger Late At Pickup Point
Def Passenger eventually reach the pickup point but not within time con-
straints.
ESR 6.00%
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Achieve [Passenger At
Pickup Point When
Instructions Known]

?

Instructions Known
And Passenger Not At
Pickup Point

Passenger Late Passenger Never
At Pickup Point At Pickup Point
‘\o—\\ Passenger Forgot \
Ride Request. \O'_\ Passenger Get Lost \
Cancelled And Driver

At Pickup Point

Pickup Point Instructions Not
Not Reachable Received In Time
Passenger At To Passenger
Wrong Pickup Pomt

\ Instructions Not Clear \)b *O—\ Pty il Cerived \

Figure A.58 Obstacle tree for Achieve [Matching Suggestion Selected].

Obstacle Passenger Never At Pickup Point
Def Passenger never reaches the pickup point.
RefinedBy Passenger Forgot
RefinedBy Passenger Get Lost
RefinedBy Instructions Not Received In Time
RefinedBy Pickup Point Not Reachable To Passenger
RefinedBy Ride Request Cancelled And Driver At Pickup Point
RefinedBy Passenger At Wrong Pickup Point

Obstacle Ride Request Cancelled And Driver At Pickup Point
Def The ride request is cancelled and the driver is at pickup point.
ESR 1.00%

Obstacle Passenger Forgot
Def Passenger forgot to go the specified pickup point
ESR 1.00%
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Obstacle Passenger Get Lost
Def Passenger gets lost.
ESR 2.00%

Obstacle Instructions Not Received In Time
Def Instructions for reaching the pickup point arrives too late.
ESR 2.00%

Obstacle Pickup Point Not Reachable To Passenger
Def Pickup point is not reachable to passenger.
ESR 0.50%

Obstacle Passenger At Wrong Pickup Point
Def Passenger reaches an other, wrong, pickup point.
RefinedBy Pickup Point Confused
RefinedBy Instructions Not Clear

Obstacle Pickup Point Confused
Def Tow pickup points are confused.
ESR 1.00%

Obstacle Instructions Not Clear
Def Instructions are not clear.
ESR 0.50%

Instructions Known And Driver Not At Pickup Point

Obstacle Instructions Known And Driver Not At Pickup Point
Def Instructions are known by the driver but the driver is not at pickup point.
RefinedBy Driver Late At Pickup Point
RefinedBy Driver Never At Pickup Point

Obstacle Driver Late At Pickup Point
Def Driver eventually reach the pickup point but not within time constraints.
ESR 2.00%
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'Achieve [Driver At Pickup
Point When Instructions
Known]

Instructions Known
And Driver Not At

Pickup Point

\ Driver Late At Pickup Point \ Driver Never At Pickup

Point
Driver At Wrong
Pickup Point \ Driver GPS Broken Down
Driver Forgot
Driver Get Lost To
Instructions Pickup Point Pickup Point Instructions Not
Not Clear Confused When GPS Broken Received In Time

And Passenger At Reachable To Driver

Ride Offer Cancelled \ Pickup Point Not \
Pickup Point

Figure A.s9 Obstacle tree for Achieve [Passenger

At Pickup Point When Instructions Known].

Obstacle Driver Never At Pickup Point
Def Driver never reaches the pickup point.
RefinedBy Driver Forgot
RefinedBy Driver Get Lost To Pickup Point When GPS Broken, Driver GPS
Broken Down
RefinedBy Instructions Not Received In Time
RefinedBy Pickup Point Not Reachable To Driver
RefinedBy Ride Offer Cancelled And Passenger At Pickup Point
RefinedBy Driver At Wrong Pickup Point, Driver GPS Broken Down

Obstacle Ride Offer Cancelled And Passenger At Pickup Point

Def The ride offer is cancelled and the passenger is at pickup point.
ESR 1.00%
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Obstacle Driver Forgot
Def Driver forgot to go the specified pickup point
ESR 2.00%

Obstacle Driver GPS Broken Down
Def The driver GPS is not working.
ESR 20.00%

Obstacle Driver Get Lost To Pickup Point When GPS Broken
Def Driver gets lost on its way to the pickup point when its GPS is broken.
ESR 30.00%

Obstacle Pickup Point Not Reachable To Driver
Def Pickup point is not reachable to driver.
ESR 0.50%

Obstacle Driver At Wrong Pickup Point
Def Driver reaches an other, wrong, pickup point.
RefinedBy Pickup Point Confused
RefinedBy Instructions Not Clear

Drop Point Not Reached When Passenger In Car

Obstacle Drop Point Not Reached When Passenger In Car
Def Drop point is not reached within time constraints when the passenger
isin car.
RefinedBy Drop Point Not Reached In Time
RefinedBy Drop Point Never Reached

Obstacle Drop Point Not Reached In Time
Def Drop point is reached late when the passenger is in car.
RefinedBy Other Passenger Late
RefinedBy Detour On Planned Road
RefinedBy Stuck In Traffic Jams
RefinedBy Wrong instructions Sent
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Achieve [Drop Point From
Instructions Reached When
Passenger In Car]

f

Drop Point Not
Reached When

Passenger In Cu Drop Point Not \
Reached InTi
Drop Point Never cachedn ime
Driver GPS ey Other
Broken Down O Wrong Passenger Late
Instructions Sent

Driver Get Lost To Detour On

Drop Point When Driver At Other Drop Point Planned Road
GPS Broken Down Drop Point Inaccessible By Car

Stuck In
Car Broken 5{})—\ Drop Point Confused \ Traffic Jams
Down

\ Instructions Not Clear \

Figure A.6o Obstacle tree for Achieve [Drop Point

From Instructions Reached When Passenger In Car].

Obstacle Drop Point Never Reached
Def Drop point is never reached when the passenger is in car.
RefinedBy Wrong instructions Sent
RefinedBy Car Broken Down
RefinedBy Driver Get Lost To Drop Point When GPS Broken Down, Driver
GPS Broken Down
RefinedBy Drop Point Inaccessible By Car
RefinedBy Driver At Other Drop Point

Obstacle Other Passenger Late
Def Drop point for a given passenger is reached late due to other passengers
pickuped late.
ESR 0.50%

Obstacle Detour On Planned Road
Def Unexpected and unplanned detour is required to reach the drop point.
ESR 1.50%
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Obstacle Stuck In Traffic Jams
Def Driver’s car is stuck, with passenger, in traffic jams.
ESR 10.00%

Obstacle Wrong instructions Sent
Def Sent instructions are inaccurate.
ESR 0.10%

Obstacle Car Broken Down
Def Driver’s car broke down, when passenger is in car.
ESR 0.50%

Obstacle Driver Get Lost To Drop Point When GPS Broken Down
Def Driver gets lost on its way to the drop point.
ESR 20.00%

Obstacle Drop Point Inaccessible By Car
Def The planned drop point is inaccessible by car.
ESR 0.50%

Obstacle Driver At Other Drop Point
Def Driver reach another drop point than the specified one.
RefinedBy Drop Point Confused
RefinedBy Instructions Not Clear

Obstacle Drop Point Confused
Def Two plausible drop points are confused by both the driver and the pas-
senger.
ESR 1.00%
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Ride Request Not Accurate

Maintain [Ride Request
Accurate]

Ride Request Not Accurate

/O/v %? Ride Request
\ Ride Request Out-dated \\ Fake Ride Request \ Misencoded
Departure Date/
O /of »}j\ Time Misencoded
Misencoded . )
\ Arrival Date/Time \\ Departure Point

Misencoded Misencoded \

Figure A.61 Obstacle tree for Maintain [Ride Request Accurate].

Obstacle Ride Request Not Accurate
Def Ride request encoded in the system does not correspond accurately to
aride need in the real world.
RefinedBy Fake Ride Request
RefinedBy Ride Request Out-dated
RefinedBy Ride Request Misencoded

Obstacle Fake Ride Request
Def Ride request encoded in the system does not correspond to any ride
need in the real world.
ESR 0.10%

Obstacle Ride Request Out-dated
Def Ride request is out-dated; the author of the request did not update in-
formation yet.
ESR 1.00%
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Obstacle Ride Request Misencoded
Def Ride request origin or destination information is Misencoded.
RefinedBy Departure Date/Time Misencoded
RefinedBy Departure Point Misencoded
RefinedBy Arrival Date/Time Misencoded
RefinedBy Arrival Point Misencoded

Obstacle Ride Instructions Not Read By Driver And Sent
Def The sent instructions are not read by the driver.
RefinedBy Ride Instruction Not Readable
RefinedBy Readable Instruction Not Read By Driver



Appendix B

KAOSTools Formal Specification Grammar

<Formula> :=
"forall" <Variable> ":" <Identifier>
("," <Variable> ":" <Identifier>)* "." <Formula>
| "exists" <Variable> ":" <Identifier>
("," <Variable> ":" <Identifier>)* "." <Formula>
| <StrongBinary>

# 'when A then B' is equivalent to 'always (if A then B)'
<StrongBinary> :=

"when" <Binary> "then" <Formula>

| <Binary>

# 'if A then B' is the implication

# 'A iff B' is the equivalence

<Binary> :=
"if" <TemporalBinary> "then" <Formula>
| <TemporalBinary> "iff" <Formula>
| <TemporalBinary>

<TemporalBinary> :=
<And> "until" <EventuallyTimeBoundEmphasis>? <Formula>
| <And> "release" <Formula>
| <And> <GloballyTimeBoundEmphasis>? "unless" <Formula>
| <And>

<And> :=
<0r> "and" <Formula>
| <0r>

<0r> :=
<Unary> "or" <Formula>
| <Unary>



<Unary> :=
"not" <Unary>
| "next" <Unary>

| ("sooner-or-later" | "eventually") <EventuallyTimeBoundEmphasis>?
<Unary>

| ("always" | "globally") <GloballyTimeBoundEmphasis>? <Unary>

| <Atom>
<Atom> :=

<RelationReference>

| <Comparison>

| <AttributeReference>
| <PredicateReference>
| "(" <Formula> ")"

<Comparison> :=
<ComparisonMember> <Comparator> <ComparisonMember>

<Comparator> :=
O R U B IS BRI IO
<ComparisonMember> :=
<AttributeReference> | <PredicateReference> | <VariableReference>
| "vm o <String>? """ | <Float> | <Integer> | <Bool>

<AttributeReference> :=
<Variable> "." <Identifier>

<RelationReference> :=
"(" <Variable> ("," <Variable>)* ")" "in" <Identifier>

<PredicateReference> :=
<Identifier> ( "(" (<Variable> ( "," <Variable> )*)7 ")" )

<VariableReference> := <Variable>

<EventuallyTimeBoundEmphasis> :=
"," <EventuallyTimeBound> ","

<GloballyTimeBoundEmphasis> :=
"," <GloballyTimeBound> ","
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<EventuallyTimeBound> :=
("strictly" )7 "before" <TimeConstraint>
| ("strictly" )7 "after" <TimeConstraint>
| "in" <TimeConstraint>

<GloballyTimeBound> :=
"for" ("strictly" )7 "more" "than" <TimeConstraint>
| "for" ("strictly" )7 "less" "than" <TimeConstraint>
| "for" <TimeConstraint>

<TimeConstraint> :=
(<Integer> <TimeUnit>) ( <Integer> <TimeUnit>)=*

<TimeUnit> :=

( "day" | "days" | ndn )

| ( "hour" | "hours" | nhn )

| ( "minute" | "minutes" | "min" )

| ( "second" | "secomnds" | "s" )

| ( "millisecond" | "milliseconds" | "ms" )
<LogicFormula> :=

<LogicFormulaBinary>

<LogicFormulaBinary> :=
"if" <LogicFormulaAnd> "then" <LogicFormula>
| <LogicFormulaAnd> "iff" <LogicFormula>
| <LogicFormulaAnd>

<LogicFormulaAnd> :=
<LogicFormulaOr> "and" <LogicFormula>
| <LogicFormulaOr>

<LogicFormulaOr> :=
<LogicFormulaUnary> "or" <LogicFormula>
| <LogicFormulaUnary>

<LogicFormulaUnary> :=
"not" <LogicFormulaUnary>
| <LogicFormulaAtom>

<LogicFormulaAtom> :=
"true" | "false"
| <RelationReference>
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<Comparison>
<AttributeReference>
<PredicateReference>
"(" <LogicFormula> ")"
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