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Abstract—Publicly available datasets are an indispensable tool
for researchers, as they allow testing new algorithms on a wide
range of different scenarios and making scientific experiments
verifiable and reproducible. Research in IoT security is no excep-
tion. In particular, the design of traffic classification and intrusion
detection solutions for network security relies on network traces
obtained from real networks or realistic testbeds.

In this paper, we provide a detailed survey on the existing
datasets containing IoT network traffic. We classify them ac-
cording to several features that help researchers quickly find
the datasets that fit their specific needs. In total, we survey 74
datasets that we found by analyzing more than 100 scientific
articles. We also discuss the weaknesses of existing datasets,
identify challenges, and point to future directions for creating
new IoT datasets.

Index Terms—IoT, network, security, datasets, taxonomy, traf-
fic generation.

I. INTRODUCTION

W ITH the growing popularity and fast development of
the Internet of Things (IoT), the challenges faced by

manufacturers and users become numerous and diverse. In
particular, the security of IoT devices and applications is a
major concern [1]–[4]. A myriad of private and high-value data
is collected, carried and transmitted by the IoT, escalating the
risk of data breaches. Furthermore, as demonstrated by attacks
such as the Mirai botnet [5], devices are not only vulnerable
to attacks, but can also be misused to attack other Internet
participants. Therefore, the design of new security mechanisms
has become one of the top priorities in IoT research [6].

A significant challenge when trying to improve IoT security
is the limit in terms of energy and computational capabilities
inherent to IoT devices. For example, running a full-fledged
anti-malware software, as commonly done on general purpose
computers, is not possible on most IoT devices. As a solution,
researchers have proposed the usage of Network-based Intru-
sion Detection Systems (N-IDS) that run on a more powerful
device located in a central place in the IoT network, such as a
gateway or router [7]–[9]. Such N-IDSs monitor the network
traffic arriving to or originating from IoT devices and classify
it as benign and malicious, the latter triggering an alarm or a
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countermeasure. The state of the art is to use binary Machine
Learning (ML) classifiers for this task [8], [10], [11].

To train and validate an ML-based classifier, datasets are
needed that contain a relevant subset of the data the classifier
will be later applied on. In many cases, the definition of
whether a classifier is “good” or not is meaningless without
the support of a large amount of empirical data. In the case
of a N-IDS, the classifier must be trained and validated on a
sufficiently large, representative, and correctly labelled dataset
consisting of benign and malicious network traffic.

In general, the relevance of a dataset for this task can
be measured along three axes, namely Quantity, Quality and
Availability [12]. The quantity refers to the size of a dataset,
i.e., the number of records it contains. The underlying expec-
tation is that the larger a dataset is, the more likely it contains
representative samples. By extension, quantity can also refer
to the number of datasets themselves. Quality represents the
likeliness of the dataset to produce useful results when used,
i.e., to emulate real-world cases. For a dataset consisting of
network traffic, it encompasses diverse characteristics, such as
the number of different end hosts appearing in the dataset, the
duration of the traffic collection, the constraints of the tools
used for the collection process, etc. Datasets exhibiting low
quality data may induce biased, or even wrong results. Finally,
availability refers to the fact that researchers need access to
the dataset. Obviously, releasing datasets for reproducibility is
an important part of the scientific method [13].

Different approaches exist to obtain IoT-related network
datasets. In testbed-driven generation, researchers generate
datasets by instrumenting an environment containing IoT
devices and recording the network traffic under normal con-
ditions, as well as under attacks. This is demanding work,
as it necessitates monetary (in terms of hardware) and time
(the duration of data capture) resources. In contrast, synthetic
dataset generation requires less resources as it is based on the
simulation or emulation of the IoT devices, the communication
network, and the applications running on top of it. This ap-
proach is very flexible, but its difficulty lies in achieving a re-
alistic behavior of the different components. Finally, empirical
datasets are obtained by recording the network traffic of real
IoT devices used by real users. Such datasets are “realistic"
by design, but collecting them comes with various technical
and non-technical challenges, such as privacy concerns.

If researchers cannot collect their own dataset, they can
employ a dataset that has been publicly released to the
community. Finding such a dataset that fits one’s needs for
a specific use case can be a tedious task. The purpose of this
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article is to help the IoT network security research community
by providing a comprehensive survey of publicly available
datasets and classifying them along various characteristics. To
this end, we analyzed over 100 scientific articles and more than
70 datasets. Not all datasets are suitable for network security
research; therefore, we have limited the scope of the article as
explained below.

A. Scope

Our paper focuses on datasets that can be used to design and
validate network security solutions for IoT networks. Here,
the term “IoT network” refers to the network allowing IoT
devices to communicate with other devices and services, such
as cloud servers or smartphones running companion apps. We
are not interested in network communication between general-
purpose devices, i.e., PCs, servers, smartphones or tablets,
even if happening in the context of an IoT application, for
example between a database server storing IoT sensor data
and a web browser querying that data.

The found datasets mainly represent two IoT domains:
Smart Homes (SH) and Wireless Sensor Networks (WSN).
The former consist of household objects, e.g. light bulbs,
fridge, television, to which networking and remote control
capabilities have been given, making them so-called “smart".
The latter consist of sensor nodes that measure environmental
conditions and send the collected data to a server over a
wireless network.

In the context of Industry 4.0, the IoT paradigm has
also gained popularity for industrial control and monitoring,
forming the Industrial IoT (IIoT) subset of IoT. We also
consider datasets from this domain as in scope for this paper.
However, we do not include datasets gathered at traditional
Industrial Control Systems (ICS) and SCADA systems, such
as [14]. While those systems also use connected sensors, they
differ in several points from IoT networks, such as in the
usage of operator-programmable field devices (PLCs), real-
time capable hardware and software, and, in some cases, pro-
prietary network protocols and equipment [15]. Similarly, we
do not consider datasets containing the internal communication
between Electronic Control Units (ECU) or similar embedded
systems, e.g., from the Controller Area Network (CAN) in
cars, such as [16].

As this paper focuses on network traffic, datasets containing
only the content of IoT communications, e.g., telemetry data,
are not considered here. Such datasets exist and contain, for
example, information gathered by sensors in parking lots,
records of user interactions with Smart Home devices, health
data from smart health devices, or soil information collected by
a WSN in a plantation. Similarly, host-centric digital forensics
datasets, containing information such as disk images, computer
malware binaries, or RAM dumps, are not covered.

It is worth noting that we have included several popular IP
traffic datasets that do not contain any IoT traffic. We have
done so because these datasets have been used by researchers
working on IoT security, either because they did not have
access to IoT-specific datasets or because IoT datasets with
the desired content did not exist. The datasets in question

may still be valuable to IoT researchers, and indeed one could
argue that modern IoT devices using Internet protocols such
as HTTP might behave similarly to traditional Internet hosts.

Finally, for some of the datasets mentioned, we did not find
a way to obtain them directly. Those have been nevertheless
included for two reasons. First, they could potentially be ob-
tained by directly contacting the authors. Second, we deemed
those datasets contain relevant data or show an interesting
measurement methodology which could be reproduced by
researchers for similar use cases.

B. Contribution

This article surveys the state-of-the-art in datasets for re-
search in IoT network security. It gives a clear view over the
available datasets and their properties. For the latter, we have
identified and described in detail 11 characteristics that help
researchers to find datasets suitable for a particular use case.
In total, we present and classify 74 datasets, focusing on the
ones that are related to IoT devices, include network traffic,
preferably benign and malicious, and are publicly available.

Furthermore, we discuss issues with existing datasets and
point to future directions in the creation of IoT-specific net-
work datasets. Therefore, our survey can also serve as a guide
to identify protocols and scenarios neglected so far by dataset
creators.

C. Organization

This paper is organized as follows. In Section II, we
provide an overview of IoT technologies, in particular the
network protocols, since they are an important aspect of IoT
network datasets. In Section III, we present related surveys
and research. In Section IV, the methodology we followed
to perform the survey and to select the relevant datasets is
explained. Section V details the characteristics we defined
for the classification of the datasets, whereas Section VI
presents the result of the classification itself. Then, the datasets
are presented in more detail in Section VII (for the IoT-
related datasets) and in Section VIII (for the non-IoT datasets).
Section IX discusses current challenges and future directions
for the generation of IoT datasets. Section X concludes this
paper.

II. OVERVIEW OF IOT

The IoT has evolved rapidly since the concept was proposed
20 years ago, and now it is playing a vital role in many
areas, such as e-health, agriculture, industrial manufacturing,
Smart Homes, and Smart Cities. With the development and
popularization of 5G, it is expected to continuously expand
in the future. In this section, we provide an overview of the
general concept of IoT and go into more detail about the
technologies and protocols used to connect IoT devices.

A. Definition and general architecture

The term “Internet of Things" (IoT) stands for a set of
technologies that allow to equip physical objects with sensors
and processing ability and to let them exchange information
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Fig. 1: Architecture of a typical IoT deployment (icons from
flaticon.com)
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Fig. 2: End devices sub-network topologies

with other devices over communication networks. Figure 1
shows the architecture of a typical IoT deployment consisting
of the following components:

1) IoT devices sense, and sometimes also act, in the phys-
ical world. They send data to and receive commands
from servers and other devices.

2) In order to reduce energy consumption and save re-
sources, IoT devices often use communication technolo-
gies and network protocols (see Section II-B) that are
not compatible with IP networks. A gateway acts as a
translator between IoT networks and the Internet.

3) (Cloud) servers located in the Internet receive and
analyze the data sent by the IoT devices.

4) Human-machine user interfaces, such as web-based
dashboards or mobile companion applications, allow the
users to inspect the data and control the devices.

As explained in Section I, the focus of this paper is
on datasets containing the network communication of IoT
devices. The latter can take various forms, such as Smart
Home devices (light bulbs, refrigerator, power plugs, camera,
etc.), Smart City facilities, connected sensors in a WSN,
or Smart Health devices. The topology of the sub-networks
formed by IoT devices is protocol-dependent, the most popular
ones being explained hereafter. If the end devices are able
to communicate with each other, two possibilities exist. The
network might take a hierarchical structure, forming a tree
network (Figure 2a), with a root node and several intermediate
layers of devices between the root and the devices at lowest
level. If there is no hierarchy between the nodes, and if
every node is connected to every other in its surroundings,
they form a mesh network (Figure 2b). Both topologies result
in a multi-hop network that can cover long distances even
with short-range communication technologies. If the devices
only communicate with a central communication hub, a star
topology is obtained (Figure 2c).

B. Protocols for IoT networks

Devices that do not have resource or energy constraints,
e.g., Smart TVs, can employ the same network technologies
and protocols as general-purpose computers, that are Ethernet
and Wi-Fi, and IP-based protocols, such as TCP and UDP on
the transport layer, and HTTP(S) on the application layer.

However, for devices with limited computing capabilities
and/or energy constraints, less complex and power-consuming
protocols have been designed. In the following, we will
present those frequently found in the surveyed datasets. In
the well-known OSI model of communication layers [17], the
covered protocols appear in the physical layer, the datalink or
Medium Acess Control (MAC) layer, the network layer, and
the application layer, and will be presented in this order.

1) Physical and datalink layers
Bluetooth: Bluetooth is a short-range radio frequency (RF)

communication technology. Bluetooth link control hardware,
integrated as either one chip or a radio module and a baseband
module, implements the RF, baseband, and link manager
portions of the Bluetooth specification. Bluetooth devices are
generally organized into groups of two to eight devices called
piconets, consisting of a single master device and one or more
slave devices [18]. The Bluetooth Low Energy variant (BLE)
has been designed to consume less power, and is thus more
adapted and optimized for IoT networks [19].

IEEE 802.15.4: Covering the two first OSI communication
layers, i.e., the physical and datalink layer, the IEEE802.15.4
standard [20] was developed in 2003 to build low-power
and Low-Rate Wireless Personal Area Networks (LR-WPAN).
Their range lies between 10 and 100 meters, so they can be
easily used in Smart Homes or WSNs where the sensors are
located close to each other, but require a mesh topology if long
range communication is needed. As the standard only defines
the first two layers of the OSI model, additional protocols
have been design to implement the upper layers, as described
hereafter.

LoRa & Sigfox: Low-Power Wide Area Network (LP-
WAN) technologies [21], [22] allow to build IoT network with
point-to-point communication ranges up to several kilometers
[23], and thus are particularly suitable for Smart City or
agriculture applications. The two most popular LP-WANs
are LoRaWAN [24] and Sigfox [25]. The former uses a
proprietary physical layer modulation, LoRa, above which the
free LoRaWAN datalink layer is defined for Medium Access
Control (MAC). In contrast, the Sigfox physical modulation
is licensed to multiple manufacturers, but the MAC layer is
proprietary. Other differences include the data rate, which is
higher with LoRaWAN, and the range, which is greater with
Sigfox [26]. As both technologies use non-IP stacks, they
necessitate a gateway between the LP-WAN network and the
Internet.

Z-Wave: Z-Wave is a proprietary protocol for the commu-
nication in the unlicensed sub-GHz band [27] and has been
originally developed for home automation solutions. It has a
range of up to 100 meters for point to point communication
and also supports larger mesh networks. It is based on a non-
IP protocol stack; IP hosts therefore must communicate to Z-
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Wave devices via a Z-Wave-over-IP gateway that understands
encapsuled Z-Wave messages.

2) Network layer
Zigbee: Zigbee is an IEEE 802.15.4-based specification

by the Zigbee Alliance for the creation of wireless Personal
Area Networks (PAN) [28]. It supports star, tree, and mesh
networks. The nodes can configure dynamically and have the
capability of ad-hoc routing. A designated coordinator node
manages the network and is also responsible for the generation
of the network encryption key. The original Zigbee design has
limited interoperability with IP networks but a specification
published in 2013 (Zigbee IP) uses 6LoWPAN and RPL (see
below) to route standard IPv6 traffic.

6LoWPAN: The 6LoWPAN specification defines encapsu-
lation and discovery mechanisms that allow to operate IPv6
over IEEE 802.15.4 and other networks [29]. To do so, it
compresses the large IPv6 header by assuming default values
for header fields unless explicitly stated otherwise, and using
lightweight encoding for typical values. Since existing Internet
transport and application layer protocols can directly run on
6LoWPAN, the gateway only needs to translate 6LoWPAN
packets to full IPv6 packets and vice versa to provide inter-
operability between the IoT network and the Internet.

RPL: The Routing Protocol for Low-power and Lossy
Networks (RPL) is a routing protocol designed for IEEE
802.15.4 based mesh sensor networks and other unreliable
networks [30]. In such networks, link failures are frequent
and communication is expensive. RPL organizes nodes in a
tree-like directed acyclic graph (DODAG) optimized for the
communication of IoT devices with external servers.

3) Application layer
MQTT: The Message Queuing Telemetry Transport

(MQTT) protocol [31] is an application-layer messaging proto-
col following the publish/subscribe paradigm. Unlike the other
protocols presented in this section, it is not specific to IoT, and
usually runs over TCP, but has nevertheless found many usages
in IoT applications. It allows for large-scale asynchronous
communication between publishers, that send messages related
to a topic (e.g., a temperature sensors broadcasting a temper-
ature update), and subscribers, that receive all the messages
related to the topic they are subscribed to (e.g., a heater that
must switch on or off). Between the publishers and subscribers
lies a broker, which stores the topic subscriptions, receives
published messages and forwards them to the subscribers
[32]. The MQTT protocol is lightweight and open, which
makes it suitable for a wide range of applications, including
in constrained environments, such as IoT and other Machine-
to-Machine (M2M) communication.

CoAP: The Constrained Application Protocol (CoAP) is an
application layer protocol specifically design for the communi-
cation with resource constrained devices over low-bandwidth
networks. CoAP provides a REST-based request/response in-
teraction model [33] that is similar to HTTP, but suitable for
devices that do no have the necessary resources to process
large HTTP messages. Since CoAP runs on top of UDP, it
defines its own mechanisms for reliable communication and
uses DTLS for (optional) encryption. Although it is a pull-

based protocol by design, an extension allows devices to
periodically push measurements to the client, thus avoiding
the overhead of repeated requests.

Modbus: Modbus is an application-layer protocol created
by Schneider Electric, initially developed for the commu-
nication between field devices (e.g., Programmable Logic
Controllers) and control servers (e.g., Master Termninal Units)
in Industrial Control Systems (ICS) [34]. As it is an open and
easy to implement protocol, Modbus is a de facto standard
for ICS communication, such as in Supervisory Control and
Data Acquisition (SCADA) systems. Given its prevalence in
ICS, and thanks to one of its variants running on top of TCP
[35] which makes it possible to run on any device with IP
capabilities, the Modbus protocol is a first choice for IIoT
networks [36]–[38].

Modbus is a client/server protocol working in a re-
quest/response fashion where the field devices typically act as
Modbus servers while the control server is the client [39]. The
field devices are connected to sensors and actuators through
I/O modules. The state of the I/O ports of a device as well
as its internal state is accessible through registers that can be
queried or modified by the client by sending Modbus requests.

4) Others
A large number of other protocols and network technologies

have been used to implement IoT networks, as presented in
[40]. In particular, the usage of mobile networks has a long
history, be it with the now obsolete 2G, the current LTE-
M and NB-LTE (both 4G) and the latest 5G. However, we
have not found public IoT datasets from such networks and
therefore have not included them here. If a surveyed dataset
includes traffic related to a protocol not described here, it will
be presented along the dataset in the remaining of the paper.

III. RELATED WORK

To our knowledge, there has been no previous extensive
survey of network trace datasets for IoT security. However,
there have been publications on other types of devices and
other aspects of (IoT) security. In the following, we will
present them and discuss their relationship to our work. Table I
gives a summary.

Jing et al. [41] proposed a categorization of security-
related measurement data. For each category of data, the
authors provided a specific classification and discussion of
its advantages and disadvantages. Four high-level categories
of data were presented: packet-level data, flow-level data,
connection-level data and host-level data. Packet-level data
contains packet header information, packet payload informa-
tion, and packet activity information. Port mirroring is one
of the commonly used packet collection methods. Flow-level
data contains information about flows, i.e., streams of packets
that share one or more attributes. Flow-level measurements
reduce the measurement overhead and can be useful if the
packet payload is not needed. Connection-based data con-
sists of statistical information about the traffic between two
IP addresses. Host-level data is collected on a host device
and contains information describing its internal state and its
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evolution during an attack. The authors do not present any
dataset.

Grajeda et al. [12] surveyed the available datasets for digital
forensics, along with their origin and types. The datasets
contain information that is important for the understanding
of the behavior and impact of malicious software on a host
device, such as RAM dumps, email datasets, apk files, etc.
More than 50 datasets were presented, of which only three
contained network traffic. Moreover, the authors discussed
weaknesses in the existing datasets and future directions, such
as lack of variety, data de-identification, and strategies to share
complex data.

Chaabouni et al. [42] focused on IoT Network Intrusion
Detection Systems (N-IDS) based on Machine Learning (ML).
The authors explained the specific aspects of learning tech-
niques for IoT security. The survey also presented several free
datasets and N-IDS implementation tools for further research.
However, since the survey’s focus was on detection techniques,
only six datasets were discussed.

Buczak et al. [43] presented machine learning and data
mining (DM) methods for cyber analytics. They discussed
in detail the different types of data used by ML and DM
approaches (PCAP captures, Netflow, etc.) and mention four
public datasets (DARPA 1998/1999, KDD’99, NSL-KDD)
containing network traffic from general-purpose computers.
Most of these datasets are outdated.

Ring et al. [44] provided a survey of more than 30 datasets
for IDS research and described the packet-based and flow-
based data in detail. The authors proposed 15 different prop-
erties that cover a wide range of criteria to assess the existing
datasets. Most of them are similar or identical to our own
characteristics, e.g., year, public availability, presence of attack
traffic, duration, etc. The ones that we do not include were
deemed less important (e.g., anonymity, as payload encryption
becomes more widespread), equal for nearly all datasets (e.g.,
presence of normal traffic), or linked to another characteristic
(e.g., size of data, which is linked to the recording duration).
The survey is comprehensive, but the datasets mostly consist
of traffic from general-purpose computer networks and hosts.

Sánchez et al. [45] presented a review of different types
of devices and state-of-the-art assessing techniques for device
identification and misbehavior detection. The authors also
discussed 37 public datasets of which 30 contain network
data, of which, in turn, only 10 contain IoT traffic (one
contains radio spectrum measurements from IoT devices). The
other datasets contain network traffic from general-purpose
computers and industrial control systems, as well as non-
network data (telemetry data, host performance metrics, etc.).

Conti et al. [46] proposed a comprehensive overview of
Industrial Control Systems (ICS) along with their security
challenges, and presented different ICS testbeds and datasets.
They reviewed around 50 testbeds, classified along nine fea-
tures, and over 20 datasets categorized by 12 characteristics.
As we did with Ring et al. [44], we share some of those
characteristics, namely the type of data, recording duration,
and presence of attacks. Their characteristics that we did
not share include metadata (e.g., dataset name, reference and
resource), dataset format (PCAP, CSV, etc., that we detail in

Google
Scholar
queries

Follow
references

Look in
measurement
conferences

Step 1 Step 2 Step 3

Fig. 3: Methodology for datasets gathering

the text), percentage of attacks inside the dataset, or evaluation
metrics (F1-score, accuracy and precision). We deemed the
latter not relevant for a survey, as those values depend on the
detection algorithm. The authors also detailed good practices
for researchers who want to design a testbed. The paper
discusses in detail ICS-specific aspects, such as commercial
PLCs, HMI stations, and SCADA protocols, which are less
useful in the IoT context.

Rawassizadeh et al. [47] surveyed dataset repositories,
which are online platforms gathering publicly available
datasets. They focused on repositories containing datasets
related to mobile, wearable and IoT research. They listed four
repositories, namely UCI Machine Learning Repository, UCR
Time Series Archive, PhysioBank and CRAWDAD. Other
well-known repositories with more general datasets were also
mentioned, such as KDnuggets, DRYAD, Datahub, etc. The
authors did not detail the characteristics of the individual
datasets found in those repositories.

IV. METHODOLOGY

This section presents the methodology that we used to find
the datasets for this survey. An overview is shown in Figure 3.

In the first step, we queried Google Scholar for articles
with general keywords such as "IoT dataset". We selected the
most recent ones, going from 2022 back to 2017. For this first
step, we limited ourselves to 2017 for two reasons. Firstly, as
computer science is a quickly evolving topic, datasets that are
only a few years old might already be outdated with respect
to current standards and use cases. Secondly, since there are
still two steps (see below) after the first one, yielding other
datasets to cover, we had to set an arbitrary limit to not end
up with an intractable amount of search results. We then made
sure the selected articles were relevant by reading the abstract
and skimming over the text.

As a second step, we looked for articles referenced by the
articles we found in the first step. This led us to older datasets
that were used, for example, by the authors as a starting point
for their own creations, and to less cited articles that were
relevant, but did not appear in the first results of a Google
Scholar query.

Finally, as a last step, we explicitly searched for publications
in three renowned network measurement conferences, namely
the Internet Measurement Conference (IMC) [48], the Passive
and Active Measurement (PAM) conference [49], and the
Network Traffic Measurement and Analysis (TMA) conference
[50]. This allowed us to gather a last set of datasets that did
not appear in the first and second steps.
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Survey Year Research Area Devices/Network Datasets Mentioned Description

Buczak et al. [43] 2016 Methods for DM&ML in IDS All kinds of network ✓
DM&ML methods for cyber analytics

Well-known datasets for IDS.
Challenges for using ML/DM for cyber security.

Chaabouni et al. [42] 2019 NIDS IoT network ✓
Classification for IoT security threats and
challenges. ML-NIDS for IoT networks.

Conti et al. [46] 2021 Industrial Control System &
security mechanisms Industrial network ✓

Architecture, devices, security
protocols for ICS, testbeds and

datasets. Best performing ICS algorithm.

Grajeda et al. [12] 2017 Digital forensics
Emails, RAM dumps,
disk images, network

traffic, file sets and etc.
✓

Available datasets presented for digital forensics,
along with their origin, testbed and types.

Jing et al. [41] 2018 Data categorization All kinds of network ✗
Security-related data collection and analytics.

Requirements proposed for security-related data.
Detection methods reviewed for DDoS flooding.

Rawassizadeh
et al. [47] 2017 Datasets for mobile,

wearable and IoT IoT network ✓
Repositories of datasets for

mobile, wearable and IoT research.

Ring et al. [44] 2019 Datasets for intrusion detection All kinds of network ✓
Collection of datasets for intrusion detection.
Identified 15 features to assess the datasets.

Sánchez et al. [45] 2021 Device behavior fingerprinting All kinds of network ✓

Review of device types, behavioral data,
and processing and evaluation techniques for

device identification and device
misbehavior detection.

De Keersmaeker et al. 2023 General IoT network security All kinds of network ✓

Collection of the datasets that could be found
published or utilized in other papers across
multiple domains, along with 13 features

for better categorization.

TABLE I: Related surveys (sorted by name of first author)
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Fig. 4: Number of published IoT-related datasets per year

During the above steps, we also found several dataset
repositories, i.e., collections of datasets. When we present
the found datasets in the next sections, those repositories will
appear in two forms: major datasets hosted by them will be
presented in detail (with a reference to the repository). In
addition, we will also list the entire repository separately. We
consider this an efficient method to include the repositories for
those who might be interested, while not spending too much
space listing each dataset in each repository.

Figure 4 shows the number of published datasets containing
IoT traffic, split into two categories: the ones that cover IoT-
specific protocols, and the ones that only cover classic IP-
based protocols. We can see an increasing trend over time in
the total number of datasets. Yet, their absolute number is still
underwhelming, compared to the usage explosion of IoT in

the last years. Furthermore, the datasets covering IoT-specific
protocols are still in the minority. Given the large number of
different protocols, this means that some protocols are studied
very little, or not at all. We further discuss this in Section IX-A.

V. DATASET CHARACTERISTICS

This section will present the characteristics defined and used
to classify the surveyed datasets along different axes. In the
forthcoming sections, those characteristics will be evaluated
on each dataset to highlight their strengths and weaknesses
and identify their potential use cases. Figure 5 shows the
characteristics, presented as a feature diagram complying with
Feature-Based Domain Analysis (FODA) [51], [52].

A. Traffic type, data content, attack scenario

The following three characteristics are used to describe the
content of the dataset.

The Traffic type indicates if the dataset has been created by
instrumenting general purpose devices (e.g., PCs and phones)
or IoT devices. If instrumenting IoT devices, the traffic type
can be further split based on whether the recorded network
protocols include classical IP-based or IoT-specific ones. The
IoT-specific protocols have been described in Section II-B.

The Data content refers to the nature of the data contained
in the dataset, which can reside at different abstraction layers
of the communication. This can range from data about the
physical electromagnetic signal, to high-level environmental
data measured by IoT sensors, or covering traffic data from
various layers of the OSI network layer model [17]. In the
latter case, the data can be of various precision levels: it can
contain the full network packets (including the full payload) in
the form of packet captures, only the header of the exchanged
packets, or not contain information about individual packets
but traffic descriptive features which have been computed on
the packets and flows.
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Fig. 5: Dataset characteristics as feature diagram
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The Attack scenario, finally, is a Boolean value indicating
if the covered dataset contains attack patterns or only benign
traffic.

B. Scale

The scale of a dataset can be described more explicitly by
the number and types of monitored devices and the duration
of the data collection.

C. Collection methodology

This feature embodies the methodology the researchers used
to collect their dataset. Multiple methodologies are possible,
with different accuracies in representing real-world traffic:

• Real-world network. The most accurate with respect
to real networks, but also the most difficult one, is to
directly collect measurements from an existing network.
This methodology might require a collaboration with an
external organization, e.g., an Internet Service Provider
(ISP), to obtain access to an existing real-world network.

• Simulation. The researchers used a network simulator,
and collected packets from the simulation. This method
has the advantages of being easier and cheaper to setup,
and also to reproduce. However, the traffic being simu-
lated, it less accurately portrays real-world traffic. Exist-
ing network simulators for this purpose include Riverbed
Modeler [53] (previously known as OPNET), NS-2 [54]
and NS-3 [55], or Cooja [56] for WSNs.

• Testbed with physical devices. The researchers con-
structed an experimental network containing real devices
(hosts, servers, routers, switches, etc.), and the dataset
was collected by monitoring this network. The advantage
of this method is that real devices are being monitored in
a controlled environment. It therefore captures well the
behavior of the used network protocols. Its drawback is
that the deployment of physical devices is expensive and
requires a physical place where the testbed will be set up.

• Emulation. Instead of using real, physical devices in
their testbed, which can be expensive, researchers could
emulate the necessary devices with the help of more
common hardware. For example, they can instrument
general purpose devices or virtual machines to emulate
IoT devices, virtual switches/routers by using Software
Defined Networking (SDN), or even generate relevant
network traffic by using specific traffic generation tools.

• Hybrid. To combine advantages of different methodolo-
gies, researchers can also instrument a hybrid testbed,
composed of real, emulated and simulated devices.

D. Year

As networking and security are two quickly evolving topics,
a dataset recorded 10 years ago probably contains traffic
patterns that will not occur as much today, or attacks which are
not possible to perpetrate anymore due to security updates. As
such, the age of the dataset is an important metric to assess the
representativeness of a dataset compared to real-world traffic.

E. Presence of metadata

To provide more insight into the network traffic contained
in a dataset, some authors process the raw network traces
to extract traffic-descriptive features, e.g., timestamps and
nature of benign or attack traffic, number of bytes or packets
exchanged, addresses and ports used, etc. This additional
information can help further analysis of the data.

Nowadays, a majority of the collected datasets are used to
train and/or evaluate Machine Learning (ML) models for intru-
sion detection or traffic classification. For such use cases, the
data must be labelled, i.e., the data points in the dataset must
be marked as benign or malicious (for intrusion detection) or
as belonging to a specific device type, protocol, or application
(for traffic classification).

F. Availability and usage by others

Availability tells whether a dataset is available to other
researchers.

In addition, we have checked whether the dataset has been
used by other researchers than the ones that have produced it.
Although this is not an intrinsic property of the dataset by itself
(and therefore not shown in Figure 5), it can indicate whether
the dataset is of good quality or has interesting content, and
can be used in other cases in a relevant way. However, note
that several older datasets, e.g., KDD Cup 99 [57], have been
used a lot in the past, not because they are of good quality or
relevance, but because researchers did not have a wide corpus
of datasets to choose from. Vice versa, recent datasets might
not have been used by others, not because they are of bad
quality, but because they are too recent and not yet well known.
For this characteristic, we searched for papers that cite the
paper where the dataset is presented. If one of those papers
indicated that it used the dataset in question, there is a match.
If there is no match, we indicate it by a question mark. It does
not mean that nobody has ever used it, but that we could not
detect any usage.

G. Related research perspective

The datasets discussed in this survey were created by
their authors for different motives. Therefore, their usefulness
to other researchers will depend on the targeted research
area. Based on the content of the datasets and the authors’
descriptions of their goals and intentions, we identified five
main research perspectives that could benefit from the datasets.

• Data Collection & Honeypot includes datasets that have
been built with the specific intent of creating a dataset
to fuel further research, or to fill a gap in the state-of-
the-art. Honeypots are intentionally vulnerable systems,
deployed specifically to collect data from attackers that
will potentially attack the system [58]. As such, they also
fit in this category.

• Malicious Activity Detection refers to datasets built for
the evaluation of security systems which detect or prevent
malicious activity, such as Intrusion Detection Systems
[59] or firewalls [60]. Those datasets might have been
produced to directly evaluate the author’s system, or for
future usage by other researchers.
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• Performance Evaluation indicates datasets which have
been created along the evaluation of a system or protocol,
but not necessarily related to security.

• Device Identification relates to captures of device activ-
ities which have been used or can be used for the devel-
opment and evaluation of device identification algorithms
(e.g. [61]).

• Privacy is associated to datasets resulting from privacy
analysis of devices, i.e., analysis concerning the disclo-
sure of sensitive user data during device operation [62].

It should be noted that, even if datasets have been created for a
specific purpose, they might be used in other research domains
if relevant.

VI. DATASETS OVERVIEW

Before presenting in detail each of the surveyed datasets, we
provide a comprehensive and summarized overview of them in
tabular form, based on the dataset characteristics introduced
in Section V. The idea is that readers who are looking for
datasets with specific characteristics first consult the below
tables and then read, for the datasets they are interested in, the
detailed description in Section VII for the IoT-related datasets
or Section VIII for the non-IoT ones.

Tables II and III list the IoT-related datasets, i.e., those
datasets that were created by instrumenting IoT devices, fol-
lowing our Traffic type characteristic described in Section V-A.
They are further split by protocol: Table II presents the datasets
containing traffic using IP-based protocols, whereas Table III
contains the datasets where IoT-specific protocols have been
used, such as the ones presented in section II-B. Table IV
presents datasets not directly related to IoT and datasets that
were not recorded by instrumenting IoT devices. The relation
between the datasets and specific research perspectives or
domains are shown in Table V.

The information in the aforementioned tables is further
visualized in the form of plots. Figure 6 shows the number of
IoT-related datasets containing a specific protocol. As already
observed from Figure 4, the majority of datasets contain IP
based traffic. Note that we do not include the non-IoT datasets
in this plot.

For many use cases, the types of devices and the number
of devices or hosts appearing in a dataset are important
characteristics. Obviously, researchers building an IDS for
Smart Homes are interested in datasets containing traffic
from such devices. On the other hand, datasets with a large
number of sensors are more likely to be suitable for large-scale
experiments. Figure 7 shows the number of devices appearing
in each dataset, sorted by general device type. The value on
the x-axis of the plot refers to the dataset ID indicated for
each dataset in the right-most column of the summary tables
II, III and IV. We observe that most datasets contain data
from networks with one to 50 devices. Note that some datasets
contain more than one type of devices.

VII. IOT DATASETS

Even if there exist various communication protocols specif-
ically designed for IoT environments, many IoT deployments
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Fig. 6: Distribution of protocols in IoT-related datasets

use traditional IP-based protocols. The description of the
IoT-related datasets is therefore split into datasets containing
classic IP traffic and datasets involving various IoT-specific
communication protocols, namely Bluetooth, LoRa, Zigbee,
etc. In each group, the datasets are presented in chronological
order.

Some of the presented datasets contain malicious traffic
caused by botnet malware that the authors deployed in their
test environment. Although the authors used different concrete
malware implementations, the base operation of a botnet
malware is similar among all malware families: the malware
infects poorly-secured devices by brute-forcing default cre-
dentials, then waits for further instructions from a command
& control server, while duplicating itself over the network as a
worm [137]. This mode of operation is valid for all the botnet
malware covered in the following sections.

A. Datasets covering IP traffic

AWID2 (2015): Researchers at the University of the
Aegean, Greece, produced the AWID2 and AWID3 datasets
[138], which are of interest for IoT research because they
focus on Wi-Fi traffic. The first dataset [63] was produced by
Kolias et al. [139]. The authors deployed a testbed emulating a
home environment. It comprises seven physical devices (one
desktop, two laptops, two smartphones, one tablet and one
Smart TV) which connect to a single Wi-Fi access point (AP)
using unreliable WEP security. Network traffic was generated
by web browsing, Internet calls (VoIP), file downloading,
and video streaming. Traffic was recorded for one hour by
a separate device, the first 35 minutes containing only benign
traffic, and the 25 last minutes containing attack traffic as well.
Attacks include: flooding attacks, where the network is flooded
with a high number of control frames to disrupt legitimate
traffic; injection attacks, where the attacker sends a large
amount of valid data in a short amount of time; impersonation
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AWID2 [63] Wi-Fi Features ✓ 7 GP 2015 1 h T ✓(155) ✓ ✓ ✓ 6

Sivanathan et al. [64] IP Full packets ✓
4+ SH
3 GP 2016 18 min T ✗ ✗ ✗ ? 34

USC [65] U Sensor data ✓
4060
sen. 2016 1 mo R ✗ ✓ ✓ ? 17

IoT SENTINEL [66] IP Full packets ✗ 31 SH 2017 U T ✗ ✗ ✓ ✓ 35

Bezerra et al. [67] IP Full packets
Hardware ✓ 5 GP 2018 9+ h E ✓(6) ✓ ✓ ✓ 12

N-BaIoT [68] IP Full packets ✓
9 SH
3 GP 2018 U T ✓(23) ✓ ✓ ✓ 36

Doshi et al. [69] IP Full packets ✓
3 SH
1 GP 2018 Benign: 10 min

Attack: U T ✓(11) ✓ ✗ ? 37

DS2OS [70] Custom Sensor data ✓ U 2018 24 h S
(DS2OS) ✓(11) ✓ ✓ ✓ /

UNSW benign [71] IP Full packets ✗ 28 SH 2016-
2017 6 mo 13 d T ✗ ✗ ✓ ✓ 39

UNSW attacks [72] IP Full packets ✓
10 SH
4 GP 2018 16 d T ✓(20) ✓ ✓ ✓ 40

UNSW MUD [73] MUD Device profiles / 28 SH 2018 6 mo T / / ✓ ✓ 41

Ren et al. [74] IP Full packets ✗
81 SH
4 GP

2018-
2019 4 d 16 h T ✗ ✓ ✓ ✓ 42

Bot-IoT [75] IP, MQTT Full packets ✓ U 2019 U E ✓(32) ✓ ✓ ✓ /
Kang et al. [76] IP Full packets ✓ 2 SH 2019 U T ✗ ✓ ✓ ✓ 38
Saidi et al. [77] IP Device signatures ✓ 96 SH 2019 7 d T / / ✓ ? 43

IoT-23 [78] IP Full packets ✓
3 SH
1 GP 2020 21.5 d T ✗ ✓ ✓ ✓ 44

DAD [79] IP, MQTT Full packets ✓ 16 sen. 2020 7 d E ✗ ✓ ✓ ✓ 18

MedBIoT [80] IP Full packets ✓
83 SH
6 GP 2020 U H ✓(100) ✓ ✓ ✓ 45

Sarica & Angin [81] IP Full packets ✓
10 SH
8 GP 2020 ∼ 1.5 d S

(Mininet) ✓(33) ✓ ✓ ? 46

UNSW IPFIX [82] IPFIX Flow stats ✗ 29 SH 2020 3 mo T ✓(28) ✗ ✓ ? 47
TON_IoT [83] IP Full packets ✓ U 2021 U E ✓(44) ✓ ✓ ✓ /

CCD-INID-V1 [84] IP Full packets ✓ 4 sen. 2021 U E ✓(83) ✓ ✗ ? 19

IoTLS [85] IP, TLS Full packets ✗ 40 SH 2018-
2020 ∼ 2 y T ✗ ✗ ✓ ? 48

ECU-IoHT [86] IP Header only ✓
3 sen.
1 GW
2 GP

2020 ∼ 3 mo 20 d T ✓(18) ✓ ✓ ? 20

MQTTset [87] IP, MQTT Full packets ✓
8 sen.
1 GW
1 GP

2020 1 w E ✓(34) ✓ ✓ ✓ 21

Kolcun et al. [88] IP Full packets ✗
41 SH

1 S 2021 27 w T ✓(37) ✓ ✓ ? 49

27-Botnet [89] IP Full packets ✓
10 SH

(27 BN) 2021 18 d T ✓(23) ✓ ✗ ? 50

ECU-IoFT [90] Wi-Fi Features ✓
1 drone
2 GP 2022 3 min T ✓(10) ✓ ✓ ? 55

TABLE II: Classification for IoT-related datasets with IP-based protocols

U: Unspecified; /: Not relevant
Protocols BT: Bluetooth; BLE: Bluetooth Low Energy; ZB: Zigbee

Devices type SH: Smart Home; sen.: sensors (& actuators); GP: General Purpose (PCs, servers, smartphones, etc.);
HP: honeypot; GW: gateway; BN: botnet

Duration min: minutes; h: hours; d: days; w: weeks; mo: months; y: years
Methodology R: Real-world; T: Testbed; E: Emulation; S: Simulation; H: Hybrid
Features If available, the number of features provided by the authors is indicated.

ID refers to the ID of the dataset on the x-axis of Figure 7.
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Fig. 7: Number of devices and device types in the datasets. "General purpose" comprises PCs, servers and phones.
The "Dataset ID" on the x-axis will be used in Tables II, III, and IV to refer to a specific dataset.

attacks, where a false, malicious AP is introduced in the
network.

The dataset, published as CSV files, was divided into two
sets containing identical data, only differing in the way attacks
are labelled. Both contain a large version and a reduced
version, which are further split into a training set and a
test set. The training sets of the reduced versions contain
1,795,575 records (1,633,190 benign and 162,385 malicious).
Each record has 155 attributes, such as signal or Wi-Fi
parameters, timestamps and lengths.

The second dataset, AWID3 [134], will be discussed in
Section VIII, as it does not include IoT devices.

Sivanathan et al. dataset (2016): To validate their flow-
based network-level Smart Home security system, Sivanathan
et al. [64] produced a dataset by building a testbed emulating
a typical Smart Home environment, including a SmartThings
kit, a camera, a smart switch and a motion detector.

Normal traffic from and to the devices was recorded over an
18-minute period. In parallel, a laptop acting as an infected
host inside the network launched an attack script executing
a three-stage attack. It started with a Simple Service Dis-
covery Protocol (SSDP) scan to discover devices vulnera-
bilities. Then, remote access to the device was set up with
port forwarding. Finally, an external host connected to the
compromised devices, which gave it the capacity of launching
an attack from the device. The collected dataset takes the form
of a raw PCAP traffic trace, comprising 334,088 packets and
327 MB. It was not released publicly.

Urban_IoT_DDoS_Data by USC (2016): Hekmati et al.
[140] stated that the most important step to defend against
DDoS attacks is to detect them successfully. The training of a
Neural Network (NN) model for detection will be challenging
in the future due to the massive portion of infected IoT
networks and the complexity of botnet attacks. The existence
of large-scale, relevant datasets is thus critical, but most of
the existing ones are not focused on IoT environments. To

overcome this, the authors presented a dataset based on a
large-scale real-world testbed: an urban IoT system in a large
city, which contains 4060 spatially distributed event-driven
sensors. The data consists of the binary activity status of each
node every 30 seconds, recorded during a month, along with
three metadata fields: the node ID, the geolocation of the
node (latitude and longitude), and timestamps of the activity
status of the node. Additionally, the authors provide a script to
generate attacks in the dataset. Whenever the activity status of
a node changes, the activity will be recorded as "0" for benign
activity, and "1" for attacks.

The dataset is available at [65] as CSV files, along with
their attack-generation script.

IoT SENTINEL devices captures (2017): Miettinen et
al. [141] developed a security system called IoT SENTINEL,
which identifies the devices present in a network and monitors
the traffic from vulnerable devices to ensure the security of the
network. To evaluate their system, the authors built a testbed
comprising several IoT devices and recorded network traffic
to obtain a dataset that they used for their device classification
models. They released it publicly as raw packet captures [66].

The testbed consisted of 31 consumer IoT devices covering
a wide range of types, such as health, lighting, appliances,
cameras, and home automation. Traffic was recorded at device
setup, with each setup process repeated 20 times; the dataset
therefore does not contain any attack traces. The collected
traffic is IP traffic, either directly from the device for the
majority, or indirectly from a gateway for those devices that
communicate using Zigbee or Z-Wave.

Bezerra et al. (2018): The goal was to create a dataset
illustrating the behaviour of IoT devices when they are infected
with botnet malware, not only on the networking aspect, but
also with observations on their internal functioning [67]. With
this intent, the authors instrumented one Raspberry Pi and used
it to emulate various IoT devices. They implemented three
profiles that represent different types of Smart Home devices:
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LWSNDR [91] 802.15.4 Sensor data ✗ 2 router 4 sen. 2010 6 h T ✗ ✓ ✓ ✓ /
Fu et al. [92] 802.15.4 Perf. metrics ✗ 2 sen. 2015 6 mo T ✗ ✗ ✓ ✓ 22

WSN-DS [93] LEACH Full packets ✓ 100 GP 2016 1 h S
(ns-2) ✓(23) ✓ ✓ ✓ /

Dowling et al. [94] Zigbee Attack logs ✓ 1 HP 2017 3 mo T ✗ ✗ ✗ ? 15
Purnama et al. [95] IP, Zigbee Full packets ✓ 5 sen. 2018 50 min T ✗ ✗ ✗ ? 23

BLEBeacon [96] BLE Signal data ✗
46 sen.

32 scanner(RPi) 2016 33 d T ✗ ✗ ✓ ✓ 24

LP-WAN local. [97] LoRa, Sigfox Signal data
Position ✗ 20+ sen. 2017-

2018 2 mo 21 d T ✗ ✗ ✓ ✓ 25

RPL-NIDDS17 [98] 6LoWPAN, RPL Full packets ✓ U 2019 U S
(NetSim) ✓(20) ✓ ✗ ✓ /

IoT-DDoS [99] 802.15.4, RPL,
6LoWPAN, UDP Full packets ✓ 29 sen. 2019 1 d S

(Cooja) ✓(16) ✓ ✗ ? /

LoED [100] LoRa Full packets
Signal data ✗

8503 dev.
9 GW

2019-
2020 2-4 mo R ✗ ✗ ✓ ✓ 57

LoRa radio 1 [101] LoRa Signal data ✗ 100 sen. 2020 1+ d T ✗ ✓ ✓ ? 26
LoRa radio 2 [102] LoRa Signal data ✗ 25 sen. 2021 5 d T ✗ ✓ ✓ ? 27

cmu/zigbee-smarthome [103] Zigbee Full packets ✓
10 SH
1 GW 2020 36 h T ✗ ✗ ✓ ✓ 51

Sadikin et al. [104] Zigbee Full packets ✓
3 SH
1 GW 2020 U T ✗ ✓ ✗ ? 52

GHOST-IoT [105] IP, BT,
ZB, RF869 Header only ✓

9 SH
2 GW
3 GP

2019 10 d T ✓(112) ✗ ✓ ✓ 53

Chen et al. [106] IP, BT,
ZB, LoRa Header only ✓ 15 sen. 2020 73 min T ✗ ✓ ✓ ? 28

Barman et al. [107] BT/BLE Full packets ✓ 13 wear. 2020 98 h T ✗ ✗ / ✓ 52
Lacava et al. [108] BLE Mesh Full packets ✓ 13 sen. 2021 6s h T ✗ ✗ ✓ ? 29

cmu/zigbee-eda [109] Zigbee Full packets ✓
4 SH
1 GW 2021 4 d T ✗ ✗ ✓ ? 54

IoT-CIDDS [110] UDP, RPL,
6LoWPAN Features ✓ 10-100 sen. 2021 24 h S

(Cooja) ✓(21) ✓ ✓ ? 30

WUSTL-IIOT-2021 [111] Modbus Features ✓
7 sen.
1 PLC
4 GP

2021 53 h T ✓(41) ✓ ✓ ✓ 31

X-IIoTID [112] Modbus, CoAP,
MQTT, etc. Features ✓

6 sen.
1 PLC
13 GP

2021 114 d H ✓(67) ✓ ✓ ✓ 32

CoAP-DoS [113] CoAP Full packets ✓ 4 GP 2022 16 h E ✓(17) ✓ ✓ ? 13

Edge-IIoTset [114] Modbus,
MQTT, etc. Full packets ✓ 13 sen. 2022 50 d H ✓(61) ✓ ✓ ✓ 33

TABLE III: Classification for IoT-related datasets with IoT-specific protocols

U: Unspecified; /: Not relevant
Protocols BT: Bluetooth; BLE: Bluetooth Low Energy; ZB: Zigbee

Devices type SH: Smart Home; sen.: sensors (& actuators); wear.: wearables; GP: General Purpose; HP: honeypot; GW:
gateway

Duration min: minutes; h: hours; d: days; w: weeks; mo: months; y: years
Methodology R: Real-world; T: Testbed; E: Emulation; S: Simulation; H: Hybrid
Features If available, the number of features provided by the authors is indicated.

ID refers to the ID of the dataset on the x-axis of Figure 7.

multimedia centre (a device with the purpose of adding capa-
bilities to a regular TV to make it a smart TV); surveillance
camera; surveillance camera with additional traffic, which is an
augmented version of the previous one, and can be interacted
with by using SSH or Telnet. Besides the Raspberry Pi, the
testbed also includes four PCs.

To produce the dataset, the network traffic as well as internal
metrics such as the CPU and memory usage of the device were
recorded. First, recording occurred without any attack, then
three botnet scenarios were introduced to generate malicious
behaviour. In the first scenario, the Hajime [142], Aidra [143],

and BASHLITE [144] botnets were deployed one at a time
on the device. The second scenario focused on the Mirai
botnet [5]. For the last scenario, the device was infected with
four botnets at the same time to observe their interactions.
Behaviour was recorded, for each scenario and device profile,
for one hour, adding up to a total recording time of nine hours
under infection.

The dataset is labelled, indicating if the data was gathered
during infection or not. Flow statistics were extracted as
NetFlow records. The dataset, containing CSV files describing
the device’s internal behaviour, labelled flows, and PCAP files
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ID
Dartmouth [115] IP Header only ✗ Thousands 2009 5+ y R ✗ ✗ ✓ ✓ /

CAIDA [116] IP Header only ✓ U 2007 1 h R ✗ ✗ ✓ ? /
NSL-KDD [117] IP Full packets ✓ U 2009 U S ✗ ✓ ✓ ✓ /
CDX 2009 [118] IP Full packets ✓ U 2009 4 d E ✗ ✓ ✓ ✓ /

DARPA 2009 [119] IP Full packets ✓ U 2009 10 d S ✗ ✗ ✓ ✓ /
Waikato [120] IP Header only ✗ U Various Various R ✗ ✗ ✓ ✓ /

Kyoto 2006+ [121] IP Header only ✓ 348 HP 2006-
2015 9 y E ✓(24) ✓ ✓ ✓ 16

SSENet-2011 [122] IP Full packets ✓ 1 S 2011 4 h T ✓(19) ✓ ✗ ✓ 1
ISCXIDS2012 [123] IP Flow data ✓ 21 PCs 2012 7 d T ✗ ✓ ✓ ✓ 2

TUIDS [124] IP Full packets ✓ 40 PCs 2012 4 w T ✓(74) ✓ ✗ ✓ 3
ADFA [125] / System calls ✓ 1 S 2012 U E ✗ ✗ ✓ ✓ 4

CTU-13 [126] IP Full packets ✓ 10+ GP 2013 100+ h E ✓(22) ✓ ✓ ✓ /
UNSW-NB15 [127] IP Full packets ✓ 3 S 2015 31 h E ✓(61) ✓ ✓ ✓ 5

UGR’16 [128] IP Flow info ✓ 25 PCs 2016 21 w R ✗ ✓ ✓ ✓ 7

CIC-IDS-2017 [129] IP Full packets ✓
14 PCs

3 S 2017 5 d T ✓(80) ✓ ✓ ✓ 8

CSE-CIC-IDS-2018 [130] IP Full packets ✓
420 PCs

30 S 2018 10 d T ✓(83) ✓ ✓ ✓ 9

CICDDoS2019 [131] IP Full packets ✓
1S

8 PCs 2019 14 h 40 min T ✓(80+) ✓ ✓ ✓ /

CIRA-CIC-DoHBrw-2020 [132] HTTPS Flow info ✓ 14 S 2020 U T ✓(28) ✓ ✓ ✓ 10
LITNET [133] IP Flow info ✓ 10+ S 2020 10 mo R ✓(85) ✓ ✓ ✓ /

AWID3 [134] Wi-Fi Full packets ✓
11 GP

6 S 2021 2 h 20 min T ✓(254) ✓ ✓ ✓ 11

NF-UQ-NIDS [135] IP NetFlow ✓ / 2021 / / ✓(83) ✓ ✓ ✓ /

H23Q [136] HTTP
QUIC Full packets ✓

13 PCs
6 S 2022 1 h 47 min T ✓(200) ✓ ✓ ✗ 12

TABLE IV: Classification for non-IoT datasets

U: Unspecified; /: Not relevant
Devices type GP: General Purpose; S: server; HP: honeypot

Duration min: minutes; h: hours; d: days; w: weeks; mo: months; y: years
Methodology R: Real-world; T: Testbed; E: Emulation; S: Simulation

Features If available, the number of features provided by the authors is indicated.
ID refers to the ID of the dataset on the x-axis of Figure 7.

Research perspective Datasets
Data Collection & Honeypot [76], [94], [96], [97], [100], [101], [102], [103], [105], [109], [111], [113], [115], [116], [118], [119], [120], [121], [124],

[126], [127], [136]
Malicious Activity Detection [64], [65], [67], [68], [69], [70], [72], [75], [78], [79], [80], [81], [83], [84], [86], [87], [89], [90], [91], [93], [98], [99],

[104], [106], [108], [110], [112], [114], [117], [122], [125], [123], [128], [129], [130], [131], [132], [133], [135]
Performance Evaluation [63], [85], [92], [134]

Device Identification [66], [71], [73], [77], [82], [88], [95]
Privacy [74], [107]

TABLE V: Datasets related to each research perspective

Data Collection & Honeypot: Pure data collection without a specific purpose. May contain both benign and attack traffic.
Malicious Activity Detection: Any usage related to intrusion/anomaly detection, e.g., ML model training and testing, or IDS

evaluation.
Performance Evaluation: Evaluating the performance of different protocols, network architectures, etc.

Device Identification: Categorizing or identifying different devices according to their behavior.
Privacy: Protection of sensitive user data.
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gathering the raw traffic, is available on demand [145].

N-BaIoT (2018): Meidan et al. [10] created a public dataset
containing benign traffic of IoT devices, as well as malicious
traffic by infecting the devices with a botnet [68]. The data was
collected from nine commercial IoT devices infected by the
Mirai [5] and BASHLITE [144] botnets. The dataset contains
7,068,606 instances, from which the authors extracted 115
descriptive features, summarizing traffic flows. Those features
were extracted by Kitsune, an autoencoder tool [146]. They
implemented several attacks including scanning, UDP and
TCP flooding, and spamming.

Doshi dataset (2018): Doshi et al. [69] generated attack
classifier training data in a testbed IoT network containing
three consumer IoT devices, that is, a camera, a smart switch,
and a blood pressure monitor. The devices were connected to
a Raspberry Pi which acted as a Wi-Fi access point.

The collected data consists of benign traffic received from
all three devices during 10 minutes, and recorded in a PCAP
file. TCP SYN flooding, UDP flooding and a HTTP GET
flooding attack were performed by the authors. Those attacks
were chosen because they are the most common types of
DDoS attacks launched from Mirai botnets. The process pro-
duced a dataset amounting to 491,855 packets, where 459,565
packets are malicious and 32,290 packets are benign.

Features extracted from the network traces can be divided
into two classes: Stateless features can be derived from flow-
independent characteristics, while stateful features capture
how network traffic evolves over time.

DS2OS dataset (2018): For the validation of their system
for anomaly detection in a Smart Home environment, Aubet
[147] built their own public dataset [70] using a simulated
environment composed of eight different devices, such as
movement sensors, a washing machine, and a thermostat. They
then recorded the application layer traffic of the network for
24 hours. The testbed was simulated by using the DS2OS
IoT middleware from the Technical University of Munich
[148], and thus uses a custom application layer protocol. As a
consequence, the dataset only contains high level information
about the actions of the devices.

UNSW IoT traffic traces (2019): A research group at the
University of New South Wales (UNSW), Australia, publicly
released several datasets based on their work 1. Those datasets
will be described in detail hereafter.

The first one is a record of IoT benign traffic traces.
Sivanathan et al. [149] deployed a testbed of 28 Smart Home
devices (cameras, lights, plugs, etc.). A vast majority of their
devices use IP networking, either wired (through Ethernet) or
wireless (through Wi-Fi). The only exception is the Philips
Hue light bulb [150] that communicates using Zigbee with
its gateway, the Philips Hue Bridge, which is wired to the IP
network using Ethernet and allows the light bulb to connect to
the Internet. The data collection lasted 26 weeks, from 10/2016
to 04/2017, forming an extensive, large-scale dataset.

The dataset contains the headers as well as the payload
of the traffic records and has been published on the research

1https://iotanalytics.unsw.edu.au/index

group’s website [71] in the PCAP and CSV format. A draw-
back of this dataset is that it is not labelled.

UNSW IoT attack traces (2019): The previous dataset
only contains normal operational traffic without attacks. The
UNSW research group also released a dataset [72] containing
attack traffic besides the benign traffic. Hamza et al. [151]
deployed a testbed of 10 IoT devices, including smart plugs,
cameras and light bulbs, and recorded their traffic for 16 days.
In parallel, they launched attacks on their IoT testbed. To know
which attack to launch, they instrumented an attack tool that
first scans for vulnerabilities on the devices, then launches the
appropriate attacks, among the following ones:

• Direct attacks: ARP spoofing, TCP SYN flooding, Frag-
gle (UDP flooding), Ping of Death.

• Reflection attacks: SNMP, SSDP, TCP SYN, and ICMP
(Smurf) reflection. attacks

Depending on the maximum traffic rate that the devices can
handle, the attacks could be launched at different rates: 1, 10
or 100 packets per second. Interestingly, besides the attacks the
researchers performed themselves, other attacks were detected,
due to the fact that the devices were intentionally left unse-
cured. This provides a good depiction of a real-world attack
scenario, since literal real-world attacks were recorded.

Alongside the raw packet traces dataset (PCAP files), the
researchers also released a derived dataset containing the count
of unidirectional network flows and their IP addresses and
port numbers, computed every minute. The researchers also
provided ground truth in the form of two accompanying files.
The first one describes the start and end time of the attacks,
influenced flows, attack type, and bit rate. The second one
details the PCAP file number containing the attack, and the
attacker’s and victim’s IP address.

IoT MUD profiles (2019): The Internet Engineering Task
Force (IETF) developed the Manufacturer Usage Description
(MUD) standard [152]. The objective of this specification is to
provide a standardized manner for manufacturers to describe
the intended network behaviour of IoT devices, such that
network administrators can, based on this specification, imple-
ment the necessary security measures, e.g., firewall rules. The
underlying idea is that IoT traffic, as a special case of M2M
communication, is more predictable than the communication
patterns of general-purpose computing devices.

Hamza et al. [153] developed the open-source tool
MUDgee2 that generates such MUD behavioural profiles from
packets captures of IoT devices’ network activity. Additionally,
they recorded network traffic of a testbed composed of 28
consumer IoT devices for a duration of six months, and applied
their tool on the collected traces to generate MUD profiles for
those devices. The profiles are, once again, available on the
research group’s website [73]. This dataset, unlike most of the
others presented in this paper, does not contain network traffic,
but can still be of great use for IoT security research.

Ren et al. information exposure dataset (2019): Ren
et al. [154] analyzed the exposure of user data in a Smart
Home context, i.e., what information is disclosed when Smart

2https://github.com/ayyoob/mudgee
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Home devices communicate with other services in the Internet.
They deployed a large testbed of 81 devices in two countries
(US and UK) in order to analyze regional differences. The
authors selected the devices by choosing the most popular
ones on retail websites from six categories: cameras, smart
hubs (e.g., gateways for non IP devices such as smart lamps),
home automation (e.g., plugs, motion sensors, lamps), TVs,
audio (i.e., connected speakers), and appliances (e.g., fridge,
microwave, dishwasher). They all communicate over IP.

Network traffic data was collected at a server that acted as
a network access point. For each device, multiple collection
scenarios were implemented:

• Power experiments: traffic captured for two minutes when
the device is powered on.

• Interaction experiments: traffic captured when a user
interacts with the device. The interaction can take differ-
ent forms depending on the device: local actions (e.g.,
physical interaction or voice command directly to the
device), LAN app action (using a companion smartphone
app in the same network as the device), cloud app action
(using a companion app connected to a different network),
and voice command using an intermediary device, such
as Amazon’s Alexa.

• Idle experiments: traffic captured when the device is idle,
to analyze the device’s background traffic.

• Uncontrolled experiments: the devices were deployed in a
publicly accessible testbed on a university campus, where
people could come and use the devices for their needs,
while the devices’ traffic was recorded.

In total, 34,586 controlled experiments were performed, as
well as 112 hours of uncontrolled experiments, between
September 2018 and February 2019. The dataset, containing
network traffic recorded in the aforementioned scenarios, is
available upon request to the researchers. Instructions are
available on their website [74].

Bot-IoT (2019): Koroniotis et al. [155] produced a dataset,
Bot-IoT [75], specifically aimed towards attacks perpetrated by
botnets in IoT environments. Their emulated testbed was de-
ployed on the university computing infrastructure. It contains
VMs to emulate the legitimate and malicious hosts, whereas
the IoT devices were emulated using the Node-RED tool [156].
Those emulated devices acted as Smart Home devices, namely
smart fridge, smart garage door, weather station, smart lights,
and smart thermostat. The IoT traffic consisted of MQTT
messages exchanged over classic IP networks.

Alongside the simulated IoT devices, the Ostinato tool [157]
was used to simulate benign traffic between the legitimate
VMs. Moreover, the malicious VMs were used to simulate an
attacking botnet. The launched attacks were dispatched into
three types, namely probing attacks (port scanning and OS
fingerprinting), (distributed) denial of service, and information
theft (data theft and keylogging). Finally, descriptive features
were extracted from the recorded traffic using the Argus tool
[158].

Kang et al. IoT Network Intrusion Dataset (2019): Kang
et al. produced a small-scale dataset containing benign and
malicious IoT network traffic from a testbed composed of

two Smart Home devices, namely a smart speaker and a
camera [76]. Besides the normal traffic of the devices, four
attack types were implemented: Man-in-the-Middle, Denial-
of-Service, scanning, and Mirai botnet. The provided dataset
takes the form of 42 PCAP files containing the raw network
traffic, with an accompanying metadata file detailing the
attacks types, involved devices, timestamps and packets.

Saidi et al. IoT devices signatures (2020): As part of
their research about detection and identification of consumer
IoT devices "in the wild", i.e., from an ISP perspective
without proper information about the address and the type of
devices, Saidi et al. [61] developed a method for identifying
and producing a signature of IoT devices, based on sampled
information about the destination of their network traffic. The
set of signatures they produced has been released publicly
[77], with each signature consisting of the following fields:
the destination domain as well as the domain group (where
multiple similar domains are grouped), the destination port,
the category and name of the device, all gathered into a CSV
file. The IP address corresponding to the domains can be
determined by using DNS.

The testbed instrumented for those measurements consisted
of 96 consumer IoT devices from 40 vendors, 56 of which are
unique ones, covering home appliances, surveillance, audio,
video, etc. Network communication was recorded at European
ISP and IXP vantage points, for a total duration of seven days
in November 2019, the first four days being used for active
experiments, and the last three ones for idle measurements.

IoT-23 (2020): Garcia et al. developed another publicly
available dataset containing IoT network traffic, benign and
malicious, named IoT-23 [78]. The dataset was built with
the specific intent of being used to train and evaluate ML
algorithms for malware detection. It is divided into 23 different
scenarios: 20 of them are the "attack" scenarios that contain
malicious traffic, and the three remaining ones only contain
benign traffic. All communication uses the IP protocol.

For the benign traffic, a small-scale testbed was instru-
mented, comprising three Smart Home devices, namely a
Philips Hue smart lamp, an Amazon Echo, and a Somfy
smart door lock. Network traffic was recorded. The recording
duration was 1.4 hours (8,276 packets) for the Somfy lock,
5.4 hours (398,000 packets) for the Amazon Echo, and 24
hours (21,000 packets) for the Philips Hue. For the malicious
traffic, the authors infected a Raspberry Pi with different
malwares, including Mirai [5], Torii [159], and BASHLITE
[144]. They recorded the network traffic for periods ranging
from one to 112 hours, depending on the network activity
of the malware, i.e., a malware producing a high packet rate
needs less recording time than a quiet malware.

As the dataset is intended to be used by ML algorithms,
network flows have been labelled to indicate whether they are
benign or malicious and to which malware type they belong.

DAD (2020): Vigoya et al. [160] produced the public
DAD (Dataset for Anomaly Detection) containing labelled
IoT network traffic data [79]. Their intent was to produce a
sufficiently large-scale dataset, annotated and with diverse sce-
narios, that can be used by ML algorithms to detect anomalies

15

This article has been accepted for publication in IEEE Communications Surveys & Tutorials. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/COMST.2023.3288942

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.

See https://www.ieee.org/publications/rights/index.html for more information.



in IoT sensor networks. The dataset was collected in a virtual
environment emulating the 16 IoT temperature sensors of a
data center. The sensors send measurement samples every five
minutes, and communicate through MQTT over IP. Network
traffic was recorded at the MQTT broker for seven days.

Attack traffic was created by altering the sensors in three
different ways on five of the seven recorded days of traffic:
Interception (some temperature measurements are not sent),
Modification (temperature measurements are changed), Dupli-
cation (sending more packets than normal).

The full dataset contains 101,583 packets, which were
accordingly labelled as normal or anomaly. 63.3% of the
packets are MQTT packets, among which 16% are malicious.

MedBIoT (2020): Guerra-Manzanares et al. [161] argued
that the datasets aimed for ML-based IDSs for IoT environ-
ments were scarce and small-sized. In order to address this
issue, they created the public MedBIoT dataset [80]. The
labeled dataset combines real and emulated IoT devices in
a network where 83 IoT devices are deployed, 80 of which
are emulated in Docker containers, and the three others are
physical devices. The latter comprise two smart switches and
one smart bulb. Malware (Mirai [5], BASHLITE [144] and
Torii [159]) was deployed in order to generate attack traffic.

Data was collected from all the endpoints and servers
during the botnet propagation. The researchers focused on the
early stage of botnet deployment, i.e., spreading and C&C
communication. The network was divided into three parts:
Internet network, monitoring network and IoT LAN network.
The Internet network provides Internet connectivity, while the
monitoring network provides storage and processing for the
data collected from the network switch. The IoT LAN network
allows to let the malware spread in a contained manner. ML-
helping features were derived from the raw data (PCAP files)
by using the Kitsune auto-encoder tool [146]. In total, 100
statistical features were extracted, computed over different
time windows.

Sarica and Angin dataset (2020): Sarica and Angin [162]
argued that no dataset existed for a scenario where IoT is
used along Software Defined Networking (SDN), and that
this use case is quite different from the case of standard,
non-IoT networks. As such, they produced their own dataset,
instrumenting IoT devices in an SDN environment. In fact,
they released two versions of their dataset as CSV files [81],
differing only in the number of devices used in the testbed. The
purpose of having two separate datasets is to use the second
one to test an ML model that was trained on the first one.

The Mininet tool [163] was used to create a virtual network
where simulated IoT devices periodically send small amounts
of data. Their first dataset makes use of five such simulated
devices, and their second one initially contains ten devices,
with two of them being disconnected after a predetermined
time. The environment also includes emulated benign and
malicious hosts, as well as a server acting as the IoT data
sink. All devices are connected to an Open vSwitch, managed
by an SDN controller running Open Networking Operating
System (ONOS) [164].

The datasets include traces containing only benign traffic, as

well as traces with malicious traffic. For the benign traffic, the
authors recorded the network traffic for 30 to 35 minutes, and
repeated the experiment 20 times. The 15 first experiments
contain IoT traffic and background traffic, whereas the five
last ones only contain IoT traffic. For the malicious traffic,
five different attack types were implemented and launched
by four hosts inside the network, targeting the server or the
IoT devices. The different attack types are DoS, DDoS, Port
scanning, OS fingerprinting, and Fuzzing.

In parallel to the traffic capture, the SDN controller pro-
cessed the traffic to create descriptive features. The outcome
is a set of 33 features, which are also available and detailed
alongside the raw datasets.

IoT IPFIX records (2021): The Internet Protocol Flow
Information Export (IPFIX) protocol [165] has been developed
by the IETF to provide monitoring devices a standardized
way to export information about IP flows. As Internet Service
Providers (ISP) might have difficulties identifying devices in
their network, more precisely Smart Home devices that hide
behind Network Address Translation (NAT), Pashamokhtari et
al. [166] proposed methods to identify such devices based on
their IPFIX records. To evaluate their solution, they produced
a public dataset [82].

The authors instrumented a testbed comprising 29 physical
Smart Home devices, including cameras, speakers, smart TV,
light bulbs, vacuum cleaner, etc. The captured data spans
over January, March, and April 2020, and contains network
flows caused by user interaction (e.g., changing a light bulb
color or voice interacting with a smart speaker), as well as
autonomous background device traffic. The total number of
recorded IPFIX records is over nine million. The authors also
derived 28 flow-descriptive features, amongst others the total
number of packets, the maximum packet size, and statistics
about the packet inter-arrival time for both directions (inbound
and outbound).

TON_IoT (2021): The TON_IoT (Telemetry of IoT devices,
Operating Systems and Network traffic) dataset [83], [167] is
a very broad dataset collected in a the testbed simulating a
real-world smart city network, with Edge, Fog, and Cloud
computing services. Software Defined Networking (SDN),
Service Orchestration (SO) and Network Function Virtualiza-
tion (NFV) were used to implement the testbed. IoT devices
were emulated using Node-RED [156] in the same way as
the Bot-IoT dataset [155] (see above). The simulated devices
comprise the same set of devices as in the Bot-IoT dataset,
as well as a Modbus device (industrial control device) and a
GPS tracker.

The dataset includes benign and attack traffic. The attacks
cover a broad range of nine families: Scanning, Denial of Ser-
vice, Distributed Denial of Service, Ransomware, Backdoor,
Injection, Cross-site scripting, Password cracking, and Man-
in-the-Middle. Flow features were produced using Zeek [168].
44 features were extracted, and divided into four groups:

• Connection features (e.g., source and destination IP ad-
dresses and ports, protocols, number of exchanged bytes);

• Statistical features (e.g. number of packets);
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• User-centric features, i.e. information about the
application-level services (e.g., DNS, SSL and HTTP
features);

• Violation features, i.e., anomalies.

CCD-INID-V1 (2021): Liu et al. [84] showed that exist-
ing intrusion detection technologies have presented several
drawbacks, such as the difficulty to be applied on a dynamic
and scalable environment like modern IoT, or the compromise
between the resource constraints of IoT devices and the ever-
growing amount of traffic data. They created the CCD-INID-
V1 dataset and used it, along with two other ones, to evaluate
their lightweight ML model for feature selection and attack
detection and classification in IoT networks.

CCD-INID-V1 contains network data generated in a testbed
which aims to emulate real-world traffic in two scenarios,
namely Smart Homes and smart labs. The testbed consists
of four Raspberry Pis with attached sensors, acting as IoT
sensor devices. The IoT devices were configured to collect
temperature measurements in the Smart Home use case, and
both temperature and pressure measurements in the smart lab
use case. The readings are then transmitted to a cloud server
using HTTPS over a Wi-Fi IP connection.

The authors selected and implemented five attacks, namely
ARP Poisoning, ARP DoS, UDP Flood, Hydra Bruteforce with
Asterisk protocol, and SlowLoris. The dataset records have
been labeled accordingly as benign or malicious. Additionally,
the authors used NFStream [169] to extract 83 features, includ-
ing source and destination IP and MAC addresses, packet and
bytes count, and various timestamps. This dataset has not been
publicly released yet, but can be retrieved upon request to the
authors.

IoTLS (2021): Paracha et al. [170] studied the TLS be-
haviour of consumer IoT devices to analyze their compliance
with security standards and their potential vulnerabilities to
TLS attacks. To this end, they used a set of 40 Smart Home
devices supporting TLS, including cameras, smart TVs, audio
devices, smart hubs, home automation devices, and appliances,
disposed into an apartment environment.

Traffic was recorded on a gateway providing Internet access
to the testbed. The measurements were divided into passive
and active measurements. The former indicates that the net-
work traffic generated by the devices was recorded when
they were left idle or when study participants interacted with
them in an unsupervised way. For the latter, the researchers
impersonated a TLS server to interact with the devices, and
intercepted the traffic with mitmproxy [171]. The passive
measurements lasted approximately 2 years, from January
2018 to March 2020, depending on the device, whereas the
active measurements took place during one month in March.
They made their recorded data publicly available [85].

ECU-IoHT (2021): As argued by Ahmed et al. [172], there
is a lack of datasets with smart health devices. Therefore, they
developed the public dataset ECU-IoHT [86], which covers
attack traffic against the Internet of Health Things (IoHT).
The testbed used to produce this dataset was built using the
MySignals eHealth kit [173] (now discontinued). It contains a
broad range of IoHT devices, and allows to store and process

data on the MySignals cloud platform. Specifically, the authors
used three sensors in their test setup:

• a temperature sensor, which sends data every 10 seconds;
• a blood pressure sensor, which sends data more sparsely,

but generates large quantities of values;
• a heart rate sensor, which sends data extremely frequently.

Those sensors send their data to the MySignals kit, either via
IP or Bluetooth, then the latter acts as a gateway and transfers
the data to the cloud platform over IP.

To represent attack traffic, six different attacks were imple-
mented: vulnerability scans with nmap [174], ARP poisoning,
DoS using Ettercap [175] (an open-source tool for MITM
attacks), DDoS Smurf, script injection using the MITMf
framework [176] (now discontinued).

Traffic from the MySignals kit was recorded, including
the aforementioned attacks, between February 24 and June
12, 2020. 19 statistical features were extracted from the raw
captures by using the Argus tool [158], such as the number
of flows, bytes, and packets, and the different protocols used.
Moreover, the packets were labelled as benign or with the
attack they belonged to.

MQTTset (2020): Vaccari et al. [177] produced the public
MQTTset dataset [87], a dataset dedicated to the MQTT proto-
col. The authors leveraged a network composed of eight Smart
Home sensors (temperature, humidity, smoke, etc.), emulated
with the IoT-Flock IoT traffic generator [178], connected to
an MQTT broker with Eclipse Mosquitto [179]. Full traffic
was recorded at the broker for a duration of one week. It
comprises legitimate traffic, as well as different attacks against
the MQTT protocol. The dataset is available either as raw
packet captures or in CSV format presenting 34 summarizing
features, including a label indicating if the traffic is legitimate
or malicious.

Kolcun et al. dataset (2021): Kolcun et al. [180] studied the
identification of IoT devices based on their network behavior.
In order to compare the accuracy of different machine learning
methods proposed by other researchers, they built a dataset
containing data collected over a period of 27 weeks from a
large-scale IoT testbed.

Their testbed consisted of 41 different Smart Home de-
vices from six categories: surveillance (Blink camera, Bosiwo
Camera etc.), media (Apple TV, Fire TV etc.), audio (Allure
speaker, Echodot etc.), hubs (Insteon hub, Lightify hub etc.),
appliances (Smart kettle coffee machine etc.) and home au-
tomation (Honeywell thermostat, Nest thermostat etc.). Their
network traffic was recorded with tcpdump [181] and filtered
based on the MAC address into different PCAP files.

Every IoT device in this network was assigned a unique
device ID, and features were extracted from TCP/UDP flows,
identified by the 5-tuple referencing the source and destination
IP address, source and destination port, and the transport
protocol. The extracted statistical features depend on the ML
algorithm that was used, and include, among others, the
number of exchanged packets and bytes, statistics about packet
sizes, and time intervals between requests. As the dataset was
built for identification and fingerprinting algorithms, it does
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not include any attack traffic. The authors released their dataset
publicly [88].

27-Botnet (2021): Gandhi et al. [89] developed BOND, a
deep learning model that detects IoT botnets. They produced
their own dataset for the evaluation of their tool. The dataset
contains benign and botnet labelled traffic and is practically
split in two versions. The base version, 27-Botnet, contains
full network logs of 25 botnet families and eight physical
IoT devices spanning a 18-day period. The second version
is intended to incorporate zero day attacks and is accordingly
named 27-Botnet-0Day. It contains traffic generated by sources
that are not present in the base version: two botnet families,
Mirai and Satori, and two IoT devices. The authors extracted
23 features from the raw traffic data.

ECU-IoFT (2022): Ahmed et al. [182] created the ECU-
IoFT dataset [90], which contains the network traffic of a
wireless drone from Tello [183]. To record the dataset, the
drone was connected to a Wi-Fi access point, and controlled
by a user using the corresponding smartphone app, while an
attacker was launching attacks against the drone in parallel.
Three types of attacks were executed: Wi-Fi deauthentication,
WPA2-PSK Wi-Fi cracking, and a Tello API exploit. Wireless
traffic was recorded on the attacker’s machine for a total
duration of around 3 minutes (54,492 packets). The dataset
takes the form of a CSV file containing 10 features which
summarize the recorded traffic, and includes a label that
indicates if the traffic is benign or related to an attack.

B. Datasets Covering IoT-specific protocols
In the following, we will review IoT datasets collected in

non-IP networks. Such networks are typically used by IoT
devices that do not implement an IP protocol stack due to
resource constraints.

LWSNDR (2010): Sutaharan et al. [184] argued that exist-
ing synthetic datasets from WSNs lacked labelling. Therefore,
they implemented a single-hop and multi-hop sensor-data
network. Data generated from this network is labelled and
identified for different types of anomalies. The data consists
of measurements collected from real humidity-temperature
sensors based on Crossbow TelosB motes [185] during a 6-
hour period at intervals of five seconds.

Several controlled anomalous situations were generated.
Following [186], anomalies can occur in sensor networks at
different scales:

• Individual measurements or network traffic attributes at a
sensor node.

• All of the data at a sensor node with respect to neighbor-
ing nodes.

• A set of sensor nodes in the network.
The LWSNDR dataset is available at [91].

Fu et al. dataset (2015): In order to have a better under-
standing of data delivery performance over a point-to-point
IEEE 802.15.4 wireless link, Fu et al. [187] set up an indoor
WSN link, where the joint effect of multiple stack parameters
on the performance was studied. An experimental dataset was
created during the study and published on [92].

The authors employed a sender-receiver pair of TelosB
motes [185], each equipped with a TI CC2420 radio [188]
using the IEEE 802.15.4 stack implementation in TinyOS
[189]. Seven key parameters residing at different layers are
considered:

• PHY layer: distance, transmission power level;
• MAC layer: maximum number of transmissions, retry

delay time, maximum queue size;
• Application layer: packet inter-arrival time, packet pay-

load size.

Close to 50,000 parameter configurations were tested and more
than 200 million packets were collected over six months. The
dataset contains only benign traffic data.

WSN-DS (2016): Almomani et al. [190] created a dataset
containing normal and attack traffic for the validation of an
IDS tailored for a WSN [93]. The authors simulated, with the
ns-2 network simulator [54], a network composed of multiple
wireless sensor devices using the Low Energy Aware Cluster
Hierarchy (LEACH) protocol [191], which is a hierarchical
MAC protocol for WSNs. To collect data over the whole WSN,
every node monitors the traffic of five of its neighbors, and
sends a report to the sink. To include malicious traffic, four
types of DDoS attacks were implemented: blackhole attack,
where a malicious node gathers and drop all traffic from its
neighbours; grayhole attack, where a malicious node gathers
and selectively drops traffic from its neighbours; flooding
attack, where a large number of routing messages are sent to
disrupt the network; and scheduling attack, where the attacker
configures the network such that every device tries to transmit
at the same time.

The full dataset contains 374,661 labelled records. 23
features were extracted from the dataset, such as the node
ID, the number of packets sent and received, and topological
information about the WSN.

Dowling dataset (2017): Dowling et al. [94] deployed a
honeypot that emulates a vulnerable Zigbee gateway, with the
intent of recording and analyzing SSH attacks. The honeypot
was deployed for three months on an unfiltered network and
was only accessible via SSH on port 22. All activities on the
honeypot like probes, attempted logins, successful logins and
failed attempts were recorded. 368 log files were generated
with 6 million lines (368 MB of raw text data). A large variety
of attacks were recorded, the most prominent being: dictionary
attacks, where attackers try to gain access to the honeypot by
trying generic credentials; brute-force attacks, where attackers
try to compromise the honeypot with various batch files;
recon attacks, which simply try to probe the honeypot for
information; botnet attacks, where a botnet tries to compromise
the device to add it to the zombies set; and finally launch
attacks, which try to make the honeypot launch attacks against
other hosts. Even if the honeypot acted as a Zigbee gateway,
most of the recorded attacks did not show any interest in the
Zigbee capabilities of the target. The recorded attack logs have
not been released publicly.

Purnama et al. dataset (2018): Purnama et al. [95] dis-
cussed proposed network analytics to characterize the typical
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behaviour of IoT devices. A dataset was generated in a small-
scale IoT testbed, which consists of nine wireless Arduino
devices, each being attached to a sensor. The network is star-
shaped, with a router in the center, and the devices either
communicate over IP using Wi-Fi, or with Zigbee through a
gateway. Ten five-minute periods of traffic were recorded (50
minutes in total). The dataset was divided into two parts, the
first one containing only benign traffic, whereas the second one
also contains DDoS attacks. Based on the collected data, the
authors analyzed the vulnerabilities of Zigbee transmissions,
namely their encryption, by using the KillerBee tool [192].
The authors have not released this dataset publicly.

BLEBeacon (2018): Sikeridis et al. [193] created the public
BLEBeacon dataset [96] as part of their research on Bluetooth
Low Energy Beacons (small power-restricted Bluetooth de-
vices periodically broadcasting information) . 46 participants
carried one Gimbal Series 10 Beacon [194] each, which
broadcasted a BLE beacon every second. The beacons were
received by 32 Raspberry Pi-based BLE gateways, disposed
into the test environment, a three-floor campus building. Those
gateways forwarded the received messages to a central server.
The experiment took place from September 15 to October 17,
2016. The dataset contains, for each message received by a
gateway, its RSSI, as well as the timestamps when a certain
beacon arrived inside the coverage of a gateway and left it.
This data can be used to derive the presence and position of
individuals in an specific environment, as the authors analyzed
in [195]–[197].

Sigfox and LoRaWAN datasets for Fingerprint Local-
ization (2018): Algorithms have been designed to derive
the position of resource-constrained devices based on LP-
WAN measurements, but those need comprehensive datasets to
evaluate their precision. Aernouts et al. [198] conducted a data
collection campaign with LoRaWAN and Sigfox devices. They
produced three datasets, containing signal characteristics, i.e.,
Received Signal Strength Indicator (RSSI), the base stations
that received the message, and the GPS position of the devices.
Two of the datasets were collected with Sigfox devices,
one of which in an urban environment and the other one
in a rural environment, whereas the last one instrumented
LoRaWAN devices in an urban environment. They are all
publicly available [97].

Data collection took place from November 16, 2017 to
February 5, 2018. The urban datasets were captured in a 52.97
km2 area in Antwerp, Belgium, whereas the rural ones were
recorded in a 1068 km2 area between Antwerp and Ghent,
Belgium. For the Sigfox rural dataset, ten Sensolus Stickntrack
devices [199] were used, and placed inside commuting cars
between Ghent and Antwerp. Those devices broadcasted their
GPS coordinates every ten minutes. This dataset contains
25,638 records. The urban Sigfox dataset contains 14,378
messages, obtained with 20 hybrid SigFox/LoRaWAN sensor
devices [200]. The GPS data of those devices were transmitted
every 12 minutes. Finally, the LoRaWAN dataset used the
same devices. However, thanks to the higher data rate and pay-
load size of the LoRaWAN protocol, the messages contained
more information, such as the Horizontal Dilution of Precision

(HDOP), a value expressing the error of geographical coordi-
nates. Transmission could happen every minute, resulting in a
total of 123,539 messages.

RPL-NIDDS17 (2019): Verma and Ranga [98] proposed a
dataset containing network traffic from IoT devices using RPL
over 6LoWPAN. The dataset was obtained from a network of
IoT devices simulated with the NetSim Simulation Platform
[201], containing several sensor nodes, one wired sink node,
one gateway, and one router. To include attack traffic, the
authors implemented seven types of attack that could be
combined:

• Sinkhole: a malicious node attracts all its neighbors’
traffic.

• Blackhole: a malicious node drops every packet that it
receives.

• Hello flooding: similar to sinkhole, a malicious node
floods the network with a good routing information such
that multiple nodes consider it as a neighbor.

• Clone ID: a malicious node takes over the same identifier
as a legitimate node, to receive the packets destined to it.

• Local repair: a malicious node continuously broadcasts
bad routing information, triggering a network topology
update on every node.

• Sybil: a malicious node impersonate multiples legitimate
nodes and receives the traffic destined to them.

• Selective forwarding (grayhole attack): a malicious node
randomly drops packets.

The network traces have been labelled as malicious (with
attack type) or normal. Furthermore, 20 features have been
extracted from the raw dataset in three categories: basic (size
of the payload at different layers), flow-based (related to com-
munication flows between a source and a destination node),
and time-based (transmission and reception timestamps). The
authors did not release this dataset publicly.

IoT-DDoS (2020): Al-Hadhrami et al. [99] pinpointed the
lack of datasets focused on IoT environments for the evaluation
of IDS, and argued that irrelevant, outdated datasets, such as
the KDD Cup 99 [202] (which will be described in Section
VIII), are still used. As a solution, they introduced their
own real-time data collection framework, intended for the
construction of IoT-related datasets for IDS evaluation.

The authors instrumented a testbed comprising several IoT
sensors (Zolertia Z1 mote [203] with humidity and temperature
sensors) simulated in the Cooja environment [56], and a border
router. They communicate their measurements using UDP over
6LoWPAN, and use RPL for routing, both with IEEE802.15.4
as MAC. In order to simulate the noise level of a real IoT
network, two distributor nodes emitting a noise signal were
deployed. They recorded network traffic on their testbed for
96 simulated hours.

To emulate a real-world IoT network, four operational
scenarios have been implemented. The first one contains only
benign traffic, whereas the three others contain three attack
variants. The flooding attacks consist of the transmission of
a large amount of control messages to a mote for a short
duration, disrupting the normal functioning of the device. With
selective forwarding attacks, infected nodes choose to drop
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certain packets, causing the malfunctioning of the network.
Finally, in a blackhole attack, the infected nodes drop every
packet and make sure the network disruption is maximal by
attracting a large portion of the traffic.

Data labelling was an issue for the authors due to the sheer
amount of data transferred from each node and the disparities
in the protocols and data transmission. They decided to label
the data based on the simulation vector and the timing, as well
as the type of attack occurring. Additionally, 12 features were
extracted from the collected traffic on the physical (e.g. signal
characteristics), network (e.g. number of control messages),
and application layers (e.g. temperature and humidity values).
The dataset is not public.

LoED (2020): The LoRaWAN at the Edge Dataset (LoED),
produced by Bhatia et al. [204], is an open dataset [100] with
network data from a LoRaWAN sensor network in the urban
center of London, UK. The authors recorded, during four
months spanning 2019 and 2020, LoRaWAN packets received
by nine gateways, positioned in diverse urban locations (five
outdoor and four indoor). For each packet, the collected
data included, among others, the raw payload, the sender’s
address, and signal modulation parameters. Additionally, they
performed a preliminary analysis to extract information from
the recorded traffic, such as the number of packets per day
or per node, or the distribution of some traffic characteristics,
e.g., packet type, frequency, or LoRa spreading factor.

LoRa radio data (2020): With the intent of fingerprinting
seemingly identical LoRa devices, i.e. devices sharing the
same model, Al-Shawabka et al. [205] collected a dataset
containing radio data of a great number of LoRa devices,
recorded over several days in two different environments. The
dataset is available on request [101].

Their testbed comprises of 100 a priori identical sensor
devices, consisting of a Pysense sensor [206] connected to
a FiPy radio board [207]. For data collection, every device
has been configured to transmit ten consecutive bursts, with
each burst containing 100 consecutive measurements of tem-
perature, humidity, and device voltage, separated by 10 ms.
Each burst is separated from the previous one by one second.
The data collection was repeated twice, once in an indoor
testbed, and once in an outdoor environment. This amounts to
2000 collected packets per device, which thus makes a total
number of 200,000 packets. The datasets were labelled using
an additional SigMF metafile [208], a file format describing
radio data in a JSON format, which was extended to include
LoRa-specific features.

A similar research was pursued by Elmaghbub and Ham-
daoui [209], who used a testbed with 25 identical LoRa
Pycom devices for radio fingerprinting. Their dataset [102]
was recorded in numerous experimental scenarios, varying
in the location and distance of the sender and receiver, and
recording times. It includes radio information, also presented
in the form of SigMF files, as well as descriptive metadata.

cmu/zigbee-smarthome (2020): The Community Resource
for Archiving Wireless Data At Dartmouth (CRAWDAD) is
an online public resource gathering a wide range of datasets
covering network wireless data, created by the Dartmouth

College [210]. It includes many datasets from several con-
tributing locations along with useful tools for data collection,
anonymization, and analysis. Akestoridis et al. contributed
the cmu/zigbee-smarthome dataset [103]. It was captured to
analyze the security of Smart Home devices using Zigbee with
their Zigator tool [211].

The testbed instrumented to generate the dataset comprises
ten commercial Smart Home Zigbee devices, including smart
plugs, motion sensors and light bulbs. As a gateway between
the Zigbee and the outside networks, a SmartThings Hub was
used, of different version depending on the experiment. Net-
work traffic was recorded during 35 hours with an Ettus USRP
N210 software-defined radio [212] running the GNU Radio
software [213], resulting in 571,509 valid Zigbee packets.

For two experiments, the authors introduced a Personal Area
Network (PAN) ID conflict, which can be considered as a
type of attack. It consists of introducing a forged beacon in
the network that advertises the same PAN ID as the existing
network, but a different Extended PAN ID. This might cause
some devices to become vulnerable for a short amount of time.
Nevertheless, the dataset is provided as raw, unlabeled PCAP
files.

Sadikin dataset (2020): Sadikin et al. [104] proposed
various methods to detect known attacks and new types of
attacks on Zigbee-based IoT systems by introducing a novel
hybrid IDS. For the evaluation of their security system, they
relied on an empirically produced dataset containing Zigbee
traffic data. The authors used a Zigbee smart lighting system
consisting of three light bulbs and a gateway as intermediate
between the Zigbee network and the Internet. All the Zigbee
traffic was recorded by a sniffer. The resulting dataset contains
benign traffic, produced by interaction between the system and
its companion smartphone application, as well as malicious
traffic. To craft the latter, the researchers implemented four
types of attacks: reconnaissance, where an attacker simply
probes the network to gather information; Denial of Service,
which tries to disrupt the network’s correct functioning; mali-
cious control, where the attacker aims at gaining control over
the network by impersonating a benign device; and, finally,
device hijacking, where an attacker takes control of a device
in the network. After data collection, the authors analyzed the
data to distinguish malicious and benign behaviour, based on
several traffic characteristics. The recorded dataset was not
released publicly.

GHOST-IoT-data-set (2020): In the GHOST EU project
[214], Anagnostopoulos et al. [215] produced the public
GHOST-IoT-data-set [105] containing network traffic from a
real-world Smart Home environment deployed in a residence
with two inhabitants. It comprises nine devices, that is, four
motion and two door sensors, an emergency button, a weight
scale and a blood pressure meter, that use different network
communication protocols, namely IP, Zigbee, Z-Wave, Blue-
tooth, and RF869. The latter is a proprietary protocol used
by the emergency button, implemented over the Industrial,
Scientific and Medical (ISM) bandwidth around 869 MHz.
Additionally, one gateway is present, to allow communication
between the Bluetooth and Zigbee devices and the Internet. It
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uses the Point-to-Point Protocol (PPP) [216], which directly
connects it to a router in order to access the Internet.

The devices’ network traffic was recorded for ten days in
October 2019. During the nine first days, the normal behaviour
of the devices was recorded, whereas the last day was used to
implement seven attack scenarios. Those scenarios included:

• Flooding the network with a high quantity of successive
measurements.

• Removing the devices’ batteries, to simulate physical
battery drain or firmware modification.

• Connection of unknown devices.
• Modification of the devices’ location.
The full dataset contains a total of 3,811,419 packets.

Alongside the raw packet headers, the dataset also contains
auxiliary files aggregating traffic into flows, with descriptive
statistical features. However, the attacks are not labelled.

Chen et al. smart city dataset (2020): Chen et al. [106]
developed methods to detect DDoS attacks in IoT environ-
ments by using Machine Learning techniques and to block
the malicious traffic using SDN. For the evaluation, they
built a public dataset 3 by recording the network traffic of
eight "smart poles" placed on their campus. The poles are
equipped with sensors, such as cameras, temperature and
humidity, air quality, and wind speed sensors, and a Raspberry
Pi, which provides multiple network interfaces, i.e., Wi-Fi,
Ethernet, Bluetooth, Zigbee and LoRa. The exact distribution
of sensors and network capabilities is pole-specific. One of
the poles is equipped with a heterogeneous Raspberry Pi-
based gateway that can aggregate the measurements from any
other pole, using any of the aforementioned network protocols.
Additionally, every pole also has a Wi-Fi access point (AP)
attached to it, to which pedestrians can connect to and use to
browse the Internet.

For a duration of 73 minutes, they recorded sensor network
traffic, collected at the gateway pole, and network traffic
related to passersby connecting to the APs. Afterwards, three
of the smart poles were configured to launch DDoS attacks by
flooding the pole gateway with irrelevant sensor data. Among
the 31,521 collected sensor packets, 4,864 were attack packets.
Besides, classic DDoS attacks, comprising ICMP, TCP SYN,
and UDP flood attacks, were launched against the network
infrastructure of the testbed. The dataset is labeled.

"Every Byte Matters" - Bluetooth wearable devices (2020):
Barman et al. [217] produced a dataset with traffic data from
13 wearable Bluetooth connected devices [107], including
smart watches, headphones, etc. Seven of them used classic
Bluetooth, and seven used BLE. The devices were configured
to perform typical actions for such devices — from syncing
with the smartphone for the simplest devices to using appli-
cations for the smart watches. The first part of the dataset
contains 10,700 Bluetooth captures, each having a duration
of approximately 30 seconds (total duration: 98 hours). The
second part, which reflects more closely a real-world usage of
the devices, consists of longer captures of approximately 20
minutes (total duration: 38 hours). The raw dataset is available

3http://smartcity.cs.nthu.edu.tw/dataset/download.php

upon request. It contains neither attack traffic data nor traffic-
descriptive features.

Lacava et al. BLE Mesh dataset (2021): As an alternative
to classic star-shaped BLE networks, the emerging BLE mesh
networks allow for short burst multihop networks, potentially
having a broader coverage [218]. Lacava et al. [108] proposed
an IDS based on pattern classification and recognition of DoS
attacks on BLE mesh networks. To validate their system, the
authors recorded a dataset in a BLE testbed, that they released
together with the source code for their IDS [219].

The testbed is composed of 13 BLE devices, implemented
with ESP32 IoT development boards [220], which form a
BLE mesh network. The collected dataset is divided into
three scenarios, the first one representing a totally benign
behaviour of the network, whereas the two others include
attacks, respectively a targeted grey hole attack and a black
hole attack. Both rely on a malicious node dropping some
packets instead of forwarding them. For the former attack, the
dropped packets are the ones coming from only one victim
node, whereas for the latter, all incoming packets are dropped,
resulting in a denial of service in a certain area of the network.
For each scenario, data collection lasted for six hours, resulting
in a total recording time of 18 hours. The published dataset
contains the raw BLE packets in the form of CSV files.

cmu/zigbee-eda (2021): As follow-up work to their afore-
mentioned Zigator tool for security analysis of Zigbee net-
works [211], Akestoridis and Tague developed HiveGuard, a
distributed security monitoring system for the same networks
[221]. They produced a public dataset for the evaluation
of their system [109]. This dataset contains Zigbee traffic
recorded during an energy depletion attack, which intents to
quickly consume the battery of IoT devices in the network.

To collect the dataset, the authors instrumented a testbed
composed of four SmartThings Zigbee devices, namely two
multi-purpose sensors, one motion sensor and one button,
connected to one SmartThings hub acting as a gateway. They
ran their experiments on one device at a time, making sure the
power consumption of the devices was the lowest possible, to
precisely evaluate the effect of the energy depletion attack.
Traffic was recorded by two Raspberry Pis running Zigator.
The energy depletion attack was launched in parallel, and data
collection lasted until one hour after the battery of each device
had been completely consumed. The released dataset is divided
among the four monitored devices, and takes the form of raw
PCAP files.

IoT-CIDDS (2021): For the evaluation of their cross-layer
IDS "IoT-Sentry", Kamaldeep et al. [110] created a public
dataset [222]. It contains benign as well as attack traffic
data related to five different attacks acting on multiple layers,
namely UDP flooding, Blackhole, Selective Forwarding, RPL
DIS flooding, and ICMPv6 flooding. To create the dataset,
traffic was recorded for 24 hours in a network simulated with
Cooja [223], which contains from 10 to 100 Zolertia motes
running RPL over 6LoWPAN, the exact number depending
on the scenario. The labeled dataset takes the form a CSV file
presenting 21 features extracted from the authors’ raw dataset.
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WUSTL-IIOT-2021: Zolanvari et al. [224], [225] high-
lighted the lack of datasets specifically built for IIoT network
security. To fill this gap, they proposed a small-scale testbed,
which emulates a typical ICS: a water level monitoring system.
It includes three sensors and four actuators, one PLC, and
four other general-purpose devices, one being the attacker.
The sensors and actuators communicate using the Modbus
protocol. The authors instrumented this testbed and recorded
its network traffic during normal operation as well as under
attack for a total duration of 53 hours. To generate attack
traffic, four attack types were implemented, namely command
injection, DoS, reconnaissance, and a backdoor. They publicly
released a subset of their recordings as the WUSTL-IIOT-
2021 dataset [111]. The dataset takes the form of a CSV
file containing 41 features, one being the attack label, that
summarize the recorded network traffic inside the testbed.
The authors used this dataset in their work on Explainable
AI applied to IIoT security [226].

X-IIoTID (2021): Al-Hawawreh et al. developed a testbed
of brownfield IIoT devices [227] to provide a platform which
could be used for subsequent research on IIoT security, in a
similar way to the aforementioned WUSTL-IIOT-2021 dataset.
Their testbed includes various IP-based protocols, some being
general-purpose ones (e.g., HTTP, DNS, WebSocket), whereas
others are designed for IoT/IIoT environments (Modbus,
MQTT, CoAP). They leveraged the testbed to create the X-
IIoTID publicly available dataset [112], [228]. It contains
benign and malicious network traffic recorded on the testbed,
as well as logs and hardware metrics. Data was recorded
during 114 days, but not 24 hours per day. 18 different at-
tacks from nine attack families were implemented to generate
attack traffic. As post-processing step, the authors extracted
67 features from their collected data, including 31 related to
network traffic, and 3 corresponding to the attack type labels.

CoAP-DoS (2022): The most recent dataset that will be
covered is the publicly released CoAP-DoS, by Mathews et al.
[113], [229]. It provides a dataset fit for ML-based IDSs, and is
the only one mentioned covering the CoAP protocol, and more
precisely denial of service attacks targeting this protocol. The
authors instrumented four devices, namely one Raspberry Pi
acting as a server and three computers emulating clients, two
being malicious. Those generated normal and DDoS traffic,
which was recorded for 16 hours. The dataset is available as
a full packet capture containing the total of 661,304 packets,
or as 17 traffic features extracted in a CSV file. The malicious
traffic is labeled in separate JSON files.

Edge-IIoT (2022): Ferrag et al. [230] built and extensive
hybrid testbed for the generation and recording of IoT and
IIoT network traffic. It spans multiple abstraction layers,
from the top cloud layer with orchestrating services, to the
bottom perception layer of IoT and IIoT sensors and actuators,
passing through different mediator layers. The perception layer
contains 13 sensors and actuators, e.g., sound, temperature,
and water level sensors, servo and DC motors, etc. With
the incentive of creating an IIoT dataset suited for Federated
Learning, they instrumented their testbed to produce the Edge-
IIoTset dataset [114]. It contains both benign and malicious

traffic covering multiple IP-based protocols, the application-
layer ones being MQTT, DNS, HTTP, and Modbus.

The traffic collection phase lasted for 50 days, but was not
continuous. The full packet captures are provided in the dataset
in PCAP format. A total of 14 attacks were implemented to
produce attack traffic along the normal device traffic. After the
data collection phase, the authors derived 61 features from the
traffic, including the attack label.

VIII. NON-IOT DATASETS

Datasets without IoT-specific data can be interesting for
multiple reasons. First, several of such datasets were used
in the past for the evaluation of IDSs for IoT networks at
a time when IoT-specific datasets did not yet exist. The most
well-known examples of such datasets are DARPA 98 [231]
and KDD Cup 99 [202], which are two aged and outdated
datasets [232] that have been frequently used by lack of better
options. Second, some IoT devices use generic protocols such
as TCP/IP and HTTP and are vulnerable to the same malware
as general-purpose computers. Datasets containing such traffic
can therefore still be useful for IoT research.

In this section, we discuss datasets that do not contain IoT
traffic and that were published or updated after 2000.

UCI Machine Learning dataset Repository (Since 1987):
The UCI dataset repository [233] is a well-known repository
of datasets and data generators for machine learning. The
datasets cover a wide range of domains. Most datasets from
this repository are labelled and generated with features, and
are stored in CSV format.

Dartmouth College campus-wide data (2004): To analyze
the evolution of network usage in a campus environment,
Henderson et al. [234] recorded network traces inside the
Dartmouth College campus. Multiple versions of this dataset
exist that are publicly available [115]. The last version dating
from 2009 includes four different subsets, related to four
different data collection methodologies:

• Syslog: Every access point sent messages to a cen-
tral server whenever a client was (de)authenticated and
(de)associated.

• SNMP: AP statistics were collected every five minutes
with the Simple Network Management Protocol (SNMP).

• Ethernet sniffers: Network sniffers were installed on
multiple routers within the campus, and tcpdump [181]
was used to record traffic passing through the routers’
wired interfaces.

• User movement: For every wireless card seen, the location
of the associated AP was recorded to illustrate user
mobility.

CAIDA (2007): The CAIDA “DDoS Attack 2007” dataset
consists of a one-hour traffic trace from a DDoS attack on
August 4, 2007 [116]. For privacy reasons, packet payloads
were removed, and the headers were anonymized using Cryto-
PAn [235]. The dataset therefore only contains anonymized
packet headers, presented as 5-minute PCAP files, and is
available upon request. The attacks are not labelled, and no
features were extracted.
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NSL-KDD (2009): Tavallaee et al. [232] proposed an
improved version of the KDD Cup ’99 dataset [202], the NSL-
KDD dataset [117]. They removed all the redundant records
that biased the prediction results of ML algorithms. Then, they
increased the difficulty of subsets of the dataset by designing
a subset population algorithm that favours records having a
low prediction success rate. With those solutions, the authors
generated a training set and a test set containing 125,973
and 22,544 records, respectively, as well as a new test set
containing 11,850 records which were wrongly classified by
at least one classifier in the evaluation of the initial KDD Cup
’99 dataset. However, this dataset still suffers from the inherent
problems of the initial DARPA 98 dataset.

CDX 2009: Cyber-security competitions can generate in-
teresting network traffic that can be used by security systems,
as argued by [236]. One of such competitions is the Cyber
Defense Exercise (CDX) hosted by the National Security
Agency (NSA) of the United States [237], where students from
military colleges in the US have to build secure networks and
defend them against attacks crafted by the NSA.

The traffic occurring during CDX 2009, which took place
for four days in April 2009, was recorded and released publicly
[118]. It contains labelled, benign and malicious traffic that the
students must defend against, targeted towards vulnerable VMs
intentionally placed inside the network. The attacks included a
15-minute DDoS SYN flood attack, constant scanning of hosts
and services, as well as various manual attacks. The benign
traffic was generated by automatic web crawling scripts,
and by manual interaction with the web, email, and DNS
services of the network. One shortcoming of this dataset is
that it has a quite small scale, only limited to the network
where the competition took place, and does not including real
background Internet traffic.

DARPA 2009: The DARPA 2009 dataset [238] was devel-
oped to provide a dataset containing modern attacks at the
time. It comprises benign IP network traffic, interacting with
HTTP, SMTP and DNS services. Besides, it also contains
traffic related to various DDoS attacks and worms, captured
between a simulated /16 network and the Internet, between
November 3 and November 12, 2009. A subset of this dataset
is available at [119].

Waikato Internet Traffic Storage: The WAND Network
Research Group of the University of Waikato, New Zealand,
has released several publicly accessible network datasets in
the Waikato Internet Traffic Storage (WITS) repository [120].
Their datasets contain IP network traffic, recorded from dif-
ferent networks in New Zealand, for example:

• The Waikato dataset, the last version being Waikato
VIII [239]: It contains packet header traces collected
at the edge between the University of Waikato and the
public Internet between April and November 2011, for
a total of 87 days, amounting to 27,870 million packets
(corresponding to 16,576 GB of traffic).

• The ISPDSL dataset, the last version being ISPDSL-II
[240]: This dataset contains a contiguous recording of
packet headers, collected from a New Zealand ISP in
January 2010 during 11 days. The total number of packets

is 17,798 million, which corresponds to 8,122 GB of
traffic.

• The IPLS dataset, also known as the Abilene dataset, the
last version being IPLS III [241]: This mostly contiguous
dataset contains network traces collected at the Indianapo-
lis router on the Abilene network, a retired American
network connecting several US universities [242], for four
hours in January 2004. The total number of recorded
packets is 3,310 million, corresponding to 2,733 GB of
traffic.

Those datasets are provided in the ERF format, and should be
processed using the libtrace tool [243], [244].

Kyoto 2006+: Song et al. [245] produced the public Kyoto
2006+ dataset [121] for IDS research. It was updated contin-
uously, and contains now nine years of network traffic capture
(2006–2015) . The authors used a wide range of devices,
intentionally left vulnerable such that they act as honeypots
and attract attack traffic, amounting to 348 honeypots. The
authors also deployed a server in the network, acting as a
mail and DNS server, to generate benign traffic. The recorded
raw traffic was first converted into network sessions with
Zeek [168], then analyzed with three distinct security tools
(one IDS, one antivirus, and one shellcode detection tool). 24
statistical features were extracted, 14 of them derived from the
original 41 features of the KDD Cup ’99 dataset (e.g. duration
of the connection, service, byte count), and the remaining 10
being new additional features (e.g., attack label, source and
destination addresses and ports, detection or not by the security
tools).

SSENet-2011: The SSENet-2011 dataset was created by
Vasudevan et al. [122] for IDS research. Their testbed was
constituted of five geographically separated sites, connected
together with a VPN. In one of the location, a vulnerable
Windows 2003 server was configured, and all traffic to and
from this machine was recorded. In parallel, attacks were
launched from the four other locations, including probing,
flooding, and privilege escalation attacks. Data collection
lasted for four hours. The Tstat tool [246] was used to extract
flow information from the raw captures.

ISCXIDS2012: Alongside their research to design a frame-
work for generating relevant and extensible network traffic
datasets by following a set of five guidelines, Shiravi et al.
[247] produced an illustrative public sample dataset [123]
using 21 vulnerable Windows workstations. It contains seven
days of labelled benign and malicious IP traffic with full
payloads.

TUIDS (2012): Gogoi et al. [124] set up a real-world
testbed able to generate network traffic, both benign and
malicious. Traffic from this testbed was recorded, filtered and
preprocessed to produce a labelled dataset. The testbed com-
prised one router, three switches, one server, two workstations
and 40 simple PCs. Six Virtual Local Area Networks (VLAN)
were formed with the devices, and connected to each other
with a Layer-3 switch. Attack and normal traffic was gathered
during a 4-week period. 16 attacks were implemented to form
the malicious traffic, such as the well-known Fraggle and
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Smurf attacks. The attacks were launched from one VLAN to
another, as well as from a remote LAN through the Internet.
50 packet-level and 24 flow-level features were extracted from
the raw data, such as addresses and protocols, packet flags and
length, as well as time-based and connection-based features.
Attack traffic was accordingly labelled. The dataset was split
into a training part and a testing part, where the benign and
attack traffic each roughly account for half of the data. A
subset of the dataset seemed to have been publicly released,
but is unfortunately not reachable anymore.

ADFA (2013): Similar to the above datasets, Creech and
Hu [248] created the public ADFA dataset [125] as a better
alternative to the flawed KDD datasets. A Linux and a Win-
dows version of the dataset exist; the Linux version will be
discussed here.

The testbed used for data collection consists of only one
Linux web server hosting services such as Apache Web Server,
FTP, SSH and MySQL. The server was intentionally left
vulnerable by installing TikiWiki [249] version 8.1, which
contains a known PHP code injection vulnerability [250]. The
dataset contains raw system call traces of benign as well as
malicious activities on the web server. Several attacks were
implemented, including password brute-force against the FTP
and SSH ports of the web server using Hydra [251], adding
a new superuser by privilege escalation, and injection of the
Meterpreter shell [252].

CTU-13 (2014): García at al. [253] argued that botnet de-
tection methods are rarely compared to each other. Therefore,
they compared three such methods by using a dataset contain-
ing benign and botnet network traffic that they produced and
released publicly [126]. The testbed instrumented to collect the
dataset contains several Windows XP VMs running on a single
Debian host. Those VMs were infected with different botnet
malware, and 13 malicious scenarios were implemented, in-
cluding DDoS attacks, mail spam, and network scans. Traffic
was recorded on a router inside the network and labelled
accordingly with one among three possible labels: background,
normal, or botnet. The Argus tool [158] was also used to
convert the raw data to NetFlow [254] records and to extract
flow-descriptive features.

UNSW-NB15 (2015): Moustafa and Slay [255] produced
a dataset containing benign and attack traffic for security re-
search [127]. The traffic was produced using a traffic generator
tool, the Keysight PerfectStorm (formerly IXIA PerfectStorm)
[256]. This tool generates network traffic imitating real-world
interactions, as well as known attack patterns, and is used
to test network infrastructures. For the dataset, the tool was
configured with two servers producing the benign traffic, and
one other server acting as the attacker. Traffic was captured on
a router on the path between the servers and the client devices
for a total duration of 31 hours (non contiguous), producing
a 100 GB dataset. For the first 50 GB, the PerfectStorm
tool generated one attack per second, whereas for the last 50
GB, it generated ten attacks per second. The dataset contains
2,218,761 normal records, and 321,283 attack records, includ-
ing fuzzing, reconnaissance, and DoS attacks, which were
labelled accordingly with their start and end times, attack type,

addresses, ports and protocols. 49 packet- and flow-descriptive
features were generated using Argus [158] and Zeek [168], as
well as 12 custom algorithms for additional features.

UGR’16 (2016): Maciá-Fernández et al. [257] were inter-
ested in traffic cyclostationarity, a property describing repeat-
ing pattern in traffic, such as the difference in network usage
between weekdays and weekends. They proposed the public
UGR’16 dataset built with real-world traffic and up-to-date
attacks [128].

It consists of two main parts: a calibration and a test set. The
calibration set only contains benign network traffic. For this
baseline to correctly embed cyclostationarity, traffic capture
should last for several cycles (i.e., weeks), and be as repre-
sentative of the real-world case as possible. The calibration
set was collected during 17 weeks, from March to June 2016.
The test set combines both normal and attack traffic, and
was collected for six weeks between July and August 2016.
The network infrastructure used to collect the data is a tier-3
ISP, providing various web services. The authors argued this
network is representative for a very wide subset of Internet
users. It involves a total of 20 victim and five attacker hosts.

The attacks are limited to network attacks:low-rate DoS,
port scanning, and Botnet traffic. The attack traffic was split
in two-hour batches, with each attack being perpetrated within
a batch, either at a planned or at a random timestamp. Similar
to the CTU-13 dataset [253], traffic was labeled as "attack",
"normal", or "background" when it is unclear whether it
corresponds to an attack or not. The published dataset consists
of CSV files with extracted NetFlow flow features.

CIC datasets: The Canadian Institute for Cybersecurity
(CIC) at the University of New Brunswick released several
datasets with network attack traffic [258]. Four of them will
be covered in the following.

CIC-IDS-2017: Sharafaldin et al. [259] argued that widely
known, existing datasets lacked traffic and attack diversity,
lost information due to anonymization, or were simply too
small. They created a publicly available dataset [129] collected
over five days in July 2017 in a testbed separating the victim
network from the attack network. The former comprised
two switches, one firewall, three servers and ten PCs. The
latter contains one router, one switch, and four PCs running
Windows 8.1 or Kali Linux. Benign background traffic was
generated by using the authors’ B-Profiles [260], which are
abstract models for human interaction with the Internet. Seven
attack types were implemented:

• Bruteforce: FTP-Patator and SSH-Patator on an Ubuntu
web server.

• DoS: Hulk, GoldenEye, Slowloris and Slowhttptest on an
Ubuntu web server.

• Heartbleed [261] towards an Ubuntu web server.
• Web Attack: XSS and Brute-Force automated with Sele-

nium towards an Ubuntu server.
• Infiltration Attack: Using Metasploit to verify the vulner-

abilities and Nmap for port scanning after the Ubuntu and
Mac victims downloaded the infected file.

• Botnet attack: Attack against various Windows OS using
Ares, a Python based Botnet.
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• DDoS and port scan: The DDoS attack was generated
by sending UDP, TCP and HTTP requests using Low
Orbit Ion Canon (LOIC) by a group of Windows systems
towards the victim servers. The port scan is launched by
Nmap over all Windows machines.

Attacks were spread over the four last days of traffic recording.
80 flow-based features were extracted from the raw traffic with
CICFlowMeter [262] and labelled with the attack type.

CSE-CIC-IDS-2018: This dataset [130], [263] is similar to
the previously mentioned CIC-IDS-2017 dataset. Compared to
the latter, it has a longer capture period of ten days and was
recorded with a larger network layout, still divided among the
victim and the attacking networks (420 PCs and 30 servers in
the victim network and 50 PCs in the attacking network). The
implemented attacks are the same as in CIC-IDS-2017.The
authors once more used their network profiles for automatic
traffic generation [260]. In addition to the B-Profiles for benign
traffic, M-Profiles describe attack traffic.

CICDDoS2019: Sharafaldin et al. [264], alongside their
DDoS attack taxonomy and new detection and classification
methods, released a 15-hour dataset [131], which was intended
to solve the issues of existing datasets covering DDoS attacks
in classic IP networks. The testbed used for traffic generation
follows the same network layout as the previous two datasets.
The victim network is composed of one server, one firewall,
two switches, and four PCs. The attack network is not detailed.
To generate benign traffic, the authors relied on their B-profiles
[260] to represent the interactions of 25 users with Internet
services. For attack traffic, they implemented 12 different
DDoS attack variants, based on their taxonomy, including SYN
and UDP flood, or NTP and DNS reflection. Attack traffic
was labelled, and features were extracted with CICFlowMeter
[262].

CIRA-CIC-DoHBrw-2020: Designed by MontazeriSha-
toori et al. [265], this dataset [132] focuses on securing DNS
traffic, and includes DNS-over-HTTPS (DoH) traffic, which is
an IETF standard to overcome DNS vulnerabilities by using
encryption [266]. The dataset is composed of HTTPS traffic
flows, which have been classified with a two-level label. The
first level indicates if the flow corresponds to DoH traffic
or not, and the second level indicates if the flow is benign
or malicious. Benign HTTPS traffic has been recorded while
visiting popular websites, with the browsers configured to use
DoH instead of standard DNS. In parallel, malicious DoH
traffic was generated. A set of ten servers was instrumented
to record the dataset. The authors then used the DoHMeter
tool, which is part of their DoHlyzer suite [267], to extract 28
statistical features from the recorded traffic flows, including
the number and rate of packets, and statistics about the packet
length and request/response times.

LITNET-2020: Damasevicius et al. [268] proposed a new
public, annotated real-world network dataset for N-IDS val-
idation [133]. It contains both benign and attack network
flows and includes 85 network flow features and 12 types
of attack. The dataset was collected during 10 months in
the Lithuanian Research and Education Network (LITNET)

that connects multiple universities in different cities in the
country. High-performance next-generation firewalls analyzed
the data passing through the network and sent NetFlow records
to collector machines that were responsible for receiving,
filtering, storing the data. To generate attack traffic, 12 types
of attack were implemented, including ICMP, UDP, TCP
SYN flood and HTTP flood, as well as Smurf and different
types of worms. Flows were labelled as benign or with the
corresponding attack. A total of 85 features were extracted
from the network flows, by following the description scheme
suggested by Moustafa and Slay [269].

AWID3 (2021): Chatzoglou et al. [270] proposed a new
version [134] of the AWID2 dataset [63], instrumenting
WPA2-certified devices. Their configuration assumes an enter-
prise 802.11 environment and requires Protected Management
Frames (PMF) introduced with the IEEE 802.11w amendment
[271].

The used testbed represented an enterprise Wi-Fi network
comprising 17 devices in total: ten general purpose physical
clients (computers, smartphones and tablet), six servers, and
one attacker device. The clients executed benign Internet
access activities, selected randomly among a list including
watching YouTube videos, downloading files or send and
receive emails. Network traffic was captured by one of the
servers, for a total duration of around 140 minutes. 21 dif-
ferent attacks were implemented, representing different attack
families including deauthentication, disassociation, rogue AP
(false illegitimate access point), etc. The dataset is available
in both the PCAP and CSV formats. The former provides
the raw recorded packets, split into 13 files containing around
10 minutes of traffic to keep them easily analyzable, whereas
the latter follows the format of AWID2, with the number of
attributes increased to 254.

NF-UQ-NIDS (2021): Sarhan et al. [272], [273] argued
that, even if several datasets are publicly available for the
validation of IDSs, they are often impossible to compare to
each other, because they do not use the same set of features.
Making a step towards the unification of dataset features,
they analyzed four aforementioned datasets, namely UNSW-
NB15 [255], Bot-IoT [155], TON_IoT [167], and CSE-CIC-
IDS2018 [130], and converted them into NetFlow [254] for-
mat, producing four new datasets available publicly [135].
Those new datasets share the same set of NetFlow features
and are available in two versions with eight basic features or
43 extended features, respectively. Additionally, they produced
a new comprehensive dataset which merges the four previous
datasets together.

H23Q (2022): After the aforementioned AWID3 dataset,
the University of the Aegean developed a new network traffic
dataset, H23Q [136], proposed by Chatzoglou et al. [274],
which includes attacks against services using the three modern
protocols HTTP/2 [275], HTTP/3 [276], and QUIC [277]. As
noted by Lars Eggert [278], the QUIC protocol might become
primordial for IoT networks, thanks to its inherent speed and
security compared to TCP.

The authors instrumented 13 physical clients, one being ma-
licious, split in three different local networks, and six servers
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in an Azure cloud, each exposing a service implementing the
studied protocols. The server part of the testbed, as well as
the QUIC-oriented attacks implemented for malicious traffic
collection, were described by the same authors in their pre-
liminary analysis of QUIC vulnerabilities [279]. The dataset
represents benign and malicious traffic, for a total recording
duration of 107 minutes, and is available in CSV and PCAP
format. The CSV files contain 200 descriptive features, one
of them being the label indicating the attack class, whilst the
PCAP files contain full packets.

IX. CHALLENGES AND FUTURE DIRECTIONS

In this second to last section, we highlight the challenges
related to the datasets we covered, and propose further research
directions. Namely, we point out the lack of datasets including
IoT-specific protocols, the relative small scale of the presented
datasets, and the challenges associated with data privacy and
the generation of realistic traffic.

A. IoT-specific protocols and attack traffic

In Figure 6, our survey has highlighted the prominence
of IP-based datasets and the lack of datasets involving IoT-
specific protocols. We have found five datasets with Bluetooth
traffic, seven with Zigbee, and five with LoRa. On the appli-
cation layer, the CoAP protocol seems interesting in theory,
but appears in only two datasets, and with a limited variety of
attacks targeting it. This could indicate that the protocol is not
widely used in practice, or has not drawn enough attention
from the industry or researchers. To summarize, for many
protocols at all networking layers, there is only little public
data available that would allow researchers to see how those
protocols are actually used in the wild and that would allow
to perform experiments that can be reproduced by others.

In addition, some of those datasets have limitations that
might make them less useful for security researchers. Taking
the example of LP-WANs, i.e., LoRa and Sigfox, most of the
pertinent datasets were created for device fingerprinting and
localization [198], [205], [209], [280], [281]. As such, those
datasets only contain physical layer data, as well as potentially
the geolocation of the devices, but they do not contain network
data such as the payload or port used for data transmission.
Moreover, to the best of our knowledge, no public dataset
exists that contains attack traffic targeting such networks.

We therefore hope that future researchers working in this
area will consider generating and releasing datasets that
contain such protocols. The incentive should be given to
the research community to produce more network datasets
specifically for IoT, such as LP-WANs and CoAP, and consider
including attack traffic, preferably of diverse types. Publicly
releasing such datasets can prove very helpful for research on
the network security of IoT devices.

In some cases, researchers do not want to release their
collected data publicly. This can be caused by privacy and
confidentiality concerns or by constraints imposed by the
funding source (industry collaboration, etc.). As a partial
solution to this problem, Cermak et al. [282] introduced a
methodology to be able to share datasets while keeping private

information hidden. Their methodology proposes the usage of
small portions of data, or "annotated units" as they call them,
which represent a subset of a full, real-world traffic trace.
Those units can be anonymized more easily, and thus be shared
with the community. For example, such a traffic unit can be
the subset of the full network transmission that corresponds to
one specific type of attack. Researchers willing to use those
can then enrich the small units with potentially private self-
collected traffic to form a dataset of a relevant size.

B. Data privacy and confidentiality

IoT devices have become popular in consumer and industrial
applications, and given the nature and amount of data ex-
changed in IoT environments, data privacy and confidentiality
have become important concerns.

Data privacy refers to the property that no information
related to an individual should be disclosed without their
explicit consent. An example of why this property must be
enforced is in healthcare applications. IoT devices collect data
such as the user’s heartbeat rate, their blood pressure, and their
physical activity. With such data, sensitive information about
the user can be retrieved, e.g., the presence of a disease, and be
used in a harmful way [283]. Data confidentiality ensures that
unauthorized people cannot access the data. The difference
between data privacy and confidentiality is that the former
protects individuals while the latter protects the data [284].

Ensuring privacy and confidentiality is important in IoT
environments, however, there exist challenges that hinder this.
For example, a fundamental aspect of data privacy is that
users understand what data is collected about them and where
it is processed. This is rarely the case in current consumer-
oriented IoT applications for various reasons. One of them
is the simple fact that users do not always have the skills
and knowledge to understand all the technical processes in
IoT environments, and the manufacturers do not always make
the effort to provide simple and clear explanations [285]. As
far as data confidentiality is concerned, the main challenge
is the limited resources of current IoT devices. In traditional
networks, confidentiality is ensured by cryptography, but im-
plementing complex cryptographic mechanisms is difficult on
IoT devices due to their limited computing power. In addition,
the heterogeneity of devices and communication protocols
makes it difficult to design solutions that are compatible with
any type of IoT environment.

The goal of the datasets presented in this survey is mostly to
evaluate anomaly detection techniques, as shown in Table V.
Indeed, only two datasets were created with a privacy-related
research purpose. Privacy is a relatively new topic compared to
data confidentiality and computer security in general. Clearly,
there is a lack of interesting datasets for research on privacy.

However, researchers are often not willing or allowed to
publicly release their datasets because of privacy and confiden-
tiality concerns. When releasing a dataset, complex measures
must be taken to not violate privacy. If the dataset is empirical
and therefore the result of the involvement of individuals, it is
necessary to inform them which data are collected and what
they are used for, and the necessary steps must be taken to
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get their explicit consent. Data confidentiality can be also
problematic, especially in datasets that contain traffic payload,
as necessary for the evaluation of IDSs using Deep Packet
Inspection. If such a dataset is released, the authors must
be careful about the information that can be retrieved in the
dataset.

To avoid these challenges, two approaches exist: one is to
rely on test beds or simulations without human involvement,
for example by using traffic generators (see Section IX-D).
The other is the usage of anonymization techniques. However,
when releasing a public dataset, a trade-off must be found
between its usefulness and the level of anonymization applied
to it [286]–[288].

C. Scale and complexity

As shown in Figure 7, most IoT datasets are relatively
small in terms of number of monitored devices. This is
understandable for applications such as Smart Homes that only
involve small networks. However, it’s less understandable for
other application areas where the scalability of IoT to networks
of thousands of devices has been demonstrated by the industry.
We therefore appeal to the research community to collect and
publish more datasets from such large-scale applications.

Another open issue is the complexity of existing datasets.
Most of them focus on a specific communication technology.
However, modern IoT applications are often deployed in
heterogeneous systems, even on a small scale. For the latter,
a typical example is a Smart Home containing devices using
various technologies, from short-range personal-area networks
to long-range and cellular networks. In such a system, it would
be wrong to see the individual networks as isolate entities since
the devices are interdependent. Future datasets have to reflect
this complexity.

D. Realistic traffic generation

Recording a dataset from a testbed or operative network
requires considerable effort, not only to configure and in-
strument the infrastructure but also to guarantee that the
monitored data is representative and pertinent, i.e., it contains
realistic network traffic caused by benign as well as malicious
activities. To alleviate this task, one may draw support from
traffic generators, which are tools able to synthesize benign
and malicious traffic.

In the past years, a large number of tools for the genera-
tion of general IP traffic have been published, including the
open-source D-ITG [289], [290], Harpoon [291], [292], fudp
[293], and TRex [294]. However, those well-known tools are
more inclined towards classical Internet traffic, and might not
excel at simulating IoT traffic. Recently, researchers started
developing traffic generators oriented towards IoT networks
and protocols, six of which will be presented below.

IoT-Flock [178], [295] is an open-source framework able
to generate CoAP and MQTT traffic. It can produce benign
and malicious traffic. Use cases can be defined in XML files,
or by using the graphical or command line interfaces. The
authors evaluated their tool by simulating their IoT sensor

testbed, as well as malicious traffic. Both types of traffic were
discriminated very accurately by ML classifiers.

The hybrid IoT traffic generator by Hsu et al. [296] is
based on an analysis of human-to-human activities. It can
generate Machine Type Communication (MTC) traffic with
geographic information attached for cell and network loading
level assessment. To showcase its usability, the authors applied
their generator on two related examples: mobile network
performance assessment and improvement.

Hui et al. [297] used a condition mechanism to incorporate
semantic and network structure knowledge and device category
in IoT traffic generation with a generative adversarial network.
The generator consists of three sub-generators to satisfy three
of the requirements for IoT traffic generation mentioned in
their paper. Their evaluation shows that their traffic generator
comply with state-of-the-art data fidelity baselines.

Nguyen-An et al. [298] extended Scapy to generate IoT
traffic based on the functionalities and characteristics of dif-
ferent device in Smart Home environments. All the generated
packets are gathered into a single trace file, with support for
different formats such as PCAP and CSV. For the evaluation,
the authors simulated Smart Home traffic, which resulted in a
lower entropy in network parameters for their simulated traffic
than for real traffic.

The LoRa traffic generator by Lavric et al. [299] generates
packets that are compatible with the LoRaWAN specifications.
The generator is able to generate large volumes of traffic
at high speed. The user has access to parameters such as
spreading factor, packet payload, and coding rate. The traffic
generator can be integrated into other applications. Thus,
gateway manufacturers can use it to assess the real throughput
of their products.

The LoRa cell traffic generator by Gucciardo et al. [300] is
able to emulate the behavior of thousands of low-rate sensor
nodes deployed in the same cell by using a single Software De-
fined Radio (SDR) platform. Unlike the traditional generators
who focus on creating individual packet flows which emulate
specific applications and protocols, this generator generates
a combined radio signal given by the super-position of the
signals transmitted by multiple sensors simultaneously active
on the same channel. This work can be of great help for LoRa
network designers who want to avoid inferring signals from
becoming impossible to decode.

A challenge that has to be addressed by future traffic
generators is the fact that the different networking layers in IoT
applications are highly intertwined. IoT application traffic over
a LoRa network is not just a slower version of the same traffic
over a Wi-Fi network. Resource constraints force developers
of IoT applications to adapt the network communication to
the limitations of the used devices and network technologies.
Therefore, the generation of realistic IoT traffic has to consider
the targeted environment in its entirety, from the application
down to the type of devices.

In parallel to traffic generation tools, one can retrieve
relevant traffic data by instrumenting honeypot networks,
which are networks intentionally left vulnerable and open to
the internet, with the specific intent of collecting potentially
malicious traffic. Franco et al. [301], analogously to our
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manuscript, surveyed existing honeypot networks for (Indus-
trial) IoT networks, which could be used to gather relevant
traffic for IoT network security research.

X. CONCLUSION

Datasets are critical in many research areas and the existence
of a sufficient number of high-quality datasets can not only be
the base of new scientific insights but also ensure the accuracy
and reliability of the results. In particular, public datasets allow
to compare solutions developed by different teams and to
publish results that can be reproduced and verified by others.

In this paper, we have presented a comprehensive survey
of available datasets suitable for the research on IoT network
security. Among the 74 surveyed datasets, half of them contain
IoT network traffic and, in some but not all cases, also network
attacks. We have also included several well-known datasets
that do not contain IoT traffic but that have been used in
previous research on IoT, sometimes due to the lack of IoT
specific datasets. We have classified the datasets based on ten
characteristics, such as the observed network protocols, the
level of detail of the dataset records, as well as the date,
duration, number of devices and methodology of the data
collection, in order to help researchers who are looking for a
dataset suitable to their particular needs. Finally, we have also
briefly described the existing tools to generate IoT traffic.

Our conclusion is that there is still a scarcity or even lack
of publicly available datasets covering IoT-specific protocols,
such as LoRa or CoAP. Other emerging protocols, such as
QUIC, which have initially be designed for other use cases
than IoT might present characteristics relevant for IoT com-
munication and should therefore attract research interest as
well. In addition, many of the existing datasets do not contain
attack traffic. Although benign traffic datasets are still useful
for security researchers, it requires additional effort and careful
planning to augment them with attack traffic. We therefore
encourage future authors of new IoT datasets to also include
various attack scenarios in their experiments.
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