Received ; Revised ; Accepted

DOI: xxx/xxxx

SPECIAL ISSUE ARTICLE

Composing Network Service Chains at the Edge:
A Resilient and Adaptive Software-Defined Approach

Pradeeban Kathiravelu!? | Peter Van Roy? | Luis Veiga!

'INESC-ID Lisboa/Instituto Superior

Técnico, Universidade de Lisboa, Lisboa, Abstract

Portugal . . S g
2Université catholique de Louvain, The scale of data and the demand for high data rates in applications are rapidly

Louvain-la-Neuve, Belgium increasing over the years. By moving the computing resources closer to the users,
Correspondence edge computing minimizes the latency caused by otherwise pulling the data between
Pradeeban Kathiravelu. Email: the user and a centralized platform. Thus, data centers and computing nodes at the
pradecban. kathiravelu @tecnico.ulisboa.pt edge continue to overtake or replace traditional centralized cloud platforms in various
Present Address 5G applications and use cases.

INESC-ID Lisboa, Rua Alves Redol 9, Network Functions Virtualization (NFV) virtualizes dedicated hardware network

Lisboa 1000-029, Portugal . . : .
middleboxes into Virtual Network Functions (VNFs) and deploys them on top of

servers and data centers. Due to the inherent bandwidth cost associated with the dis-
tance between the network services and the end user, more and more third-party VNF
providers choose to deploy their services at the edge, rather than in a centralized
cloud.

A typical Network Service Chaining (NSC) consumes various network services,
where one’s output becomes the input of another. As network services are often
latency-sensitive, NSC needs to be carried out maintaining proximity to the user,
as well as among the services composing the NSC. In this paper, we present the
design of a resilient and adaptive framework, following an approach inspired by
Software-Defined Networking (SDN), for the remote users to construct Network Ser-
vice Chains (NSCs) in the Mobile and Edge Computing (MEC) environments. Our
evaluations highlight the efficiency and optimality of the framework in finding the
best-fit among several third-party edge VNFs in deploying the user NSCs, abiding

by various user policies.

1 | INTRODUCTION

Latency-sensitive Internet services such as high-frequency trading'l, online gaming, and remote surgery? are reaching geo-
graphically diverse locations, far from the tier-1 cities that typically host the cloud data centers. These services operate with
real-time constraints on latency and a need for stable bandwidth. Therefore, the proximity of these service deployments to the
end-user plays a significant, often critical role in the users’ Quality of Experience (QoE). Cloud platforms are opening up more
regions, availability zones, and Points of Presence (PoP)%, to cope up with latency-sensitive and data-intensive web applica-
tions. Thus, distributed cloud architectures® are getting more mainstream, as a compromise between the centralized cloud and
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independent on-premise deployments, where the computation and data are distributed or replicated across multiple geographical
regions near to the users.

Edge Data Centers

Network services perform better when they are deployed and served from edge data centers, compared to the traditional cloud
platforms, due to the increasing demand for low latency®. This preference for a locality-aware execution leads the VNFs to
be hosted at the edge to serve the large and geographically-distributed user base. Therefore, the infrastructure and the service
executions keep moving closer to the user”. Recently, many edge providers (such as 365 Data Centers®, vXchnge?, and Edge-
ConneX'™Y) are opening up their data centers in several tier-2 cities far from the typical cloud regions, with a long-term vision
of covering a vast area of the globe, starting from the USA and the EU. Edge data center providers such as vXchnge promise an
uptime higher than 99.99999%, thus placing themselves a better candidate for the Internet of Things (IoT) applications'™, rather
than a centralized cloud'Z,

On-premise deployment of VNFs offers bandwidth-efficient execution for interactive I/O bound applications. Nevertheless,
configuring all the VNFs in-house is not feasible for everyone due to the deployment and maintenance costs as well as the
resource limitations. For example, thin IoT clients do not have resources to host their VNFs in them due to resource scarcity.
Edge data centers offer the benefits of proximity typical for the on-premise data center deployments, while still providing the
separation of infrastructure from the applications of the user as in a cloud platform. Therefore, several network services are
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currently moved to the edge of the networks. Realizing this market potential, several of the edge providers offer numerous

network services (such as captcha verification'# and firewalls'™) in addition to the infrastructure.

Network Softwarization

SDN and NFV enable network softwarization, by separating the control of the data plane devices into a logically unified net-
work controller while consolidating the network functions as software middleboxes. SDN facilitates a global awareness and
controllability of the network data plane devices. NFV virtualizes various network services and deploys them in servers instead
of having them as individual proprietary hardware middleboxes. Network softwarization minimizes the capital and operational
expenditures (CAPEX and OPEX), as the software middleboxes are cheaper to acquire and more flexible compared to hardware
middleboxes, and a softwarized network is more cost-efficient to manage. By managing the network via a software controller,
network softwarization enables data center networks to scale out towards the edge 18] Thus, network softwarization continues
to revolutionize edge computing, with its support for a dynamic formation, configuring, and programming networks through
software constructs‘Z.,

Challenges in Composing NSCs at the Edge

Finding the best-fit VNFs that offer a high QoE while abiding by the user policies remains a significant challenge in the multi-
user edge environments. Mobile environments face further hurdles due to their resource-constrained nature and the requirement
for live migration of data and execution. By increasing the number of deployment and execution alternatives, the rise of the
distributed and decentralized edge nodes has further increased the complexity of finding an optimal resource placement at the
edge. Current edge providers, despite their increasing number, give limited control to the users on seamlessly choosing the VNF
offering based on their policies.

NSC (also known as SFC, Service Function Chaining) is a chain of network operations or middlebox actions created in a
programmable and configurable manner*®, NSC is considered a core concept in 5G deployment, enabled by SDNY® and NFV2Y,
While Application Programming Interfaces (APIs) of the VNFs need to be compatible and interoperable with each other2Y, the
entire service workflow should be carried out in a network-aware manner for a high-performance and QoE-compliant NSC. The
VNFs should be placed strategically to minimize communication overheads and number of hops between the services during
the execution of an NSC workflow. Each VNF in an NSC has its specific requirements, constraints, and objectives. Due to the
various number of network services each NSC is composed of, challenges inherent to the VNF placement multiply in NSC
scenarios. Ideally, a user should be able to construct her NSCs, leveraging VNFs from various providers at the edge. However,
seamless migrations and interoperability among the VNF providers are significantly lacking. Therefore, the users are typically
locked to a single provider for the execution of an entire NSC.

Various attempts have been made to mitigate the current challenges faced by the VNF execution in MEC and 5G environments.
The research proposes software-defined approaches for efficient operation of the 5G environments, for network services such
as selective forwarding attack mitigation®?. D-NFV Alliance) purposes VNFs for MEC and 5G. Nevertheless, the current
researches limit their focus to i) deploying VNFs in the MEC and 5G environments, ii) composing NSC in the data center and
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cloud environments, and iii) optimal VNF placement by a service provider for NSC. Efficiently constructing NSCs by a user
in a MEC environment requires chaining services spanning multiple data centers and nodes of various scale, often offered by
different providers (i.e., different vendors) from numerous network domains. Therefore, it brings in more challenges, concerning
secured data access** and optimal VNF selection considering the locality and user policies for minimal latency and high QoE.
The volume and variety of services at the edge, as well as numerous policies defined by the edge VNF users for their NSCs,
make VNF placement and resource allocation of NSCs in the MEC environments a multidimensional optimization problem that
has not been studied well yet.

Motivation
Given the above premises, we aim at addressing the following research questions in this paper:

(RQ,) Can we simplify and generalize the VNF allocation for seamless execution of the user NSCs at the edge, in the
presence of several third-party edge VNF providers and numerous users?

(RQ,) Can we bring the control of the NSC back to the user from the service providers, despite using third-party edge VNFs?
(RQ3) Can we optimally provision the user NSCs across multi-vendor edge VNFs, adhering to the user-defined policies?

(RQ,) Can we scale SDN to compose NSCs at the edge in a resilient and agile manner?

Contributions

The goal of this paper is to answer the identified research questions, focusing on 5G and MEC environments. The main
contributions of this paper are:

1. A scalable and optimal framework for the NSC placements at the edge, consisting of an SDN architecture extended
with Message-Oriented Middleware (MOM)2 for global awareness of the VNF nodes. (RQ; and RQ,)

2. Generalizing the challenge of resource allocation, service discovery, and workflow migration on the edge platforms
for an adaptive execution of NSC as Mixed Integer Linear Programming (MILP) problems. (RQ,)

3. A graph-based approach to solving the MILP models from the perspective of a remote user of third-party edge VNF
providers. (RQ, and RQ5)

4. Adaptive algorithms, executing independently and decentralized from the devices of the VNF users, to optimally
provision the user NSCs across the edge VNFs for a locality-aware and policy-aware execution. (RQ, and RQj5)

We implemented Evora (Edge VNF Orchestration with Resilience and Agility), to construct and deploy NSCs at the edge.
In this paper, we elaborate in detail, how Evora tackles the current shortcomings in composing NSCs at the edge by proposing
a software-defined approach. We deployed and performed an experimental evaluation of Evora for NSC execution at the edge.
In particular: (i) we evaluated the correctness and optimality of the Evora in its NSC allocations adhering to the user-defined
policies, and (ii) we assessed the complexity and scalability of the Evora graph-based approach in solving the optimal VNF
allocation, posed as the MILP problems. The results obtained indicate that Evora ensures that the user-defined policies are met
in allocating the user NSCs across the edge VNFs.

Evora considers various system constraints such as bandwidth efficiency and economic aspects, as well as user-defined policies
such as constraints on required throughput and uptime. Evora exploits its extended SDN architecture in a wide-area network to
discover the VNFs. It is aware of the entire global network through its MOM messages. However, it chooses the edge VNFs
locally for the execution of the NSC requests of the users, by wholly and exclusively searching the nodes identified via the
MOM messages. Thus, by leveraging SDN and MOM as well as the edge environments, Evora follows a “think globally, act
locally” approach. Evora ensures optimality in the NSC placement at the edge from the user perspective, while not sacrificing the
performance of the user NSC and the VNF providers. Evora brings the control of the NSC back to the user, from the cloud and
service providers, as it used to be in the days before the invent of multi-tenant cloud platforms. Thus, Evora transforms the user
into the central entity of the NSC ecosystem, from being a passive participant. Furthermore, it supports the seamless inclusion of
more network domains by adding their respective controller to the Evora ecosystem by subscribing through the MOM messages.
Thus, it efficiently scales out for the MEC and 5G environments with several service nodes and users. Exploiting its MOM
architecture, Evora also lets the edge VNFs to notify the VNF users on new resource availability (such as the availability of new
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VNFs) as well as new resource constraints (such as congestion in an edge node, a VNF failure, or a failure of an edge node).
Thus, it further supports dynamically migrating a user NSC to better VNFs and deploying stages of the NSC across several
VNFs to offer minimal end-to-end latency.

Paper Organization

In the following sections, we first discuss our motivation for bringing NSC to the edge in Section 2] Section [3] elaborates the
Evora graph-based approach and the MILP models to build NSCs at the edge. Section |4f presents the Evora algorithms in
constructing the NSCs adaptively and resiliently. Section describes the implementation of the Evora framework. We evaluate
the Evora approach in Section@ and discuss state of the art and related work in Section Finally, we conclude the paper with
the summary of the research and future work in Section [§]

2 | FROM NFV TO NSC: SERVICE EXECUTION AT THE EDGE

SDN and NFV paradigms combined with the advancements in the edge computing are paving the way forward for low-latency
5G networks2. In this section, we will elaborate the motivating scenario for the NSCs in the 5G environments, leveraging SDN
and network services at the edge.

VNFs at the Edge

We need to minimize the number of hops and geographical distance among the service deployments as well as to the user for
acceptable and improved performance of an NSC?Z, Figure elaborates a sample scenario with various users (A, B, C, D, E,
and F) and many edge nodes (n,, n,, n3, ny, ns, and ng) with multiple VNF offerings (s, s,, 53, 54, and s5). If the user D needs
to consume the services s,, s,, 53, and s, independently in parallel, based on the proximity, we can observe, in a small-scale
scenario, that edge nodes n; and n, offer the best option. Such an observation, however, ignores the other parameters such as
the Quality of Service (QoS) and Service Level Objectives (SLOs) for the sake of simplicity.

Edge Nodes

n, n, Ng

oolcllcolcoiclicIoRe

FIGURE 1 Service Deployments at the Edge

NSCs at the Edge

Now, we consider the scenario of an NSC: s, o s, o 55 o s5,. Here the output of s, is forwarded as the input to s,, and s,’s
output to s3, and s3’s output to s4, and finally s,’s execution outcome is returned to the user. Figure[2 ] elaborates two potential
execution alternatives. Given the dependencies between the services (since the execution of s, ,; depends on the execution and
the outcome of s,, in this example) in an NSC, the proximity between the services becomes relevant too. Since the node ng hosts
s,, 83, and s,, the communication delay between the service deployments is minimal. Thus, in this scenario, execution in n5 and
ng can be a better candidate than the nodes n; and n,, as n; and n, have more inter-node communications.

NSCs at the MEC and 5G Environments

Due to the dynamic nature of the MEC environments and the 5G applications, fast relocation and migration of services are
essential for the QoS guarantees®. Consider a mobile user who is accessing an interactive online service (such as Voice over
IP) through a protected environment. She connects with the nearest edge services that offer auxiliary services: firewall, parental
control, spam protection, intrusion detection systems (IDS), Distributed Denial of Service (DDoS) mitigation 29 network address
translation (NAT), WAN optimizer, and load balancer. The Internet traffic that reaches her goes through some or all of these
services before finally reaching her, based on her policies on each web application or web address. We depict this scenario as
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FIGURE 2 NSC at the Edge

an NSC of s5 o s, o 55 in Figure E} For the user A, VNFs hosted in n,, n,, and n; appear to be the closest options. However,
the user can be moving in a vehicle, thus changing the location, proximity to the edge nodes, and mobile stations=". Therefore,
the edge nodes that serve her would change over time based on her proximity. If the user moves from the initial position A, and
reaches the new position A; in the middle of the NSC workflow (after the execution of ss in n,), it becomes apparent that n, o
ng becomes the new flow of data. Thus, the possibility to perform a live migration of the workload (for example, a data stream)
to another deployment or node is crucial for the QoE. The user mobility needs securely sharing the execution state between the
adjacent VNFs.

FIGURE 3 Mobile User of NSC at the Edge

For the sake of simplicity, we weighed only the geographical distance in this section through the simple illustrations. Never-
theless, the execution indeed needs to consider various other parameters and constraints, including the cost, bandwidth or data
rate of each option, and the offered QoS.

Iustrative Example of a Parallel NSC Execution

Furthermore, an NSC should be able to branch out traffic to different VNFs depending on the user policies. For example, consider
the scenario of parental-control for the Internet browsing. The Internet traffic may go through a firewall and virus scanner in a
regular mode but go through the firewall and parental control before reaching the virus scanner before arriving at the children’s
browser sessions. Subsequently, an NSC can be represented by multiple forms of directed graphs as shown by Figure[d | The
flow is divided and sent in two different paths: one going through s, and s, and the other just s, before both merging to s; as
in the above parental control scenario. The flow is then directed to s,, where based on the policies, a certain matching subset of
data reaches the user directly while the remaining goes through s5. This NSC can be defined as (s; o s, + 5,) 0 53 0 (54 0 55 +
s4), or it can be reduced to s; o (s, + 1) o 53 0 54, o (s5 + 1). The alternative representations increase the potential execution
alternatives while also supporting parallel execution with redundancy in the paths.

An edge node can be anything from a small computing node such as a Raspberry Pi to a fully fledged data center at the
edge. Executing NSCs at the edge is thus an NP-hard problem consisting of VNF placement, choosing the optimal service
deployments, and workflow migration®!. We envision a complete and independent end-to-end NSC orchestration from the user
devices, together with logically centralized coordination of the edge environment. We propose to extend SDN for wireless and
wide area networks to solve this resource allocation problem at the edge efficiently, thus letting the user dynamically define and
compose NSCs in a decentralized manner.



6 | Pradeeban Kathiravelu ET AL

COC A=) OQQ‘YQQQ

FIGURE 4 Parallel Execution Alternatives of an NSC

TABLE 1 Notation of the Evora Representation

The acyclic multigraph of edge nodes
The hypergraph of edge VNFs
The set of compute nodes hosting the VNFs
The set of links that connect the compute nodes
The set of compute nodes considered by an Evora deployment
The set of VNFs considered by an Evora deployment
The set of VNFs in a node #,
The set of VNFs composing an NSC y,
A VNF instance; s, € S
The set of VNFs, annotated by the node deployment
The set of intra-node links between the VNFs of each node
The set of links that connect the edge VNFs
The set of resources (such as memory, CPU, and bandwidth) provided by the edge VNF provider

x|~ >[2 Laanlzin <z Q

3 | Evora: EDGE VNF ORCHESTRATION WITH RESILIENCE AND AGILITY

Traditionally, NSCs have had few services serially chained. However, in a MEC and 5G environments, the need for service
migrations and mobility has given rise to network services as VNFs and microservices. This rising number of VNF offerings
has increased the scale and complexity in composing the NSCs=2. In this section, we will propose a graph representation to the
edge VNFs and formulate MILP models to optimally provision the user NSCs across the edge VNFs. Section ] elaborates the
Evora algorithms to solve the MILP problems.

3.1 | NSC at the Edge: Graph Representation

Evora models the MEC environment consisting of various interconnected computing nodes as an undirected acyclic multigraph
G =, Eﬂ V represents the set of nodes hosting the VNFs, and £ represents the links that connect them. Vi,j,k € Z*, each
node n; € N' C V consists of a set of services S; C S and s, € S. A user u ; can define her NSC y/; as a composite function
or a service composition. These NSCs are composed of a set of services Sj; Sj C S. Thus, Vs, € Sj; Y, =5,05,0...08,.
Complete details on the notations are listed in Table[I ]

Since each node offers one or more VNFs, Evora denotes the service deployments in a hypergraph H = (X, E), as an overlay
on the node graph G = (¥, £). Evora minimizes the NSC resource allocation problem into how to place w; in the hypergraph
H optimally. Each vertex of H can be either i) a single vertex (interchangeable with a vertex of G) or ii) a complete graph of
multiple service deployments within a vertex of G. The former refers to a node that offers only a single network service, while
the latter refers to one that offers multiple network services. E = £ U I, where I represents the set of intra-node links between
the services in each node. X represents the services annotated with their node deployments; V x; € X, x,= n;.s,, where s is any

I'To avoid overloading the words ‘node’ and ‘edge’, we refer to the graph properties with ‘vertex’ and ‘link’. In our terminology, ‘edge’ is strictly restricted to the edge
environment, and ‘node’ is strictly restricted to the compute nodes at the edge.
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of the services deployed in the node n; € V. Since intra-node service composition is more bandwidth-efficient than inter-node
executions, the edges of the hypergraph are differentiated in weight accordingly to represent the minimal latency between the E
hosted in a given V.

The multigraph G consists of control and data flows between the edge nodes. In this multigraph, some links represent the
control flows among the edge nodes as well as with the mobile/edge user who holds an orchestrator that manages her NSC
execution in the graph. Figure[5_|illustrates the edge environment with the user. The user connects to the nearest nodes, through
either a dedicated connection or the public Internet. The orchestrator instance in the user device detects and identifies the nodes
required for the execution of each service in the NSC that the user has composed. The intra-node links of the hypergraph of
Figure[S | I = {n|.{s;,5,}},n3.{5, 53}, n4.{55, 54}, n6.{ 55, 53, 54}, n7.{s1, 53}, n5.{53, 54}, ny.{53, 5, } }. We interpret the edge
environment of VNF deployments as a hypergraph with the service installations inside a node as vertices, and nodes themselves
as supernodes, where a single hyperedge connects all the services inside a data center.

-
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FIGURE 5 A User Defined NSC among the Edge Nodes

SDN protocols such as OpenFlow=? have been extended for wide-area networks to create Software-Defined Wide Area Net-
works (SD-WAN)=#, Edge data centers often have (either logically or physically) separate links for control flows instead of
sharing the same links with the data flow, as data flows are heavy while control flows are light-weight and more critical. In
Figure[5 | the dotted lines represent such separate links of control flows, including control flows of OpenFlow and SD-WAN
controllers to manage the data plane. Evora considers an undirected acyclic graph with only the data links that are responsible
for the VNF traffic in its service allocation, eliminating these additional control links from the model. The user defines her NSC
and seeks the best-fit for the execution based on the policies of her NSC. In Figure[5 | the NSC is defined as s5 o s, o s3. To
minimize latency, simply based on the distance between the edge nodes, the first and last VNFs need to be proximate to the
user, whereas the services in the NSC themselves need to be close to each other. In the ideal case, all the services will be close
to each other and the user. The proximity aims to minimize the latency caused by too many hops and the geographical distance
between the user and services.
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3.2 | NSC at the Edge: MILP Models

Edge VNF User Perspective

An NSC execution should satisfy the user policies by choosing the best VNF offerings among the available alternatives. The
user policies may consist of several parameters, such as throughput, monthly cost, and latency. For example, the user needs to
maximize the throughput (T) of her NSCs while minimizing the total monthly cost (C) and latency (L). To support user policies
in a scalable manner, the MILP models are defined from the user perspective. The models are solved by algorithms executed
from each VNF user device, for the user’s own NSCs.

Equation[T]defines the latency L, as the contribution to the overall latency of the NSC from a service s composing the NSC.
7, represents latency of the service s. g, represents the latency between the ingress port and connecting link from the previous
service, or the time taken for a unit data to arrive at the current service s from s_; (s_;, s € y). Thus, 7, + o, represents the time
interval between the departure of a unit data from the VNF s_,; and the time VNF s outputs the data through its egress port. 7,
and tsf represent the start and end time of the execution of any VNF s composing the NSC .

o S_
Ly=1,+o,=1t, -t/ (1)

Since the VNF provider can charge a differentiated unit price for the VNF offerings based on the current demand and resource
availability, we define the cost incurred by a VNF offering by a time integral of the service unit cost over the VNF execution

period. ¢, denotes the unit cost to acquire a VNF s. Equation 2] describes the execution cost of s as part of a user NSC.

s
tf

C, = / c,dt @

%

The edge VNF user should minimize her overall operational cost. Therefore, she must aim at reducing the total cost of all the
services in the NSC, rather than performing a local minimization for each of her VNFs. As a global minimization problem, we
find and store the effective amount composed of C, L, and T, of each VNF of NSC as C, L, and T for each NSC, as depicted
by Equation 3] Here, the latency and cost of the NSC are a simple sum of the individual values of them for each of the VNF in
the NSC. The throughput of the NSC is limited to the value of the VNF that has the least of the throughput.

C=ZCS;L=ZLS;T={sEy/|min(Ts)} 3)
SEY SEY
In practice, generally a VNF provider does not change the unit cost of a service within a brief time. Therefore, for a reasonably
short NSC execution time, we can assume the unit cost of a service to be constant throughout. Thus, we can simplify C, as
(tjr — 13) X ¢, Maximum total volume of data passed through a VNF can be expanded as duration X throughput, (t} — 1) XT.
Finally, we model the edge NSC allocation as a MILP problem as defined by Equation 4]

a, f,y € N, minimize(aC + L + yT™') 4)
T-!, the inverse of throughput, denotes how much time it takes to process a unit data (measured in Mb) end-to-end through
the NSC. For example, a service we hosted on Amazon EC2 offered 50 Mbps or 0.02 s/Mb. a, f, and y are integers defined by
the user as the policy for the NSC in the form of “C a; L ;T y”. The policy gives weight to the parameters, relative to each
other as in a ratio. It can also include further constraints and SLOs such as “T" > 50” to indicate the user requirement to have a
minimum end-to-end throughput of 50 Mbps for the NSC. The penalty value F = aC +BL+yT~! can be generalized to include
more configuration options as in Equation [5} The minimization problem can also be extended to include additional properties
(such as uptime, QoS guarantees, and carbon efficiency), policies, and constraints.

a,f,y €N,a,b € Ry, 7 X ¢ € R_,, minimize(aC* + L + yT*) 5)

Edge VNF Provider Perspective

The VNF provider needs to be economically sustainable. Therefore, she needs to maximize the number of VNF deployments
n, for each VNF s € .S, to increase the income, while still not exceeding the total available resources r € R, at any given time
t. Equation@expresses these constraints while maximizing the overall platform profit over time. v, refers to the consumption
of resource r by a single VNF deployment of s. Ac, refers to the profit of each VNF, as a difference between the income ¢, and
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expense estimated for the particular VNF deployment 1,. We limit our focus to resource optimization at the edge node as a single
unit, though each node may consist of several servers with individual constraints in their resources.

n, €N,Ve € R, Ac, = ¢, — 1, maximize< /(ﬂx X Acs)dt>.
t>e (6)
SLYr € Ry > Y (1) X v, (0).
SES;

Thus, we spawn a VNF instance in the node only when it is profitable for the provider. New VNF instances are not spawned
while the current profit is negative, and any existing instance may be terminated without affecting the active NSC workflows.
Thus, when the VNF provider incurs an economic loss, the change in the number of any VNF instance will be a non-positive
value as Equation [7illustrates.

d
Vs € S, Ac(t) <0 = "t <0. )

Managing the VNFs inside each edge VNF provider (regardless of its nature or scale) is analogous to NSCs in data centers, a
well-studied topic*!. Therefore, though we formulate MILP models for both the user and the edge VNF providers, we focus on
the edge user perspective of NSCs and solve the MILP optimization problem illustrated by the Equation 5]

4 | Evora ALGORITHMS

Each user device in the Evora ecosystem consists of an Event Manager that finds VNFs from the edge nodes, based on event
notifications. Each user device also contains an Orchestrator that optimally allocates the NSCs among the VNFs identified by
the Event Manager. The orchestrator executes algorithms that efficiently resolve the NP-hard problem of hypergraph matching>
for the NSC allocation. It initializes the global variables that represent the node and service graphs.

For each user NSC, the orchestrator identifies the multiple execution paths and chooses the best fit for the current NSC based
on its policy (which of the parameters to be minimized or maximized and their respective thresholds). It thus solves the MILP
models efficiently for each user, for each of their NSCs along with their policies. The execution is performed only once per a
user NSC defined with a given policy. The chosen execution path is stored for subsequent executions of the NSC with the same
policies. Thus Evora reduces the overhead in finding the optimal VNFs to 0 in subsequent accesses.

4.1 | Evora Global Environment

Algorithm|[T|defines the process of orchestrating the user environment by initializing and maintaining the environment consisting
of graphs and other global variables. The global variables (defined in lines 2 - 5) are initialized by the orchestrateEnvironment
procedure and later updated by events received as notifications from the edge nodes, based on the event subscriptions of the user.

The orchestrateEnvironment procedure takes a map of user-defined NSCs and their respective policies including SLOs (such
as latency, throughput, and loss rate) and other objectives such as minimal cost. initOrchestrator() (invoked in line 8) initializes
the Evora orchestrator that manages the VNF requests to chain them as NSC. initEventManager() (invoked in line 9) initializes
the Event Manager, subscribes to the notifications as defined by the orchestrator, by providing the endpoint of the brokers
co-located with a controller in edge nodes (line 11).

Upon initialization, the broker retrieves the details of edge nodes from the broker queue with the topic INITIALIZE_EVENT
(line 12). INITIALIZE_EVENT is a system-defined global static constant, used as the topic for the data necessary to bootstrap the
system in the broker. For each of the node received from the broker queue, its properties are added to the edgeNodesMap with
the key of the node identifier (line 14). Furthermore, the next nodes are added to the edgeNodesMap with the key { DATACEN-
TER_ID}_+ ‘NEXT’, to represent the node graph (line 15), by denoting the properties of the links. The services of each node are
added to the servicesMultiMap to represent the services hypergraph (line 16). Each service can be directly retrieved from the
multimap by providing the node. The initNscMap is added as the keys of the nscMap global variable, as a <nsc, policy> tuple,
with the value of each entry set to null (line 19).

The Event Manager listens to the relevant notifications published by the edge nodes. An event will be triggered for the avail-
ability of new nodes, unavailability or status update of an existing node, availability of new services in an existing node, and
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Algorithm 1 Orchestrating the Environment

1: global variables
2 edgeNodesMap > <property of edge node, relevant value>
3 servicesMultiMap > <node, deployed services>
4 matchingSubgraphsMultiMap > <nsc, matching paths>
5: nscMap > «nsc, policy>, executionPath>
6: end global variables
7. procedure ORCHESTRATEENVIRONMENT (initNscMap<nsc, policy>) > The policy includes the user policies for the MILP models
8 initOrchestrator()
9 initEventManager()
10: for (broker in brokers) do
11: subscribe(broker)
12: initNodes < getEvent(broker, INITIALIZE_EVENT)
13: for (node in initNodes) do
14: edgeNodesMap.add(node.getKey(), node.getValue().properties)
15: edgeNodesMap.add(node.getKey() + 'NEXT’, node.getValue().links) > Linking the next nodes to the current node.
16: servicesMultiMap.add(node.getKey(), node.getValue().services)
17: end for
18: end for
19: nscMap < <initNscMap, NULL>
20: repeat
21: if (eventReceived) then
22: updateUserEnvironment(event)
23: end if
24: until (aborted)
25: edgeNodesMap < NULL
26: servicesMultiMap < NULL

27: nscMap < NULL

28: matchingSubgraphsMultiMap < NULL
29: end procedure

unavailability or status update of an existing service in a node. The event is triggered either by the action of the edge nodes or by
the user herself such as moving her location from where she executes the NSC. When an event is received from one of the brokers
in the edge nodes, the user environment and the global variables (edgeNodesMap, servicesMultiMap, matchingSubgraphsMul-
tiMap, and nscMap) are appropriately updated by invoking the update UserEnvironment procedure (lines 21 - 23). This update
ensures that the NSC executions are dynamically updated to reflect the current status of the edge nodes. When the orchestrator
is terminated, the global variables are reset to null (lines 25 - 28). As the orchestrateEnvironment procedure manages the user
environment, the user has updated information on the available service deployments at the edge.

4.2 | NSC Execution Paths at the Edge

Algorithm[Z]is an implementation of a graph matching problem, designed for adaptive NSC allocation at the edge. User-defined
custom graph matching algorithms can replace this graph matching algorithm. This algorithm confirms the interconnection
between the service deployments for a complete NSC execution, rather than merely confirming the existence of a VNF in a node
from servicesMultiMap. The algorithm depicts the process of finding the potential execution paths for an NSC, which can be
later used to determine the exact NSC execution flow for any given policy. It takes nsc defined by the user programmatically
or through a configuration file, as well as a pointer to a graph traversal function iTraverse() as the input. Since the nearest
nodes of the hypergraph represent the services in the same node, the algorithm by default chooses breadth-first traversal as the
implementation of iTraverse(). Any user-defined traversal such as random walk can replace the traversal implementation. With
the choice of the traversal algorithm, the constructed execution paths are already sorted to fit the search criteria.

partialNSCs is a list of arrays (line 2). Each array consists of multiple entries that are in the form of tuple <service, currentN-
ode>. The list traces the potential NSC execution paths in the node graph, as the algorithm constructs them into partial chains
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Algorithm 2 Finding NSCs at the Edge

1: local variables
2 partialNSCs > List{ <currentNode, Service>[]}
3: end local variables
4: procedure INITNSC (nsc, iTraverse())
5: partialNSCs.add(¢p) > Initialize the list with an empty entry
6 repeat
7 currentNode < iTraverse(edgeNodesMap) > Traverse the map, one node at a time
8 for ((service in currentNode) and (service in nsc)) do > Services composing nsc found in the currentNode
9 for ( (pNSC in partialNSCs) AND (service NOT in pNSC) ) do > Service found not to be in partialNSC elements
10: if (((edgeNodesMap.get(currentNode.getKey()+
"NEXT’)) AND pNSC) <> NULL ) then
> A link exists between an element in pNSC and currentNode
11: PNSC.put(service, currentNode)
12: end if
13: end for
14: partialNSCs.add(newPartialNSC(service, currentNode)) > Also add as a new pNSC
15: for (pcin partialNSCs) do
16: if (pc.length = nsc.length) then > Array at full capacity. pc has been constructed as the NSC
17: pc.persistPenaltyValues(pc) > Add metadata to pc object
18: matchingSubgraphsMultiMap.add(nsc, pc)
19: partialNSCs.remove(pc)
20: end if
21: end for
22: end for

23: until (allNodesTraversed)
24: end procedure

of the NSC. Each array in the list consists of maximum entries equal to the number of services in the NSC. These arrays grow
with the number of service deployments found from the edge nodes, as a matching subset of the complete NSC. Similarly, the
partialNSCs list itself grows as more potential execution alternatives are constructed. Thus, it provides chains of pointers to the
matching node for each of the services in the NSC. The multiple arrays in the partialNSCs list indicate the possible multiple
execution paths, stored against their service.

The algorithm initializes partialNSCs list with one entry, the default object ¢ (line 5). Then it repeatedly traverses the graph
till it completes visiting each of the nodes. iTraverse() traverses the edgeNodesMap, one node at a time, returning the current
node at each move (line 7). Then the algorithm finds whether the current node has one or more services that are part of the NSC
(line 8), as it can readily retrieve the services available in each node from the servicesMultiMap.

For each array representing the constructed partial NSC pNSC in the partialNSCs list, the algorithm checks whether the
service is not already present (line 9). Then it confirms that there are overlaps between a partial NSC pNSC and the ‘NEXT’
pointers of the current node stored in the edgeNodesMap to denote the links (line 10). An overlap indicates the existence of one
or more links, showing the possibility to add the current node into the NSC. Thus, the algorithm puts the <service, currentNode>
tuple into the pNSC array to add the next entry in the chain (line 11). For each node with a service matching one from NSC, a
new object is created with the tuple <service, currentNode> as the first VNF, and added to the partialNSCs list (line 14). This
approach gives space to construct new potential NSCs with the currently traversed node as the first entry. Equation [8| depicts
the construction of partialNSCs list in the form of NSCs. The subsets of the longest partial NSC are also stored in the list, to
identify and store all the alternative execution paths effectively.

Vsy € Sj,ye N,Vn, e V,zeN,{l,m,o,...,t,p,q,r,...,k} CN, When servicel Ds = {p,q,r, ... ,k}, ®)

partial NSCs = { [¢], [< Sy Y >], [< Sy >, < 8,1y, >], [< Sy >, < SNy, >, < S,,0, >],
o< Syl >, < Sy >, < S0y >, < S h, >}

The algorithm further checks the partialNSCs list during each traversal for complete NSCs (line 15). Since each element in the
partialNSCs list is an array towards building the NSC when any of the arrays consists of services equal to the number of services
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in the NSC, the algorithm considers the array to be complete. Thus, it speeds up the performance of finding the complete NSCs
among the entries by just comparing the array lengths with the number of services composing NSC, instead of comparing the
services themselves (line 16).

Evora computes the penalty values consisting of parameters such as 7! and C for each chosen NSC, by retrieving the unit
values (such as ¢, and 7, ) from the edge VNF provider APIs for each of the VNFs. Since its goal is to satisfy the optimization of
the MILP models, it stores the computed penalty values consisting of parameters as metadata for the NSC, using persistPenal-
tyValues() (line 17). Storing of penalty values as metadata against each NSC increases the performance of finding the best-fit
NSCs for different user-defined penalty ratios (such as a, f, and y) at each execution.

Finally, pc is added to the matchingSubgraphsMultiMap against the key, nsc (line 18). Thus, multiple matches of execution
paths for each nsc are identified and stored, which can later be traversed to find the best fit for any user-defined policy for a
given NSC. The caching of multiple options ensures quick reaction to the dynamic changes of the edge nodes, such as node
downtime, service interruption, resource over-utilization in any given service deployment, and network congestion. pc is then
removed from the partiaINSCs list since the NSC is now complete and therefore no further service needs to be added to it (line
19). The algorithm thus finds all the potential execution paths until it finishes entirely traversing the nodes detected through the
MOM messages (line 23). Consequently, the initNSC procedure traverses the node graph, to find all the complete matching NSC
execution paths and stores them accordingly in the service graphs. By a complete search with all the nodes in the graph, and
then choosing the NSC with the minimal penalty value, Evora ensures that the optimal NSC is chosen.

4.3 | Resilient and Adaptive Execution of the NSCs

Algorithm[3|presents the NSC execution procedure where the orchestrator starts execution of the user-defined NSC. As the core
of Evora approach, this algorithm takes an NSC defined by the user (nsc), the relevant policies that need to be satisfied and
optimized through the MILP models (policy), and a pointer to the iTraverse() function interface as the input parameters.

Algorithm 3 Executing an NSC at the Edge

1: procedure EXECUTENSC(nsc, policy, iTraverse())

2 nscGraph < nscMap.get(<nsc, policy>)

3 if (nscGraph = NULL) then > One-time initialization per <nsc, policy>
4 if (matchingSubgraphsMultiMap.get(nsc) = NULL) then

5: initNSC(nsc, iTraverse())

6: end if

7 nscGraph < matchingSubgraphsMultiMap.getBest(nsc, policy) > Resolve the MILP models based on the policy.
8 nscMap.put(<nsc, policy>, nscGraph) > Replace the NULL value set in Algorithmfor the entry
9

0

end if

10: nextNodes < nscGraph.getFirst() > For parallel execution with multiple first VNFs, as elaborated in Figure[|

11: for (node in nextNodes) do

12: send(node, nscGraph)

13: end for
14: sendEvent(broker, <nsc, policy>)

15: end procedure

First, the executeNSC procedure initializes matchingSubgraphsMultiMap and nscGraph for the relevant NSC execution, if
they were not initialized previously. initNSC() procedure (elaborated in Algorithm [2) is called to initialize the matchingSub-
graphsMultiMap (line 5). Each NSC is defined along with the policies that it needs to abide by, such as minimal cost or minimal
latency. The algorithm chooses the best fit among the matching execution paths from the multimap based on the user-defined
policy, to resolve the MILP models (line 7). Since the penalty values for each NSC is stored as metadata against each NSC entry
in Algorithm 2} we can solve the minimization/maximization problem by a simple integer substitution (of @, f, v, ...) in O@(n)
time. Here » stands for the number of identified NSC execution paths for a user NSC.

nscGraph defines the chosen execution path or the chain of VNFs executing the NSC workflow. nscGraph is stored against
the <nsc, policy> tuple in the nscMap (line 8). The first nodes to initialize the NSC workflow are identified from nscGraph (line
10). The VNF execution is triggered at the first nodes in the execution path (lines 11 - 13). As the NSC may consecutively invoke
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two or more parallel service deployments as we elaborated in Figure[4 | the execution is generalized for distributed and parallel
execution of NSC. An event is sent to the respective broker using sendEvent() (line 14), with information on the NSC and policy.

S | PROTOTYPE IMPLEMENTATION

Evora proposes MOM protocols such as Advanced Message Queuing Protocol (AMQP)28, MQTT?Z, Simple Text Oriented
Messaging Protocol (STOMP)28, Java Message Service (JMS)32, and Extensible Messaging and Presence Protocol (XMPP)40
to be used in the edge nodes to publish their service status. We developed a prototype of Evora using Oracle Java 1.8.0 with
OpenDaylight*!' as the core SDN Controller and ActiveMQ% broker. User devices consist of an orchestrator that has a message
broker in the queue. Thus, the user can pervasively sense and detect the VNFs at the edge. We envision this as an edge version
of IoT, or an Internet of Services at the edge, more realistic and practical with the problem space confined to the edge, than the
entire Internet ecosystem.

Figure[6 |presents an illustrative deployment of the edge nodes and the user device. It also demonstrates how the orchestrator
of the user device visualizes the hypergraph of the edge node services in a graph of complete graphs. The edge nodes are detected
through the MOM messages, by subscribing to the relevant notifications. The user chooses to find only the relevant VNF nodes
at the edge. Thus, she can effectively control the size of the graphs based on her interests on various VNFs. The size of the
Evora graph representation in each user device can be anywhere from a few KBs to several MBs. Evora represents each node
by a complete graph. Each link to the node that connects it to adjacent nodes or the Internet is depicted by multiple links to each
of the service in the nodes. The connected graphs representing each node consists of nodes that denote the services connected
by stronger links than the inter-node links of the hypergraph as illustrated.

OO0k

n8
5 ()
S s
Manager 1| Controller \
N Ng | = Event
. ; Manager ey n,.s,
. SDN s n, @
s .1 | Controller | | @ | |- "o
5 o *
coopfl ] IF
N Manager ‘%%
%
Event %
Manager "%
n.s

672
Event Orchestrator @ “@
Manager
Ng
User Device
Orchestrator’s Simplified

Representation of the Hypergraph

FIGURE 6 An Evora deployment: Edge Nodes and the User Device

Some nodes have a broker, while every edge node consists of an Event Manager. Event Manager is a thread that functions as
an event publisher and event listener, to publish messages to the subscribers through the broker, and subscribe to notifications
for relevant events. We developed the interaction between the Event Manager and the broker, through AMQP messages. Evora
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SDN controller is an extended SDN controller with VNF orchestration capabilities. The controllers manage the node networks,
with the ability to dynamically program the network. MOM messages do not necessarily require a static link, as they can go
through over the Internet or an overlay network, and can be formed dynamically without a predefined hierarchy. The user device
consists of an orchestrator where the user can define an NSC as a composition of various services. With an Event Manager, the
user device also is subscribed to the broker instances to know the status of the edge VNF deployments.

There should be a secured connection between the nodes for the data transfer between the service executions in an NSC. Edge
nodes of a single provider in a neighborhood are typically connected to form a private network to minimize latency, reduce
expenditures and security risks caused by utilizing the public Internet for local inter-node traffic, and maximize throughput.
Unlike a stand-alone VNF execution, NSC requires a workflow of multiple services. A VNF provider typically guarantees a
protected connection for live migration of data between her VNF offerings. Evora ensures completeness of a user NSC execution
through the availability of a connected graph of nodes consisting of all the services in the NSC.

In a typical edge user scenario (such as an edge data center used for network services), the user is subscribed to offerings
from particular edge nodes and will have dedicated connections established between the edge nodes and the user on-premise
deployments and servers to avoid latency. In a mobile environment or an execution environment composed of many light-weight
edge nodes, the user needs to develop links dynamically through the Event Manager. As with the cloud platforms and web
services, edge nodes should provide standardized APIs for the customers to interact with their service offerings, and support
inter-node migration of data and execution. Unless a single edge VNF provider offers all the related network services, it is fair to
expect that they provide relevant secured APIs for NSCs, to maintain a competitive business model. We anticipate the API-driven
microservices era that we witness in the current industry will make this more widespread soon in 5G and MEC environments.

6 | EVALUATION

We assess Evora algorithms with microbenchmarks to evaluate its performance and ability to abide by the user policies.

6.1 | Problem Size and Scalability of Evora

Evora represents the edge services hypergraph as a graph of complete graphs, as elaborated in Section The number of links in
the node graph depends on the average degree of each edge node, in its connections with other edge nodes, and the total number
of edge nodes considered in a given deployment of Evora. First, we evaluate the growth of the service graph representation
against the increasing number of services in each node and the average number of links between the nodes.

Figure[7 |illustrates the growth of the problem space of constructing NSCs at the edge. Just with 10 VNF per edge node, and
nine links in the node graph, Evora service graph reaches 1000 links. We observe that the number of links in the service graph
representation grows linearly with the number of links between the edge nodes, and exponentially with the average number of
services per edge node. The growth of the alternative parts composing the NSC illustrates the scale of the resource allocation
problem.

We further profiled the performance of Evora with microbenchmarks to evaluate its performance with scale. Tablelists how
the orchestrator in the user device performs in various stages of its execution. The most time-consuming tasks are constructing
the graphs initially and finding the potential VNFs for an NSC via graph matching for the first time. Constructing the edge
and VNF graphs are performed at the initialization of the user device by the Algorithm [T} The time it takes is bound by the
number of edge nodes and the number of brokers. The number of brokers can be at most as high as the number of edge nodes,
in the worst case scenario for the performance of Evora orchestrator. In the best case, the number of brokers is much smaller in
number compared to the number of edge nodes. Therefore the Evora orchestrator takes @(n?) time to initialize the graphs. The
n depends on the number of edge nodes that the user device identifies. The data is stored in indexed map structures. Therefore,
the subsequent update messages received from the brokers take ®(1) time to keep the graphs updated, regardless of the number
of edge nodes and VNFs present. Therefore, with time, the overhead caused by the edge notifications in practice is a constant.
In the worst case, if most of the edge nodes send update notifications at once, the update time will be @(/og(n)).

Once the graph is constructed, the orchestrator needs to find the potential VNFs for a given NSC, by executing Algorithm [2]
The MILP models on maximizing or minimizing specific parameters are not considered in the initial graph matching to find and
store all the matching pairs of VINFs. Hence, this step is performed regardless of the user policies. This graph matching takes
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No. of Service Graph Links

FIGURE 7 Representation of the service graph from the node graph

TABLE 2 Performance and Scalability of Evora Orchestrator Algorithms

Alg. | Description Frequency O(f(n)
1 Construct the graphs Once per user device o(n?)

1 Updates to the graphs Upon an update message from a broker | ©(1)

2 Finding potential VNFs for an NSC via graph matching | Once per user NSC definition on?)

3 Choosing the best-fit VNFs by solving the MILP models | Once per <nsc, policy> pair BOn)

3 Executing an NSC abiding by a user policy Once for each NSC execution o)

quadratic time, which scales depending on the number of VNFs in the graph. In practice, this is often executed just once, along
with the initialization of the graphs. The updates are handled within a logarithmic time scale, similar to the graph initialization.

Finally, solving the MILP models for each < nsc, policy > pair takes in all the cases @(n) time. Once the VNFs are chosen
for a user NSC abiding by the policies, the subsequent overheads to the NSC execution from Evora orchestration are negligible
constant time. Thus, by using its efficient map data structures to store the graphs, Evora minimizes the overheads on more
frequent executions, while making the MILP optimization time linear. Furthermore, by storing the previously computed results
such as all the matching VNFs, Evora handles the updates more efficiently, from constant to logarithmic times in the average
and worst case scenarios. While the initialization process itself takes a few seconds (depending on the computational power
and the number of edge devices) in the presence of thousands of edge nodes, this is one-time initialization process. Through
its scalable architecture empowered with MOM, Evora allocates the user NSCs across the edge VNFs, despite the presence of
1000 edge nodes, along with a million service graph links. We measured and estimated the time overhead from Evora for the
first execution of an NSC to be less than 0.3%, taking a few seconds when the NSC executions (such as browsing the Internet
through a protected NSC with firewalls, parental control, and load balancers) are in the scales of minutes to hours. Furthermore,
except for the first flow of a user NSC, all the subsequent flows do not incur an overhead from the Evora algorithms.

6.2 | Efficient VNF Allocation at the Edge

We evaluated the accuracy of Evora (to assess its effectiveness in the sense of how accurately its decisions reflect the user’s intent)
in VNF allocation at the edge, based on user-defined penalty functions consisting of one to three attributes: from latency (ms),
throughput (Mbps), and monthly cost ($). When handling two or more attributes, the penalty function gives weight (through
user-defined policies) to the normalized values of each of the metrics (e.g., throughput and monthly cost) across each one’s
value range (e.g., from 0 to 12000 Mbps; from 0$ to 18003, respectively). In the following figures, the more accurate (and
thus better performant) Evora is regarding the user’s intent, the lower the penalty function is, and the darker the circles are (so,
lower penalty and darker circles are better). These darker circles should thus occupy regions of the graphs where the (possibly
combined) metrics of interest to the user exhibit better values.
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Two Variable Attributes in the User Policies

Figure |8 [depicts the performance of Evora, calculating a composite penalty value from two variable attributes (each with an
equal weight of 1.0) and minimizing the penalty value for a resource allocation adhering to the user-defined policy. The Figures
show darker circles where the penalty function is lower (and therefore indicating closeness to what it captures as the user’s
intent).
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FIGURE 8 Evora policies with two attributes of equal weight.

In Figure [8_a we can see that most darker circles are closer to the highest values of throughput (one aspect of the user’s
policy) but in the top-right corner (higher cost). Nonetheless, we note that there are also darker circles (two) on areas with lower
cost ($1000, i.e., with significant savings from $1600) than other circles that offer lower bandwidth with actually higher cost
(i.e., lighter circles on the $1400 line). This observation indicates that our penalty function can award some of the lowest values
(and therefore identify those as of higher interest to the user) to the combination of 9000 Mbps and around $1000 cost. This
seems indeed the best combination for the user (remember she gives equal weight to monetary cost and throughput)E|Fi gure
shows that the darker cycles are more present in the lower-right area of the chart. Thus, the penalty function can identify how
to maximize throughput (well over 9000 Mbps) while minimizing latency (with equal weights) with great effectiveness (once
again, any of values with the lowest distance to the lower-right corner would be optimal). Similarly, in Figure the darker
circles are predominantly in the lower-left region, showing that the penalty function can capture solutions that minimize cost
(lower than $400), with very reduced latency (as good as with solutions costing $1000 and downwards).

Three Variable Attributes in the User Policies

We then evaluated the VNF allocation considering all three attributes: latency, throughput, and monthly cost. Figure[]illustrates
the performance of Evora giving prominence to one of the three attributes while considering the others as a secondary preference,
in a three-dimensional space. The attribute with the highest prominence is given the weight of 1.0, while the other two are
given the weight 0.3. The monthly cost of the NSC is depicted by the radius of the circles, while the throughput and latency are
illustrated by the x and y-axes respectively. Similarly, Figureillustrates the performance of Evora giving prominence to two
or all of the three attributes equally.

In Figure[0_a we can see that most darker circles are closer to the highest values of throughput (higher than 9000 Mbps). We
also note that with equal throughput, the darkest circles are at the bottom-right, indicating lower latency in addition to the high
throughput. As the cheaper services offered lower throughput, they are not chosen by Evora. Figure shows that the dark
cycles are those with the smallest radius, indicating how the cost is minimized. Moreover, still, the darkest circles are found at
the bottom of the plot, indicating the minimal latency. Since higher throughput services typically entailed a higher cost, it was
a trade-off that lower throughput services were chosen in favor of a lower cost. Similarly, in Figure the darker circles are

2t is an extra step, not hard under these circumstances, to identify this more adequate value (even though, for completeness, this could entail, e.g., exploring the Pareto
frontier of the optimal solutions, that we do not consider here and leave for future work).
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FIGURE 9 Evora policies considering three attributes with prominence to one of the three attributes. The radius of the circles
represents the cost.

predominantly in the bottom region, showing the penalty function can capture solutions that minimize latency (lower than 200
ms). Among those, the circles with smallest radius (cheapest services) and those in the bottom-right (higher throughput) remain
the darkest, indicating the efficacy of Evora in adhering to the user policies.

Figure[T0 a] Figure[T0 b] and Figure[T0 c|give prominence to two of the three attributes equally (1.0), while still considering
the third attribute (with a weight of 0.3). Figure[I0_d| gives equal prominence to all three attributes (1.0). Figure[T0 a]displays
the darkest circles at the highest values of throughput (higher than 9000 Mbps), while also having darker circles with smaller
radius indicating the cheaper services (as found in a cheaper service offering around 6000 Mbps). Since latency was not given
prominence, it can be noted that a smaller circle (lower cost) with high throughput (9000 Mbps) still has a dark complexion
though it had a high latency (500 ms). Figure[I0_b|shows the darkest circles in the bottom-right corner, showing high throughput
(higher than 9000 Mbps) and lower latency (less than 100 ms), albeit with higher prices as the cost was not given prominence.
Figure contains the circles with the smallest radius on the bottom as the darkest, indicating the success in identifying
choices of minimal cost and minimal latency (less than 150 ms). However, as a trade-off, here the services with lower throughput
were chosen. Figure[TI0_d|attempts to give equal weight to all the properties. In doing so, it manages to maximize the throughput
(typically above 9000 Mbps) and minimize the latency (typically below 100 ms). It also has dark circles with low radius,
indicating the preference for cheaper services.

Our evaluations highlighted how Evora supports user-driven policies effectively in selecting the NSCs, considering one to
three attributes with user-specified policies (including various attributes, normalized with weights). Considering more attributes
as n-dimensional environments, Evora can handle complex user policies with more than three attributes defining the penalty
value that needs to be minimized.

7 | RELATED WORK

In this section, we will look into the state of the art and related work to Evora on, i) VNFs in edge environments, ii) VNF
placement, resource allocation, and network softwarization for NSC, and iii) Orchestration of network services.

7.1 | VNFs in Mobile and Edge Environments

The recent surge in network softwarization has enabled a fine-grained automated control of data center and cloud networks.
Light-weight container-based frameworks have been proposed for service provisioning with minimal service migration time in
the MEC environments?®, Several solutions have been proposed for context-aware execution of mobile applications at the edge,
with focus on bandwidth, latency, and jitter*3. However, the current solutions fail short in addressing optimality due to the scale
and variety of devices and users in the MEC environments. By leveraging its SDN-based architecture and algorithms leveraging
the edge environments, Evora offers both optimality and scalability to the VNFs in the MEC environment.
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FIGURE 10 Evora policies considering three attributes with prominence to two or all of the three attributes. The radius of the
circles represents the cost.

NetFATE** offers a VNF-as-a-Service (VNFaaS), virtualizing network services of both Customer Premises Equipment (CPE)
devices and Provider Edge (PE) nodes. Though NetFATE can be extended to support NSCs, it focuses on a network provider
offering the VNFs, rather than facilitating user-defined NSC over third-party edge VNFs. Evora supports user NSCs across
the edge VNFaaS and has a broader problem space. Leveraging network softwarization, system administrators may configure
the networks to adhere to a specific set of policies, such as energy and carbon efficiency®. The system and user goals can be
complementary or even contradictory to one another. For example, one user’s requirement for latency-aware execution may lead
to a higher energy cost for the network. Thus, the research proposes VNF placement in distributed edge data centers considering
various heuristics*6. These policies can easily be incorporated into the MILP models of Evora, though Evora focuses on NSCs
from an independent end-user perspective.

Evora identifies that controlling MEC and 5G networks requires a dynamic collaboration of controllers, with protected access
to each other. The research proposes fair resource allocation algorithms for Lambda architecture to support a seamless deploy-
ment of services as functions across various infrastructures*’. Mobile Service Sharing Community (MSSC)#® addresses the
service composition in dynamic mobile environments with both the mobile web service provider and consumer being non-
stationary. SDS frameworks have been proposed for efficient execution of MEC applications*?. CHIEF>Y designs a community
network with several edge nodes with a federated deployment of SDN controllers. While these IoT approaches facilitate VNFs
in dynamic MEC environments, they are not optimized to chain the VNFs in a bandwidth-efficient manner. Evora addresses
these shortcomings, thus accommodating the latency-sensitive nature of VNFs.
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7.2 | VNF Placement for NSC

Network softwarization brings down the time to develop an NSC from the scale of hours or a few days down to the range
of seconds or minutes®l. SDN control plane for data centers has been designed with hypergraph models®2. NSCs have been
optimally provisioned across the selected VNF nodes using ILP>¥ and MILP models®*. Using a Column Generation (CG)
decomposition> along with an ILP, previous research minimizes the bandwidth consumption in the software-defined data center
networks of NSCs®2. This research has been extended concerning geographically distributed cloud environments to have minimal
inter-cloud traffic and response time. An affinity-based approach (ABA) minimizes the total delays and resource cost in NSCs,
solving more complex problems faster than ILP in the distributed cloud environment=®, These works share the approach with
Evora, though they do not extend to the edge environments which are more diverse. The previous research®! also looks at the
optimization problem from the perspective of a VNF provider, while Evora looks at it from the user perspective to identify the
best options for the user from multiple edge VNF providers.

Virtual Network Embedding (VNE)*’ is a core concept in multi-tenant virtual networks, as the network resources are allo-
cated to various tenants that share the network. ViTeNA®® proposes algorithms for VNE in multi-tenant data centers. ESCAPE
is a scalable architecture for NSC orchestration, which leverages Mininet network emulator™?, ClickOS? virtualized software
middlebox platform, NetConf configuration protocol®!, and POX SDN controller®?, to support VNF implementation, traffic
steering, and VNE®?, OpenDaylight extends its controller to offer SFC as an incubation project. UNIFY programmatic frame-
work performs NSCs in a data center environment based on OpenStack® and OpenDaylight through joint virtualization and
control®. It presents an NSC control plane to integrate various VNF execution environments, supporting dynamic VNF cre-
ation and orchestration in cloud networks®. However, NSC at the edge has more dimensions than data centers and clouds, as
edge environments consist of several nodes of different scales and numerous services. Evora presents an adaptive approach for
VNF selection at the edge for user NSCs.

Mayan®’ is a service composition framework that exploits SDN and MOM to choose the best service deployments among
the available alternative deployments for a context-aware composition of web services in a wide area network. NSC is a specific
case of service compositions, as service compositions chain services with one’s output as the input of another. However, Evora
is the first to extend this approach for a resilient and adaptive execution of NSCs at the edge. A hybrid network with dedicated
physical/hardware network functions along with VNFs can offer elasticity to the network functions and support bursts in demand.
Efficient placement of such a hybrid deployment can improve the throughput of NSCs, as shown through ILP models in previous
research®., Evora can extend these hybrid networks to the edge and enhance their efficiency.

7.3 | Service Orchestration

Service awareness and autonomic computing, including self-healing, self-protection, and self-optimization, have long been pro-
posed to evolve service layer cost-efficiently for the telecommunication industry®®, These early research efforts were driven
significantly by research and did not materialize in the mainstream telecommunication enterprise. Currently, the industrial
implementation efforts are catching up on the VNF orchestration front with the move towards the 5G networks. ONAP, Open
Network Automation Platform”” is a Linux Foundation project to manage, control, and orchestrate the network services end-to-
end. Lifecycle Service Orchestration (LSO) encompasses the network softwarization advances of SDN and NFV for end-to-end
management, orchestration, and control of network services”!. Efforts on LSO and TOSCA (OASIS Topology and Orchestra-
tion Specification for Cloud Applications)?? are working towards making complete standardization and end-to-end workflow
orchestration a reality. Cloudify”? is a model-driven microservices-based cloud orchestration framework with pluggable NFV
components. Cloudify is interoperable with other VNF providers through its TOSCA-compliance.

MEF (formerly known as Metro Ethernet Forum) operates Third Network on Carrier Ethernet 2.07# with the vision of offering
a comprehensive framework for LSO. Ciena Blue Planet”> provides a microservices architecture with orchestration capabilities,
offering a vendor-agnostic platform for LSO. T-NOVA® is a research effort on end-to-end management and orchestration of
network services composed by VNF-as-a-Service. Cisco Tail-f*? provides network orchestration with support towards achieving
LSO. MEF 3rd network and ONAP collaborate to deliver orchestrated services over automated networks consisting of multi-
ple providers and technology domains. Cross-layer management optimizations such as LSO facilitate composing and migrating
NSCs seamlessly across platforms and vendors, towards end-to-end automation and management of network services. LSO
focuses on complementing SDN and NFV to automate the network services with open APIs across multiple provider networks
and technology domains. Evora expands the existing research on network softwarization and LSO into edge computing environ-
ments which are more dynamic than the traditional cloud and data centers. MEF 3rd network and Open Network Automation
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Platform (ONAP)™ collaborate for orchestrated services over automated networks, with a goal of offering service orchestra-
tion across multiple providers and technology domains. While these projects aim to provide a seamless inter-cloud service
orchestration, their adoption to edge environments is still yet to be realized.

OSM is an open source implementation of MANO (NFV management and orchestration), to coordinate and manage the
resources in a cloud data center’®. MANO has been extended with a network slicing support, for the execution of VNFs in the
LTE networks. These research efforts are promising. However, due to the heterogeneous and multi-vendor nature of the edge,
a messaging-based approach without a static control hierarchy (such as the one followed by Evora), will better fit NSC at the
edge environments. There have been research and industrial efforts on service placements at the edge, and software-defined
approaches to facilitate service compositions. However, Evora is the first to propose an extended software-defined approach
with SDN and MOM for optimal NSCs at the edge.

8 | CONCLUSION

Emerging trends in telecommunications show that network softwarization and MEC will continue to influence and drive the
innovation in 5G. VNFs are placed at the edge to support the overwhelming demand for latency-aware service execution. How-
ever, resource allocation at the edge for NSCs is an NP-hard problem as various user policies must be satisfied to assure QoE
while choosing the VNFs.

In this paper, we presented MILP models and a graph-based architecture to compose NSCs by leveraging the third-party edge
VNFs from multiple providers. We designed Evora extending SDN and MOM for an adaptive execution of NSCs. Evora, with
its software-defined approach, spawns instances of VNFs in each edge node that offers the particular services and thus helps to
compose NSCs that are policy and latency-aware. We evaluated the Evora models and algorithms for NSCs with various user-
defined policies. Our evaluations highlight how Evora provides resilience and agility to the NSCs in the MEC environments
through its orchestration of multiple execution paths spanning the edge nodes.

As a future work, we envision Evora supporting NSCs in hybrid networks consisting of both physical and virtual network
functions. The VNFs are spawned when there is a spike in demand for the hardware network functions. This approach offers both
the performance of the hardware network functions as well as the scalability and configurability of the VNFs. Thus, Evora could
be extended with backward-compatibility for legacy physical network functions that are agnostic to network virtualization.
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