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1 Introduction

The problem of voting may be seen as the most elementary secure function
evaluation problem. Each voter V; € {V1,...,V,,} has a secret input x;, which is
0 or 1 depending on the voter intent, and the voters want to jointly compute the
election result as p(x1,...,2,) = Y., &;, while not revealing any information
that cannot be derived from this election result.

Low-tech solutions can be used to solve this problem. One traditional pro-
tocol goes as follows:
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Election authorities define who has the right to vote, and on which ques-
tion the voters should voter;

Voters enter a voting booth that gives them privacy while they write their
vote on a ballot, which they fold before leaving the booth;

Voters gather around a ballot box and check that it is empty;
Voters, in-turn, place their ballot in the ballot box;
The ballot box is shaken, then opened, and the votes are publicly counted;

The election authorities announce the tally.

This protocol has many benefits.

Correctness. Regarding correctness, this protocol has the following appealing
properties:

e Cast-as-Intended voters can verify that their ballot captures their vote

intent;

¢ Recorded-as-Cast voters can verify that their ballot is on-record in the

ballot box, and is not removed or tampered with;

¢ Eligibility Verifiability anyone can verify that only legitimate voters

insert one ballot, and only one ballot, in the ballot box;



e Counted-as-Recorded anyone can verify that the ballots contained in
the ballot box are proprely counted.

The first two properties are often associated to the idea of individual verifia-
bility, while the last two properties are often associated to the idea of universal
verifiability. A voting system that offers all these properties is called end-to-
end wverifiable, or simply wverifiable, following an idea introduced by Benaloh
and Fischer in 1985 [CF85]. In particular, a successful verification process of
a verifiable election guarantees that the tally is correct independently of any
trust assumption in any (subset of a) designated group of persons (election au-
thorities, observers, auditors, ...), or of any trust assumption in any piece of
software. In many verifiable voting systems, the computational complexity of
the verification process requires using a computer and a verification software.
This does not create a contradiction with the previous trust model, as long
as the verification does not depend on trusting any specific (subset of a) des-
ignated group of computers or pieces of software: the auditor is free to pick
any computing device, or possibly several computing devices, and to use his
own verification software if he wishes to do so. Phrased in another way, the
use of software in an election would not contradict end-to-end verifiability as
long as the election remains software independent, meaning that “an undetected
change or error in its software cannot cause an undetectable change or error in
an election outcome” [Riv08].

Privacy. Regarding privacy, this protocol keeps individual votes completely
secret until the tallying starts, guarantees that votes are cast independently of
each other, and eventually leaks nothing more about the votes than what can be
derived from the election result. What is actually leaked by the election result
then depends on the voters’ choices: an unanimous choice would leak everyone’s
vote intent. It also depends on the correctness of the ballot box content: if
someone manages to remove all the ballots from the ballot box before the last
ballot is inserted, and if that last ballot becomes the only one to be tallied, then
that last vote won’t be secret, even if a large number of ballots supporting the
different choices were initially inserted in the ballot box.

The use of a voting booth is also expected to offer some form of receipt
freeness or coercion resistance, that is, to make it impossible for a voter to
demonstrate how he voted, even if he wishes to do so. This guarantees the free
expression of the vote, as a voter may not be coerced into voting in a specific
way, nor willingly decide to sell his vote, since the buyer would not be able to
verify what he paid for. Unless, again, individual votes can be derived from the
election result.

However, the extent to which this protocol guarantees coercion resistance
may be limited in reality, and depend on many extra security measures. When
voters write the name of their selected candidate on the ballot, they may be
given carbon paper to record how they voted [CML18]. Or voters may be given
a stolen pre-filled ballot before entering the voting booth, and be required to
cast that ballot and bring back a blank ballot, which will be used to coerce



another voter [Crul3]. Smartphones or cheap spy cameras can also be used to
ask a voter to film himself inside the voting booth, in order to offer live evidence
of the content of a ballot [New03]. When talliers are also coercers or vote buyers,
they may also require voters to place a small mark on a ballot, or to make a pin
hole at a specific position, or to fold the ballot in a specific way, so that it can be
tracked [Sch02]. When there are many ways of voting, e.g., when it is possible
to approve any number of candidates from a long list, or when a large number
of candidates can be ranked, a voter may simply be instructed to vote according
to a most probably unique pattern [DCO7]. In such a case, even electronic cast
vote records can be used for coercion, and coercion could then be performed
by anyone if these cast vote records are made public (e.g., in order to support
recounts).

The chain of custody. The security of this protocol crucially depends on the
quality of the chain of custody of the ballots. In particular, universal verifiability
depends on the possibility for a voter, or for an observer, to continuously watch
the ballot box in order to verify who inserts a ballot, that the ballot box is
not tampered with, and that the counting process is honest. If this continuous
watch is lost, the chain of custody is broken, and it cannot be repaired. In
particular, any recount is useless if there is no trust that the right ballots are
counted. And maintaing an unbroken chain of custody on the ballot boxes can
become extremely challenging as soon as an election must be organized at a
moderately large scale.

The reliance on a chain of custody has become necessary because of the
requirement of secret ballots. If there were no privacy requirement, it would be
an option to have a public bulletin board on which one could display the list of
voters together with the ballot that they submitted. Verifying the content of
this bulletin board could be done by anyone, at any time, and any change would
be visible. A good custody would of course still be useful in order to make sure
that the election process succeeds (anyone erasing the bulletin board might be
able to cause the cancellation of the election), but the role of this custody is not
anymore to guarantee that the announced result is correct.

Cryptography comes in. These observations highlight why secret ballot
elections raise a fundamental tension between correctness and privacy require-
ments. As these requirements are the core business of cryptography, it is quite
appealing to explore how cryptography could reconcile them.

Of course, introducing cryptographic operation in an election also creates
new difficulties: introducing the requirement of a cryptographic expertise in
order to understand that their vote was properly recorded and counted may
contradict the requirement of organizing public elections: similar arguments
were used in the March 3, 2009 judgement by the German Federal Constitutional
Court on the use of voting computers [Fed09]. Other democratic countries have a
different view, and Internet voting making heavy use of cryptographic protocols
has been routinely used in government elections in Estonia and Switzerland, for



instance, during the last 20 years.

But the adoption of cryptography in an election process is not a synonym of a
reliance on cryptography for a correct election result. Cryptographic techniques
have indeed been designed and deployed, including in government elections,
with the purpose of offering an additional layer of verifiability rather than as a
substitution to traditional security measures [CCC*10, CRST15, BFS*21].

Chapter organization In the rest of this chapter, we will describe various
cryptographic techniques that have been proposed in support of verifiable secret
ballot elections.

We will start by presenting a simple voting system, then describe security
definitions for verifiability and ballot privacy, and eventually discuss two prob-
lems for which we remain fairly far from having satisfactory solutions.

2 Single pass voting

Most voting schemes follow a common pattern of a single pass voting pro-
cess [BCG'15], running in four phases, based on six algorithms: Setup, Vote,
Tally, Publish, VerifyBallot, VerifyTally.

1. In a setup phase, a well identified authority, possibly supported by a group
of trustees, runs a Setup protocol that generates the data needed to run the
election, based on a security parameter A and an election description E D,
which includes the questions and choices that are offered on the ballot,
the list of voters, the voting period and the place at which ballots must
be submitted. Setup(1*, ED) outputs a pair (pp, sk) where the public
parameter pp contains ED augmented with cryptographic material such
as public keys and the description of the trustees. The secret elements
in sk are kept by the authority and trustees — each trustee T; may keep
his own secret element sk;, part of sk. We assume that pp is provided as
input to all the other algorithms.

2. In a voting phase, voters access the public paramters pp from the setup
phase, and produce a ballot b encoding their voting choice v, together with
a tracker ¢ for that ballot by running (b, t) < Vote(id,v). The pair (id, b)
is then submitted to the authority, possibly with some credentials, while
the tracker t is kept by the voter for auditing purpose. The authority keeps
the sequence (id, b) of submitted ballots in an internal bulletin board BB.

3. In a tallying phase, the authority and the trustees jointly compute the
election result v, and evidence 7 of the correctness of this result, by jointly
computing (v,7) ¢« Tally(sk, BB). They publish a public version of BB
as PBB «+ Publish(BB) together with v and .

4. In the audit phase, which may in practice be split into different steps
that are performed in parallel of, or in-between the previous three elec-
tion phases, based on (PBB,v, ). Trustees, when they exist, are invited



to verify that their secret key elements have been properly included in
the election public parameters by computing VerifySetup(7;, sk;), which
returns T or L depending on whether the verification is successful. Voters
themselves are invited to verify that their ballot made it to PBB by com-
puting VerifyBallot(PBB, id, t), which returns T or L as before. Further-
more, anyone, including external auditors, is invited to verify that the an-
nounced result v is consistent with P BB by computing VerifyTally(PBB, v, ),
which also returns T or L.

This single pass process, in which voters only need receive data from the setup
phase information, and then cast their ballot by submitting a single message
(that may include paper and electronic data), offers a lot of convenience. It is
rarely realistic, except in smaller scale elections like board elections, to require
voters to communicate with each other or interact in multiple rounds in order
to submit their ballot, even though this may also offer security benefits, like the
absence of any trustees on which privacy would rest, or dispute freeness [KY02,
HRZ10].

2.1 Voting based on an additively homomorphic encryp-
tion scheme

We describe one of the most common and successful approaches to verifiable sin-
gle pass voting schemes was pioneered by Benaloh [Ben87]. In the setup phase,
trustees jointly generate an election public key for an additively homomorphic
encryption scheme.

In the voting phase, voters use that public key to encrypt their vote, ex-
pressed as an encryption of a 0 or a 1 for each candidate, prove in non-interactive
zero-knowledge that their encrypted vote is valid, and submit the resulting bal-
lot, made of the encrypted vote and validity proofs, to the election authority.
Voters also keep a hash of their ballot as tracker.

In the tallying phase, the trustees compute an encryption of the election re-
sult by taking advantage of the homomorphic property of the encryption scheme,
and verifiably decrypt that election result.

In the audit phase, the election authority publishes the list of voter id and
ballot pairs, together with the election result decryption proof. Voters can then
use the ballot hash that they recorded in order to see that the right ballot is
associated to their id, or that there is no ballot at all if they did not vote. Even-
tually, everyone can check that all the ballots are associated to legitimate voters,
that all the recorded ballots are valid, and that the announced election result
is indeed the decryption of the homomorphic aggregation of all the recorded
ballots.

Benaloh’s protocol was based on his own encryption scheme, which relies on
a higher-order residue class decision problem modulo an RSA modulus. Here,
we present a different instance of Benaloh’s approach, similar to the protocol
introduced by Cramer, Gennaro and Schoenmakers [CGS97], and which works in
any DDH group. Close variants of this protocol have been adopted in numerous



voting systems and libraries, including VoteBox [SDWO08], Helios [AdMPQ09],
Belenios [CGG19] and ElectionGuard [Ben22]. The protocol proceeds as follows.

1. Setup. Based on the election description ED, the election authority
runs the protocol Setup(1*, ED). It proceeds by (i) designating a set
of trustees {T1,...,Tm}, (ii) selecting a DDH group (G, g,q), where g
generates the group G of prime order ¢ (iii) asking each trustee T; to pick
a secret key x; < Z4 and return the corresponding public key y; = g%,
together with a Schnorr proof of knowledge of x;, computed as (e;, f;)
where e; = H(l;,y;,¢") for a random r; € Z, and f; = r; + e;x;. Here,
H is a hash function, and ¢; designates context information, including T3,
ED, and the group description (G, g,q). The election public parameters
pp are made of ED, the DDH group (G,g,q), the list of trustees and
associated public keys and proofs (T3, y;,e;, fi), and the election public
key computed as (g,y = [[/~, ¥ = g>=1 7). They are made public by
the election authority. The secret elements in sk are the x; decryption
keys, which each trustee T; keeps secret, together with /;.

If the identity of the trustees submitting their public key is properly verified,
and if the proofs are all valid, such a key generation process guarantees that the
contribution of all the trustees will be necessary to decrypt a message freshly
encrypted with the ElGamal public key (g,y). However, a single missing key
would make it impossible to compute an election result, and robustness is often
desired. Sometimes, this concern can be addressed in very simple ways: if
one wishes to have 3 trustees, and 2 of them needed to tally an election, it is
sufficient to ask each trustee T; to share a copy of their secret key with trustee
T;+1 moa 3 before the election starts. General threshold solutions can also be
obtained using variants of a protocol proposed by Pedersen [Ped91] that have
been implemented in Belenios [CGG19] and ElectionGuard [Ben22] for instance.
They however bring the practical difficulty of requiring rounds of communication
between the trustees.

2. Voting. FEach voter obtains pp from the the authority, including the
ballot description and election public key (g,y). Now, Vote computes, for a
ballot with a single option v € {0, 1}, an ElGamal encryption of the voting
choice together with a proof that the ciphertext is indeed an encryption
of a bit. An encryption of choice v is computed as (a,b) = (g",y" ") for
r < Zg, and the proof as (e, fr, fa, fv) where e = H({,a,b,a’, V', ¢, d) with
a =g b =yt c=g' d =yt for s,t,w + Zg and f, = s+er, f, =
w+evand f, =t+r(e— f,). As before, ¢ contains context information,
including pp. The ciphertext and proof are serialized into a ballot b and
submitted to the authority, together with the voter identity. The tracker
t is computed as H (b).

The Vote algorithm performs encryption using exponential ElGamal, which
is by far the most commonly used encryption mechanism in verifiable election
systems, because its key generation process can be distributed easily [Ped91].



The situation is indeed considerably more complicated with an encryption scheme
based on an RSA group, like Paillier’s scheme for instance [Pai99], because of
the complexity of generating an RSA modulus in a distributed way. Exponential
ElGamal comes with an inefficient decryption process since a discrete logarithm
must be extracted, but this discrete logarithm is normally small enough to be of
no practical concern: exhaustive tables are often pre-computed, or a baby-step
giant-step algorithm can be used if needed.

The proof that the ElGamal ciphertext is an encryption of v € {0, 1} actually
shows that v(1—v) = 0 mod ¢, and is analyzed by Groth and Kohlweiss [GK15]
for instance. It offers the convenience of being compatible with several batch-
ing techniques, saving computational work when many proofs need to be com-
puted [DPP22a]. Another option, used in many practical systems, is based
on the Chaum and Pedersen discrete logarithm equality proof [CP92], made
disjunctive thanks to the generic transformation of Cramer et al. [CDS94].

Such a Vote algorithm is tailored for a single choice: the encryption hides the
choice, and the proof guarantees to a third party that the ciphertext contains a
valid choice. Approval voting on multiple candidates can be performed trivially,
by computing as many ciphertexts and proofs as the number of candidates, and
all these ciphertexts and proofs can be serialized in a single ballot. Different va-
lidity proofs may also be included in elections where the voter can only approve
a limited number of candidates [CGS97, DJO1].

It is obviously crucial to make sure that the voter obtains authentic election
public parameters: using an incorrect ballot format, ballot submission process or
election public key would have a disastrous effect. Ensuring the use of authentic
parameters may be highly non-trivial to address in practice, depending on the
election setting. In the case of Internet voting, the public parameters may be
delivered from a web server managed by the authority. One then needs to make
sure that the voters connect to the correct web server, but also that the web
server distributes authentic parameters. Signing these parameters offers limited
help here, because voters would typically need access to another root of trust
in order to obtain access to authentic hashes or signature verification keys —
this may only be feasible to expert users. And even if an authentic signature
verification key may be of limited interest if the signature verification software
comes from the same potentially compromised web server. Potential ways to
address these issues include the use of independent ballot preparation systems
rather than relying on code delivered by the server and the publication of (a
hash of) the public parameters through independent channels — newspapers for
instance. Note that these challenges are not unique to Internet voting: they
sometimes appear in paper-based elections as well [TM20].

3. Tallying Once the voting phase is over, and after the content of the
bulletin board has been frozen, the election result can be computed using
the Tally protocol.

The simplest option, used by default in most of the systems referenced
above [SDWO08, AdAMPQ09, CGG19, Ben22], is to take advantage of the
additive homomorphism offered by ElGamal ciphertexts: the ciphertexts



(g™, y" 1), ..., (g™, y"™ V") included in each ballot can be multiplied

together, resulting in the ciphertext (a,b) = (¢",y"t?) = (g2i=1 i, y2oi=1 Titvi),

which encrypts the election result. Each trustee T; can then compute the
decryption factor d; = a®¢, and prove that this factor was correctly com-
puted, using the Chaum-Pedersen protocol: the proof (e;, f;) is computed
as e; = H(l;,y:,a,b,¢9%,a%) and f; = s; + e;x;. Here, ¢; designates con-
text information, including 7; and the hash of BB and s; € Z, is selected
uniformly at random.

When all the decryption factors have been collected and published, it is
possible to compute y* = b/ [[:~, d;. Now, the election result v can be
found by extracting the discrete logarithm of ¥ in base y. This discrete
logarithm is upper-bounded by the number of voters.

The trustees then post BB = Publish(BB) (so, Publish is the identity
function here), the election result v and a proof of the validity of this
result made of all the decryption factors d; and associated decryption
proofs (e;, fi).

The tallying method proposed here is extremely simple and efficient for the
trustees: they need to perform one single ElGamal decryption and to compute
one Chaum-Pedersen proof per candidate on the ballot, with a total cost close
to the one of 3 exponentiations. In particular, provided that the encrypted
election result is provided to the trustees, the computational load of each trustee
is independent of the number of voters. The main limitation of this approach
is that it may become fairly challenging to use with large or complex ballots:
it requires one ciphertext and validity proof per candidate on the ballot, and
can hardly be adapted to ballots that use ranked choices or other richer choice
expression rules.

Tallying approaches based on mix-nets [Cha81, SK95] can offer the level
of flexibility that is needed. Here, encrypted votes are verifiably re-encrypted
and shuffled by the trustees before they are individually decrypted. The main
convenience of this approach is that the validity of a ballot can be verified in
clear, but this time only after decryption (even though ciphertext independence
may need to be verified early [Wik08]). As a result, there is no need to provide a
proof of the validity of a ballot at submission time, at least when it is acceptable
to verify the validity of the ballots after decryption. This is of course paid by
a more cumbersome tallying process: the computational load of the trustees
now grows linearly with the number of voters, and a few exponentiations will
typically be needed per ciphertext that needs to be mixed (rather than a few
exponentiations per candidate on the ballot). In terms of process, a mix-net is
also an inherently sequential process that requires more coordination, since each
trustee needs to mix the outputs provided by the previous trustee. In practice
however, most of the computation can be performed in parallel.

One commonly deployed mix-net is the one of Wikstrom [Wik, Wik09],
which has been used, among others, in Helios [BGP11], Wombat [BFL*12],
and also in municipal elections in Norway [Gjo] and national elections in Es-



tonia [HMVW16] for instance. The other common solution is randomized par-
tial checking as proposed by Jakobsson et al. [JJR02], which has been used in
Scantegrity for municipal elections in the US [CCC'10], and in vVote for state
elections in Australia [CRST15] for instance.

One downside to using a mix-net is that the decrypted ballots, which are
now used to tally the election, may leak too much information about individual
choices, which in turn could be used for coercing voters: a coercer may threaten
to harm a voter is a ballot containing a unique pattern of choices does not show
up. This threat can be handled using more advanced techniques: see Benaloh
et al. [BMNT09] and the Ordinos protocol [KLM™20] for instance.

4 Audit. There are three audit steps, performed by different parties: trustees
run VerifySetup, voters run VerifyBallot and anyone can run VerifyTally al-
gorithms.

(a) In VerifySetup, each trustee T; checks the presence of a (T}, yi, €;, fi)
tuple in pp and outputs T only if y; = g% — (G, g, ¢) was saved during
Setup.

(b) In VerifyBallot, a voter with identifier id who voted and kept a tracker
t verifies the presence of a (id,b) pair on PBB and outputs T only
if t = H(b). Registered voters who did not vote verify that there is
no ballot associated to their id on PBB.

(c¢) In VerifyTally, anyone performs a number of global verification steps.

i. The DDH group (G, g, q) provided by the election authority offers
the desired security level.

ii. The (T3, ys, €, fi) tuples offered for each trustee in pp are such
that e; = H(fi,yi, g/~ and y = [T}, yi-

iii. The ballot style in the election description includes a single choice.

iv. The VerifySetup and VerifyBallot steps have been performed by
the trustees and listed voters respectively.

v. All the id’s listed on PBB with a registered ballot are on the
list of voters from the election description.

vi. Every recorded ballot (a,b,e, fr, fa, fv) encodes a valid vote, by
checking that (a,b) € G?, and that e can be recomputed, that
is: e = H(¢,a,b, gfra=¢ yfrtfap=e gfogfa—e, hfbbfa_e).

vii. Every recorded ballot is independent of the others, by check-
ing that each e value contained in a ballot is unique across all
recorded ballots.

viii. Each decryption factor d; is correct, by recomputing the en-
crypted election result (a,b) as in the Tally function, and veri-
fying the each Chaum-Pedersen proof (e;, f;) is such that e; =
H (i, yi, a,b, gliy; ¢ alid;©).

ix. The announced election result v is consistent with the encrypted
election result and decryption factors, that is, y* = b/ []\", d;.



We see that VerifySetup, VerifyBallot and Verify Tally have three different roles.

The first two algorithms aim at making sure that the contribution of vari-
ous parties to the protocol are properly taken into account. In VerifySetup, the
trustees make sure that their public key share has been properly recorded on
their behalf, and was not substituted with a public key whose private counter-
part would be known by someone else. This is needed for voters to be able to
trust that the vote that they encrypt is indeed protected by the whole group of
trustees. In VerifyBallot, the voters make sure that their ballot has been prop-
erly recorded on their behalf, or that no ballot was recorded for them if they did
not vote. Unless trust is delegated to third parties, trustees and voters are the
only ones who can perform these steps. A level of indirection can be obtained
by asking trustees to sign their public key, and voters to sign their ballot, but
one then needs to trust the mechanism by which the signature verification keys
are authenticated (which could be a PKI authority, for instance).

VerifyTally focuses on the steps that are needed to ensure that the result an-
nounced by the election authority is correct, and privacy is maintained. (i.) The
use of a secure DDH group is needed both for correctness and privacy. For in-
stance, a small group could make it easy to decrypt every ballot posted on
the bulletin board, and also make it easy to forge ZK proofs, since they only
offer computational soundness. (4.) It is necessary to make sure that each
trustee knows its own private key: the last trustee could pick y = ¢*™ and set
Ym =Y/ H:’l}l y; otherwise, making it possible for him to decrypt all the ballots
alone. The election public key must also be built form each of the trustees indi-
vidual public keys — the authority could simply bypass all the trustees otherwise.
(i#.) The cryptographic format of the ballot matches the election description:
voters were not offered to vote for more or fewer questions than expected. In
case of a more complex election, this may require checking the order of the
questions, etc. (iv.) The trustees validated that their key contribution has been
taken included in the election public key, and the voters confirmed that their
ballot is on the bulletin board when they voted, or that there is no recorded
ballot for them if they did not vote. This step may require interactions with the
trustees and the voters, or possibly a trust delegation mechanism if some voters
want to accept one. (v.) All the ballots included in the tally are associated to a
voter. (vi.) All the ballots included in the tally encrypt a valid choice. For in-
stance, no voter encoded multiple votes in a single ballot. (vii.) No voter copied
a ballot from another voter. This is important when the independence of the
choices is desired, which may also have an impact on privacy [CGMAS85, PP89].
(viti.) and (iz.) The tally is computed correctly from the set of ballots displayed
on the bulletin board.

There are several observations that need to be made about this verification
process.

First, we can see how importantly these verification mechanisms rely on
everyone being aware of the election description, and the possibility to access
a single public bulletin board. If this is not the case, then a honest voter
may be tricked into casting a ballot using an incorrect list of candidates, an
incorrect data format or to submit their ballot to an incorrect voting server for
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instance. If the voter verifies that his ballot was properly recorded or counted
based on incorrect election setup parameters, then the verification steps simply
cannot offer any guarantee: the voter cannot even be sure that he is even
actually participating in the election. This affects correctness but, similarly,
if an adversary can trick a voter into encrypting his vote using an incorrect
public key, then no privacy can be achieved.

Second, we observe that the purpose of this audit process is to identify when
something went wrong during the election. As such, it requires a proper channel
to file complains, possibly by addressing a message to the election authorities
or by making public statements. Dealing with complains may be challenging,
though: for instance, if a voter claim that their ballot is missing from the
bulletin board, it will be hard to decide if the voter is lying in order to discredit
the election, or if the bulletin board is compromised and actually suppressed a
valid vote. Addressing such concerns requires accountability, which may be very
difficult to obtain in many circumstances [KTV10].

Third, we can observe that an important feature of this audit is that it is not
“just” a cryptographic verification process that can be automated: several steps
require interactions with multiple people in order to verify the authenticity of
data. This is central in order to achieve end-to-end verifiability, as described
above. Variants of this protocol would additionally rely on signatures and on
a public key infrastructure: trustees could sign their public key and decryption
factors, voters could sign their ballots, and the whole bulletin board could be
signed as well [CGS97, CGG19]. Such a process can certainly help avoiding that
anyone submits ballots on anyone’s behalf for instance. In the election process
described above, authenticity is simply provided by writing the voter’s name
next to their ballot, and letting voters complain if they are not happy: this is
sufficient to detect problems, but it makes the election process quite sensitive to
people who would like to make an election fail by performing (detected) ballot
stuffing for instance.

On the other hand, the reliance on a certification authority for the signature
public keys as a replacement of the above in-person audit process also completely
changes the trust model and would make the verification process insufficient to
guarantee end-to-end verifiability. Indeed, as soon as a PKI is taken as a root of
trust, the certification authority becomes capable of impersonating the trustees,
the voters, and the bulletin board, which is incompatible with the end-to-end
verifiability requirement.

The non-reliance on a certification authority remains challenging in prac-
tice, as it complicates a lot the verification of the authenticity of election data.
In specific deployments, election organizers decided to have the hashes of im-
portant election data (e.g., the bulletin board) published in local newspapers,
assuming that it would serve as a broadcast channel independent of the Internet
infrastructure [AdMPQ09, CRST15].
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2.2 Correctness

The protocol described above aims at offering end-to-end verifiability in a strong
adversarial model: provided that voters can access an authentic bulletin board
and are able to run algorithms faithfully, a successful verification process guar-
antees to each voter that their own ballot has been correctly included in the
tally, that the tally includes all the ballots submitted by legitimate voters, and
only those, and that the tally is computed correctly.

These guarantees do not cover one central element, that is, whether the ballot
submitted by voters reflect their vote intent. If a voter device is malicious, or
if a voter uses malicious code in order to prepare a ballot (e.g., because it is
voting using a web page served by a malicious server), then the voter cannot
be sure that the ciphertext that the device prepares accurately reflects her vote
intent. This issue can be addressed using methods that will be discussed later
in this chapter.

A simple definition a verifiability expresses that if honest voters follow the
voting protocol in order to vote and perform the expected verification steps,
then they are guaranteed that the election result is consistent with their votes
and with an assignment of votes made for the voters for which a ballot appears
on the bulletin board but who may not follow the voting protocol or follow the
verification steps.

Definition 1. A wvoting protocol I1 is verifiable w.r.t. to the approval voting
tallying rules for a single election choice if, for every probabilistic polynomial-
time adversary A, there is a negligible function € such that

Pr[Verify 4, 1(A) = 1] < e(A),

where Verify 4 ;1(A) is defined as the resull of the following experiment.
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The election verifiability experiment Verify 4 ;j(\):
1. Create an empty bulletin board BB.
2. On input 1*, the adversary A publishes setup data pp.

3. The adversary A performs a sequence of queries to a OVote oracle, to
which he provides pairs (id, v;4) made of a voter id and a vote intent v;g4,
and from which it receives ballots (b;4, t;q) = Vote(id, v;4) computed from
pp (as available on BB). Each of the (id, viq4,t;q) tuple is added in a set
Qp. Only one query can be made per voter id.

4. A returns PBB, together with an election tally v and a proof 7 that this
tally is correct w.r.t. PBB.

5. The output of the experiment is defined to be 1 if:

e VerifyBallot(PBB,id, t;q) = T for every tuple (id, x,t;q) € Qn.

o VerifyTally(PBB,v, ) =T.

e v & [vp,vn + v where v = Z(idyvidytid)EQH viq, that is, the tally
restricted to the set of honest votes, and v, is the number of corrupted

voters, that is the number of ballots that appear on PBB and that
do not correspond to an id included in a tuple in Qg.

Various observations can be made about this definition.

First, our verifiability definition is parameterized by a specific tallying func-
tion: approval on one question in our case. The same definition can natually
be generalized to more complex tallying functions, which may require more
complex notations.

Second, we can see that this definition considers a fairly powerful adversary
who is trying to manipulate the election result: this adversary can select all
the keys, decide how the honest voters are voting, decide to create ballots on
behalf of other voters in any way he wants, and run the tallying operations
at will. Many definitions would not let the adversary choose the keys, and
would keep some secret keys away from him. This is particularly important
in voting systems in which voters are expected to sign their ballot and where
the verification of that ballots on the bulletin board consists in verifying these
signatures: such a verification becomes ineffective is the adversary can obtain
everyone’s signing key. The fact that we let the adversary choose all the secret
keys also makes the VerifySetup algorithm irrelevant for this definition.

Third, there is an important limitation placed on the power of the adversary:
it cannot corrupt the voter’s device. It is assumed that the expected vote is
encrypted, and that VerifyBallot and VerifyTally are executed honestly.

Fourth, we can see that this definition is fairly demanding on voters: we
assume that all the honest perform the required protocol verification steps. Of
course, this is very unlikely to happen in practice: we can expect that some
voters will vote honestly but not verify. Our definition essentially treats them
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as corrupted voters. Other definitions make a separate category of voters who
vote honestly but do not perform any verification steps.

Eventually, our definition is strongly related to the specific protocol struc-
ture that we described at the beginning of our chapter. In particular, all the
verification steps are performed based on a public bulletin board, and we as-
sume that all the voters and auditors are seeing the same public bulletin board.
This is a very demanding assumption, and requires mechanisms that voters can
use to authenticate that board. Besides, there are various protocols that depart
from this structure based on a single bulletin board, and assume that voters can
access specific audit data for individual verifiability, while auditors may access
other data for universal verifiability. Again, such variations can be captured
using other, more general, definitions.

The interested reader can find a detailed review of definitions of verifiability
by Cortier et al. [CGK™16]. Verifiability has also been considered in other
related contexts such as multi-party computation [BDO14].

2.3 Privacy

A typical requirement on ballot privacy states that noone should be able to
derive any information about votes that have been cast honestly, apart from
what can be derived from the election result, and the knowledge that one has
about the votes of corrupted voters.

For instance, if the result of an election with 100 voters is that 99 of them
supported Candidate A, and if a corrupted voter cast a vote for candidate B,
then it is not a breach of privacy that the adversary learns that all the honest
voters voted for Candidate A. It would however be a problem if the adversary
could learn this information in an election protocol where the result is expected
to be the identity of the winning candidate, and not the number of votes that he
received. So, the actual level of secrecy of the honest votes must depend both
on the voters that are under adversarial control and on the result function that
has been chosen for the election.

In the context of electronic elections, an extra concern may need to be taken
into account: since non-anonymous encrypted ballots are transmitted and may
be seen by corrupted parties, or may even be posted on a public bulletin board
as soon as they are submitted, a corrupted voter may try to cast a ballot that
is computed as a function of another voter’s ballot. Again, this can have an
impact on privacy: if I submit a ballot that is a copy of someone else’s ballot,
and if the tally shows that one candidate got one single vote, then I know that
the voter whose ballot I copied did not vote for that candidate.

A simple definition of privacy proceeds by letting the adversary play in a
game in which, based on election public parameters, he can submit pairs of vote
intents on behalf on honest voters, ballots on behalf of corrupted voters, see the
election bulletin board and a tally with it proof of correctness.

Depending on a secret bit 3, the bulletin board will include ballots computed
from the first (8 = 0) or the second vote (8 = 1) intent that was provided for
honest voters. The tally, however, will always be computed based on the bulletin
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board that corresponds to § = 0: this guarantees that the adversary cannot
tell, by looking at the bulletin board, which vote intents are encrypted there.
When 8 = 1, the ballots posted on the bulletin board could just as well have
been computed from random vote intents. So, a bulletin board that would leak
any information about the content of ballots would let the adversary win this
security game. Furthermore, we provide the adversary with a “real” tally, as it
is an information that he is supposed to learn in an election. From this tally,
the adversary can try to derive information about ballots that he might have
crafted as a function of the ballots of the honest voters posted on the bulletin
board that he sees.

Definition 2. A wvoting protocol I1 has ballot privacy if there exist algorithms
SimSetup and SimProof such that, for every probabilistic polynomial-time adver-
sary A, there is a negligible function € such that

\Pr[Privacy&yH(/\) =1] - Pr[PrivacthH()\) = 1]] <e(N),

where Privacyaﬂ(x\) is defined as the result of the following experiment.

The ballot privacy experiment Privacyiﬂ()\):
1. Create two empty bulletin boards BBy and BB;.

2. If b= 0 then pp < Setup(1*, ED) is given to the adversary A, else pp <
SimSetup(1*, ED) is given. The corresponding secret key sk is kept.

3. The adversary A performs a sequence of queries to the following oracles:

e OVotelLR(id,vp,v1), based on which the ballots produced by
Vote(id, vy) and Vote(id, v1) are appended to BBy and BB; respec-
tively.

e OBallot(id, b), based on which b is appended to BBy and BB;.
e OPublish, based on which Publish(BBy) is returned.

Each voter id can only be used in a single query.

4. The adversary A performs a OTally query. If b = 0, then Tally(sk, BBy)
is returned. If b = 1 then (v,7) = Tally(sk, BBy) is computed, and the
pair (v, SimProof(sk, BB1,v)) is returned.

5. The adversary outputs a bit 3’, which is the output of the experiment.

Various observations must be made about this definition.

First, as a stand-alone definition, it is insufficient to match our intuition
of privacy. Indeed, we would like to be sure that the adversary cannot learn
anything more about honest votes than what he would learn when the votes are
counted according to the prescribed tallying rules, e.g., a count of the number
of votes for each candidate in the case of approval voting. But the prescribed
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tallying rules do not appear in this definition. As a result, Tally could be defined
for a different tallying function, that would leak considerably more information:
for instance Tally could reveal who voted for who, or count the last vote only,
and the protocol could still satisfy the above definition of ballot privacy. So, this
definition of privacy must only be used on top of a requirement of consistency
of the Tally function w.r.t. the desired result function, and on top of verifiability
requirements that guarantee that the honest votes are taken into account prop-
erly and are not dropped for instance, or rendered invalid by carefully crafted
ballots submitted by the adversary.

Second, this definition assumes that the secret key material resulting from
Setup remains completely out of reach of the adversary. In a real voting system,
the secret key would be distributed between multiple trustees, and it would be a
requirement that privacy should hold as long as a minimum number of trustees
behave honestly.

Third, this definition prevents the adversary from submitting multiple bal-
lots on behalf of a single voter. This possibility is however offered in several
voting systems, including the Estonian voting system [HMVW16]: the rule is
then typically that only the last vote should be counted. Revoting can make
ballot privacy more tricky, as the handling rules for the revotes must now be
part of the consistency rules for the counting function, and ballot copies may
become much harder to detect in the presence of a malicious bulletin board.

Fourth, this definition only aims at computational privacy. However the
long-term confidentiality of the votes may be a central concern, and various pro-
tocols aiming at offering a perfectly private bulletin board content have been
proposed as well, typically by encoding votes into perfectly hiding commit-
ments [MN06, CPP13].

The interested reader can find a review of definitions of privacy in by Bern-
hard et al. [BCGT15], and more recent discussions in [CLW20, FQ20] for in-
stance.

3 Going further

The protocol and definitions that we described until now are falling short to
address other central requirements for a voting system. We briefly discussion
two important ones.

3.1 Cast-as-intended verifiability

The protocol and security definitions that we discussed until now are defined in
a model in which voters can trust their device to not disclose their vote, and to
encode their vote honestly. But a malicious voting device can easily break the
correctness and privacy guarantees that are typically expected in an election.
Such a malicious device can leak the vote intent provided by the voter to a third
party, or even encode it into the voter’s ciphertext in a way that is easy to read
by a third party (e.g., choose the randomness used for encryption in such a way
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that the last bit of the ciphertext reveals the vote). A malicious device can also
prepare a ballot for Candidate B even if the voter stated that he wants to vote
for Candidate A.

Currenlty, the most convincing way to address these issues seems to remain
the use of paper ballots: they offer strong guarantees that the vote intent is
captured properly. Whether it is more effective to rely on hand-maked paper
ballots or on ballot marking devices (BMDs) remains a difficult question: ballot
marking devices can support voters and offer support to avoid casting an invalid
ballot, which may be valuable when the ballot completion rules are complex,
or for voters who can benefit from assistive technologies. However, they come
with the risk that voters do not verify their paper ballot, and that a corrupted
BMD could then get away with a paper ballot that does not reflect the voter
intent. Besides, even if a cheating BMD is caught by the voter, it may be hard
for a third party to decide whether the voter made a mistake or if the BMD is
corrupted. Hand marked paper ballots may offer stronger guarantees that they
reflect the voter intent, but they can raise usability issues and make the security
of the system fully rely on the quality of the ballot chain of custody.

We will briefly discuss here the two main approaches that have been deployed
to guarantee cast-as-intended verifiability when casting an electronic ballot.

3.1.1 Continuous testing

One approach that is used to detect a malicious voting device is based on con-
tinuous testing. The most famous instance of this approach is often called the
“Benaloh challenge” [Ben06] — it proceeds as follows.

In a first step, the voter prepares a ballot in the usual way. However, just
before casting the ballot, the voter device is required to commit on the ballot
that would be cast if the voter decides to do so. This commitment can simply
be the tracker provided by the Vote algorithm discussed above, and the voters
takes a copy of it, by writing it down or capturing it as a QR code using a
smartphone, or whatever suitable mechanism.

In a second step, the voter decides whether he wants to cast or audit the
ballot that was just committed to. If the voter decides to cast the ballot, it is
submitted, and the voter checks whether a ballot with the correct tracker shows
on the public bulletin board. If the voter decides to audit the ballot, then
the voter device must reveal to the voter the full randomness that was used
to prepare the ballot. The voter can then copy that randomness and use any
device(s) of his choice to verify that the ballot that was committed to reflects
the expected vote intent. Audited ballots cannot be cast anymore (because of
the risks for privacy), and the voter must then prepare a new ballot, that it can
again choose to cast or audit.

If the voter decides to cast or audit with probability 1/2, and if the audit is
performed on at least one trustworthy device, then a malicious device is caught
with probability 1/2 on every attempt, which may be enough to detect any
cheating at a scale that would be sufficient to modify the election result.

Running such a protocol turns out to be relatively challenging in practice.
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e Voters may not be comfortable with a randomized cast-or-audit process:
few of them choose to audit a ballot, and even fewer choose to audit
more than one ballot — an effective cheating strategy for a ballot marking
device may then be to cheat on the second prepared ballot only, which
may be sufficient to change the election result when the winner margin is
small [Tea21].

e The verification process fails to offer any evidence: there is no way to
decide whether a complaining voter actually spotted a malicious voting
device, or simply made a mistake while preparing their ballot. Of course,
tests can then be repeated, and possibly filmed, but this comes with its
own challenges.

e Voters may find it frustrating to prepare a ballot, audit that ballot in order
to make sure that it is correct, and then be forbidden to cast that ballot.
Variations on the continuous testing approcaches have been proposed,
that avoid this challenge, but also come with an increased burden for the
voters [aJDaPGaMT19], or with weaker privacy guarantees [HMVW16].

e Voters may find it difficult to prepare their ballot on one device and to
audit it using at least one other device, while being required to transfer
randomness between these devices. Various strategies have been proposed
to simplify this information transfer process: some systems post the au-
dited ballots together with their randomness on a separate bulletin board
of “spoiled ballots”, so that the auditing device only needs to check a
bulletin board. Other systems display the randomness as a QR code, and
come with a dedicated smartphone app that scans this QR code and verify
the ballot [NORV14, HMVW16].

e The access to a ballot audit application may be challenging. Of course, the
election organisers can provide such an application. But these organisers
may also be those that serve the ballot preparation application, and the
two apps could then collude easily. Independent ballot verifiers typically
exist, but it is then complicated to advertise them to the voters.

Systematic studies of the effectiveness of this protocol have been perfored, in-
cluding by Marky et al. for instance [MKRV18].

Overall, the continuous testing approach has the immense benefit of enabling
cast-as-intended verifiability without adding any specific trust assumption. But
it remains quite challenging to deploy in most practical use cases.

3.1.2 Return codes

The second main approach to cast-as-intended verifiability relies on so-called
return codes, an was notably used for government elections in Norway [Gjo]
and Switzerland [GGP15]. In this approach, a trusted printing service would
deliver individual code sheets to the voters. The code sheet is essentially a blank
ballot with two random and distinct short codes (2 alphanumeric characters, for
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instance) associated to each choice on the ballot: one code corresponds to the
choice being selected, the other to the choice being ignored.

Voters typically introduce a code sheet identifier into their voting device and
cast their vote as usual. They must then receive random codes corresponding
to their choices from the voting server, which they must compare to their code
sheet. If the codes do not match, the voter complains.

Server side, the return codes are computed from the ballot by a group of
trustees (without decrypting itself the ballot, of course) and, since the codes
look random, even a malicious voting server cannot infer the content of a ballot
from the codes.

Besides, a malicious voting client will not be able to cast a ballot with one
set of choices and obtain codes corresponding to another set of codes, unless the
trustees or the printing service are corrupted.

The key of the cryptographic design is to let the printing service submit to
the trustees a somehow encrypted form of all the return codes in a random order,
and make sure that each ballot comes with auxiliary information that makes it
possible to decrypt the codes associated to the vote intent. These codes then
play the role of short MACs, with additional privacy properties. Various designs
are proposed and discussed by Khazaei and Wikstrom [KW17].

The key benefit of this approach is its improved usability compared to con-
tinuous testing [KHRV19]: voters do not need to make random choices, do not
need to cast multiple ballots, and do not need to use of multiple devices.

But this comes at an important cost: trust must now be placed in specific
designated system actors. If the print office leaks copies of the code sheets, then
the code verification process becomes pointless. Similarly, if the trustees (and
possibly the voting device) are corrupted, then any code can be computed and
displayed to the voter, independently of the vote that is actually cast. This is
an important departure from the verifiability trust model that is traditionally
associated to end-to-end verifiability.

3.2 Receipt-freeness

In many elections, it is not sufficient to guarantee that votes remain private:
the system should also make sure that voters do not get any way of proving how
they voted to a third party, in order to make sure that they cannot sell their
vote, or be coerced into voting in a specific way. In effect, the voting process
should be receipt-free [BT94].

Various techniques have been proposed in order to obtain receipt-freeness,
that rely on the properties of physical objects [MN06, KTR13]. We will focus
here on the main cryptographic techniques.

3.2.1 Receipt-freeness by revoting

One of the main approaches to achieve receipt-freeness takes advantage of the
idea of revoting. Estonia may be the first country to have deployed this ap-
proach, taken to its simplest form, in government elections in 2005 [CM16].
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There, voters have the possibility to submit as many ballots as they want
through the Internet, and only the last one will be counted. In order to prevent
a vote-buyer from noticing a change in a ballot that was submitted in his pres-
ence, no public bulletin board is available (hence making it impossible for voters
to verify whether their ballot is included in the tally). Voters are also allowed
to vote in-person after the Internet election, which would cancel the electronic
vote.

The revoting approach has been refined in several papers, one famous exam-
ple being the protocol of Juels et al. [JCJ05], implemented in Civitas [CCMOS].
Here, voters are assumed to perform a trusted registration procedure, during
which they receive several credentials: one is real, while the others are fake but
indistinguishable from the real one, and can be used by a voter who is under
coercion. Ballots are posted on a public bulletin board, and a special tallying
process is proposed that only counts the ballots associated to real credentials,
but without letting any observer know which of the ballots have been really
counted. These systems require voters to maintain multiple credentials or cryp-
tographic tokens in order to vote, which may be quite a usability challenge in
practice [KN20].

Other variations aim at improving usability by relying on a single creden-
tial per voter, but offer weaker forms of receipt-freeness. For instance, Caveat
Coercitor [GRBR13] only aims at canceling all the votes that may have been
submitted under coercion, rather than letting voters vote the way they want.
The common aspect of all these protocols is that voters can demonstrate to a
third party what is contained in any of the ballots they submit, but are unable
to demonstrate which of their ballot is tallied, if any.

Receipt-freeness by hiding randomness The second main approach to
receipt-freeness designs protocols in such a way that voters cannot demonstrate
the content of the ballot that they are submitting, avoiding the requirement
for voters to handle multiple voter credentials. In a first generation of proto-
cols [BT94], encrypted votes for all possible options (assuming that there aren’t
too many of them) are prepared by multiple election authorities and transmit-
ted to the voters, who receive the sets of ciphertexts and are informed of which
ciphertext encrypt which option in a non-transferable way. The voter would
then simply pick which ciphertext he wants to submit as his vote, while being
ignorant of the randomness used to compute it.

This approach was refined by Hirt [Hir10], who proposed that voters should
prepare an encryption of their own vote, and send it to a randomization server
who is only trusted for receipt-freeness. This server re-randomizes the encrypted
vote, publishes the resulting ciphertext, and sends to the voter a designated ver-
ifier proof that the new ciphertext is indeed a re-encryption of the original one.
The need of an interactive ballot submission process using a designated verifier
proof was removed through the design of mechanisms that make it possible for
a voter to produce a signed encrypted vote in such a way that the ciphertext
and signature can be re-randomized, and the signature will remain valid as long
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as the content of the ciphertext is not modified [BFPV11]. The characteristics
of such mechanisms were recently captured in a dedicated primitive, traceable
receipt-free encryption (TREnc) [DPP22b]. However, such techniques are not
sufficient to protect from a coercer who would choose and keep the signing key
to himself and demand that the voter submits a given signed ballot: the voter
would then be able to replace the signed ballot with another one. So, in order
to support a fully non-interactive ballot submission process, current solutions
still require a trusted setup phase, during which voters register their signing
key [CCFG16].

4 Conclusion

This chapter scratched the surface of some of the cryptographic approaches that
have been developed during the last 40 years towards having verifiable elections
that keep ballots secret.

If we stick to purely electronic elections, we remain far from our goals: there
remain considerable unsolved challenges to be solved before having verifiable
schemes that offer receipt-free elections under broadly accepted trust assump-
tions while being usable by non-experts.

A large part of the research efforts of the last 20 years focused on the design
of schemes that combine paper and cryptography, typically for in-person voting:
we can think of Prét-a-Voter[CRS05, CRST15], Scantegrity [CCCT10] or STAR-
Vote [BBET13] for instance. These schemes offer considerable security benefits,
but are also relatively challenging to deploy and are not routinely used. An
appealing direction that calls for further research is the security of vote-by-
mail, which keeps being increasingly used in several democraties, and offers an
alternative to Internet voting.
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