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Shy Guys: A Light-Weight Approach to
Detecting Robots on Websites
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Detecting bots is important for multiple reasons o

:‘.? Avoiding outage and (unintentional) DDoS attacks

C’) Reduce traffic cost by removing unwanted |load
L%/Z Block Al crawler to steal content without proper authorization UX, maybe

@ Block automated vulnerability scanning and exploitation
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We need a passive method with results similar to an active one!

User-Agent evaluation

- 491 unigue bot user-agents flagged (56.2%) vs 58
User-Agent
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User-Agent string are text by Cloudflare (6.6%), an 8x increase in coverage.

containing details about the
client (OS, version, ...).
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Request Server

Ground truth bullt from two reliable sources: humans from authenticated LMS

traffic, bots from an unindexed honeypot (71% of traffic from Azure, Cloudflare,
AWS, DigitalOcean, GCP).

Bots are half of the web. Existing tools catch under
20% of them. We catch 67.6% passively, from logs
alone without compromising user experience.
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