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Abstract. Insider threats arise from the interplay of technical, orga-
nizational, and individual conditions, yet most analytical frameworks
address these dimensions separately. This paper presents an exploratory,
data-driven approach that combines structured document analysis with
a locally deployed large language model in order to identify explicit and
implicit technical, organizational, and individual (TOI) factors in tex-
tual descriptions of insider-related events. The TOI coding structure is
derived from the systematic review by Nassir et al. A hybrid reference
corpus of sourced and synthetic indicators is generated under a controlled
prompting protocol and verified by hand before being used to calibrate
a separate detection model, so that generation and detection remain
methodologically independent. Recurring configurations of factors are
then compared with the insider profiles defined by MITRE (malicious,
negligent, mistaken, and outsmarted) to examine whether specific factor
combinations align with distinct insider types. The study is in progress;
this paper reports the analytical framework and the corpus construction
procedure.

Keywords: Insider threat · MITRE taxonomy · Socio-technical factors
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1 Introduction

Concerns about insider threats in the literature are not new, and there is an
impressive body of knowledge in this broad field. Unlike an external attacker,
an insider holds legitimate access to the organization’s facilities and is familiar
with its critical assets, which makes malicious activity easier to carry out and
to conceal [1]. Detecting insider attacks is correspondingly harder than detect-
ing externally originated ones, since the insider is an authorized user and the
boundary between legitimate and malicious activity is difficult to draw [1].

Indeed, insider risk now ranks among the costliest categories of security inci-
dent: organizations reported an average annual cost of USD 19.5 million in 2025,
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up from USD 17.4 million the previous year, with negligence the single largest
cost driver [20].

Yet, despite the prominent role of human in insider risk, cybersecurity re-
search has historically devoted considerably more attention to technological safe-
guards than to the people interacting with them. This imbalance is noteworthy
because human actions remain implicated in a substantial proportion of security
incidents [21].

2 Background

The concept of an insider lacks an universally accepted definition within the cy-
bersecurity literature [16]. Homoliak et al. [13] note that most definitions rely on
static descriptors that emphasize the following attributes: access, trust, knowl-
edge, and awareness of security policies. Generally, an insider is defined as a
trusted individual [4] — typically a current or former employee, contractor, or
business partner [7] — who possesses legitimate access to an organization’s net-
works, systems, or sensitive data [7], has knowledge of its security system [19,
10, 3], and is aware of the organization’s policies, procedures, technology, and
vulnerabilities [7].

Building on this understanding, the concept of an insider threat refers to a
trusted individual who possesses authorized access to an organization’s systems,
data, or infrastructure and misuses this privilege [11], or whose access results in
misuse, in ways that compromise the confidentiality, integrity, or availability of
information assets [8]. Such misuse may be intentional, for example through data
theft, fraud, or sabotage, or unintentional, as in the case of errors, negligence,
or policy violations.

According to Reveraert and Sauer [24], definitions of insider threats can be
grouped into two conceptual perspectives: the harm-oriented and the privilege-
oriented. Both make intentionality central, but they locate it differently: the
harm-oriented perspective in the intention to cause harm, the privilege-oriented
perspective in the intention to misuse privileged access.

– The harm-oriented perspective defines insider threats primarily by an indi-
vidual’s intent to cause harm to the organization. In narrow interpretations,
only malicious insiders are considered—typically described as individuals
with special access or knowledge who intend to negatively impact confi-
dentiality, integrity, or availability [8]. Broader definitions also classify all
harmful incidents involving insiders as insider. As Reveraert and Sauer [24]
highlight, these varying scopes create conceptual ambiguity, with definitions
ranging from overly restrictive to overly inclusive depending on how inten-
tionality is framed.

– The privilege-oriented perspective instead focuses on the insider’s intention
to misuse authorized access to, or knowledge of, organizational assets, ir-
respective of whether harm is the intended outcome. Reveraert and Sauer
favor this perspective, but observe that existing privilege-oriented definitions
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do not draw an explicit line between intentional and unintentional misuse.
They therefore introduce a further distinction: unintentional misuse of privi-
lege constitutes an insider hazard, whereas intentional misuse constitutes an
insider threat. The notion of “misuse” is nevertheless often interpreted sub-
jectively and presumes the existence of clear organizational rules or policies,
although such definitions may be missing, vague, or inconsistently enforced
in practice. Beyond organizational policy, social and ethical factors further
complicate interpretation, often making it difficult to distinguish acceptable
insider behaviors from unacceptable ones [23].

The definitions and perspectives discussed above clarify the conceptual foun-
dations of insider threats. However, they remain largely theoretical and pro-
vide limited practical guidance for identifying or explaining insider incidents
in real-world contexts. To address this limitation, researchers have sought to
operationalize these concepts through taxonomies that classify insider profiles
and contributing factors, thereby linking theoretical constructs with observable
characteristics.

3 Related Work

3.1 Historical Evolution of Insider Threat Research

Research on insider threats has progressed from a narrow technical focus toward
a multidisciplinary perspective integrating human, organizational, and technical
domains.

From the 1990s to the early 2000s, research predominantly emphasized tech-
nical detection methods such as rule-based and anomaly-based intrusion detec-
tion systems, access controls, and log analysis [2, 9, 13]; this technical line of
work continues today in user-behavior analytics [25]. During this period, in-
sider threats were largely conceptualized as technical adversaries whose actions
could be detected through system monitoring and privilege restriction. How-
ever, recurring incidents exposed the limitations of purely technology-centered
approaches [15] and highlighted the neglect of human and contextual influences
that were often overlooked or deprioritized [21].

Research into the “weakest link” phenomenon reinforced this awareness. Nu-
merous studies have shown that humans often constitute the most fragile com-
ponent of security systems, as their actions can be easily exploited and are
sometimes neglected in security design and evaluation. This vulnerability has
been linked to limited security awareness, exposure to social engineering, human
error, and inconsistent compliance with security policies. Drawing on Kuhn’s
notion of paradigm shifts [17], Yan et al. [27] describe a broader reorientation
of cybersecurity research toward the capabilities and vulnerabilities of ordinary
users, rather than an exclusive emphasis on technological robustness.

As Hunker and Probst [14] observe, this recognition led to the emergence
of two main schools of thought: a technical school, encompassing system-based
defenses such as access control, intrusion detection, and monitoring mechanisms;
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and a sociological-organizational school, which examined the motivational, psy-
chological, and cultural factors influencing insider behavior. This conceptual
division reflected the growing awareness that technical controls alone were in-
sufficient to address the complexity of insider risks.

Subsequent research revealed significant overlap between these perspectives,
prompting their convergence into socio-technical approaches that analyze hu-
man, organizational, and technological factors as interdependent components of
a unified system. This convergence marked a decisive turning point in the field,
shifting the focus from viewing insiders as purely technical actors to under-
standing them as individuals shaped by organizational dynamics and personal
motivations [14].

3.2 Technical, Organizational, and Individual Factors

As discussed in the previous subsection, restricting insider-threat research to
technical indicators limits understanding of early warning signs and underlying
causes [12]. Insider threats arise from the interplay of multiple factors rather
than from isolated intentions. To integrate these factors into analysis, it is nec-
essary to determine how they can be observed and how their interactions can be
systematically examined.

Building upon this need for multidimensional understanding, Nassir et al. [18]
conducted a systematic review entitled Revealing the Multi-Perspective Factors
Behind Insider Threats in Cybersecurity, which provides one of the most compre-
hensive syntheses of insider-threat determinants to date. Following the PRISMA
protocol and applying qualitative content analysis to 32 studies (2014–2023),
the authors derived an empirical classification encompassing technical, organi-
zational, and human dimensions. Throughout this paper we refer to these three
dimensions as technical, organizational, and individual (TOI) factors; the “indi-
vidual” dimension corresponds to what Nassir et al. term human factors.

Human factors were grouped under four themes—inadequate security train-
ing and awareness, mental health issues, personal problems, and negative per-
sonality traits—each associated with sub-themes such as stress, disgruntlement,
addiction, or carelessness. Technical factors comprised three themes: lack of re-
sources, inadequate monitoring systems, and weak security evaluation and vali-
dation. Organizational factors comprised four: organizational practice issues, in-
sufficient risk management, poor management systems, and workplace stressors.
This classification highlights how vulnerabilities emerge from the convergence of
behavioral, technical, and organizational deficiencies, and it distinguishes itself
by its methodological rigor, empirical scope, and balanced integration of socio-
technical dimensions. It is therefore adopted in the present work as a robust and
comprehensive analytical structure for examining insider-threat incidents in a
multidimensional manner.
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3.3 Taxonomies of Insider Threats

To extend this multidimensional analysis, several taxonomies have been devel-
oped to translate these insights into structured representations of insider be-
haviors, intentions, and profiles. These taxonomies help connect theoretical con-
structs with real-world observations and support more effective detection, pre-
vention, and mitigation strategies. Among them are the following.

1. The CERT taxonomy. Developed by the CERT Insider Threat Center at
Carnegie Mellon University, this classification rests on an empirical database
of insider cybercrime built since 2001, comprising more than seven hundred
U.S. cases at the time of the reference guide [5]. It divides malicious activity
into three crime types—information technology sabotage, theft of intellec-
tual property, and fraud—to which national security espionage is added as
a fourth category in CERT’s case-analysis work [5, 7]. Each category repre-
sents recurring behavioral patterns and organizational conditions associated
with insider misconduct, and is used as a framework for incident analy-
sis and mitigation. Unintentional insider threats are examined separately in
CERT’s research [6, 12]; they involve accidental disclosure of information,
mishandling of sensitive data, loss of physical or digital assets, and social-
engineering compromise such as phishing or execution of malicious code.

2. The taxonomy of Homoliak et al. [13]. Homoliak et al. introduced a
structural and orthogonal taxonomy organized around the 5W1H analytical
framework: who (the type or actor profile involved), what (the action or ac-
tivity undertaken by the insider), when (temporal aspects including timing
and duration), where (the physical or logical environment in which the inci-
dent occurs), why (the insider’s motivation or driving cause), and how (the
method or technique used to carry out the action). This taxonomy integrates
technical and behavioral dimensions, supporting systematic forensic analy-
sis and structured data collection. It is designed to compare and analyze
existing insider threat classifications.

3. The MITRE taxonomy [17]. MITRE’s human-focused typology refines
the distinction between malicious and non-malicious insiders by subdividing
the latter into three types: negligent (familiar with the rules but careless),
mistaken (genuine errors arising because security is not the employee’s pri-
mary task and because demands increase while resources decrease), and out-
smarted (manipulated by adversaries exploiting so-called “human zero-day”
vulnerabilities). MITRE stresses that the distinction has operational conse-
quences: responding to a mistaken or outsmarted employee as if they were
negligent—through remedial training or escalation to a supervisor—can it-
self increase risk. This human-centered typology captures both intentional
and unintentional behaviors.3

4. The VISTA taxonomy [22]. The VISTA (InclusiVe InSider Threat tAx-
onomy) model offers a holistic, multidimensional view of insider threats. It

3 MITRE refers to these categories as insider types; for consistency with the other
taxonomies reviewed here, we use profiles throughout.
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classifies behavior along four dimensions: knowledge (unaware vs. aware),
compliance (compliant vs. non-compliant), volition (deliberate vs. inciden-
tal harm), and goal orientation (for self, society, ideals, or malice). From
these dimensions, nineteen insider types are derived and grouped into seven
categories: untrained, fallible, disempowered, whistleblower, misbehaver, ide-
ologue, and malicious. Each category is linked to specific mitigation strate-
gies, integrating technical, organizational, environmental, and motivational
factors.

The reviewed taxonomies reflect the progressive broadening outlined in Sec-
tion 3.1. The CERT taxonomy established an empirical foundation by categoriz-
ing malicious insider incidents into recurring behavioral patterns, but excluded
unintentional and socio-technical dimensions. Homoliak et al. expanded the an-
alytical scope through the 5W1H framework, enabling systematic comparison
of technical and behavioral aspects across incidents. The MITRE taxonomy en-
hanced practical applicability by combining theoretical insight with operational
use, redefining insider types according to the employee’s awareness and degree
of agency, and distinguishing negligent, mistaken, and outsmarted insiders to
support real-incident analysis.

VISTA [22] further advanced the field by offering a detailed classification of
insider types and linking each category to specific mitigation strategies.

MITRE’s classification cuts across both perspectives identified by Reveraert
and Sauer [24]. Malicious insiders exemplify deliberate intent to harm, whereas
negligent, mistaken, and outsmarted insiders create risk without such intent and,
in Reveraert and Sauer’s terms, fall largely on the side of insider hazards rather
than insider threats. The outsmarted category further extends this continuum by
encompassing situations in which employees unintentionally create risk through
unforeseen circumstances—what MITRE refers to as human zero-day vulner-
abilities. This distinction matters because each category entails distinct risks
and different forms of harm: organizations can effectively mitigate insider inci-
dents only when they understand the specific type of threat they face and apply
appropriately tailored countermeasures.

The present study adopts the MITRE taxonomy for its balance between
conceptual inclusiveness and operational clarity. Its well-defined behavioral cat-
egories provide a consistent framework for mapping observed actions to insider
types and associated intentions, thereby supporting the analysis of real-context
incidents.

4 Methodology

This study adopts a data-driven exploratory approach that combines structured
document selection, manual content analysis, and pattern-oriented comparative
analysis supported by a locally deployed large language model (LLM). The ob-
jective is to train the model to recognize explicit and implicit factors associated
with insider threats and to examine recurring combinations of these factors that
may align with known profiles from the MITRE taxonomy.
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The analytical framework is derived from Nassir et al. [18], whose review clas-
sifies insider-threat determinants into technical, organizational, and individual
(TOI) categories. This taxonomy provides the conceptual basis and initial cod-
ing structure for factor identification. No predefined insider typology is applied
at this stage, in order to preserve an open, exploratory orientation.

4.1 LLM-Assisted Analytical Procedure

The LLM supports a three-step analytical procedure. First, it is used to detect
and classify explicit and implicit factors within textual descriptions of insider-
related incidents according to the TOI factor categories. Second, it identifies
recurring patterns, defined as co-occurring configurations of TOI factors that
repeatedly appear across different incidents. Third, it examines whether certain
patterns are associated with, or appear to contribute to, the escalation from
insider status to insider-threat behavior, and whether specific configurations of
factors correspond to one or more insider profiles defined in the MITRE tax-
onomy. The mapping between TOI factor configurations and MITRE profiles
was conducted manually by the researcher, according to the behavioral defini-
tions and distinguishing characteristics outlined in the MITRE taxonomy. This
procedure does not assume predefined causal relationships but instead relies on
data-driven pattern discovery, in which the model assists in extracting struc-
tured information from textual data to identify the recurrence and escalation of
factors contributing to insider-threat behavior.

4.2 Corpus Preparation and Model Calibration

To operationalize the TOI framework while maintaining methodological rigor, a
two-stage procedure was implemented, combining prompt-based corpus genera-
tion, context engineering, and human validation.

Stage 1 — Prompt-based corpus generation through context engineering. The
generation process was implemented using a controlled prompting protocol, re-
ferred to here as the TOI Scenario Generator, in which each prompt instan-
tiates a single TOI sub-theme and constrains the model to produce indica-
tor texts conforming to a fixed output schema. A dedicated LLM was em-
ployed exclusively for corpus construction to ensure a clear separation between
generation and analytical modeling. For each TOI sub-theme defined in Ta-
bles 2–4 of Nassir et al. [18], the model received as structured input the cor-
responding factor_type, theme, subtheme, and definitional_description_
and_exemplar_quote. These structured elements were embedded within the
model’s context window (context engineering) to constrain reasoning within re-
alistic and literature-grounded boundaries. The model was instructed to gener-
ate four indicator_text entries per sub-theme: two explicit (explicit: true,
implicit: false) and two implicit (explicit: false, implicit: true), each
describing a concise, realistic manifestation of the factor. When available, the
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LLM produced sourced indicators grounded in verifiable materials such as peer-
reviewed publications, CERT or ENISA reports, or industry analyses (e.g., the
Verizon DBIR). When no eligible material was found, it generated synthetic indi-
cators labeled grounding_mode: synthetic. All generations followed a prede-
fined JSON schema specifying explicitness, grounding_mode, and citation_
metadata. This procedure yielded the hybrid reference corpus used for subse-
quent validation and analytical calibration.

Stage 2 — Human validation and factor-level verification. Each generated in-
cident was systematically reviewed by the researcher to verify the correctness
of explicit and implicit factor identification, the accuracy of labeling, and the
coherence with the TOI framework. Validation ensured that sourced indicators
remained faithful to their original references and that synthetic indicators accu-
rately represented their designated sub-themes. Only validated examples meeting
all schema and quality criteria were retained. The resulting corpus—comprising
verified sourced and synthetic incidents—was then used to calibrate a separate
local LLM dedicated to TOI factor detection. Maintaining this strict model
separation between generation and detection prevented circular reasoning and
reinforced methodological independence. Systematic human verification further
preserved interpretive consistency and analytical rigor throughout the process.

4.3 Analytical Application and Comparative Interpretation

Once the corpus was finalized and the model calibrated, the model was ap-
plied to an independent application corpus composed of previously unprocessed
documents describing insider-related events. The analysis relied on context-
engineered queries that structured the model’s reasoning process and standard-
ized factor extraction across all documents. The model assisted in identifying
explicit and implicit TOI factors from these texts, which then served as the
analytical foundation for pattern identification and interpretation.

Following factor extraction, a comparative, pattern-oriented analysis was con-
ducted to identify recurrent configurations of technical, organizational, and in-
dividual factors across incidents. The analysis examined which combinations of
factors consistently co-occurred before or during the emergence of insider-threat
behavior.

At the interpretive stage, the identified patterns were compared with the
MITRE insider taxonomy (malicious, negligent, mistaken, outsmarted) to exam-
ine potential conceptual and behavioral overlaps. Model outputs were validated
against human annotations using standard performance metrics—precision (ac-
curacy of detected factors), recall (coverage of relevant factors), and the F1 score
(harmonic mean of both)—to evaluate the reliability of factor identification and
ensure consistency between automated and manual analyses.
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5 Results and Discussion

Although results are still in progress, the proposed analytical approach is ex-
pected to reveal recurrent patterns linking TOI factors to specific insider profiles.
Such patterns may appear as co-occurring conditions (e.g., weak organizational
culture combined with technical monitoring gaps) or as recurring trajectories
from individual drivers to harmful outcomes. At the same time, the analysis
may also reveal variability, with weak or inconsistent regularities, suggesting that
insider incidents resist stable patterns. Future work should explore how this sys-
temic, integrative perspective can help organizations move beyond fragmented
mitigation strategies toward more context-specific and dynamic defenses.
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