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1 Introduction

These last years, number of malware detected by Antivirus
always continue to grow. According to AV-Test [AT21],
more than 100 millions of new malware have been ob-
served in 2021 until now. Most of these new malware
are just variants of previously observed malware. In fact,
malware authors never end to develop new strategies to
tweak their malware so that previous detection methods
are bypassed. The detection and classification of these
new malware samples is a big challenge.

In most cases, malware detection and classification is
signature-based. A signature (such as YARA [Virl9])
contains patterns/properties observed in malware of the
same family and is generally build by experts and gath-
ered in a database. If a binary matches a signature of the
database, it’s classified as a malware. Unfortunately, mal-
ware creators can get around those detection methods by
applying different techniques (polymorphism [WGXW10],
metamorphism, packing or other obfuscations) while keep-
ing the malicious behaviour of their program [MKKO07].

Another popular approach is dynamic analy-
sis [ESKKO08], where malware are executed and observed
in a closed environment (recording API calls, network
activity, created process,...) to observe how they behave.
This type of analysis can sidestep the limitations of
signature-based static analyses. However, it focuses on
one execution of the program at a time with a given
context environment and with no guarantee that the
malicious behaviour will be triggered [BY17] (delay,
evasion techniques, sandbox detection...).

To overcome these limitations, a promising approach is
the use of symbolic execution [BCDT18] which allows to
explore the whole behaviour of the malware by consid-
ering all paths of execution. With symbolic execution,
we can extract a system call dependency graph (SCDG)
that represents the main behaviour of a binary. SCDGs
have already been used in malware detection and classi-
fication [CJKOT7], as a representation of API calls to the
operating system and relations between these calls. These
calls are known to be significantly representative of the
malware behaviour and its interactions with the system.
This can be used to detect malicious behaviour.

Using graph mining techniques like gspan [YHO02], it’s
possible to generalize from several SCDGs of the same
malware family a common SCDG that can be used as
signature for that family. This kind of approach has
already showed accurate detection and classification re-
sults [T*16]. Such a toolchain using ANGR [SWST16]

has been proposed in [SBBT20] where the authors man-
age to get a good classification performance. While using
a bigger data set and putting a focus on resources usage,
we propose several improvements to this toolchain :

e An open source implementation

e New exploration heuristics to quickly discover differ-
ent parts of the binary

e New priorities/resources management for states dur-
ing exploration

e New types of dependency in the SCDG

2 Presentation of our approach
2.1 Overview
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Figure 1: The whole toolchain.

Our toolchain is represented in the figure 1 and works
as follow :

1. A collection of labelled binaries of different malwares
families is collected and used as the input of the
toolchain.

2. ANGR [SWST16], a framework for symbolic execu-
tion, is used to execute symbolically binaries and ex-
tract all execution traces. For this purpose, differ-
ent heuristics have been developed to optimise sym-
bolic execution. Several execution traces (i.e : API
calls used and their arguments) corresponding to one
binary are extracted with ANGR and gathered to-
gether thanks to several graph heuristics to construct
a SCDG.

3. These resulting SCDGs are then used as input to
graph mining algorithms to extract a common graph
for the SCDGs of each families and create the associ-
ated signatures.



4. Finally, when a new sample has to be classified, its
SCDG is build and compared with SCDGs of known
families (thanks to a simple similarity metric).

2.2 Symbolic Execution

We first use symbolic execution on malware binaries, al-
lowing us to explore all possible execution paths. Start-
ing from the entry point address, at each execution step,
ANGR records, processes and updates a set of active states
representing snapshots of the execution flow of the binary
at a given time. Each state stores information like in-
structions addresses, register values or memory usage. If
a variable can take several values at an execution step, a
symbolic value is introduced to keep track of possible val-
ues and their related constraints. During execution, when
a new instruction is encountered, ANGR engine evaluates
the next state it will produce. A state can produce a sin-
gle child state (e.g mov instruction) or two child states if
a conditional jump is met. In the case of a conditional
jump, the state is forked in two : first child state will con-
sider what happens if the jump is taken , second child will
consider what happens if it’s not. During exploration, in-
feasible states can appear(e.g states with a symbolic value
which can not have a feasible concrete value). For an effi-
cient exploration, it’s important to discard them. For this
purpose ANGR use z3, a SMT solver to check satisfiabil-
ity. This solver has been tuned for malware analysis in
previous work [SBB120].

Symbolic execution faces an accuracy/performance
tradeoff : it consumes a lot of resources (time, memory,...)
but more resources lead to better performances. Given the
huge amount of possible execution states (also known as
the problem of state explosion), it’s really important to
optimize resources usage and help ANGR to explore state
space as efficiently as possible.

Initially, ANGR explores binaries with a Breadth-First
Search (BFS) approach, i.e it considers at each execution
step all paths that are not finished yet and explore them
simultaneously. This number of paths grows quickly at
each step, leading to an important resource consumption
(time and memory). For a better resources usage, only a
subset of paths are considered at each step for execution,
others are put in a stash for future exploration when more
space is available. Four methods of exploration were com-
pared in our work, allowing us to choose in which order
we explore states :

e Breadth-First Search (BFS) : When a new path has
to be considered, the shortest path not yet explored
is chosen. It means that even if previous paths were
”deep” in the exploration, a path early put aside can
still be considered relatively early anyway.

e Depth-First Search (DFS) : When a new path has to
be considered, the longest path not yet explored is
chosen. Contrary to BFS, exploration will quickly go
deep in the binary but if an interesting path begins
early and we don’t take it directly, it will take a lot
of time to go back to it.

o Custom Breadth-First Search (CBFS) : At each step,

a check is performed to verify if there exists a path
which leads to an instruction not yet executed. If
such a path exists, it is chosen, otherwise the shortest
path is considered.

o Custom Depth-First Search (CDFS) : At each step,
a check is performed to verify if there exists a path
which leads to an instruction not yet executed. If
such a path exists, it is chosen, otherwise the longest
path is considered.

When executing symbolically a binary, different states
representing different paths have to be kept in memory.
To spare memory consumption, we choose to not explore
all available states at the same time as it was done in
previous work. Instead, states are put in different stashes
corresponding to different priorities :

o Active (default in ANGR) : Stash where states cur-
rently used for exploration are stored. To decrease
memory consumption, an option has been added to
limit number of states in this stash : simul_state
which decide how many states can be present simul-
taneously in this stash. If this limit is exceeded, some
states are moved to Pause stash.

e Pause : The stash where states are moved to wait
until some space becomes available in Active stash.
The size of the space in this stash is a parameter of
the toolchain. If new states appear and there is no
space available in the Pause stash, some states are
dropped.

o ToFEzxplore : The stash where states leading to new
instruction addresses (not yet explored) of the binary
are kept. If CDFS or CBFS are not used, this stash
merges with the pause stash.

e FxcessStep : The stash where states exceeding the
threshold related to number of steps are moved. If
new states are needed and there is no state available
in pause stash, states in this stash are used to resume
exploration (their step counter are put back to zero).

e FxcessLoop : The stash where states which exceed the
threshold related to loops are moved. If new states
are needed and there is no state available in pause
or ExcessStep stash, states in this stash are used to
resume exploration (their loop counter are put back
to zero).

o Deadended (default in ANGR) : The stash where
states are moved when their execution is over (e.g
: exit function call).

Finally, another important problem of symbolic exe-
cution is a proper modelisation of the OS and external
libraries called during execution. An improper mod-
elisation of these libraries can lead to incorrect state
creation or failures to explore important states.

2.3 Building SCDGs and signatures

After the exploration of a binary with symbolic ex-
ecution, several execution traces are obtained. Each



trace consists of a list of API calls, their arguments,
their resolved addresses and their calling addresses.
All this information is used to build a SCDG. In
SCDGs, vertices correspond to system calls, edges to
information flows between them and the directions
of the edges represent the orders in the traces. To
be more precise, two types of edges are considered in
this work:

o Argument - Argument relationship : An edge is
built if an argument of a system call is the same
as the argument of another system call. Each
argument is given a number corresponding to its
location in the argument list of the system call,
the return value of the system called is given the
index 0. Finally, each edge takes a label related
to argument position of the first and the sec-
ond call. Note that we also allow the creation of
an edge if two arguments are strings included in
each other (typically, it occurs with path names
or register values). These particular cases were
not considered in previous works.

o Argqument - Address relationship : An edge is
build if an argument of a system call (often the
return value) corresponds to the resolved address
of another system call. This usually occurs when
a binary load a function or a module dynami-
cally. This was also not considered in previous
works.

From different SCDGs corresponding to a same mal-
ware family, we are able to construct a signature by
observing similarities between SCDGs. This signa-
ture has to represent the main behaviour of the mal-
ware family. For this purpose, Gspan algorithm is
used to extract the biggest SCDG common subgraphs
to a majority of those SCDGs. We take advantage of
previous results related to Gspan and choose to ex-
tract biggest subgraphs supported by at least 80% of
the malware in the samples.

2.4 Classifying new samples

When a new binary has to be classified, its SCDG
is first build as described previously. Then, Gspan
is applied to extract the biggest common subgraph
G/ between this SCDG and each of the signature of
known malware families G; (where ¢ denotes the in-
dex of the family signature). A similarity score is
evaluated to decide if the graph is considered as part
of this family or not.

The similarity score S between the graphs G, and G;
is computed as follow (this similarity score was first
used in [SBBT18])

num_edges(G?)
S(GL,Gy) = ————————H

(G5, Gi) num-_edges(G;)
Since G} is a subgraph of G;, this is calculating how
much G} appears in G;. We classify the new sam-
ple by finding the family ¢ with the highest similarity

score :

arg max S(G%, G;)

3 Experiments

For our experiments, we used a dataset of 20 fami-
lies of malware (Wabot, Sodinokibi, Simbot,...) with
samples of 30 malware for each family. These sam-
ples were gathered by Cisco during 2019 and labelled
thanks to AVClass [SRKC16]. A 3-fold cross valida-
tion is used to evaluate classification performance and
avoid overfitting.

We first launch extraction of SCDGs with a timeout of
one hour for each of the binary, recording extracted
calls at 20 minutes, 40 minutes and 1 hour. Using
the same parameters as [SBBT20] and our different
exploration methods, we compare the extracted API
calls, the number of edges/nodes of our SCDG as well
as classification accuracy.

Then we launch extraction with a timeout of 10 min-
utes for each sample. We also limit the number of
states handled simultaneously to reflect limited re-
source usage. We compare again API calls extracted,
number of edges/nodes of our SCDG as well as clas-
sification accuracy.

Finally, we re-use traces previously extracted and use
different graph building methods for our SCDGs to
observe which one allows the better classification ac-
curacy with Gspan algorithm.

We observe that our improvements generally increase
the number of calls extracted as well the size of our
SCDGs while allowing a better control of resource
usage.

4 Conclusion

We propose an implementation of a toolchain using
symbolic execution and machine learning to detect
and classify malware. On one hand, symbolic analy-
sis avoids the inherent problems of dynamic analysis:
thanks to symbolic analysis, all execution paths can
possibly be explored. On the other hand, machine
learning avoids the problem of rigidity (e.g. pattern
matching like YARA) and obfuscation of the signa-
tures encountered with static analysis. Our new ex-
ploration heuristics and priority /resources manage-
ment techniques allow to improve malware binary ex-
ploration while reducing required resources. We also
put the focus on proper environment simulations to
improve the consistency of the exploration. Our re-
sults show that it is possible to explore more execu-
tion paths of the binaries and achieve a greater clas-
sification performance with our improvements of the
toolchain.
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