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Abstract—The queries we perform, the searches we make,
and the websites we visit — this sensitive data is collected
at scale by companies as part of the services they provide.
Query obfuscation, intertwining the user queries with artificial
queries, has been proposed as a solution to protect the privacy
of individuals on the web. We here present a formal model and
formulate through attack models three privacy requirements for
obfuscators: 1) indistinguishability, that the user query should be
hard to identify; 2) coverage, that its topic should be hard to
identify; and 3) imprecision, that the query should still be hard
to identify for an attacker with additional auxiliary information.
The latter is needed to make the former two guarantees ‘“future-
proof”’. Using our framework, we derive two important results
for obfuscators. First, we show that indistinguishability imposes
strong bounds on the coverage and imprecision achievable by
an obfuscator. Second, we prove an important tradeoff between
coverage and imprecision, which inherently limits the strength
and robustness of the privacy guarantees that an obfuscator
can provide. We then introduce a family of obfuscators with
provable indistinguishability guarantees, which we call k—ball
obfuscators, and show, for a range of parameter values, the
achievable coverage and imprecision. We show empirically that
our theoretical tradeoff holds, and that its bound is not tight in
practice: even in a simple idealized setting, there is a significant
gap between practical coverage and imprecision guarantees, and
the optimal bounds. While obfuscators have proven popular with
the general public, all obfuscators currently available provide ad-
hoc guarantees, and have been shown to be vulnerable to attacks,
putting the data of users at risk. We hope this work to be a
first step towards a robust evaluation of the properties of query
obfuscators and the development of principled obfuscators.

Index Terms— Privacy, obfuscation.

I. INTRODUCTION

N THE past decades, the internet has grown to become the
main source of information for billions of individuals. The
richness and variety of the information available, as well as its
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ease of access, have made it a central part of our professional
and personal lives.

However, as users browse the web, the trace of their
activities, such as the websites they visit, the links they click
on, and the search queries they perform, is recorded. For
instance, many websites embed small pieces of code on other
websites in order to track users, a practice known as “third-
party tracking” that concerns 46% of websites in the Alexa
Global Top 10,000 [1]. Similarly, Englehardt et al. showed in
2016 that Google and its subsidiaries had trackers on over 75%
of 1 million popular websites [2], demonstrating the extent of
the ability of the company to track users across the web. This
browsing data is being used by companies to serve individuals
personalized advertisement [3] but also by governments, for
surveillance and counter-terrorism purposes [4]. This constant
monitoring of online activity has led to what some call the
“age of surveillance capitalism” [5].

This persistent and ubiquitous collection of fine-grained
behavioral data raises serious privacy concerns. Web data can
contain or be used to infer private information relative to, e.g.,
employment, financial and medical status [6], [7]. According
to a 2014 report by BCG, 56% of Americans “consider [their
surfing history] moderately to extremely private” [8]. It has
also been shown to be trivially identifiable [9], leading to the
worrying trend of users self-censoring the searches they make,
thereby limiting their access to information [10].

Query obfuscation, the technique of polluting the user data
by sending artificial queries in parallel to the queries of the
user, has been proposed to alleviate this privacy issue for both
web search [11], [12], [13], [14], [15], [16], [17], [18], [19] and
general web traffic [20], [21], [22], [23], [24]. The idea is to
“drown the original data in noise”, such that anyone observing
the queries is unable to learn information about the user. Query
obfuscation is an approach popular with users as (1) it is easy
to deploy, only requiring them to install a program on their
machine, and (2) it does not require trust in a third-party (the
data collector or other connected computers). Its popularity has
increased further with the revocation of Net Neutrality by the
FCC in 2017, with many independent developers proposing
obfuscators [20], [21], [22], [23], [24].

However, while obfuscators are used in practice (e.g., Track-
MeNot has over 40,000 downloads), the privacy guarantees
they offer are often unclear, which puts their user at risk.
TrackMeNot, for instance, has been shown to fall to simple
attacks based on semantic similarity [25], the words used in
queries [26] or even their capitalization [27]. The protection
it promised on all queries of its users is now void, as all past
obfuscated queries can be attacked and retrieved. More general
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attacks, based on machine learning [28] or custom similarity
metrics [29], have also been introduced and tested. In their
review of obfuscators for web search, Balsa et al. concluded
that all the obfuscators they evaluated were flawed and could
be attacked to reveal sensitive user information [30].

In response to these concerns, some developers of obfus-
cators have argued that their goal is to protest large-scale
data collection, rather than robustly protecting the privacy of
their users. For instance, the authors of TrackMeNot state
that “[TrackMeNot] offers control directly to those most
motivated to seek reform, providing a relatively near-term even
if imperfect solution.” [11] We disagree with this argument.
In practice, obfuscators are often marketed to users as an
effective privacy protection. Users who care about the privacy
of their data are told that installing the software will “signifi-
cantly increas[e] the difficulty of aggregating [their queries]
into accurate or identifying user profiles”,! giving users a
false sense of security. Similarly, Viejo et al state that their
obfuscator “can be considered a proper option for those users
who are concerned about their privacy.” [13]

A. Our Contributions

In this paper, we introduce a fully adversarial formulation
of privacy for query obfuscators, along with three privacy
requirements. Building on existing literature, we formalize two
requirements of obfuscators, which we call indistinguishability
and coverage. We then introduce a third requirement, impreci-
sion, relating to attackers with more knowledge of the behavior
of the user. This last requirement measures the robustness of
the defenses provided by the obfuscator to additional auxiliary
knowledge (the topic of the query), and is required to make
the obfuscator “future-proof”. We formalize and quantify these
requirements through attack models, and show the existence
of optimal adversaries for each attack model.

We use our framework to derive important properties of
query obfuscators. First, we prove that indistinguishability
is a necessary requirement for the two others, and imposes
strong bounds on the coverage and imprecision achievable by
an obfuscator (Theorem 1). Second, we show that a tradeoff
exists between coverage and imprecision, inherently limiting
the strength and robustness of the privacy guarantees that an
obfuscator can provide (Theorem 2).

We then introduce a family of obfuscators, called key-based
obfuscators, for which one can prove perfect indistinguisha-
bility under some conditions (Proposition 5). We instantiate
a particular class of key-based obfuscators, which we call
k—ball obfuscators, which aim at distributing queries in the
query space in order to achieve a satisfactory and configurable
balance between coverage and imprecision. We implement a
k—ball obfuscator in a simple setup and show empirically that
(1) the user behavior limits the privacy that can be guaranteed
by an obfuscator, and (2) the coverage-imprecision tradeoff
is not tight in practice: there is a significant gap between the
optimal guarantees and those that can be achieved in practice.

Our results show that there are fundamental limitations
to the robustness and quality of the privacy provided by
obfuscation, as obfuscator designers must choose between
good privacy (coverage) and robustness to auxiliary knowledge
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(imprecision). Further, our empirical analysis shows that this
coverage-imprecision tradeoff is even harder to meet in prac-
tical implementations. Taken together, our results suggest that
developing obfuscators with provable robust, “future-proof™
privacy guarantees is challenging in practice.

II. OBFUSCATOR AND ADVERSARY MODEL
A. Setup and Assumptions

We consider a service S, to which a user sends queries
taken from a countable set Q. Such services can be, e.g.,
search engines where, the queries consist of the text the user
is searching for, DNS servers resolving IP addresses from
hostnames, or Internet Service Providers delivering general
Internet traffic, where the queries are requests in specific
protocols. Obfuscators aim to protect the user queries from
an adversary, which can be the service provider (search
engine, websites, ...) or an eavesdropper (third-party trackers,
surveillance agency, ...).

A block obfuscator is a program installed by the user that
sends a block of artificial queries along with every user query
and filters the responses received to keep only the one related
to the true query of the user. The obfuscator is user-centric,
i.e., tailored to the user profile. We consider the following
idealized setting:

1) The obfuscator works by sending a block of N different
queries upon every user query, and that block always
contains the genuine user query;

2) The adversary knows that the queries come from an
obfuscator and how this obfuscator works, as well as
the block size N;

3) The adversary knows the profile of the user (i.e., distri-
bution of their queries);

4) The adversary is willing to allocate (unbounded)
resources to cancel out the effect of the obfuscator;

5) The adversary is honest-but-curious: they only observe
the block of queries and cannot interfere with the
obfuscator.

Assumption 1) describes the model we use for obfuscators.
We assume that an obfuscator will generate fake queries only
when the user sends a query, and will then generate a block
of N unique queries, containing the user query, and send it
to the adversary. This assumption prevents the adversary from
analyzing the timing of the queries to identify the original
one. Note that, as part of this assumption, we do not consider
methods that alter the true query.

Assumption 2) requires the obfuscator to be publicly
available (i.e. we do not consider “privacy by obscurity”,
in accordance with the Kerckhoff principle [31]). The adver-
sary knowing the block size N is a consequence of the block
model, as all queries of a block are sent simultaneously.

Assumption 3) considers a worst-case scenario for the
obfuscator, where the adversary knows the user and their query
patterns. This means that our requirements are independent
from the specific knowledge that the adversary has on the user,
and remain valid against adversaries with less information.

Assumption 4) further states that the adversary will try
to reverse the effect of the obfuscation, in order to obtain
information on the user query. This is essential for robust guar-
antees, and assuming the contrary means that the obfuscator
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lures users to a false sense of security (i.e. they are safe as
long as no one tries to attack the system). We assume the
attacker to have unbounded computational power.

Assumption 5) limits the capabilities of the adversary: they
only observe the block of queries and cannot influence the
generation of the obfuscated block. This assumption is natural
in the setup we assume, where Web services are not able to
run code on the machine of the user.

Note that our paper assumes an idealized setting for the
obfuscator, where the attacker has access to only one query.
In practice, an adversary could perform more powerful attacks
exploiting the correlation between successive user queries,
or with access to information pertaining to post-query behav-
ior, e.g. recording where the user clicked. In section VII-D,
we discuss how our model can be extended to account for
correlations.

B. Formal Model

Fig. 1 summarizes our model and notations. Let Q be a
countable set from which all queries are drawn (called the
query space or query set). We denote by A (X) the set of
distributions over a set X'. For a random function F : A —
A (B), we will denote by F(a) the random variable taking
values in B obtained by calling the function with argument
a € A. We write Ty the distribution of a random variable V,
and Ty |y the conditional distribution of a random variable V
to random variable U. We write supp (Ty) the support of a
distribution Ty .

Our model considers one user query in isolation albeit it
can be extended for a stream of queries. The user query is
a random variable X taking values in Q according to some
known distribution Ty € A (Q). The obfuscator is a random
function of the user query O : Q@ — A (QV) such that its
result always contains that query. The block of queries sent to
the adversary is the image of the user query by the obfuscator,
and we denote it by Z := O(X). This allows us to equivalently
write the obfuscator as the distribution 77x(z|x). As per
assumptions 2) and 3), both Tz7x and Tx are known to the
adversary. We also define the index I, a random variable that
gives the position of the user query X in the block Z: X = Z;
always holds. By assumption 1), it is well defined, since X
is guaranteed to be in the block, and each query is unique
in the block. Without loss of generality, we assume that the
index variable I is uniformly distributed. This means that no
position in the block is more likely a priori to be the user query.
An important part of assumption (1) is that the queries in the
block are unique: Vz € OV, Tz(z) > 0,Vi # j : 7 # z;.

C. Topics

In order to model semantic proximity between queries in
Q, we assume that a proper semantic distance dg over Q
exists. We define fopics as closed balls of radius R in Q:
Blx,R] = {y € Q : ds(x,y) < R}, where R represents the
“specificity” of a topic. This gives a versatile definition of
topics, as it naturally allows for various levels of specificity
and overlap between topics. We do not define this semantic
distance precisely, as it is not required by our argumentation.
Our results hold for any choice of distance metric over Q. This
distance should be capable of measuring whether two queries
relate to the same topic and have similar meaning. The choice
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Fig. 1. Model and notations for a block obfuscator. x is the user query, from
which a block z is generated by the obfuscator. i is the index of the user query,
such that z; = x. We here use lowercase letters to denote a realization of the
variables.

of distance impacts the meaning of the privacy guarantees, and
is thus part of the design of the obfuscator (i.e., an obfuscator
will define the privacy it gives according to some particular
distance).

D. Privacy Games

In the next section, we formulate our privacy requirements
as games played against an adversary M. We assume the
following setting: the adversary receives a block of queries
Z, and potentially some side information Q, and runs a
probabilistic algorithm M in the goal of obtaining some
information on the query. The nature of Q and the target
information depend on the game. The games are defined for
O, an obfuscator of block size N on some countable query
space Q.

III. PRIVACY REQUIREMENTS

We propose three necessary adversarial privacy require-
ments for block obfuscators. Our first two requirements build
on metrics proposed in the literature, and state that an obfusca-
tor should hide the user query and its intent. We then introduce
a third, novel, requirement that imposes the obfuscator to be
robust against additional auxiliary knowledge that an attacker
could have access to.

A. Indistinguishability

The artificial queries generated by an obfuscator should be
reasonably similar to the user query, so that one can’t easily
filter them out. Otherwise, the obfuscator is pointless: the noise
it generates can be canceled out, and the adversary observes
the user query in clear. In previous work, Balsa et al. [30]
require artificial queries to be “indistinguishable” from the
user query, and propose to measure the probability that an
abstract “Dummy Classification Algorithm”, run by the adver-
sary, succeeds in identifying the user queries. Gervais et al.
propose a similar idea, by measuring the accuracy of a specific
classifier [28].

Building on this, the first requirement we propose is indis-
tinguishability (Fig. 2): the true query should not be “easy”
to distinguish from the artificially generated queries for any
adversary without additional information. All queries in the
block must be reasonably likely to have been written by
the user. Intuitively, this requirement amounts to having the
artificial queries be “sufficiently realistic” to user queries.
Parallels can be drawn between indistinguishability and the
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Fig. 2. The indistinguishability requirement: a possible block of web search
queries resulting from an obfuscator (left) without the requirement; (right)
with the requirement. In this example, the obfuscator on the left generates
nonsensical queries, making them easy to distinguish from the true query,
whereas all queries on the right look plausible in the absence of additional
information.

k—anonymity [32] privacy definition for datasets, in the sense
that the real query (“record”) is similar to k — 1 others.

Privacy game: We formalize the intuitive description of
indistinguishability through the following attack model. Let
M:0OVN 5 A{l,...,N}) be an adversary. The adversary
wins the indistinguishability game (i.e. WinI N D/(?A is true)
if, given the block Z, they can identify the user query without
additional information.

1) Let X be a user query;
2) Let Z = O(X) be the query block;
3) WinINDQ = (Zpz) = X)

Note that, by assumption, queries in the block are unique,
so the last line can be equivalently written as WinlI N D/(?/( =
(M(Z) = I), where I is the index variable.

B. Coverage

Indistinguishability by itself is not sufficient to guarantee
privacy — it protects the query itself, but not its semantics. For
instance, one could build an obfuscator that replicates the user
query and adds small typos, hence generating many different
queries. While this makes the exact genuine query hard to
identify, this obfuscator would not prevent an adversary from
learning the intent of the user. This situation is illustrated
by Figure 3 (left), where an obfuscator produces slightly
modified versions of the user query “Hiking in Sardinia”.
Intuitively, the artificial queries should also protect the intent
of the true query.

Many obfuscators developed in the literature are built with a
constraint whose goal is to hide the meaning of the user query.
Wang et al. propose to mask “topical intent”, by requiring
that the confidence of the adversary on the interest of the
user in a topic does not increase too much after observing
the block [33]. Viejo et al. use the (defunct) DMOZ project to
define a topical tree, and require that queries in the block share
parents at least at some distance up the tree [13]. Ahmad et al.
similarly rely on a topic tree and language model to define
semantics, and require that queries in the block come from
different branches of the tree, with similar specificity within
their topic [18], [19]. Murugesan and Clifton et al. specify
“diversity” as a design principle for obfuscators, requiring that
the queries in the block are topically diverse (as measured by
a semantic distance) [14].

Our second requirement, which we call coverage, is more
general: the topic of the user query should be “hard” to infer
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Fig. 3. The coverage requirement: a possible block of web search queries
resulting from an obfuscator (left) without the requirement; (right) with the
requirement. All queries on the left are variations of the user query, whose
intent is thus easy to identify. On the right, the queries, all plausible user
queries, cover different topics, making it harder to guess the intent of the
user.

from the block by an adversary without additional information.
That is, the obfuscator should be able to hide the intent of
the user from the adversary. We choose the name coverage
as it entails that an obfuscator should cover various topics.
Following the parallel with k—anonymity, coverage can be
seen as similar to /—diversity [34]: in addition to being
indistinguishable from k& — 1 others, there must be diversity
in the queries’ topic (at least / topics).

Privacy game: We formalize the intuitive description of
coverage through the following attack model. Let M : QV —
A (Q) be an adversary. The adversary wins the coverage game
for some specificity R.q, if they can find a topic close to that
of the user query.

1) Let X be a user query;
2) Let Z = O(X) be the query block;
3) WinCOVL R = (ds(M(Z), X) < Reow)

C. Imprecision

Indistinguishability and coverage protect the query and its
meaning against an adversary that knows the user distribution,
but has no information on the query outside of the block.
As such, the guarantees they provide are not future-proof:
should the adversary obtain additional information on the
queries, both guarantees could cease to hold.

We introduce a novel requirement, which we call impre-
cision: the true query should be ‘“hard” to find even if the
adversary has prior information on the topic of the user query.
Indeed, it can happen that the attacker knows the topic of
the user query, and tries to identify the query using this
additional piece of knowledge. This is illustrated in Fig. 4,
where queries that are very topically diverse fail to protect
the user query, given that an adversary knows its broad topic
(“traveling in Europe”). We choose the name imprecision as it
means the query must be imprecise within its topic. This third
requirement is needed to ensure that the privacy offered by the
obfuscator is “future-proof”, i.e., robust to stronger attackers
who gain access to additional information on the query.

While this requirement is novel in the context of query
obfuscation, similar ideas have been used in the field of pro-
gram obfuscation, where the code of a program is transformed
into a semantically identical program that is hard to under-
stand [35]. Goldwasser et al. showed, e.g., that obfuscating a
program is hard in general when the attacker has access to
prior information [36].
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Fig. 4. The imprecision requirement: a possible block of web search queries
resulting from an obfuscator (left) without the requirement; (right) with the
requirement. Knowing that the user is interested in “traveling in Europe”
makes the query easy to identify on the left, but does not help on the right,
where all queries are related to this topic. Note that this is informal as,
in general, the block would have to be designed to account for a set of
plausible topics that the user query is part of.

Privacy game: Similarly to the two former requirements,
we formalize imprecision as the following attack model. Let
M:QN xQ— A({l,...,N}) be an adversary (with access
to additional information). The adversary wins the game for
some specificity R;;p if they can identify the user query, given
a query (and hence, the topic of size R;;, centered on this
query) close to it.

1) Let X be a user query;
2) Let Z = O(X) be the query block;
3) Let Q < B[X, Rj;)] be the additional information;

. O,Rim
4) Wln[MPM p:(ZM(Z’Q)ZX)

IV. MEETING THE REQUIREMENTS

Having formally defined each requirement through an attack
model, we here develop a rigorous probabilistic definition
for these requirements. We then prove important theoretical
properties of our model, relating indistinguishability to the
other requirements.

A. Probabilistic Formulation

We say that an obfuscator meets a requirement with some
level « if the probability that any adversary wins the corre-
sponding game is less than o, for every possible adversary.
This probability is taken over (1) the user query (~ Ty), (2)
the obfuscator (~ T7z|x) and (3) randomness in the algorithm
of the adversary. The games are all defined for one user of
distribution Tx.

Let O be an obfuscator of block size N, and Rip, Reov €
Rar . We define «ajnq, 0o and ajpp such that O pro-
vides «;,q—indistinguishability, (ccoy, Reoy)—coverage and
(@imp, Rimp)—imprecision as:

Gind = SUP A 0N A1 N1 P [WinIND/(\QA]

7 O cov
Qcov = SUPALQN > A(Q) P [WanOVM’R ]

. O,Rim
aimp = SupM:QNXQ_)A({l _____ N})P[WlnIMPM p:I

This formulation implies that no adversary can win at the
indistinguishability (resp. imprecision, coverage) game with a
probability higher than a;ng (resp. ¢imp, Qcov)-

Proposition 1 gives a lower bound to «;,4: for all block
obfuscators, we must have that «;,; > 1/N. Hence, we will
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say that an obfuscator provides perfect indistinguishability if
it matches this lower bound, i.e. it is such that «;,q = 1/N.
In practice, this means that all queries in a block are equally
likely to be the user query (and thus, all adversaries will
perform as well as random selection).

Proposition 1 (Lower Bound on Indistinguishability): Let Q
be a countable query space and O a block obfuscator over Q
of block size N € Ny that provides oinq—indistinguishability.
Then:

1
— = Uind

Proof: Define the “random” adversary MF for the indis-
tinguishability game that selects a query uniformly at random:

MR(Z) ~Unif{l,...,N})

We have that (with the probability taken over Z, I and
ME(2Z)):

1

IP’[WinIND/(\O/lR] = ]P’[MR(Z) - 1] =~

And thus, by definition of «;,g4,

Qing > P [WinIND/(\QAR] —1/N

B. Optimal Adversaries

It is possible to find optimal adversaries for our attack
models, whose probability of success exactly matches the
corresponding «, (for o,—guarantee). Proposition 2 shows
that at least one optimal adversary exists for indistinguisha-
bility. In practice, this adversary is hard to compute exactly,
as it requires to know the exact user distribution Tx and to
be able to compute the obfuscator distribution Tz|x. This is
however a powerful mathematical tool to evaluate properties
of obfuscators.

Proposition 2 (Existence of an Optimal Adversary for Indis-
tinguishability): Let Q be a query space, and an obfuscator
O of block size N € Ny providing aj,q—indistinguishability.
Any adversary M : QN +— A ({1,..., N}) is such that:

P[WiniNDS | <P [WiniNDS, |
where M™* (the optimal adversary) is defined as:
M*(z) € arg max Tz (ilz)
Proof: Developing conditionally to Z and I for M gives:

N
P[WinINDS | = > 720 Y. Tyzil) - PIM(@) = ]
z€Q i=1
Denote piM (z) = P[M(z)=i]. Now, observe that
ZzN=1 Ty 12(ilz) - le () is a convex combination of Ty z(i|z),
and thus, Vz € O:

N
D Tnz(ilo) - pi' @) < maxTyz(ile)

i=1
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We have Vz € Q, pl-M*(z) =1I{i =
definition, and thus:

argmax; T7,z(j|z)} by

N
D Tiiz(ile) - pi*" (&) = max Triz o)
i=1
Hence, M* achieves the upper bound, which concludes the
proof. O
Under perfect indistinguishability, we can also find closed-
form optimal adversaries for coverage and imprecision. Proofs
for these propositions are in the appendix.
Proposition 3: Let Q be a query space, and an obfuscator
O of block size N € Ny providing 1/N —indistinguishability.
Any adversary M : ON > A(Q) is such that:

. O, R, . O, Reov
s fcov < s fcov
P[WinCov | < P[Wincovfe]
where M. (the optimal adversary) is defined as:

M (z) € argmax | B[r, Reop] Nz
reQ

Proposition 4: Let Q be a query space, and an obfuscator
O of block size N € Ny providing 1/N —indistinguishability.
Any adversary M : QN x Qv+ A ({1, ..., N}) is such that:

O,Rimp O,Rimpil

B[ WiniM Py | < B[ WinIM P!
1

where M7 (the optimal adversary) is defined as:

M?(Z, q) € arg min |B[Zia Rimp]|
{i:dS(Zivq)SRimp}

C. Indistinguishability Is the Weakest Requirement

Theorem 1 shows that if an obfuscator does not provide
some degree of indistinguishability, it will fail at guaranteeing
any form of privacy. Formally, we show that «;,, is a lower
bound to otcy and o;,p. Hence, if there exists an attacker that
can identify the true query with probability at least «;,4, there
exist attackers for coverage and imprecision whose probability
of success will be at least «;,g.

Theorem 1: Let Q be a countable query set with
a given semantic distance ds over Q. Every obfusca-
tor providing ojnq—indistinguishability, oo, —coverage and
Qjmp—imprecision satisfies:

Uind = Clcov
Uind = ®imp
Proof: Let M* be an optimal adversary for indistin-

guishability, whose existence is guaranteed by proposition 2.
We define an adversary M for the coverage game that selects
as topic the topic of the best guess query:

c

M™(2) = 200

Observe that, for any given block z, when M™* is correct,
then so is M. Indeed, for every block on which M* correctly
guesses the user query, then MC returns a topic containing
the user query. That is, the following always holds (Vz € QV):

WinINDSy. = WinCOV ke
Which implies, by definition of «;j,g and ocoy:

ting = P[WinINDS.| = P[WincovJle] < acen
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Similarly, we define another adversary M/ for the impre-
cision game, that selects as user query the best guess:

Mz, q) = M*(2)

For a given block z € QV, M! is correct if and only if
M is (as it selects the same, correct, query). In other words,
vz e QN:

WinINDSy. & WinIMP ;"
And thus:

ting =P [WinINDé/l*] _Pp [WinlMPfA’,R"’””] < Gimp

O
Theorem 1 shows that the coverage and imprecision of
an obfuscator admit as a lower bound its indistinguishability.
Intuitively, this means that if an adversary is able to re-identify
the user query with reasonable certainty, that adversary can
also break the other requirements. Indeed, if the true query is
easy to estimate, then the obfuscator is useless: the adversary
can filter out the artificial queries. Indistinguishability is a key
requirement for the obfuscator to provide privacy guarantees.
As a consequence of proposition 1, this also implies that
Qeoy = 1/N, and ajpp > 1/N.

V. COVERAGE-IMPRECISION TRADEOFF

The requirements we introduced in the previous sections
are described by a few parameters: the probabilities of suc-
cessful attacks (@ind, @cov, @imp) Of the guarantees and the
topic specificities (Rcoy and R;jp). These parameters describe
formally the nature of the guarantees given by the obfuscator.
Ideally, one would like that no attacker can do better than
random for any of our attack models, i.e. ¢jpg = oy =
Qimp = 1/N, meaning that the bounds given by Theorem. 1
and Proposition. 1 are tight. We show in Theorem 2 below
that there are inherent limitations to the privacy that can
be provided by an obfuscator, making it impossible for an
obfuscator to optimally provide indistinguishability, coverage,
and imprecision.

In particular, we show that in a best-case scenario (&jpq =
1/N), coverage and imprecision need to be balanced one
against the other: for every 1/N —indistinguishable obfuscator
that guarantees o,y—coverage and «;,,—imprecision, one
must have that acoy - @jmp > 1/N. Hence, no obfuscator
can guarantee simultaneously optimally good coverage and
optimally good imprecision.

Theorem 2 (Coverage-Imprecision Tradeoff): Let Q be a
query set with a proper semantic distance dg, a distribution
Tx over Q, and O an obfuscator of block size N € Nt
and distribution Tz|x that provides perfect indistinguisha-
bility, (cov, Reov)—coverage for a radius Ri,y € R(—)i_ and
(@imp, Rimp)—imprecision for a radius Ry, € Rar. Then,
if Rimp =< Recov, the block size N of this obfuscator must
satisfy:

1
Oeoy * Wimp = —
Proof: We give below a sketch of the proof, which is
presented in full in the appendix. Define the query count of
asetS as Ns(Z) = |{i | Z; € S}|. We first show that under
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perfect indistinguishability, the query index [/ is independent
from Z, i.e. I|Z is uniform (proposition 6). This implies that
for every set S (Lemma 1):

Ns(z)
N

Since O provides «..y—coverage, every adversary for
the coverage game wins with probability at most o ey.
We define one specific adversary, that selects the ball with
highest query count, M (Z) := arg maxy Np[y,r,,,1(Z). From
Lemma 1, this obfuscator finds the user query with probability
% maxy N[y, R,,,] (the probability that the user query is one of
the max, Np(y r,,,] queries in the ball). Since M wins with
probability at most a,y, we obtain the following expression:

P XeS|Z=z]=

1
NEZ [myax NB[y,RmU](Z):| < dcov (1)

Similarly, we define an adversary for the imprecision game,
which selects a query at random in the topic of the user query
topic: M(Z, 0B) < Z U B[Q5, Ri;p]. The probability that
this adversary finds the exact query is N;[IQ BRI Since O
provides o, —imprecision, M/ wins with probabflity at most
®imp, Which gives:

-1
Ez.s [(NB[QB,R,-W](Z)) } = imp

By Jensen’s inequality:

—1 -1
Ez.08 [NB[QB,Rimp](Z)] =Ez s [(NB[QB,Ri,,,,,J(Z)) }

(2)
Since Rimp < Reov, We have that
Bz 08 I:(NB[QBaRimp](Z)):I <Ez [mjlx NB[y,RmJ(Z)] :
This allows to group equations 1 and 2 to obtain:
1
— <Ez [max NB[y,Rm,)](Z):| < acowN
Olimp y
O

Theorem 2 shows a fundamental incompatibility in the
privacy requirements we identified for obfuscators. Even
assuming that artificial queries are indistinguishable from user
queries, there are limits to the extent one can jointly protect the
intent of the user query (coverage) and the query itself, given
some information on its topic (imprecision), as the block size
is in practice limited by broadband and query rate constraint.

Further, from theorem 1, we know that ctcop, Ctimp > ding =
1/N. Hence, the strongest form of the requirements are
mutually exclusive: an obfuscator that ensures perfect coverage
(atcoy = 1/N) will be left undefended to imprecision attacks
(@imp = 1), and vice versa.

Recall that coverage requires that the obfuscator protects
the topic of the user query, while imprecision guarantees
some level of robustness against auxiliary knowledge. This
tradeoff means that users must choose between the strength of
their privacy protection, and this protection withstanding an
attacker with some information on a query. In some sense, this
means that there is “no free lunch” for obfuscation privacy: no
obfuscator will protect optimally the queries now, and forever.
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Assumptions: Theorem 2 relies on two important assump-
tions. Firstly, it requires that the obfuscator provides perfect
indistinguishability. This assumption places the obfuscator in
a “best-case scenario”, in that the adversary can not exploit
the likelihood of queries to be genuine for the coverage or
imprecision attack. Secondly, the theorem requires that the
topic specificity of coverage and imprecision are ordered:
Rcov = Rimp. We argue that this ordering is natural: Rcoy
describes the most specific topic we want to protect, while
Rimp describes the least specific topic that the adversary can
know without being able to identify the user query.

VI. EMPIRICAL ILLUSTRATION

We illustrate our theoretical results empirically in a simple
toy setup. We first introduce key-based obfuscators, a family of
obfuscators for which one can prove perfect indistinguishabil-
ity (Proposition 5). We then propose a key-based obfuscator,
the k—ball obfuscator, with parameters that can be adjusted
to achieve a wide range of imprecision or coverage. Finally,
we apply this obfuscator to a simple setup (Q C [0, 1]%, |Q| =
10%), and compute its coverage and imprecision guarantees.

A. Key-Based Obfuscators

Key-based obfuscators generate queries by first sampling a
key C in some set C, then generating N — 1 queries based
on this key. The key conditions the dependency of artificial
queries Y on the user query X. In order to ensure query
uniqueness within a block, for a choice of C, blocks are drawn
repeatedly until all queries sampled differ from each other and
from X (rejection sampling).

Definition 1 (Key-Based Obfuscator): A key-based obfusca-
tor over Q is an obfuscator defined by a triplet (C ,Teix, Ty|c)
composed of a set of keys C, a key-generating distribution
Tc\x, and a keyed query-generating distribution Ty|c. The
obfuscator generates queries as, given the user query x € Q
and a block size N:

¢ < Tex(olv) €
Vls-oos IN=1 < Tyic(ole), iid Q St Yi #XAVi# j,yi £,
Z = shuffle (x, y1, ..., YN—1)

Equivalently, for an index 1 < {l,..., N}, the distri-
bution of the obfuscator is V7 € oN.i ¢ {1,..., N},
where we define U(x, c) to be the probability that all gen-
erated queries are unique and different to X, U(x,c) =
P[Vi#j:Yi #Y;AYi #x|forYi,...,Yn_1 ~ Tyjc(olo):

[1;2 Tric(zjle)

Tzix.1(zlx, i) = Iz = x} - ) Tex(clx) 0G0

ceC

Intuitively, if the conditional distribution of the user query
X to C is equal to that of synthetic queries Ty|c, then the user
query is indistinguishable from the other queries. We formalize
this intuition in Prop. 5.

Proposition 5: Let O = (C, Tcix, Ty‘c) be a key-based
obfuscator over Q of block size N. If V¢ € supp (T¢),Vx €
supp (Tx):

Teix(clx) - Tx(x) _ Tyic(xlc) - U(x,c)
Tc(o) 2 yea Tricle) - Uy, e)’
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then O provides perfect indistinguishability.
Proof: From proposition 2, an optimal adversary for
indistinguishability is given by

M*(z) = argmax Ty z(i|z)

We now show that for a Tjz(i|z) = %, which by proposition 1
concludes the proof. For this, we first develop Tz, as:

T21Gl) =P[X =z AY =2_]
=P[X =z] -P[Y =z_|X =z]
= TX(Zi)Z]P)[Y =z-;|C =C]P[C =c|X = z]
ceC

B gc: U(x,c) };[iTYc(zj|c)

=, by assumption

Tc(e) Ty|c(zile)
ceC 2o Tric(yle) - U(y, ) Jl;ll vic(zjle

= f(2)

Hence, T7);(zli) = f(z) = Tz(z). Since I i§ uniform over
{1,..., N}, we find that T;z(i|z) = % = % which
concludes the proof. [

Proposition 5 gives a constructive framework to design per-
fectly indistinguishable obfuscators, assuming Ty is known.
In particular, if the probability of sampling duplicate queries
is negligible (U(x,c) =~ 1), the equation can be simplified
to Ty|c(x|c) = W and allows to find a query-
generating distribution gor any key-generating distribution
such that the resulting obfuscator guarantees indistinguisha-
bility. Other properties — coverage and imprecision — can thus
be obtained by designing T¢|x.

We present a practical instance of a key-based obfuscator
that can be tuned to give a wide range of coverage and
precision, under the simplifying assumption that U (x, ¢) ~ 1.
This obfuscator samples artificial queries in k random balls
of radius p in Q, one of which contains X. This follows the
intuition that, for an obfuscator to achieve a balance between
coverage and imprecision, it should aim at spreading the
queries in Q while ensuring that queries are not isolated.

Definition 2 (k—Ball Obfuscator): The k—ball obfuscator
of radius p in Q is the key-based obfuscator with C = QF,
the key C = (Cy, ..., Cy) is sampled as

j<—{1,....k
cj < Blx, pl
<1y Q@ Vl=1,...k [#]

which implies

k
1 I{c; € B[x,
ool = g Z {CTBE[x,EC]lp]} 'IITX(Cj)

Tcix ((eqs -
k
I#]

J=1

and Ty|c defined accordingly to satisfy proposition 5.
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B. Application

We illustrate our framework in a simple setting. We build
a k—Dball obfuscator over a simple query space, and show
how its privacy guarantees change with the parameters (k, p).
We validate the tradeoff of theorem 2, and show that its bound
is not tight even in a simple setting.

As query space, we consider a finite, random subset of
RY, for d = 2: Qqpp = (P1,.... P;) C RY, with P <
[0, I[ uniformly at random. In our experiments, we use r =
|Q[0’1]2| = 10°. As semantic distance, we use the wrap-around
L, distance, i.e. warping the boundaries such that (0, x) and
(1, x) (resp. (x,0) and (x, 1)) are the same point Vx € [0, 1],
such that all points in the space are equivalent:

sz,wrap(xa y)

d
= | > (min(jx; — yil. lxi + 1= yil. [yi + 1 = xi]))?
i=1

This can be seen as a simplistic approximation of text embed-
dings, where (discrete) texts are projected to a continuous
space where the L, distance can be used to evaluate text
similarity [37].

We take the user distribution to be uniform over the vocab-
ulary: Tx(x) = |Q[0’1]2|71, Vx € Q2. We then define
a k—ball obfuscator over Q[o,l]% with block size N = 10,
number of balls k ranging from 1 and 100, and radius’

pe [5 x 10—3,ﬁ/2{].

For each choice of parameters, we build the optimal cov-
erage and imprecision adversaries of the obfuscator (under
the assumption of perfect indistinguishability, guaranteed by
proposition 5), given in propositions 3 and 4. We set R.oy =
Rimp =5 % 10~2. We then measure the privacy characteristics
Qeov and ajyp of the obfuscator as the probability for the
optimal adversary to successfully attack the obfuscator. For
this, we sample user queries X, generate the obfuscated query
blocks Z with the obfuscator, and use the optimal adversaries
in the Coverage and Imprecision attack models. We repeat the
experiment 10,000 times for each choice of parameters (k, p)
to get reliable estimates of the success probability for both
attacks.

In figure 5, we present the coverage-imprecision curves
obtained for different values of the ball radius o and number
of balls k. Each point represents the success rate of the opti-
mal coverage and imprecision obfuscators for an obfuscator,
defined by its parameters (p, k). These points are grouped by
radius p in curves, with varying free parameter k. Note that
for p = @, since Blx, ‘/Ti] = Q[O’”z, the number of balls k
does not matter (all balls are identical), and the curve is just
a single point. In this case, the obfuscator samples artificial
queries from Q| ;2 according to the user distribution Tx, and
is thus uniquely conditioned by the user behavior.

Intuitively, as the number of balls k increases, queries
become less concentrated and more dispersed in the query
space. Our results indeed show that, as the number of balls k
increases, the obfuscator becomes less vulnerable to coverage
attacks, but more vulnerable to imprecision attacks. Further,

2The value V/2/2 is the largest possible wrapped-L, distance between two
points of Q[O.l]z'
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Fig. 5. Imprecision-Coverage tradeoff in a toy setting: Each point

represents the coverage and imprecision of one k—ball obfuscator, for different
values of the number of balls k and their radius p, over a discrete sample
of [0, 1)2 of size IQ[O 1 le = 100, Curves group points for obfuscators with
the same radius p, and decreasing number of balls k. The value of k used
for a specific point is given by its marker. All values for p = +/2/2 are
aggregated into one point, since the obfuscator is identical for all values of
k. The zone below the dashed line contains values of (acov, ®jmp) that are

impossible according to Thm. 2 (such that acov * Qjmp < %). ‘We observe
that the theoretical tradeoff holds, but the bound it puts on coverage and
imprecision is not tight.

we observe that the obfuscator performs better for radii p
much smaller than the coverage and imprecision radii R.o, =
Rimp. Hence, k—ball obfuscators are more resilient to attacks
for smaller values of the radius, and the number of balls can
then be used to change the balance between coverage and
imprecision.

Finally, we see that the tradeoff of theorem 2 holds, but it
is not tight for this obfuscator and user distribution. Indeed,
there is a significant margin, especially for lower values of
0cov- The closest the obfuscator gets to the ooyCimp = %
line is for k =1 and p = 5 x 1073, where all artificial queries
are located in a small ball including the user query. In such a
setup, the obfuscator offers almost perfect imprecision — given
the topic, all queries are equally likely — but no coverage, since
the query topic can be immediately inferred.

VII. DISCUSSION
A. Alternative Definitions of Privacy

Many obfuscators in the literature are designed around
information-theoretic metrics, with the aim to provably prevent
any information leakage on the user or query to the adversary.
These typically involve measuring the distance between the
distribution of the user query (input) Tx and the distribu-
tion of a query in the block (output) 77;, or some target
distribution. This distance is measured with mutual informa-
tion [15], Kullback-Leibler divergence [16], equivocation [30],
or cosine similarity [12]. Domingo-Ferrer also proposed to
measure the entropy of the output of the obfuscator [17].
A strong limitation of such metrics is that the practical privacy
protection they provide (i.e., limits on information leakage) is
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hard to understand, especially in an adversarial setting. For
instance, the mutual information between the obfuscated block
Z and the user query X is not a good indicator of what the
adversary can actually learn from the block [15]. Additionally,
these measures also obscure the difficulty of sampling from
distributions in large query spaces, such as text queries to a
search engine.

Obfuscators based on information-theoretic metrics over
distributions typically aim to prevent the adversary from
building a “profile” of the interests of the user, capturing what
Gervais et al. call ‘semantic privacy” [28]. Since the query
set is untractably large, this profile is usually defined as a
multinomial distribution over a predefined set of topics [15],
[16], [30] or over the set of keywords [12], [17]. In a similar
context, Mac Aonghusa et al. [38] proposed to measure obfus-
cator privacy as plausible deniability over a set of sensitive
topics, by observing the advertisement offered by the search
engine, and reporting those relating to a sensitive topic. When
trying to prevent profiling, these methods make assumptions
on the type of profile the adversary is trying to build, as well
as on the auxiliary information available to them. In doing
so, they can underestimate the risks of a real-world adversary.
For this reason, our framework considers a worst-case attacker,
by explicitly assuming that the adversary knows the exact user
profile Tx (assumption 3).

Finally, the idea of burying sensitive information among
“chaff” entries has been used extensively as a building block
of cryptographic tools. A prominent example is Oblivious
RAM (ORAM) [39], where the memory entries used by a
sensitive program are hidden in a large set of bogus lookups.
While this research is not immediately applicable to our setup,
definitions and tools from it could help inform the design and
implementation of obfuscators.

B. Alternatives to Query Obfuscation

Solutions to query a service while protecting the privacy of
the user broadly fall in three categories: server-based, network-
based, and user-based.

Server-based solutions rely on a specific protocol imple-
mented on the server, which guarantees limited information
leakage on the user query. The most famous example of such
solutions are Private Information Retrieval (PIR) methods [40],
which allow users to query a database with information the-
oretic guarantees that the server cannot identify which record
they queried. However, these methods usually do not scale for
very large query spaces.

Network-based solutions aim at hiding the identity of the
user (usually, their IP address) in communications with the
server. These solutions usually rely on networks of users
exchanging queries before sending them to the server, such as
in onion routing [41]. Mix networks [42], where intermediate
servers “mix” the queries from several users before sending
them to the service, are a particularly promising alternative to
obfuscation. These methods require the existence of a network
that needs to be at least partially trusted, and can lead to high
latencies.

User-based solutions aim at protecting privacy of the user
through algorithms implemented solely on their machine.
Query obfuscation is the most popular of such solutions.
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Researchers also proposed query scrambling [43], [44], where
the user queries are modified before being sent to the server,
possibly as part of a block of artificial queries. These systems
also provide techniques to recombine/filter the query results
in order to provide useful answers. While interesting, query
scrambling techniques assume that the results of the true query
can be obtained from the modified queries, which leads to
limited utility in practice.

C. Evaluating the Privacy of Existing Obfuscators

While a thorough evaluation of the privacy of previ-
ously developed methods is beyond the scope of this paper,
we briefly comment on the guarantees that these methods
could satisfy in our framework. General attacks to filter out
artificial queries have been proposed by Petit et al. [29] and
Gervais et al. [28], which can be used to evaluate upper bounds
on the indistinguishability of obfuscators. These have success-
fully been applied to TrackMeNot [11] and GooPIR [17], sug-
gesting these obfuscators do not provide meaningful privacy
guarantees (theorem 1). Specialized attacks have further been
applied to TrackMeNot [25], [26], [27], with similarly high
accuracy. In their review [30], Balsa et al. describe high-level
attacks against six previously developed obfuscators, either
filtering artificial queries, or undoing the distortion of the user
profile caused by the obfuscator (allowing the query topic to
be inferred, i.e., a coverage attack). This work suggests that
the obfuscators considered [11], [12], [14], [15], [16], [17]
do not provide meaningful indistinguishability or coverage
in practice. Finally, all obfuscators from prior work ignore
the possibility of attacker auxiliary information, and thus
probably do not provide meaningful imprecision. In Table I,
we summarize previously published obfuscators and whether
they can satisfy our requirements based on current research.
For each obfuscator and requirement, we write v if there is a
proof that the obfuscator could satisfy the requirement (or the
privacy definition used by the obfuscator implies satisfaction
of the requirement), X if an attack has been demonstrated
against the obfuscator, X* if the obfuscator cannot satisfy
the requirement by design, and ? otherwise. Note, however,
that most of these obfuscators are theoretical constructions,
and that implementing them in practice will likely lead to
degraded privacy. Indeed, pen-and-paper guarantees might not
translate to resistance to attacks in practice, especially when
these guarantees require the obfuscator to sample exactly from
a distribution over the set of queries. Further work is needed
to formally evaluate obfuscators through the development of
specialized attacks, although the lack of open implementation
and under-specification of these methods can make this hard
in practice.

D. Extension to Multiple Queries

Our model considers one query in isolation, and highlights
the challenges of robust, secure query obfuscation in this
simplified setting. In practice, additional challenges stem from
the fact that users are likely to issue multiple correlated queries
in succession making it easier for an attacker to (possibly
retroactively) identify the user queries, as discussed in [19].
Extending the framework most likely requires to make some
assumptions on the behavior of the user. These assumptions
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will then guide the design of further games. We identify two
possible extensions of our model:

1) Assuming that the user samples  queries
(X1,...,Xi,...) according to a Markovian process of
order k > 1. The user behavior is then described by the
distribution Ty;|x;_,,...x;_,- The three privacy games
should then be adapted to add knowledge of prior (and,
potentially, future) queries to the adversary.

2) The user query stream can be divided into independent,
disjoint search tasks of successive queries [45]. In that
case, we can then choose Q to be the set of search tasks,
and our results apply, at least in theory. In practice, this
is complex, because it requires an obfuscator generating
search tasks of potentially different lengths rather than
queries, as well as a robust definition of a search task.

E. Empirical Evaluation

In Section VI, we empirically evaluate the privacy guar-
antees of an obfuscator in an idealised context. However,
our analysis is made simple by the fact that the optimal
adversaries have a closed form expression that can be com-
puted exactly. In general, auditing the privacy properties of
an arbitrary obfuscator over natural language is challenging.
It involves computing provably optimal adversaries, which
requires to evaluate and sample from distributions over a high-
dimensional space.

A solution is to approximately evaluate the guarantees
using a large number of non-optimal attacks. By applying
many attacks for each attack model, one can obtain a lower
bound for the relevant privacy parameter «. This approach
has been applied to evaluate the privacy of, e.g., machine
learning models [46] and synthetic data [47]. Attacks from
prior work in obfuscation [28], [29] can already be applied
against obfuscators in the indistinguishability attack model.
Further work on generic attacks that can be applied to all
obfuscators is however required for this approach to give
useful lower bounds.

Finally, the development of a large library of attacks against
obfuscators could help to design more secure obfuscators.
A promising direction for the field is iterative attack-defense
games, where one party designs the obfuscator while the
other builds (sub-optimal) adversaries for that obfuscator. This
process is repeated until no attack designed by the adversary
can reach a given privacy level. This could help build trust in
obfuscation in contexts where theoretical guarantees are hard
to prove. Our work enables this approach by formalizing the
attack models that query obfuscators should protect against.

F. Future Work

We identify three main lines of research to extend the

framework introduced in this work.

1) Extend the analysis to sequences of queries, as we
explain in section VII-D.

2) Our framework considers a strong attacker, and it is
likely that some of our assumptions can be relaxed in
order to get better guarantees in practice.

3) Our theoretical analyses, and in particular our cen-
tral result (theorem 2), assume perfect indistinguisha-
bility. It is likely that some version of the results
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TABLE I
OBFUSCATORS FROM PRIOR WORK. FOR EACH OBFUSCATOR PUBLISHED IN PRIOR WORK, WE SUMMARIZE ITS MECHANISM AND PRIVACY

DEFINITION.WE ALSO EVALUATE WHETHER EACH OBFUSCATOR COULD SATISFY OUR REQUIREMENTS.WE MARK v WHEN THERE IS A PROOF THAT

THE OBFUSCATOR COULD SATISFY A REQUIREMENT OR THE PRIVACY DEFINITION USED BY THE OBFUSCATOR IS EQUIVALENT TO ONE THE

REQUIREMENT (ALTHOUGH THIS APPLIES MOSTLY TO THEORETICAL DEFINITIONS AND NOT TO IMPLEMENTATIONS), XWHEN AN ATTACK HAS BEEN
SUCCESSFULLY APPLIED IN PREVIOUS WORK, X*WHEN THE OBFUSCATOR CANNOT SATISFY THE REQUIREMENT BY
DESIGN, AND ?WHEN OTHERWISE

Name Query Generation Method Privacy Metric IND COvV | IMP
TrackMeNot [11] Modify sentences from recent | None. X [25]-[29] =X =X
news headlines with simple
heuristics.
PraW [12] Mix keywords from an internal | Divergence between the real ? ? ?
glossary, as well as keywords | and obfuscated profiles of the
generated from the user profile | user.
(T'x).
Viejo et al. [13] Generate queries with varying | Mutual information between ? ? ?
levels of semantic similarity to | X and Z.
the real query.
Murugesan et al. [14] Send only queries from a set of | Each query in Z is equally ? ? X*
“canonical queries” that cover | likely to be the user query, on
different topics with a similar | a different topic, and equally
level of specificity. likely to have produced Z.
Ye et al. [15] Sample queries from a well- | Mutual information between v ? ?
designed (theoretical) distribu- | X and ¥ = Z; with J ~
tion. Unif({1,...,n}).
Rebollo et al. [16] Sample queries from a well- | Similarity between the obfus- ? ? ?
designed (theoretical) distribu- | cated profile and the average
tion. population.
GooPIR [17] Select keywords from a glos- | Entropy of the user query after | X [28], [29] | =X | =X
sary with similar frequency in | observing the block, H(X|Z).
a text corpus to the keywords
of the user query.
Ahmad et al. (2016) [18] | Use topic modeling to gen- | Mutual information between ? ? X*
erate queries in different top- | artificial and real user queries,
ics with similar entropy to the | and divergence between the
user query. real and obfuscated profiles of
the user.
Ahmad et al. (2018) [19] | Use a language model to gen- | Distance between the prior and ? v ?
erate (sessions of) queries in | posterior beliefs on the topic
topics related to the topic of | of X of an attacker.
the user query and with the
same level of specificity.

still hold for imperfect indistinguishability. In partic-
ular, we conjecture that when an obfuscator provides
oinqg—indistinguishability, the tradeoff of theorem 2
becomes: Qjng < cov - Uimp-

VIII. CONCLUSION

Query obfuscation, generating artificial data aimed at fool-
ing an adversary in order to hide the content of the user,
is a popular idea for web privacy. However, the guarantees
provided by existing obfuscators are often unclear or based
on ad-hoc measures. These obfuscators lack an adversarial
framework that accounts for the capabilities of, and auxil-
iary information available to, a real-world adversary. Indeed,
most obfuscators from the literature have been shown to

be vulnerable to attacks [30]. In this paper, we present an
adversarial framework to define the privacy of query obfus-
cation, centered around three privacy requirements that a
block obfuscator must satisfy. We present two requirements
based on previous work, indistinguishability and coverage,
and introduce a novel requirement, imprecision. The latter
is essential to make the privacy guarantees of an obfuscator
resilient against adversaries with additional auxiliary infor-
mation (“future-proof”). Our adversarial framework provides
a rigorous basis on which to evaluate and compare existing
obfuscators. Using the framework, we prove fundamental
limitations to the protection that an obfuscator can offer, and
in particular a tradeoff between privacy requirements which
implies that making obfuscators more resilient to auxiliary
knowledge (“future-proof”) has an inherent cost. Finally,
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we introduce a family of obfuscators that provably satisfy
perfect indistinguishability. Using such an obfuscator in a
simple setting, we show empirically that the bound of the
coverage-imprecision tradeoff holds and is not tight: there
is a significant difference between optimal guarantees and
those that can be achieved in practice. Our work is a first
step towards designing new obfuscators guaranteeing future-
proof privacy, and developing a stronger characterization of
adversarial privacy on the web.
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