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ABSTRACT
BGP is a fragile routing protocol since it is based on an implicit
system of trust between the Autonomous Systems (AS) partici-
pating in the exchange of routes on the Internet. Any router can
announce the routes it wants without being the owner. Due to the
lack of a validation system for the announcements made by BGP
routers, a series of RFCs published after the release of BGP have
partially solved this problem by introducing the Resource Public
Key Infrastructure (RPKI).

In this paper, we aim to complement the security mechanisms
of BGP by introducing a new active control system. We propose
to validate BGP paths in the dataplane. We extend the BGP imple-
mentation of FRRouting (an open source Internet routing protocol
suite) to demonstrate the feasibility of our approach. Finally, we
discuss the potential of an active system in a routing protocol to
both secure BGP announcements and improve the routing decision.
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1 INTRODUCTION
The Border Gateway Protocol (BGP) [41] is probably the most im-
portant routing protocol in today’s Internet since it exchanges
interdomain routes. As of this writing, more than 80,000 differ-
ent Autonomous Systems (AS) use BGP to exchange routes [26].
For BGP, each AS is identified by a unique AS number. An AS an-
nounces each of its assigned IP prefixes by sending them inside BGP
messages to its peers. There are roughly two types of ASes: stubs
∗Thomas Wirtgen is supported by a grant from F.R.S.-FNRS FRIA.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from permissions@acm.org.
FIRA ’22, August 22, 2022, Amsterdam, Netherlands
© 2022 Association for Computing Machinery.
ACM ISBN 978-1-4503-9328-7/22/08. . . $15.00
https://doi.org/10.1145/3527974.3545723

and transits [17]. Most ASes are stubs. Transit ASes provide transit
services for their customers. For this, they re-announce the prefixes
learned from their own peers. When announcing these prefixes,
they add their own AS number inside the AS-Path, which is an
important attribute of all BGP messages. BGP uses the AS-Path to
detect routing loops, but also to select the best path to reach each
prefix.

BGP was designed when the Internet was a research network
[29]. The first BGP design did not include any security feature. The
initial assumption was that network operators could be trusted.
Over the years, this assumption appeared to be too optimistic. First,
network operators, even trusted ones, sometimes make mistakes.
This is known as the fat finger problem in the operator community.
If a network operator makes a mistake when typing an IP prefix,
it can advertise an IP prefix that belongs to another network. This
and other types of network configuration errors occurred many
times during the last decades [36]. Second, some network operators,
either maliciously or through attacks, have advertised IP prefixes
that belong to other ASes [46]. Researchers have identified various
forms of such BGP hijacking [8].

To cope with these problems, and after many debates, the In-
ternet Engineering Task Force (IETF) finally adopted the Resource
Public Key Infrastructure (RPKI) model [4]. In a nutshell, the RPKI
uses cryptography to create certificates that bind an IP prefix to an
AS number. The Regional Internet Registries publish the RPKI cer-
tificates that indicate which AS can legitimately announce a given
prefix. Thanks to these certificates, when a BGP router receives a
new route, it can compare the origin of the route (i.e., the last AS
in the AS-Path) with the information contained in the certificate.
If they match, the router considers the route as valid and it can be
used and reannounced by the router. Otherwise, the router may
decide to discard the route. Researchers and network operators
have studied the deployment and the usage of the RPKI during the
last decade [10, 44, 49].

While the RPKI is slowly getting deployed, it only allows a BGP
router to verify that a received route was announced by its le-
gitimate origin AS. The RPKI does not verify the entire AS-Path,
although there are proposals to perform such validation [2, 12].
In the longer term, BGPSec should improve [27] the security of
interdomain routing, but its deployment has not yet started.

In this paper, we propose a new method to check the routes
advertised by BGP. Instead of directly inserting the route into the
routing table, we first check whether the route prefix is reachable
in the dataplane. We ask the router to contact a given destination in
the prefix sent in the BGPUpdate. If this destination is reachable, the
route can be considered valid and thus can be added to the routing
table. In Section 2, we describe a new architecture that can be used
to check if paths are reachable. Next, to prove that it is possible
to add the intelligence of the dataplane in the control plane, we
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implemented a new route validation method in FRRouting, an open-
source implementation of BGP. Finally, we discuss the implications
and new possibilities of using dataplane information to influence
routing in Section 3.

2 VALIDATING BGP ROUTES IN THE
DATAPLANE

During a maintenance routine in an AS, accidental configuration
errors can disrupt connectivity. Configuration errors occur every
day and can impact many prefixes [36]. All traffic passing through
the misconfigured AS can cause losses on the affected path and thus
can blackhole traffic. When BGP Updates are received from mis-
configured routers, the route contained in the update is by default
considered to be reachable in the control plane. Therefore, the route
is a potential candidate for forwarding traffic, even if it is not reach-
able in the dataplane. This example raises an interesting question:
How can a router validate the reachabilty of a route received
from a peer? This is a complex question because an IP prefix may
contain addresses for endusers, servers or even infrastructure such
as routers. From the host viewpoint, a network prefix is reachable
if the host can exchange packets with one IP address belonging to
this prefix. It is important to note that simply receiving packets
from sources belonging to a given IP prefix does not guarantee
the reachability of this prefix since such packets could have been
spoofed [34]. The host should receive a reply to the packets that
it sends. Several protocols can be used to elicit such a reply from
remote hosts: ICMP with ping or possibly traceroute, TCP or
even application-level protocols such as DNS.

A first possibility to validate the reachability of a prefix is to send
ping packets to one or more IP addresses belonging to this prefix.
Researchers and network operators frequently use ping to verify
that an IP address is reachable. However, ping has two important
limitations. First, for security reasons, only a small fraction of the
Internet hosts respond to ping packets. This means that finding
reachable IP addresses inside a prefix can be difficult, in particular
for IPv6, even if there are hitlists of pingable IPv4 [39] and IPv6
hosts [22]. Second, ping is not a secure protocol and spoofed replies
are possible [1]. Still, ping has the advantage of being simple to
use.

A better approach is to leverage secure protocols such as TLS
[42]. If a client can establish a TLS session with one IP address
belonging to the prefix of interest, then does this necessarily confirm
that the prefix is reachable? TLS was designed to allow clients to
authenticate connections with a server identified by a domain name.
For this, TLS relies on X.509 certificates [14] that securely bind a
domain name with the server’s public key. In addition, the Subject
Alternative Name (SAN) extension of X.509 [14]1 certificates also
enables the generation of a TLS certificate to bind public keys
to IP addresses. SAN allows trusting a specific host contained in
a destination prefix. X.509 certificates can therefore be used to
confirm that the prefix is reachable.

With TLS certificates, we have a way to authenticate IP addresses.
Now we need to deploy a solution in the network to be able to use
path validation messages. A first possibility would be to integrate a
TLS server in the routers so that they can respond to TLS messages.
1See section 4.2.1.6 of RFC5280.
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Figure 1: Architecture of the proposed solution.

Unfortunately, adding support for TLS certificates in routers would
require modifications to router operating systems to include cryp-
tographic mechanisms to validate TLS certificates. Some deployed
router hardware is old and would not simply handle the introduc-
tion of TLS. For more recent network hardware, the router itself can
run Virtual Machines (VM) to host small applications [16], which
can be the ideal solution to include a TLS server in the router to
validate paths. Instead, to support a broader range of network de-
vices, we can opt for a decentralized solution as shown in Figure 1.
A new type of service can be introduced to validate BGP routes, we
call it the Validation Server (VS). Instead of contacting an existing
service inside the AS such as HTTP or DNS servers, the VS can be
added inside each AS so that routers can contact it to validate the
prefix. Each time a router receive a BGP Update, it will contact the
VS to check if the route is reachable in the dataplane. This VS brings
several advantages. First, it reduces the load on existing service. For
example, an operator would not want to have an additional load on
its web server. Second, the service is dedicated only to validation
and nothing more. Strong security policies can therefore be applied
to this dedicated server. However, this would require additional
coordination efforts between the network and the system team, as
the routing devices must interact with the infrastructure. It requires
more configuration to make the system work. Finally, the VS can be
used as a cache that can speed up BGP convergence when a router
performs a cold start or when it receives a large number of updates.
If the route has already been validated by the VS, the AS routers
can query it to retrieve the information, thus avoiding recontacting
the target prefix with a new validation message.

The proposed architecture is flexible, thanks to the introduction
of the VS, when the AS2 edge router, shown in Figure 1, sends a
BGP Update with a prefix, AS1 has several possibilities to validate
the path. Either the AS1 edge router asks its VS to perform the
validation, or the router itself validates the path. On its side, AS2 can
also choose which device will respond to AS1’s validation request.
It can choose to configure its router to respond to the request or to
transfer the request to the VS. If the router or VS of AS1 receives
the response from whatever device, the route is considered valid
and therefore can be inserted into the routing table.

Using an external machine like the VS also brings disadvantages.
When the BGP router receives a route to a prefix and asks to the VS
to contact a destination to the target prefix, it has no routes to the



A first step towards checking BGP routes in the dataplane FIRA ’22, August 22, 2022, Amsterdam, Netherlands

Rou t e P r e f i x V a l i d a t i o n : : = SEQUENCE {
p f xV a l i d a t o r IPAddress ,
i pAddrB locks SEQUENCE ( SIZE ( 1 . .MAX) ) OF

RPVAddressFamily }

RPVAddressFamily : : = SEQUENCE {
add r e s s F am i l y OCTET STRING ( SIZE ( 2 . . 3 ) ) ,
a d d r e s s e s SEQUENCE ( SIZE ( 1 . .MAX) ) OF RPVIPAddress }

RPVIPAddress : : = SEQUENCE {
add r e s s IPAddress ,
maxLength INTEGER OPTIONAL }

IPAddres s : : = BIT STRING

Listing 1: RPKI object related to the prefix validation.

corresponding destination. As the router waits for the validation, it
does not install the route to its routing table. Hence, the VS cannot
contact at all the destination. Instead, the VS can tunnel the request
to the AS1’s egress router as shown in Figure 1. The AS1 edge router
is responsible for decapsulating the request and forwarding it to
the target VS from the interface where it received the route.

Now that we have TLS to authenticate prefixes, we need to
modify BGP to ask it to verify the received paths before integrating
them into the routing table. To have a deployable solution, it is
necessary to tell BGP the destination to be contacted by prefix
in a secure way. Adding a new BGP community or a new BGP
attribute is not secure because the messages can be intercepted.
RPKI solves this problem. RPKI has been deployed to authenticate
some Internet resources such as Route Origin Authorizations [31]
(ROAs). As of this writing, ROAs are the only RPKI objects that
are widely deployed. Other works propose adding new objects into
RPKI to enhance routing security [3, 47, 48]. We can imagine using
RPKI by proposing a new RPKI object, the Route Prefix Validation
(RPV ) as described in Listing 1. The syntax used in the definition of
the RPV has been adapted from the definition of ROAs object [31].
In a nutshell, this extension of X.509 certificate contains a sequence
of IP prefixes and an IP address that represents the Validation Server
to contact in order to validate the IP prefixes. Just like ROAs, the RPV
object will be pushed to the global infrastructure so that all RPKI
validators can use them. Since the RPKI object is cryptographically
signed, the IP address of the VS included in the certificate can be
trusted. It is important to stress that the IP address contained in
the certificate must be valid for the IP prefix. This means that the
IP address must be included in the IP prefix. This prevents anyone
from validating the path of other ASes.

When the BGP router receives a route, just like the ROAs, it can
decide whether or not to contact the RPKI validator to obtain the IP
address of the VS to contact to validate the BGP route. Depending
on the configuration chosen by the network operator, the router or
the VS will make the request to check if the IP prefix is accessible
in the dataplane. With RPKI and the establishment of a secure
communication with the VS, the infrastructure provides strong
guarantees to find and contact the remote VS. It should be noted
that the RPKI should not be used to prove the identity of the VS [5].
This concern is addressed by the TLS stack with X.509 certificates,
as is the case for web server authentication. The Validation Server
will contain another X.509 certificate that will only be provided for
authentication when queried to validate the paths. The certificates
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Figure 2: Modified Architecture of BGP to include the Prefix
Anchor Validator.

of the Validation Servers will be signed by a certification authority
which could be one of the five Regional Internet Registries (RIRs)
and the IANA as the root certificate authority.

2.1 A First Prototype
We developed a first prototype in the BGP module of FRRouting
v8.2.2 [21] with a Prefix Anchor Validator (PAV ). Our modification
requires ∼1.1k lines of C code. The remaining of this section ex-
plains the architecture of the Prefix Anchor Validator we designed
to validate the routes in the data plane.

Figure 2 shows the general architecture of our solution. The tra-
ditional BGP workflow remains unchanged as the routes received
from BGP neighbors pass through the import filters first. If the
import filters notice that a route needs to be validated, it will be
passed to another thread that will perform the validation. As FR-
Routing does not parallelize the processing of BGP Updates, we
could not simply perform the validation inside the BGP thread that
processes a BGP Update. Doing so would have dramatically slowed
down the processing of BGP routes since a route that needed to
be validated would have blocked the subsequent BGP routes in the
same session until the completion of the validation. This thread
can be modified later to add the communication with an external
VS. For simplicity, and for a first design, we deploy our solution on
the router. Once the prefix is validated or not, the validator asks
the main FRRouting thread to restart the BGP decision process in
order to add or remove the route processed by the validator.

Our Prefix Anchor Validator implementation is flexible. The cur-
rent implementation offers two types of path validation but others
can easily be added in the future. The first uses a simple ping
method. The router sends an ICMP packet and expects to receive
the response within a given time period. If no response is received,
the router repeats this process until the limit of retries is reached.
Although using a ping to validate a route is not secure, we still
decided to add this validation method to our PAV to simplify the
evaluation of our proof of concept. The second type of validation is
the use of a TLS server. To allow the router administrator to choose
the validation method, we modified the FRRouting CLI to allow the
setting of the entire Prefix Anchor Validator. Namely, the CLI allows
the user to change the timeout before considering that no response
has been received or the number of prefix validation attempts.
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Figure 3: Structure of the Large-Community used for Path
Validation.

route −map p a t h _ v a l i d a t i o n permi t 10
match path − v a l i d a t i o n no t r e qu e s t e d

!
route −map p a t h _ v a l i d a t i o n permi t 20
match path − v a l i d a t i o n pending
s e t community a d d i t i v e no− expo r t

!
route −map p a t h _ v a l i d a t i o n permi t 30
match path − v a l i d a t i o n v a l i d
s e t community a d d i t i v e 6 5 0 2 1 : 6

!
route −map p a t h _ v a l i d a t i o n deny 40

Listing 2: Example of using BGP Path Validation with the
FRRouting CLI.

Our implementation keeps a route that has not yet been validated
in the routing table with a NO EXPORT [7] community. This well-
known community indicates that the router cannot propagate it to
other neighboring ASes. When the validation process concludes,
we either remove the route if it could not be validated (rejection) or
remove the NO EXPORT community and trigger the BGP decision
process (acceptation).

When a route is received, it must be ensured that the traffic
can reach the target prefix. This is done by choosing an address
that is within the prefix announced by the BGP route. In order to
avoid choosing a random destination, our first prototype asks each
AS to add a large-community [25] that contains the destination to
contact in the prefix. The next prototype will be based on RPKI
certificates. But for now, we enable this information by using large-
communities as shown in Figure 3. Since a large-community value
can only contain 12 bytes, two namespace identifiers had to be
reserved to represent an IPv6 address. If path validation is enabled
on the router, the network operator can choose to install an import
or export filter to check whether a route should be verified with
BGP path validation. If the filter matches the large-community, the
router triggers a parallel thread that will validate the route without
disrupting the initial BGP workflow.

We have modified the FRRouting CLI to integrate the path vali-
dation to work with route-maps [11]. Listing 2 shows an example
of import filter using the route-maps. In this example, the router
will accept routes that are path validated (valid), those which do
not contain the large-community values (notrequested) and those
that are in the process of validation (pending). If the route cannot
be validated, it is withdrawn (path_validation deny). However,
completely removing the route from the routing table is a difficult
decision to take. In fact, it may happen that the route can be reached
after a certain time. To avoid this, the operator can always import
it into the routing table with the lowest possible local-pref to allow
the router to use another valid path instead.
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Figure 4: Simple network used for evaluations.
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Figure 5: Proportion of the destinations passing via C1.

To show the feasibility of this approach, we use a simple network
to validate BGP advertisements made by a BGP neighbor (C5) as
shown in Figure 4. The C5 router sends a routing table of 873k
routes from a RIPE RIS snapshot (June 3, 2021, at 4:15 PM). We mod-
ified this routing table to mark 2% of the routes (18k) with a large-
community to instruct the C4 router to validate the routes only for
those prefixes. All routers except C4 run BIRD v2.0.9 [15]. The C4
router is running our modified version of FRRouting v8.2.2 [21] to
enable BGP to check the reachability of a route using the dataplane.
The C4 router is running an Intel® Xeon® X3440 @2.53GHz with
16 GB of RAM, Linux kernel v5.15.29 and Debian 11.

We have configured C4 using local-pref so that all routes adver-
tised by C3 are preferred to those advertised by C1.

To emulate failures in the dataplane when C4 validates routes,
we decided to install IP filters for the 18k prefixes on the C3-C5
link. These failures are used to create invalid paths in the dataplane.
This way, C4 will detect that the marked route passing through
C3 should not be used. The C1-C5 link does not contain any filter.
Thus, for all the routes that need to be validated, C4 will decide to
go through C1 since the other route does not let path validation
messages through. Figure 5 shows the proportion of routes that pass
through C1. At the beginning, no route goes through C1 because
C4 put a higher local-pref for routes advertised by C3. Then, as the
validation is performed, the number of routes passing through C1
increases. Eventually, all the routes that have been marked for path
validation pass through C1.

We observe that the routes are validated linearly. Since our pro-
totype validates one path at a time and thus only ping one route
as it goes, validation takes time. Nevertheless, it is possible to im-
prove the speed of path validation by pinging faster. Tools such as
ZMap [18] have shown that it is possible to ping the entire Internet
very quickly.
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Figure 6: RTT of 7k IPv4 destinations evenly distributed over
the Internet.

Even with a faster option to validate paths, the validator will still
be limited by the time to contact a destination in the dataplane. Fig-
ure 6 shows the Round-Trip Time (RTT) of 7k destinations scattered
across the Internet. The reachable destinations were retrieved from
the CAIDA dataset [6]. This figure reflects the time BGP would
take to validate a route with a validator over the Internet. If the
destination to contact is close, the validation will take less time.
On the contrary, if the destination is far from the validator, it will
take more time to validate the prefix. However, it should be noted
that more than 50% of destinations in the Internet have an RTT
of more than 120 ms, which is high to validate a BGP route. From
these numbers, it seems clear that the time to validate a BGP route
is increasing. However, this is the price to pay to be sure that the
prefix is reachable in the dataplane.

As paths are validated in the dataplane, routing traffic increases.
Our early experiments show that establishing a full TLS connection
to transmit a 56-byte payload takes about 3.2 KB of traffic. To make
a comparison, we computed the average BGP Update length that
carry one IPv4 prefix. The BGP Update message is generated from
the same RIPE RIS snapshot used in this work. In average, each BGP
Update takes 185 bytes on the wire. There is clearly a significant
increase in traffic generated by the router interface performing
the path validation. This will have an impact at cold boot when
routers need to learn all routes from their neighbors. However,
after the initial convergence, updates may occur, but at a slower
rate. Recent reports [23] show that routers receives an average of
0.5 prefixes update per second. This additional traffic due to path
validation is therefore negligible compared to the number of daily
prefix updates.

3 DISCUSSION
Throughout this paper, we propose to augment the routing decision
with information from the dataplane. We argue that the linking of
both control plane and dataplane can lead to a more accurate and
finer-grained routing. In this section, we first discuss the implication
of using active probing to check the reachability of a route. Then,
we discuss the potential use of the data collected from the dataplane
to implement new routing decisions.
Beacons and prefix tests. Some prefixes on the Internet are ad-
vertised for analysis and testing purposes only [37]. Performing
path validation on these routes is therefore meaningless since no
services are expected to operate in these special prefixes. The path
validation solution should therefore only be executed on paths for

which it is explicitly asked to validate the path. That is, when send-
ing a validation message makes sense. To implement this idea, an
RPKI object that binds the prefix to a TLS server must be explicitly
created. This object indicates that the validation must be performed.
Detecting zombie routes and censorship. A zombie route oc-
curs when a route is still considered reachable by some routers
but removed by others. This situation can occur due to a software
bug where the BGP implementation fails to process a BGP With-
draw [20]. This situation leads to network degradation because part
of the network will continue to use an invalid path, which can cause
traffic blackholing. Our path validation method could periodically
scan all destinations in the routing table to ensure that their routes
are still reachable. If the validator detects that a route is no longer
reachable, it will trigger an update by notifying its neighbors. Sim-
ilarly, some ASes practice censorship on the Internet. A famous
example occurred in 2008, when Pakistan Telecom announced the
YouTube prefix throughout the world [24] to censor the platform
in the country. Recently, other countries used BGP to censor part
of the Internet [45]. Since this form of censorship is not detected
in the control plane, adding a path validator in BGP allows routers
to check if the prefix is reachable and thus prevents routers from
propagating hijacked prefixes to the world.
Reconcile ASes that want to check their respective prefixes
at the same time. Let’s imagine two Stub networks, AS1 and AS2.
These two ASes use path validation to ensure that there is a valid
path between them. If both ASes receive each other’s announcement
at the same time, it will not be possible to perform path validation,
since the routing table of neither ASes have an entry for the other
AS. Then they have no way to return confirmation that the path is
valid.When a peering link between a stub and its provider is formed,
the provider will usually use an address belonging to the stub’s
prefix. Since the stub prefix is a subset of the provider’s addressing
space, the address chosen by the provider’s router is reachable
from both AS1 and AS2. Using the address of the provider’s router,
AS1 and AS2 can use the path validation again. Back to Figure 1, to
perform path validation, AS1 and AS2 will need to use the addresses
associated to the green interfaces of their edge routers.
Application in transit networks. Doing Path validation for tran-
sit network has to be done with great care. If a transit AS considers
the prefix not reachable because of a TLS certificate missconfig-
uration, no traffic will transit through the AS for the prefix. This
is an important decision for a large transit AS to make. Currently,
with origin validation (e.g., with RPKI), ASes have the choice to
decide whether or not to reject a prefix that is invalidated by the
RPKI validator. Path validation can replicate the same behavior as
implemented for route origin validation. If validation detects that
a path to a prefix is invalid, it should not necessarily be rejected.
The operator should have the option of inserting the path in the
routing table in the hope that another valid path will replace it as
soon as possible.
Augmenting the BGP Decision Process. The BGP decision pro-
cess uses only the information in the control plane to choose the
best route to a destination. However, relying solely on this infor-
mation leads to a suboptimal decision about the path used. For
example, taking into account dataplane metrics such as latency can
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lead to a more optimal decision in terms of latency for 77% of the
prefixes [38].

We could imagine integrating other metrics of the dataplane
such as the bandwidth rate and thus form several types of targets
to be reached. Depending on the metric we want to use, we could
propose, thanks to BGP-EPE [19], a way to route traffic according
to the desired metric.
Using dataplane data to influence the control plane. We saw
previously how information from the dataplane can be used to
select BGP routes. We could do the reverse, when an event in the
dataplane occurs, the control plane is notified to solve the problem.
For example, if we notice that the latency of the chosen route starts
to exceed a certain threshold, we retrigger a new route selection by
invoking the BGP decision process.
Using other secure transport layer. Throughout this paper, we
propose to use TLS to validate BGP paths. To perform the validation,
the router exchanges only a few packets to check if the Validation
Server can respond to the query. However, TLS requires a reliable
connection to be used. Maintaining a state to send only a few TLS
data requires many resources that routers may not have. Instead,
other secure protocols such as DTLS [43] or QUIC [28] can be used.
These protocols are designed to secure data sent over an unreliable
datagram connection and are therefore a good alternative to a full
TLS stack for our use case. Since our prototype is quite flexible,
changing the security layer is not a problem since we do not depend
on any specific features of TLS. We use TLS only as a way to secure
the data and authenticate the remote device.
Path Validation deployment. To deploy it, there are two steps
to consider. The first is to support validation in BGP through the
new RPKI object described in Section 2. The second is to set up the
VS (or its equivalent on the router) that allows validation requests
to be answered. These steps can be performed in any order and
incrementally without disrupting the validation operation.

In addition, similar to the current ROA deployment, all ASes can
choose to enable Path Validation and integrate with other partic-
ipating ASes. The operator can decide whether or not to accept
routes from ASes that have not yet deployed an RPKI object related
to path validation.

4 RELATEDWORK
LIFEGUARD [30] actively monitors the network with traceroutes
to PlanetLab hosts [9] to catch failures. It is able to detect the exact
location of the failure in the network. When noticed, LIFEGUARD
sends a BGP advertisement with a modified AS-Path to invalidate
the failed path and force all routers in the network to select an-
other reachable path in the dataplane. When a failure is detected
in AS1, BGP LIFEGUARD routers re-announce their prefixes by ap-
pending AS1 in their AS-Path. When AS1 receives the poisoned
AS-Path, the BGP loop detection algorithm discards the path and
thus withdraws the route, forcing all downstream routers to change
their routes. With our BGP Path Validation, the routers reconfigure
themselves without poisoning the AS-Path information. This allows
to be compliant with recent RFC drafts that try to verify the AS
adjacencies [48] or the complete AS-Path [32].

BGPsec [27], standardized by the IETF, verifies the complete
AS-Path. Before announcing a BGP Update, all routers sign their

messages. The AS-Path attribute is replaced by a new, more secure
BGP attribute called "BGPsec Path". Upon receiving the announce,
any BGP router is guaranteed that the dataplane will follow the
control plane.While it verifies the integrity of the AS-Path, it cannot
prevent a network failure inside an AS. Furthermore, deploying
BGPsec is non-trivial and requires that all ASes participate in its
deployment [35]. Other studies have shown that it is still possible to
create forwarding loops or perform wormhole attacks with BGPsec
enabled [33]. However, the BGP Path Validation can be used in
addition to BGPsec to make sure that the dataplane will be able to
forward packets on the path announced by BGP.

BGP Path-End Validation [13] is an alternative to BGPsec. It
has shown that by only ensuring that the last AS hop is valid, a
comparable level of security as BGPsec can be achieved even when
BGP Path-End is not fully deployed. There is no need to replace
routers to deploy BGP Path-End since the router does not need
to compute cryptographic signatures in BGP messages. They only
need a new RPKI object to work. Just like BGPsec, BGP Path-End
validation only helps the control plane integrity but does not check
the current state of the dataplane. These verification techniques do
not guarantee that the path taken by the traffic will not result in
losses or failures.

Instead of solving the security problems of BGP, SCION [50]
proposes a new Internet architecture to overcome the current limi-
tations of BGP. SCION uses a cryptographic authentication system
to avoid configuration errors, route leaks or prefix hijacking, thus
ensuring connectivity in the dataplane.

Other tools to scan the Internet have been developed to examine
the general state of the network. Thunderping [40] or Trinocu-
lar [39] detect local and global problems respectively. By actively
scanning the reachable destinations, these tools are able to accu-
rately detect problems in the network. To improve the implemen-
tation of BGP path validation, the techniques developed in these
tools could be used.

5 CONCLUSION
We introduced BGP Path Validation, a new validation system to
check if a route is reachable in the dataplane. Before adding a route
to the routing table, it will first contact a specialized service re-
sponsible for responding to the router’s request. With this method,
routing errors due to misconfiguration can be reduced because
the router is now sure that the traffic can reach the destination
AS and will not be discarded on the way. We have demonstrated
the feasibility of this approach by proposing a working prototype
implemented in the FRRouting suite. Finally, we discussed the possi-
bility of bringing dataplane information into the routing world. This
would provide a more accurate view of the network and therefore
allow a more relevant and optimal path to be chosen. Similarly, the
control plane can be notified by an event occurring in the dataplane
to adapt the routing decision.

SOFTWARE ARTIFACTS
Our modified version of FRRouting, which includes our first BGP
Path Validation prototype, is available in a GitHub repository at
https://github.com/twirtgen/frr/tree/stable/8.2-dataplane.

https://github.com/twirtgen/frr/tree/stable/8.2-dataplane
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