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Abstract—Dual-rail logic circuits have been used as an ef-
fective countermeasure towards a more secure circuit design.
However, with technology scaling and lowering of Vpp, they lose
interest as the signal reduction is less significant compared to
CMOS. In this work, we revisit dual-rail logic designs (more
specifically DDSLL) while focusing on intrinsic physical device
noise using a transient noise analysis methodology and show that
there exists a potential for such circuits to reduce the signal
and concretely increase the noise. Our analysis, which extends
to meaningful cryptographic figures-of-merit (FoMs) such as the
SNR (Signal-to-Noise ratio) and Mutual-Information (MI), better
clarifies the potential of DDSLL circuits to leverage the noise.

I. INTRODUCTION

With the growing advent of Internet-of-Things (IoT), con-
nected devices are becoming more ubiquitous. As such, they
are more vulnerable to attacks, most notably side-channel
attacks, which utilize the power/eletromagnetic radiation of a
device and exploit it to retrieve secret information [1]. Coun-
termeasures, not limited to algorithmic or mathematical, are
often employed to reduce the side channel leakage information
and hide the informative signal as much as possible. Circuit
level countermeasures, such as supply voltage randomization
[2] or shuffling [3] are often used to "hide" the signal. Although
effective, such methods which typically utilize external ran-
domness, makes them more susceptible to attacks than methods
which harness intrinsic device-level noise. Logic and device
level countermeasures such as dual-rail logic [4], which seek
to equalize the power consumption at each clock cycle, have
proven to be effective against such attacks by lowering the
informative part of the signal to a considerable extent, and
hence lowering the SNR. Lately in [5] it has been shown
that technology-scaling has a detrimental effect on the signal
reduction.

Thanks to the methodology introduced in [6], in this work
we revisit the utilization of dual-rail logic in the presence of
intrinsic MOSFET physical noise, coming from the transistors.
Since, the intrinsic MOSFET noise depends on the number
of transistors in the implementation, with larger number of
transistors in dual-rail based logics, we expect a significant
noise increase in dual-rail logic implementation. In addition,
the operational mode of this logic, which consists of having
two clock phases (a pre-charge and an evaluation phase), the
distribution of the noise is intuitively expected to be larger than
say, sampling with a single rising-edge clock signal in CMOS.
We perform concrete physical security evaluation which takes
transient noise into account while utilizing the SNR and the
MI as a security based Figures-of-Merit (FoMs).

This paper is divided into 5 sections. We first review
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Figure 1: Schematic of a generic DDSLL gate.

the background (in terms of logic style and crypto FoMs)
in Section II, then in Section III we discuss our simulation
settings to introduce noise sources. In Section IV we discuss
the results of our methodology and finally wrap up in Section
V with conclusions and perspectives.

II. BACKGROUND: DDSLL AND SECURITY METRICS
A. DDSLL

In this subsection, we briefly review a simple Dynamic-
differential switching level logic (DDSLL) gate, as shown in
Figure 1 [5]. DDSLL is a dual rail differential switching logic
style and has been shown to be effective in decreasing the
Signal [7]. In the precharge phase, the logic gates are pulled
to the supply voltage level, and during the evaluation phase,
due to the switching of the current source transistor (M1 in
Figure 1), a current path is created and the drain voltage of
the device falls to Vpp - Vin.

B. Security Metrics

Analyzing leaking cryptographic implementations is a chal-
lenging task. In this paper we will focus on the univariate ap-
proach, where each time sample is assumed to be independent,
using the SNR and the MI as security metrics for a quantitative
understanding of the effects of noise on DDSLL based logic
implementations. Let L denote a physical leakage (e.g. current
trace) from a crypto implementation:
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where ointrinsic 1S the variance due to the intrinsic noise
produced by the MOSFET devices, f(X input, Tintrinsic) rep-
resents the cryptographic function being implemented on the
Xinput; and under the assumption of an additive Gaussian

noise due to the measurement setup, physical(,u,aQ) . In
this work, which involves a stand-alone simulation setup with
no peripherial components nor measurement noise, we have

physical = 0 (which in practice serves as an adversary best-
case).

We assume the underlying distribution of the noise to be
Gaussian and i.i.d (independent and identically distributed) (as
is often done in security analysis literature)!.

For the SNR, we use Mangard’s SNR defined in [8] as:
3

where E (resp. var) denotes the sample mean (resp. variance)
operator and L the leakage. The numerator corresponds to the
crypto? "Signal" and the denominator, the crypto "Noise"(units
of A?) Using eqn (3), the signal is the "useful" part that is
obtained by the adversary to extract the secret key/message.
The lower the signal value, lower the exploitable side-channel
leakage. The maximum signal, as a metric to quantify the
leakage, in case of noiseless simulations [5], has been used
by the authors to show the scaling trends of the signal with
respect to technology scaling from 65nm bulk to 28nm FDSOI
for standard CMOS and dual rail differential logic styles.

In the next section, the SNR has been computed over noisy
traces of the current consumption as a function of time, denoted
as Ipp (t*) and this includes the noise coming from physical
intrinsic MOSFET noise sources. The point of maximum SNR
is chosen as the point-of-interest (POI) at which, the Signal and
Noise are computed.

SNR : {SNRy,SNR,,...SNR;} 4)
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We also compute the Mutual-Information (MI) metric, first
introduced in [9]. For our work, where we consider the leakage
function to be Gaussian distributed, the SNR and MI metrics
are equivalent [10]. We use the MI as a better metric to
visualize the security level as a function of the (intrinsic) noise
variance.

MI(X;L) = HX] = Y Prla] Y Promall]z] JogaPryma[z]l]
xeX leL (6)

where, H denotes the entropy, Pr[x] denotes the probability of
the input variable x, Pr[l|x] is the conditional probability of the
leaked variable for a given input, and Pr[x|l] the conditional
probability of the input given the leakage.

'We acknowledge, however, that this assumption is generally violated in
real world situations where the leakage distributions are unknown and stronger
correlations exist between the noise variables themselves

2We use the term cryptographic and crypto interchangeably, they both
denote the one and same thing

ITT. TRANSIENT NOISE ANALYSIS: A SIMULATION
METHODOLOGY

A. Target Designs

The target designs for this case-study are CMOS and
DDSLL 8-bit AES S-boxes. The underling DDSLL gates
were implemented (with Cadence Virtuoso) utilizing minimum
sized transistors from the 28nm FDSOI PDK (process desgin
kit). The sizing of the transistors has been kept minimum to
maximize the noise (especially the flicker noise). Using the
methodology introduced in [6], we simulate flicker and thermal
noise from the transient noise analysis by Eldo simulator (from
Mentor Graphics). The currents drawn from the modules-
under-test are recorded from the simulator (over multiple
supply voltages), i.e (I(Vpp(t))), and the security metrics
computed as described in the previous subsection.

B. Simulation settings

The designs are simulated using the Eldo simulator with
intra-cell layout characteristics only. The Transient-Noise anal-
ysis built in Eldo (called by the .noisetran command) has been
repeated upto N,..ns> transient noise simulations. The noise
sources correspond to the physical flicker and thermal noises
intrinsic to the MOS transistors were generated by Eldo within
the frequency bandwidth specified by the input parameters of
the transient noise analysis (eqn 2).

The chosen minimal flicker noise value, f,,;, = 1/T, where
T represents the total simulation time for all possible inputs.
The input data signals to the circuits are a recurring 0 to an
arbitrary input of 256 transitions at a clock frequency of 10
MHz and f,,,x = 1/(2*dt), where f,,,. represents the maximum
frequency of the noise generating sources, dt is the minimum
time step being used by the simulator or specified by the
user and as such that increasing it did not increase the signal
variance. This was done to reduce expensive simulation time
(as explored in [6]). All simulations are done at 298°K, TT
corner and for a Vpp range from 0.5V to 0.9V

IV. TRANSIENT NOISE ANALYSIS: RESULTS

In this section, we analyze the results of our transient noise
analysis using the security metrics described in section II. The
examined first order univariate metrics provide a first hand
early stage security level of a cryptographic implementation.
In this work, we do not specify a target SNR or MI value;
rather, our goal is to exploit the methodology introduced in
[6] for dynamic dual-rail logic level implementations and show
that the amount of noise needed to be added to reach a given
security level is smaller when fully (and correctly) analyzing
the intrinsic noise.

A. CMOS vs DDSLL- Analysis using the SNR

1 We first analyze the impact of the Signal metric as
shown in Figure 2a. We make the following observa-
tions from this,
the Signal increases with the increase in the supply
voltage, Vpp, for both CMOS and DDSLL circuits.

3N,uns was chosen as such that the computed variance has converged
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Figure 2: Impact of the Vpp on "Cryptographic" Signal, Noise
and SNR for CMOS & DDSLL Sboxes across Vpp=0.5V to
Vpp=0.9V

This is expected as the device on current increases
with the voltage. In addition, CMOS leaks higher
signal as compared to DDSLL.

2 Figure 2b shows the "cryptographic” noise as a func-
tion of the supply voltage for the two designes. We
observe the following,

e At a given voltage, Vpp, DDSLL has a higher
noise impact than CMOS. This is an interesting
result and is attributed to the larger number of
transistors which make up the DDSLL circuit
(as shown in [6] for non-dual-rail devices, the
noise increases with the increase in the number
of transistors).

e Second, and more importantly, we see that the
noise contribution of DDSLL (as compared to
CMOS), is higher at lower supply voltages, e.g.
0.5V-0.6V than at higher voltages say, 0.8V-
0.9V.

3 From Figure 2c, we see the expected trend of the
estimated SNR; due to its lower signal value and
higher noise compared to CMOS, the DDSLL has
much smaller SNR values for all supply voltages.

To conclude, whereas in [5], only the signal part of DDSLL
as a function of the supply voltage was evaluated, here we
complement this results by the positive affect of the noise as
a function of the supply voltage (and as compared to CMOS).
This in turn, translates to an SNR reduction of 2x orders-of-
magnitude across a 400mV voltage span.

B. Analysis of noise variance

In this subsection, we visually analyze the intrinsic-noise
variance. We show that DDSLL presents a stronger noise
independence with respect to the inputs as compared to CMOS.
Without the loss of generality (and as was observed across
supply voltages) for this discussion, we use a supply voltage of
Vpp = 0.5V. We plot the noise variance computed over Ny
transient noisy runs, for all possible inputs. The variances are
plotted as bar plot as a function of the S-box inputs, and as a
scatter plot vs. the simulation time side-by-side (the scatter plot
is used to better illustrate the distribution) for CMOS (Figure 3)

o?vs Inputs %108 o2 evolution w.r.t time

250

200

150

100

Sbox Inputs [ 0,1,...,255 ]
Variance o2 [1e-9]
o

[

[ 0.5 1 15 2 25 3 [ 10 20 30 40 50 60
Variance 0% [1e-9]  x10° Time in ps

Figure 3: Noise Variance as a function of the Inputs for a
CMOS Sbox at Vpp=0.5V
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Figure 4: Noise Variance as a function of the Inputs for a
DDSLL Sbox atVpp=0.5V

and for DDSLL (Figure 4) respectively. We make the following
observations,

e For CMOS, the noise variance is clearly data (input)
dependent. In addition, the distribution that is observed
contains multiple repeated patterns.

e For DDSLL (Figure 4), it is observed that there exists
a much uniformly distributed noise variance. e.g. as
in contrast to CMOS, the noise is more independent.

e More importantly, we observe that DDSLL has
a higher quantitive noise-variance as compared to
CMOS by almost an order of magnitude. This re-
inforces the notion that the noise calculated from
equation 3 provides a good estimate for calculating
the SNR from transient noise simulations. We explore
this in further detail in the next section.

It is important to note that an attractive property of the
DDSLL design is the increased independence of the noise from
the inputs. In fact, it is a common criteria for masked hardware
and software applications.

C. Mutual Information Analysis

The MI for CMOS and DDSLL implementations for supply
voltages (0.5V & 0.8V) is plotted as a function of the simulated
noise variance. The actual noise variances calculated from the
transient noisy simulations are shown using markers on the
curves. We make the following observations from Figure 5:
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Figure 5: Mutual Information as a function of the intrinsic
Noise Variance of CMOS and DDSLL circuits for 0.5V and
0.8V. The individual points correspond to the actual calculated
noise variance from the simulator.

e  For CMOS circuits, the amount of information leakage
(MD) is higher than for the corresponding DDSLL
leakage for all noise variances across all supply
voltages. This confirms our intuition, that although
DDSLL loses its advantage w.r.t technology scal-
ing, [5], it continues to be a design-of-choice when
physical intrinsic noise is taken into account. This
advantage is especially attractive at lower voltages.

e  Generally, CMOS leaks more information for a given
noise level than a DDSLL implementation. Futher-
more, a DDSLL implementation inherently has more
noise, which contributes to its security.

e It is possible to see that the difference of the MI
value of DDSLL between 0.8V to 0.5V is smaller
than the same for the CMOS designs, which reassures
the conclusions from the previous subsection.

A nice property of the MI curves is that it enables a
designer to estimate the amount of noise required to be added
to a design (to make it more secured). In our case, for a
reasonable and similar security level (below 10~1), CMOS
design will have to incorporate two order-of-magnitude more
noise than DDSLL designs.

V. CONCLUSION AND OPEN QUESTIONS

In this case study, we have for the first time and to the best
of our knowledge, provided a comparison between CMOS and
DDSLL logic based styles using transient noise analysis while
providing results from several concrete first-order univariate
security metrics. Our evaluations show that a noisy DDSLL
logic style exhibits a lower SNR (and hence a lower MI)
trend at different supply voltages compared to a noisy CMOS
implementation, mainly due to the considerable increase in
intrinsic physical noise between the two technologies. We also
show that the noise variances exhibit a strong independence
w.r.t the inputs for a dual-rail logic implementation compared
to a CMOS design. While our results are for an 8-bit AES
S-box, we believe similar trends will be observed for a full
AES implementation. The results can also be used to discuss
the effectiveness of using the intrinsic physical noise of the
MOSFETs and its behavior across different cryptographic

implementations and different supply voltages. The extension
of this work to larger circuits (especially for dual rail styles)
and correlated noise sources at the cost of a larger area
overhead while maintaining a higher security level compared
to CMOS remains an open and interesting question.
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