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1 Executive Summary

1.1 Scope of the Study

The Federal and Regional Administrations have requested an independent
comparative study of the election systems used abroad and a formulation for the
requirements for the voting systems that will be used in Belgium for the elections of
2009 and later. The independent study is executed by a Study Consortium that
consists of the following universities: Katholieke Universiteit Leuven, Universiteit
Antwerpen, Universiteit Gent, Université catholique de Louvain, Université de Liége,
Université Libre de Bruxelles and Vrije Universiteit Brussel.

The Study consists of two parts. The goal of the first part is to present the current state
of the art of electronic and Internet voting systems in all their aspects. The state of the
art is summarized in a table listing the systems used in various countries, the number
of eligible voters, the electoral system, their pros and cons, and the system costs. The
first part of the study also evaluates all aspects of the Belgian electoral system,
including optical reading of voting ballots, partial electronic voting, and the traditional
voting system based on paper ballots.

The goal of the second part of the Study is to propose technical and specific
requirements for a new automated voting system for Belgium. The level of detail
asked for needs to be such that the report may serve as a technical appendix to the call
for tenders for the voting system for the elections of 2009 and later. The system
specified in the second part of the Study needs to be compatible with the Belgian and
Regional electoral systems.

The English versions 1.0 of the reports for the first and second parts of the Study were
formally delivered to the Administrations on 15 April and 12 October 2007,
respectively. Version 1.02 of this report was formally delivered to the Administration
on 4 December 2007. Annex 13 includes the signatures of the professors who
participated in Study Consortium.

Dutch and French versions of this report are also available. The English version of
this report rules if inconsistencies should exist in these translations.

1.2 Overview of this Report (Part Il of the Study)

The Consortium studied five different eVoting systems. Advantages and drawbacks of
each system are presented. It should be kept in mind that the Council of Europe
recommends a progressive introduction of eVoting systems to generate trust and
confidence among citizens in the use of electronic means for voting systems. This
means that one specific system may serve as a preparation step for another. An
abstract view on voting systems is given in Figure 1. A voter either marks his® vote
manually on a paper ballot or by means of a voting machine. The result is a human
readable ballot, an encoded ballot, or a combination of both. The ballots may be
counted by hand or by machine. They can be processed immediately after the ballot is
cast, or at the end of the voting period on Election Day.

In theory, there exist voting systems which correspond with each possible path
between the “Voter marks by hand/machine” boxes and the processing boxes but, in

1 In the remainder of this report, we shall henceforth only use the masculine form in order to simplify
the text; it should be clear, however, that we do not discriminate between women and men voters.
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practice, only a subset of the paths result in realistic and implementable voting
solutions.
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Figure 1: Conceptual View on Voting Systems

The first system that is presented in this report is the one preferred by the Consortium
(cf. the dotted red line in the above picture). The proposed system is an improved
paper-based voting system with which the voter casts his vote using a voting
computer. The voting computer prints this vote on a paper ballot and represents it also
in an encrypted form on a machine readable part of the ballot, namely a barcode or an
RFID chip. After the vote is printed, the voter verifies that the printed vote is indeed
the vote he has cast with the voting computer. The voter then closes the voting ballot
by folding it so that only the machine readable part of the ballot remains visible, or by
inserting it in an envelope. In either case, the voter presents it to the president of the
voting office to have it inspected for visual marks, after which the voter deposits the
ballot into the voting urn of the voting office.

The second system is based on paper ballots using direct optical scanning to
accelerate the tallying of the votes and improve its accuracy.

The third system, in this study called the “thin-client system”, introduces the use of
electronic voting machines connected to a local server using a (local and secure)
network and with the possibility to produce a paper trail. The paper trail serves to
allow the voter to verify the content of his vote. No manipulation of the paper trail by
the voter is allowed.

The fourth system consists of an Internet/remote voting system. This system is the
electronic equivalent of postal voting inasmuch as voters can cast their votes from
their home, i.e., from an unsupervised environment. This system is foreseen to be
used by Belgian citizens living abroad.

Finally, the fifth system which has been taken into consideration .is a variant of the
remote voting system and consists of the so-called “kiosk voting” where the voter
casts his vote in a supervised environment (in a polling booth located either at the
polling station or in an official building) through electronic voting machines
connected to a broader secure network (in this case, national).

The direct optical scan systems are the only systems described in this document with
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manual vote casting. The direct optical scanning process needed for counting votes
typically requires human interaction. Several of these systems are described in this
document; one of them assumes that the voters are themselves responsible for the
scanning of their vote. In this variant, paper ballots are transformed immediately into
electronic votes and vote counting is done on the electronic votes.

The properties of this variant are, in fact, very similar to the thin client system (third
system), where the votes are cast electronically and printed onto paper trails.

The improved paper-based ballots system (first system) has computer based vote
casting, but prints out the votes on a paper ballot that serves as a paper trail. The
counting is done by reading the machine readable representation of the ballot. This is
a manual process aided by automated ballot reading. The ballots are read in batch near
the voting offices where they were cast at the end of Election Day.

The thin client system, the kiosk voting and the remote voting system have computer
based vote casting and fully automated vote counting.

Many of the remarks made in this report apply equally well to several of the systems,
because they only depend on the fact that votes are counted automatically, rather than
on the exact counting method being employed.

We now walk through the main steps of the election process and summarize briefly
the pros and cons of the different proposals. These remarks are elaborated upon in the
following sections:

1. Vote casting

The voter casts his vote, either directly on paper or by using an input/output device
connected to a computer. If the vote casting is done by computer, the ballots can be
digital. In that case, measures need to be taken to convince the voter that his vote has
been entered correctly into the system. One way to achieve this is to produce a paper
trail: a paper trail is a copy of the votes that have been cast. This may also be desirable
for auditing purposes.

A kiosk voting system, in its basic version, produces no paper trail. Paper trail
functionality could easily be added, however. Enforcing the production of a paper
copy of the votes is impossible for the remote voting system, since this would require
a printer at each voting place, and it may encourage vote selling. This is furthermore
not in conformity with the Recommendations of the Council of Europe. The comment
on norms 51 and 52 of the Explanatory Report expressly states that in remote e-voting
systems based on web applications, in order to protect the secrecy and the anonymity
of the vote, the printing, saving and storing functions must be blocked. The same
comment states that any possibility of printing, recording or storing of the vote should
be banned and technically blocked.

Two systems for the handling of paper ballots are being proposed in this report. In the
thin-client system, the paper trails are printed behind a glass window (to prevent
physical access to the trails). After visual inspection of the paper trail, the voter
presses a button which releases the ballot into a voting urn. Each voting booth is thus
equipped with such an urn. In other systems, the printed ballot is taken by the voter
and deposited into the urn of the voting office, much in the same way as what is done
for traditional manual voting and the classic electronic voting with the magnetic stripe
cards. These systems have the disadvantage that voters can leave extraneous marks on
the paper ballots and hence invalidate the paper ballots.

2. Vote collecting

Page 4 of 149



The issue here is to ensure the principle of “One person, one vote.”

The paper ballot used in manual vote casting makes it relatively easy to ensure that
each person votes exactly once: people get one ballot and after marking it, they need
to deposit that same ballot in the urn of their voting office under supervision of the
voting officers. If the votes are cast using machines, then special measures are
required in order to ensure that each person votes no less and no more than one time.
This issue can not be disposed of merely by using electronic means.

3. Vote counting

The issue here is to ensure that people trust the vote counting process. If the vote
counting is fully automated, then one needs to trust the machines and their software
(as in the thin client system) or the cryptography (as in the kiosk system and remote
voting system). This is sometimes perceived as a disadvantage. On the other hand,
fully automated vote counting is very fast, requires only modest investments in
hardware, and almost no personnel.

The kiosk voting system and the remote voting system as described further on allow
voters to verify that their vote has been included in the final count.

It should be stressed that the conclusion of the Consortium is that, with existing
technologies and taking into account both the cost and the advantages and drawbacks
of the various solutions which were examined, a fully automated eVoting system is
currently not appropriate for Belgium. This is why the proposed solution is an
improved paper ballot-based system in which only the casting, reading and counting
of the votes is computerized.
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4 Requirements for the second part of the Study

This section contains the checklist for the Study’s output requirements as specified in
the contract with the Administration.

4.1 Delivery date

The contract specifies 1 September 2007. The title page of this report mentions the
date this Study Report has been formally submitted to the Administration.

4.2 Propose technical and specific norms to compose a
specific tender to realize the electronic voting
system or of a remote electronic voting system
suitable for the Belgian electoral system

Section 0 includes a detailed technical description and specific norms of the proposed

improved paper-based voting system. This section can be included in the call for
tenders as the specification of the new electronic voting system.

4.3 Partitioning key to finance the new electronic voting
system by the different administrations

The Consortium proposes to partition the costs for the new electronic voting system in
a proportional manner between the Federal and Regional Administrations.

4.4 Specific criteria for the new voting system

4.4.1 Controllable security and integrity of the Elections
The proposed improved paper-based voting system

o provides a paper trail which allows the voter to confirm that the voting
computer correctly registered the voter’s choice;

o allows the auditing of the complete election by verifying that the paper trails
correspond with the machine readable representation of the voter’s choice.
Moreover, the audit does not need to be exhaustive: checking randomly a
small percentage of the ballots is sufficient to ensure a high level of reliability;

o stipulates that the election software of the voting computers is distributed to
the presidents of the voting offices before the Election Day and is subject to
strict access control procedures. Only authorized people are able to start the
voting software on the voting computers. This is explained in more detail in
Section 5.6.3.

4.4.2 Guaranteed secrecy of the Vote
The proposed improved paper-based voting system

0 consists of voting computers that print out a ballot that serves as paper trail
with the voter’s choice;

0 makes it impossible for the voting computer to link the identity of a voter to a
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particular ballot;

0 requires that the ballots are mixed before being read, which breaks the
chronological order of the ballots that might exist, as voters cast their ballot in
a sequential order.

4.4.3 Usability in Belgium

The architecture of the proposed electronic voting system is closely related to the
currently used electronic voting system:

o0 each voting booth is equipped with a voting computer;

o the voter receives a voting token from the president of the voting office after
he has been successfully verified to be an eligible voter;

o the voter marks the parties and candidates of his choice on a computer screen.

What happens next is different from what happens in the magnetic stripe card-based
electronic voting system and is similar to what happens in the traditional paper based
voting:

o the voter checks the ballot to confirm that it represents his choice;

o the voter protects the secrecy of his choice (by folding the human readable
printout of his choice like a booklet, or by inserting the ballot in an envelope);

o the voter presents the voting ballot to the president of the voting office to
confirm that it does not contain any visible marks;

the voter inserts the voting ballot in the voting urn;

at the end of Election Day, the voting urns are emptied, and their content
mixed, before the ballots are read.

The production of election results is also very similar to the totalization mechanism of
the classic electronic voting system, which makes that the exact same totalization
procedures as for the classic electronic voting system can be used.

The Belgian territory is subdivided into disjoint sections that are relevant to the
election type. The exact mapping of these sections varies depending on the type of
elections (European, Federal, Provincial, Regional, Local, etc.), and is outside the
scope of this document.

The proposed electronic voting system therefore introduces more abstract concepts
based on Totalization Centers that gather and process partial election results. The
number of Totalization Centers is not fixed, but it is assumed that there will be at least
three totalization centers (First, Second, Final): the first Totalization Center is situated
at municipality level, where the Second, possibly Third, Fourth, etc., are situated at
higher levels. The Final Totalization Center is situated at national level. VVoting ballots
are read at the end of Election Day by Ballot Reading Centers, and are decrypted by
Ballot Decryption Centers (cf. below), before they are added to the municipality’s
score. The Ballot Reading Centers can be located at each voting office, or they may be
located in the neighborhood of a set of voting offices to which location the voting urns
have to be transported at the end of Election Day. The exact definition and roles of
these Totalization Centers is discussed in detail in Section 5.1.

The proposed improved paper-based voting system significantly differs from the
paper trail systems that have been tested in the past in Belgium and that proved
unusable: the “paper trail” in the proposed voting system is not an add-on, but serves
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as the record of the voter’s cast votes, i.e. as a voting ballot. The paper trail in the
proposed system directly results from the voter’s actions using the voting computer.
The voter hides the human readable text with the voter’s choice of the ballot, after
which the ballot is inspected for marks by the president of the voting office; the voter
eventually deposits the ballot in the voting urn.

4.4.4 Practical installation in voting offices

Section 5.2.4.2 describes how the voting computers are to be installed in the voting
offices.

4.4.5 Promote automating the ballot processing, as opposed
to automating casting the vote

The voting computers of the proposed improved paper-based voting system produce,
based on the choices specified by the voter, paper ballots which consist of a machine
readable and a human readable part, both representing the voter’s choice.

At the end of the voting period on Election Day, the voting urns are transported form
the voting offices to the Ballot Reading Center to which they have been associated,
where the voting urns are emptied and their content mixed, and the machine readable
part of each of the ballots that contains encrypted information is read. Once the ballots
have been read, this information is digitally signed with the elD card of the president
of the Ballot Reading Center, and transferred in its digital form to the Ballot
Decryption Center for further processing. All information sent from the Ballot
Decryption Center to the First Totalization Center and from one Totalization Center to
another is transmitted electronically using a communication channel which protects
the integrity of the transferred information. Specifying which transport medium to use
for this transmission is beyond the scope of this document. Such transmission must
obviously protect the integrity of the transferred information to avoid modifications of
the election results while in transit.

4.4.6 Verifiability of the system
The proposed improved paper-based voting system ensures that:
0 The elections are fully auditable, because the paper voting ballots consist of
two parts: a human readable part and a machine readable part. Independent
auditors can select randomly chosen voting ballots to confirm that the machine

readable part of these random samples truly corresponds with the human
readable text with the voter’s choice;

o0 The software installed on the computers that are used in the voting offices,
ballot reading centers, ballot decryption centers, and totalization centers is
open source and publicly available;

The procedures to initialize and operate the voting computers are published,;

The certification of the software is monitored by duly vetted members of the
Administration and auditors.

4.4.7 Costs per system

Price quotations are included where relevant and readily available. These quotations
are mentioned exclusive VAT, and refer to small quantities.
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4.4.8 Ease of use (user-friendliness, simplicity)

The modus operandi of the voting process does not significantly change compared to
the currently used electronic voting system. This implies that the vast majority of the
voters will not experience much difficulty transitioning to the proposed improved
paper-based voting system. Skeptic users of traditional paper ballot voting will be
encouraged to switch to the improved paper-based voting system because of the
increased transparency of the electronic voting process.

The user interface of the voting computer also pays attention to the usability of the
voting computer by visually impaired people:

o The voting computer is equipped with an audio output that can be used to
connect ear phones through which the visually impaired and blind people can
listen to the information displayed by the voting computer;

o The display of the voting computer can be visualized with a Braille reader
and corresponding input device to allow the voter to walk through the
election process at his own pace following a logical menu or tree structure:
select election type (provincial, European, etc.), select preferred party, select
preferred candidate(s), confirm vote, proceed with next election, etc.; the
resulting voting ballot is the same as for other voters.

o The voting computer can use a specific screen layout to accommodate the
needs of people with poor eyesight.

4.4.9 Availability (immediate availability in case of advanced
elections)

There are no special requirements for the deployment of the proposed improved
paper-based voting system.

4.4.10 Modularity (e.g., 1 canton = 5 municipalities, of which 4
use electronic voting and 1 traditional voting)

Each municipality can choose to use its preferred voting system. A municipality
which decides to use the traditional paper voting mechanism will then simply count
the paper ballots by hand. The output of this manual counting is transferred to the
First Totalization Center which will totalize the results of this municipality with the
results of the other municipalities (if any) within its scope.

4.4.11 Open to evolutions and adaptability
The proposed electronic voting system is open to evolutions:

o The voting software is designed so that it does not depend on the elections
themselves: the configuration files of the voting software specify which type
of elections, which parties and which candidates will be voted for. If new
election types have to be introduced, the voting software may have to be
updated accordingly. The procedures to design, validate, test, certify and
install this software are specified in this document;

0 The issuers of the CDs used to boot the computers of the voting offices, Ballot
Reading Centers, Decryption Centers and Totalization Centers can fine-tune
which computers may be used in which area. Assume that the citizens living in
one municipality would be allowed to cast their vote in another municipality.
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In that case, the issuer of the CDs used to boot the voting computers needs
then simply to create a configuration file on that CD that contains the
information of both municipalities. The citizen voting in the alien municipality
would then be given a specific voting token that instructs the voting computer
to show the correct election information for this voter. An outside observer
will not be able to distinguish the alien’s paper ballot from the paper ballot of
the native citizens. The Ballot Reading Center will read the machine readable
part of the alien’s voting ballot in the same manner as all the other ballots. The
Ballot Decryption Center will make sure that the alien ballot will contribute to
the partial election result of the alien’s municipality.

4.4.12 Storage (volume, space, costs...)

The storage requirements for the hardware necessary for the proposed improved
paper-based voting system are smaller than those for the current electronic voting
hardware because the proposed electronic voting system depends on the following
hardware:

0 The box to store an LCD screen are easily a factor 2.6 smaller than those to
store a CRT screen.
The dimensions of the box that comes with a typical 19” LCD monitor are: 17
cm deep, 48 cm wide and 48 cm high, which results in 39.168 cm®.
The dimensions of a typical 15 CRT monitor are: 50 cm deep, 45 cm wide
and 45 cm high, which results in 101.250 cm®.

0 The box to store a voting computer as specified for the proposed improved
paper-based voting system is about a factor 23 smaller than the box to store a
typical desktop computer.

The box to store a mini PC as specified in the following sections measures
about 15 cm deep, 25 cm wide, 7 cm high, which results in 2.625 cm?®,

The box of a classic desktop computer measures 25 cm deep, 48 cm wide, 52
cm high, which results in 62.400 cm?®.

o The dimensions of the box to store a printer for the paper ballot are
approximately: 25 cm deep, 25 cm wide and 18 cm high, which results in
11.250 cm®,

Estimated total volume of the hardware storage requirements for the proposed
electronic voting system: 53.000 cm?®.

Estimated total volume of the hardware storage requirements of the currently used
electronic voting system: 164.000 cm®.

Conclusion: the storage requirements for the hardware of the proposed improved
paper-based voting system are a factor 3 smaller than the requirements for the
hardware of the currently used electronic voting system.

4.4.13 Stimulate the willingness of the weakest voter to
participate in the voting process (elderly, socially
vulnerable voters...)

The proposed improved paper-based voting system takes into account the accessibility
and usability requirements that were mentioned in the first part of the Study.
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4.4.14 Life cycle of the system

Section 5.2.4.2 specifies the different stages in the deployment of the proposed
improved paper-based voting system. These include the design, testing, initialization
and certification of the software and its configuration for the computers necessary to
manage the elections at the voting offices, Ballot Reading Centers, Ballot Decryption
Centers, and Totalization Centers, together with the specification of the users who
may boot the voting computer and who may initiate the voting process, etc.
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5 Specification of the Improved Paper-based Voting
System

The improved paper-based voting system presented in this section allows the voter to
cast a vote in a voting booth, and to inspect the resulting paper ballot to confirm that
the voting computer on which he cast his vote correctly recorded this vote. The
outcome of the elections is based on these paper ballots, which guarantees that the
outcome effectively corresponds with the voters’ cast votes.

The improved paper-based voting system involves the following actors and devices:
- the president of a voting office;
- aperson who is an eligible voter;
- avoting computer with a printer;
- avoting ballot;
- asimple non-computerized voting urn per voting office;
- aBallot Reading Center where the ballots of the voting urns are read,;
- aBallot Decryption Center that decrypt the information of the voting ballots;
- Totalization Centers where the election results are calculated.

The voting process consists of the following steps: (i) each eligible voter receives a
convocation letter for the elections; (ii) a person presents himself with his convocation
letter and a proof of his identity (typically an elD card) to the president of the voting
office who checks whether that person is an eligible voter. If this is the case, (iii) the
president of the voting office provides the voter with a voting token which the voter
has to use with the voting computer in the voting booth to start casting his vote. The
voter (iv) uses the voting token to start casting his vote (v), and (vi) confirms his vote
on the voting computer. The result is (vii) a paper voting ballot which the voter (viii)
has to inspect to confirm that it corresponds with the choices he made with the voting
computer. Once the voter has confirmed that the printout corresponds with the choices
cast on the voting computer, the voter (ix) protects the printout from unauthorized
eyes, and (x) presents the resulting ballot to the president of the voting office who (xi)
inspects it for visual marks that could identify the voter. If the ballot does not contain
such marks (xii), the president of the voting office returns the ballot to the voter who
deposits the ballot (xiii) in the voting urn of the voting office. Eventually, (xiv) the
president of the voting office returns to the voter the latter’s proof of identity, together
with his convocation letter.

This system is called “improved paper-based voting system” because this procedure is
very similar to the voting procedure with classic paper ballots, as the paper ballots are
not completed by hand, but are produces with a voting computer. It is an improved
paper-based system because the paper ballot does not need to be counted manually:
the voting ballot also includes a machine readable representation of the voter’s choice
to facilitate the automatic counting of the ballots. Independent auditors can verify that
the machine readable representation of the voter’s choice of randomly selected ballots
correctly correspond with the information printed on the ballot in human readable
form.

The improved paper-based voting system comes in two variants. Voting ballots of
either variant represent the choice of the voter twice: once in a human readable
printout so that the voter can easily verify that the ballot correctly corresponds with
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his choice, and once in a machine readable form so that the voting ballots can easily
be processed at the end of the Election Day to derive the election result. The machine
readable form is encrypted to prevent unauthorized access to the voter’s choice.

The barcode ballot (cf. Figure 2) is the first variant (other examples are included in
Section 12). The voter receives from the president of the voting office a chip card (a)
that serves as voting token to start the voting process. This voting chip card prevents
the voter from producing more than one voting ballot: one voting chip card leads to
one voting ballot. As soon as the voter presents the voting chip card to the voting
computer (b), the voter can start casting his vote (c). Eventually, the voter confirms
his choice (d), after which the voting computer prints out a voting ballot and
deactivates the voting chip card. The voter receives the voting ballot and removes the
voting chip card (e). The ballot consists of two parts: a barcode and a textual printout,
each representing the voter’s choice, but the information in the barcode can only be
accessed by the Ballot Decryption Center (cf. below). After the voter confirms (f) that
the printout corresponds with the choices he made with the voting comg)uter, (9) the
voter folds the ballot as indicated on the ballot with the dotted lines® to hide the
human readable text columns from anyone else, especially from the president of the
voting office who will inspect the folded ballot for visual marks. Once the voter
folded the ballot, the voter leaves the voting booth and (h) shows the folded ballot to
the president of the voting office who inspects the ballot for visual marks (i) that
could identify the voter. If the ballot does not contain such marks, the president of the
voting office returns the folded ballot to the voter (j) who deposits the ballot in the
voting urn of the voting office (k). Figure 5 depicts this procedure. Although the voter
is encouraged to return the voting chip card, if the voter may forget to do so, he will
not be able to reuse the chip card, as it has been deactivated.

2 The voter must fold the ballot at least once (i.e., following the vertical folding indication) to hide the
human readable text columns. To prevent spontaneous reopening of the first fold, the voter may also
fold it a second time, i.e., following the horizontal folding instruction.
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genate Elsotion Chamber Elsotion  European Elsotion _Frovinoe Elsotion  Reglon Elsotion Looal Elsotion

Selected Party Selected Panty Selected Panty Sejected Rany Sejected Pany Sejected Pany
1, First Name 14, First Name 27, First Narne | 40.Firsthame 3, First Narme &6, First Nare
2. Becond Nare 16 Becond Name 20, Becond Name 41, BecondMame 64, Becond Name €7 Becond Name
3. Third Name 16. Third Name 23, Third Name 42, Third Name 55, Third Name &8. Third Name
4, Fourth Name 17, Fourth Name 30, Fourth Narme | 43, Fourth Narne £8. Fourth Name &3, Fourth Name
£, Fifth Name 1%, Fifth Name 31, Fifth Name 44, Fifth Name £7, Fifth Narme 70, Fifth Name
€ Elxth Name 13, Blxth Narme 32, Blxth Name 48, Blxth Name €8, Blxth Name 71, Blxth Name
7. Beventh Name 20.8eventh Name 33 Seventh Nare 1 48, Seventn Name £3. 8eventh Name  71. Seventh Name
£, Elghth Name 21, Elghth Name 34, Elghth Name | 47, Elghth Name &0, Elghth Name 73, Elghth Name
oheok ang 9, Ningth Narme 22, Ningth Narme 8. Ningth Narne | 48, Nineth Nare €1, Ningth Name 74, Ningth Name
i thig 10. Tenth Name 23, Tenth Name 36, Tenth Name | 43, Tenth Name €2, Tenth Name 7€, Tenth Narme
hallot 11, Eleventh Name 24, Eleventh Name 37, Eleventh Name ! 50, Eleventh Name &3, Eleventh Name 76, Eleventh Name

12, Tweifth Name 26, Twelfth Name 38, Twelfth Name | &1.Tweifth Name &4, Twelfth Name 77, Tweifth Name
13, Thiteenth Name 28, Thirteenth Name 33, Thirteenth N!mel £2, Thiteenth Name &%, Thirteenth Name 78, Thirteenth Name

Vouw eerst hier — Fold here first —fllez d’abord ici — Zuerst hier falten

Vouw daarna hier — Second fold here

Pliez ensuite ici — AnschlieBend hier falten

eheek and
fold this
hatiot

CamtinLewen Vouw daarna hier — Second fold here

Figure 2: Above: a barcode ballot as produced by the voting computer. Below, left: the ballot
that is folded once. Below, right: the ballot that is folded twice

Senate Election  Chamber Election European Election Province Election Region Election  Local Election
Parly Party Party Selected Parfy Party Selected Parfy

1. First Name 14. First Name 27. First Name 40. First Name 53. First Name 66. First Name

2. Second Name 15. Second Name  28. Second Name  41. Second Name 54, Second Name 67, Second Name
3. Third Name 16. Third Name 29. Third Name 42. Third Name 55. Third Name 68. Third Name
4. Fourth Name 17. Fourth Name 30. Fourth Name 43. Fourth Name 56. Fourth Name 69. Fourth Name
5. Fifth Name 18. Fifth Name 31. Fifth Name 44. Fifth Name 57. Fifth Name 70. Fifth Name

6. Sixth Name 19. Sixth Name 32. Sicth Name 45. Sixth Name 58. Sixth Name 71. Sixth Name

7. Seventh Name  20. Seventh Name 33. Seventh Name 46. Seventh Name 59. Seventh Name 72 Seventh Name
B. Eighth Mame 21. Eighth Name 34. Eighth Mame 47. Eighth Mame B0. Eighth Name 73. Eighth Mame

9. Nineth Name 22. Nineth Name 35. Nineth Name 48. Nineth Name 61. Nineth Name 74. Nineth Name
10. Tenth Mame 23. Tenth Name 36. Tenth Name 48, Tenth Name 62. Tenth Name 75. Tenth Name

11. Eleventh Mame 24. Eleventh Name 37. Eleventh Name 50. Eleventh Name 63. Eleventh Name 76. Eleventh Name
12. Twelfth Name  25. Twelfth Name  38. Twelfth Name  51. Twelfth Name  84. Twelfth Name  77. Twelfth Name
13.T Name 26. T Name 39, MName 52. T MName 65. Thi MName 78. T Name

Figure 3: Voting ballot with integrated RFID chip

The RFID ballot (cf. Figure 3) is the second variant. With this variant, (a) the voter
receives from the president of the voting office a blank voting ballot together with a
blank envelope with which the information printed on the RFID ballot can be hidden
from unauthorized people, e.g., from the president of the voting office. The use of
such envelope may of course also be replaced by simply folding the ballot. The blank
voting ballot is an empty sheet of paper with an embedded RFID? chip. Arrived in the
voting booth, the voter (b) presents the voting ballot to the voting computer. The voter
does so by inserting the ballot paper into the printer of the voting booth. As soon as
the voting computer detects the newly presented voting token, the voter can start

3 An RFID (Radio Frequency ldentification) chip is a chip that can be integrated into paper. Strict
access control mechanisms prevent unauthorized users to read/write information in such chip.
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casting his vote (c). After the voter confirms his vote (d), the voting computer prints
out the vote on this sheet of paper in a human readable form, and stores the same vote
in the RFID chip of the voting ballot, and ejects the voting ballot from the printer (e).
After the voter has confirmed that the printout corresponds with the vote cast on the
voting computer (f), the voter inserts the ballot paper in the envelope he received from
the president of the voting office, or folds the RFID ballot to hide the human readable
information (g). Subsequently, the voter leaves the voting booth and (h) presents the
envelope or folded ballot to the president of the voting office for inspection. If the
envelope or folded ballot does not contain any visual marks that could identify the
voter (i), the president of the voting office returns the ballot (j) to the voter who (k)
deposits it in the urn of the voting office. Figure 6 depicts this procedure.

The information that is stored in the machine readable part (i.e., the barcode in the
first variant, and the RFID chip in the second) of the voting ballot is identical to the
information printed in human readable form on the ballot paper. The information is,
however, encrypted to protect the voter’s choice from unauthorized access: only the
Ballot Decryption Center is able to decrypt the information read from the machine
readable part. To prevent that the machine readable part is found unreadable at the
Barcode Reading Centers, the voter may present the machine readable part of the
ballot to a barcode or RFID reader before depositing the ballot in the voting urn. In
this case, the voting urn is equipped with a barcode or RFID reader to which the voter
can present the voting ballot’s barcode or RFID chip. If this reading turns out that the
reader was unable to read the ballot, a second attempt is made to confirm the reading
problem. If the problem persists, a troubleshooting procedure is started to determine
its cause, and the voter problem resolution procedure is started: the unreadable ballot
is destroyed, and the voter can restart the voting process.

At the end of Election Day, the election result is produced with the following
procedure: (1) a voting office’s voting urn is transported to the Ballot Reading Center
that is associated with the voting office. This Ballot Reading Center reads the machine
readable part of each of the ballots that were cast during the Election Day. Once the
ballots have been read, (2) the Ballot Reading Center transfers the encrypted
information read from the voting ballots to the Ballot Decryption Center that is
associated with the Ballot Reading Center. The Ballot Decryption Center decrypts (3)
the ballots and (4) sends the unencrypted information to the First Totalization Center
where partial election results are calculated. These partial results are propagated to
higher-layer Totalization Centers to contribute to the final election result. Figure 4
depicts this procedure.
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Figure 4: Following a voting ballot from the urn where it was deposited to the Final Totalization
Center

At the end of the voting period, the president of a voting office transports his voting
urn to the Ballot Reading Center that is associated with his voting office (1). The
personnel of the Ballot Reading Center empties the voting urns that arrive and mixes
the ballots from these urns to break the chronologic order in which the ballots were
deposited in these urn. Subsequently, the personnel of the Ballot Reading Center read
the encrypted information that is stored in the machine readable part of each voting
ballot. Witnesses make sure that the machine readable part of each voting ballot from
each voting urn is read. As soon as all the ballots have been processed, the president
of the Ballot Reading Center digitally signs the information that was read from these
ballots, and safeguards this signed information on a USB stick that is transported (2)
to the Ballot Decryption Center for further processing. Instead of using a USB stick,
the president of the Ballot Reading Center may also send an electronic copy of this
information to the Ballot Reading Center, e.g., using the Internet.

As soon as a Ballot Decryption Center receives digitally signed information from a
Ballot Reading Center, the Ballot Decryption Center verifies the signature on this
information. If it is correct, the Center applies the relevant decryption key to the
received information. This results in a set of unencrypted votes that have to be
processed further on by the First Totalization Center associated with the Ballot
Decryption Center. The president of the Ballot Decryption Center therefore digitally
signs the list of unencrypted votes, and sends this signed list to the First Totalization
Center associated with the Ballot Decryption Center (3). The information sent from
the First Totalization Center to the higher level Totalization Centers (4) is digitally
signed by the president of the originating Totalization Center.
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5.1 Terminology & Conventions
The following terminology is used to avoid inconsistencies and ambiguities:
o Each voting office is equipped with a number of voting booths;

o Each voting booth is equipped with one voting computer, which includes a
touch screen and a printer. A number of voting booths can be reserved for
visually impaired people. These voting booths include a voting computer with
a Braille reader and a head phone;

There is one voting urn per voting office;
There are one or more voting offices per municipality;

The voter receives a voting token from the president of the voting office after
he has been confirmed to be an eligible voter;

0 The voter uses the touch screen (or Braille reader) to mark the parties and
candidates for which and whom he wishes to cast a vote;

0 Once the voter confirms that he has completed the voting process, the voting
computer prints out the voting ballot containing the votes cast both in a
human readable and in a machine readable form. The voter confirms that the
human readable information corresponds with his vote, after which the voter
hides the human readable information;

0 The voting ballot may combine a voter’s choice for multiple elections, e.g., if
the voter has to cast a vote for several elections that are organized on the same
day;

o0 The voter presents the voting ballot to the president of the voting office to
confirm that it does not contain any visible marks;

0 The voter deposits the voting ballot in the voting urn.

The Belgian territory is subdivided in disjoint sections that are relevant to the election
type. The exact mapping of these sections varies depending on the type of elections
(European, Federal, Provincial, Regional, Local, etc.), and is outside the scope of this
document.

The specification in the following sections therefore introduces more abstract
concepts based on Totalization Centers where partial results of the elections are
gathered or processed. The number of Totalization Centers is not fixed by default, but
the following sections assume three Totalization Centers: the First, Second and Final
Totalization Center. The first Totalization Center aggregates the election results at
municipality level, where the Final Totalization Center aggregates the election results
at national level. The encrypted information from a voting ballot is read by the Ballot
Reading Centers to which the voting urns are transported at the end of Election Day.
this encrypted information is sent from the Ballot Reading Center to the relevant
Ballot Decryption Center where the correct decryption key is applied to reveal the
unencrypted information of the voting ballots. This unencrypted information is
transmitted to the First Totalization Center that is associated with the Ballot
Decryption Center, where it contributes to the partial election results of that
Totalization Center. Reading the encrypted information from the machine readable
part of the voting ballots and decrypting this information takes place at physically
distinct locations, whereas the Ballot Decryption and First Totalization Centers may
share the same location.
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o The Final Totalization Center coincides with the Belgian territory; this
totalization center is subdivided in several disjoint Totalization Centers, called
Second Totalization Centers.

0 A Second Totalization Center covers disjoint parts of the Final Totalization
Center. Each of the Second Totalization Centers is subdivided in one or more
disjoint Totalization Centers called First Totalization Centers;

0 A First Totalization Center is associated with one of the Second Totalization
Centers. This Totalization Center processes the output of the Ballot
Decryption Centers associated with one or more municipalities. A
municipality is not further subdivided into sub-levels. The First Totalization
Center associated with a municipality totalizes the votes that were cast in the
voting urns of that municipality. First Totalization Centers may totalize the
votes of more than one municipality.

o A Ballot Decryption Center processes the information that was electronically
received from the Ballot Reading Center within its scope. It decrypts the
information read from the machine readable part of the voting ballots read by
the Ballot Reading Center, and provides the decrypted information to the First
Totalization Center to which it was associated. A Ballot Decryption Center
may be assigned to more than one municipality.

0 At a Ballot Reading Center, the encrypted information of a voting ballot’s
machine readable part is read and registered on a digital storage medium. The
Ballot Reading Center processes all the voting urns of all the voting offices to
which it has been associated. A Ballot Reading Center be assigned to more
than one municipality;

It may be necessary to subdivide the territory in more than three totalization centers.
In that case, one would have, e.g., First Totalization Center - Second Totalization
Center - Third Totalization Center - Fourth Totalization Center - Final
Totalization Center.

5.2 High-level description

5.2.1 Voter-view on the Voting Procedure with Barcode Ballots

Figure 5 depicts the voting procedure from the voter’s perspective when using
barcode-based voting ballots. The voter proceeds as follows to cast his vote:

Step 1. A voter receives a personal convocation letter.

Step 2.  The voter presents himself at the voting office which is mentioned on the
convocation letter (a). In case a voter decides to vote by proxy, the proxy presents
himself at the voting office which is mentioned on the convocation letter, together
with the necessary credentials.

Step 3.  The president of the voting office confirms that the voter (or his proxy) is
an eligible voter. If the voter (or his proxy) is eligible to vote, he receives from
the president of the voting office a voting chip card (which serves as voting
token) with which the voting computer is to be activated. This voting chip card is
discussed in more detail in the next sections. The voting computer waits until a
voter presents a voting chip card to start the voting process.

Step4.  The personnel of the voting office indicate one of the free voting booths,
in which the voter presents the voting chip card to the voting computer to initiate
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the voting process (b). Once the voting process is initiated, the voter can start
casting his vote(s).

Step5.  The voter casts his vote(s) on the voting computer (c) using its touch
screen to select the preferred parties and candidates.

Step 6.  The voter confirms his choice (d).

Step 7.  When the voter finishes, the voting computer prints out a paper ballot.
This paper ballot encodes the voter’s choices in two equivalent forms: a human
readable form (printed text) and a barcode that can be processed by a computer.

Step 8.  The voter removes the voting chip card and the paper ballot from the
voting computer (e) and inspects the human readable information of the
paper ballot (f).

Step 9. If the human readable information corresponds with his choice, the voter
folds the ballot such that only the barcode remains visible (g).

Step 10.  The voter returns the voting chip card to the president of the voting office
and presents him the folded ballot for inspection (h).

Step 11. The president of the voting office inspects the folded ballot (i), i.e.,
without unfolding or opening the ballot to confirm that the ballot does not contain
any visible marks that could identify the voter.

Step 12. If the ballot contains no visible marks, the president of the voting office
returns the folded voting ballot to the voter (j).

Step 13.  The voter deposits the folded ballot in the urn of the voting office (k).

Step 14. The president of the voting office returns to the voter his proof of
identity and his convocation letter, the latter having been marked to confirm
that the voter showed up during the voting period on Election Day, that he has
cast a vote, and that this vote has been deposited in the urn.
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President of
Voter Voting Office

Identification Proof, Voting Convocation Letter, and possibly a form to Vote By Proxy _
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(c) Voter Input/Output Action: Start Voting Process

v
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) ) ) Action: Print Voting Ballot
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(f) Action: Verify Voting Ballot
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_ (j) Folded Voting Ballot

Jj(i) Action: Inspect Folded Ballot for Marks

(k) Folded Voting Ballot

Action: Check Barcode

Action: Deposit Folded Ballot

Voting Urn

Figure 5: Voting procedure with barcode ballots

5.2.2 Voter-view on the Voting Procedure with RFID Ballots

Figure 6 depicts the voting procedure from the voter’s perspective when using RFID-
based voting ballots. The voter proceeds as follows to cast his vote:

Step 1. A voter receives a personal convocation letter.

Step 2.  The voter presents himself at the voting office which is mentioned on the
convocation letter (a). In case a voter decides to vote by proxy, the proxy presents
himself at the voting office which is mentioned on the convocation letter, together
with the necessary credentials.

Step 3.  The president of the voting office confirms that the voter (or his proxy) is
an eligible voter. If the voter (or his proxy) is eligible to vote, he receives from
the president of the voting office a blank paper voting ballot and a blank
envelope (optional, as is is also possible to hide the vote printed on the RFID
ballot by folding the ballot paper). The voting computer waits until a voter
presents a blank voting ballot to start the voting process. The voting computer
informs the voter if it should detect a non-blank voting ballot.

Step4.  The personnel of the voting office indicate one of the free voting booths,
in which the voter presents the blank voting ballot to the voting computer to
initiate the voting process (b). Once the voting process is initiated, the voter can
start casting his vote(s).

Step 5.  The voter casts his vote(s) on the voting computer (c) using its touch
screen to select the preferred parties and candidates.

Step 6.  The voter confirms his choice (d).
Step 7. When the voter finishes, the voting computer prints the voter’s choice on
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the paper ballot, and writes the encrypted vote to its RFID chip.

Step 8.  The voter takes the paper ballot from the voting computer (e) and
inspects the printed information (f).

Step 9. If the printed information corresponds with his choice, the voter inserts
the ballot paper in the envelope he received from the president of the voting
office (g).

Step 10. The voter presents the envelope to the president of the voting office for
inspection (h).

Step 11. The president of the voting office inspects the envelope with the voting
ballot (i), i.e., without opening the envelope, to confirm that the envelope does
not contain any visible marks that could identify the voter.

Step 12. If the envelope contains no visible marks, the president of the voting
office returns the envelope with the voting ballot to the voter (j).

Step 13.  The voter deposits the envelope in the urn of the voting office (k).

Step 14. The president of the voting office returns to the voter his proof of
identity and his convocation letter, the latter having been marked to confirm
that the voter showed up during the voting period on Election Day, that he has
cast a vote, and that this vote has been deposited in the urn.

President of
Voter Voting Office

__ (a) Blank Voting Ballot + Envelope

«

Identification Proof, Voting Convocation Letter, and possibly a form to Vote By Proxy _
Action: Confirm Eligible Voter

Voting Computer

(b) Blank Voting Ballot

v

(c) Voter InputiOutput Action: Start Voting Process

v

(d) Confirm Selected Votes

v

) Action: Print Voting Ballot
P (e) Voting Ballot & Write RFID Chip

«

(f) Action: Verify Voting Ballot

(g) Action: Insert Voting Ballot in Envelope or Fold Ballot

(h) Present Ballot for Inspection

i) Action: Inspect Ballot for Mark
() Ballot () Action: Insp S

<«

(k) Ballot

Action: Check RFID chip

Action: Deposit Ballot

Voting Urn

Figure 6: Voting procedure with RFID ballots

5.2.3 From a Voting Ballot to the Final Election Result

At the end of the voting period on Election Day, the following steps are followed to
derive the final election result from the voting ballots that were cast during Election
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Day. This procedure is also depicted in Figure 4:

Step 1. At the end of Election Day, the president of a voting office transports the
voting urn of his voting office to the Ballot Reading Center associated with his
voting office (1). Small municipalities may share the services of a Ballot Reading
Center, large municipalities may use the services of different Ballot Reading
Centers;

Step2.  As soon as a voting urn arrives at a Ballot Reading Center, the urn is
emptied, and its content mixed with the content of the other urns that have not yet
been processed by the Ballot Reading Center to break the chronological order in
which the ballots were deposited in the various urns. The content of different urns
can be mixed together, even if the urns originate from different municipalities:
the Ballot Decryption Center makes sure that the ballots issued in a particular
municipality end up with the Totalization Center responsible for that
municipality;

Step 3.  The personnel of the Ballot Reading Center uses the appropriate means to
read the voting ballots: the information of barcode ballots are read with a barcode
reader, the information of RFID ballots is read with RFID readers;

Step4.  As soon as the personnel of the Ballot Reading Center has read the
machine readable information of the ballots, the president of the Ballot Reading
Center uses his elD card to calculate an electronic signature on this information,
after which this signed information is sent (2) to the Ballot Decryption Center. As
the content of the urns was mixed before the ballots were read, the list of ballots
that will be sent to the Ballot Decryption Center does not refer to the order in
which the ballots were cast in the voting offices. The integrity of this transfer is
protected using a digital signature calculated with the electronic identity card of
the president of the Ballot Reading Center. If the Ballot Reading Center is not
able to transfer this signed information through an online connection with the
Ballot Decryption Center to which it has been associated, the Ballot Reading
Center uses a USB stick to transport this information via courier;

Step5. The Ballot Decryption Center verifies the digital signature on the
information received from the Ballot Reading Centers under its scope. The Ballot
Decryption Center sorts the encrypted information of the machine readable part
of the ballots read by the Ballot Reading Center. After the encrypted information
has been sorted, the Ballot Decryption Center applies the relevant private
decryption key to each of the encrypted ballots, tabulating for each municipality
under its scope the decrypted voting ballots. After the decryption, the president of
the Ballot Decryption Center digitally signs the resulting table with decrypted
voting ballots, after which this table is sent to the First Totalization Center
associated with this Ballot Decryption Center;

Step 6.  Whenever a Totalization Center receives information from a lower layer
Totalization Center, or when a First Totalization Center receives information
from a Ballot Decryption Center under its scope, the Totalization Center updates
its partial election results according to the freshly received information;

Step 7. Each Totalization Center below the Final Totalization Center updates its
higher level Totalization Center on a regular basis with a digitally signed update
of its partial election result. If a Totalization Center is not able to transfer its
partial election result to the higher level Totalization Center to which it has been
associated, this digitally signed information is stored on a USB stick or another
digital storage medium after which it is transported per courier to the higher level

Page 26 of 149



Totalization Center;

Step 8.  The Final Totalization Center publishes the election results based on the
partial and final results of the lower level Totalization Centers within its scope.

5.2.3.1 Auditing the Voting and Counting Procedure

Independent auditors may observe the different steps of the production and processing
of voting ballots, especially to guarantee that

(i) the voting urns at the beginning of Election Day are empty,

(i) the voting offices and their personnel operate correctly during Election
Day,

(iii)  the personnel of the voting offices operates correctly at the end of Election
Day,

(iv)  all the voting urns are transported from the voting offices to the Ballot
Reading Center to which the voting office is associated,

(v) the opening and emptying of the urns proceeds according to the rules,

(vi)  the mixing of the voting ballots before reading the encrypted information
in the machine readable part of the voting ballots is adequate,

(vii)  all the voting ballots have been read,

(viit) the voting official who digitally signs the list of the encrypted voting
ballots performs his job correctly,

(ix)  the randomized lists are correctly transported from the Ballot Reading
Center to the Ballot Decryption Center,

(X) the randomized list with decrypted votes is correctly transported form the
Ballot Decryption Center to the First Totalization Center,

(xi)  the voting officials of the First Totalization Centers correctly process the
information from the Ballot Decryption Centers;

(xii)  the different Totalization Centers correctly process the incoming partial
election results and the corresponding outgoing partial election results.

The auditors issue official statements (PVs) in which they report their findings, e.g.,
the number of used voting urns per polling station at the end of the voting period on
Election Day, the number of ballots per voting urn, the number of eligible voters per
voting office, etc. Whenever partial results are transmitted from one Totalization
Center to another, the auditor(s) verify and confirm that the partial result corresponds
with the information under their supervision.

5.2.4 Computer Equipment

Figure 7 and Figure 8 illustrate the equipment used in a voting booth of a voting
office that uses barcode or RFID ballots, respectively. Figure 9 and Figure 10 show
the equipment used at the Ballot Reading Centers that processes barcode and RFID
ballots, respectively. Figure 11 and Figure 12 show the hardware necessary at the
Ballot Decryption Centers and (First) Totalization Centers.
An overview of this equipment:

o0 touch screens to communicate with the user of the voting computer;

o normal screens for the Ballot Reading/Decryption Centers;
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mini computers for the voting booths and the different Centers;

printers to print the voting ballot (depending on the ballot types, the printer
can be either a simple ticket printer to print barcode ballots or a slip printer
with an RFID module to print and initialize RFID ballots);

smartcard readers for the voting computers that produce barcode ballots to
detect and deactivate the voting chip card;

smartcard readers with secure PIN pad for the computer systems that will be
used by the presidents of the Ballot Reading/Decryption/First Totalization
Centers to sign the information that must be sent to the higher-layer Centers;

Braille readers in the voting booths that will be available to visually impaired
voters;

USB sticks for the Ballot Reading Centers and Ballot Decryption Centers that
do not have an online connection with the Centers that will process their
information;

barcode readers for the voting urns and Ballot Reading Centers that process
barcode ballots;

RFID readers for the voting urns and Ballot Reading Centers that process
RFID ballots;

network connections to digitally transfer information from one Center to the
other, e.g., from the First Totalization Center to the Second.

The mini computer is required to have an audio output through which visually
impaired people may receive audible feedback while they use the voting computer to
cast their vote, even in voting booths where no Braille reader is available.

The term *voting computer” refers to the combination of the above mentioned
components. Each voting booth consists of one voting computer.
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Figure 7: Voting booth equipment when using barcode ballots
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Figure 8: Voting booth equipment when using RFID ballots
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Figure 9: Ballot Reading Center's equipment to process barcode ballots
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Figure 10: Ballot Reading Center's equipment to process RFID ballots
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Figure 11: Ballot Decryption Center's equipment
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Figure 12: First Totalization Center's equipment

5.2.4.1 Computer Components

Computer System
The computer system that is part of the “voting computer” can be either a custom-
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designed dedicated computer or an off-the-shelf computer system.

Advantages and disadvantages of owning the computer system
Advantages of a custom-designed dedicated computer include:

0]

the custom-made dedicated computer can be designed such that it only
includes the hardware components that are strictly necessary for the voting
application;

the designer of the custom-made computer owns and controls the design of
this computer, and is in the position to know exactly what operations the
device supports, and what operations it cannot support;

the designer of the custom-made computer system can also include in the
design specific measures to avoid advanced side channel analysis attacks on
computer hardware (e.g., timing attacks, power analysis, etc), which make it
harder for outside observers to successfully launch advanced eavesdropping
attacks;

it is also possible to include hard to tamper with components in the design of
the dedicated voting computer so that tampering (e.g., replacing memory chips
or adding eavesdropping equipment) becomes nearly impossible;

the verification of the credentials of the system administrator(s) who will be
allowed to install the operating system and the voting software on the voting
computer can be incorporated in the firmware of the voting computer.

Disadvantages of designing a custom-made voting computer include:

(0]
0

0]

the design of a custom made computer system is very complex and thus costly;

the production costs of such systems will certainly be higher than that of off-
the-shelf systems, but the maintenance cost of a custom-made computer
system is nearly zero;

the design and design criteria must be certified, which is a process that may
require several months.

Advantages of an off-the-shelf computer system include:

0]

0]
0]

the Administration may assign a service contract, following a public tendering
process, to provide for each election (or for a number of elections) off-the-
shelf voting computers;

there is no need to design and produce dedicated voting computers;
there is no need to store the computer systems between elections.

Disadvantages of using an off-the-shelf computer system:

0]

The off-the-shelf computer system may contain hardware that is not strictly
necessary for the voting application, e.g., wireless network capabilities. It is
then the responsibility of the system administrator (cf. below) to disable the
unwanted hardware.

Bootable CDROM with Operating System & Election Software
The voting computers use an open source LINUX operating system. Bootable
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CDROM s with the election software* are distributed to the presidents of the voting
offices, Ballot Reading Centers, Ballot Decryption Centers, and First Totalization
Centers. The bootable CDROMs are specially tailored (i.e., simplified) for usage on
the computers in the voting booths, at the Ballot Reading Centers, Ballot Decryption
Centers and First Totalization Centers®. The bootable CDROM only contains the
operating system, together with the voting software and its configuration to operate
during and after the Election Day, i.e., to cast the votes in the voting booths, to read
and decrypt the machine readable parts of the ballots, and to calculate the partial and
total election results. Any secret information (e.g., private decryption keys of the
Ballot Decryption Center) is not stored on these bootable CDROMs. The secret
information is stored on external media, e.g., smartcards or hardware security
modules.

The Administration that is in charge of the organization of elections assigns the role
of the system administrator who creates this bootable CDROM to a specific actor.
This actor is responsible for the fine-tuning of the operating system and the
installation and management of the election software and its configuration. The
credibility and competence of this actor is a crucial element in the initialization,
reliability and trustworthiness of the electronic voting system. After the creation (and
testing) of the bootable CDROM, this CDROM can be multiplied in sufficient
numbers and be distributed to the relevant recipients (i.e., presidents of the voting
offices, Ballot Reading Centers, Ballot Decryption Centers, Totalization Centers).
More details on this procedure are included in the following sections.

Examples of off-the-shelf computer systems
There are many providers of small computer systems that are off-the-shelf available.
A non-exhaustive (and rapidly changing) list includes:

0 PL-01030 from Win Enterprises (http://www.win-enterprises.com/
index.php?option=com_content&task=view&id=125&Itemid=59)

0 Mini PCs from Avalue Technology Inc (http://www.avalue.com.tw/
Box_Computer/mini_pc.cfm)

o Tiny PC Low Cost Embedded system from TK (http://www.ewayco.com/51-
embedded-systems-100-PC-mini-ITX-low-cost/01-embedded-systems-100-pc-
mini-itx-low-cost.html)

The recommended computer system consists of a compact disk-less and fan-less
micro computer with only those input/output connectors that are strictly necessary for
the voting application: two (or more) USB connectors (one for a smartcard reader, and
one for a USB memory stick), a parallel or additional USB port for the printer, an
additional USB port for a Braille reader, a VGA connector for the display, an audio
output connectors for the visually impaired people... Figure 13 shows the basic
components of such computer system.

4 The term “election software” refers to the combination of all the software and configuration files that
are necessary during the election period: voting software on the voting computers, ballot reading
software for the Ballot Reading Centers, ballot decryption software for the Ballot Decryption Centers,
totalization software for the Totalization Centers.

5 The specification of the computers used at higher Totalization Centers is outside the scope of this
document. As the functionality of the computers used at higher Totalization Centers does not differ
from the functionality of the computer at the First Totalization Center, the same hardware could be
used if necessary.
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Figure 13: Details of a Mini PC with connectors to connect a printer, display, ear phones, etc.

Price quotations for Fan-less mini pc Win Enterprises

The unit price for a PL-01030 equals 385 USD (information from
http://www.embeddedstar.com/weblog/2007/02/04/pl-01030-embedded-computer/).
Volume discounts apply.

Price quotations for Mini PC from Avalue Technology
No price information found.

Price quotations for Fan-less mini PC from TK

The unit price for a TK Tiny PC equals 189 USD (information from
http://www.ewayco.com/51-embedded-systems-100-PC-mini-1TX-low-cost/11-tk-
800mhz-low-cost-pc-embedded-system.html)

Volume discounts apply.

Display & User-input Device of a Voting Booth

The voting computer communicates with its user through a visual display or a tactile
display in the form of a Braille reader for visually impaired people.

The display may be combined with an input device, e.g., a classic CRT (Cathode Ray
Tube) screen with a light pen, or an LCD (Liquid Crystal Display) touch screen with
or without an inductive stylus. Which display type to choose from is largely
determined by the input device used by the user. Several options are discussed in the
following section.

The magnetic stripe card-based voting computers expect the voters to point to the
screen with a light pen. A light pen is a computer input device in the form of a light-
sensitive wand used in conjunction with the voting computer's CRT monitor. It allows
the user to point to displayed objects, or draw on the screen, in a similar way to a
touch screen but with greater positional accuracy. A light pen can work with any
CRT-based monitor, but not with LCD screens, projectors or other display devices.’
The popularity of CRT screens is diminishing rapidly and there is only one major

6

http://en.wikipedia.org/wiki/Lightpen
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manufacturer apparently left in the US: the company Fastpoint7.

For any next generation of voting machines, the light pen is no longer an option as
modern computer screens are not CRT-based anymore. It is therefore suggested to use
a touch screen to accept and process user input. The voting computer would present a
grid with tick boxes that represents a logical menu structure: the main menu displays
the elections which the voter has to cast a vote for (if there is more than one election
on Election Day). Once the voter has selected the election he is going to cast a vote
for, the list of parties is shown. After selecting the preferred party, the voter gets a list
of the candidates running for this party and he selects the preferred candidates. Each
of the screens that are displayed to the voter comply with the usability
recommendations specified below, i.e., the voter has the possibility to cancel casting
the vote at any time; he can go back to the previous screen, etc.

Touch screens rate around 200 Euro in small quantities.

Printing Ballot Papers

Each voting booth is equipped with a printer with which the voting ballot is printed.
The two ballot types (barcode ballot and RFID ballot) impose specific requirements:
the barcode ballot can be produced using any ordinary printer that is commonly
available. The RFID ballot, however, requires a specific printer type, namely a slip
printer or a ticket printer with an RFID module. This module serves two functions. It
first detects the presence of a voting ballot to start the voting process with the voting
computer, and it writes the voter’s choice (in encrypted form) in the RFID chip that is
embedded in the voting ballot.

The human readable vote that is printed on the paper ballot is printed using a printer
for paper ribbons or standard paper. There are several options for these printers:

1. aprinter as those used to print train tickets and airline boarding passes,
a straightforward label printer,

a printer as those used to print receipts in a supermarket,

an off-the-shelf laser printer, or

a > w D

a slip printer with RFID module.

The first printer type is extremely robust (i.e., very large mean time between failures,
with metal casing, an internal chamber to store a ribbon of 1.000 empty voting
tickets), and is capable of producing voting tickets in a fully automated manner, i.e.,
once the voting ballot has been printed, the printer drops the voter’s ballot in an easy
to reach tray from which the voter can collect his ballot for further inspection. Printers
of this type are high quality and therefore rather expensive: 2.000 Euro. Ticket
printers may also be equipped with a barcode and/or RFID module (at an extra cost of
150 Euro, each) to confirm that the barcode printed on the paper ballot is correctly
encoded, or to initialize the RFID chip embedded in the voting ballot with the voter’s
encrypted vote. The following figure gives an example of this type of printer:

" http://www.fastpoint.com/main.html
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Figure 14: Dedicated Ticket Printer, usable for barcode ballots and RFID ballots

The second printer type is a dedicated label printer. The individual labels have fixed
size, and are stored in an internal chamber when a label roll is used or from an
external supply when using tickets as used for the dedicated ticket printer. These
printers rate around 700 Euro. The following picture gives an example of this type of
printer:

Figure 15: Dedicated Label Printer

The third printer type is less robust (i.e., more error prone) than the previous two, and
uses a paper ribbon on a paper roll. This printer’s guillotine ensures that the paper trail
can easily be detached from the printer. Once the printer finishes printing the voter’s
ballot paper trail, the voter must detach his ballot from the printer. As the printer uses
a paper ribbon on a paper roll, this paper will automatically take its original curved
form once printed. Printers of this type are fairly cheap: 300 Euro in small quantities.
The following figure gives an example of this type of printer:

Figure 16: Paper ribbon printer

The fourth printer type consists of a straightforward laser printer. These are well
known off-the-shelf and cheap products. The typical size of a laser printer’s paper
chamber holds 150 standard pages. Laser printers are very cheap: less than 200 Euro
in small quantities. The following figure gives an example of a laser printer:
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Figure 17: Typical Laser Printer

The fifth printer type is specific to handling RFID ballots. This printer has a built-in
RFID module that can detect the presence of the RFID chip embedded in the voting
ballot when it is inserted in the printer. These printers are fairly expensive: 800 Euro
in small quantities.

Figure 18: Slip Printer with RFID module

5.2.4.2 Life-cycle of the Computers of the Voting Offices, Ballot
Reading/Decryption Centers and First Totalization Centers

Computers Boot from CD/DVDROM

The computers used in the voting booths, Ballot Reading Center, Ballot Decryption
Center, and the First Totalization Center use the same hardware, namely a mini
computer without hard disk or other persistent memory. They boot from CDROM (or
DVDROM) drives to avoid the individual installation of these computers. The
bootable CDROMs contain the operating system of the computers, their software and
configuration files necessary to run the elections.

These bootable CDROMs are specially tailored for usage on the computers in the
voting booths, at the Ballot Reading Centers, Ballot Decryption Centers, and First
Totalization Centers. This means that the bootable CDROMSs only contain the
software and configuration files that are relevant to operate during the Election Day,
i.e., to allow a voter to cast his vote, to allow the Ballot Reading Centers to read the
encrypted votes, to allow the Ballot Decryption Centers to decrypt the encrypted
votes, and to allow the First Aggregation Levels to process the output of the Ballot
Decryption Centers.

No secret information is stored in the clear on these CDROMs, i.e., privacy-sensitive
information is encrypted under the boot credentials of the president of the voting
office or Center where the CDROM will be used. Secret information that is necessary
to operate correctly during the Election Day, e.g., to allow a Ballot Decryption Center
to decrypt the encrypted votes is stored on a persistent medium such as a smartcard or
a hardware security module (HSM).
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Using such mechanism minimizes the burden to install and manage thousands of
computers that are used on Election Day. The voting computers and the computers of
the Ballot Reading/Decryption Centers and First Totalization Centers are booted with
the same CDROM (it is of course also possible to issue several CDROM types: one
specific to voting computers, one for Ballot Reading/Decryption/Totalization
Centers). This is achieved by loading these CDROMs with all different versions of the
configuration files for each of the locations where the CDROM can be used. Each
configuration file is encrypted with the AES using a different key. The boot
credentials (cf. below) of the president of the voting office/Ballot Reading/Decryption
Center or First Totalization Center that is presented during the computer’s boot
process contains the information necessary to allow the computer to select the correct
configuration file which specifies how the computer will serve. Furthermore, the boot
credential contains the key that allows the computer to decrypt this configuration file.
One boot credential unlocks one configuration file.

Example: suppose that it is decided to initialize CDROMs for voting computers that
can be used in all voting districts of East- and West-Flanders. For each of the voting
offices in these two provinces, a separate configuration file is encrypted under a
different key and loaded on the CDROMs that will be distributed to the presidents of
the voting offices of both provinces. Subsequently, the computers are booted using
this CDROM on Election Day. The presidents of the voting offices obtain each their
separate boot credentials. When the president of the first voting office of Ghent
presents uses her CDROM to boot the voting computers of her voting office, she
presents her boot credential to each of the voting computers; the software of each
voting computer decrypts and loads the configuration file for this voting office,
containing, a.o., the list of candidates for Ghent.

The configuration file of a voting computer is different for each voting office. The file
determines the list of elections, parties and candidates that will be shown to the voter
in the voting booth. This configuration file also specifies the layout of the screens
displayed to the voter and the layout of the printed paper trail. The bootable CDROM
is initialized with the election-specific configuration files of the computers in the
various locations where these computers will be used. The configuration file of a
voting computer that will be used by visually impaired people may, e.g., be
configured with a different layout than the voting computers that will be used by the
non-visually impaired people. The layout of the voting screens is designed according
to the guidelines specified in section 5.6.1.5. Finally, the configuration file specifies
which boot credential will be needed to activate the voting computer for the voting
process.

Boot Credentials

The president of a voting office shall receive, prior to the Election Day, the secret
boot credentials that correspond with the voting computers in his voting office. The
boot credential determines which configuration files from the bootable CDROM will
be activated on the voting computer during Election Day.

This boot credential may consist of a secret pass phrase that must be input on a key
pad displayed on the computer screen, or it may consist of the combination of a chip
card with PIN if the voting computer is equipped with a smartcard reader. In either
case, the president of the voting office must have obtained the correct boot credential
for his voting office prior to the Election Day.

A similar procedure is followed to provide the presidents of the Ballot Reading
Center, Ballot Decryption Center and First Totalization Center with the boot
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credential that enables them to boot their computer equipment with the necessary
configuration files.

The different roles in the creation and use of the bootable Election Day

CDROMs

We distinguish between 3 different roles.
1. The system administrator prepares the bootable CDROM:

Removes from the bootable CDROM image all information and software
that is not relevant for the election software;

Applies the necessary security patches to the operating system of the
CDROM image and disables all the computer system’s features that will
not be necessary for use during Election Day;

Loads the voting software for the elections on the CDROM image;
Receives the configuration files for the voting software from the initializer
and loads these files on the CDROM image;

Verifies the conformity of the operating system, voting software and
configuration files.

2. The initializer:

Creates the necessary information for the configuration files of the voting
software;

Provides the configuration files of the voting software to the system
administrator.

3. Thedistributor:

Transports the computers to the voting offices, the Ballot Reading Centers,
Ballot Decryption Centers, and First Totalization Centers;

Sends the bootable Election Day CDROMs to the presidents of the voting
offices, Ballot Reading Centers, Ballot Decryption Centers, and First
Totalization Centers.

Towards using the Election Day Computers

Figure 19 depicts the typical steps necessary during the initialization of the bootable
CDROMs that will be used during Election Day, together with the steps that are
necessary to acquire, distribute and use the computers used on Election Day. Each
color refers to a particular phase in the life cycle of the voting computers.
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Figure 19: Towards using the Election Day Computers

Two processes happen in parallel: the development, testing and certification of the
voting software and configuration files on the one hand, and the acquisition, testing,
distribution of the computer systems, etc. on the other hand. Once the voting software
and configuration files are certified, they are included in the bootable CDROM that
will be distributed to the presidents of the voting offices, Ballot
Reading/Decryption/Totalization Centers.

The second process proceeds as follows:

1. The supplier of the computer systems that will be used during the Election
Day supplies a device that supports the following input/output interfaces:
« adisplay;
« a Braille reader (for the computer systems that will be used by visually
impaired voters);
« anprinter interface;

« a smartcard reader that will be used in the voting offices where barcode
ballots will be used and for the computers that will be used in the Ballot
Reading/Decryption/First Totalization Centers;

« abarcode or RFID reader for the computers that will be used at the Ballot
Reading Center;

The supplier shall be asked to disable permanently those interfaces that are not
needed for installation or voting purposes, e.g., network interfaces.

2. Testing of voting computer components. The supplied hardware is tested to
assess the quality of service of the hardware supplier. This includes changing
BIOS settings such that the computer systems will only be able to boot from
the CDROM drive.

3. The distributor of the computer systems delivers the correct computers in
the correct municipality. As explained above (section 0), this step is quite
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simple as the computers used on Election Day can be used in any voting office
or Center that is involved in the election process.

4. The installation of the computer systems. The display, printer and auxiliary
devices (smartcard reader, barcode reader, etc) shall be connected to the
computer as appropriate. The power cord of each of these devices shall be
connected to the respective power outlets. The connectors of each of the cables
are such that potential cable mismatches can easily be discovered and
corrected. At the end of the installation of a computer system, the installer
tests the basic functionality of the computer system to confirm that the
system’s basic functionality operates correctly, more precisely that the display
and smartcard, barcode or RFID reader function correctly, and that the printer
has been correctly loaded with paper.

5. Booting the computer system on Election Day can only be successfully
accomplished by the president of the respective voting office or Center. The
president activates each of the computers using the bootable CDROM and
boot credentials he received prior to the Election Day.

Whenever the computer boots, or reboots, the president of the voting office or
Center where the computer system is used will have to present the boot
credential to the computer again. The software of the bootable CDROM will
refuse all operation unless this code has successfully been presented. Once
activated, the computer system first performs a self-test to confirm that all its
components (barcode reader, RFID reader, display, printer...) operate
correctly. During this self-test, the computer also checks the integrity of the
configuration files.

6. Casting a vote is explained in detail above.

The deactivation of the computer system takes place at the end of the
Election Day. All computer systems are collected and centralized at the
municipality or higher level to reset their BIOS settings to the factory defaults.
Once reset, the computer systems can be disposed of or stored in a secure
environment.

5.3 Basic components of the proposed improved paper-
based voting system

There are three basic components of the proposed improved paper-based voting
system: a boot credential used by the president of a voting office to start the voting
computers, a voting token given to every eligible voter, and the paper ballot that is
produced by the voting computer when the voter confirms his vote.

5.3.1 Boot Credential for the voting computers

The boot credential for the voting computer consists of either a password to be
entered through the voting computer’s touch screen or the combination of a chip card
with PIN which the president of the voting office receives (through separate letters) a
few days prior to the Election Day. If the boot credential is stored on a chip card, the
president of the voting office first has to enter the chip card in the voting computer’s
smart card reader, after which he presents the PIN via the touch screen of the voting
computer.

In either case, the president of the voting office receives the secret access credentials a
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few days prior to the Election Day.

5.3.2 Voting Token for the voter

The president of a voting office provides a voter with a voting token with which the
voter can instruct the voting computer to start the voting process. A voting computer
will not start the voting process unless it has been activated with a voting token. This
is to avoid double voting: the voting token guarantees that one token results in one
voting ballot. The token has three states: NOT_USED_FOR_VOTING,
VOTE_BEING_PRINTED and USED_FOR_VOTING.

There are two options for the voting token:

- the voting token is different from the voting ballot, namely a chip card that has
to be inserted in the smartcard reader of the voting office, or

- the voting token equals the voting ballot. In this case, the voter presents the
voting ballot to the voting computer to start the voting process.

If a voting office uses chip cards as voting token, the president of the voting office
receives a pile of chip cards with which the voting computers can be activated. These
chip cards are in the NOT_USED _FOR_VOTING state. Each eligible voter receives
one chip card to cast his vote. As soon as the voter confirms his choice, the voting
computer first changes the state of the chip card into VOTE_BEING_PRINTED, after
which it prints out the corresponding voting barcode ballot. It subsequently brings the
voting token in the USED_FOR_VOTING state which deactivates the chip card. If
the state of a chip card indicates that a voting ballot has already been prepared with
that chip card, the voting computer will refuse to start the voting process.

There exists no link between the chip card and the paper ballot. The chip card is only
used to guarantee that a voter can produce at most one voting ballot, which makes it
impossible to use this chip card to link a voter with a particular ballot.

If a voting office uses voting ballots as the voting token, the president of the voting
office receives a pile of voting ballots in the NOT_USED FOR_VOTING state and a
pile of blank envelopes if these ballots have to be inserted into an envelope to protect
the secrecy of the voter’s choice. An RFID chip is embedded in each of the paper
voting ballots. Each eligible voter receives from the president of a voting office a
blank voting ballot and a blank envelope (optional) to cast his vote. The voting
computer starts the voting process as soon as it detects that the voter has inserted a
blank voting ballot in the printer. Once the voter confirms his vote, the voting
computer brings the voting ballot in the VOTE_BEING_PRINTED state, prints the
vote on the paper ballot, and writes the vote in encrypted form to the RFID chip that is
embedded in the paper voting ballot. This brings the wvoting ballot in the
USED FOR_VOTING state. After the voter has confirmed that the printout
corresponds with his vote, the voter folds the paper ballot or inserts it in the blank
envelope. This guarantees that the voter’s choice cannot be accessed by unauthorized
people. If the voter should present a voting ballot of which the RFID chip is in a state
different from the NOT_USED_FOR_VOTING, the voting computer will indicate
this fact to the voter, after which the voter will not be able to cast a second vote with
this voting token.

5.3.3 Paper ballot for the voter

The paper ballot will be produced by a printer as specified above. If the voting token
equals the voting ballot (and the voter inserts this ballot himself in the printer), then
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the voting computer will print the voter’s choice on the paper ballot. If not, the voting
computer will print the voter’s choice on either a ticket similar to train tickets and
airline boarding passes, or on a paper ribbon similar to a supermarket receipt.

If the voting token consists of a chip card, the voting computer produces at the end of
the voting process a voting ballot as depicted in Figure 2. In the other case, the voting
ballot looks similar to the ballot shown in Figure 3. The details printed on either ballot
are specified in the subsequent sections, but can be summarized as follows:

(i) a human readable text with the list of parties and candidates for whom the
voter has cast his vote, and

(i)  a machine readable part in which an encrypted version of the voter’s
choice is stored. The machine readable part makes it easy to read the
voting ballots at the end of Election Day.

The voter is expected to inspect the human readable information of the paper ballot to
confirm that it corresponds with the votes cast on the voting computer. After this
inspection, the voter folds the paper ballot (that was produced after the voter
presented the voting chip card to the voting computer) as indicated on the vertical
dotted line of the ballot. The result is a folded ballot booklet. In order to make sure
that the folded voting ballot does not spontaneously unfold, the ballot can be either
folded twice (as indicated in Figure 2 with the horizontal dot-stripe line), or it can be
sealed like an envelope with an adhesive strip (Redi-strip closure). The second option
is preferred when using a ticket or label printer, because these tickets are fixed size
and a ticket or label printer is capable of processing ribbons with tickets/labels of this
nature. If it is not possible to use ticket printers, it is not possible to seal the folded
ballot like an envelope; in that case, it is recommended to fold the ballot twice, as
explained above. Note that the spontaneous unfolding of a folded ballot may not be an
issue if the voting urn that collects the voting ballots is not transparent.

If the voting ballot equals the voting token, then the voter insects the human readable
information of the paper ballot, and folds the paper ballot or inserts it in the blank
envelope if he receives one from the president of the voting office.

After the voter has folded the ballot, or has entered the paper ballot in the blank
envelope, he shows it to the president of the voting office so that the latter can
confirm that the voter did not add any marks to the voting ballot that could identify
the voter. If the ballot contains no visual marks, the president of the voting office
returns the ballot to the voter, who deposits it in the voting urn.

Before depositing the ballot in the voting urn, the voter may present the ballot to a
barcode or RFID reader. This provides the voter the possibility to immediately detect
whether the machine readable part of the ballot (i.e., the barcode or the RFID chip)
will be useable at the end of Election Day. if the machine readable part of the ballot
turns out to be unreadable, the voting ballot is nullified, and the voter can cast a
second time.

The information in the machine readable part of the voting ballot is encrypted to
prevent unauthorized access to the voter’s choice, e.g., if a third party would take a
picture of the barcode, or would read the RFID chip with a personal RFID chip reader.
The information is encrypted using a public encryption key of the Ballot Decryption
Center to which the voting office is associated. This guarantees that only the Ballot
Decryption Center is able to decrypt the information stored in the machine readable
part of the voting ballot. It is the responsibility of the Election Authorities to securely
generate the key pairs for the different Ballot Decryption Centers. The key pair
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generation must in all cases take place in a secure environment to prevent
unauthorized parties from decrypting the machine readable parts of a voting ballot.

The integrity of the information stored in the machine readable part of the voting
ballot (barcode or RFID chip) is protected through a digital signature calculated by the
voting computer using the private signing key that corresponds with the voting office.
All the voting computers of a voting office share the same signing key to prevent that
the voting ballot can be linked with a particular voting computer or voting booth. This
signature also prevents the injection of voting ballots that did not originate from one
of the voting offices, e.g., from a fraudster. The Election Authorities provide the
initializer of the configuration files that are stored on the bootable CDROM used to
boot the voting computers with the private signing keys with which the voting
computers have to digitally sign the encrypted information of the machine readable
part of the ballot. This private signing key is stored in the configuration file of the
voting office. This configuration file is encrypted with the AES using a key that is
derived from the boot credential of the president of the voting office.

Note that signing the information that is stored in the machine readable part of a
voting ballot does not compromise the secrecy of the vote, as all the voting computers
in a voting office share the same private signing key, i.e., every voting computer
could have been used to produce this signature. The signature links the voting ballot
to the voting office, not to the voting booth. It is impossible to link the signed ballot to
the voter.

5.4 Voting Urn

The voting urn collects the ballots that are produced by the voters by means of the
voting computers in the voting booths of the voting office. If barcode ballots are used,
it is very likely that the folded ballots will unfold spontaneously after they have been
inserted in the urn, it is therefore important to use a non-transparent voting urn. The
voting urn that is used should be compatible with the models approved by the relevant
Royal and Ministerial Decrees on election equipment.

As mentioned earlier, the voter has the possibility to check the validity of the machine
readable part of the voting ballot. The voter can present the machine readable part of
the voting ballot to a suitable reader (i.e., barcode or RFID reader) to confirm that the
machine readable part of the ballot is technically valid. If this is the case, the voter can
safely deposit the ballot in the voting urn. However, if this is not the case, the cause of
this reading problem must be further diagnosed, and the necessary measures must be
taken to resolve the problem. If it is a technical problem, the voter is given a second
voting token with which he can cast a vote for the second time.

It should be stressed that the checking the technical validity of the machine readable
part of a voting ballot does not compromise the secrecy of the vote, as the information
in the machine readable part is encrypted under a key that is only known to the Ballot
Decryption Center to which the voting office is associated.

Figure 20 and Figure 21 depicts the hardware necessary for a voting urn when using
barcode ballots or RFID ballots, respectively.
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Figure 20: Voting urn with barcode ballots
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Figure 21: Voting urn with RFID ballots

5.5 Verfiying the validity of the ballots

As mentioned above, the voter has the possibility to present his ballot to a standalone
(RFID or barcode) reader before entering the ballot in the voting urn.

This standalone reader does not store the information read from the machine readable
part of the voting ballot. Note that the machine readable information of the ballot is
encrypted under a key known only to the Ballot Decryption Center.

Reading the machine readable part of a ballot before entering the ballot in the urn
avoids losing votes, as hardware failures (e.g., erroneous barcode printing,
unaccessible RFID chip) are detected at the voting office, rather than at the Ballot
Reading Center.

5.6 Procedure Details

The procedure to initialize the bootable CDROMs for the voting computers and the
computers used at the Ballot Reading/Decryption/First Totalization Centers is
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discussed in this section.

5.6.1 Before Election Day

Before the voting computers can be used on the Election Day, the voting computers
have to be acquired or obtained, configured, tested and installed.

5.6.1.1 Acquisition of the Voting Computers

As part of the preparation of an election, the voting computers must be acquired or be
made available, e.g., using a service contract.

The supplier of the voting computers may specify the BIOS credentials of the voting
computers during manufacturing. These credentials typically consist of a password
that protects the core features of the computer such as the order in which different
boot media are tested (e.g., floppy, CDROM, USB memory stick). Only the system
administrators who have the correct BIOS credentials (userid/password will be
allowed to manage and configure specific hardware features of the computer system.

5.6.1.2 Design, Development & Testing of the Election Software

The election software is the combination of all the software necessary at the voting
booths, Ballot Reading Centers, Ballot Decryption Centers, and (First) Totalization
Centers. This software is mostly independent of actual elections: the voting software
manages the user input, displays information on the display according to the supplied
configuration files, outputs audible information for visually impaired voters, and
prints out the paper trail.

The election-specific information (number and names of elections, number and names
of parties per election, number and names of these parties, the screen layouts and the
layout of the paper ballots) is specified in the configuration files of the election
software.

The election software is thus the core that manages the behavior of the voting
computer during the voting process.

The creation of this core happens in different steps:

Step 1.  Specification of the voting software using state-of-the-art specification
methods and tools;

Step 2.  Design of the voting software;

Step 3.  Validation of the design of the voting software by an external party to
confirm that the design corresponds with the software specifications;

Step4.  Development of the voting software;

Step 5.  Testing and validation of the voting software using the voting computers
that will be used on Election Day.

The development process proceeds to the next step if and only if the current step was
completed successfully. If problems or issues are discovered in the current step, the
process goes one step back. For instance, if the testing reveals problems, the
development step has to be resumed; if the development encounters issues, the design
of the voting software may have to be reviewed, which would trigger the validation of
the design change, etc.
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5.6.1.3 Certification of the Voting Software

Once the voting software and configuration has been successfully tested, the external
certification can be started. If necessary, the design-validation-development-testing
steps have to be iterated.

Once the certification process of the voting software is finished, the software can be
made public and published. The certified version should be digitally signed to avoid
unauthorized modifications to this version.

5.6.1.4 The configuration files

The configuration files of a voting computer specify for which elections (e.g.,
European, Federal, Regional, Local...) the computer will be used, together with the
list of parties and their candidates for which the voters will be able to cast their vote
electronically. These lists can be specific for each municipality. For instance, for local
elections, the local council will be elected. In this case, all bootable CDROMs used
with the voting computers that belong to the territory of that local council will share
the same configuration file.

The paper ballot that is produced at the end of the voting process consists of two
parts: a human readable part and a machine readable part (cf. section 5.3.3 above).
The layout of the voting screens and the paper ballots is also specified through the
configuration files of the voting computer.

The list of Elections, Parties and Candidates

The configuration file of the voting software enumerates the list of elections, parties
and candidates that can be elected during the election. These lists must be encoded in
a form that is suitable for use with the voting software, e.g., the Election Markup
Language (EML). This encoding may be automated for personnel charged with
producing these lists using conversion software (that has to be made available) and
that produces outputs compatible with the voting software. Specifying the actual
content of the lists of elections, parties and candidates is outside the scope of this
document.

The encryption key(s) for the machine readable part of voting ballots

The initializer of the configuration files includes the public encryption key of the
Ballot Decryption Centers in the configuration files of the voting computers.

If the initializer created the encryption key pair for the voting office’s Ballot
Decryption Center, it will provide the private decryption key to the corresponding
Center, so that it is able to decrypt the encrypted ballots created by the voting
computers of that voting office. The public encryption keys are included in the
configuration files that are stored on the bootable CDROM used to start the voting
computers.

Preparation of the voting office’s signing key

The Election Authorities need to provide the private signing key that must be used by
the voting computers of a voting office. This key pair also has to be created in a
secure environment to prevent unauthorized parties to get access to this private
signing key, which would allow fraudsters to create counterfeit paper ballots.
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5.6.1.5 Designing the layout of the voting screens

The configuration files of the voting software also specify the layout of the voting
screens. The guidelines specified in the following subsections must be taken into
account while designing the layout of the voting screens.

Casting a Vote

The electronic voting systems should be walk-up-and-use. When the voter arrives at
the electronic voting system, it should be clear how to operate the electronic voting
system and which actions the voter needs to perform to successfully cast a vote. In
order to enhance the usability of the voting system, it is possible that the system needs
to provide instructions for the user. The instructions should:

0]

O O 0O O O o

provide clear, simple and easy-to-understand text explanations in combination
with indicative pictures of the user-interface for the voting process;

provide simple and clear task-based instructions for using the system;
be clearly readable to all users;

guide the user through the steps of the voting process;

be field-tested by a set of representable voters prior to the elections;
provide instructions that are accessible to all potential voters;

match the instructions to the labeled buttons

Information presentation

The presentation of information on the screen and on the printed ballots should be
readable and intuitive to the user. The user should be able to read the instructions and
the printed ballots comfortably.

o

0]

(0]

0]

Typography:
0 consistently use one type of font throughout the voting system;
0 consistently use one type font style throughout the voting system;
o avoid the use of italic font style on screen displays;
o select font-type according to function
0 use serif typography to improve line per line reading.
Color usage:
0 choose a usable and clear background-text contrast;

0 use background color and text color consistently through the entire
voting system.

Language:
0 consistent language use throughout the voting-system;

o simple and meaningful language for a wide range of users (expertise,
education, literacy).

Labeling:

o consistently use meaningful and clear labels throughout the voting
system;
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o

o use meaningful labels: the label should clearly indicate the function of
a button;

0 match instructions to the used labels;
Ballot layout/representation:

0 When people are presented with a sample ballot prior to the elections,
the location of each candidate on this ballot should be similar to the
location of the candidates on the screen of the voting machines, as
people frequently use localization strategies and remember the position
the desired candidate is in.

In order to prevent errors due to use of heuristics, the voting system should use the
following principles:

0 icons (for parties) or pictures (for candidates) that allow voters to easily find
their preferred party or candidate;
a logically ordered list to find the preferred candidate or party;
fonts that easily allow scanning through the voting screens;
when providing an overview of all possible candidates or parties, not all
candidates of every party should be displayed simultaneously on the screen, as
the amount of all available information will be overwhelming and,
consequently, the user will experience difficulties finding the needed
information. Allow voters to first select the party for which they would like to
vote. After selection of the desired party, display all candidates of the selected
party for whom one can vote for that election.

Navigation

It is of essential importance that voters are able to confidently and easily navigate
through all menus and feel that they have control over the voting process and their
vote. Therefore:

the system should allow users to control the pace of the voting process;

the system should use controls for navigation that are clear and intuitive
(stimulus-response compatibility: they should receive a visual feedback (or
audible feedback for visually impaired people) to confirm their action was
taken into account, e.g., by highlighting the name of the candidate whom the
voter just selected);

the system should provide clear labels for the various action buttons;

the controls should be organized in order to prevent accidental completion of
the ballot;

the system must make input as simple as possible (for example, touch the
relevant option on the touch screen);

the system should avoid scroll-bars: all necessary information should fit on
one screen;

the system should provide clear feedback about one’s position in the voting
process. Breadcrumbs, for example, may provide a clear indication for which
election or party one is voting;

the number of actual steps to any process in the voting system should be
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limited to 3: no menus of procedures with a deeper hierarchy of choices than 3
should be used,;

provide easy and simple navigation: back, forward and cancel;

present a back button in each screen of the electronic voting system (except on
the start/first screen and a back button guiding back to the previous election
for which one has already cast a definite vote);

0 buttons should immediately yield an action and should not be activated by
pushing on a start button afterwards;

The system should not jump displays: The pace of change in displays should not be
too rapid in order to avoid that voters feel that they lose control over the voting
process. Still, it should not be unreasonably slow either.

Navigation Format

Paper analogue navigation

Paper-like navigation for electronic voting systems allows the user to flip the different
voting screens in a traditional paper- or book-like manner. One has to flip the pages of
the book to the desired party list in order to view the list of candidates for this party.
This voting system allows older users to vote in a manner close to that of traditional
paper ballot voting, making it easier to use based on habit. The analogy with a book
makes the voting system more intuitive to use.

Touch screen

Touch screens are intuitive to use. One simply has to touch the area on the screen on
which the desired candidate or option is represented. Still, touch screen voting
systems can be troublesome when the user is not familiar with touch screen
technology or if the touch screen has not been properly calibrated. To deal with voters
who are not familiar with touch screens, the system must initially (or consistently)
provide the instruction to touch the desired choice on the touch screen to select that
candidate or to perform the presented action. In order to avoid favoring any candidate
or party, touch areas should be:

o of equal size for all parties;
o of equal size for all candidates;
O atleast:
o 2cmby 2 cm (minimally = size of a finger);
0 spaced apart by minimally 3 mm;
The following issues should also be taken into account:

o Possible danger with touch screens: parallax causes the user to push in a
location in which he did not intend to push;

0 The system should provide feedback when the screen is touched (highlighting
and/or sound);

Avoid scrolling on a touch screen;

Touch screens do not allow special navigation possibilities: No drag-and-drop,
drop-down menu’s, multiple windows, double clicks. These actions should be
avoided for electronic voting systems because of their non-intuitive nature;
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o0 Limit the amount of hand movements to complete the (voting) tasks:

o0 each time a choice has to be made, a part of the screen will be occluded
by the hand;

O avoid arm fatigue;
0 choose the location of the touch areas as intuitive as possible;

o Avoid the representation of the cursor on the screen: users will focus on the
screen, not on the cursor;

o Use a bright background for touch screens to diminish the visibility of
fingerprints;

0 Make sure the room in which the voting system is place is correctly lit in order
to avoid glare on the screen. Avoid directing light at the screen;

0 The angle of the screen needs to be adapted to the position of the user (also cf.
Figure 22):

o Sitting user: 30°;
o Standing user: 30°-55°;
o ldeally the screen should be adaptable by the user himself.

S ——
55°

L ———— 1
Figure 22: The ideal angle of a touch screen

Verification of the vote

Reviewing the vote

After a voter has selected his preferred candidate(s), he should be given the
opportunity to review his choices before confirming his vote for the current election.
Therefore, the system must present an overview of the selected candidates and
provide two options: ‘change votes’ and ‘confirm votes’. Enough feedback should be
provided in the review screen in order to make it clear that a review of the selected
votes is presented and that confirmation or corrections are possible. The review screen
should have the same layout as the voting screen in which the initial choices were
made.

Correcting or changing a vote

When the user, during the casting of the vote or during the review of the vote, decides
that he wants to change one or several choices, it should be easy to do so in either
phase.

0 Removing a vote for a candidate should be possible by selecting the candidate
and indicating the wish to remove the vote.

o Erasing all votes in a list of candidates in order to deselect a single candidate
should be avoided. Clearing all previously made choices forces the person to
recollect all previously selected choices. Erasing the complete ballot should be
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offered as an option, but not as a standard way for correcting miscast votes.

o In case only one candidate can be chosen for a specific election, one has to be
able to correct a vote by simply choosing another candidate. In this situation, it
should be avoided to have to deselect the wrongly chosen candidate before
selecting another candidate.

o Allow users to correct their mistakes on the spot, on the same screen in which
the review or ballot is presented. Do not ask them to wait for an overview
screen at the end of the voting procedure before they can correct a choice.
Error recovery should be possible instantaneously; otherwise, voters might
forget to apply the correction.

o0 Make it impossible to over-vote. Remind the voter that votes for candidates of
multiple lists are not accepted. This can be achieved by erasing the votes on
individual candidates when returning to the screen in which the different lists
are presented for selection. This yields the advantage that no over-voting can
take place, but has as disadvantage that when one mistakenly returns to the list
selection screen, all previously selected votes are deleted.

o Make it impossible to under-vote, i.e., failing to vote for all elections
organized on the same day.

5.6.1.6 Testing the voting process, the layout of the paper ballots
and the voting screens with representative voters

The layout of the paper ballot, the voting process and the voting screens need to be
tested with representative voters before final acceptance and inclusion in the
configuration files of the voting computers.

5.6.1.7 Verification of the configuration files for a voting computer

The content of the configuration files of the voting computer, especially the election-
specific lists (list of elections, list of parties, lists of candidates) and layouts of the
paper ballots and voting screens must be verified carefully before they are copied to
the bootable CDROM for the voting computers. Only after positive confirmation that
they are correct should one is allowed to proceed with the installation of the
configuration files as specified in the next section.

5.6.1.8 Installation of the configuration files for a voting computer
on the bootable CDROM

The initializer of the bootable CDROM of the voting computers stores the
configuration files on the image of this CDROM. The configuration files are self-
contained, i.e., they contain all information that is needed by the voting software.

5.6.1.9 Issuing & Initialization of the Boot Credentials

The initializer of the image of the bootable CDROM for the voting computers
specifies who will be able to activate the voting computers on Election Day.

The initializer will create a list of boot credentials with which the voting computer
will be booted. Each president of a voting office receives the boot credentials for the
voting computers of his voting office.

The boot credentials are generated by the initializer in a secure environment.
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5.6.1.10 Initialization of the Voting Tokens

The voting tokens are initialized prior to the Election Day: each voting token is
initialized with the “NOT_USED_FOR_VOTING?” state.

5.6.1.11 Distribution of the Boot Credentials

Before the Election Day, each president of a voting office, Ballot Reading Center,
Ballot Decryption Center and First Totalization Center receives the boot credentials
that correspond with the computers of his voting office or Center. This boot credential
is used to start the computer with the bootable CDROM sent to the same president.
Without this boot credential, it is impossible to use the computer during the Election
Day.

This boot credential is to be kept secret, to avoid unauthorized use of the election
software.

5.6.1.12 Distribution of the Voting Tokens

A voter receives a voting token from the personnel of the president of a voting office
after he is identified as an eligible voter. The voter presents the voting token to the
voting computer in order to start the individual voting process in the voting booth.

The voting tokens that are specific to the voting office are distributed to the respective
voting offices prior to the Election Day.

Procedural means must ensure that an eligible voter receives exactly one voting token
to prevent voting more than once.

5.6.2 Close to Election Day

5.6.2.1 Distribution of the computers

The computers used at the voting offices, Ballot Reading Centers, Ballot Decryption
Centers and First Totalization Centers are not linked to a specific location, a sufficient
number of computers is distributed to each of these locations prior to the Election
Day.

5.6.2.2 Distribution of the bootable CDROMs

The bootable CDROMs that a president of a voting office, Ballot Reading Center,
Ballot Decryption Center and First Totalization Center use to start their computers is
distributed to these presidents prior to the Election Day. The Boot Credentials of the
president of the voting office where a voting computer is booted determine which
configuration file from the bootable CDROMs will be used for that voting computer.

5.6.2.3 Installation of the voting computers

The installation of a voting computer is very straightforward: the computer, its
display, USB devices and its printer have distinct connectors, so that cable
mismatches have a very low probability of occurrence.

5.6.2.4 Accessibility of the Voting Booths and Voting Computer

As voting is a democratic right (sometimes an obligation) for all citizens, having
adequate access to the voting activities must be guaranteed to everyone in all
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circumstances.

5.6.2.4.1 Specific Accessibility Guidelines
These guidelines have been put together based on documents from:

o a ministerial committee report of the Council of Europe®

information from the GAMAH association®

recommendations of the European Parliament’s Disability Intergroup™.
the Belgian anti-discrimination act of 2003

o]

o]

0

o the UK Disabled Rights Commission™*

1  All authorities (and preferably also the political parties) involved in information
distribution via the Internet should respect the Anysurfer guidelines' for
accessible web page design. Anysurfer testing should be made compulsory for
official websites related to the voting process. Attention must be paid to persons
who need easy-to-read information.!

2  Official websites must also propose an adapted simulation of the electronic
voting procedure so that reading im?aired persons can try out the procedures
before going to the voting place itself."

3 Representative users shall be involved in the design of eVoting systems,
particularly to identify constraints and to test ease of use at each main stage of the
voting software development process.*

4  Consideration shall be given, when developing new products, to their
compatibility with existing ones, including those using technologies designed to
help people with disabilities.™

5 The electronic voting machines must have adapted outputs such as large
characters and a synthetic voice (e.g. with headset)'. In order to gain experience
the development of experimental accessible voting machines and their testing
should be stimulated.

6 When producing printed information material (flyers, brochures) related to the
elections, authorities should make sure that different accessible formats are

8 http://www.cev.ie/htm/report/second_report/pdf/Appendix 6 Recommendation
Rec(2004)11.pdf

9 Résultats de I'enquéte — Electeurs a mobilité réduite ou présentant des difficultés
de compréhension: citoyens a part entiere ou entierement a part? ed. par
GAMAH (October 2006); available at : http://www.gamah.be

10 http://www.edf-feph.org/apdg/Documents/Report of the Disability Intergroup
meeting Barriers to elections for disabled people.doc

11 http://www.drc.org.uk/docs/10_434 10 434 17 nov version_.doc

12 http://www.anysurfer.be/

13 Based on Council of Europe guideline nr 63 and on the GAMAH study

14 Based on the Gamabh study

15 Based on Council of Europe guideline nr 62 and on the recommendations of the
European Parliament's Disability Intergroup (Sarah Gull)

16 Based on Council of Europe guideline nr 64

17 Based on conclusions of the GAMAH study; instead of headsets, GSM based
communication (e. g. Bluetooth) may be conceived in the future but will probably
be much too complicated for modal users.
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available for reading-impaired persons and other disadvantaged groups in the
community.*®

7  Key access standards must not have the appearance of "optional extras": they
must be considered core obligations; this should be reflected in any government
procurement for voting equipment.'®

8 Physical access: voters with disabilities should have the choice to vote in voting
places providing adequate access. On a longer time scale, administrations should
strive to make all voting places accessible to all voters. Voters with disabilities
must also be guaranteed the right to be accompanied in the voting booth by a
person of their choice. Sufficient accessible parking places must be planned close
to the voting places. Chairs must be available for persons who have to wait before
casting their vote. The height of voting screens should be adapted for persons in a
wheelchair or, better, should be adaptable®.

9  Polling station personnel should be trained in disability awareness.?

10 After every election, care should be taken to collect feedback from voters with
disabilities in order to find out what should be improved for the next election!

5.6.3 Start of Election Day

5.6.3.1 Activation and booting of the voting computers

The president of a voting office uses the bootable CDROM and his personal secret
boot credential to boot a voting computer.

Each president of a voting office has received such bootable CDROM and these boot
credentials prior to Election Day.

It is up to the Election Authorities to decide who gets which boot credentials.

5.6.3.2 Identification of an eligible voter with convocation letter

The personnel of the voting office shall have obtained a list enumerating all eligible
voters for this office. Whenever a voter presents himself at a voting office with his
convocation letter and his identification documents, the voting office personnel
verifies whether that person is an eligible voter, and that he presents himself at the
correct voting office. If this is the case, the voter receives a voting token (cf. section
5.6.1.12 above), which will start the individual voting process on the voting computer
in the voting booth.

5.6.3.3 Using the voting computer

As soon as the voter presents the voting token received from the personnel of the
voting office, the voting computer starts the voting process, showing the first screen
of the election. The content and layout of this screen is determined by the

18 Inspired by the Belgian Anti-Discrimination act of 2003 and on DRC guideline 4.2

19 Based on DRC guideline 3.6

20 Based on conclusions of the GAMAH study; incorrect screen height might lead to
parallax errors (people touching the wrong buttons)

21 Based on the recommendations of the European Parliament's Disability Intergroup
(Sarah Gull)
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configuration file of the voting software (cf. section 5.6.1.4 above).

The voter follows the instructions displayed on the voting computer’s display and
uses the computer’s touch screen to cast his vote(s) and to proceed from one screen to
the other.

Eventually, the voter confirms his vote(s), after which the voting computer prints out
the voting ballot.

5.6.3.4 Verification of the paper ballot by the voter

After the voting computer has printed the paper ballot, the voter inspects the human
readable text of this ballot to confirm that the computer effectively encoded the votes
he has cast with the voting computer.

Subsequently, the voter folds the paper ballot as indicated on the ballot, or inserts it in
the blank envelope, after which he leaves the voting booth and proceeds to the
president of the voting office (cf. section 5.3.3 above).

5.6.3.5 Inspecting the voting ballot with respect to marked ballots

The president of the voting office inspects whether the visual parts of the voting ballot
contains visual marks. Without opening the ballot.

5.6.3.6 Technical Verification of the Voting Ballot's Machine
Readable Part

Before depositing the voting ballot in the voting urn, the voter may present the

barcode ballot to the barcode reader of the voting urn, or the RFID ballot to the RFID

reader of the voting urn. If this reader indicates that the machine readable part of the

ballot cannot be read, the troubleshooting mechanism is activated, and the voter is

invited to continue casting his vote.

5.6.3.7 Depositing the ballot in the voting urn
The voter deposits the folded or enveloped voting ballot in the voting urn.

5.6.3.8 Collecting proof of identification and stamped convocation
letter

Once the voter has entered the ballot in the voting urn, the voter collects his
identification documents and his convocation letter from the voting office’s personnel.

5.6.3.9 Random audits during Election Day

During the Election Day, random audits can take place to guarantee that the voting
process functions correctly and that all procedures are respected.

5.6.4 End of the voting period on Election Day

At the end of the voting period on Election Day, a specific role is assigned to the
independent Auditors of the elections: they have to confirm and witness that all
critical operations have been correctly executed, e.g., that all partial results of the
lower Totalization Centers are taken into account at the higher Totalization Center.
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5.6.4.1 Transporting the voting urns to the Ballot Reading Centers

At the end of the voting period on Election Day, the president of the voting office
seals the urn contain the ballots and ensures the local transportation of this urn to the
Ballot Reading Center. Sealing the voting urns guarantees that no votes can be
inserted in the voting urn after closing the voting office.

5.6.4.2 Shuffling the content of the urns

As soon as the voting urns are collected at the Ballot Reading Centers, the president
of this Center will break the seals of the voting urns and collect the ballots contained
in each of them. Subsequently, all voting ballots are shuffled to break the
chronological order in which they were entered in the urns.

5.6.4.3 Reading the machine readable part of the voting ballots

The machine readable part of each of the voting ballots is electronically read in the
Ballot Reading Center. This results in an electronic enumeration of all the ballots that
were processed by this Center. This electronic enumeration is digitally signed using
the electronic identity card of the president of the Ballot Reading Center who is
responsible for reading the encrypted voting ballots. This digitally signed electronic
enumeration of encrypted voting ballots is then sent to the Ballot Decryption Center
that is associated with this Ballot Reading Center for further processing.

5.6.4.4 Processing the encrypted votes at the Ballot Decryption
Center

At the Ballot Decryption Center, the digitally signed electronic enumerations of
encrypted votes are decrypted. The Ballot Decryption Center sorts the received
encrypted ballots and applies the relevant decryption key to reveal the voting ballot
from its encrypted form.

The list of unencrypted voting ballots is provided to the First Totalization Center
associated with this Ballot Decryption Center. This list is digitally signed using the
electronic identity card of the president of the Ballot Decryption Center before it is
sent to the Totalization Center.

5.6.4.5 Processing the partial results of the Counting Center by the
First Totalization Center

The voting officials active at the First Totalization Center collect the partial election
results from their Ballot Decryption Centers and totalize these results. These lead to
partial results which are digitally signed using the electronic identity card of a voting
official active at this Center, after which they are provided to the Second Totalization
Center.

5.6.4.6 Processing the partial results of the First Totalization
Center by the Second Totalization Center

The voting officials active at the Second Totalization Center collect the partial

election results from their First Totalization Centers and totalize these results. These

lead to partial results which are digitally signed using the electronic identity card of

the president of this Center, after which they are provided to the Final Totalization

Center.
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5.6.4.7 Processing the final results at the Final Totalization Center

The voting officials active at the Final Totalization Center collect the partial election
results from the Second Totalization Centers, and totalize these results. As soon as all
their partial election results are collected and processed, the final election result is
known, after which this can be published.

5.6.5 After the Election Day

5.6.5.1 Auditing the elections

Independent auditors can audit the elections by randomly selecting voting ballots from
various Ballot Reading Centers. The task of these auditors consists of verifying
whether the human readable text of the paper ballots corresponds with the machine
readable part of the paper ballots. They do so by asking the Ballot Decryption Center
to decrypt the ballots they randomly selected, after which they verify whether the
decrypted information equals the human readable information. This audit guarantees
that the voting computers have correctly encoded the voter’s choices, assuming that
the voters verified the content of the human readable part of the paper ballot before
folding it or before it is inserted in the envelope.

5.6.5.2 Resetting the voting tokens

At the end of the election period, the voting chip cards are reset to their
NOT_USED_FOR_VOTING state.

5.6.5.3 Resetting the BIOS of the computers

At the end of the election period, the BIOS settings of the computers used at the
voting offices, Ballot Reading Centers, Ballot Decryption Centers and First
Totalization Centers are reset to their factory defaults. As these computers do not
contain any persistent storage media, no further action other than this BIOS reset is
necessary.

5.7 Legal Compliance of the Improved Paper-based
Voting System

5.7.1 Legal Situation of the Voting Ballots

The voter uses a voting computer to cast his vote. Once he has confirmed his vote, a
paper ballot is printed in the form of an unfolded ballot booklet or in the form of an
RFID ballot. This ballot consists of two equivalent parts: a machine readable part and
a human readable printout of the votes cast by the voter.

The voting computer encrypted the machine readable part of the ballot to protect the
anonymity of the voter and to prevent duplication or insertion of votes.

The voter is asked to verify that the human readable printout matches the votes having
been cast. If it does, the voter folds the ballot as if it were a booklet, or inserts it in a
blank envelope. Once the ballot is folded, only the barcode remains visible. After the
RFID ballot is folded or inserted in an envelope, it is no longer visible for the
president of the voting office.

The voting office’s president checks whether the outer sides of the ballot contain
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visual marks that could identify the voter. If the ballot does not contain any such
marks, the voting office’s president returns the ballot to the voter, who deposits the
ballot in the voting urn.

In case the election result is contested, recounting the ballots consists of again reading
the machine readable parts of the ballots. It is also possible to recount the ballots on
the basis of the human readable part of the ballots (which first need to be opened).

This process raises two main concerns from a legal point of view. The fact that the
voter could reveal the content of his vote to third parties between the moment he
leaves the voting booth and the moment he inserts his ballot into the urn should be
regulated so that the free expression of the voter is guaranteed. Furthermore, the use
of a hybrid ballot (i.e., a ballot with a human readable part and a machine readable
part in the form of a barcode or an RFID chip) calls for a legal definition of what
constitutes an authentic ballot and for a specification of the treatment of invalid
ballots when a manual recount is carried out.

Free expression of the voter’s will — A risk exists that the voter breaches the secrecy
of his vote (because of external pressures) and reveals the content of his vote to third
parties between the moment when he exits from the voting booth and the moment he
introduces his ballot into the urn. However, this situation remains very similar to the
current situation in polling stations which use normal paper ballots. To this effect,
Avrticle 143 of the Electoral Law states that it is forbidden to unfold or open a ballot
when leaving the voting booth in such way that the content can be seen. If the voter
unfolds or opens the ballot, the president of the voting office must take the unfolded
ballot, invalidate it and invite the voter to cast a new vote. Similar provisions should
apply to these ballots that are produced with a voting computer. Folding a ballot like a
booklet, or folding it twice, would prevent spontaneous unfolding of the ballot, but
this might increase the voting complexity from the voter’s perspective.

Use of hybrid ballots — The use of hybrid ballots, i.e. voting ballots which consist of
both a human readable and a machine readable part creates the risk of discrepancies
during a recount because electronic ballots cannot be deemed invalid while paper
ballots may be invalided if they contain extraneous markings.

With the system proposed a risk exists when it is decided to recount ballots based on
the human readable printout, i.e., based on the inner part of the folded barcode ballot
or on the human readable text of the RFID ballot. Indeed, when opening the ballot, the
re-counter may discover marks on the inner part of the envelope or on the side
containing the human readable part of the ballots, or even objects which should lead
to the ballot’s nullification according to article 157 of the Electoral Law. As
mentioned above, these rules are meant to protect the secrecy of the vote and prevent
that the ballot could be linked to a voter.

A first possibility consists in deciding that the human readable part of the paper-based
ballot is the authentic ballot. The consequence would be that, from the moment the
election is contested and a manual recounting is required, the definitive result will be
given based on recounting the human readable parts of the voting ballots, as opposed
to the machine readable part of the ballots. Recounting these ballots might require the
automated direct optical scanning of the human readable part of the ballots, as this
first possibility would rule out the use of the machine readable part of a voting ballot
for recounting purposes.

A second possibility would be to give a legal validity only to the machine readable
part. The printing of the names of the candidates on the ballot would only have an
informative value. The human readable part would only inform the voter of the data
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contained into the machine readable part.

This solution would not however allow

performing the recounting on the basis of the information printed in the ballot, as the
only legal ballot is constituted by the machine readable part, namely the barcode of a
barcode ballot or the RFID chip of an RFID ballot. In this case, rereading the
contested voting ballots using different but interoperable equipment would thus be

necessary.

5.7.2 The 112 Recommendations of the Council of Europe

This section evaluates the proposed improved paper-based voting system with respect
to the Recommendations of the Council of Europe concerning eVoting systems.

5.7.2.1 Legal Standards
Principles

Universal Suffrage

Barcode or RFID ballot

1. The voter interface of an eVoting system shall be
understandable and easily usable.

Similar to eVoting system currently in use.

2. Possible registration requirements for eVoting shall
not pose an impediment to the voter participating in
eVoting

Identical to traditional paper ballot voting.

3. eVoting systems shall be designed, as far as it is
practicable, to maximize the opportunities that such
systems can provide for persons with disabilities.

Similar to eVVoting system in use. The proposed system also
includes support for blind and bad eyesight people.

4. Unless channels of remote eVoting are universally
accessible, they shall be only an additional and
optional means of voting.

N.A.

Equal Suffrage

5. In relation to any election or referendum, a voter
shall be prevented from inserting more than one
ballot into the electronic ballot box. A voter shall be
authorized to vote only if it has been established that
his ballot has not yet been inserted in the ballot box.

The voting computer requires the presence of a voting
token before it can be used by the voter to cast a vote. The
presentation of one voting token results in the production
of one voting ballot. One voting token = one ballot.

Identical to traditional paper ballot voting: the voting
ballot is introduced into the urn by the voter after
identification and authorization by the President.

The ballot booklets are digitally signed by the voting
computers, which prevents the insertion of ballot booklets
that did not originate from a genuine voting computer.

6. The eVoting system shall prevent any voter from
casting a vote by more than one voting channel.

Only one channel is available.

7. Every vote deposited in an electronic ballot box shall
be counted, and each vote cast in the election or
referendum shall be counted only once.

Not applicable: the voting urn (ballot box) does not
perform the counting. It is only a recipient in which the
ballots are collected.

Appropriate procedural measures and technical safeguards
must be installed to prevent loss of voting urns or voting
ballots.

8.  Where electronic and non-electronic voting channels
are used in the same election or referendum, there
shall be a secure and reliable method to aggregate all
votes and to calculate the correct result.

Similar to eVoting system in use.

Free Suffrage

| 9. The organization of eVoting shall secure the free

| Identical to traditional paper ballot voting, guaranteed by
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formation and expression of the voter’s opinion and,
where required, the personal exercise of the right to
vote.

the use of a voting booth. The possibility of revealing the
content of the ballot before inserting it into the urn is
already forbidden by article 143 of Electoral law.

10. The way in which voters are guided through the
eVoting process shall be such as to prevent their
voting precipitately or without reflection.

The design of the voting software and process shall ensure
that this requirement is met.

11. Voters shall be able to alter their choice at any point
in the eVoting process before casting their vote, or to
break off the procedure, without their previous
choices being recorded or made available to any
other person.

The design of the voting software and process shall ensure
that this requirement is met.

A procedure is available to void a ballot and have the
possibility to restart the voting process if a voter claims
that the printed ballot does not correspond with the content
of his vote.

12. The eVoting system shall not permit any
manipulative influence to be exercised over the voter
during the voting.

Identical to traditional paper ballot voting; Privacy and
free suffrage is guaranteed by voting in the voting booth.

13. The eVoting system shall provide the voter with a
means of participating in an election or referendum
without the voter exercising a preference for any of
the voting options, for example, by casting a blank
vote.

Identical to traditional paper ballot voting. The voter may
be asked to confirm a blank vote.

14. The eVoting system shall indicate clearly to the voter
when the vote has been cast successfully and when

the whole voting procedure has been completed.

Satisfied with the printing of the ballot and its insertion
into the urn.

15. The eVoting system shall prevent the changing of a
vote once that vote has been cast.

The machine readable part of a voting ballot contains the
encrypted vote of the voter. The voting computer digitally
signs the encrypted vote before it is stored in the machine
readable part of the ballot. As a voting computer signs this

information, it is impossible to change the voter’s choice
once the voting computer has produced the ballot.

Procedural mechanisms must guarantee that it is
impossible to remove voting ballots from a voting urn, and

to add ballots after the president of a voting office has
sealed the voting urn at the end of Election Day.

Secret Suffrage

16. eVoting shall be organized in such a way as to
exclude at any stage of the voting procedure and, in
particular, at voter authentication, anything that
would endanger the secrecy of the vote.

Identical to traditional paper ballot voting. The voter
receives a voting token from the president of the voting
office after he has been successfully identified as an
eligible voter. The voting token is in no way linked to the
voter: any voting token that was issued for use at a voting
office will trigger the voting computer to start the voting
process.

17. The eVoting system shall guarantee that votes in the
electronic ballot box and votes being counted are,
and will remain, anonymous, and that it is not
possible to reconstruct a link between the vote and
the voter.

Identical to traditional paper ballot voting. There is no
direct link between a voting ballot and the voter. In
particular, there is no information about the voter in the
machine readable part of the ballot.

At the end of Election Day, all voting ballots of a voting
urn are mixed. Mixing these ballots breaks the
chronological order between the voting ballots were
deposited in the voting urn and , the order in which the
Ballot Reading Center reads the machine readable part of
each of the voting ballots.

18. The eVoting system shall be so designed that the
expected number of votes in any electronic ballot
box will not allow the result to be linked to
individual voters.

Identical to traditional paper ballot voting. Totals for
individual booths or for individual voting offices are not
publicly available.

19. Measures shall be taken to ensure that the
information needed during electronic processing
cannot be used to breach the secrecy of the vote.

There is no direct link between a ballots and the voter. The
randomization of ballots prevents establishing indirect
links.
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5.7.2.2 Procedural Safeguards

5.7.2.2.1 Transparency

20. Member states shall take steps to ensure that voters
understand and have confidence in the eVoting
system in use.

Each voting ballot contains a human readable part and a
machine readable part. Critics of the electronic voting
system that is used currently demanded the introduction of
a paper trail to strengthen the confidence in the electronic
voting system.

The human readable part of a voting ballot serves as the
paper trail. This trail can be verified by the voter before the
voter folds the ballot or inserts the ballot in the envelope.
Independent auditors can select a random set of ballot
booklets to audit elections by confirming that the machine
readable part of these randomly selected ballots
corresponds with their human readable part.

The wvoting computers do not contain any secret
information that could link the identity of a voter with a
particular voting ballot; the voting computers digitally sign
the information of a machine readable part of the voting
ballots to prevent insertion of alien ballots, this does not
allow linking a particular voting ballot to a particular voter.

21. Information on the functioning of an eVoting

system shall be made publicly available.

To be achieved by publishing the full specification of the
electronic voting mechanism and the vote counting process.

22. Voters shall be provided with an opportunity to
practice any new method of eVoting before, and
separately from, the moment of casting an electronic

vote.

Training facilities should be made available both on the
Internet and in the municipalities.

23. Any observers, to the extent permitted by law, shall
be able to be present to observe and comment on the
electronic elections, including the establishing of the

results.

No specific provisions needed. The College of Experts
should be kept in charge of this process.

5.7.2.2.2 Verifiability and Auditability

24. The components of the eVoting system shall be
disclosed, at least to the competent electoral
authorities, as required for verification and

certification purposes.

See general requirements.

25. Before any eVoting system is introduced, and at
appropriate intervals thereafter, and in particular
after any changes are made to the system, an
independent body, appointed by the electoral
authorities, shall verify that the eVoting system is
working correctly and that all the necessary security
measures have been taken.

Belgian law stipulates that this should be done by a
College of Experts: no specific provisions needed.

26. There shall be the possibility for a recount. Other
features of the eVoting system that may influence the

correctness of the results shall be verifiable.

Two types of recounts are possible:

a. automated recount with different reading equipment
and/or software

b.  manual recount of human readable part of the ballots
(unless electronic ballots are considered authentic
ballots).

The possibilities suggested by the CoE are the following:
instruct the eVoting system to recount; transfer the
electronic ballot box (voting urn) to a similar but distinct
eVoting system and perform the second reading on this
system; let the recount be performed by a different system
which is interoperable with the eVoting system.

This means that the CoE accepts that the recounting of the
ballot booklets would involve rereading the machine
readable part of a voting ballot.

27. The eVoting system shall not prevent the partial or
complete re-run of an election or a referendum.

No specific provisions needed.
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5.7.2.2.3 Reliability and Security

28. The member state’s authorities shall ensure the
reliability and security of the eVoting system.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages.

29. All possible steps shall be taken to avoid the
possibility of fraud or unauthorized intervention
affecting the system during the whole voting process.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.

30. The eVoting system shall contain measures to
preserve the availability of its services during the
eVoting process. It shall resist, in particular,
malfunction, breakdowns or denial of service attacks.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.

The initializer of the bootable CDROM used for the voting
computers can specify more than one boot credential for
the CDROM image, such that the CDROMs used for one
voting office can also be used in another voting office.

31. Before any electronic election or e-referendum takes
place, the competent electoral authority shall satisfy
itself that the eVoting system is genuine and operates
correctly.

Can be achieved by means of adequate procedures during
pre-voting stages, as well as through the general
requirements.

32. Only persons appointed by the electoral authority
shall have access to the central infrastructure, the
servers and the election data. There shall be clear
rules established for such appointments. Critical
technical activities shall be carried out by teams of at
least two people. The composition of the teams shall
be regularly changed. As far as possible, such
activities shall be carried out outside election
periods.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.

33. While an electronic ballot box is open, any
authorized intervention affecting the system shall be
carried out by teams of at least two people, be the
subject of a report; be monitored by representatives
of the competent electoral authority and any election
observers.

Not applicable: the voting urns (ballot boxes) do not
contain any electronic components.

34. The eVoting system shall maintain the availability
and integrity of the votes. It shall also maintain the
confidentiality of the votes and keep them sealed
until the counting process. If stored or communicated
outside controlled environments, the votes shall be
encrypted.

The information stored in the machine readable part of a
voting ballot is encrypted under a key known to the Ballot
Decryption Center that is associated with the voting office
where the ballot was cast.

The voter must fold the barcode or RFID ballot, or insert
the RFID ballot in an envelope to hide the human readable
part of the ballot from third parties, in particular from the
president of the voting office, as this official must inspect
the ballot to confirm that it does not contain any marks. It
is also possible to fold the human readable part of the
barcode booklet, and to glue it together, or even to staple
it.

35. Votes and voter information shall remain sealed as
long as the data is held in a manner where they can
be associated. Authentication information shall be
separated from the voter’s decision at a pre-defined
stage in the e-election or e-referendum.

See general requirements. There is no direct link between
a ballot and the voter. The ballots are mixed before their
machine readable part is read, which prevents establishing
indirect links.

5.7.2.3 Operational Standards

Notification

36. Domestic legal provisions governing an e-election or
e-referendum shall provide for clear timetables
concerning all stages of the election or referendum,
both before and after the election or referendum.

Clear procedures should be defined by the law as regards
the use of ballots booklet.

37. The period in which an electronic vote can be cast
shall not begin before the notification of an election
or a referendum. Particularly with regard to remote
eVoting, the period shall be defined and made
known to the public well in advance of the start of

No specific provisions needed.
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voting.

38.

The voters shall be informed, well in advance of the
start of voting, in clear and simple language, of the
way in which the eVoting will be organized, and any
steps a voter may have to take in order to participate
and vote.

Information about the procedure to be followed should be
provided to the voter.

Voters

39.

There shall be a voters’ register which is regularly
updated. The voter shall be able to check, as a
minimum, the information which is held about him
on the register, and request corrections.

No specific provisions needed.

40.

The possibility of creating an electronic register and
introducing a mechanism allowing online application
for voter registration and, if applicable, for
application to use eVoting, shall be considered. If
participation in eVoting requires a separate
application by the voter and/or additional steps, an
electronic, and, where possible, interactive procedure
shall be considered.

N.A.

41.

In cases where there is an overlap between the
periods for voter registration and the voting period,
provision for appropriate voter authentication shall
be made.

N.A.

Candidates

42.

The possibility of introducing online candidate
nomination may be considered.

N.A.

43.

A list of candidates that is generated and made
available electronically shall also be publicly
available by other means.

The Election Authorities publish the lists of candidates
and the layout of the voting screens and voting ballots
prior to the elections.

Voting

44,

It is particularly important, where remote eVoting
takes place while polling stations are open, that the
system shall be so designed that it prevents any voter
from voting more than once.

N.A.

45.

Remote eVoting may start and/or end at an earlier
time than the opening of any polling station. Remote
eVoting shall not continue after the end of the voting
period at polling stations.

N.A.

46.

For every eVoting channel, support and guidance
arrangements on voting procedures shall be set up
for, and be available to, the voter. In the case of
remote eVoting, such arrangements shall also be
available through a different, widely available
communication channel.

Can be achieved by means of adequate procedures during
pre-voting stages, by supplying adequate information
about the voting process.

47,

There shall be equality in the manner of presentation
of all voting options on the device used for casting
an electronic vote.

Similar to eVoting system currently in use.

48.

The electronic ballot by which an electronic vote is
cast shall be free from any information about voting
options, other than that strictly required for casting
the vote. The eVoting system shall avoid the display
of other messages that may influence the voters’
choice.

Similar to eVoting system currently in use.

49. If it is decided that information about voting options | N.A.
will be accessible from the eVoting site, this
information shall be presented with equality.

50. Before casting a vote using a remote eVoting system, | N.A.

voters’ attention shall be explicitly drawn to the fact
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that the e-election or e-referendum in which they are
submitting their decision by electronic means is a
real election or referendum. In case of tests,
participants shall have their attention drawn
explicitly to the fact that they are not participating in
a real election or referendum and shall — when tests
are continued at election times — at the same time be
invited to cast their ballot by the voting channel(s)
available for that purpose.

51. A remote eVoting system shall not enable the voter
to be in possession of a proof of the content of the
vote cast.

N.A.

52. In a supervised environment, the information on the
vote shall disappear from the visual, audio or tactile
display used by the voter to cast the vote as soon as it
has been cast. Where a paper proof of the electronic
vote is provided to the voter at a polling station, the
voter shall not be able to show it to any other person,
or take this proof outside of the polling station.

Similar to the eVoting system currently in use. No paper
proof remains with the voter. The voting computer
produces a paper ballot of which the voter hides the
human readable part before leaving the voting booth. The
folded ballot booklet is inspected by the president of the
voting office, and then inserted by the voter into the voting
urn.

Results

53. The eVoting system shall not allow the disclosure of
the number of votes cast for any voting option until
after the closure of the electronic ballot box. This
information shall not be disclosed to the public until
after the end of the voting period.

This can be achieved by means of adequate procedures
during pre-voting, voting, and post-voting stages, as well
as through the general requirements.

54. The eVoting system shall prevent processing
information on votes cast within deliberately chosen
sub-units that could reveal individual voters’
choices.

See general requirements.

55. Any decoding required for the counting of the votes
shall be carried out as soon as practicable after the
closure of the voting period.

This can be achieved by means of adequate procedures
during post-voting stages. The voting urns are collected at
the end of the voting period on Election Day, and are
assembled at the Ballot Reading Centers. After assembling
the urns of different voting offices, the urns are opened
and emptied, and their content is mixed to destroy any
chronological order that may have been the result of
entering the voting ballots one after the other in the
individual voting urns.

The the machine readable part of the shuffled voting
ballots is then read. This results in an electronic copy of
the information from such machine readable part, i.e., an
encrypted vote. The resulting list enumerates the
encrypted ballots that is then digitally signed by the
president of the Ballot Reading Center, after which the
authenticated list is sent to the Ballot Decryption Center,
where the decryption of the encrypted voting ballots will
take place.

56. When counting the votes, representatives of the
competent electoral authority shall be able to
participate in, and any observers able to observe, the
count.

Belgian law stipulates that this should be done by a
College of Experts and by party witnesses: no specific
provisions needed.

57. A record of the counting process of the electronic
votes shall be kept, including information about the
start and end of, and the persons involved in, the
count.

Can be achieved by means of adequate procedures during
post-voting stages.

58. In the event of any irregularity affecting the integrity
of votes, the affected votes shall be recorded as such.

See also recommendations n°107 and 108: What is
considered as authentic vote should be defined by law: the
information stored in the machine readable part of a ballot;
the human readable part, the whole ballot or it depends on
the counting phase (automated counting, manual
counting).

A problem could occur if a ballot is deemed invalid.
However, the solution will consist in defining which of the
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two parts of the ballot booklet is given legal validity.

Audit

59. The eVoting system shall be auditable.

The complete electronic voting system is auditable: (i) the
voting computers are booted from a bootable CDROM and
run an open source operating system; (ii) the voting
software is published once it has been certified by an
external auditor; (iii) the voting configuration can be
published after it has carefully been verified; (iv) the
voting procedure and the procedures to initialize and
manage the bootable CDROM s for the voting computers is
made publicly available; (v) the mechanism and
procedures to read an count ballots can be observed by
independent observers; (vi) the voter can confirm that the
human readable part of the ballot corresponds with the
votes cast by means of the voting computer in the voting
booth; (vii) independent auditors may select a random
number of randomly chosen ballots to verify that the
human readable part of the ballots corresponds with their
machine readable part. Also see general requirements.

60. The conclusions drawn from the audit process shall
be applied in future elections and referendums.

The recommendations by the College of Experts should be
implemented in future elections.

5.7.2.4 Technical Requirements

Accessibility

61. Measures shall be taken to ensure that the relevant
software and services can be used by all voters and,
if necessary, provide access to alternative ways of
voting.

Section 5.6.2.4 includes specific accessibility guidelines
for voting systems with respect to this recommendation.

62. Users shall be involved in the design of e-voting
systems, particularly to identify constraints and test
ease of use at each main stage of the development
process.

Section 5.6.2.4 includes specific accessibility guidelines
for voting systems which include the involvement of real
end-users in the design process of the layout of the voting
screens and the voting process.

63. Users shall be supplied, whenever required and
possible, with additional facilities, such as special
interfaces or other equivalent resources, such as
personal assistance. User facilities shall comply as
much as possible with the guidelines set out in the
Web Accessibility Initiative (WAI).

Section 5.6.2.4 includes specific accessibility guidelines
for voting systems with respect to this recommendation.

64. Consideration shall be given, when developing new
products, to their compatibility with existing ones,
including those using technologies designed to help
people with disabilities.

The proposed improved paper-based voting system is a
close relative to the currently used electronic voting
system.

65. The presentation of the voting options shall be
optimized for the voter.

Sections 5.6.1.5 and 5.6.2.4 include specific layout
guidelines for voting systems.

Interoperability

66. Open standards shall be used to ensure that the
various technical components or services of an e-
voting system, possibly derived from a variety of
sources, interoperate.

The operating system, voting software and configuration
files depend on open standards. The hardware (voting
computer, display, pointing device, printer) also uses open
market standards to provide its services, which protects
against vender-lock in.

67. At present, the Election Markup Language (EML)
standard is such an open standard and in order to
guarantee interoperability, EML shall be used
whenever possible for e-election and e-referendum
applications. The decision of when to adopt EML is
a matter for member states. The EML standard valid
at the time of adoption of this recommendation, and
supporting documentation are available on the

The configuration files of the voting software may be
encoded using EML.
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Council of Europe website.

68.

In cases which imply specific election or referendum
data requirements, a localization procedure shall be
used to accommodate these needs. This would allow
for extending or restricting the information to be
provided, whilst still remaining compatible with the
generic version of EML. The recommended
procedure is to use structured schema languages and
pattern languages.

The configuration files of the voting software are localized
to accommaodate the needs of specific voting offices.

Systems Operation

69.

The competent electoral authorities shall publish an
official list of the software used in an e-election or e-
referendum. Member states may exclude from this
list data protection software for security reasons. At
the very least it shall indicate the software used the
versions, its date of installation and a brief
description. A procedure shall be established for
regularly installing updated versions and corrections
of the relevant protection software. It shall be
possible to check the state of protection of the voting
equipment at any time.

The software used with the voting computers can be made
public prior to the elections. Only the configuration files
that contain the signing keys of the voting offices shall be
kept secret. All other configuration files can be made
public without restriction.

70.

Those responsible for operating the equipment shall
draw up a contingency procedure. Any backup
system shall conform to the same standards and
requirements as the original system.

The administration is responsible for the management of
the voting computers.

71.

Sufficient backup arrangements shall be in place and
be permanently available to ensure that voting
proceeds smoothly. The staff concerned shall be
ready to intervene rapidly according to a procedure
drawn up by the competent electoral authorities.

All  voting computers of a voting office are
interchangeable. The voting computers of a voting office
are booted from a bootable CDROM that contains all the
relevant information for the elections. This CDROM
contains the operating system, voting software, and the
configuration file(s) which match the boot credential of
the president of the voting office. This means that voting
computers of another voting office, or spare voting
computers, can be easily used and quickly activated
whenever necessary.

72.

Those responsible for the equipment shall use special
procedures to ensure that during the polling period
the wvoting equipment and its use satisfy
requirements. The backup services shall be regularly
supplied with monitoring protocols.

Strict access control mechanisms are put in place so that

only authorized people can use the voting computers’
services and their software during Election Day.

73.

Before each election or referendum, the equipment
shall be checked and approved in accordance with a
protocol drawn up by the competent electoral
authorities. The equipment shall be checked to
ensure that it complies with technical specifications.
The findings shall be submitted to the competent
electoral authorities.

The life-cycle description of the voting computers
includes the initialization of the bootable CDROM of the
voting computers prior to the Election Day, and the restore
to factory defaults of the voting computers to their factory
defaults after the voting period on Election Day.

Disabling unnecessary features or hardware of the voting
computers is part of the responsibilities of the system
administrator of the voting computers.

74.

All technical operations shall be subject to a formal
control procedure. Any substantial changes to key
equipment shall be notified.

The life cycle of the voting computer includes the
certification of t he software, configuration files and
bootable CDROM . Proceeding from one stage to another
in the life cycle is subject to successful completion of the
previous.

75.

Key e-election or e-referendum equipment shall be
located in a secure area and that area shall,
throughout the election or referendum period, be
guarded against interference of any sort and from
any person. During the election or referendum period
a physical disaster recovery plan shall be in place.
Furthermore, any data retained after the election or
referendum period shall be stored securely

In between election periods, the voting computers are
stored in a secure environment, or returned to their
supplier. At the end of the election period, all voting
computers are deactivated, i.e., their storage medium is
reset in its original state by securely wiping out all
information.

76.

Where incidents that could threaten the integrity of
the system occur, those responsible for operating the

This can be achieved by means of adequate procedures
during pre-voting, voting, and post-voting stages, as well
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equipment shall immediately inform the competent
electoral authorities, who will take the necessary
steps to mitigate the effects of the incident. The level
of incident which shall be reported shall be specified
in advance by the electoral authorities.

as through the general requirements.

Security

General Requirements

77.

Technical and organizational measures shall be taken
to ensure that no data will be permanently lost in the
event of a breakdown or a fault affecting the e-voting
system.

None of the voting computers contains critical information
that could endanger the whole electronic voting system.
Permanent loss of a voting computer has no impact on the
operation of other voting computers.

78.

The e-voting system shall maintain the privacy of
individuals. Confidentiality of voters’ registers
stored in or communicated by the e-voting system
shall be maintained.

It is impossible to link the identity of a voter and the
voting ballot which represents this voter’s choice: the
voting computers are activated using an anonymous voting
chip card that can be used only once. The voting

computers do not store any information that could identify
a voter.

79.

The e-voting system shall perform regular checks to
ensure that its components operate in accordance
with its technical specifications and that its services
are available.

The lifecycle of the voting computer includes the self-test
of a voting computer whenever the computer is activated.

80.

The e-voting system shall restrict access to its
services, depending on the user identity or the user
role, to those services explicitly assigned to this user
or role. User authentication shall be effective before
any action can be carried out.

Strict access control mechanisms are put in place to avoid
unauthorized access to the voting computer and to its
functionalities. The system administrator of the voting
computers is responsible for the configuration of the BIOS
of the voting computers to guarantee that the computer can
only boot from CDROM.

Note, however, that a fraudster who obtains a bootable
CDROM which can be used to start a voting computer
could extract the private signing key(s) of the voting
office(s) that are stored in the respective configuration
files if the fraudster also obtains the boot credentials of the
president of that voting office. It is therefore necessary to
put in place organizational safeguards to guarantee that the
bootable CDROMs do not become available to
unauthorized parties prior to the end of the Election Day.
Similar safeguards must protect transporting the voting
urns to the Ballot Reading Center to guarantee that no
alien ballots .could be injected in a voting urn after having
closed the voting office.

81.

The e-voting system shall protect authentication data
so that unauthorized entities cannot misuse,
intercept, modify, or otherwise gain knowledge of all
or some of this data. In uncontrolled environments,
authentication based on cryptographic mechanisms is
advisable.

The privileged information in a voting computer’s

configuration file is encrypted using a cryptographic key
that depends on the boot credential of the president of the
voting office, which guarantees that unauthorized access is
prevented as long as the boot credentials are kept secret.

82.

Identification of voters and candidates in a way that
they can unmistakably be distinguished from other
persons (unique identification) shall be ensured.

The president of a voting office has an authentic list of
eligible voters. Given a person’s identification tokens (e.g.,

identity card), the president of the voting office can
confirm the identity of that person, and that he is an
eligible voter (or not).

83.

E-voting systems shall generate reliable and
sufficiently detailed observation data so that election
observation can be carried out. The time at which an
event generated observation data shall be reliably
determinable. The authenticity, availability and
integrity of the data shall be maintained.

Not applicable: the voting computers do not comprise of a
persistant storage medium, and are unable to log any
information.

84.

The e-voting system shall maintain reliable
synchronized time sources. The accuracy of the time
source shall be sufficient to maintain time marks for
audit trails and observations data, as well as for

Not applicable: the wvoting computers operate in a
standalone environment without any means to synchronize
their system clocks. Because the voting computers do not
have a network interface, they are unable to synchronize
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maintaining the time limits for

nomination, voting, or counting.

registration,

their system clock.

85.

Electoral authorities have overall responsibility for
compliance with these security requirements, which
shall be assessed by independent bodies.

Independent auditors need to verify that the correct
procedures are correctly executed.

Requirements in Pre-Voting

86.

The authenticity, availability and integrity of the
voters’ registers and lists of candidates shall be
maintained. The source of the data shall be
authenticated. Provisions on data protection shall be
respected.

The administration takes care of the compilation of these
lists.

87. The fact that candidate nomination and, if required, | The  administration  is  responsible ~ for  this
the decision of the candidate and/or the competent | recommendation.
electoral authority to accept a nomination has
happened within the prescribed time limits shall be
ascertainable.
88. The fact that voter registration has happened within | The  administration is  responsible  for  this

the prescribed time limits shall be ascertainable.

recommendation.

Requirements in the Voting Stage

89.

The integrity of data communicated from the pre-
voting stage (e.g. voters’ registers and lists of
candidates) shall be maintained. Data-origin
authentication shall be carried out.

Strict user access control mechanisms are enforced when
accessing the voting computers. The integrity of the
configuration files is verified whenever the voting
computer performs its self-test.

90.

It shall be ensured that the e-voting system presents
an authentic ballot to the voter. In the case of remote
e-voting, the voter shall be informed about the means
to verify that a connection to the official server has
been established and that the authentic ballot has
been presented.

The configuration files loaded into the bootable CDROM
used by the voting computers are prepared by authorized
personnel in a secure environment. The voting software is
initialized in such a way that the voting computer truly
displays the lists of candidates taking part in the election
corresponding to the voting office in which the voter has
been authenticated.

91.

The fact that a vote has been cast within the
prescribed time limits shall be ascertainable.

This has to be guaranteed using procedural and

organizational means

92.

Sufficient means shall be provided to ensure that the
systems that are used by the voters to cast the vote
can be protected against influence that could modify
the vote.

There is no occasion for exerting influence during the
voting process. A voter is alone in the voting booth
(except for specific cases of voters with disabilities). Once
he leaves the voting booth, his ballot must be folded or put
in an envelope so that the votes are not visible (if he fails
to do so, the president of the voting office will annihilate
the ballot and the voter will be asked to vote again).

93.

Residual information holding the voter’s decision or
the display of the voter’s choice shall be destroyed
after the vote has been cast. In the case of remote e-
voting, the voter shall be provided with information
on how to delete, where that is possible, traces of the
vote from the device used to cast the vote.

Not applicable: the voting computers do not keep track in
any way of the votes that were cast.

94.

The e-voting system shall at first ensure that a user
who tries to vote is eligible to vote. The e-voting
system shall authenticate the voter and shall ensure
that only the appropriate number of votes per voter is
cast and stored in the electronic ballot box.

The president of the voting office verifies the identity of
the voter. Only if he is an eligible voter, the voter receives
a voting token with which the voting computer can be
activated. No valid voting token = no possibility to cast a
vote.

95.

The e-voting system shall ensure that the voter’s
choice is accurately represented in the vote and that
the sealed vote enters the electronic ballot box.

The voting computer produces a paper ballot with two
parts: a human readable part and a machine readable part.
The voter has to verify and confirm that the choice he cast
with the voting computer corresponds with the human
readable part.

Independent auditors have to verify that the machine
readable part of randomly selected voting ballots
correspond with their respective human readable part.

96.

After the end of the e-voting period, no voter shall be
allowed to gain access to the e-voting system.

At the end of the voting period on Election Day, all voting
computers are deactivated. During the deactivation of a
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However, the acceptance of electronic votes into the
electronic ballot box shall remain open for a
sufficient period of time to allow for any delays in
the passing of messages over the e-voting channel.

voting computer, the voting computer’s BIOS settings are

reset to factory defaults. The voting computers do not
contain any persistent storage medium.

Requirements in Post-Voting

97. The integrity of data communicated during the
voting stage (e.g. votes, voters’ registers, lists of
candidates) shall be maintained. Data-origin
authentication shall be carried out.

The information sent from the Ballot Reading Centers to
their corresponding Ballot Decryption Center, and from
the Ballot Decryption Centers to their respective First
Totalization Center, and up to the Final Totalization
Center is digitally signed using an electronic identity card
of the president of the respective Center.

98. The counting process shall accurately count the
votes. The counting of votes shall be reproducible.

Official statements (PVs) are issued to report on the
different stages of the voting process: from an empty
voting urn to the Final Totalization Center.

99. The e-voting system shall maintain the availability
and integrity of the electronic ballot box and the
output of the counting process as long as required.

This can easily be enforced using the correct procedures
with respect to the storage and processing of voting
ballots.

Audit

General

100. The audit system shall be designed and implemented
as part of the e-voting system. Audit facilities shall
be present on different levels of the system: logical,
technical and application.

The procedures of the proposed electronic voting system
clearly specify the roles and activities of the different
auditors that are active before, during and after the
Election Day. The election software shall be designed
according to specifications which will include provisions
for auditing facilities.

101. End-to-end auditing of an e-voting system shall
include recording, providing monitoring facilities
and providing verification facilities. Audit systems
with the features set out in sections Il — V below

shall therefore be used to meet these requirements.

Since the proposed system is not an end-to-end automated
system, this requirement is not fully applicable. Official
statements (PVs) report on the monitoring activities of the
independent auditors.

Recording

102. The audit system shall be open and comprehensive,
and actively report on potential issues and threats.

The audit procedures are open by design.

103. The audit system shall record times, events and
actions, including:
a. all voting-related information, including the
number of eligible voters, the number of votes cast,
the number of invalid votes, the counts and
recounts, etc.;
b. any attacks on the operation of the e-voting system
and its communications infrastructure;

c. system failures, malfunctions and other threats to
the system.

The auditors have to include this information in their
official statements (PVs).

Monitoring

104. The audit system shall provide the ability to oversee
the election or referendum and to verify that the
results and procedures are in accordance with the
applicable legal provisions.

The audit mechanisms described in the proposed system
permit the verification of the election results, and permit
the auditing of the whole Election by randomly selecting
voting ballots and verifying whether their machine
readable part and human readable text match.

105. Disclosure of the audit information to unauthorized
persons shall be prevented.

The disclosure of audit information shall
according to the legal provisions.

proceed

106. The audit system shall maintain voter anonymity at
all times.

There is no link between a voter and a voting ballot. This
guarantees that even the auditors will not be able to restore
this link.
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Verifiability

107. The audit system shall provide the ability to cross-
check and verify the correct operation of the e-voting
system and the accuracy of the result, to detect voter
fraud and to prove that all counted votes are
authentic and that all votes have been counted.

The audit procedures include that the auditors have to
cross-check the partial election results with the number of
voting urns that were tallied and with the respective
ballots that were cast with these urns.

108. The audit system shall provide the ability to verify
that an e-election or e-referendum has complied with
the applicable legal provisions, the aim being to
verify that the results are an accurate representation
of the authentic votes.

Independent certification of the operating system, the
voting software, and configuration files has to take place
prior to the elections to verify that they meet the relevant
legal requirements.

Other

109. The audit system shall be protected against attacks
which may corrupt, alter or lose records in the audit
system.

The official statements (PVs) should be digitally signed to
prevent undetected modifications of their content.

110. Member states shall take adequate steps to ensure
that the confidentiality of any information obtained
by any person while carrying out auditing functions
is guaranteed.

This requirement must be enforced using organizational
means.

Certification

111. Member states shall introduce certification processes
that allow for any ICT (Information and
Communication Technology) component to be tested
and certified as being in conformity with the
technical ~ requirements  described in  this
recommendation.

The specified procedures include the necessary
certifications of the voting hardware, software, procedures
and configuration.

112. In order to enhance international co-operation and
avoid duplication of work, member states shall
consider whether their respective agencies shall join,
if they have not done so already, relevant
international mutual recognition arrangements such
as the European Cooperation for Accreditation
(ECA), the International Laboratory Accreditation
Cooperation (ILAC), the International Accreditation
Forum (IAF) and other bodies of a similar nature.

The proposed system can be exported to foreign countries
which want to boost their citizen’s confidence in electronic
voting systems.
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6 Direct optical scan of voting ballots

6.1 Reasons why the consortium did not propose this
type of system

With this voting system, the voter manually marks his choice on a paper ballot. It is
the complete ballot that is being optically read. This explains the term “direct
reading”.

Although it is true that direct optical scan voting systems can be set up in such a way
that the voter will see little difference with traditional voting, this comes at the price
of making the process very machine-intensive. The most important disadvantage of
this system is the fact that scanning is an expensive, relatively slow and error-prone
process, especially when dealing with large voting ballots.

Furthermore, the directly scanned images create quite a bulky amount of data to be
transported safely and retained for auditing purposes. A much better trade-off can be
obtained by asking the voters to enter their vote directly into a computer, thereby
greatly reducing the efforts needed later to register the vote.

6.2 Initial remarks

An optical scanner is a device that can read text or illustrations printed on paper and
translate the information into a form the computer can use. A scanner works by
digitizing an image -- dividing it into a grid of boxes and representing each box with
either a zero or a one, depending on whether the box is filled in. The resulting matrix
of bits, called a bit map, can then be stored in a file, displayed on a screen, and
manipulated by programs.?

Direct optical-scan machines use an electronic reader to record the vote, but not to
cast it. The machines require voters to mark their choices on a paper ballot, which is
then scanned into an electronic reader to record the vote. The paper ballots, however,
give officials the ability to catch problems if they examine the ballots through a hand
count and compare them against the digital votes.?®

Direct optical scans are used in voting systems in order to increase the speed and
accuracy of the paper-based voting process. The main advantage is that it usually does
not imply any substantial modifications in the traditional voting procedure and that it
can be subject to “eye-control”.

Experimentations of optical scans systems have already been carried out in Belgium
in the elections of 2003. They have turned out to be expensive and they have shown
important technical limitations. To be read by the optical scanners, ballots could not
include more than twenty lists of candidates with a limited number of candidates per
list. The system tested also required a previous manual selection of the ballots to

2. Description extracted from:

http://www.webopedia.com/TERM/o/optical scanner.html
Description extracted from:
http://www.wired.com/politics/security/news/2005/07/68097

23
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exclude invalid ballots from the tallying.*

The Consortium investigated the use of a different technology. In order to solve the
problem of the size of the ballot, the Consortium has investigated numbering the
candidates in the paper-based ballot. Finally, the possibility of numbering the ballots
in order to reduce fraud has also been considered.

6.3 A family of systems

The systems we describe in this chapter all share a number of common characteristics,
described in the “Scope” section below. Still, many different choices may be made,
which result in quite different systems, which have specific advantages and
drawbacks and which may induce specific requirements with respect to organization
and procedures. In other words, this chapter describes a family of optical scan voting
systems; political decisions and legal changes would be needed to select a single
member of this family as the direct optical scan voting system for Belgium. We
recommend a choice among several options.

This chapter presents the major choices to be made if one wishes to implement a
direct optical scan voting system, together with the consequences entailed by these
choices. The information is provided in order to allow decision makers to make
informed choices.

6.3.1 Scope

The basic principles underlying all voting systems based on direct optical scanning
covered by the present chapter of this report are the following:

e After having been duly identified and accepted for voting in the voting precinct
(voting office), the voter receives a paper ballot.

¢ In the voting booth, the voter marks the vote on the paper ballot by darkening
one ore more areas (“target zones”) on the paper ballot next to identifiers of
either lists and/or candidates.

e At some point in time, the paper ballot is scanned by a device (“optical
reader”), which recognizes which areas on the paper ballot were darkened by
the voter and interprets this information to identify for which lists and/or
candidates’ votes have been expressed. The votes thus identified are processed
by means of a computer infrastructure (hardware, software, and communication
means). The paper ballots are kept as long as needed in order to allow manual
recounts as authorized by law.

e Organizational procedures ensure that a voter may only submit a single ballot
per voting box and thus vote only once.

e Organizational procedures allow a voter who has marked the ballot in a way
which does not correspond to his intentions (spoiled ballot) to have the ballot
annulled and to receive a new blank ballot to start over again.

% Belgian Senate, Archives, Demande d'explications de M. Philippe Mahoux au vice-

premier ministre et ministre de l'Intérieur sur «le vote électronique» (n° 3-197), 1st
April 2004, available on-line at :
http://www.senat.be/www/?Mlval=/publications/viewPubDoc&TID=50334687&LAN
G=fr (last accessed 29 August 2007).
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Note: The systems under consideration here do not use optical character recognition
(OCR) techniques; they also assume that ballots are marked by hand.

6.3.2 Concepts and Terminology

The ballot is a preprinted paper form which is suitable for optical scanning, i.e. it
respects constraints relative to design, weight, background color, and size (see
later); it may be two-sided, if necessary. If the number of items to print is large,
the paper ballot may consist of several (possibly two-sided) ballot sheets.

A voting item is an entity for which a vote may be cast during an election: in the
current Belgian electoral system, the sole voting items are: lists and candidates.

An identifier is an accepted means to uniquely and unambiguously designate a
voting item. For a list, it may be the full name, an accepted abbreviation, a logo,
etc.; for a candidate, it may be the full name, an unambiguous part of the full
name, a unique number, a combination of number and (partial) name, etc.

The paper ballot contains one column per list and, in each column, one row per
candidate on the list. The lists and the candidates are designated on the ballot by
means of identifiers.

On the same row and next to each voting item identifier, there is a target zone
which must be darkened in a specified way and by a specified writing implement
in order to indicate a vote for this voting item. A target zone may consist of a
white spot centered on a black square or of an oval, or of any other means
intuitively suitable and legally prescribed to indicate a vote. Users must be
instructed to fill the target area completely.

- 123 Vanpieperzele Jules - 123 Vanp. J.

Full identifier Abbreviated identifier

The scanning of paper ballots may rely on two quite different technologies:

o Discrete-sensor technology: this is an earlier approach, in which the ballot is

moved past a row of sensors, which detect which target zones have been
darkened, resulting in series of (X, Y) coordinates which are then correlated to
voting items by means of appropriate software.
Prof. D. W. Jones, of the University of lowa, has very convincingly shown®
that this technology is error-prone: different readers or the same reader with a
different calibration often yield different results. Besides, the resolution is
limited to the number of sensors that can be placed on a row, the type of sensor
used must fit the marking media used and its color, the systems are sensitive to
paper distortion, misalignment, wrinkles, folds, etc.

0 Pixel-based technology: in this approach, a pixel image (i.e. digital
photograph) of every sheet (and every side of every sheet, if necessary) of the
paper ballot is produced and analyzed by means of special-purpose software. It
is claimed (mostly by manufacturers) that this technology has none of the

% http://www.cs.uiowa.edu/~jones/voting/optical/ (last accessed on October 4,

2007).
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drawbacks of discrete-sensor technology?®, even though some of the problems
mentioned by Prof. D. W. Jones remain (for instance: how many pixels are
needed to consider that a target zone has been effectively marked ?). Still,
compared to discrete-sensor technology, where the detection is hardware-
based, in this approach the detection is software-based, which greatly increases
the potential for reliability and flexibility.

Note: Because of its intrinsic superiority, we shall henceforth only consider optical
scan voting systems based on pixel technology.

A

vote set is the collection of all votes expressed (marked) on a ballot. The

purpose of the scanning of a ballot is, at least, to identify the vote set it contains,

W

hich represents the suffrage expressed by the voter if the scanning is correct.

The counting, tabulating, or tallying of a vote set consists of adding the votes of

th

e vote set to the current total of votes of the corresponding voting items (lists

and/or candidates).

The scanning and the counting may be realized together, in the same device (the
counting obviously following the scanning), or separately (at different stages of

th

e process and in different devices).

6.4 Options and Choices for Direct Optical Scan-based

Voting Systems

We now describe a series of options and choices which must be decided upon when
designing an optical scan voting system. For each option or choice, we shall present a
table with advantages and drawbacks, reflecting our current position on the various
items.

6.4.1 Types of Ballots

We distinguish different types of ballots which might possibly be used in the kinds of
optical scan voting systems under consideration.

1.

Traditional Belgian ballots: their size depends on the number of lists and
candidates, and may vary between electoral districts. Examples exist of ballots
measuring 80 cm by 50 cm. These ballots are supplied to the voter in a folded
state and are deposited in the urn again in a folded state to guarantee the
confidentiality of the suffrage.

Fixed, standard size ballots: these are of a size for which scanning devices are
readily available (A4, A3, A2 or A1)?". The larger the size, the more expensive
the scanning device.

Double-sided, standard size ballots: both sides of a sheet may be used to vote.
Multiple sheet ballots: consist of several (possibly double-sided) ballot sheets.

“Lotto-style” ballots: these are fixed, standard size ballots (smaller than A4,
similar to normal Lotto forms).

26

27

http://www.verifiedvoting.org/downloads/OpticalVote-Trakker.pdf (last accessed

on
Ad4:
cm

October 4, 2007).
210cmx29,7cm A3:29,7cmx42,0cm A2:420cmx59,4cm Al:59,4cmx 84,1
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In all cases where there is not enough room to print the full information on the ballot,
abbreviated (but unambiguous) identifiers may be used instead (e.g. a candidate’s
number and the first letters of his name); the voting booth must then be supplied with

posters or election booklets with the full information.

Since the folding of ballots may impair the scanning process, confidentiality must be
ensured by other means. In the USA, “secrecy sleeves” or envelopes are used: the
voter inserts his ballot in the sleeve or in the envelope before leaving the booth. The

ballots must obviously be extracted before scanning.

To prevent simple forms of ballot stuffing, ballots may be stamped before being

handed over to voters.

The table below presents the specific advantages and drawbacks of the various types

of ballots.
Ballot type Advantages Drawbacks
1 | Traditional Well known by Hard to handle
everybody: no learning .
necessary Slow and expensive
Hard to scan by readily available
scanning devices (size, folds)
2 | Fixed, Easy handling May require abbreviated

standard size

Readily available and
rather inexpensive
scanning devices (if
A4 or A3)

identifiers for elections with
many lists and many candidates:
greater risk for errors when
marking votes

Sleeve needed for confidentiality

3 | Double-sided

More space available
than on single-sided
ballots

Risk of forgetting to turn ballot
around when voting

Candidates mentioned on the
front or back page do not have
the same visibility

More complicated scanning
process: more expensive

Sleeve needed for confidentiality

4 | Multiple sheet

Even more space
available

Allows for full
identifiers (no
abbreviations needed)

Longer scanning process

One of the sheets may be
removed, which would invalidate
the ballot

Sleeve needed for confidentiality

5 | “Lotto-style”

Easy handling

Cheap scanning
devices

Greater risk of errors when
marking (transcribing) votes

The presence and quality of the
voting lists must be verified each
time a voter enters the voting
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booth
e Sleeve needed for confidentiality

e Potential for image problem in
the public
(Election = lottery)

6.4.2 Where and When to Scan

Scanning is the process which produces a pixel-based image of the ballot and which
interprets this image in order to extract the vote set it contains.

We examine 4 possibilities:

1. The voting booth is equipped with a scanning device and a visualization screen.
The voter scans the ballot sheet(s) himself and the screen displays the scanned
image and the vote set which has been detected by the software. If the
expressed vote set is incorrect (for instance: votes in more than one list), the
vote set and the ballot are voided and the voter is asked to request a new ballot
and to start over again. If the expressed vote set is accepted as being legal and
if the voter is satisfied that the scanning is accurate, he/she confirms the vote
set; otherwise, he/she signals a scanning error to voting officials and will be
given a new ballot to use in a different voting booth. Voting officials will then
test and, if necessary, replace the voting machine which has produced a
scanning error.

2. The voting booth has no scanning equipment: the scanning is done at the voting
office (precinct) level in a setup which guarantees voter privacy and allows the
same verifications as in the booth-based scanners: the ballot is verified for
conformity with election rules and the voter verifies that the scanning and vote
set extraction (interpretation) are accurate.

An example of a system which operates based on this principle is Avante’s
Optical VOTE-TRAKKER® %

3. The voting booth has no scanning equipment: the scanning is done at the voting
office (precinct) level and the ballot is only verified for conformity with
election rules. If the expressed vote is incorrect (for instance: votes in more
than one list), the vote is voided and the voter is asked to request a new ballot
and to start over again. The scanning device has two output bins: one for legal
ballots and one for incorrect ballots. Many manufacturers produce this type of
system.

4. Neither the voting booth nor the voting office have a scanner: the scanning is
done at the First Totalization Center after urns have been collected and
transported there. Whenever a ballot is detected with an incorrect vote set (for
instance: votes in more than one list), the vote set and the ballot are voided.
The scanning device has two output bins: one for legal ballots and one for
incorrect ballots. Many manufacturers produce this type of system.

The table below summarizes the advantages and the drawbacks of the 4 different
approaches to the scanning of ballots.

% http://www.avantetech.com/products/elections/optical/ (last accessed on
October 4, 2007).
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Scan: where and Advantages Drawbacks
when
1 | Voting booth, Instantaneous Manipulation of ballot sheet(s) by
by the voter detection of voting voter: danger of jamming, etc.

mistakes (e.g. over
votes) and possibility
to ask for new vote

Instantaneous
detection of scanning
errors by the voter and
possibility to signal
them and ask for new
vote

No need for
confidentiality sleeve

One scanning device per booth:
quite expensive

Need to prevent insertion of “fake
ballots”

Need to recover information from
all voting booths at the end of the
voting period

2 | Voting office
(precinct), with
voter
verification

Detection of voting
mistakes (e.g. over
votes) and possibility
to ask for new vote

Detection of scanning
errors by the voter and
possibility to signal
them and ask for new
vote

Manipulation of ballot sheet(s) by
voter: danger of jamming, etc.

Need for confidentiality sleeve
between booth and scanning
device: more complex handling

Scanning and verification may
take significant time: risk of
bottlenecks

3 | Voting office
(precinct)
without voter
verification

Detection of voting
mistakes (e.g. over
votes) and possibility
to correct them

Manipulation of ballot
sheet(s) by official

Scanning happens
quickly

No possibility to verify the
accuracy of the scanning by the
voter

Need for confidentiality sleeve
between booth and scanning
device: more complex handling

4 | Totalization
level 1

Batch processing of
ballots: fewer optical
readers needed

No handling of
confidentiality sleeve
at precinct level

No possibility to verify the
accuracy of the scanning unless
multiple scans

Voting mistakes (incorrect votes)
can be detected, but not corrected

Need for confidentiality sleeve

Need for transportation of urns

Note: If scanning is done by the voter in the voting booth, it is necessary to make
sure that only official ballot sheets and the right number of them are scanned. One
way to ensure this would be to have all official ballot marked with a unique
identifying number, which would be read during the scanning process. At some point
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later in the process, it would be necessary to ascertain that all ballot numbers are
indeed numbers corresponding to officially sanctioned ballots and that no number
occurs more than once.

6.4.3 Where and When to Count

Counting is the process which adds the votes contained in a vote set to running totals
for every vote item (lists and candidates).

We examine 3 possibilities:

1. The counting is realized in the voting booth; this is of course only possible if
the voting booth is equipped with a scanning device.

2. The counting is realized at the voting office (precinct) level: this is of course
only possible if the voting office is equipped with a scanning device.

3. The counting is realized at the First Totalization Center.

The table below summarizes the advantages and the drawbacks of the 3 different
approaches to the counting of votes.

Count: where and Advantages Drawbacks
when
1 | Voting booth e Low volume of e Voting trends too easy to spot:
information to be danger for anonymity

transmitted to First
Totalization Center

2 | Voting office e Low volume of e Voting trends too easy to spot:
(precinct) information to be danger for anonymity

transmitted to First
Totalization Center

3 | Totalization e Best protection of e Many individual vote sets must
Center 1 anonymity: individual be transmitted to Totalization
or local trends hardest Center 1
to spot

e Best-fitting analogy
with manual counting

6.4.4 What to do with the Images of the Scanned Ballots?

Pixel-based optical scan voting systems produce images of the scanned ballots. Once
these images have been processed in order to extract the vote sets they contain, the
images themselves are not needed any more for the remainder of the voting process:
they can simply be discarded.

Still, it might be useful to keep the set of all pairs consisting of ballot images and the
corresponding extracted vote sets in order to measure the accuracy of the scanning
and vote sets extracting process and compare it to the accuracy of manual recounts.

6.5 Specific Requirements — Hardware, Software,

Page 79 of 149




Procedures

The only additional requirements for optical scan voting systems, besides those
outlined in the chapter on general requirements, have to do with precautions regarding
paper handling to prevent jamming and dust avoidance in the scanners themselves.
Periodic cleaning, calibration and training of the scanners should be included in the
organizational procedures. The correct use of “confidentiality sleeves” (if needed)
should be documented and included in the description of the voting procedure.

6.6 Advantages and Drawbacks of Direct Optical Scan

Voting Systems

6.6.1 Advantages

The vote itself is identical or very close to traditional paper ballot voting, which
makes it easy to understand and accept. The paper ballot is inherently a voter-
verifiable paper trail.

The counting of votes is automated and proceeds much faster and with a much
lower manpower cost than manual counting.

The paper ballots may be counted manually if a recount is deemed necessary.
There are effectively two independent ways to process votes: via the scanning
and counting process and via a manual recount.

A paper ballot is effectively a single-use voting token which ensures that a
voter may vote only once.

In case of equipment failure, voting can proceed in the traditional way while
scanning and counting may be delayed until the breakdown is fixed (graceful
degradation).

The processing of postal votes (absentee ballots) can be handled by the same
system as regular votes; ballots may even be sent by fax or as image
attachments in e-mails (if proper authentication is provided).

6.6.2 Drawbacks

As is the case for every voting system in which the voter handles a paper ballot,
the presence of extraneous markings (currently considered by article 157 of
Belgian legislation as grounds for annulment of the ballot and its votes) will
sometimes be handled differently by the automated counting process than by a
manual count. Indeed, some markings that would be detected by the human eye
will be ignored (even though pixel-based technology is much better at detecting
them than discrete-sensor technology) while in a manual (re)count, these
markings will duly be noticed, which will result in the annulment of the marked
ballots. Since there are always a number of ballots with extraneous markings in
every election, recounts are statistically bound to produce results which are
different from the first (electronic) counts.

It is a political question to decide what to do in such cases: should the
extraneously marked ballots be voided and, if so, what should be done about
the undetected extraneously marked ballots which were not subjected to a
manual recount.
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e The designing, printing, verifying, storing, and distributing of ballots is as
costly as in traditional paper ballot voting, which precludes claiming that
optical scanning of ballots reduces election costs significantly (except for
manpower costs).

e The size of the ballot sheets is usually limited by mechanical considerations
imposed by the scanning device; larger scanning areas imply more expensive
devices.

o If the processing of ballots is done in batch mode, a reliable mechanical feeder
IS needed, together with a fast scanner, which may be rather expensive.

e Optical scanning of paper ballots lacks the “hi-tech” gloss of other e-voting
systems and may thus be less appealing.

o If ballots with with multiple sheets are used, the president of the voting office
has to count the number of sheets in addition to the number of ballots!

6.6.3 Additional Remarks

e In case of a discrepancy between electronically tallied votes and manually
(re)counted votes, legislation is needed to determine which of the two results
will be accepted as the official (authentic) result.

o Ballots must imperatively be designed by experts to guarantee their legibility
both by voters and by scanning devices®.

e Optical scan voting systems of one kind or another have been used for more
than 20 years in the USA and their usage is on the rise (reaching 40% in the
2006 congressional and gubernatorial elections).

6.7 Analysis of the Scenarios

In the first two scenarios, the voter himself scans his ballot either within the voting
booth or within a precinct which guarantees his privacy. This enables him to verify
the accuracy of the scanning. The “eye control” of party witnesses during the tallying
of the vote in the traditional system is here replaced by the “eye control” of the voter
himself. This does not however mean that party witnesses and the College of experts
are excluded from observation tasks. In the last two scenarios, this option is not given
to the voter, the machine only controls that the ballot has been correctly completed
and discards incomplete or incorrect ballots.

The last scenario is based on the scanning of the votes at the first totalization center.
The difference with the system tested in the elections of 2003 is that a manual
elimination of invalid ballots (i.e. with extraneous markings) is not foreseen, the paper
ballots are directly scanned and the verification of the validity of the ballot is limited
to the correct completion of the ballot. Ballots are not examined to decide whether
there are marked in such a way that, according to article 157 of the Election Law, they
should be invalidated.

These scenarios present the advantage of reducing the burden of a first manual
classification of the ballots as it was the case in the previous testing of optical scan
system during the elections of 2003. However, it raises the concern of potential

2 http://vote.nist.gov/threats/papers/optical_scan_ballot_design.pdf (last accessed
on October 4, 2007).
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discrepancies between the electronic ballots and paper-based ballots as regards their
validity and of the storage of the ballots in the optical scan manipulated by the voter.

6.7.1 Hybrid Ballots (Paper-based and Electronic)

This system results in a situation where the voter actually casts one ballot materialized
in two different carriers: a paper ballot and an electronic ballot (the scanned version of
the paper-based ballot). The problem is that the optical scan cannot be relied upon to
detect invalid ballots, i.e. whether the scanned ballot contains marks or objects inside
which would deem them invalid according to article 157 of the Electoral Law makes
handling those ballots more expensive. It is worth noticing that the rules invalidating
marked ballots are meant to protect the secrecy of the vote and prevent that a ballot
could be linked to a voter.

It follows that in case of manual recounting, invalid ballots should be excluded from
the tallying. The results of the electronic and manual counting would thus not match.
To solve this problem, two possibilities can be considered, identical to those described
in section 5.7.1 above.

A first possibility is to acknowledge paper-based ballots as only authentic votes in
case a discrepancy occurs. The consequence would be that when the election is
contested and a manual recounting is required, authenticate ballots would consists of
the paper-based ballots, not the electronic ballots. The results obtained from the
tallying of paper-based ballots would produce the final result of the election. It should
be noticed that paper ballots are only meant for recounting and that the rules which
govern the nullification of ballots are meant to protect the secrecy of the vote (which
in this case would override the principle of “one person, one vote”, as the secrecy of
the vote is more important than the rules that govern the nullification of ballots). The
result based on the recount of paper ballots would be in that case the valid result.

A second possibility would consist in giving legal validity to electronic ballots, i.e.,
the electronic representation of the ballots that is obtained after the direct optical scan.
The paper ballot would only serve as a back-up to perform a new recounting. In case
the results are contested, the paper ballots would need to be re-scan and automatically
recounted. This solution would not however allow performing the recounting on the
sole basis of the information contained in the paper ballot, as the only legal ballot is
the electronic ballot.

6.7.2 Storage of the votes in the Machine Manipulated by the
Voter

In scenarios 1, 2 and 3 of section 6.4.2, the votes are stored on machines directly
manipulated by the voters. Technical safeguards should ensure the secrecy of the vote,
i.e. that a voter cannot see the content of the vote of the previous voter and that no
intermediate totals could be made before the end of the elections. Technical
safeguards should as well guarantee the security of the system as long as the machine
is directly manipulated by the voter, i.e. to prevent any attack to the software.

6.7.3 Multiple scanning

In case the scanning is performed directly by the voter in the voting booth, measures
should be implemented to prevent the voter from scanning his ballot multiple times.
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6.7.4 Numbering of Candidates

In order to reduce the size of the ballots, it has been suggested to number the
candidates in such a way that only the numbers would appear on the ballot. The voter
would be provided with a book (in the voting booth, for instance) where he could
check which number corresponds to each candidate.

6.8 Compliance of Direct Optical Scan Voting Systems
with the CoE Recommendations
Since the consortium does not propose to retain optical scan voting systems for

Belgium, only the general requirements of the Council of Europe will be discussed
here, excluding the technical requirements.

6.8.1 Legal Standards

6.8.1.1 Principles

Universal Suffrage

Direct Optical scan voting systems

1. The voter interface of an eVoting system shall be | Identical to traditional paper ballot voting.
understandable and easily usable. The friendliness of the design of the paper ballot should be
guaranteed if using a different format for reasons of optical
scan features (e.g. numbering of candidates).
2. Possible registration requirements for eVoting shall | ldentical to traditional paper ballot voting.
not pose an impediment to the voter participating in
eVoting
3. eVoting systems shall be designed, as far as it is | ldentical to traditional paper ballot voting.
practicable, to maximize the opportunities that such
systems can provide for persons with disabilities.
4. Unless channels of remote eVoting are universally | N-A.

accessible, they shall be only an additional and
optional means of voting.

Equal Suffrage

5. In relation to any election or referendum, a voter | Identical to traditional paper ballot voting: the paper ballot
shall be prevented from inserting more than one | is given to the voter after identification and authorization.
ballot into the electronic ballot box. A voter shall be
authorized to vote only if it has been established that
his ballot has not yet been inserted in the ballot box.

6. The eVoting system shall prevent any voter from | Only one channel available.
casting a vote by more than one voting channel.

7. Every vote deposited in an electronic ballot box shall | To be guaranteed by appropriate procedures, similar to
be counted, and each vote cast in the election or | those for traditional paper ballot voting.
referendum shall be counted only once.

8. Where electronic and non-electronic voting channels | Traditional counting may easily be merged with electronic
are used in the same election or referendum, there | Scanning and counting at the first totalization center
shall be a secure and reliable method to aggregate all
votes and to calculate the correct result.

Free Suffrage
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vote once that vote has been cast.

9. The organization of eVoting shall secure the free | Identical to traditional paper ballot voting. This is
formation and expression of the voter’s opinion and, | guaranteed using voting booths
where required, the personal exercise of the right to
vote.

10. The way in which voters are guided through the | Not applicable: identical to traditional paper ballot voting.
eVoting process shall be such as to prevent their
voting precipitately or without reflection.

11. Voters shall be able to alter their choice at any point | Identical to the classic paper-based voting procedure: a
in the eVoting process before casting their vote, or to | Procedure is needed to void a ballot and obtain a new
break off the procedure, without their previous | blank one if a voter made a mistake during the marking
choices being recorded or made available to any | Phase.
other person.

12. The eVoting system shall not permit any | Identical to traditional paper ballot voting; privacy and
manipulative influence to be exercised over the voter | free suffrage is guaranteed by the voting booth.
during the voting.

13. The eVoting system shall provide the voter with a Identical to traditional paper ballot voting. If the voter
means of participating in an election or referendum | Operates the scanner (booth or office), he/she may be
without the voter exercising a preference for any of | asked to confirm a blank vote.
the voting options, for example, by casting a blank
vote.

14. The eVoting system shall indicate clearly to the voter | Easily satisfied if scanning is done in the booth or in the
when the vote has been cast successfully and when | voting office; otherwise, identical to traditional paper
the whole voting procedure has been completed. ballot voting.

15. The eVoting system shall prevent the changing of a | Depends on the correctness of the election software.

Secret Suffrage

16.

eVoting shall be organized in such a way as to
exclude at any stage of the voting procedure and, in
particular, at voter authentication, anything that
would endanger the secrecy of the vote.

Identical to traditional paper ballot voting. There is no
direct link between a ballot and the voter.

17.

The eVoting system shall guarantee that votes in the
electronic ballot box and votes being counted are,
and will remain, anonymous, and that it is not
possible to reconstruct a link between the vote and
the voter.

Identical to traditional paper ballot voting. There is no
direct link between a vote set and the voter. The
randomization of vote sets prevents establishing indirect
links.

18.

The eVoting system shall be so designed that the
expected number of votes in any electronic ballot
box will not allow the result to be linked to
individual voters.

Identical to traditional paper ballot voting. Totals for
individual booths or for individual voting offices are not
publicly available.

If ballots are numbered, procedural safeguards should be
put in place in order to prevent that a link could be
established between the vote and the voter.

19.

Measures shall be taken to ensure that the
information needed during electronic processing
cannot be used to breach the secrecy of the vote.

There is no direct link between a vote set and the voter. The
randomization of vote sets prevents establishing indirect
links.

If the votes were stored in the voting machine, technical
safeguards should be implemented to ensure that the
content of the vote of the previous voter cannot be
displayed on the screen.

6.8.1.2 Procedural Safeguards

Transparency

20.

Member states shall take steps to ensure that voters
understand and have confidence in the eVoting
system in use.

Similar enough to traditional paper ballot voting to
guarantee understanding. The possibility of a manual
recount should provide confidence.
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In case of opting for ballots with candidates’ numbers, the
system should be designed so as to be easily understood by
the voters.

21. Information on the functioning of an eVoting | Easily enough to achieve by publishing a description of the
system shall be made publicly available. working of the scanning devices and of the counting

process.

22. Voters shall be provided with an opportunity to | The only need for practicing arises when the voter is
practice any new method of eVoting before, and | expected to operate the scan of the ballot sheet(s) (scanning
separately from, the moment of casting an electronic | in booth or office).
vote.

23. Any observers, to the extent permitted by law, shall | No specific provisions needed.

be able to be present to observe and comment on the
e-elections, including the establishing of the results.

Verifiability and Auditability

24. The components of the eVoting system shall be | See general requirements.
disclosed, at least to the competent electoral
authorities, as required for verification and
certification purposes.
25. Before any eVoting system is introduced, and at | Belgian law stipulates that this should be done by a
appropriate intervals thereafter, and in particular | College of Experts: no specific provisions needed.
after any changes are made to the system, an
independent body, appointed by the electoral
authorities, shall verify that the eVoting system is
working correctly and that all the necessary security
measures have been taken.
26. There shall be the possibility for a recount. Other | Two types of recounts are possible:
features of the eVoting system that may influence the S . .
correctness of the results shall be verifiable. e automated recount with different scanning equipment
and/or software
e manual recount of paper ballots
27. The eVoting system shall not prevent the partial or | No specific provisions needed.

complete re-run of an election or a referendum.

Reliability and Security

28.

The member state’s authorities shall ensure the
reliability and security of the eVVoting system.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages.

29.

All possible steps shall be taken to avoid the
possibility of fraud or unauthorized intervention
affecting the system during the whole voting process.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.

30.

The eVoting system shall contain measures to
preserve the availability of its services during the
eVoting process. It shall resist, in particular,
malfunction, breakdowns or denial of service attacks.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.

3L

Before any e-election or e-referendum takes place,
the competent electoral authority shall satisfy itself
that the eVoting system is genuine and operates
correctly.

Can be achieved by means of adequate procedures during
pre-voting stages, as well as through the general
requirements.

32.

Only persons appointed by the electoral authority
shall have access to the central infrastructure, the
servers and the election data. There shall be clear
rules established for such appointments. Critical
technical activities shall be carried out by teams of at
least two people. The composition of the teams shall
be regularly changed. As far as possible, such
activities shall be carried out outside election
periods.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.
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33. While an electronic ballot box is open, any
authorized intervention affecting the system shall be
carried out by teams of at least two people, be the
subject of a report; be monitored by representatives
of the competent electoral authority and any election
observers.

Can be achieved by means of adequate procedures during
voting and post-voting stages, as well as through the
general requirements.

34. The eVoting system shall maintain the availability
and integrity of the votes. It shall also maintain the
confidentiality of the votes and keep them sealed
until the counting process. If stored or communicated
outside controlled environments, the votes shall be
encrypted.

See general requirements.

35. Votes and voter information shall remain sealed as
long as the data is held in a manner where they can
be associated. Authentication information shall be
separated from the voter’s decision at a pre-defined
stage in the e-election or e-referendum.

See general requirements. There is no direct link between
a vote set and the voter. The randomization of vote sets
prevents establishing indirect links.

If the votes were stored in the voting machine, technical
safeguards should be implemented to ensure that the
content of the vote of the previous voter cannot be
displayed on the screen.

6.8.2 Operational Standards

6.8.2.1 Notification

36. Domestic legal provisions governing an e-election or
e-referendum shall provide for clear timetables
concerning all stages of the election or referendum,
both before and after the election or referendum.

No specific provisions needed.

Clear procedures should be defined by the law as regards
the use of optical scans.

37. The period in which an electronic vote can be cast
shall not begin before the notification of an election
or a referendum. Particularly with regard to remote
eVoting, the period shall be defined and made
known to the public well in advance of the start of
voting.

No specific provisions needed.

38. The voters shall be informed, well in advance of the
start of voting, in clear and simple language, of the
way in which the eVoting will be organized, and any
steps a voter may have to take in order to participate
and vote.

No specific provisions needed, besides information about
the scanning of ballot sheets (booth or office).

6.8.2.2 Voters

39. There shall be a voters’ register which is regularly
updated. The voter shall be able to check, as a
minimum, the information which is held about him
on the register, and request corrections.

No specific provisions needed.

40. The possibility of creating an electronic register and
introducing a mechanism allowing online application
for voter registration and, if applicable, for
application to use eVoting, shall be considered. If
participation in eVoting requires a separate
application by the voter and/or additional steps, an
electronic, and, where possible, interactive procedure
shall be considered.

N.A.

41. In cases where there is an overlap between the period
for voter registration and the voting period, provision
for appropriate voter authentication shall be made.

N.A.
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6.8.2.3 Candidates

42. The possibility of introducing online candidate | N.A.
nomination may be considered

43. A list of candidates that is generated and made | N.A.
available electronically shall also be publicly
available by other means.

6.8.2.4 Voting

44. 1t is particularly important, where remote eVoting | N.A.
takes place while polling stations are open, that the
system shall be so designed that it prevents any voter
from voting more than once.

45. Remote eVoting may start and/or end at an earlier | N.A.

time than the opening of any polling station. Remote
eVoting shall not continue after the end of the voting
period at polling stations.

46.

For every eVoting channel, support and guidance
arrangements on voting procedures shall be set up
for, and be available to, the voter. In the case of
remote eVoting, such arrangements shall also be
available through a different, widely available
communication channel.

Can be achieved by means of adequate procedures during
pre-voting stages, by supplying adequate information
about the voting process.

47.

There shall be equality in the manner of presentation
of all voting options on the device used for casting
an electronic vote.

Identical to traditional paper ballot voting.

48.

The electronic ballot by which an electronic vote is
cast shall be free from any information about voting
options, other than that strictly required for casting
the vote. The eVoting system shall avoid the display
of other messages that may influence the voters’
choice.

Identical to traditional paper ballot voting.

49.

If it is decided that information about voting options
will be accessible from the eVoting site, this
information shall be presented with equality.

N.A.

50.

Before casting a vote using a remote eVoting system,
voters’ attention shall be explicitly drawn to the fact
that the e-election or e-referendum in which they are
submitting their decision by electronic means is a
real election or referendum. In case of tests,
participants shall have their attention drawn
explicitly to the fact that they are not participating in
a real election or referendum and shall — when tests
are continued at election times — at the same time be
invited to cast their ballot by the voting channel(s)
available for that purpose.

N.A.

51.

A remote eVoting system shall not enable the voter
to be in possession of a proof of the content of the
vote cast.

N.A.

52.

In a supervised environment, the information on the
vote shall disappear from the visual, audio or tactile
display used by the voter to cast the vote as soon as it
has been cast. Where a paper proof of the electronic
vote is provided to the voter at a polling station, the
voter shall not be able to show it to any other person,
or take this proof outside of the polling station.

When scanning in the voting booth or office, adequate
precautions must be taken to satisfy this requirement.

6.8.2.5 Results

| 53. The eVoting system shall not allow the disclosure of | Can be achieved by means of adequate procedures during
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the number of votes cast for any voting option until
after the closure of the electronic ballot box. This
information shall not be disclosed to the public until
after the end of the voting period.

pre-voting, voting, and post-voting stages, as well as
through the general requirements.

54. The eVoting system shall prevent processing
information on votes cast within deliberately chosen
sub-units that could reveal individual voters’
choices.

See general requirements.

55. Any decoding required for the counting of the votes
shall be carried out as soon as practicable after the
closure of the voting period.

Can be achieved by means of adequate procedures during
post-voting stages.

56. When counting the votes, representatives of the
competent electoral authority shall be able to
participate in, and any observers able to observe, the
count.

Belgian law stipulates that this should be done by a
College of Experts and by party witnesses: no specific
provisions needed.

57. A record of the counting process of the electronic
votes shall be kept, including information about the
start and end of, and the persons involved in, the
count.

Can be achieved by means of adequate procedures during
post-voting stages.

58. In the event of any irregularity affecting the integrity
of votes, the affected votes shall be recorded as such.

Can be achieved by means of adequate procedures during
post-voting stages.

(See Rec. n°107 and 108: A problem could occur if a
paper ballot is deemed invalid. However, the solution will
consist in defining which of the paper or electronic ballot
is given legal validity.)

6.8.2.6 Audit

59. The eVoting system shall be auditable.

See general requirements.

60. The conclusions drawn from the audit process shall
be applied in future elections and referendums.

The recommendations by the College of Experts should be
implemented in future elections.
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7 Thin clients e-voting system

7.1 Reasons why the consortium did not select this type
of voting system

A very important disadvantage of the thin client voting system is that it ignores some
valid concerns from the public about the secrecy and anonymity of the vote. On the
one hand, voters are requested to enter their voting token into a reader inside the
voting booth before casting their vote. This voting token may consist of the voter’s
elD card, or a voting token such as described in section 5.3.2 that specifies the
proposed improved paper-based voting system. On the other hand, the thin client
present in each booth has no computing capabilities: it transmits all data to a couple of
servers located in the voting office. Hence, the servers store both the votes and the ID
of the voter if an elD card is used as voting token, but should not link this data in any
way. This goal is quite difficult to achieve in practice and it will be difficult to prove
to the voters that full anonymity is indeed guaranteed.

Another disadvantage of this kind of system is that a major single-point-of-failure is
created in the servers. In particular, if it is envisaged at a later stage to connect the
servers to a public network, one is producing a tempting target, inviting hackers to
bring down the system.

The consortium considers that a fully specified version of the thin client system will
resemble the kiosk voting system described below quite closely, except that the kiosk
voting system does not rely to the same extent on the security of the servers located in
the voting offices. It is felt that ensuring and demonstrating the security of the servers
of the thin-client system will be quite hard to achieve.

The thin client voting system uses a paper trail, which allows re-counting votes in
case of dispute. However, in contrast to the scheme selected by the consortium, the
system under investigation here can only be audited by re-counting all the votes that
were cast in the same voting office. There is no possibility to audit a random selection
of the votes.

The system does not appear to be much cheaper than any of the other systems under
investigation, except for some variants of the optical scanner based system. An
informal price quote was requested for a thin client system for 22.000 voting booths
with 750 redundant servers (including operating system licenses, but excluding
maintenance, software development, hardware installation, pointing device and
printer). The quote yielded a cost of 750 USD per voting booth.

7.2 Description

The type of system discussed in this section consists in electronic voting machines
connected to a secure network internal to the voting office and provided with a device
to print paper trails of the voter’s vote. The voting machines are thin clients,
connected to two central servers (for redundancy) in the voting office. No specific
software is running nor is any information recorded into the thin client. Such thin
clients (basically stripped down versions of small footprint personal computers) are
used as input/output stations for applications running on the server(s) to which they
are connected.

The system requires that the voters authenticate themselves to the software of the thin
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client server of the voting office before casting their votes. This authentication is done
in the voting booth by having the voter enter his elD-card in a reader. The server
software reads the national number from the elD-card and may use the information on
the card to decide which lists of candidates need to be displayed (the list of candidates
corresponding to the voter's constituency).

Currently, voters are only allowed to cast their vote at the polling station for which
they have received a convocation letter: hence there is in fact only one possibility.
However, the system may evolve to a configuration where voters can cast their vote at
any voting office of their choice. In such a configuration, the server software will
need to decide which list of candidates to present to the voter. One important
additional complication is the fact that voters may try to vote multiple times by going
to different voting offices. This can only be countered by introducing a centralized
registration of voters having already cast their votes. All voting offices need to be
permanently connected to this central registry. In this study, we do not discuss all the
issues that may arise in this hypothetical configuration and we assume the simpler
case where a voter must vote in a specific voting office.

If the voter has no elD-card, because it was lost or stolen, a temporary card needs to
be issued before the date of the elections. This temporary card may contain only the
data needed for the elections.

In order to cast his vote, the voter indicates his choice on the screen of the voting
computer in a way similar to the one described in section 5.6.1.5 for the proposed
voting system. Subsequently, the vote is printed on a paper trail ticket by a printer in
the voting booth. The printer and the printed vote are situated behind a window, such
that the voter can see the printed vote, but not touch it. The vote is printed both in
human readable form and encoded in a barcode. The barcode is there to allow for a
speedier re-count of the votes if needed. The following information is printed:

e Number of the list for which the voter has cast his vote
If the vote is on the head of the list
The preferences choices
The date of the election
The number of the polling station
The number of the main polling station
e The barcode

If the printed vote corresponds to the voter's intentions, then the voter confirms the
vote by pressing a button. When the button is pressed, the paper printout is dropped
automatically in an urn of the voting office. Furthermore, these servers register that
this voter has successfully completed the voting procedure.

After the voting period on Election day, the president of the voting office gathers the
tickets situated in the urns and puts them together in a bag to be sent to the appropriate
totalization office. He then copies the votes registered in both servers on CDs, which
are then sent to the appropriate totalization office.

7.3 Advantages and disadvantages

The most important advantages of this kind of systems are related to efficiency: vote
casting and vote counting are fully automated. The use of only two servers per voting
office and thin clients in the voting booths should help to reduce the investments in
hardware. Besides, this kind of system scales up to a certain point: the number of
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voting booths per voting office may be increased without needing to install more
powerful servers.

The most important disadvantages relate to security and trust.

Firstly, the requirement to insert the elD-card in a reader situated in the voting booth
is problematic from the point of view of anonymity. Indeed, the servers store both the
national number of the voters and their votes. Since the server needs to ensure that
every voter successfully completes the voting procedure exactly once, it is difficult to
logically separate the voting information from the identity information. Even the
weakest type of correlation between identity and vote is unacceptable, but difficult to
avoid, e.g. time of voting is approximately equal to time of identification.

Secondly, the system foresees a double authentication of the voters: once to the
president of the voting office, and once to the servers, by using the elD-card. The
servers, however, have no means to verify that the card in the reader is genuine; that it
belongs to the person in the booth, and that is has not been reported stolen, i.e., a voter
could easily present his own elD card to the president of the voting office, and cast
with more than one elD card (e.g., using his own and subsequently a second person’s
card) in the voting booth. The elD-card may have been cloned or stolen. One could
imagine that the servers read out also the card number and check whether it was
reported as stolen, either based on a recently updated list of stolen elD cards, or after
an online query. However, the loss might not have been reported yet. The server could
ask the voter to enter his PIN, but that would probably not alleviate the fear that
anonymity may be breached.

Even if technical solutions for the problems mentioned are found, there remains the
issue that voters have to trust the system. They have to believe that the votes on the
paper tickets are the same as the electronic votes. Auditors can verify the
correspondence between electronic votes and paper votes only by re-counting all the
votes cast in the same voting office.

In the future, the servers of the voting office might go on-line to pass on the results of
the vote, or to authenticate voters from a different district. Connecting the servers to
the outside world by means of a network introduces vulnerabilities to viruses, hackers,
denial-of-service attacks, etc.

Electronic Voter’s Register/Filing System

In order to enable the registration of voters through the use of elD cards, a specific file
on the servers containing the personal data of voters (national number, voting
residence, etc.) will have to be created on the basis of the voter’s register. As the
national number is planned to be used, this processing is subject both to the Data
Protection Act® and to the National Register Act of 8 August 1983. The Sector
Committee for the National Register, in charge of controlling the compliance with
laws governing the National Register, the population registers and the national 1D
card should be consulted for advice and authorization.

Furthermore, as the authentication procedure and the casting of votes will be managed
by the same server, additional security safeguards should be implemented in order to

% Act of 8 December 1992 relative to the protection of private life, Belgian Gazette
18 march 1993.
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ensure the secrecy of the vote.

7.4 Compliance of Thin Clients Voting System with the

CoE Recommendations

Since the consortium does not propose to retain thin client voting systems for
Belgium, only the general requirements of the Council of Europe will be discussed

here, excluding the technical requirements.

7.4.1 Legal Standards
7.4.1.1 Principles

Universal Suffrage

Thin Clients VVoting System

1. The voter interface of an eVoting system shall be
understandable and easily usable.

Similar to eVoting system currently in use. The visual
verification of the paper trail is new.

2. Possible registration requirements for eVoting shall
not pose an impediment to the voter participating in
eVoting

It is not necessary to register for the electronic voting. The
identification data could be based on the voters’ register

3. eVoting systems shall be designed, as far as it is
practicable, to maximize the opportunities that such
systems can provide for persons with disabilities.

Similar to eVoting system currently in use.

4. Unless channels of remote eVoting are universally
accessible, they shall be only an additional and
optional means of voting.

N.A.

Equal Suffrage

5. In relation to any election or referendum, a voter
shall be prevented from inserting more than one
ballot into the electronic ballot box. A voter shall be
authorized to vote only if it has been established that
his ballot has not yet been inserted in the ballot box.

To be guaranteed by appropriate technical safeguards.

6. The eVoting system shall prevent any voter from
casting a vote by more than one voting channel.

Only one channel available.

7. Every vote deposited in an electronic ballot box shall
be counted, and each vote cast in the election or
referendum shall be counted only once.

To be guaranteed by appropriate procedures and technical
safeguards.

8.  Where electronic and non-electronic voting channels
are used in the same election or referendum, there
shall be a secure and reliable method to aggregate all
votes and to calculate the correct result.

Similar to eVoting system currently in use.

Free Suffrage

9. The organization of eVoting shall secure the free
formation and expression of the voter’s opinion and,
where required, the personal exercise of the right to
vote.

Identical to traditional paper ballot voting, guaranteed by
the use of a voting booth.

10. The way in which voters are guided through the

The voter definitively confirms his vote after the printing
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eVoting process shall be such as to prevent their
voting precipitately or without reflection.

of the paper trail ticket.

11. Voters shall be able to alter their choice at any point | A procedure is needed to separate tickets not validated by
in the eVoting process before casting their vote, or to | the voter.
break off the procedure, without their previous
choices being recorded or made available to any
other person.

12. The eVoting system shall not permit any | Identical to traditional paper ballot voting. Privacy and
manipulative influence to be exercised over the voter | free suffrage is guaranteed by the voting booth.
during the voting.

13. The eVoting system shall provide the voter with a | Similar to eVoting system currently in use. The voter may

means of participating in an election or referendum
without the voter exercising a preference for any of
the voting options, for example, by casting a blank
vote.

be asked to confirm a blank vote.

14.

The eVoting system shall indicate clearly to the voter
when the vote has been cast successfully and when
the whole voting procedure has been completed.

Easily satisfied with the confirmation asked from the voter
once the ticket is printed.

15.

The eVoting system shall prevent the changing of a
vote once that vote has been cast.

Depends on the correctness of the election software and its
resistance to tampering.

Secret Suffrage

16.

eVoting shall be organized in such a way as to
exclude at any stage of the voting procedure and, in
particular, at voter authentication, anything that
would endanger the secrecy of the vote.

Authentication and voting procedure should be strictly
separated. The authentication procedure should finish at the
latest before the final confirmation by the voter.

17.

The eVoting system shall guarantee that votes in the
electronic ballot box and votes being counted are,
and will remain, anonymous, and that it is not
possible to reconstruct a link between the vote and
the voter.

The authentication procedure should finish at the latest
before the final confirmation by the voter.

18.

The eVoting system shall be so designed that the
expected number of votes in any electronic ballot
box will not allow the result to be linked to
individual voters.

Identical to traditional paper ballot voting. Totals for
individual booths or for individual voting offices are not
publicly available.

19.

Measures shall be taken to ensure that the
information needed during electronic processing
cannot be used to breach the secrecy of the vote.

Authentication and voting procedure should be strictly
separated. The authentication procedure should finish at the
latest before the final confirmation given by the voter.

7.4.1.2 Procedural Safeguards

Transparency

20.

Member states shall take steps to ensure that voters
understand and have confidence in the eVoting
system in use.

Voters understands the eVoting system in use and in vast
majority trust it; the paper trail strengthens the confidence
in the system. The voter is required to trust that his identity
is not encoded in any way in the barcode on the paper trail
and that it is not associated with his vote in the servers.

21.

Information on the functioning of an eVoting
system shall be made publicly available.

Easily enough to achieve by publishing a description of the
working of the eVoting system and of the counting process.

22.

Voters shall be provided with an opportunity to
practice any new method of eVoting before, and
separately from, the moment of casting an electronic
vote.

Training facilities should be made available both on the
Internet and in the municipalities.

23.

Any observers, to the extent permitted by law, shall
be able to be present to observe and comment on the

No specific provisions needed. The College of Experts
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e-elections, including the establishing of the results.

should be kept in charge of this process.

Verifiability and Auditability

24. The components of the eVoting system shall be
disclosed, at least to the competent electoral
authorities, as required for verification and

certification purposes.

See general requirements.

25. Before any eVoting system is introduced, and at
appropriate intervals thereafter, and in particular
after any changes are made to the system, an
independent body, appointed by the electoral
authorities, shall verify that the eVoting system is
working correctly and that all the necessary security

measures have been taken.

Belgian law stipulates that this should be done by a
College of Experts: no specific provisions needed.

26. There shall be the possibility for a recount. Other
features of the eVoting system that may influence the

correctness of the results shall be verifiable.

Three types of recounts are possible:

a. automated recount with different software

b. automated recount based on the scanning of barcodes
c. manual recount of paper ballots

The possibilities suggested by the CoE are the following:
instruct the eVoting system to recount; transfer the
electronic ballot box to a similar but distinct eVoting
system and perform the second counting on this system;
let the recount be performed by a different system which is
interoperable with the eVoting system

27. The eVoting system shall not prevent the partial or
complete re-run of an election or a referendum.

Servers are located in each voting office. If part of the
election should be re-run, this would be possible at the
very level of voting office.

Reliability and Security

28. The member state’s authorities shall ensure the

reliability and security of the eVVoting system.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages.

29. All possible steps shall be taken to avoid the
possibility of fraud or unauthorized intervention

affecting the system during the whole voting process.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages, as well as through the general requirements.
The network used in the voting offices should be duly
secured.

30. The eVoting system shall contain measures to
preserve the availability of its services during the
eVoting process. It shall resist, in particular,

malfunction, breakdowns or denial of service attacks.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages, as well as through the general requirements.
The use of two servers with replication software
contributes.

31. Before any e-election or e-referendum takes place,
the competent electoral authority shall satisfy itself
that the eVoting system is genuine and operates

correctly.

Can be achieved by means of adequate procedures during
pre-voting stages, as well as through the general
requirements.

32. Only persons appointed by the electoral authority
shall have access to the central infrastructure, the
servers and the election data. There shall be clear
rules established for such appointments. Critical
technical activities shall be carried out by teams of at
least two people. The composition of the teams shall
be regularly changed. As far as possible, such
activities shall be carried out outside election

periods.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.

33. While an electronic ballot box is open, any

Can be achieved by means of adequate procedures during
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authorized intervention affecting the system shall be
carried out by teams of at least two people, be the
subject of a report; be monitored by representatives
of the competent electoral authority and any election
observers.

voting and post-voting stages, as well as through the
general requirements.

34. The eVoting system shall maintain the availability
and integrity of the votes. It shall also maintain the
confidentiality of the votes and keep them sealed
until the counting process. If stored or communicated
outside controlled environments, the votes shall be

encrypted.

Votes will be stored encrypted until the tallying of the
votes.

35. Votes and voter information shall remain sealed as
long as the data is held in a manner where they can
be associated. Authentication information shall be
separated from the voter’s decision at a pre-defined

stage in the e-election or e-referendum.

Authentication and voting procedure should be strictly
separated. The authentication procedure should finish at
the latest before the last confirmation given by the voter.

7.4.2 Operational Standards

7.4.2.1 Notification

36. Domestic legal provisions governing an e-election or
e-referendum shall provide for clear timetables
concerning all stages of the election or referendum,

both before and after the election or referendum.

Clear procedures should be defined by the law.

37. The period in which an electronic vote can be cast
shall not begin before the notification of an election
or a referendum. Particularly with regard to remote
eVoting, the period shall be defined and made
known to the public well in advance of the start of

voting.

No specific provisions needed.

38. The voters shall be informed, well in advance of the
start of voting, in clear and simple language, of the
way in which the eVoting will be organized, and any
steps a voter may have to take in order to participate

and vote.

Information about the procedure to be followed should be
provided to the voter.

7.4.2.2 \/oters

39. There shall be a voters’ register which is regularly
updated. The voter shall be able to check, as a
minimum, the information which is held about him

on the register, and request corrections.

Identical to traditional voting system.

40. The possibility of creating an electronic register and
introducing a mechanism allowing online application
for voter registration and, if applicable, for
application to use eVoting, shall be considered. If
participation in eVoting requires a separate
application by the voter and/or additional steps, an
electronic, and, where possible, interactive procedure

shall be considered.

N.A.

41. In cases where there is an overlap between the period
for voter registration and the voting period, provision

for appropriate voter authentication shall be made.

N.A.

7.4.2.3 Candidates

42. The possibility of introducing online candidate

N.A.
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nomination may be considered

43. A list of candidates that is generated and made | N.A.
available electronically shall also be publicly
available by other means.

7.4.2.4 Voting

44, It is particularly important, where remote eVoting | N.A.
takes place while polling stations are open, that the
system shall be so designed that it prevents any voter
from voting more than once.

45. Remote eVoting may start and/or end at an earlier | N.A.

time than the opening of any polling station. Remote
eVoting shall not continue after the end of the voting
period at polling stations.

46. For every eVoting channel, support and guidance
arrangements on voting procedures shall be set up
for, and be available to, the voter. In the case of
remote eVoting, such arrangements shall also be
available through a different, widely available
communication channel.

Can be achieved by means of adequate procedures during
pre-voting stages, by supplying adequate information
about the voting process. Voters are already allowed to
request the help of a member of the polling office.

47. There shall be equality in the manner of presentation
of all voting options on the device used for casting
an electronic vote.

Similar to eVoting system currently in use.

48. The electronic ballot by which an electronic vote is
cast shall be free from any information about voting
options, other than that strictly required for casting
the vote. The eVoting system shall avoid the display
of other messages that may influence the voters’
choice.

Similar to eVoting system currently in use.

49. |Ifitis decided that information about voting options
will be accessible from the eVoting site, this
information shall be presented with equality.

N.A.

50. Before casting a vote using a remote eVoting system,
voters’ attention shall be explicitly drawn to the fact
that the e-election or e-referendum in which they are
submitting their decision by electronic means is a
real election or referendum. In case of tests,
participants shall have their attention drawn
explicitly to the fact that they are not participating in
a real election or referendum and shall — when tests
are continued at election times — at the same time be
invited to cast their ballot by the voting channel(s)
available for that purpose.

N.A.

51. A remote eVoting system shall not enable the voter
to be in possession of a proof of the content of the
vote cast.

N.A.

52. In a supervised environment, the information on the
vote shall disappear from the visual, audio or tactile
display used by the voter to cast the vote as soon as it
has been cast. Where a paper proof of the electronic
vote is provided to the voter at a polling station, the
voter shall not be able to show it to any other person,
or take this proof outside of the polling station.

Similar to eVVoting system currently in use. No paper proof
is provided to the voter since paper trail tickets are
inaccessible.

7.4.2.5 Results

53. The eVoting system shall not allow the disclosure of
the number of votes cast for any voting option until
after the closure of the electronic ballot box. This
information shall not be disclosed to the public until

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.
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after the end of the voting period.

54. The eVoting system shall prevent processing
information on votes cast within deliberately chosen
sub-units that could reveal individual voters’
choices.

Can be achieved by means of adequate procedures during
post-voting stages, as well as through the general
requirements.

55. Any decoding required for the counting of the votes
shall be carried out as soon as practicable after the
closure of the voting period.

Can be achieved by means of adequate procedures during
post-voting stages.

56. When counting the votes, representatives of the
competent electoral authority shall be able to
participate in, and any observers able to observe, the
count.

Belgian law stipulates that this should be done by a
College of Experts and by party witnesses: no specific
provisions needed.

57. A record of the counting process of the electronic
votes shall be kept, including information about the
start and end of, and the persons involved in, the
count.

Can be achieved by means of adequate procedures during
post-voting stages.

58. In the event of any irregularity affecting the integrity
of votes, the affected votes shall be recorded as such.

Can be achieved by means of adequate technical features
during post-voting stages.

7.4.2.6 Audit

59. The eVoting system shall be auditable.

See general requirements.

60. The conclusions drawn from the audit process shall
be applied in future elections and referendums.

The recommendations by the College of Experts should be
implemented in future elections.
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8 Remote/Internet voting based on homomorphic
encryption

8.1 Reasons why the consortium did not select this type
of voting system

Only a very small number of secure remote voting systems have been fully developed
on paper. Almost none have been deployed in practice. Among experts, there appears
to be a consensus that these systems still suffer from childhood diseases.

Secondly, it is not certain that the public is ready to accept fully computerized voting
systems. Even though mathematical proofs of security exist and can be provided, they
cannot be explained in simple terms to laymen. The absence of a paper trail and the
need to blindly trust the correctness of program code are often cited as reasons not to
adopt systems like this one.

Thirdly, a remote voting system contains client-side applications that help the voter to
cast his vote. The security of these applications cannot — within the current state of
available technologies — be ensured because of the multitude of viruses, OS version
variations, and bugs that are present on home PCs. At the moment, there is not
sufficient infrastructure to support voting from home.

Finally, there remain the problems of coercion, vote buying etc., which are difficult to
avoid in any remote voting system.

Still, it might be interesting to deploy this kind of voting system for specific voters
such as, for instance, Belgians residing abroad. This would allow effective
experimentation provided sufficient safeguards are implemented and might pave the
way for greater automation of the voting process.

8.2 Introduction

The voting schemes described in this section and the next are based on homomorphic
encryption. Using homomorphic encryption, the product of encrypted messages
equals the encryption of the sum of the messages. This is useful for electronic voting,
where the encrypted message is the vote and hence we do not need to decrypt
individual votes in order to get the final tally.

The remote voting system based on homomorphic encryption is depicted in Figure 23.
It consists of two main parts: server side components and client side components. The
server is operated by election officials and contains mainly the voting server software,
the configuration manager software, a web server, and databases. The web server has
two distinct functions: it displays election details and it allows for downloading
remote voting client software. The voting server executes all the tasks related to
server side voting functions. The configuration manager reads the input provided by
election officials and formats it and makes it available to other modules.

Voters and (remote) talliers use fixed or mobile Internet devices to connect to the
remote voting servers for operations like registration, voting and tallying. Here, a web
browser is used for viewing elections details and getting remote voting clients.
Registration and Voting Clients are used by voters and the Tallier Client is used by
remote talliers for their share of the tally process.
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Figure 23: Remote voting architecture based on homomorphic encryption

8.3 Functional overview of the remote voting
architecture
In this section we consider the various phases of an election and the relevance of each

step to remote voting. The whole election process can be divided into the following
three phases:

e Setup phase (pre-election),
e Voting phase (election),

e Tabulation phase (post-election).

8.3.1 The setup phase

This stage involves the initialization of the technical part of the election system
(servers) as well as the initialization of the organizational structure. All the necessary
election parameters are configured using Configuration Manager tools.

8.3.1.1 The election officials, scrutineers and administrators

The election officials, scrutineers and administrators are appointed. It is assumed that
these individuals have been specifically trained to fulfill their obligations and that
they fully understand their roles and responsibilities.

Election officials execute all the steps in the election process which need human
intervention such as operating the computer systems and supplying the necessary data
to the system. In any case, election officials are responsible for the composition of the

Page 99 of 149



various ballot forms and the assignment of types of ballot forms to (classes of) voters.

Scrutineers monitor the election process, both by verifying the actions of the election
officials and by performing the necessary checks on the computer systems.

Administrators are privileged users of the remote voting system who ensure the
proper functioning of the IT equipment and software used during the whole voting
process.

8.3.1.2 Talliers

Furthermore, the talliers are appointed. These individuals will be responsible for
determining the election result from the votes that were cast. The concrete tasks of the
talliers depend heavily on the underlying (cryptographic) protocols. The number of
talliers may vary from just one to tens or even hundreds. Depending on underlying
(cryptographic) protocols, Tallier keys are generated. That is, either

e Generation of special key-pairs or

e Talliers interact to generate individual shares of a key.
In each case, the “keys” are stored on a smart card or on disc.

8.3.1.3 Voter registration

Finally, the list of registered voters is determined. This part may actually consist of a
lengthy and complicated process. An important step in the voter registration process is
formed by the initialization of the voter authentication mechanisms to be used during
the voting stage.

During voter registration, two possibilities may be used:

e Registration by voters themselves. For example: each voter uses appropriate
software to generate a pair of keys as a part of the registration process and
submits the key pair’s public key to the remote voting server.

e Eligible voters are registered by election officials. For example, by using
smart card based authentication, assuming that the smart cards have been
issued in a legitimate way. Here, election officials can add the voters’ public
keys to the voter database without any intervention of individual voters.

All the above operations are performed well before the start time of voting, which is
the time at which the voting phase begins and servers start delivering electronic
ballots to voters and accepting votes.

8.3.2 Voting phase

The voting phase consists of four steps: voter authentication, ballot production,
voting, and ballot validation. To perform these operations, voters use downloaded
remote voting client software to connect to the remote voting server over a secure
SSL connection through the Internet.

8.3.2.1 Authentication phase
A voter authenticates himself to the remote voting server using the authentication
engine.
The Authentication Engine provides an authentication/verification service for the
other elements of the system. It offers two basic services:

e An on-line challenge/response protocol to authenticate a voter on a remote
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client.

e A signature verification procedure for received signed messages.
With successful authentication, the process continues to ballot production phase.

8.3.2.2 Ballot production phase

At the remote voting server, depending on the authenticated VoterID, the voter’s
entitlement is checked as well as his voting status. Based on this, a suitable ballot is
created and sent back to voter. The appropriate databases are updated to reflect this
action.

8.3.2.3 Voting phase

Using the ballot sent to him by the voting server, the voter casts his vote(s) and sends
it back to the voting server.

8.3.2.4 Ballot validation phase

At the remote voting server, a check on the VoterID and its VVoting Status is carried
out. Next, the submitted vote is validated and if successful, the vote is stored in the
Bulletin board database. An acknowledgement is sent to the voter in any case.

After the end of the voting period, no more ballots are accepted at the server and the
Bulletin board database is ready for the tabulation phase.

8.3.3 Tabulation phase

On the completion of the voting phase the votes need to be counted. Designated and
genuine talliers use downloaded voting tallier client software to connect to the remote
voting server through a secure SSL connection over the Internet.

e The server tallying software processes all the votes in the database to generate
a token.

e Talliers individually connect to the remote voting server and retrieve the
token.

o Tallier client software “decrypts” the token.

e Tallier client returns the decrypted token. Tallying server software can be
asked to validate the returned token and to discard “false” returns.

o Tallying server software collects returned tokens.

e After receiving at least N out of M (these parameters are configured in the
Setup Phase) sub-tally results, the tallying software computes the election
result.

e The Tallying software publishes the election result.
The declaration of the result leads to the completion of the total election process.

8.4 Block Overview of the Remote Voting Architecture

The remote voting architecture is divided into appropriate blocks based on their
functions in the system. Three parts can be distinguished:

e Server related modules,

e Client related modules, and

Page 101 of 149



e Modules common to both server and client.

Figure 24 gives the notations used for some of the symbols appearing in Figure 25
and.Figure 26

Open Internet connection [SSL]

Secure data connection

<+—>
I:I Contains GUI
[ ]

Mainly uses third party software

Figure 24: Symbol information

8.4.1 Remote voting server architecture
The remote voting server is presented in Figure 25. The server consists of:

e remote voting server software,
e remote voting configuration software,
e HTML (web) server,

e databases.
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Figure 25: Remote Voting Architecture — Server

8.4.1.1 Administration Block

The Administration Block provides the GUI, by which the election administrators
control the Remote voting server. The administration does not have many user
functions and the GUI is rather simple. The functions of the administration block are:

e start the server (timer controlled service start-up and termination),
e start logging,

e start the configuration manager,

o display server status,

e user authentication to prevent unauthorized persons trying to operate the
system.

8.4.1.2 Server database
The remote voting system requires three databases:

e eligible voters,
e registered voters and talliers, and

o hballot/tally databases.
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These may or may not reside on the same computer. The eligible and registered voters
databases could also be merged by storing a registration attribute in the eligible voters
database. Data storage is also needed for election parameters, election web pages, and
for the voters’ public keys.

8.4.1.3 Server configuration

There needs to be a software component for configuring the server and election
parameters, because each election has many unique properties. When the
configuration is finished, it should be impossible for anyone to change the
configuration without proper authorization. At least some of the configured
parameters will need to be transferred to the Remote voting Web server, which
presents election information. However, the configuration utility is not used for that.

8.4.1.4 HTML (web) server

The HTML (web) server is used to make the election web pages available to the
voters. Its duties are:

e presenting election information;
e giving information about the Remote voting system;

e allowing the download of suitable remote voting clients for the user's
terminal.

8.4.1.5 Other modules
Other modules are common with the client and are described in section 8.4.3.

8.4.2 Client architecture

The Remote voting client is presented in Figure 26. The structure of the software is
designed to be as similar as possible to that of the server software, in order to make
the maintenance of the code easier. However, there are more important factors to take
into account than ease of maintenance, such as: size of client code and running speed
of the code. There are also notable differences between client and server, e.g., in GUI,
use of specialized cryptographic hardware, database connectivity, and manager
blocks. This means that although most of the blocks have identical names and lots of
common contents, there are differences inside these blocks. The server's blocks may
contain unused client code, but due to the code size and the related download time
restrictions, this redundant code must be removed from the client's code.

There are other differences between the client and the server. The election parameters
are downloaded from the server and they must have some storage and access method
in the client. However, there is no need to have database software in the client, a file
or memory object will be sufficient. Also a smart card and a smart card reader will be
used only in the client. The server is always a Java application, but the client can be
implemented also to be run as Java Applets in a web browser. Even though an
application would be used in a client, a web browser is still needed to fully use the
system, e.g., some election information is only available from the HTML server.
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Figure 26: Remote voting architecture — Client

8.4.3 Remote voting software modules common to client and
server

The remote voting common software has been divided into different blocks according
to the tasks it has to perform. The blocks are:

e Server/Client Manager,

e Authentication Engine,

e Voting Engine,

e Messaging Block,

e Communication Block,

e Cryptographic Library, and
o Utilities.

At the highest layer are the Server/Client Managers, which are responsible for user
interaction using the GUI module and which control the operations. Next in the
hierarchy come the Authentication and Voting Engines, which provide the main
functionality of the server. The rest of the modules are supporting the main
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functionality.

8.4.3.1 Server and Client Managers

The Manager blocks are the core of remote voting software. They control the other
modules according to the state of the system. They display information to the user and
wait for user input. They use the services of other modules through APIs.

8.4.3.2 Authentication Engine

The Authentication Engine's task is to authenticate the user before either voting or
tallying is allowed. A client Authentication Engine will initially present its user ID.
The server Authentication Engine will check the database to determine if the user ID
is valid, and then use the designated method to authenticate that user. Authentication
is based on a challenge-response protocol, which supports both public key and
PIN/password approaches.

8.4.3.3 Voting Engine
The voting engine’s task is to handle the functions required by the voting protocols.

8.4.3.4 Communication Block

The communication block is responsible for establishing and maintaining an SSL
connection between client and server. As part of this process the server
Communication Block presents a certificate to the client so that the server's identity
may be confirmed. (Note that the client authentication is handled at the application
level by the Authentication Engine). All network traffic between the server and the
client is routed through the secure SSL tunnel.

8.4.3.5 Cryptographic Library

The cryptography library will be used mainly for basic operations that are the result of
a cryptographic operation. These mathematical operations represent the heart of the
cryptographic library. They allow implementing e.g., the homomorphic encryption,
but also other public-key algorithms such as digital signatures, the generation of
random seeds for keys and key pairs, etc.

e Encryption: the encryption operation protects the confidentiality of the
information processed, stored (depending on the application, information may
be stored persistently or temporarily) or conveyed from one entity to another.

e Secret-key algorithms: may be used when communicating securely from a
web browser to a web server, e.g., using SSLv3.0 or TLSv1.0. Encryption
algorithms that can be used in this context include the AES (with 128-bit
keys) and 3DES (with 112-bit or 168-bit-keys). The mode of operation for
this encryption must be chosen as needed: CBC, CFB, etc.

e Public-key algorithms such as the EIGamal homomorphic encryption protect
the confidentiality of a voter’s vote.

e Random generation: the security of many cryptographic systems depends
upon the generation of unpredictable inputs. Examples include the generation
of a secret encryption key, the generation of an ElGamal key pair, the
generation of a random seed when encrypting with the ElGamal
cryptosystem, etc. The cryptography library gives access to a secure random
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(number) generator. Note that this generator must be carefully initialized in
order to produce unpredictable output.

e Data integrity (message authentication): the cryptography library provides
data integrity operations. Depending on the requirements, these operations
rely on no secret information (cryptographic hash functions), on a shared
secret (message authentication codes), or on public key cryptography such as
digital signatures (using RSA, ElGamal, DSA, etc.).

e Entity authentication (identification): techniques providing identification
allow one party (the verifier) to gain assurances that the identity of another
(the claimant) is as declared, thereby preventing impersonation. The
cryptographic library provides support for zero-knowledge identification
protocols, digital signatures and for password-based identification schemes. If
necessary for the digital signature scheme, suitable padding schemes are
applied before generating the digital signature.

8.4.3.6 Utilities

The functionality that does not fit into any other block is combined into the Utilities
Block. The contents of the utilities are, e.g.:

e logging: opening/closing file, writing to file;
e helper functions to use databases;
e getting operating system low level information.

8.5 Compliance of Internet/Remote Electronic Voting
with the CoE Recommendations

Since the consortium does not propose to retain Internet/remote electronic voting for
Belgium, only the general requirements of the Council of Europe will be discussed
here, excluding the technical requirements.

A recent Law Proposal®! intends to introduce Internet voting as an alternative voting

channel for Belgian citizens living abroad. No indications on the system to be used are
included. It should be noticed that the Law proposal refers to two different modalities
which do not both fit into what the Council of Europe acknowledges as “Remote
electronic voting”. The first modality consists of casting a vote on a computer at the
Embassy or consulate. This option is a modality of kiosk voting and similar to the one
suggested in the previous section. The second modality foresees the possibility of
casting a vote on a personal computer at home. As mentioned above, the Council of
Europe does not acknowledge the first modality as remote electronic voting as long as
the vote is cast in a supervised environment and thus does not raise the specific
concerns of remote voting regarding the protection of the secrecy of the vote, the
freedom of the vote as well as the procedure of identification of the voter.

Internet voting is conceived as an alternative way to cast a vote, but requires the voter

% Belgian Parliament, Law Proposal modifying article 180bis of Electoral Code
related to the vote of Belgian living abroad and intending to introduce « remote e-
voting », doc n°® 52K0090, 6 August 2007
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to expressly opt for this channel prior to the election.*® Belgians living abroad are
already given the possibility to cast their vote in an unsupervised environment, by
postal voting.

The Venice Commission, in its report on the compatibility of remote voting and
electronic voting with the standards of the Council of Europe®, acknowledged the
conformity of postal and electronic remote voting with the principles of democratic
elections. This body asserts that “their compatibility depends primarily on adequate
provision, through national legislation and legal practice, of the prescribed conditions,
taking particular account of technical and social conditions.”

According to guideline 1.3.2. of the Code of Good Practice in Electoral Matters, postal
voting should be allowed only where the postal service is safe (in other words,
protected from deliberate manipulation) and reliable, in that it operates correctly.®*
Remote electronic voting should ensure the same degree of reliability as postal voting.

8.5.1 Universal Suffrage

The Principle of universal suffrage requires that ‘Unless channels of remote eVoting
are universally accessible, they shall be only an additional and optional means of
voting’. This means that using a single remote electronic voting channel in isolation
restricts accessibility. The voter should be protected from a situation where the only
means offered for voting is one that is not effectively available to him. This calls for
procedural and technical safeguards to ensure that all voters will be able to cast their
vote the day of the election. Remote eVoting may start or end at an earlier time than
the opening of any polling station. Remote eVoting shall not continue after the end of
the voting period at polling stations. Procedural safeguards should be implemented to
allow the voter to cast his vote in case a problem occurs with the server.

It follows that every eligible voter shall have access to at least one voting channel and
that:

e a contingency procedure shall be drawn up to prepare for the possibility that
one or more voting channel where necessary (Recommendations 61b, 70a,
71a);

e the contingency procedure shall include measures for physical disaster
recovery (Recommendation 75b);

o staff shall be trained to follow the contingency procedure (Recommendation
71b);

e the eVoting system shall be protected against threats to its availability
including: malfunctioning, breakdown and denial of service attacks
(Recommendation 30);

¥ The current article 180bis of the Electoral Law requires Belgians living abroad to fill
out a form where they indicate which voting channel they will use and the
municipality where they wish to be registered.

33 Council of Europe, Venice Commission, Report on the compatibility of remote

voting and electronic voting with the standards, adopted at its 58th Plenary

Session (Venice, 12-13 March 2004)

European Commission For Democracy Through Law, Report on the compatibility of

remote voting and electronic voting with the standards of the council of Europe,

adopted on the 12-13 March 2004, pts 15 and 16.

34
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e the availability of each voting channel shall be subject to regular checks
(Recommendation 79b).

The timetable for voting channel availability shall be designed to maximize voter
access and shall be made public well in advance of the start of the polling period
(Recommendations 37, 45).

Finally, it is recommended that the registration procedure does not differ from the
existing one in order to avoid confusion amongst voters. The example of France is
worth mentioning: in the elections of the Assembly of French living abroad’s
representatives of June 2006, the complexity of the procedure discouraged many
voters living abroad from opting for this voting channel.

8.5.2 Equal Suffrage

The principle of equal suffrage requires that every voter is granted the same number
of votes. The Belgian Constitution grants one vote to each eligible voter. In order to
avoid multiple voting, the Venice Commission recommends that, when remote voting
takes place outside the country, specific safeguards should be implemented, e.g.
names of the voters who use remote voting should be crossed out from the lists in a
way which prevents them from voting more than once at the polling station during the
voting period on Election Day. The Law proposal suggests using either a personal
code or a chip card (the elD card) for the authentication procedure.

The use of an electronic authentication procedure calls for the creation of an
electronic voter’s files which should be able to distinguish eligible voters from other
citizens and distinguish those who have successfully cast their votes from those who
have not. This may require special attention where multiple voting channels exist and
where voter registers may not be up-to-date. However, in the current voting system,
Belgians living abroad must opt in advance for one specific channel. This allows
establishing separated voter’s lists for each voting channel.

8.5.3 Free Suffrage

The free formation and expression of the voter’s opinion principle appears to be
particularly vulnerable in remote eVoting. It is obvious that the same level of secrecy
as the one ensured in voting booths cannot be ensured. Remote Internet voting should
thus use the existing standards in postal voting as reference. It appears necessary to
ensure the confidentiality of electronic voting with measures comparable to those
applicable to postal voting, especially by preventing data manipulation, protecting
anonymity to prevent possible disclosure of the elector’s wishes, and by maintaining
the authenticity and integrity of the votes cast.

Specific safeguards should be implemented in order to ensure that:

e Only the voter should have access to his own vote. Technical safeguards
should ensure that the content of the vote cannot be printed or stored on the
voter’s personal computer, but this appears to be quite difficult to achieve. The
confidentiality of the vote is guaranteed by a strict separation of the
authentication procedure and the storage of the casting of a vote.

e The eVoting system should not permit any manipulative influence to be
exercised over the voter during the vote. The remote voting system described
here ensures the same level of guarantee as the current postal voting system.
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e The eVoting facilities should not allow the completed ballot to be stored on
the voter’s device and the vote cast later.

e No one other than the voter should have access to the vote, either on the
device or during the transmission to the ballot box. e.g.: sounds which can be
associated with a candidate or an option, pop-up screens promoting a
particular choice.

8.5.4 Secret Suffrage

With regard to the secrecy of the vote, voters must be able to obtain confirmation of
their votes and correct them, if necessary, while respecting the secrecy of suffrage.
The system’s transparency must be guaranteed. Any violation of secret suffrage
should be sanctioned (guideline 1.4.d.). It should not be possible to reconstruct the
content of any voter’s vote and link it to the voter who cast it. The moment of
inserting a vote into the electronic ballot box is the latest point in time at which the
vote must be separated from the information about who has cast it, without any
possibility of ever reconstructing this link. This implies that:

¢ Anything that would endanger the secrecy of the vote should be excluded at
any stage of the voting procedure and, in particular, at voter authentication.
Procedural and technical safeguards related to the authentication procedure
(sending of personal keys, use of elD cards, etc.) should ensure the respect of
the secrecy of the vote.

e At no stage shall the voter’s identity and vote be available together in
unencrypted form to any person (other than the voter) or system
(Recommendations n°16, 19, 34b, 35, 93a, 106), except where required by law
and sanctioned by the relevant authority.

The eVoting system shall maintain the privacy of individuals. Confidentiality of
voter’s registers stored in or communicated by the eVoting system shall be
maintained. (Recommendation n°78)

8.5.5 Procedural Safeguards

During the tallying of the votes, transparency is crucial. In Switzerland, the tallying of
the vote is realized by a commission constituted by representatives of political parties.
This Commission holds the cryptographic keys of the e-urn. In Belgium, the presence
of members of the College of experts and of observers from the political parties
ensures similar transparency.

As regards transparency, security measures for Internet voting may however make it
necessary not to allow the presence of observers in the computer room itself. In that
case, measures should be taken in order to give the observers the opportunity to
monitor the activities without breaching anonymity.

Where there may be doubt (such as with remote voting), voters shall be educated as to

how they may confirm that they are using an authentic channel and that the authentic
ballot has been presented (Recommendation n° 90b).
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In regard to the system used, this category includes measures that prevent fraudulent

or erroneous votes from being recorded

5

. It follows that:

e only votes cast by eligible voters shall be counted, and only permitted number
of votes for that voter (Recommendations n°5a, 94);

e votes shall not be recorded outside the polling period. However, provision
shall be made for latency in voting channels (Recommendations n° 91, 96).

8.5.6 Recommendations of the Council of Europe

8.5.6.1 Legal Standards

Principles

Universal Suffrage

Internet/Remote Electronic Voting

1. The voter interface of an eVoting system shall be | Similar to eVoting system currently in use.
understandable and easily usable.

2. Possible registration requirements for eVoting shall | A central voters register needs to be created. However, this
not pose an impediment to the voter participating in | register could be based on an aggregation of all voters’
eVoting registers managed by the local authorities. If the voter is

required to follow a specific procedure, ease of use for
registration should be ensured.

3. eVoting systems shall be designed, as far as it is | Similar to eVoting system currently in use.
practicable, to maximize the opportunities that such
systems can provide for persons with disabilities.

4. Unless channels of remote eVoting are universally | If based on Internet, there is no need for additional voting

accessible, they shall be only an additional and
optional means of voting.

channels, because the Internet-based system can also be
used in, e.g., a kiosk environment using a secure intranet.

Equal Suffrage

5. In relation to any election or referendum, a voter | To be guaranteed by appropriate technical safeguards at
shall be prevented from inserting more than one | the authentication phase. Multiple voting will be avoided
ballot into the electronic ballot box. A voter shall be | ;4,9 a permanent update of the central voters’ database.
authorized to vote only if it has been established that
his ballot has not yet been inserted in the ballot box.

6. The eVoting system shall prevent any voter from | A voter registers himself for a particular voting channel,
casting a vote by more than one voting channel. and he has only one vote for this channel.

7. Every vote deposited in an electronic ballot box shall | To be guaranteed by appropriate procedures and technical
be counted, and each vote cast in the election or | safeguards.
referendum shall be counted only once.

8. Where electronic and non-electronic voting channels | Identical to voting system in use.

are used in the same election or referendum, there
shall be a secure and reliable method to aggregate all
votes and to calculate the correct result.

Free Suffrage

% McGaley M., Gibson J.P., A critical analysis of the Council of Europe
Recommendations on e-voting, available on-line at:
http://www.usenix.org/events/evt06/tech/full_papers/mcgaley/mcgaley_html/,

last accessed on 31 August 2007
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9. The organization of eVoting shall secure the free | Similar to postal voting.
formation and expression of the voter’s opinion and,
where required, the personal exercise of the right to
vote.

10. The way in which voters are guided through the | The voter has to confirm his vote before it is cast.
eVoting process shall be such as to prevent their
voting precipitately or without reflection.

11. Voters shall be able to alter their choice at any point | Before the voter has confirmed his vote, he can interrupt
in the eVoting process before casting their vote, or to | the process at any moment. Technical safeguards must
break off the procedure, without their previous | ensure that it is not be possible to store the completed
g?ﬁé?esergg;lng recorded or made available to any | pajiot on the user's computer. No one should have access

P ' to the vote, either on the device or during the transmission
to the ballot box

12. The eVoting system shall not permit any | Similar to postal voting.
manipulative influence to be exercised over the voter
during the voting.

13. The eVoting system shall provide the voter with a | Similar to eVoting system currently in use. The voter may
means of participating in an election or referendum | be asked to confirm a blank vote.
without the voter exercising a preference for any of
the voting options, for example, by casting a blank
vote.

14. The eVoting system shall indicate clearly to the voter | Easily satisfied with the confirmation asked from the voter
when the vote has been cast successfully and when | before the casting of the vote.
the whole voting procedure has been completed.

15. The eVoting system shall prevent the changing of a | Depends on the correctness of the election software.

vote once that vote has been cast.

Secret Suffrage

16.

eVoting shall be organized in such a way as to
exclude at any stage of the voting procedure and, in
particular, at voter authentication, anything that
would endanger the secrecy of the vote.

Authentication and voting procedure should be strictly
separated. The authentication procedure should finish at the
latest before the vote being cast. Homomorphic techniques
allow complete anonymity during the storage and counting
of votes.

17.

The eVoting system shall guarantee that votes in the
electronic ballot box and votes being counted are,
and will remain, anonymous, and that it is not
possible to reconstruct a link between the vote and
the voter.

Technical safeguards ensure an electronic separation of the
identity of the voter and the content of the vote, at the latest
when the vote is introduced into the electronic ballot box

18.

The eVoting system shall be so designed that the
expected number of votes in any electronic ballot
box will not allow the result to be linked to
individual voters.

To be defined by technical and procedural safeguards. The
use of homomorphic encryption satisfies this requirement.

19.

Measures shall be taken to ensure that the
information needed during electronic processing
cannot be used to breach the secrecy of the vote.

Authentication and voting procedure should be strictly
separated. The authentication procedure should finish at the
latest before the last confirmation given by the voter.

Procedural Safeguards

Transparency

20.

Member states shall take steps to ensure that voters
understand and have confidence in the eVoting
system in use.

The eVoting system should be clearly explained to the
voters.

21.

Information on the functioning of an eVoting

Easily enough to achieve by publishing a description of the
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system shall be made publicly available.

working of the eVoting system and of the counting process.

22.

Voters shall be provided with an opportunity to
practice any new method of eVoting before, and
separately from, the moment of casting an electronic
vote.

Training facilities should be made available both on the
Internet and in the municipalities.

23.

Any observers, to the extent permitted by law, shall
be able to be present to observe and comment on the
e-elections, including the establishing of the results.

No specific provisions needed. The College of Experts
should be kept in charge of this process.

They should also have access to and test sites and
information provided for remote eVoting. If it is not
possible to allow presence of observers in the computer
rooms on basis of security measures, other measures should
be taken in order to give the observers the opportunity to
monitor the activities.

Verifiability and Auditability

24.

The components of the eVoting system shall be
disclosed, at least to the competent electoral
authorities, as required for verification and
certification purposes.

See general requirements.

25.

Before any eVoting system is introduced, and at
appropriate intervals thereafter, and in particular
after any changes are made to the system, an
independent body, appointed by the electoral
authorities, shall verify that the eVoting system is
working correctly and that all the necessary security
measures have been taken.

Belgian law stipulates that this should be done by a
College of Experts: no specific provisions needed.

26.

There shall be the possibility for a recount. Other
features of the eVoting system that may influence the
correctness of the results shall be verifiable.

The possibilities suggested by the CoE are the following:
instruct the eVoting system to recount; transfer the
electronic ballot box to a similar but distinct eVoting
system and perform the second counting on this system;
let the recount be performed by a different system which is
interoperable with the eVoting system.

In this system, three types of recounts are possible:

a. Instruct the eVoting system to recount

b. Instruct a new set of talliers to recount

c. Automated recount with different software

27.

The eVoting system shall not prevent the partial or
complete re-run of an election or a referendum.

Identical to traditional system.

Reliability and Security

28.

The member state’s authorities shall ensure the
reliability and security of the eVVoting system.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages.

29.

All possible steps shall be taken to avoid the
possibility of fraud or unauthorized intervention
affecting the system during the whole voting process.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages, as well as through the general requirements.

30.

The eVoting system shall contain measures to
preserve the availability of its services during the
eVoting process. It shall resist, in particular,
malfunction, breakdowns or denial of service attacks.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages, as well as through the general requirements.

31.

Before any e-election or e-referendum takes place,
the competent electoral authority shall satisfy itself
that the eVoting system is genuine and operates
correctly.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting stages, as well as
through the general requirements.

32.

Only persons appointed by the electoral authority
shall have access to the central infrastructure, the
servers and the election data. There shall be clear

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages, as well as through the general requirements.
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rules established for such appointments. Critical
technical activities shall be carried out by teams of at
least two people. The composition of the teams shall
be regularly changed. As far as possible, such
activities shall be carried out outside election
periods.

33. While an electronic ballot box is open, any
authorized intervention affecting the system shall be
carried out by teams of at least two people, be the
subject of a report; be monitored by representatives
of the competent electoral authority and any election
observers.

Can be achieved by means of adequate procedures and
technical safeguards during voting and post-voting stages,
as well as through the general requirements.

34. The eVoting system shall maintain the availability
and integrity of the votes. It shall also maintain the
confidentiality of the votes and keep them sealed
until the counting process. If stored or communicated
outside controlled environments, the votes shall be
encrypted.

Votes will be stored in encrypted form until the tallying of
the votes will be allowed to proceed.

35. Votes and voter information shall remain sealed as
long as the data is held in a manner where they can
be associated. Authentication information shall be
separated from the voter’s decision at a pre-defined
stage in the e-election or e-referendum.

Authentication and voting procedures should be strictly
separated. The authentication procedure should finish at
the latest before the last confirmation given by the voter.

8.5.6.2 Operational Standards

Notification

36. Domestic legal provisions governing an e-election or
e-referendum shall provide for clear timetables
concerning all stages of the election or referendum,
both before and after the election or referendum.

Clear procedures should be defined by the law.

37. The period in which an electronic vote can be cast
shall not begin before the notification of an election
or a referendum. Particularly with regard to remote
eVoting, the period shall be defined and made
known to the public well in advance of the start of
voting.

No specific provisions needed.

38. The voters shall be informed, well in advance of the
start of voting, in clear and simple language, of the
way in which the eVoting will be organized, and any
steps a voter may have to take in order to participate
and vote.

Information about the procedure to be followed should be
provided to the voter.

Voters

39. There shall be a voters’ register which is regularly
updated. The voter shall be able to check, as a
minimum, the information which is held about him
on the register, and request corrections.

Identical to traditional system.

40. The possibility of creating an electronic register and
introducing a mechanism allowing online application
for voter registration and, if applicable, for
application to use eVoting, shall be considered. If
participation in eVoting requires a separate
application by the voter and/or additional steps, an
electronic, and, where possible, interactive procedure
shall be considered.

N.A.

41. In cases where there is an overlap between the period
for voter registration and the voting period, provision

N.A.
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for appropriate voter authentication shall be made.

Candidates

42. The possibility of introducing online candidate | N.A.
nomination may be considered

43. A list of candidates that is generated and made | N.A.

available electronically shall
available by other means.

also be publicly

Voting

44,

It is particularly important, where remote eVoting
takes place while polling stations are open, that the
system shall be so designed that it prevents any voter
from voting more than once.

Technical safeguards should ensure that the system will
control the eligibility of the voter and that he has not cast a
valid vote already. Constant update of the central database
is required.

45.

Remote eVoting may start and/or end at an earlier
time than the opening of any polling station. Remote
eVoting shall not continue after the end of the voting
period at polling stations.

Can be achieved by means of adequate procedures.

In case of impossibility to cast the vote through remote
eVoting channel, the voter should be able to cast it in
alternative ways.

46.

For every eVoting channel, support and guidance
arrangements on voting procedures shall be set up
for, and be available to, the voter. In the case of
remote eVoting, such arrangements shall also be
available through a different, widely available
communication channel.

Can be achieved by means of adequate procedures during
pre-voting stages, by supplying adequate information
about the voting process. Voters are already allowed to
request the help of a member of the polling office.

47.

There shall be equality in the manner of presentation
of all voting options on the device used for casting
an electronic vote.

Similar to eVoting system currently in use.

48.

The electronic ballot by which an electronic vote is
cast shall be free from any information about voting
options, other than that strictly required for casting
the vote. The eVoting system shall avoid the display
of other messages that may influence the voters’
choice.

Similar to eVoting system currently in use.

49.

If it is decided that information about voting options
will be accessible from the eVoting site, this
information shall be presented with equality.

N.A.

50.

Before casting a vote using a remote eVoting system,
voters’ attention shall be explicitly drawn to the fact
that the e-election or e-referendum in which they are
submitting their decision by electronic means is a
real election or referendum. In case of tests,
participants shall have their attention drawn
explicitly to the fact that they are not participating in
a real election or referendum and shall — when tests
are continued at election times — at the same time be
invited to cast their ballot by the voting channel(s)
available for that purpose.

Confirmation requested from the voter easily achieves this
requirement.

51.

A remote eVoting system shall not enable the voter
to be in possession of a proof of the content of the
vote cast.

Technical safeguards should prevent the vote to be printed
or stored on the personal computer.

52.

In a supervised environment, the information on the
vote shall disappear from the visual, audio or tactile
display used by the voter to cast the vote as soon as it
has been cast. Where a paper proof of the electronic
vote is provided to the voter at a polling station, the
voter shall not be able to show it to any other person,
or take this proof outside of the polling station.

N.A.
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Results

53. The eVoting system shall not allow the disclosure of
the number of votes cast for any voting option until
after the closure of the electronic ballot box. This
information shall not be disclosed to the public until
after the end of the voting period.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.

54. The eVoting system shall prevent processing
information on votes cast within deliberately chosen
sub-units that could reveal individual voters’
choices.

Can be achieved by means of adequate procedures during
post-voting stages, as well as through the general
requirements. The centralization of the votes allows
mixing all the received votes in one “electronic urn”, e.g.
with homomorphic encryption.

55. Any decoding required for the counting of the votes
shall be carried out as soon as practicable after the
closure of the voting period.

Can be achieved by means of adequate procedures during
post-voting stages.

56. When counting the votes, representatives of the
competent electoral authority shall be able to
participate in, and any observers able to observe, the
count.

Belgian law stipulates that this should be done by a
College of Experts and by party witnesses. Presence of
observers may be allowed in the server room (see
comment on recommendation n°23)

57. A record of the counting process of the electronic
votes shall be kept, including information about the
start and end of, and the persons involved in, the
count.

Can be achieved by means of adequate procedures during
post-voting stages.

58. In the event of any irregularity affecting the integrity
of votes, the affected votes shall be recorded as such.

Can be achieved by means of adequate technical features
during post-voting stages.

Audit

59. The eVoting system shall be auditable.

See general requirements.

60. The conclusions drawn from the audit process shall
be applied in future elections and referendums.

The recommendations by the College of Experts should be
implemented in future elections.
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9 Kiosk voting based on homomorphic encryption

9.1 Reasons why the consortium did not select this type
of voting system

Compared to the remote voting system presented in the previous session, a number of
problems disappear. However, many problems remain.

Only a very small number of homomaorphic encryption based systems have been fully
developed on paper. Almost none have been deployed in practice. Among experts,
there appears to be a consensus that these systems still suffer from childhood diseases.

Secondly, it is not certain that the public is ready to accept fully computerized voting
systems. Even though mathematical proofs of security exist and can be provided, they
cannot be explained in simple terms to laymen. The absence of a paper trail and the
need to blindly trust the correctness of program code are often cited as reasons not to
adopt systems like this one. Since this system is based on strong cryptography, one
could argue that the fears of the public are unfounded. In the future, if the public trust
in computerized systems were to increase, then this system could be brought back into
consideration.

Still, it might be interesting to deploy this kind of voting system for specific voters
such as, for instance, Belgians residing abroad. This would allow effective
experimentation provided sufficient safeguards are implemented and might pave the
way for greater automation of the voting process.

9.2 Description

Kiosk voting refers to electronic voting systems in which voters must go to a polling
station or any official building in order to register their vote on an electronic voting
machine connected to a central server situated in a different location. Usually, all the
votes are transferred to central servers which do the counting on a centralized basis.

Kiosk voting is not considered to be remote voting by the Recommendations of
Council of Europe on eVoting. For the CoE, remote voting is limited to cases where
voters cast their vote in an unsupervised environment, that is unsupervised by
officials, e.g. at home.*® This distinction is based on the fact that in a kiosk voting
system, the traditional safeguards to guarantee the identity of the voter, the secrecy of
the vote, and the free expression of the vote can be maintained. This kind of voting
system does not have to face the typical concerns of remote voting, where the vote is
cast in an unsupervised environment.

The case analyzed here is based on the scenario described in Section 7 (Thin clients-
based eVoting system). However, in this scenario, instead of a local network internal
to the polling station, the network is extended to the whole country and links all
polling stations to central servers, e.g. in the Ministry of Internal Affairs. This option
reduces the possibilities of attacks to the servers, but increases the possibilities of
attacks to the network.

Kiosk voting may be implemented by a system similar to that for remote voting based
on homomorphic encryption (cf. Section 8). However, there is no need for the voter to

% Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, p.29
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authenticate himself to the voting computer. Instead, the voter authenticates himself to
the president of the voting office, and receives from this president a voting token, with
which he can activate the voting computer. The client software and configuration files
to be used in voting computers are downloaded beforehand, as the voting computer
will present the same lists to all voters.

9.3 Compliance of Kiosk Voting with the CoE Re-

commendations

Since the consortium does not propose to retain kiosk voting for Belgium, only the
general requirements of the Council of Europe will be discussed here, excluding the
technical requirements.

9.3.1 Legal Standards

9.3.1.1 Principles

Universal Suffrage

Kiosk voting

The voter interface of an eVoting system shall be
understandable and easily usable.

Similar to currently used eVoting system.

Possible registration requirements for eVoting shall
not pose an impediment to the voter participating in
eVoting

Similar to currently used eVoting system.

eVoting systems shall be designed, as far as it is
practicable, to maximize the opportunities that such
systems can provide for persons with disabilities.

Similar to currently used eVoting system.

Unless channels of remote eVoting are universally
accessible, they shall be only an additional and
optional means of voting.

N.A.

Equal Suffrage

5. In relation to any election or referendum, a voter | Similar to currently used eVoting system.
shall be prevented from inserting more than one
ballot into the electronic ballot box. A voter shall be
authorized to vote only if it has been established that
his ballot has not yet been inserted in the ballot box.
6. The eVoting system shall prevent any voter from | Only one channel available.
casting a vote by more than one voting channel.
7. Every vote deposited in an electronic ballot box shall | To be guaranteed by appropriate procedures and technical
be counted, and each vote cast in the election or | safeguards.
referendum shall be counted only once.
8. Where electronic and non-electronic voting channels | ldentical to voting system in use.

are used in the same election or referendum, there
shall be a secure and reliable method to aggregate all
votes and to calculate the correct result.
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Free Suffrage

9. The organization of eVoting shall secure the free | Identical to traditional paper ballot voting, guaranteed by
formation and expression of the voter’s opinion and, | the use of a voting booth.
where required, the personal exercise of the right to
vote.
10. The way in which voters are guided through the | The voter has to confirm his vote before it is cast.
eVoting process shall be such as to prevent their
voting precipitately or without reflection.
11. Voters shall be able to alter their choice at any point | Before the voter has confirmed his vote, he can interrupt
in the eVoting process before casting their vote, or to | the process at any moment.
break off the procedure, without their previous
choices being recorded or made available to any
other person.
12. The eVoting system shall not permit any | Identical to traditional paper ballot voting. Privacy is
manipulative influence to be exercised over the voter | guaranteed by the voting booth.
during the voting.
13. The eVoting system shall provide the voter with a | Similar to currently used eVoting system. The voter may
means of participating in an election or referendum | be asked to confirm a blank vote.
without the voter exercising a preference for any of
the voting options, for example, by casting a blank
vote.
14. The eVoting system shall indicate clearly to the voter | Easily satisfied with the confirmation asked to the voter
when the vote has been cast successfully and when | before the casting of the vote.
the whole voting procedure has been completed.
15. The eVoting system shall prevent the changing of a | Depends on the correctness of the election software.

vote once that vote has been cast.

Secret Suffrage

16.

eVoting shall be organized in such a way as to
exclude at any stage of the voting procedure and, in
particular, at voter authentication, anything that
would endanger the secrecy of the vote.

Authentication and voting procedure should be strictly
separated. The authentication procedure should finish at the
latest before the vote being cast.

17.

The eVoting system shall guarantee that votes in the
electronic ballot box and votes being counted are,
and will remain, anonymous, and that it is not
possible to reconstruct a link between the vote and
the voter.

The authentication procedure should finish at the latest
before the vote being cast.

18.

The eVoting system shall be so designed that the
expected number of votes in any electronic ballot
box will not allow the result to be linked to
individual voters.

To be defined by technical and procedural safeguards.

19.

Measures shall be taken to ensure that the
information needed during electronic processing
cannot be used to breach the secrecy of the vote.

Authentication and voting procedure should be strictly
separated. The authentication procedure should finish at the
latest before the last confirmation given by the voter.

9.3.1.2 Procedural Safeguards

Transparency

20.

Member states shall take steps to ensure that voters
understand and have confidence in the eVoting
system in use.

Voters understand how the eVoting system works, and the
vast majority trusts the system. As conceived in this report,
the kiosk voting option would only be implemented in a
second phase, e.g., after Belgian voters get used and trust
the previous eVoting system. The introduction of kiosk
voting would thus be the result of an “adoption” process by
Belgian citizens.
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21.

Information on the functioning of an eVoting
system shall be made publicly available.

Easily enough to achieve by publishing a description of the
working of the eVoting system and of the counting process.

22.

Voters shall be provided with an opportunity to
practice any new method of eVoting before, and
separately from, the moment of casting an electronic
vote.

Visual demonstration of the how the system works as the
one published for the last elections could achieve this goal.

23.

Any observers, to the extent permitted by law, shall
be able to be present to observe and comment on the
e-elections, including the establishing of the results.

No specific provisions needed. The College of Experts
should be kept in charge of this process.

Verifiability and Auditability

24,

The components of the eVoting system shall be
disclosed, at least to the competent electoral
authorities, as required for verification and
certification purposes.

See general requirements.

25.

Before any eVoting system is introduced, and at
appropriate intervals thereafter, and in particular
after any changes are made to the system, an
independent body, appointed by the electoral
authorities, shall verify that the eVoting system is
working correctly and that all the necessary security
measures have been taken.

Belgian law stipulates that this should be done by a
College of Experts: no specific provisions needed.

26.

There shall be the possibility for a recount. Other
features of the eVoting system that may influence the
correctness of the results shall be verifiable.

The possibilities suggested by the CoE are the following:
instruct the eVoting system to recount; transfer the
electronic ballot box to a similar but distinct eVoting
system and perform the second counting on this system;
let the recount be performed by a different system which is
interoperable with the eVoting system.

In this system, two types of recounts are possible:
a. Instruct the eVoting system to recount
b. automated recount with different software

217.

The eVoting system shall not prevent the partial or
complete re-run of an election or a referendum.

Identical to traditional system. Voters are attributed to a
specific constituency with a specific list of candidates. In
case part of the election would need to be re-run, it should
be based on the different lists of candidates.

Reliability and Security

28.

The member state’s authorities shall ensure the
reliability and security of the eVoting system.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages.

29.

All possible steps shall be taken to avoid the
possibility of fraud or unauthorized intervention
affecting the system during the whole voting process.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages, as well as through the general requirements.

30.

The eVoting system shall contain measures to
preserve the availability of its services during the
eVoting process. It shall resist, in particular,
malfunction, breakdowns or denial of service attacks.

Can be achieved by means of adequate procedures and
technical safeguards during pre-voting, voting, and post-
voting stages, as well as through the general requirements.

3L

Before any e-election or e-referendum takes place,
the competent electoral authority shall satisfy itself
that the eVoting system is genuine and operates
correctly.

Can be achieved by means of adequate procedures during
pre-voting stages, as well as through the general
requirements.

32.

Only persons appointed by the electoral authority
shall have access to the central infrastructure, the
servers and the election data. There shall be clear
rules established for such appointments. Critical
technical activities shall be carried out by teams of at
least two people. The composition of the teams shall

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.
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be regularly changed. As far as possible, such
activities shall be carried out outside election
periods.

33. While an electronic ballot box is open, any
authorized intervention affecting the system shall be
carried out by teams of at least two people, be the
subject of a report; be monitored by representatives
of the competent electoral authority and any election
observers.

Can be achieved by means of adequate procedures during
voting and post-voting stages, as well as through the
general requirements.

34. The eVoting system shall maintain the availability
and integrity of the votes. It shall also maintain the
confidentiality of the votes and keep them sealed
until the counting process. If stored or communicated
outside controlled environments, the votes shall be
encrypted.

Votes will be stored encrypted until the tallying of the
votes.

35. Votes and voter information shall remain sealed as
long as the data is held in a manner where they can
be associated. Authentication information shall be
separated from the voter’s decision at a pre-defined
stage in the e-election or e-referendum.

Authentication and voting procedure should be strictly
separated. The authentication procedure should finish at
the latest before the last confirmation given by the voter.

9.3.2 Operational Standards

9.3.2.1 Notification

36. Domestic legal provisions governing an e-election or
e-referendum shall provide for clear timetables
concerning all stages of the election or referendum,
both before and after the election or referendum.

Clear procedures should be defined by the law.

37. The period in which an electronic vote can be cast
shall not begin before the notification of an election
or a referendum. Particularly with regard to remote
eVoting, the period shall be defined and made
known to the public well in advance of the start of
voting.

No specific provisions needed.

38. The voters shall be informed, well in advance of the
start of voting, in clear and simple language, of the
way in which the eVoting will be organized, and any
steps a voter may have to take in order to participate
and vote.

Information about the procedure to be followed should be
provided to the voter.

9.3.2.2 Voters

39. There shall be a voters’ register which is regularly
updated. The voter shall be able to check, as a
minimum, the information which is held about him
on the register, and request corrections.

Similar to traditional voting system.

40. The possibility of creating an electronic register and
introducing a mechanism allowing online application
for voter registration and, if applicable, for
application to use eVoting, shall be considered. If
participation in eVoting requires a separate
application by the voter and/or additional steps, an
electronic, and, where possible, interactive procedure
shall be considered.

N.A.

41. In cases where there is an overlap between the period
for voter registration and the voting period, provision
for appropriate voter authentication shall be made.

N.A.
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9.3.2.3 Candidates

42. The possibility of introducing online candidate | N.A.
nomination may be considered

43. A list of candidates that is generated and made | N.A.
available electronically shall also be publicly
available by other means.

9.3.2.4 Voting

44. 1t is particularly important, where remote eVoting | N.A.
takes place while polling stations are open, that the
system shall be so designed that it prevents any voter
from voting more than once.

45. Remote eVoting may start and/or end at an earlier | N.A.

time than the opening of any polling station. Remote
eVoting shall not continue after the end of the voting
period at polling stations.

46.

For every eVoting channel, support and guidance
arrangements on voting procedures shall be set up
for, and be available to, the voter. In the case of
remote eVoting, such arrangements shall also be
available through a different, widely available
communication channel.

Can be achieved by means of adequate procedures during
pre-voting stages, by supplying adequate information
about the voting process. Voters are already allowed to
request the help of a member of the polling office.

47.

There shall be equality in the manner of presentation
of all voting options on the device used for casting
an electronic vote.

Similar to currently used eVoting system.

48.

The electronic ballot by which an electronic vote is
cast shall be free from any information about voting
options, other than that strictly required for casting
the vote. The eVoting system shall avoid the display
of other messages that may influence the voters’
choice.

Similar to currently used eVoting system.

49.

If it is decided that information about voting options
will be accessible from the eVoting site, this
information shall be presented with equality.

N.A.

50.

Before casting a vote using a remote eVoting system,
voters’ attention shall be explicitly drawn to the fact
that the e-election or e-referendum in which they are
submitting their decision by electronic means is a
real election or referendum. In case of tests,
participants shall have their attention drawn
explicitly to the fact that they are not participating in
a real election or referendum and shall — when tests
are continued at election times — at the same time be
invited to cast their ballot by the voting channel(s)
available for that purpose.

N.A.

51.

A remote eVoting system shall not enable the voter
to be in possession of a proof of the content of the
vote cast.

N.A.

52.

In a supervised environment, the information on the
vote shall disappear from the visual, audio or tactile
display used by the voter to cast the vote as soon as it
has been cast. Where a paper proof of the electronic
vote is provided to the voter at a polling station, the
voter shall not be able to show it to any other person,
or take this proof outside of the polling station.

Similar to currently used eVoting system. No paper proof
is provided to the voter.
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9.3.2.5 Results

53. The eVoting system shall not allow the disclosure of
the number of votes cast for any voting option until
after the closure of the electronic ballot box. This
information shall not be disclosed to the public until
after the end of the voting period.

Can be achieved by means of adequate procedures during
pre-voting, voting, and post-voting stages, as well as
through the general requirements.

54. The eVoting system shall prevent processing
information on votes cast within deliberately chosen
sub-units that could reveal individual voters’
choices.

Can be achieved by means of adequate procedures during
post-voting stages, as well as through the general
requirements. The centralization of the votes permits to
mix all the received votes in one “electronic urn”, e.g.
with homomorphic encryption.

55. Any decoding required for the counting of the votes
shall be carried out as soon as practicable after the
closure of the voting period.

Can be achieved by means of adequate procedures during
post-voting stages.

56. When counting the votes, representatives of the
competent electoral authority shall be able to
participate in, and any observers able to observe, the
count.

Belgian law stipulates that this should be done by a
College of Experts and by party witnesses: no specific
provisions needed.

57. A record of the counting process of the electronic
votes shall be kept, including information about the
start and end of, and the persons involved in, the
count.

Can be achieved by means of adequate procedures during
post-voting stages.

58. In the event of any irregularity affecting the integrity
of votes, the affected votes shall be recorded as such.

Can be achieved by means of adequate technical features
during post-voting stages.

9.3.2.6 Audit

59. The eVoting system shall be auditable.

See general requirements.

60. The conclusions drawn from the audit process shall
be applied in future elections and referendums.

The recommendations by the College of Experts should be
implemented in future elections.
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10 Observations of Legal Nature

10.1 Introduction

In 2004, the Council of Europe issued a recommendation on eVoting systems. This
text is not binding but “consists of minimum standards which, if followed in an
eVoting system, would facilitate compliance with the principles of democratic
elections”.* This part of the report will refer not only to legal standards, but also to
operational (relating to the manner in which eVoting hardware and software should be
operated and maintained) and technical standards (relating to the construction and
operation of eVoting hardware and software) where their compliance could have an
influence on the compliance with democratic elections principles.

It is worth noting that, in the opinion of the Council of Europe, despite the fact that
“eVoting systems must be designed and operated so as to ensure the reliability and
security of the voting process, as is the case with the non-electronic voting systems”,
“it may be necessary to give more attention to the application of one principle than to
that of another. In fact, all the principles are not implemented in the same way in non
eVoting systems as, for example, postal voting does not guarantee the freedom of the
vote in the same way as traditional voting does. In some circumstances, it could be
necessary to balance competing requirements. Taken into account that any electronic
voting procedure should afford the same guarantees as paper-based voting systems,
their specificities could however require some adaptation of the traditional rules. For
instance, the traditional presence of eye witnesses during the tallying of the vote
which ensures the respect of the procedures decided by the Law, e.g. that invalid
ballots are discarded, should be adapted to electronic environment.

Finally, other laws might need to be taken into account, such as data protection laws
and laws on privacy. It is the case for instance, when an electronic voters’ register has
to be created for the need of electronic authentication. This register should comply
with data protection and privacy principles.

10.2 Recommendations of the Council of Europe on
eVoting Systems and its Current Implementation in
the Belgian System

This section focuses on the way the eVoting system currently in use in Belgium
actually complies with the Council of Europe (hereafter, “CoE”) Recommendations.
This first analysis will provide an overview of the content of the main principles
which should govern the design and implementation of any eVoting system and to
compare it with the current situation in Belgium.

The five principles of democratic elections (Universal, equal, free, secret and direct
suffrage) as they are implemented in traditional voting systems must be applied. Our
analysis will mainly focus on the legal requirements, since organizational and
technical requirements have been analyzed in other parts of this report. An additional
section will focus on procedural safeguards.

% Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, p.26
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Legal standards relate to the legal context in which eVoting is deemed legitimate.
They intend to ensure the existence of sufficient safeguards to guarantee the five
principles identified by the Code of Good Practice in Electoral matters® as
fundamental in democratic elections: universal, equal, free, secret and direct
suffrage.® Direct suffrage®® does not call for specific attention in the context of
eVoting and will not be discussed in the present report. This principle is not
considered by the CoE Recommendations either.

10.2.1 Universal Suffrage

Universal suffrage means that all human beings have the right to vote and to stand for
elections subject to certain conditions.** This principle is guaranteed by a strict
definition of the restrictions on the right to vote by Electoral law* and an open and
easy registration procedure. Furthermore, the friendliness of the paper ballot system
and its extremely easy use ensures that all voters are able to cast their votes to the best
of their knowledge. The introduction of electronic voting could furthermore imply
alternative registration procedures and the use of technical means to cast one’s vote.

It follows that the introduction of an eVoting system may raise the complexity of the
voting process itself. Additional education and training of voters may be required for
them to fully understand how to operate the eVoting system.

As a consequence, to be compliant with the principle of universal suffrage, any
eVoting system should take into account the following elements:
e the possible registration requirement for eVoting shall not pose an
impediment to the voter participating in eVoting;
e the voter interface shall be understandable and easily usable;
e eVoting systems should be designed to maximize the opportunities that such
systems can provide for persons with disabilities.

10.2.1.1 Voters’ Registration

Belgium’s current eVoting system relies on the same voter’s register as the one used
for paper-based elections. Every municipality puts together a voters’ list containing
the first name and surname, date of birth, gender, place of main residence and the
national register number (Article 10 Election Law). In Belgium, electoral lists are
formed on the basis of the municipal population register. As the registration on the
municipal population lists is compulsory, the inscription of voters in the register is
automatic.

All citizens may, until the twelfth day before the elections, check, at their
municipality, whether they are mentioned on the voters’ list and whether the

% Council of Europe, Venice Commission, Code of Good practice in electoral

matters ( Opinion 190/2002_el) endorsed by Parliamentary Assembly Resolution
1320 (2003).

Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, p.25

Direct suffrage means that the ballots cast by the voters directly determine the
person(s) elected. See Council of Europe, Recommendation Rec(2004)11,
“Explanatory Memorandum?”, 30 September 2004, p.25

Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, p.25

See for Belgium, articles 1, 7 and 7bis of the Electoral Code.

39

40

41

42

Page 125 of 149



references are correct.

On the day of the election, the list of eligible voters is posted at the polling station
(Art. 113 Election Law). Moreover, to be able to vote, voters should present their
election card which mentions the date of the election, the polling place and the hours
of opening and closing of the polling station. The election card also mentions the first
name and the surname, the gender and the main residence of the voter, and if this is
the case, also the name of his wife on the voter’s list (Article 107 Election Law). No
specific registration requirements are necessary for voters who use the eVoting
system.

The system currently in use in Belgium thus guarantees a perfect equality between
voters who use the paper-based system and voters who use electronic voting
machines. It allows the voter to check if the information kept about him/ her is
accurate and may request corrections if necessary.

10.2.1.2 Access to Voting Systems

Every eligible voter shall have access to at least one voting channel. This means that
when voting machines are used, a contingency procedure shall be drawn to ensure
voters will be able to exercise their right to vote in any case, even if the eVoting
system becomes inoperative.

The procedure to be followed in case a voting machine fails is currently defined in the
polling station President’s instructions®. The President is required to call the technical
assistance, depending on the provider of the machine. If the President’s machine fails,
the election is suspended until the machine is fixed or replaced. A delegate from the
Minister of Internal Affair is in charge of supervising the technical assistance received
by the polling station.

10.2.1.3 Friendliness and Usability of the System

The Council of Europe recommends that user interface design (for all interfaces,
included vote-casting, registration and administration) shall follow best practice to
maximize usability (Recommendations 1b, 61a, 65).** This has the following
consequences:

e Interfaces shall be understandable and it shall be made clear to voters whether
their vote has been recorded correctly (Recommendations l1a, 14, 50). The
confirmation asked before the vote is definitively cast and the possibility
given to the voter to change his vote before this moment guarantee that voters
are aware of the moment when their vote is recorded. Regarding the displa
of information on voter’s options, it is worth noting that the Council of State
had acknowledged that the display of the same list of candidates on three
different screens may create confusion in the voters. This decision resulted in
a modification of the Law concerning the Organization of Computerized

# Circulaire générale du 4 avril 2007 relative aux élections, adressée aux présidents
des bureaux principaux, aux gouverneurs de province et aux administrations
communales, pp.12-13

McGaley M., Gibson J.P., A critical analysis of the Council of Europe
Recommendations on e-voting, available on-line at:
http://www.usenix.org/events/evt06/tech/full_papers/mcgaley/mcgaley html/,
last accessed on 31 August 2007

* Council of State, n°93.710, 2 March 2001

44

Page 126 of 149



Voting (hereafter, “LOCV”) in 2003*® and now, not only the initials of the
party should be indicated on the screen, but also the logos, more easily
recognizable and identifiable by the voters.

Voters shall be consulted during the design and testing of vote casting and
registration interfaces (Recommendation 62)

The needs of voters with disabilities shall be taken into account in the design
of the interface. Appropriate advocacy groups shall be consulted, and
compatibility with relevant products and compliance with relevant standards
maximized, to that end (Recommendations 3, 63, 64). Article 9 of the LOCV
states that the voter who would experience difficulties when casting his vote
may ask for help from the President of the polling station or from another
designated member. This exceptional procedure is only allowed for people
with physical disabilities which prevent them from entering the voting booth
alone. In case of doubt about the veracity of the disability, the President may
deny such right to the voter. Polling booths specially designed for people with
disabilities are available in at least one out of five polling stations. The
buildings where such polling booths are installed should be easily accessible
and parking places should be made available.

Furthermore, voters shall be educated in the use of the vote-casting interface and in
any steps required in order to participate. This means that:

Voters shall be given the opportunity to practice using the interface.
(Recommendation 22). The new internet-based demonstration published on-
line for the past elections®’ gives voters the opportunity to discover how the
system works before Election Day.

Support and guidance shall be available to voters through widely available
communication channels (Recommendation 46). In addition to the on-line
demonstration, a manual is put at the voter's disposal inside the voting booth.

The survey carried out by the Université Libre de Bruxelles in May 2003 has shown
that Belgian voters, as a majority, find the current eVoting system user-friendly.

10.2.2 Equal Suffrage

Equal suffrage means that each voter has the same number of votes.* Each voter is
treated in the same way, no differences are allowed. This principle implies that each

46

47

48

49

Act of 19 February 2003, [modifiant les lois électorales en ce qui concerne
l'indication des partis politiques au-dessus des listes de candidats sur les bulletins de
vote pour les élections des Chambres Iégislatives fédérales, du Conseil régional
wallon, du Conseil flamand, du Conseil de la Région de Bruxelles-Capitale et du
Conseil de la Communauté germanophone], M.B. n°97, 21 March 2003.

See for instance for the municipal elections of October 2006:
http://www.bruxelleselections2006.irisnet.be/fr/Content/6/app.rvb, last accessed

on 31st August 2007.

See Report “Bevoting. Study of Electronic voting systems. Part I” issued by this
Consortium, 15t April 2007, pp. 55-58.

Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, p.25
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voter is granted with a single vote. Adequate safeguards should thus be implemented
to ensure that no voter is able to cast more than one vote (multiple voting) or that one
vote is counted more than once. This also implies that when different voting channels
are available, all voters should be treated equally and be given the same opportunities.

Equal suffrage is ensured, from a procedural point of view, (1) by a strict
identification procedure: the identity of the voter and his right to vote is checked
before the casting of the vote, as well as the fact that he/she has not already cast a vote
and (2) by the counting procedure, with possibility of recounting if the result is
contested.

Three elements should thus be taken into account when implementing an eVoting
system in order to fully comply with this principle:
e The identification procedure should prevent multiple voting. This will be
particularly relevant in cases of kiosk or Internet voting.
e The system should guarantee that all votes should be counted once and only
once.
e Technical safeguards should allow an accurate tallying of the votes.

When different voting channels co-exist, all voters should be treated equally.

10.2.2.1 Identification Procedure

Article 61 of the Belgian Constitution states that every voter is allowed to cast one
vote.

This implies that each voter shall only be permitted to insert a single ballot into the
ballot box. A voter shall be allowed to vote if it has been established that he has not
yet inserted a ballot in the ballot box.

This requirement is complied with thanks to a strict identification procedure. The
system of authentication is based on the voter’s list issued by the municipality and on
the election card where it is indicated that the individual is an eligible voter. Once the
vote has been cast, a stamp is put on the election card certifying that voter has cast his
vote and preventing him from casting a new vote. >

10.2.2.2 All Votes Should be Counted Exactly Once

Equal suffrage also implies that every vote deposited in the urn shall be counted and
counted only once. The eVoting system should thus accurately record votes, i.e.
ensure that the voter is presented with authentic ballot whose content is actually
recorded by the electronic voting machine. The eVoting system must prevent that a
ballot is changed or deleted after it was cast by the voter. The result of the elections
should be based on the votes that were correctly cast.

In order to guarantee that counting the votes happens correctly, the voting computers,
their software and configuration files, and the computers and software that are used to
read and count the ballots must be certified by the ministry of internal affairs. This
should ensure the reliability and trustworthiness of the system, as wel as the secrecy
of the vote (Art. 282 LOCV). The system has to be in conformity with the

% |nstructions du 21 mars 2007 adressées aux présidents des bureaux de vote utilisant
le vote automatisé., p.18,
http://www.ibz.rrn.fgov.be/fileadmin/user_upload/Elections/fr/forms/tech/instructi
ons_vote_automatise_2007.pdf
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requirements determined by Royal Decree.

10.2.2.3 Co-existence of Different Voting Channels

Where electronic and non-electronic voting channels are used in the same election,
there shall be a secure and reliable method to aggregate all votes and to calculate the
correct result.

Article 180 septies of Electoral Law regulates the procedure to be followed when the
postal vote of Belgian citizens living abroad is received in an automated polling
station. These ballots should normally be distributed between the counting centers of
the canton. In case all polling station of the canton are automated, the ballots are
distributed in the counting centers of another canton of the constituency or of the
province. If the province is entirely automated, the ballots should be sent to provinces
where the vote is not automated. In other cases, the counting should be done manually
according to the rules contained in the Electoral Law.

10.2.3 Free Suffrage

Free suffrage means that the voter has the right to form and to express his opinion in a
free manner, without any coercion or undue influence.>

The traditional safeguards have consisted in isolating the voter when casting his vote
and in such way preserve the secrecy of the vote. When the voter finds himself in the
voting booth, he is able to make his choice in total freedom. This principle is not
absolute; however, voters may also choose to cast their vote either by proxy or
through postal voting. In proxy voting, the voter gives a mandate to a trustworthy
person to cast his vote. In postal voting, the voter has to cast his vote either at home or
at the post office, thus not in an isolated place like a voting booth.

The current electronic voting system used in Belgium relies on a supervised
environment (with presence of officials) and on voting booths, i.e. on traditional
safeguards, even if proxy voting is admitted. Only one case is admitted for postal
voting, for the vote of Belgian citizens living abroad.

10.2.3.1 Free Formation of the Voter’s Opinion

The free formation and expression of the voter’s opinion is an inner process which is
currently guaranteed by the use of a polling booth in order to make sure that no
external factors influence the casting of the vote. The most notable threat consists in
the so-called “family voting” where one member of the family has gained enough
influence to direct the vote of other members of the family.

Another aspect to be taken into account in electronic voting is the possibility to
include the display of sounds, images or any other disturbance when the vote is cast.
These disturbances are formally forbidden by the Council of Europe. In the current
system, the vote-casting interface is free from any information out of the party lists
and candidates and as such guarantees the free formation of the voter’s opinion.

Finally, the eVoting system shall not allow the disclosure of the number of votes cast
for any voting option until after the closure of the electronic ballot box. This

1 Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, p.25
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information shall not be disclosed to the public until after the end of the voting period.
In the current system two guarantees prevent such situation: first of all, the voting
machines do not record any vote and thus could not indicate to the voters the number
of votes cast earlier. Secondly, the results contained in an e-urn are only made
available at the level of the Cantons (art. 151 Electoral Law) in order to prevent a
possible identification of the votes cast and the voters.

10.2.3.2 Free Expression of the Voter’s Opinion

The eVoting system in use should prevent voters to vote precipitately or without
reflection (without enough time to think about it). Voters should be able to alter their
choice at any point in the eVoting procedure before the casting of the vote, or to break
off the procedure without their previous choice being recorded or made available to
any other person. The design of the current voting system where a confirmation is
asked to the voter before recording his vote on the magnetic card guarantees the free
expression of the voter’s opinion (Article 784 LOCV). The eVoting system currently
in use also permits voters to change their vote before giving the confirmation.

The use of magnetic cards where the vote is recorded (and not on the machine)
guarantees that only the voter could have access to the vote. Furthermore, the record
of the vote on the magnetic card and its introduction into the e-ballot box guarantee
that the vote cast is not changed once it has been cast.

Finally, the possibility of casting a blank vote exists, because it is impossible to cast
an invalid vote with an electronic voting system. Note that the Council of Europe
recommends to provide a voter with the option to cast an invalid vote or not.>?

10.2.4 Secret Suffrage

Secret suffrage means that the voter has the right to vote secretly as an individual, and
that the state has the duty to protect that right. °** This is a key point in any eVoting
process. Secrecy must apply to the entire procedure:

e At the pre-voting stage, where the voter identification procedure should be
independent from the rest of the procedure. The traditional identification
procedure aims at verifying that the voter is entitled to vote and controls that
each voter votes only once. This identification is totally separated from the
voting process in itself. Electronic authentication procedures should contain
required safeguards to offer the same level of guarantees.

e During the completion of the ballot, no marks may be made to the ballot paper
which would make it possible to identify the voter. This action is sanctioned
by the nullity of the vote during the counting. Despite the fact that electronic
voting systems do not allow casting invalid votes, the president is currently
required to check whether the card with the magnetic stripe is free from these
marks. In any case, the system should guarantee that the voter cannot be linked
to the vote cast.

52 Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004

%% Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, p.25
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e Finally, secrecy is required during the casting and transmission of the ballot
and during the counting and any recounting of the votes. VVotes and voter
should be totally dissociated during the casting of the vote and once the vote
has been cast. The traditional paper-based ballot guarantees by its nature the
total anonymity of the vote cast. In eVoting system, technical safeguards
should ensure the strict separation between the identification procedure and
the storage of the votes cast in such way that they are totally separated.

10.2.4.1 Pre-voting Stage

At the pre-voting stage, the identification procedure currently relies on the control of
the identity card of the voter and of his electoral card where its authorization to vote
stands. Once this process is complete, the voter is allowed to enter the voting booth to
cast his vote. Both identification and voting procedure are physically separated.

The current electronic voting system relies on the traditional procedure. The physical
separation thus remains. Where electronic authentication is used, e.g. using elD cards,
technical safeguards should be implemented to ensure the separation of both
procedures.

10.2.4.2 During the Casting of the Vote

The safeguards implemented in Belgium to guarantee the secrecy of the vote rely on
the traditional safeguards used in paper-based voting systems: the identification of the
voters is made on a face-to-face basis and the casting of the vote is entirely realized
within a polling booth, maintaining the physical separation which can be easily
controlled by election officials.

On the other part, the design of the system guarantees, once the vote is cast, a full
anonymity of the voter: the content of the vote is recorded on a magnetic stripe on a
card which cannot be linked to the voters in any way, the vote is not stored in the
voting machine (but even if it were, as the identification process is not automated and
totally separated from the casting of the vote, it would be quite difficult to link the
voters with the votes) and, finally, all magnetic cards are deposited and mixed into the
e-ballot box.

The voter should not be allowed to print the content of his vote or to go outside the
polling station with any paper related to his vote.

10.2.4.3 Post-voting stage: Counting and Auditing

In the post-voting stage, before the tallying of the votes, the votes should be stored in
such way to guarantee the anonymity and guarantee the secrecy of the vote
(Recommendation n°17). In the paper-based system, votes are stored in sealed urns,
which guarantee secrecy.

When an electronic voting system is used, the storage of electronic ballots outside a
controlled environment should be encrypted in order to guarantee that they cannot be
read by unauthorized persons.

As mentioned above, it is impossible to link the identity of a voter to the voter’s
ballot: the voter’s identification follows a face-to-face identification process, and the
voting computer only starts the voting process after having detected a magnetic stripe
card. This card can be used only once, and is completely anonymous. Once the voter
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introduces his magnetic stripe ballot in the voting urn, the vote becomes totally
anonymous (except for fingerprints) without any danger of breaking this anonymity
during the tallying of the vote or the auditing process.

10.2.5 Procedural Safeguards

The procedural safeguards ensure that all principles of democratic elections are
implemented and maintained in an eVVoting context. They condition the trust of voters
into the system and thus the legitimacy of the elections.

Three main principles ensure the voting procedure to be in conformity with
democratic elections principles:

e The procedure should be transparent, i.e. the procedure should be known and
understood by the citizens (Recommendations 20, 21). This is currently
ensured a.0. by the presence of representatives of political parties and other
witnesses during the tallying of the votes.

e The procedure should be reliable and secure (Recommendation 28), i.e. that
procedural safeguards should guarantee that the election process is executed
according to the principles in place.

e The procedure should be verifiable and accountable. In case the results are
contested, the reliability of the counting process should be able to be
controlled (accountability) and, if an irregularity is detected, a recount should
be possible. In traditional systems, paper ballots can be easily recounted if
required.

Electronic voting systems raise a number of issues regarding procedural safeguards.
These issues should be addressed in order to guarantee the same level of transparency,
reliability, security, verifiability and accountability as in paper-based voting systems.
This implies that procedures need to be adapted to the specificities of the new systems
in order to generate trust.

10.2.5.1 Transparency

Transparency means that the voting system should be known and understood by the
citizens (Recommendation n°20). It allows voters to have confidence in the eVoting
system. This usually constitutes a weakness of electronic voting systems since,
contrarily to paper-based voting systems, electronic voting systems do not allow
citizens to “eye-control” the correct execution of the whole voting process.
Alternative control mechanisms should be put in place for the control of the process,
normally through the implication of experts with sufficient knowledge to estimate the
reliability of the system and its good functioning.

Confidence of the Voters

To increase the understanding of the eVoting system, a virtual demonstration of the
procedure to be followed for the casting of the vote has been put on-line. *° This
enables users sufficiently familiarized with new technologies to practice before the
election day. However it should be noted that an important part of the population with
no access to Internet will not be able to practice. Several municipalities have provided
alternative training centers for their citizens.

Full understanding of the system in use is actually required to base voters’ confidence.
As shown by the previous report issued by this Consortium, the understandability of
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the system is achieved, but some organizations have expressed distrust in the system.
They claim that one cannot be sure that one’s vote will be taken into account by the
machine during the tallying of the votes, nor that the votes taken into account are the
ones that have been cast by the voters. These organizations basically do not trust the
eVoting system and ask for additional guarantees to allow them to see and check that
their vote is taken into account. The current eVoting system thus lacks one basic
element: the trust of the citizens in the system. However, this argument may be
nuanced on the basis of the study of the Centre d’étude de la vie politique of the
Université Libre de Bruxelles conducted through ‘exit polls’ on May, 18 2003,
88,88% of the voters surveyed actually claim to trust the eVoting system. The lack of
confidence seemed to be proper to a group with higher levels of education and older
than average. The report concluded that ‘computerized voting gave little rise to
negative reactions in the areas of user friendliness, societal acceptance and
confidence’.>* Complementary scientific studies may be required to measure the level
of confidence in the eVoting system in place.

The solution suggested by these organizations is to include paper trail to the eVoting
system, in order to allow a manual recount of the votes and thus increase the trust
level to that of the traditional paper ballot voting systems.

It is worth noting that the Council of Europe recommends eVoting systems to be
implemented step by step to get citizens used to the system, to the changes it implies
and to generate trust.”

Control over the Software

In order to increase the transparency of the eVoting system, it is recommended to
publish the source code of the software used during the election.®® This is currently
the case in Belgium. However, this disclosure is limited as it takes place only after the
election and after the College of Experts had been given the opportunity to certify that
the source code published truly corresponds to the software used during the
elections.”’

In that sense, The Council of Europe recommends that observers should have to be
provided with an opportunity to have access to relevant software information, to
verify electronic safety measures for servers, to inspect and test devices, to have
access to test sites and information provided for remote eVoting, to observe cast
electronic votes entering the electronic ballot box and verifying that these votes are
being correctly counted.

When counting the votes, representatives of the competent electoral authority shall be
able to participate to the count and any observers shall be able to observe the counting
process.

This control over the elections is currently made in Belgium by the College of Experts

* See, 1t report delivered by the Consortium, 15.04.2007, pp.66-68.

% Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, p.35

Council of Europe, Recommendation Rec(2004)11, “Explanatory Memorandum?”,
30 September 2004, pt.62

See
http://www.ecolo.be/index.php?classshome&page=interventions/docs/interparl&
fiche=3134&numand=2161)
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since 1998. This College is composed of experts designated by the Chamber of
representatives, the Senate and the regional legislative bodies. In addition, each
political formation that is represented in either Chambers of Parliament by at least two
representatives may designate an IT-specialist. These persons control the reliability of
electronic voting machines’ software, the exact recording of cast votes on the
magnetic card and in the polling station’s urn, the exact recording of the memory of
the computer of the president of the voting office on the storage medium used for the
total count of the ballots, the optical reading of issued ballots and controlling
electronic voting by printing out the ballots.

Organizational Safeguards

Finally, it is recommended that domestic legal provisions governing an e-election
provide clear timetables concerning all stages of the election, both before and after
(Recommendation n°36). The period in which an eVote can be cast shall not begin
before the notification of an election and the voters shall be informed, well in advance
of the start of voting, in clear and simple language, of the way in which the eVoting
will be organized, and any steps a voter may have to take in order to participate and
vote.

A record of the counting process of the electronic votes shall be kept, including
information about the start and end of, and the persons involved in the count

All these requirements are currently met by the Belgian eVoting system. The LOCV
defines each step of the procedure which should be followed in great detail. In fact,
the Council of State needs to know about infringements of this procedure and its
effects on the validity of the electoral process.

10.2.6 Verifiability and Accountability

The Council of Europe specifies that the verifiability of an electronic voting system
can be guaranteed by reinstructing the eVoting system to perform a second count; to
transfer the electronic ballot box to a similar but distinct eVoting system and perform
the recount; to let the recount be carried out by a different system which is
interoperable with the eVoting system; to produce, at some stage of the voting
process, paper trails of the cast votes and to use these for recounting. It may however
not be sufficient to only perform a recount. Other elements may be required to be
checked, such as the confirmation that all votes cast have been taken into
consideration.

This is actually guaranteed by the use of magnetic cards and thus the possibility to
recount these cards if any failure in the system were discovered. Furthermore, since
2003, the voters have been given the possibility to check that the content of the vote
recorded on the magnetic card correspond to what he wanted to cast. The voter has
thus the possibility to audit the content of the card by himself.

The accountability of the system implies that the components of the eVoting system
should be disclosed, at least to the competent electoral authorities, as required for
verification and certification purposes and that before any eVoting system is
introduced and at appropriate intervals after, an independent body shall verify that the
eVoting system is working correctly and that all the necessary security measures have
been taken (Recommendations n°24 and 25).
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To achieve a complete audit of the system, the Council of Europe recommends that
provision shall be made for the observation of all stages of elections to the extent
permitted by the law. There shall be a comprehensive audit system designed into the
eVoting system to provide information about the functioning of the system at all
levels (Recommendations 59, 100, 101, 102, 103, 104, 107, 108). Audit information
recorded shall, at a minimum, include: *°
e the number of votes cast;
e count information (including personnel involved, and enough information to
reproduce the count results);
e any suspicious activities which may indicate some kind of attack on the
system (including votes affected, if applicable);
e system failures and malfunctions;
¢ logs of authorized access to the system (including user identity and activities
undertaken) (Recommendations 57, 58).

Finally, observers shall be trained about the expected behavior of the system and its
operation in order to enable them to make informed judgments about the reliability of
election results.

As mentioned above, this audit is currently conducted by the College of experts.
Article 5 bis of the LOVC grant them with auditing functions in all stage of the
procedure, from day 40 before the election day to 15 days after such day, when they
have to deposit their report on the conformity of the elections to the procedures. They
thus verify, before any e-election takes place, that the eVoting system is genuine and
operates correctly.

10.2.7 Reliability and Security

The reliability and security of the eVoting machines to be used in an eVoting process
is crucial to the legitimacy of the elections. The reliability and the security of the
machines currently used in Belgium will not be assessed here, as it is not the goal of
the legal part. The main recommendations of the Council of Europe to this effect will
however be mentioned.

The Council of Europe recommends that all possible steps shall be taken to avoid the
possibility of fraud or unauthorized intervention affecting the system during the whole
voting process (Recommendation n°29). In that sense, only persons appointed by the
electoral authority shall have access to the central infrastructure, the servers and the
election data. Clear rules should govern such appointments. Critical technical
activities should be carried out by teams of at least two people. The composition of
the teams shall be regularly changed. As far as possible, such activities shall be
carried out outside election periods (Recommendation n°32).

While an electronic ballot box is open, any authorized intervention affecting the
system shall be carried out by teams of at least two people, be the subject to a report,
be monitored by representatives of the competent electoral authority and any election
observers (Recommendation n°33).

In order to support these requirements, Software engineering best practice shall be
followed, including: %
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e A comprehensive risk assessment shall underpin the decision to introduce
eVoting in general and any system in particular. This assessment shall be
carried out by individuals with a suitable level of expertise.

e Change management system shall be open and transparent. In particular:

o All components of the system shall be subject to version control
(Recommendation n° 69b).

o It shall be possible to accurately and reliably determine whether a
given component is the version tested and approved for use.

o Any updates of software, including third-party software such as
operating systems, shall be justified before installation.

0 There shall be a bug-tracking system.

o All of these measures shall follow best practices.

e Compliance with suitable open standards is recommended (Recommendation
n° 66).

At least one competent, independent body (certification authority) shall be appointed
to assess and certify the system’s operation and compliance with these standards.
(Recommendation n°111) This is currently the case in Belgium: several external and
independent auditing companies have been designated by the Ministry of Internal
Affair to carry out the certification.

In the event of any irregularity affecting the integrity of the votes, the affected votes
shall be recorded as such.
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11 General requirements for e-voting systems

This section of the report describes a number of general requirements which must be
satisfied by any e-voting system among the ones under consideration. The four areas
which are covered are: hardware, software, communications, and organization and
procedures.

These requirements complement and/or augment the requirements set forth in the
Recommendations of the Council of Europe on legal, operational, and technical
standards for e-voting Rec(2004)11, which we assume will need to be implemented in
any e-voting system for Belgium.

11.1 Global

The general requirements for e-voting systems must be clearly stated in a technology-
independent way, distinguishing

¢ functional requirements: which functions must be provided by the system;

¢ non-functional requirements: accessibility by specific categories of people:
elderly, disabled, etc; also security requirements, timing requirements, safety
requirements, etc.

The requirements for the components (physical, software, organizational) shall be
derived from these general requirements in a demonstrable way.

11.2 Hardware

All computers involved in the election process (pre-voting phases, voting phases, and
post-voting phases) shall verifiably fulfill the following requirements:

e The hardware shall be standardized in order to ensure quick and easy
replacement in case of breakdown.

e All devices which are not needed for e-voting operation shall be either
physically disabled or removed, including communication devices. It shall be
possible to ascertain this at any time after installation and during operation.

e Executable programs shall not be contained on removable media (e.g. flash
memories).

o Seals shall be apposed to show evidence of possible tampering to auditors.

11.3 Software

Election software (be it at the voting booth, office, or totalization center or be it
purpose-made or off-the-shelf) shall verifiably fulfill all requirements for reliable,
robust, testable, and maintainable software, including the following ones:

Parameterization

e All election software shall be parameterized by means of data: the election
software itself shall be totally independent of specific elections.
Parameterization data shall be expressed in a formalism (language) easily
understood by election officials.
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Parameterization data which have been prepared during pre-voting stages shall
be certified, signed, and protected in a way which prevents tampering and
allows verification before and during usage.

Specifications

All software and all software components (i.e. modules) shall be specified with
total accuracy and completeness using appropriate and effective specification
methods, languages, and tools prior to implementation. Tenderers shall indicate
which specification methods, languages, and tools they intend to use.
Specifications shall be made publicly available and comments invited to
improve them whenever needed.

Provisions for testing and auditing shall be included in the specifications, not
added as an afterthought.

Security must be included in the specifications: a vulnerability analysis must be
performed; a security policy must be defined to meet the security requirements
and security must be built in the specifications in order to remove the
vulnerabilities.

Specifications shall be used to construct comprehensive test suites before actual
implementation. The test suites shall be validated with respect to specifications
by teams not directly involved in implementation. It shall be possible to test
every module in a package independently of the remainder of the package.

Implementation

Tenderers shall document the software development process they intend to
follow, including provisions for quality control and assurance.

Implementations shall be based on well-known and stable high-level
programming languages and on approaches known to enhance the robustness
and reliability of software (e.g. modular programming, defensive programming,
run-time verification of assertions, etc.).

Naming conventions for modules, procedures, variables and other significant
entities shall be documented and adhered to; such conventions will enhance the
human-readability of all election software.

No code-altering techniques may be used in implementing software: the
instructions contained in the code shall remain invariant during execution.
Special care shall be taken to prevent accidental or deliberate attempts to
modify code during execution (incorrect usage of pointers, buffer or string
overflows, etc.).

Implementers shall produce sufficient evidence that implementations truly
satisfy the requirements. Formal program proofs are a possible means to
produce such evidence, particularly for the sensitive parts of election software,
which are not highly complex in nature.

Every version of a piece of software shall be identified by a version number.
Versions which are to be used during an election must be identified
unambiguously, approved and signed by someone with the appropriate level of
authority. The signature shall be non-forgeable (or at least extremely hard to
forge).
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Every component of election software shall be accompanied by extensive,
standardized and uniform documentation, prepared according to prevailing
standards. Code shall be adequately commented. The documentation shall be
audited by external, accredited auditors.

Certification

Every component of election software shall be audited by external, accredited
auditors, who will certify conformity with the specifications on the basis of
evidence produced by the implementers.

Before execution and at any time during execution of a piece of software
involved in the election process, it shall be possible to verify that the piece of
software is indeed the one which has been approved and signed.

Operating systems

The operating systems used in the computers which handle individual votes up
to and including the first totalization center shall be stabilized and certified
before the election.

All election-specific software shall be tested with the stabilized and certified
versions of the operating systems which will be used.

Before the election and at any time during the election and before the closing of
all election activities, it shall be possible to verify that the versions of the
operating systems executed in the various computers are indeed the stabilized
and certified ones.

Operating systems must prevent execution of any software located on
removable media.

Tamper resistance

A tamper-resistant means shall be provided to authenticate both the election
specific software and these certified versions of the operating systems.

Tamper resistance shall not exclusively be dependent on software mechanisms.

Tamper resistance may be ensured by burning the election specific software,
the operating system and all necessary support libraries and code onto a CD-
ROM. This CD-ROM will be inserted in a CD-ROM drive which is
subsequently closed, locked and sealed.

Audit records

Software shall produce time-stamped audit records of all operations executed
during all phases before, during, and after an election, as well as every error
condition encountered and every remedial operation executed to handle such
errors. It shall not be possible to stop the recording of audit records or to
modify such records.

Components of an e-voting system will periodically self-test to verify their
operation and integrity; these tests will produce audit records and, if needed,
real-time alarms to allow effective and timely intervention in case of
malfunction. The status of the various components of the e-voting system shall
be displayed in real-time.
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Time sources shall be adequately synchronized to maintain correct
interpretation of audit trails.

Audit records shall not contain information about the contents of a vote nor
about the identity of a voter.

Audit records shall be preserved until the election has been validated or for
whatever time span is required by legislation.

Whenever intervention is needed, messages to this effect shall be produced and
displayed in a clear and unambiguous manner.

Miscellanea

The user interfaces to election software shall be designed by experts in man-
machine communications. Due attention shall be devoted to the needs of voters
with disabilities.

Whenever individual votes are stored, they shall be randomized in order to
protect the anonymity of the suffrage.

International efforts related to the specification, implementation, and
verification of election software shall be taken into account (see e.g. Project
P1583 of the IEEE®®).

11.4 Communications

In the pre-voting phases, voting phases, and post-voting phases, software, data, and/or
information will need to be communicated among various components of the overall
voting system. Communication may be realized through physical transportation or by
means of telecommunication networking facilities.

11.4.1 Physical transportation

Whenever software, parameterization data, or election information (votes, totals,
etc.) are to be transported physically from one location to another, the following
requirements must be met:

Information shall be stored on appropriate media and protected in a way that
prevents unauthorized access and tampering with contents. WORM (Write
Once — Read Many times) media shall be preferred.

The persons involved in the physical transportation of the media shall not
possess keys allowing them to access the contents or tamper with its contents.

An unbroken chain of custody shall be established in a verifiable way for all
communications of sensitive information.

11.4.2 Telecommunication networks

Whenever software, parameterization data, or election information (votes, totals,
etc.) are to be transported by means of a telecommunication network from one
location to another, the following requirements must be met:

Preference shall be given to usage of private, demonstrably secure networks.

% http://grouper.ieee.org/groups/scc38/1583/
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Whenever private, secure networks are unavailable, end-to-end secured
transmission over public networks may be used, provided that the level of
security is recognized as sufficient by experts in order to guarantee integrity of
communications.

11.5 Organization and procedures

In the case of e-voting, many people will come in contact with hardware, software,
and procedures with which they may not be familiar with and for which they may lack
the adequate level of “computer literacy”.

Procedures shall be designed and written down by experts in human
interactions and in man-machine communications.

All procedures must be written in precise, but simple to understand language.
All specific terminology shall be explained; whenever useful, examples and
illustrations shall be provided. Independent tests shall be run to determine
whether procedural descriptions actually meet these requirements.

Adequate training shall be provided sufficiently in advance of the election. On-
line learning techniques may be used whenever applicable to minimize cost and
nuisance. The efficiency of the training shall be ascertained by means of
random tests.

Tests enabling election officials to verify the integrity of hardware, software,
parameterization data and communication means (if any) shall be provided and
procedures shall indicate when to apply them. For counting systems, tests shall
allow ascertaining that counters have been set to zero before counting begins.

All material related to confidentiality and security (i.e. keys) shall be handled
with special care and attention at all levels. All such material shall only be
handled by duly vetted officials, who shall be made aware of the need to
protect its integrity and its secrecy.

Decryption of encrypted information shall always require several partial keys
supplied by different vetted officials.

Contingency plans shall be set up to handle various kinds of breakdowns and
failures; backup equipment shall be readily available; procedures shall
explicitly mention what to do in case of problem.

Sensitive data shall be kept available (in encrypted and signed form) on
multiple supports to prevent loss in case of equipment or transmission
malfunction.

The complete end-to-end operation of any e-voting system should be tested
with representative users in order to verify its feasibility and effectiveness.

The need for auditing shall not compromise the need for anonymity of the
suffrage.
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12 Annex — Voting Ballots with Different Font Sizes

The following voting ballots illustrate the number of candidates that could be printed
on a voting ballot. The number of columns, the number of lines per column, the exact
layout and the font size are flexible parameters.

‘Senate Election Chamber Election European Election Province Election Region Election Local Election
Salected Party Salected Party Selected Party Salscted Party Salscted Party Sefected Party
1. Firsl Name 17. First Name 33, Firsl Name 49, First Name B5. Firsl Name 81, First Name
2 Second Name 18 Second Namae 34 Second Name 50, Sacond Name 66 Second Name 82 Sacond Nama
3, Third Narme 19, Third Mame 35, Third Name 51, Third Name G7. Third Mame &3, Third Name
4, Fourth Mame 20, Fourth Narme 36, Fourth Name 52, Fourth Name 68, Fourth Name 24, Fourth Name
5. Fifth Nama 21 Fifth Nama 37 Fifth Namae 53 Fifth Nama 60, Fifth Nama 85 Fifth Nama
6. Sixth Name 22, Sixth Marme 38, Siwth Mame 54, Sixth Narme T0. Sixth Name 85, Sixth Narmg
T. Seventh Name 23 Seventh Name 39. Seventh Name S5, Seventh Name 1. Seventh Name 87, Seventh Name
Castin Lauven B. Eighth Mame 24, Eighth Name 40, Eighth Mame 54, Eighth Name T2. Eighth Marme £8. Eighth Name
9. Ningth Name 25, Mineth Name 41. Ningth Namae ST, Nineth Name 3. Ningth Mame 89, Nineth Name
10, Tenth Name 26 Tenth Name 42, Tenth Name 58 Tenth Name T4, Tenth Name 90, Tenth Name
check and 11. Eleventh Name 27 Eleventh Narms: 43. Eleventh Name 9. Eleventh Narmi 75, Eleventh Name 1. Eleventh Nami
12, Twelfth Mame 28 Twalfth Name 44, Twelfth Name B0, Twelfth Name TG Twelfth Mame 92, Twelfth Name
fold this 13, Thirteenth Nams 29 Thirteenth Name 45, Thirteenth Name 61, Thirtesnth Name 77 Thirteenth Name 93, Thirteenth Name
ballot 14. Fourteenth Nami 0. Fourlgenth Mame 46. Fourteenth Narme 62, Fourleenth Mame 8. Fourteenth Narm: 94, Fourlgenth Name
15, Fifteenth Mame 31 Fifteanth Name 47, Fiftaanth Name 63 Fifteanth Name 78, Fifteanth Mamea 95, Fifteenth Name
16. Sudeenth Narme 32, Sodeenth Name 48. Sidoenth Narme B4, Sodeenth Name BO. Sidoenth Narme 6. Sodeenth Name

Figure 27: Voting ballot with 96 candidates, font size 7, 6 columns

Sanate Eluc

inm Chambar Elaction European Elaction Prowines Eleci Rhaggion Ele
Selected Party Selected Party Selected Party Selected Party Selected Paty Selected Party

Leeal Eloction Elaction

t Mamn 101, Firsa Name:

Hame 1. First Namo 81 First Name:

2 Second Namne acond Nams Sacond Name B2 Secand Name 2. Second Nama

3 Third Name: 23, Third Name 43, Thind Name 63 Third Name 3, Third Nane . Thied Name

4 Fourth Name 24, Fourth Name 24, Fourth Name: 64. Fourth Namo 4. Fouth Name 104. Fourth Name 124. Fourth Name
£ Fifth Name 25, Filth Name 25, Fisih Name 65, Fifih Name 85, Fifth Name 105, Fith Name 125, Fish Name

6. Sixth Narme 26, Sinth Name: 46, Sirth Nam 65 Sarth Narme . Sorth Narme 106, Sinth Nanve 126. Sixth Naene

7. Seventh Namo 27. Seventh Mame A7, Seventh Nanme 67 Seventh Namo B7. Seventh Name 107. Seventh Mame 127. Sevteth Hant
& Eighth Namo 20, Eighth Namo 40, Eighth Hame: 62 Eighth Name 24, Eighth Namo 100, Eighth Mame 128, Eighth Name

3 Ninath Name 79, Ninath Nams 49 Nnath Name 65 Nrwth Name B3 Ninath Name 109, Nenath Name 129 Nnwth Name
Castin Leuven 10. Terith Name 30, Tenth Narne 50, Tenth Name 0. Tenth Nae 50. Tertth Narr 110, Tenth Narne 130, Tenth Name
11. Bt Name 3. Eleverith Narne 51. Eleventh Name T1. Eleventh Name 51. Ekeverth Nams: 111. Eleventh Name 131, Eleventh Name
12. Twotth Namo 32, Twatfth Namo 52. Twalfth Mame T2 Twelfth Name 52 Twelh Nane 112. Tuwatfth Name 132, Twelfth Mame
13 Thireanth Name: 33, Thartnenth Name: 53 Thirtteenth Name T3 Thittesnth Name 53 Thartennth Name: 113, Thirteondh Nanw 133 Thirtewnth Nasma
check and 14 Feurtaanth Nama Faureanth Nama 54, Founiaanth Nama 74 Fourtaanth Hame 54 Fourtsanth Name 114, Fauresnih Mama 134, Fourieanth Mama
fold this 15. Fifteerth Name Fifteerith Narne 55, Fieenth Name 75, Fifieanth Name 55, Fiflesrth Nams 115, Filteenth Name 135. Fihwenth Name

16, Soteerth Name Sitesnth Name 6. Sieanth Mame 16 Sartpenth Name . Sixtesnth Name 116, Siteenth Name 136, Sixteanth Name
ballot L Mame 57 thMans 775 h M. Mams 1179 Masne 137 Ih

3 6
a7 7.8

1. Exghmeenth Hame 36. Eightteenth Name 56. Eightteenth Name T8 Emhiseenth Name 5. Exghtteenth Name: 118. Eightieertth Narme 138, Eighttesnth Name
. 8.
40

Hare

19. Ninateenth Name . Ninateenth Name 59. Ninstoenth Name 75 Nineteenth Name Hineteenth Name 119, Ninsteenth Name 139, Ninsteenth Name:
20 Twentieth Name Twontioth Name 0. Taonsoth Name B0 Twentieth Name 100, Twentioth Mame 120, Twontioth Name 140 Twerdoth Nane

Figure 28: Voting ballot with 140 candidates, font size 6, 7 columns

Senate Election Chamber Election European Election Frovince Election Region Election Local Election Community Election
s2a Party . - Setested Pany tea Pary g g
1. First Name 27 Firstame 53 Firstame 70, FrstName 105 First Name 131 FirstName 157 First Name
2 Secon Name 28 Second Name 54 Second Name 80 Second Name 108, Secons Name 132, Sacond Name 156, Second Name
2 Third Name 29, Third Name 55 Trird Name &1, Tnes Hame 107, Thirs Name 132 Third Name 158, Third Name
4 Fourh Name 30, Fourth ame 58 Fouth Name 82 Fourh Name 108, Fouth Name 134 Fourh Name 160 Fourth Name
5 Fifin Name 31 Fifh Name 57. Fifth Name: a3 Fifn Name 109 Fifn Name 135 Fiftn Name 161, Fifth Name
8 Sixh Name. 52, Soth Hame 58, Sith Name 82 Sixh Name 110 Sixth Name 128, Sorh Name 162, Sixh Name
7. Seventh Name 3. Seventh Name: 50 Seventh Name 23, Seventh Name 111, Seventh Name 137 Saventh Name 16, Sevenin Name
& Eighth Name 54 Eghth Name 80, Eighih Name a2, Eighth Name 112 Eighth Name 135, Eghth Name 164, Eigith Name
& Nineth Name 35 Nineth Name 01. Nineth Name &7 Nineih Name 113, Ningth Name 13, Nineth Name 165 Hineth Name
0. Tenth Name 38, Tent Hame 62, Tenm Hame 83 Tentn Name 114 Tenth Name 0. Tenth Name 165, Tentn Name:
1. Elevenih Name 37, Exeverth Name 03, Eleventn Name 20, Elevendh Name 115, Eleventh Name 141, Exventh Name 197 Efeventn Name
Cast in Leuven 12 Tuelfh Name 38 Tweith Name. 64, Tweitn Name. £0. Tweifn Name 118, Twelth Name 42 Tweifh Name 165, Tweitn Name:
12 Thirteents Hame 32, Thirteenth Name 03, Thirizenth Name 91, Trikzenth Name 117, Thirieanin Name 42 Thirserth Name 160, Thirlserth Name
14 Foureenth Hame 40, Fourteenth Name 88, Fourtesnth Name 92 Foureenth Name. 113 Fourtsenth Name 144 Foureents Name 170, Fourisenth Name
15, Fitesnih Name 41, Fifiesnih Hame 07. Fifienth Name 93, Fifienih Name 110, Fiissnih Name 45, Fifienth Name 174, Fifisanin Name
18 Sisteenth Name 42 Soxteenth Name 88 Sintesnth Name 94 Sirteenth Name 120 Sixisenth Name 45 Sitearth Name 172, Sixiesnh Name
check and 7. Seventeenth Name 43. Seventesnts Hame: 80, Seventeenih Name 93, Seventesnth Name 121, Sevenizenth Name 47, Seventzent Name 175, Sevenizenth Name
18 Eightesnts Name 44 Egntzenth Name 70, Eightizenth Name £8_Eighnzenth Name 122 Eightieentn Name 2. Eghteens: Name 174, Egrtzents Name
fold this insteen:h Name 45, Nineteenth Name 71 Ninetesnih Mame O7. Nineseenth Name. 123, Nineizenth Name 4. Ninetesns Name: 175 Hineteenh Name
Tuenteth Name 48, Twentizth Name. 72 Twentietn Name 23 Twentieth Name 126 Trentsth Name 180, Tweneth Name 176, Twentietn Name
ballot Toventy first NameName 47 Twenty first NameMName 73Ty 90 Twenty 125 151, Twany frst NameName 177, Twandy frst HameMarme

2 Narms a2, Name 74 Twenty 100. Twenty 128, Twenty second Name 162 Twenty second Name 178, Twenty szoon Name

23 Twentythird Namshame 40 Twenfy third NameName 76, Twenty trd NameName 101, Twenty thrd NameName 127 Twenty thid Namehame 152, Twenty third NameName 178, Twany thir NamsName

24, Torenty fourth NameName 50, Twenty fourtt NameMame 76, Twenty fourtn NameName 102, Twenty fourh NameName 122 Twenty fourih NameMame 154, Twenty fourin Namebame 150, Tweniy fourin Namehame
Twerty it NameName 51 Tweniy fith NameName 7. Tweniy ffth NamsName 103, Twenty fifh NameName 120, Twenly fith Namshame 155, Twenty fith NameName 181, Tweniy £th NameNams.

22 Toenty sich Nameame 52 Twenty sich Namehame 75 Twenty sodh MamsMame 104, Twenty sixin NameMame 130, Twenty sixin NameName 158, Twenty sixih NameName 152, Twenty sixth NameName

Figure 29: Voting ballot with 182 candidates, font size 5, 7 columns

Page 142 of 149



13 Signatures

13.1 K.U.Leuven
This report was read and approved by:

Prof. dr. ir. Bart Preneel

Prof. dr. ir. Vincent Rijmen

Prof. dr. ir. Jan Engelen

Prof. dr. Jos Dumortier
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13.2 Université catholique de Louvain

This report was read and approved by:

Prof. dr. ir. Jean-Jacques Quisquater

Prof. (em.) dr. ir. Elie Milgrom

Prof. dr. ir. Marc Lobelle
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13.3 Vrije Universiteit Brussel

This report was read and approved by:

Prof. dr. Kris Deschouwer

Prof. dr. Jo Buelens
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13.4 Universiteit Antwerpen
This report was read and approved by:

Prof. dr. Stefaan Walgrave

Page 146 of 149



13.5 Universiteit Gent
This report was read and approved by:

Prof. dr. Carl Devos
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13.6 Université libre de Bruxelles
This report was read and approved by:

Prof. dr. Pascal Delwit
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13.7 Université de Liége
This report was read and approved by:

Prof. dr. Pierre Verjans
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