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Abstract

The end-to-end principle is fundamental to the design of
the Internet. It mandates that hosts participating in a trans-
port connection must be able to process packets continu-
ously. This principle conflicts with the energy-saving ob-
jectives of battery-powered wireless devices, which bene-
fit from short, intermittent usage patterns.

In this paper, we propose a QUIC delegation mecha-
nism that enables a client to move an existing connec-
tion to a trusted third party by transferring the connection
state. The third-party host assumes responsibility for the
connection and data exchange on behalf of the original
client, allowing the client to enter a power-saving mode.
We design and implement it on two different QUIC imple-
mentations to validate its interoperability. Our evaluation
shows that QUIC Connection Delegation can save up to
55 % of energy when the smartphone can leverage exist-
ing sleep mode techniques, and 25 % considering back-
ground traffic and an active display.

1 Introduction

The TCP/IP protocol suite was designed under several as-
sumptions [1]. At that time, energy consumption was not
a concern, and minimizing energy was not an initial ob-
jective of the Internet architecture. Endpoints could not
make any assumptions about the time of packet reception;
therefore, they must remain active at all times. The sit-
uation changed with the introduction of battery-powered
and wireless devices. Several techniques have been pro-
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posed to optimize the energy consumption of wireless net-
works [2,13]. However, these energy-saving techniques of-
ten interact with the fundamental behavior of the Internet
protocol suite, yielding only incremental improvements.

Modern smartphones support idle power modes, such
as Android’s Doze [4]. The smartphone OS monitors the
device usage and decides when to put the platform to
sleep. When an Android phone is in Doze mode, the
system restricts apps’ access to the network and CPU-
intensive services. Chen et al. [S]] highlights the energy
cost of background activities and idle states, showing that
Wi-Fi scans and beaconing alone account for roughly
17 % of a device’s daily energy consumption. Researchers
and the Wi-Fi industry have developed and deployed sev-
eral power-saving techniques that allow Wi-Fi devices to
put their network interfaces to sleep while waiting for
frames [6]. In a nutshell, the Wi-Fi access point buffers
frames intended for a sleeping device. When the device
wakes up, it informs the access point, which delivers the
buffered frames. This works when a few frames are wait-
ing, but it is not suitable for reliable transport protocols
such as TCP and QUIC that adhere to the end-to-end prin-
ciple [[7]] and incorporate congestion control schemes that
adjust the instantaneous throughput according to the net-
work conditions. When such connections are active, de-
vices must process each packet and return acknowledg-
ments to allow the transfer to continue.

In this paper, we propose Connection Delegation, a
novel approach and radical shift to reduce the energy con-
sumption of battery-powered wireless devices, by allow-
ing an endpoint to delegate one or more QUIC connec-



tions to a trusted delegate in its network. We build upon
two key observations:

1. From an energy perspective, wireless media (Wi-Fi
and Cellular) are significantly more efficient when
transferring data at high rates than at low rates [8.,9]];

2. In modern domestic networks, the wireless LAN’s
throughput is hindered by the access network.

We elaborate on these observations further in Section 2
When the transport connection has a low throughput, the
endpoint of the connection (in our example, a smart-
phone) moves the connection to another, non-battery-
powered device, which continues the transfer while the
smartphone goes to sleep. We refer to the second de-
vice as a delegate. At the end of the transfer, the dele-
gate wakes up the smartphone and transfers all received
data at a higher throughput (observation 2), thereby reduc-
ing the smartphone’s energy consumption (observation 1).
While this mechanism is protocol-agnostic, we focus on
QUIC [1O] to leverage its migration feature, which is al-
ready widely deployed [[11]], so that our solution is entirely
transparent to the server.

Our results show that when the server throughput is
lower than the Wi-Fi bandwidth, smartphones perform-
ing screen-off HTTP/3 downloads benefit increasingly
from delegation: the longer the transfer, the greater the
energy savings. For instance, QUIC Delegation reduces
the smartphone’s total energy consumption by 23J (55 %)
on a 95 MB transfer, while introducing an average ad-
ditional delay of 9 seconds (17 %). These savings occur
because (i) the delegated transfer completes at a higher
throughput, thereby reducing the time the device spends
in its high-power download state. Additionally, (ii) when
the device finishes the transfer, it enters an idle mode
that is significantly less power-consuming than when it
is transmitting. Such gains are particularly relevant for
large background transfers, such as software updates or
cloud storage synchronization, which typically occur dur-
ing user inactivity.

Contributions. We make the following contributions:

* We design QUIC Delegation, allowing a host to dele-
gate an ongoing QUIC connection to a trusted delegate.

* We implement QUIC Delegation in Cloudflare
quiche [12]] and evaluate the benefits of the approach
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Figure 1: Power consumption during transmission.

Figure 2: Power consumption and energy efficiency of Pixel7a during
data transmission on Wi-Fi with various bandwidths. On both figures,
we display a linear model [|8|14|] (red) and the generic model proposed
by [15] (green).

on smartphones in a realistic testbed. We show that it
reduces device total energy consumption by up to
55 % during screen-off HTTP/3 downloads, and up to
20 % while using the screen.

* We specify the QUIC Delegation mechanism (e.g., how
to (de)serialize the QUIC state to/from the delegate) to
enable adoption by any QUIC stack. We implement in
another open-source stack, aioguic [13]].

We will release all software artefacts, including our two
implementations, upon publication of this paper. This
work does not raise any ethical issues.

2 Motivation

Section [2.1] reviews the factors influencing the energy
consumption of smartphones during data transfers over
Wi-Fi. We focus on smartphones due to their massive
adoption, but this approach also works with other battery-
powered devices. Our results, as well as the literature,
indicate that the faster the data transfer, the better the
energy efficiency. Section shows that the throughput
across the Internet rarely matches that in Wi-Fi networks.
Section [2.3] details the Connection Delegation mecha-
nism, building upon these two hypotheses.

2.1 Energy consumption of mobile devices

Power consumption in smartphone communications has
been extensively studied [16, 15, [14, (15} [8]. Gupta et al.



— | ®.
;‘E \\\ o EbZC{zTh_l+ﬂ2
= 100n F l.\ -y
— E ~e. == Ep=oT," +ps
> ‘@
& *®.
() ..\'.
i »“o"fo,. ‘
T T T — T T T
10 100

Bandwidth [Mbps]

Figure 3: The energy per bit during transmission.

Figure 4: Power consumption and energy efficiency of Pixel7a during
data transmission on Wi-Fi with various bandwidths. On both figures,
we display a linear model |8\ 14|] (red) and the generic model proposed
by [15)] (green).

[L6] report that during a 720p YouTube streaming, Wi-
Fi accounts for 42-65 % of the total device power con-
sumption, depending on the device model. Friedman et al.
[14] analyze the trade-offs between Wi-Fi and Bluetooth
for file transfers, showing that Wi-Fi is generally more
energy-efficient due to its higher data-per-power ratio.
They also observe an increasing linear relationship be-
tween Wi-Fi power consumption and throughput, not-
ing that the power consumption of a smartphone Wi-Fi
chip heavily depends on the time it is active, and only
slightly on the provided throughput. Sun et al. [15] pro-
pose a generic model for estimating energy efficiency as
a function of data rate, demonstrating higher efficiency
at higher throughput. Other works have proposed similar
linear models between power consumption and through-
put [8].

To ensure a similar hypothesis in our environment, we
measure the energy consumption of the Google Pixel 7a,
which we will use throughout all of our experiments. Fig-
ure [§] presents our experimental setup. The device per-
forms HTTP/3 downloads from a server in our campus
network through an 802.11 5 GHz Wi-Fi access point. We
vary the available network bandwidth by applying shap-
ing at the server’s egress and perform 20-second-long
transfers; higher bandwidth experiments result in larger
download sizes.

Energy efficiency. Figure[I|shows the power consump-
tion as a function of the bandwidth. The Figure shows a
correlation between the throughput and the power con-

sumption, aligning with the results proposed by previous
work [8, [14} [15]]. We observe a 51.6 % increase in power
consumption (from 1.24 W to 1.88 W) when the band-
width increases by 5405 % (from 5.5 to 303 Mbps). The
power consumption of the smartphone slightly increases
with the bandwidth. In contrast, the potential power sav-
ings due to the shorter transfer duration are much more
signiﬁcantﬂ

Figure [3] shows the energy efficiency (J/bit), calculated
as the total device energy consumption divided by the
overall data transferred. We observe an inverse propor-
tional decrease in energy per bit, consistent with previ-
ous work [8 {14} |15]. Energy efficiency improves signifi-
cantly at higher throughput: at 303 Mbps, the smartphone
consumes 31x less energy per bit (7.4 nJ) compared to
5.5 Mbps (233 nJ). We fit a reciprocal function of the lin-
ear model shown in Figure[I] (red) with the general model
proposed by Sun et al. [[15] (green).

Wi-Fi chip power consumption. The hypothesis from
Friedman et al. [14] states that, from an energy-saving
perspective, faster transmissions are always better in the
presence of idle power. To assess this conclusion in our
setting, we downloaded a 12.5 MB ﬁleE] on our Google
Pixel 7a (following the same setup) at {5,20, 100,200}
Mbps, while monitoring power consumption over a 30's
window. Figure [5] reports the total energy consumed by
the device, as measured by the Monsoon HVPM (High
Voltage Power Monitor), together with per-component en-
ergy consumption obtained from the ODPM (On-Device
Power Monitor) rails [[17]. Since the ODPM rails do not
account for all power consumption and present conversion
inefficiencies at high power consumption [18]], we also in-
clude the difference with the Monsoon (Diff Monsoon).

As expected, for a fixed download size, higher through-
put leads to lower energy consumption: from 30J at
5Mbps to 9J at 200 Mbps. The Figure also highlights
that substantial saving comes from the Wi-Fi chip (WiFi).
Because faster transfers complete more quickly, the de-
vice potentially[ﬂ enters a low-power mode sooner. All to-
gether, the results from Figure [3] and [5] confirm our first
hypothesis: higher throughput leads to a greater en-

!For a fixed transfer size, increasing the throughput by 100x should
lead to a ~ 100x shorter duration.

2We chose this size to limit the 5 Mbps experiment to a 30's transfer.

3Whether the device enters low-power mode also depends on the op-
erating system.
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Figure 5: The total energy consumption of a 12.5 MB with a measure-
ment window of 30 seconds.

ergy efficiency since the device (notably Wi-Fi chip)
must stay active for a shorter time.

2.2 Achievable server throughput
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Figure 6: Cloudflare IQI Bandwidth from January to July of 2025.

From an energy efficiency viewpoint, the previous sec-
tion shows that a smartphone should transfer data at
the highest possible throughput. However, the Internet
is a shared infrastructure, and servers often limit their
throughput for various reasons [[19, 20], thereby decreas-
ing the potential energy-saving benefits. To illustrate this,
we analyze Cloudflare’s Internet Quality Index (IQI) [21]],
which represents the measured throughput of real con-
nections, such as web browsing. Figure [6] shows the
25" 50" 75" percentiles of IQI downloads across Africa
(AF), Asia (AS), Europe (EU), and North America (NA)
for the first 7 months of 2025. We observe that the me-
dian download throughput is 7, 12, 27, and 22 Mbps for
Africa, Asia, EU, and NA, respectively. Similarly, for the
75" percentile, throughputs are respectively 12, 23, 47
and 39 Mbps. Hence, only a fraction of Internet users
can exchange data with Internet servers at a through-
put matching the highest available Wi-Fi speed (100-
253 Mbps [22]]), thus confirming our second hypothesis.

2.3 The case for Connection Delegation

Building upon the two key observations (Section [2.1] and
[2.2), this paper introduces the concept of QUIC Connec-
tion Delegation, as Figure[J]illustrates. A Connection Del-
egation is a three-step process. Delegation. A client can
redirect the processing of an established connection to a
trusted delegate. To do so, the host serializes its connec-
tion state (and optionally data that needs to be transmit-
ted) and sends it to the delegate, then can enter a low-
power mode to save energy. Transfer. The delegate fully
operates the transport connection in place of the client,
using the serialized state, and continues the transfer at
limited throughput with the server (hypothesis 2). QUIC
Connection Delegation supports both downloads and up-
loads. During this transfer, the client is asleep. Retrieval.
Once the transfer is complete, the delegate wakes up the
client, which retrieves the connection state and downloads
the data at a significantly higher throughput (hypothesis
2). Hence, it reduces the total amount of time its wireless
interface is awake, ultimately leading to energy savings
(hypothesis 1). The following Section details the QUIC
Connection Delegation mechanism, which does not re-
quire any server modification thanks to QUIC’s connec-
tion migration.

3 Delegating a QUIC connection

QUIC [10] is a modern, reliable transport protocol run-
ning atop UDP. It is used to support HTTP/3 [23]], which
provides the same semantics as HTTP/2 [24]. QUIC com-
bines the security of TLS 1.3 and the modern reliabil-
ity mechanisms of TCP. QUIC packets can be seen as
frame containers. Each frame type embeds the logical
parts of the protocol. QUIC hosts do not retransmit lost
packets; instead, they send the (reliable) lost frames in
new packets with increased packet numbers. While TCP
uses the 4-tuple to identify a connection, QUIC uses Con-
nection Identifiers (CIDs) included in the QUIC header.
On each connection, each QUIC host allocates one or
more CIDs that the peer can use to identify the connec-
tion. This mechanism allows a QUIC host to change its
source address without breaking the established connec-
tion using the Connection Migration procedure illustrated
in Figure E] (Section @) To migrate, a host initiates a
path probing phase, ensuring the peer that migration is
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Figure 7: A client starts a QUIC connection with a server. As the trans-
fer is slow, it moves the connection to a delegate that continues the data
transfer while the client enters power-save mode. The client wakes up
and interacts with the delegate to retrieve the connection state and all
data exchanged.

not an attempt to attack a third-party [[10]. Once verified,
the whole connection migrates to the new path, stopping
packet exchange on the older one.

To enable QUIC clients to sleep while slow data trans-
fers execute, we propose a technique that enables such
a client to delegate the execution of a connection to
a trusted host that we call a delegate. We assume that
the client fully trusts the delegate. For example, the dele-
gate of a smartwatch could be a computer or Wi-Fi access
point owned by the same user. We leverage QUIC’s con-
nection migration to delegate the client side of the con-
nection to a delegate. Hence, connection migration is the
only server-side requirement for our solution. This stan-
dard feature is already widely deployed [25]. Later we
discuss how QUIC clients could delegate connections to
less trusted devices by using application-layer encryption,
similar to the approach proposed by Kosek et al. [26].

QUIC Connection Delegation. Figure [] illustrates
our QUIC connection delegation mechanism, which
we further detail in the following subsections. We
first consider an example and focus on the main steps

highlighted by letters (a) to @ In this example, ((@) a
smartphone initiates a long file download with a server.
To preserve its battery during the long download, the
client sends the HTTP/3 request to the server and, after
receiving some bytes (e.g headers), opts to delegate the
established connection to a trusted delegate. The process
requires the client to write the application data (if any)
to the QUIC layer, then stops processing, sending, or
receiving incoming packets on the QUIC connection,

At this point, the smartphone is no longer an ac-
tive endpoint of the QUIC connection, and it can
put its wireless interface in a power-save mode
to preserve its battery. ((c])) The delegate uses the
then it performs a QUIC connection migration to the
server. Once the connection migration finishes, the
delegate fully handles the client side of the connection:
it sends and receives application data with the server in
place of the client. The connection delegation is seamless
to the server as it only sees a standard migration caused
by a change in the client’s IP address. The delegate
ensures reliable delivery and respects flow control limits
and congestion control as any QUIC client [10]. In the
example from Figure (@) the delegate wakes the
client once the HTTP/3 response body is fully received.
((e)) The smartphone contacts the delegate to retrieve
the QUIC connection and all the received data. If the
client retrieves the connection earlier than the end of the
transfer, it can issue a new connection migration to the
server to become the transfer’s endpoint device again.

The next subsections thoroughly answer the following
questions: (3.I)) How to represent the state of a QUIC con-
nection? (3:2) How can a client safely delegate a QUIC
connection? (3.3) How can a client safely resume a dele-
gated connection?

3.1 QUIC connection state

The QUIC protocol specification [10} 27, 28] contains
many requirements regarding the behavior of QUIC
clients and servers but does not explicitly specify the state
composing a QUIC connection. This abstraction empha-
sizes QUIC’s behavior and lets implementers architect
their implementations appropriately to their requirements.



To cope with the diversity of QUIC stacks, we propose a
portable QUIC connection state format. This format rep-
resents the binary state of an ongoing QUIC connection
from the perspective of a single host. This is similar to
Linux’s TCP_REPAIR feature [29], this format captures the
state of an ongoing QUIC connection in a portable binary
representation. However, unlike TCP, the QUIC state ma-
chine requires more than just sequence numbers, pack-
ets in the queue, and options. To demonstrate the feasi-
bility of delegating connections between different QUIC
stacks, we implement it in two very different QUIC im-
plementations: quiche (commit dfeaa589), a production-
ready implementation written in Rust and developed by
Cloudflare, and aioquic (commit 9bcle43), a minimal
implementation of TLS 1.3, QUIC and HTTP/3 written
in Python. These QUIC implementations maintain differ-
ent types of state information, however they fully imple-
ment the QUIC protocol, including connection migration.
Due to space limitations, we summarize the information
retained in our QUIC connection state representation. The
details are provided in Section[B]

Packet Number Spaces. We store information includ-
ing the received packet numbers that need to be acknowl-
edged, the set of already received packet numbers or the
largest packet number received in the Application data
packet Number space.

Transport parameters. QUIC transport parame-
ters [10] are exchanged during the connection handshake
to define key protocol settings, such as the maximum UDP
payload size or acknowledgment delays, . ..

Cryptographic Materials. We store the cryptographic
secrets and the cipher suite negotiated during the hand-
shake to enable packet encryption and decryption on the
delegate. This ensures that the delegate derives the same
encryption materials as the client. We transmit the crypto-
graphic secrets, rather than just the derived keys, to allow
the delegate to compute new secrets such as client_toke
n, delegate_token, and perform key update if requested
by the server.

Connection IDs. Connection IDs (CIDs) uniquely
identify a QUIC connection on a peer [10]. These iden-
tifiers are crucial, as each 1 — RT T packet contains a Des-
tination Connection ID (DCID) to associate each packet
with the corresponding connection at the receiver. When
storing CID information, we record all non-retired CIDs
from each peer, along with their reset tokens and sequence

numbers. Connection delegation requires at least two ac-
tive CIDs.

Flow and Congestion control. We store all the infor-
mation required to manage the Stream and connection
level flow controls on the delegated connection. QUIC
endpoints perform congestion control per path [28]]. Since
QUIC hosts must reset their congestion control state upon
connection migration [[10], we do not store congestion
control and Path MTU discovery information.

Our prototype encodes the QUIC connection state us-
ing MessagePack [30], an efficient, compact, and widely
supported format that supports mappings with keys of any
data type, aligning well with connection state needs. From
empirical measurements, we observe that the size of the
connection state when delegating is around 2.5 kB, with-
out connection data.

Summary: Our portable QUIC connection state en-
ables capturing a snapshot of an ongoing QUIC connec-
tion at any time after the handshake, from the perspective
of a client. It is lightweight, complete, and fully compliant
with QUIC version 1.

3.2 Transferring QUIC connection state

The connection delegation mechanism transfers the con-
nection state between the client and the delegate. We use
QUIC and HTTP/3 for this transfer (@ and (e)), as illus-
trated on Figure

To start the delegation process, the client initiates con-
trol connection with the delegate (). Our prototype
leverages HTTP/3 to authenticate both peers on this con-
nection. The client authenticates the delegate using the
certificate supplied during the connection handshake. This
certificate can be pre-installed on both hosts prior to
QUIC delegation, similar to SSH. The delegate can au-
thenticate the client using Mutual TLS [31]] or other
HTTP/3 authentication schemes [32} 133}, [34].

When this control connection is established, the client
serializes the state of its connection with the server to the
delegate (@), along with application data that must be
transferred to the server. We name the initial connection
to the server the delegated connection. At this point, the
client immediately stops processing all packets received
from the server. Otherwise, those packets could modify
the connection state and jeopardize the connection that
the delegate tries to establish. Finally, the client provides



a client_token to the delegate. The client derives this
token using the TLS Exporter [35] with @ as label from
the exporter master secret of the initial connection with
the server. This client_token acts as a proof of owner-
ship of the initial connection. Since it is sent over a QUIC
connection, a passive attacker cannot observe this token.

After receiving the delegated connection state, (), the
delegate resumes the delegated connection and performs
a QUIC connection migration to bind it to its own ad-
dress. The delegate continues the connection on behalf of
the client, thus processing incoming QUIC packets, send-
ing acknowledgments, and buffering/uploading applica-
tion data ((3)). All these packets modify the state of the
delegated QUIC connection on the delegate.

In our design, a client can resume a previously dele-
gated connection in two ways, further detailed in Sec-
tion In Figure [7] the delegate signals the client that
the transfer on the delegated connection has finished. For
this, it sends a UDP packet to the client. To prevent at-
tacks, the delegate proves that it knows the exporter mas-
ter secret of the initial connection by sending the output
of the TLS Exporter computed with 1 as a label. This del
egate_token is in the UDP packet sent to the client.

Upon reception of this packet, the client verifies the
value of the delegate_token by applying the TLS Ex-
porter. The client then opens a new control connection
with the delegate (@) and sends its client_token to
prove that it owned the initial connection (@). The del-
egate answers with its delegate_token to prove its own-
ership of the delegated connection. At this point, the dele-
gate stops processing the delegated connection, serializes
its updated state, and sends it to the client on the control
connection. Upon reception of the delegated connection
state and application data, the client deserializes the orig-
inal connection. It can resume then the connection with
the server and initiate a new connection migration.

3.3 Signalling for connection resumption

Once the data transfer has finished, the delegate must re-
turn the control of the QUIC connection to the client. Our
prototype currently supports two different mechanisms
for connection resumption.

Timer Based. In this approach, the client specifies an
abstention period, during which it commits to contact the
delegate to retrieve the connection. The delegate, in turn,

retains the connection state for a maximum duration of
2 X abstention period. The delegate can discard the con-
nection state at the end of this period without client re-
trieval. Additionally, if the requested abstention period
exceeds the delegate’s predefined threshold, the delegate
may refuse the delegation request. To ensure seamless re-
sumption, the client should select an abstention period
shorter than the max_idle_timeout transport parameter
negotiated during the initial handshake with the server.

Wake-Up Packet. In this mechanism, the client spec-
ifies an IP address and UDP port number in the HTTP/3
headers when initiating the control connection, allowing
the delegate to contact it as needed. The delegate sends
the delegate_token to this port, prompting the client to
resume the connection upon receiving the expected pay-
load. The delegate employs an exponential back-off strat-
egy, retrying up to three times if the client does not re-
spond. If the connection remains unclaimed, the delegate
discards its state. While Wake-Up packets currently uti-
lize UDP, alternative implementations may leverage low-
power, out-of-band protocols such as IEEE 802.15.4 or
Bluetooth.

Trade-off. A client must provide the necessary infor-
mation for at least one resumption mechanism; other-
wise, the delegate must reject the delegation request. The
delegate can autonomously select the most appropriate
method if both mechanisms are supported. The timer-
based approach minimizes resource consumption by al-
lowing the client to enter a low-power state during the ab-
stention period. However, this method prevents real-time
notifications from the delegate, limiting the client’s abil-
ity to respond to unexpected connection events. Contrar-
ily, the Wake-Up packet mechanism enables immediate
client reaction, making it better suited for scenarios where
timely reconnection is critical, such as premature connec-
tion termination by the server.

3.4 Extending QUIC delegation

The QUIC Delegation mechanism allows the delegate to
access the application data. It is possible to reduce the
level of trust that our delegation mechanism imposes on
delegates by using two levels of encryption keys. In brief,
the server and the client exchange two sets of security
keys. The first set is used to encrypt and authenticate the
QUIC packet headers and the control information. This
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7a has a non-removable battery. The delegate is an intel
NU{ wired to the same Wi-Fi network as the DUT. The
server is in our university’s data center, and the campus
network is shared, which explains the potential variance
in some measurements.

Scenarios. We evaluate our solution under three sce-
narios represented in Table [} In the first scenario,
we measure the benefits of QUIC delegation when the
throughput between the smartphone and the server is sig-
nificantly lower than that of the Wi-Fi network. Then,

we investigate QUIC Connection Delegation while vary-

Sc. DUT < Del. {Del., DUT} < Server Bg. Traf.
#1 No limit 22 Mbps No
#2  [22-132] Mbps 22 Mbps No
#3 No limit 22 Mbps Yes

ing the maximum bandwidth of the Wi-Fi network. Sce-
nario #3 introduces background traffic, showing that our
solution still presents benefits even if the smartphone does

Table 1: Experimental scenarios using the setup from Figure@

set is shared by the client when delegating a connection.
The second set is used to encrypt and authenticate the pay-
load of the QUIC frames and is not shared with the del-
egate. Due to space limitations and because this design
requires protocol extensions on servers, we discuss it in
more detail in this paper [36]. Our proposed QUIC del-
egation mechanism can also be applied to servers [36];
however, it requires the use of Multipath QUIC [37]].

4 Evaluation

In this section, we leverage our implementation in Cloud-
flare’s quiche due to its high performance [38] to evaluate
their performance in our lab environment.

4.1 Experiment methodology

Environment. Figure[§]illustrates the environment we use
across all our evaluations. The Device-under-Test (DuT)
is a Google Pixel 7a smartphone (Tensor G2 SoC, 8 GB
RAM, 4385 mAh Li-ion battery), running Android 14.
The device supports Wi-Fi 802.11 a/b/g/n/ac/e. All exper-
iments were carried out over the 5 GHz interface. Back-
ground services and unused radios (cellular, Bluetooth)
were disabled to minimize confounding effects, unless
otherwise specified. On the phone, we removed all pre-
installed applications and services, so no network traffic
is outside our control. The device is powered via USB
by a High Voltage Power Monitor (HVPM), as the Pixel

not completely enter a low-power mode when delegating.
Given that Android only enters sleep mode when the de-
vice screen is turned off, we turn it off in the first two Sce-
narios. The last Scenario uses an active screen. We sim-
ulate bandwidth restrictions using tc on the delegate for
the Wi-Fi bandwidth and the server for the server through-
put. For each set of parameters, we perform both an end-
to-end (E2E) HTTP/3 download, where the client down-
loads directly from the server, and a delegated HTTP/3
download, where the transfer is delegated. Throughout all
experiments, we set the server throughput to 22 Mbps, as
indicated by the results in Figure[6] All transfers are file-
to-memory (the client doesn’t write to disk) to avoid inter-
ference with disks or storage devices. We focus on down-
loads due to space limitations. Uploads provide similar
results [36].

Power Measurement. We measure the power con-
sumption with the Monsoon High Voltage Power Moni-
tor [39]]. We also rely on the On-Device Power Monitor
(ODPM) rails [17] to gain insight into the power con-
sumption of individual components. We use both tools
since previous works [[16l [18]] have shown that the sum
of the ODPM rails diverges from the battery counters or
total device power consumption under heavy workload.

Metrics. For each measurement, we compare the en-
ergy consumed during an end-to-end (E2E) data trans-
fer with the energy consumed during a delegated transfer.
Figure[J)illustrates the client’s perceived events, which we
use to describe the following metrics:

(1) Idle/Standby energy consumption [J] is the energy

“Intel Corporation , running Linux kernel 6.11



(s) Start of transfer  (e) End of E2E transfer (w) End of sample window

(d) Delegating  (r) Starting retrieval from delegate  (f) Finish retrieval
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Figure 9: Events that take place on the client.
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Figure 10: Energy consumption during a window of 50 seconds in Sce-
nario #1 (Table m)

consumption when the device is not transferring data
(E2E: (€) — (W); Delegated: (d) — @ + (f) — W)).

(ii) Active energy consumption [J] reflects the energy
consumption when the device is transferring data

(E2E: (5) — (€); Delegated: (5) — (d) and (©) — (£)).

Window energy consumption [J] represents the en-
ergy consumption of the device during a fixed period
of time ((s) — (w) for both E2E and delegated). This
metric highlights the real energy consumption. After
a transfer, the smartphone still consumes power in
idle mode; hence, we must determine if the energy
savings provided by our solution are not overshad-
owed by the Idle/Standby energy consumption.

(iii)

4.2 Energy savings when delegating

We evaluate the energy savings achieved through delega-
tion during HTTP/3 downloads under Scenario #1. Fig-
ure[T0| presents the total Window energy consumption of a
Pixel 7a during a period of 50 seconds. Each point of the
Figure represents the mean of five repetitions, with error
bars indicating the standard deviation.
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Figure 11: Device power profile during a 95 MB in Scenario #1 (Table
m}. The vertical line represents the client’s perceived end of the transfer.

Energy savings are higher for longer transfers. We
observe that transfer sizes below 20 MB do not yield sig-
nificant energy savings. For tiny file sizes (e.g., 5 MB), the
overhead of Connection Delegation introduces an energy
penalty. However, larger downloads incur longer trans-
fer durations, thereby exposing the benefits of connection
delegation. This trend increases with the file size: starting
from 35 MB, we observe energy savings of 13J (42 %),
reaching up to 31.49J (55 %) with a 95 MB transfer. Due
to the device’s 250 MB heap size limit, we only tested up
to 200 MB, where energy savings reached 757J (50 %) on
130 second sampling window (Section[C|in Appendix).

Profiling the energy savings. To fully understand
where the energy savings come from, we profile the E2E
and Delegated connections for the 95 MB transfer, over
a window of 50 in Figure [TT] The dashed vertical line
shows the end of the transfer on each side. The upper sub-
figures show the instant power consumption, while the
bottoms represent the cumulative energy consumption.
In the end-to-end case, the device constantly consumes
~1.39 W until the end of the transfer (~38s). Then, it
consumes ~0.37 W during the remaining 12s in an idle
state. While transmitting, the Wi-Fi card consumes the
main proportion of the power, accounting for approxi-
mately 24 % according to the ODPM.

On the right side, the delegated transfer moves the con-
nection after receiving the HTTP response from the server
(), realizing that the transfer will be long. Once the
client delegates its connection, it enters a low-power mode
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Figure 12: Energy saved in Scenario #2 (Table . The No limit band-
width represents results from Section[4.2]

and simply waits for the Wake-up packet while the dele-
gate receives the content from the server. During this pe-
riod, the device consumes approximately 0.41 W for 38s.
At the end of the transfer, the delegate sends a Wake-
Up packet to the client ((2)). Then the client retrieves the
data on the local Wi-Fi network (we measured a 309 Mbps
throughput) for 2.4 seconds, with an average power con-
sumption of 2.1 W. During the retrieval phase of ~6s, we
observe that the CPU is the major contributor to energy
consumption. In addition to retrieving its connection, the
client must also de-serialize its state. The cost of this op-
eration increases with the quantity of data buffered on the
delegate (i.e., the file size), since the received data is se-
rialized alongside the connection state. We investigate the
overhead of QUIC delegation in Section 4.4

Takeaway: When the server throughput is significantly
lower than that of local Wi-Fi network, Connection Del-
egation considerably saves the overall device’s energy
consumption. For large files, the CPU overhead incurred
when retrieving the connection state may become a bot-
tleneck due to the de-serialization process. Future work
will consider removing the application data from the se-
rialized state and transmitting it from the delegate to the
client alongside the state.

4.3 When is it beneficial to delegate?

Impact of the local Wi-Fi bandwidth. The energy sav-
ings presented in Section are primarily attributed
to the difference in bandwidth between the Wi-Fi net-
work and the server throughput. Figure[I2]illustrates how
changing this bandwidth disparity impacts the energy sav-
ings for different file sizes. We vary both the transfer size
(5, 50, 95 MB) and the Wi-Fi bandwidth (multiples of the
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Figure 13: Energy consumption in the presence of background traffic
with a 50 second window in Scenario #3 (Table E])

server throughput 22 Mbps) while measuring the device’s
total energy consumption over a time window of 100s.

When the local and remote bandwidths are equal, del-
egation consumes ~ 1.2x (5J) more energy than an end-
to-end transfer. Indeed, the device uses the same energy
to retrieve data from the delegate as it does in the equiv-
alent end-to-end transfer, with the additional overhead in-
troduced by delegation. When the Wi-Fi bandwidth is 2 x
the server throughput, energy savings begin to emerge
with larger transfer sizes, thereby increasing the observed
savings. For transfer sizes as small as 5 MB, Connection
Delegation never brings significant savings or even con-
sumes more energy due to the mechanism’s overhead. For
larger file sizes, we observe linear energy savings, which
is consistent with our expectations.

Takeaway: Connection Delegation brings energy sav-
ings when the Wi-Fi throughput is > 2x higher than the
server throughput. For small file sizes (e.g., SMB), the
solution’s overhead compensates for the energy savings.

Impact of background traffic. Figure [13| represents
the energy consumption with background transfer. We
run an iperf3 TCP client in the background with a
Rx throughput of 160 kbps, similar to a medium-quality
audio bitrate [40]. Additionally, we hold the Android
wake lock, preventing the smartphone from entering
Doze power mode [4]. As a consequence, the device’s
screen remains on and constantly consumes approxi-
mately 0.14 W. Although the smartphone does not enter
a low-power mode, we notice a difference between its ac-
tive power consumption (1.8 W) and idle power consump-
tion (0.84 W). In this scenario, Figure[I3]reports that del-



egation provides energy savings of 12J and 21 J for trans-
fer sizes of 55 MB and 95 MB, respectively. In proportion,
this represents an energy savings of up to 25 %, consider-
ing that the screen remains active. These energy savings
are lower than those observed in Scenario #1 because the
smartphone does not enter a low-power mode.

Takeaway: Despite the presence of background traf-
fic and of an active display, QUIC Connection Delegation
still saves up to 25 % of the device’s total energy con-
sumption for a 95 MB download.

4.4 Time Overhead and Server-side Impact
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(b) Server-side retransmitted packets.

Figure 14: Impact of delegation in Scenario #1 (Table .

Time overhead. QUIC delegation involves additional
steps compared to a regular end-to-end connection, as
explained in Section [3] We evaluate this time overhead
by subtracting the connection time from the time it took
(i) for the client to send the connection state to the del-
egate; (ii) to actually retrieve the connection state from
the delegate; (iii) (de)serialize the QUIC connection state.
Figure [[4a]reports the additional time duration in seconds
and as a proportion of the total connection time in an-
notations. The results depict a roughly linear increase in

time overhead because longer E2E transfers accumulate
more data, which requires proportionally more time to re-
trieve. However, relative to the total connection duration,
the overhead remains constant ~19 % with respect to the
file size, since the difference in throughput remains identi-
cal between the server throughput and the Wi-Fi network.
Again, we observe that for a small transfer size (5 MB),
the overhead of delegation is relatively higher due to the
short transfer time.

Server-side impact. QUIC Connection Delegation is
transparent to the server, which only needs to support
connection migration [10]. Nevertheless, migration may
impact the connection performance as observed from the
server’s viewpoint. First, the client stops processing pack-
ets while it delegates a connection, inducing packet losses.
Second, since the delegate is a different device, its RTT
may differ.

Figure [I4b] shows that delegated transfers trigger more
retransmissions compared to E2E transfers. An inspec-
tion of the server’s QLOGs [41] showed that these ad-
ditional retransmissions typically occur during the dele-
gation (Figure 7(b)). There is a significant variance in the
measurements, which we attribute to a change in network
conditions within our campus network. For future work,
we could leverage QUIC’s flow control to limit the data
the server can send, and rely on the delegate to update this
limit once the connection completely moved. After a con-
nection migration, the RTT and congestion state is reset
since the server cannot make any assumption on statistics
regarding the new path.

5 Related Work

Wake on LAN (WoL) [42] is a technology allowing de-
vices to be woken up via their network interface after
entering sleep mode. When a device enters a low power
consumption mode (such as an ACPI sleep state), se-
lected interfaces continue to listen for incoming data. If
a "magic packet" is received, the interface generates an
interrupt to indicate that the device should leave sleep
mode. This technology was initially proposed for Ether-
net and then ported to wireless interfaces (WoWLAN).
Wake On Lan (WoL) differs from Connection Delegation
as it only allows the entire device to sleep until a spe-
cific packet arrives, whereas delegation allows an entire
connection to be moved. Wake On Lan could delegate es-



tablished QUIC connections when entering sleep mode.
Additionally, WoL has no energy savings if the device is
active, such as Scenario #3 (Table , whilst delegation
still offers energy savings in this scenario.

In the pursuit of energy savings in networked devices,
Christensen et al [43] introduced the concept of "sleep
proxy". This concept has then been further explored in
numerous other papers [44] 45, |46]]. In general, a sleep
proxy refers to a network entity capable of sending pack-
ets on behalf of an unavailable host, in such a way that the
host still appears to be online. This allows the host to en-
ter a low power consumption mode without impacting the
rest of the network. The proposed sleep proxies mainly
process ARP, ICMP and TCP packets, but do not consider
secure protocols using TLS or QUIC.

6 Discussion

Connection or application delegation. We designed our
Delegation mechanism at the transport layer for two
reasons. First, QUIC includes a connection migration
feature [10], allowing for seamless transition between
the client and its delegate without requiring any server
change. Second, by controlling the transport connection
state directly, we ensure that the client’s device can enter
its sleep mode when it hands off its connection to the del-
egate, thereby saving energy. Instead of moving the QUIC
endpoint, alternatives could leverage Multiplexed Appli-
cation Substrate over QUIC Encryption (MASQUE) [47]].
MASQUE enables the encapsulation of multiple streams
or datagram flows within a QUIC connection, making it a
potential candidate for application-layer delegation. Fu-
ture work will compare the benefits of our solution to
MASQUE proxies [48l 149] in terms of energy savings.
We will also compare our mechanism with previous ap-
proaches related to sleep proxies [43, 144,145, 150].
Connection delegation when the Wi-Fi network is
the bottleneck. Connection Delegation brings energy
savings when the Wi-Fi bandwidth is significantly higher
than the server’s throughput. Recent studies have found
that Wi-Fi becomes the bottleneck when the access link
reaches >200 Mbps [S1]. We did not extend our testbed
to evaluate our solution in such conditions. However, Sec-
tion[4.3| gives insight when the Wi-Fi bandwidth is equiv-
alent to that of the access link: connection delegation does
not save energy in this context. As such, we expect our so-

lution to be counterproductive when the server throughput
is faster than the Wi-Fi network.

Cellular networks. Based on the measurements of
Narayanan et al. [9] over 5G networks, we observe that
cellular communication consumes more energy than Wi-
Fi. This motivates our future work, as we expect QUIC
Connection Delegation to be more beneficial using cellu-
lar networks compared to our measurements in Section 4}

Delegation strategies and trusting the delegate. In
this work, the client hands off its connection state to the
delegate for the remainder of the download. In future
work, we will introduce custom policies that allow appli-
cations to fine-tune their delegation/retrieval strategy with
the delegate. Moreover, as described in Section E], we will
consider security mechanisms to ensure trust between the
client and the delegate within the same LAN.

Beyond saving energy. While this work highlights the
benefits of QUIC Connection Delegation in saving energy
on a battery-powered device, this mechanism can also
bring benefits considering other metrics. Future work will
consider more use cases, such as allowing applications to
determine when and how to delegate, or delegate some ap-
plication functions to the delegate (e.g., application-level
keep-alive could be handled by the delegate itself).

7 Conclusion

With the ever-growing use of battery-powered devices,
such as smartphones or smartwatches, for accessing Inter-
net content, designing energy-saving methods to extend
the devices’ battery life has become a significant chal-
lenge. While earlier works propose incremental improve-
ments [2} 3] 52]], we suggest a radical shift to the end-
to-end principle. This paper introduces the QUIC Con-
nection Delegation mechanism, which enables a client to
delegate a transport connection to a trusted device, allow-
ing it to continue communication with a remote server on
the client’s behalf. The client can later retrieve the con-
nection data from the delegate. Delegation is beneficial
when the server throughput is smaller than the bandwidth
between the client and its delegate.

Connection Delegation relies on two key observations:
(1) from an energy viewpoint, it is more efficient to trans-
mit data at the highest possible throughput over wireless
media (Wi-Fi and cellular); and (ii) while modern Wi-Fi
offers >200 Mbps throughput, domestic access networks



typically limit Internet access at <50 Mbps. We design
and implement Connection Delegation in QUIC [10], and
measure the benefits and limits of the approach using
file transfers in various scenarios with a Google Pixel 7a
smartphone. QUIC Connection Delegation can save up to
55% of energy when the smartphone can leverage ex-
isting sleep mode techniques [4]], and 25 % considering
background traffic and an active display.

While this paper introduces the Connection Delegation
principles to save energy on battery-powered devices, we
believe that this mechanism can be applied to other use
cases. To motivate the research community to explore the
benefits and limitations of this approach, we will release
the source code of our two implementations, based on
Cloudflare quiche [12]] and aioquic [[13]. The support for
QUIC Delegation required 2769 and 2732 lines of code in
quiche and aioquic respectively, excluding interoperabil-
ity scripts. As part of our future work, we will analyze
how applications can be tuned to leverag the benefits of
Connection Delegation, measure our solution in cellular
networks, and deploy the solution in real networks.
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A QUIC connection migration
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Figure 15: An example of the information exchanged when a client ini-
tiates a QUIC connection migration.

Figure[I5]provides an illustration of the main steps of a
QUIC connection migration.

B QUIC connection state

This section provides additional details on the contents
of the QUIC connection state exchanged between a client
and its delegate. It complements Section

Packet Number Spaces. A packet number space is
the context in which QUIC packets can be processed and
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acknowledged. QUIC uses three packet number spaces:
Initial, Application data, and Handshake [10], we only
keep the Application data as the other are used only dur-
ing handshake. Each packet sent over a QUIC connec-
tion has a unique packet number in the packet number
space. Within this packet number space, we store (i) the
received packet numbers that need to be acknowledged;
(ii) the largest packet number received; (iii) a timestamp
indicating when the largest packet was received; (iv) the
next packet number to use when transmitting; and finally
(v) the set of already received packet numbers.

Transport parameters. QUIC transport parame-
ters [[10] are exchanged during the connection handshake
to define key protocol settings, such as the maximum UDP
payload size or acknowledgment delays, . .. These param-
eters are encoded as a hashmap, where the keys corre-
spond to their standardized names in the QUIC specifica-
tion, and the values adhere to the data types specified by
the RFCs. Including this information ensures the delegate
adheres to the negotiated protocol extensions, maintain-
ing compatibility and compliance with the original con-
nection.

Cryptographic Materials. Packet protection in
QUIC [27]] relies on cryptographic keys derived through
TLS 1.3 [35]. During the TLS handshake, endpoints
negotiate cryptographic algorithms [35] and TLS exposes
four cryptographic keys to QUIC: Initial, Early-data,
Handshake, and Application data (1 — RT'T) keys. Since
connection delegation occurs after the QUIC handshake
between the client and the server, only the 1 — RTT keys
are relevant. We store the corresponding cryptographic
secrets and the cipher suite negotiated during the hand-
shake to enable packet encryption and decryption on
the delegate. This ensures that the delegate derives the
same encryption materials as the client. We transmit the
cryptographic secrets, rather than just the derived keys, to
allow the delegate to compute new secrets such as clien
t_token, delegate_token, and others.

Connection IDs. Connection IDs (CIDs) uniquely
identify a QUIC connection on a peer [10]. Beyond the
CIDs exchanged in the initial packets, endpoints can re-
ceive additional CIDs throughout the connection. These
identifiers are crucial, as each 1 — RTT packet contains
a Destination Connection ID (DCID) to associate each
packet with the corresponding connection at the receiver.
When storing CID information, we record all non-retired

CIDs from each peer, along with their reset tokens and
sequence numbers. Finally, we store the active_connec
tion_id_limit for each endpoint to ensure that connec-
tion ID restrictions are consistently enforced throughout
the connection.

Streams and Flow Control. Streams are the ordered
byte-stream abstraction over which a QUIC connection
transports application data [10]], and they are regulated by
flow control. Since the delegate must also transfer appli-
cation data, we represent the byte-stream abstraction as
ordered range buffers for each stream. Therefore, we in-
clude each stream’s receive and send buffers within the
connection state. For the receive side, this represents data
received by the QUIC stack that has not yet been delivered
to the application. For the send side, the data is written to
the QUIC stack but has not yet been sent or acknowledged
by the peer. We also add control information such as flow
control and FIN flags. This preserves the ordered nature of
the data in each stream and enables the delegate to send
and receive information without disrupting the QUIC ab-
straction.

Congestion Control. QUIC endpoints perform conges-
tion control per path [28]. QUIC hosts must reset their
congestion control state upon connection migration [[10].
Since delegating a connection implies a migration, we do
not maintain congestion control state in the portable state.
The same applies to the Path MTU discovery information.

QUIC’s shared control information is significantly
smaller than the maintained information per implemen-
tation. First, since delegation occurs after the QUIC hand-
shake, we only need to share the 1 — RT'T handshake
keys and the application packet number space. Second,
since connection delegation requires the delegate to per-
form a QUIC migration, all path-dependent information
is not shared. The data structures representing the con-
nection state are unique to each QUIC library. As such,
the (de)serialization process involves deriving from/to our
portable QUIC connection state. Our prototype encodes
the QUIC connection state using MessagePack [30]], an
efficient, compact, and widely supported format. Addi-
tionally, MessagePack supports mappings with keys of
any data type, aligning well with connection state needs.
From empirical measurements, we observe that the size
of the connection state when delegating is around 2.5 kB,
without connection data.

Summary: Our portable QUIC connection state en-
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Figure 16: Experimenting with large transfer sizes in Scenario #1 with
a sampling window of 130 seconds.

ables capturing a snapshot of an ongoing QUIC connec-
tion at any time after the handshake, from the perspective
of a single host. It is lightweight, complete, and fully com-
pliant with QUIC version 1.

C Beyond 95 MB transfer sizes

Figure [I6a] shows results for transfer sizes beyond 95 MB
in Scenario #1 (Table |I|), using a 130 s window to ensure
completion. We observe energy savings of 36, 39, 55, and
7517 for transfers of 95, 100, 150, and 200 MB, respec-
tively. Due to the maximum heap size limit (dalvik.vm
.heapgrowthlimit) of 250 MB, we could not measure
transfers larger than 200 MB without the binary crashing.
For comparison, Figure [I0] uses a 50 s sampling window,
whereas Figure [[6a] relies on a 130s window. This 80s
difference accounts for an additional 21J of energy con-
sumption, corresponding to the average Idle power draw
of 0.26 W, as illustrated in Figure [T6b]
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